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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkkkk

Your password was updated successfully.

[...]
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]
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EBAUA—TIARADIPVAT I+ I T — kD A % AA : [data-interfaces] D% E 1L,
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 [TNHA A —H)LTEIL 72 (Manage the device locally?) | : FMC Zf /34 % 121%

o) ZANILET, yesE AN T DL, ROVIZFDM 24252 L1220 £7,

[T AT VA —LE— RERELETH (Configure firewallmode?) | : AR E T 7 A
TUA—NE—RERETDHZLEBEIOLET, HIHIRERICTZ 7 AT U+ — /L E—R
EEETLHE, Ffrar7 4 Xal—va ryREESNET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-1

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the

Fi
to

repower Management Center to manage it. Note that registering the sensor
a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

-
—

O FTD #& ¥+ 2 FMC 28 E L £,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id)]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP
address of the FMC.FMC # [E#7 K L ZXI5E TX 7254514, DONTRESOLVE %/ L
F9, £72. natid bIEE L £3, MM O SSLIFEALIERIETF v RV % 2 B DT /31 A
WZHEST T 2121, 72 TH 1 B EDOT NS 2 (FMC 721X FTD) ICRIZE R REZR [P 7
RLARKETT, 2Dz~ FTDONTRESOLVE #45E+ A511%, FEARER IP T
RUAETIIHE A R4 FTD ITHE T,

ereg key : FTD Z %4k 2 & ZITFMC THIEET DEED Y » F A4 LBGERF — %2 fEE L %
T, BERF 3T LT RIS T AHLERH Y £9°, A7 CFI2E, =T (A~Z, a~
z. 0~9) . BIONA T (1) ENRHY FT,

enat id : —HOMTEGERE/R IP 7 RL A F 2138 2 M BEE SR TWLARWEAIE,
FTD Z%§%7 5 &L ZICFMC IZHIRET AEEDO—BEDOU X A4 AXLFHNERELET,
ZO3FHNX, FMC % DONTRESOLVE ([ZFE L2 5E1C LB CF, NATID 1% 37 305
UTIZTHA2HENRS Y £F, A2 CFTE, BT (A~Z, a~z, 0~9) | BLUNA
7y () BRERHYET, ZOIDIE. FMC ICEEET HMDOTFT A 2 IIEH T £4
Ao

&1

> configure manager add MC.example.com 123456
Manager successfully configured.

FMC 73 NAT 734 ZDOERIZH 25 E1E, ROPNIFT L OIZ, —EDONATID & & HITH

F—ZASL, FA ORIV IZ DONTRESOLVE ##5E L £,

1

. FMC T® FTD O & F
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> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

FTD 73 NAT 7 /34 ADHHIZH HGEIL, ROBUIIRT L HIZ, —BEONATID & &bz
FMCIP 7 RLAE7ZIIARRA M EATILET,

&1

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
FMCIZ7 7 A 7T U4 —VEBEEEK L FT,

FDM #{FER L71- FID O#HIRENTT

ATy I

FDM (285t L C. FTD DY ELZ EIT L E7, FDM2HH Loty b7 v 7 & 574
HE, BHEFMC OT7 7 B AFREICMZ T, EEOTDIZ FMC IZUIY Bz 72 & &2, FDM
TETLETRNTCOAL VF—T 2 ABREPRFEINET, 778A abr—nL KR —
REF2 VT4 =R EOMDOT 7 4V PEREITRFSNARNT LITER L TIESN,
CLI ZfEf3 25 L, HHEFMC DT 7 EAREOHADMMERFSINET (T2 xiE, 77401
DOWNEA o H—T =24 ADORTEITRF SN ETEAL)

4r & HREIIC

« FMC OWIHIREE % BB L T3AT L £ 7, Cisco Firepower Management Center 1600, 2600, and
4600 Hardware Installation GuideZ# ZH L T< 723\, FID & v F7 v 7§ 5HIZ, FMC
DIPT FUAEIIARA A LR L TESBERH Y £,

« Firefox, Chrome, Safari, Edge. 7213 Internet Explorer D/ N—2 2 &2 H L £,
FIE

FDM iz 74 v LE7,
a) 77 UHFICE’D URL DWWz A LET,

« N5 (Ethernet 1/2) : https://192.168.95.1,

« H : https://management_ip, BELA X —7 = A AZDHCP 7/ 7 AT b THDHT-
B, IPT RLUAIDHCP Y —_"—IC k> TRARY 9, ZOFIHO—EL LT, B
IP7 RLURAZHNT RLUACHET HHEND D120, Bl Shend 21ciN
WA E =T A AT HZ L 2BEIOLET,

b) —H¥—% admin, ¥ 7 4/L k NAT— K Admin123 ZEH LT /A > L£7,

FMC T® FTD O & F II
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B rovzsmLEonsREORT

ATy T2

) TV RaZ—HW— T4 ABHELFATHEL, BHERAU—-RELETLH LI
KOBIET,

VMR EEE T DI, PN FDM Icu /A o Lzt &ty v 7 v 7o 4% — K&
LET, BEIISLT, XR=VYDOTFEIZH D [T /31 ADEEE AX » 7 (Skip device setup) ]
IV LTy N v 74P —REAXy S TEET,

Yy NT T4 = REETTDHE, NEA X —7 A A (Ethernetl/2) DOF 7 # /L bk
FEIWZMZ T, FMC DEBIZYIV B2 5 & EICHEFF SN D46 (Ethernetl/1) A VX —7 =4 &
LR ETEE T,

a) BA L F—T oA ABLOERA V¥ —T = AX L TROA T v a U EREL, [X
~ (Next) 1227 U v 7 LET,

1. M#BA v Z—T A A7 KL A (Outside Interface Address) |1: 2D A F—T = A A
TEHEA S —Fy = U= THY, FMCT 7B A o F =T = A AL LTHE
MENDGERHY T, 751 AR ERHIBIOINEA 5 — 7 = A X %8R
THZEIETEETA, RAIDOT—X A H—T =2 A ANT 7 4V NDOIERA v X —
7z A ATT,

FMC 7 7 & A AN (F7213NER) TR A v X —T = A A&MEHT 25513,
Ty T v T4 P — FORTHRICFH THRET HDLENDH Y £,

[IPv4DFRE (ConfigureIPv4) |: A v 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEATAN. FRETFETRAEY T v 7 IPT RLA, 7 Xy h~wRA7 . BLY
F—=hrT A B ATITTEET, [4£7 (Off) |ZBIRLT, IPv47 FLRAERE LW
EVWOBERBELHVET, By N Ty T U 4= REHEH L TCPPPOEZRXET HZ &
ICEEHA, A X —T 2 A ANDSLET L, F—T7LET 5, 721X ISP ~Dfh
O HRt STV, ISP A PPPOE ZfEH L TIP 7 RL A ZRML L TV 554
%, PPPOE MMLEIZ R D550 H 0 £3, U 4 P — ROETHIZPPPoE ZiX ETE F
D

[IPv6 D% E (ConfigureIPv6) |: #MA > % —7 = A AHDIPv6 7 KL AT, DHCP
AT 200, ERITFHMTAET v 7IPT RLVA, L7 497 A BIOT—
Nz B ANTEET, (47 (Off) |ZBIRL T, IPv6 T RLAZFEELZRNEWN
DRI H Y ET,

2. [E¥EA 32— 7 x4 X (Management Interface) ]

CLI CHIIREZFAT LI GA., BEHA VX4 —T oA ADFREFFRINETAL, &
HALH—T 2 ADIPT RVADHRTEIE, By b7 v 74— RIZEEN T2
WZEIZHERELTLESY, BHIP 7 RLADOEEIZOWTIE, A7y 73 (17
R—=) | EBRLTIEEN,

[DNSH—,3— (DNS Servers) |: 77 A7 V4 —/LOEHA ¥ —7 = A AP DNS

Y= =T, ARRRAIC L DU EDODNS — D7 KL AZ A LET, 774
JV ME OpenDNS /X7 U 7 DNS $—/3CTF, 74—V REMEL, T 7 4/ MR
L72W5A1E, [OpenDNSZfE] (Use OpenDNS) 1 %27 U w795 &, 74—V NI
WU IP 7 RLARNY o— RENET,

. FMC T® FTD O & F
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ATvT3

ATvT4

ATy TH

ATvT6

Fom £/ L1- Fio oigzozT [

[77 A7 74—AHKA N (FirewallHostname) |: 7 7 A 7 U A —/LVOBEHA 2 —
Tz A ADKRANLTT,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [IR~ (Next) 1227 U 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — R LET,

2. [NTP# A LH—,% (NTP Time Server) |: 7 7 # /b b @D NTP H— & H 4255, i
HLTWAONTPH— DT RLAZFEBTCANTLINZRBRLET, Nv 27T v 7H
WO — R EBINTEET,

c) [BEHETIZ 90 HFDOFMIIF A BA4A (Start 90 day evaluation period without registration) ]
IBIRLET,

FTD % Smart Software Manager [Z 5§k L2V TL 72 &, TXTD T A L AL FMC THE
ITShEd,

d) [T (Finish) 1227V v 27 LET,

e) [Z7 77 REHE (Cloud Management) |E721L[A 4> K7 v (Standalone) | Z&ENT 5 &
IRDENET, FMC OFFIZOWTIE, [A¥ > F7 1 (Standalone) ] &R L TH»
5. [Gotlt (THE) 1 ZZIRLET,

(MEELT) BHEA X —T 2 AOBHIPT RLAEZFRELET, [T/34 A (Device) |
BBINL, [V AT LRE (System Settings) ]>[EBA % —7 = A A (Management Interface) ]
Voo olRiczZ Y v 7 LET,

FHIP T RLRAERETDHHEEE. 774V 8 — b =g b T —X A X —T = ATlX
B —BDTF = 72 A|IZHELTLZE, DHCPAHEA T 25HE1E. MbRET D LEIT
HOFEHEA,

SN ETNINELND A v B —T 2 A R EFLBMOA X —T 2 AEHRET DHAX. [T
NA A (Device) | ZEIRL, [f ¥ —7 =4 A (Interface) | DY~V —lZHDV T %7
Vo7 LET,

FDMIZBITBHA L Z—T 2 A ADREDFEMIONWTIL, [FDM TDO 7 7 A T 74—V D%
El 2B LUTLTEEN, FMCIZT \A A %487 5 &, FDM OO EITRFFI N EH
ho

[7/34 A (Device) |>[> A7 Li%E (Device System Settings) > [H Y44 B (Central Management)]

> [Management Center] > [Management Center] > [7 /34 A (Device) |>[Y AT LRXE (System

Settings) > [ J&EE (Central Management) ]> [Management Center] 3% L, [#ifT
(Proceed) ] %7V v 27 LCFMC O EZHRTELET, > >

[FMCOE# (FMC Details) | ##% & L £,

FMC T® FTD O & F .
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7:FMC DF8

Configure Connection to FMC

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
10.89.5.43 10.89.5.35

fe80::2ef8:9bff.fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

Lerste} ©

NAT ID

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.43 / 255.255.255.192 Edit

CANCEL CONNECT

a) [Management Center/CDOMD R A N4 £721XIPT KL A% K-> TWEF A (Do you know the
FMC hostname or IP address) ]. [FMCO7HR A M E2IIIPT KL A& H > TWETH (Do
you know the FMC hostname or IP address) ] T, IP 7 FL AL /2IIAR A &I LT
FMC/CDO IZEZE T E 25513 [1ITVv (Yes) 1227 Y v 2 L, FMC/CDO 75 NAT D5 #%IZ

. FMC T® FTD O &R
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ATy FT17

ATvT8

Fom £/ L1- Fio oigzozT [

BB, NT Vw7 IPT RUAELFFRA NP LZOVEARIFZ WL (No) 1227 Y w7
L/ji‘g—o

M D SSL B EALBE T v RV % 2 BEOT A AMICHSLT 5121, 722 TH 1 HL
FEDOF A 2 (FMC/CDO F£ 721X FTD T /354 &) IZBGEAFE/R IP 7 R L AR MLEE T,

b) [V (Yes) ] IR L7ZHA1E. . FMCDRAR RE/NIP7 RLARZANLET,
c) FMC &{F¥X—2fELE 7,

ZDOF—X, FIDT A A &84T 5 L EITFMC THIEET A1EE D 1EIFR Y OB ekF—
TY, B —I1L37 LFLUTICTH2HERNH Y £7, A CFITE, BT (A~Z,
a~z, 0~9) \ BXONA 7> (1) 2ERBY ET, ZDOIDIE, FMCIZBERT 5D
TR A TE LT,

d) [NATID] #fEL 7,

ZOIDIX, FMC CTHIET HAEED 1 [FIRY OLFHITT, WINLDOT /A ZADIP T
RLADHRZERETIHHE. 207 4 —/L RIIWAETT, WGHFDOTF A ZADIPT KL AN
DO TVAHEATYH, NATID 2f8ET 5 2 E &2 H#LE L £9°, NATID 1% 37 LA RIS
TOMENRDY T, AT, JET (A~Z, a~z, 0~9) | BRUOANA 7~
() RERHY ET, ZDID I, FMC IZEEET AT S 23T £ A,
NATID |, ELWTARA ADE DG THD Z &2l TH1-DICIP T RL A LRSS
by THEHAESNET, IPT7 RLR/NATID OFRGERICDIH, BEkF—nF v 7 ENE
7

[Bfc DX & (Connectivity Configuration) | Zi%XE L £7,
a) [FTD7ZA A R4 (FTD Hostname) | #f5E L 7,
b) [DNS#—/3—2L—=7" (DNS Server Group) | #fiE L E7,

BEFD I N—T %8R T D0, HLWI—T%ERLET, T 74/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4L, OpenDNS H— S—RE v E T,

¢) [FMC7Y R4 2B —T x4 R (FMC AccessInterface) 12 oW\ Tk, [
(management) ] Z @8R L £,

[#6t (Connect) 1% 7V v 7 LEd, [BEkAT —H A (Registration Status) ][FMCHEEEA T —
% A (FMC Registration Status) ] [FMC¥$k A 7 — & A (FMC Registration Status)] 2 4 7 &2 7 78
7 A2, FMC ~OUI D X DBIED AT — X ANF /RS LE T, [Management Center/CDO%F
kR & DOERTFE  (Saving Management Center/CDO Registration Settings) ] [FMCH &% & DFR-AF

(Saving FMC Registration Settings) ] [FMCH %% & DIRAF (Saving FMC Registration Settings) ]
AT T D%, FMCIZBEIL, 77 A7 V4 —/LZBIMLET,

FMC T® FTD O & F .
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FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMC ~DHI 0 B2 %% v AT 585818, [BEkDF ¥ /L (Cancel Registration) | % 2
Uw 27 LET, F¥ 2L LRWEEIL. [Management Center/CDOBERX E DIRAF (Saving
Management Center/CDO Registration Settings) ] [FMCH§kax & DIRIF (Saving FMC Registration
Settings) | [FMCHE§kak & DO FRAF (Saving FMC Registration Settings) | D A7 v 7 R5%E T T 5 F
TEDM7 7 0% 7 4 FUZ LR TS EEn, MUEEE, Tt 23 —HEik L, FDM
WCHEEER LA 0 HB S ET,

[Management Center/CDOS k% & DIRTF (Saving Management Center/CDO Registration Settings) ]
[FMC& 5% & DIfAF (Saving FMC Registration Settings) ] [FMC®& k% i D117 (Saving FMC

Registration Settings) ] A7 v 7' DI FDM IZHE L7 £ £I2T 256, € D% [Management

Center ¥ 72 13CDO & d IEH ##¢ (Successful Connection with Management Center or CDO)] [FMC &
DIEH B (Successful Connection with FMC) ] [FMC & O IE##5#%¢ (Successful Connection with
FMC) 1 # AT rrARy 7 ANERI L, FDM 2> LHIKr S ivET,

. FMC T® FTD O &R



| FMC T FTD OERE

~nns4>mc [

9:FMC & D IE &R

FMC Registration Status

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

~NDOoJ4 FMC
FMC #fiH LT, FID &% EB IR L 7,

4R8O SRS

PR— P SN TWDLT 7 UFOFEMICOWTE, AT L2 3—Ya o) V—2/7—F
(https://www.cisco.com/go/firepower-notes) %2 L C< 72 &0,

FIE

AT T BR=FSNTNLT T UHFEMEHL T, RO URLZ A LET,
https://fmc_ip_address

ATV T2 2—HPF—Z L X2RTU—RE AN LET,
ATFw T3 [mr Ay (Logln) 1227V w7 LET,

FMCD S A 2 ADRF
FTRTOTA B ZT FMCIZ X > TFIDIZRESNET, ROTA B AZWATEET,
CEBAR: (WA EATAEUZA,
CEBEEX2VT 4 AT U Ve AL RIAIPS

FMC T FTD O ER
I
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e WILYTT v T
*URL : URL 7 4 L& ) 7

* RA VPN : AnyConnect Plus, AnyConnect Apex. & 7-I% AnyConnect VPN & H

VAT A AOHEIZOWTIEFEL <L, cisco.com/go/licensingguide % &M L TL 72 &1,

188 BRI
* Smart Software Manager IZ~¥ A X —T7 B 7 2L ET,

ERETHOV MERBRLTROWESIE, Vo2& 7 )y LTHLWT AU Y REREL
TL 72 &V, Smart Software Manager Tl&, #fkDO~AZ—Th 7 FEERRTE £ T,

s a7 I7A4T AT T T EERLTEMEEIND) EAMHEHT 121X, 2RO
Av—hK VT 02T T4V T THU L NTHRE S (3DES/AES) 74 &
VABRFERATEAXNEND Y 9,

FIE

ATVl BEVWOR—K TA4® VT TAHATY M, MEBERTIABUVAREENTND Z L %
WMLTLEEN,

TAB AT, VAIEIFRERBEIEDNLT A ZAEHEA LRI, A~— Y7 by =T
TARD T TAT L MZY 7 SRTWET, 7220, BETIA v AZ2BNT 555
Db 551, Cisco Commerce Workspace T [#fh & VU = —3 3 @O (Find Products and
Solutions) MR ~7 4 — /W REEHLET, ROTA B APID B LET,

10: 54+t REHE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEONLRWEGEIE, ESCUZTEICPID ZEMTE £,

cHEARTA X
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

. =T BXOURL T A & 2A0MBEHHE

. FMC T® FTD O & F
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| FMC T FTD OERE
e ~o Fio o5z I

* L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EREDPID DWFNNEIEINTBINT 2 & ROWTHHNO PID I 2 W~ —A D
VTR VT a U EERTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
+ L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

*« RA VPN : [Cisco AnyConnect Ordering Guide] Z# &M L T 72 &0,

ATv T2 FERELTOARWEAITL, A~v—bF T4 7 B—R—IZFEMC %88 L £,

BEREIT 9 121X, Smart Software Manager THEk b — 7  Z AT DM ERH VY £, FEM7e
FIEIZ DV TIX, Firepower Management Center 7 KX =& hL—3 3 » A RESBRLTLE
é 1/\0

FMC ~O) FTD 0243

FTD % FMC (2% L F1,

1R BHIIZ
« FTD DR Y DORE TRE LR DOFEREINE L £,
«FID OEFLIP 7 L A F /23R A M. BLOYNAT ID

FMC T® FTD O & F .
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« FMC D% g% —

FIE

ATY 1 FMC C, [T/31 A (Devices) |>[7 /31 A& (Device Management) | DJEIZIER L FE 7,
ATy T2 [1BM (Add) | Fey 7 Z o2 UARNL, [T34 ADEM (Add Device) | Z3&R L £,

Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =R EBRELET,
o [ARA R (Host) 1: BT 2D FID ®IP 7 KL ANKA MaE AT LET, FID OO
BRETFMCOIP T FLAENATID OMi 5 Z2fELZHAIT. 207 44—V REZEDE
FlcLTLZEnTEET,

GE) HABRETIX., 7D FMC 2N NAT OEZICHHHEE. 774~ U FMC D7 A
MIP £72134 /72 L CFID %8 Cc&x ¥4, 7272L. FID 2t H % U FMC
IZBERT HI21E, FIDDIP 7 RLANKRRA MM EIRET ALERH Y £,

« [#7°:4  (Display Name) ] 7 ¢ —/L KiZ, FMC (279 5 FID O4RiZ AT LET,

. FMC T® FTD O & F
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o [B$kF— (Registration key) ]: FTD OFIDOFRE CTHE L= O LR DB —% A
L\ij—o

s [KAA > (Domain) |: ¥/ F RAAL VEBREZEHA L TCWAEAIL. TXAM A% —T K
AL TED B TET,

S [ZA—T (Group) |: ZN—THMHLTWABEAIT., 73 R —F 280 4T E
7T

s [T7®A=ZY bu—/LKR Y T — (Access Control Policy) |: #IH#IAR Y > — %@L £7,
FHTEZULERDHD Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [HT LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
7w v7 (Blockalltraffic) |##®IRLET, B CINELERLTCNT 7 4 v 7 ZFFRT
HZEMTEET, THRNENOIB~D NTF 7 4 v 7 OFF] 36 X—) | #BRLT
TEEW,

11: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e [Av— 1T A A (SmartLicensing) |: BT DHREICHNERA~v— T /AL L
T, [vvrU =7 (Malware) | (WA T =7 A VAR v arZEHT5TEOES) |
(%@ (Threat) | BAPHEZEHT L TFEOHE) . BLO[URL] (B 7Y X—2D
URL 74 N ) o T HaFATTHTPEORE) 2H0 N TET, F: 7/3A4 A48l
%, [VATL (System) >[4 2R (Licenses) | >[R¥— T4 VX (Smart
Licenses) | X—/ 5 AnyConnect V) E— 7 7B AVPND T A LU A& TX £7,

o [EDNATID (Unique NATID) ]: FTD OfHIDERE CTHE L= NATID Zf & L £,

« N7 v FO#ERE (Transfer Packets) ] : 7 /3 Z03H FMC ~D /37w MNREEZFFA L E
T, ZOF T a rEAEITL TIPS R Snort 72 EDA X2 b R U H—ENEEA,
THRAABREHE LTA R MAZT—=ZERE Ny b T =2 ZFMCIZEE LET,

FMC T® FTD O & F .
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B z2svnes07k0o—0mE

ZOFT Y a RN LISEAIE, A XY MERLETAFMCIZERF S, ATy T —
ZIFEFEESNEEA,

ATY T3 [k (Register) |27 Vw7 L, BENSEHH LIZZ EZ2MRLET,

BIKISINT D L. TAA AR A MOBEMENET, KR LZLAIE. =7 —AyE—UN0
FoRENET, FID BEEITRL25E 13, IROER ZHER L T IZEN,

sping : FIDCLIZT 7 AL, kD a~<> R&EfEHA L TFMCIP 7 KL A~® ping & FAT
LET,

ping system ip_address

ping 23T L 72V EA0E, shownetwork 2~ RaEMBH L CTxry NU— V7 REL MR L F
9, FIDEHIP 7 RV AZZAH§ 5H21E, configurenetwork {ipv4|ipv6} manual =~ >
RafiHL £,

« BEREF—. NATID, BLOFMCIP 7 RL % : DT A 2 TR UBGRF—2HH LT
WHZ L EHERL, BHLTHDHEAIEINATID 2L TWD Z & 2R LET,
configuremanager add =~ > F&4fliH LT, FMC THkF—& NATID 2 ETHZ &
MTEET,

NI TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

EXMGEXLI)T 4R O—DHRE
ZITIE, ROBRECHEHN L TERNR X2 74 W) —2RET D TR >V THM L
£

WA v A —T 2 A AENTA LV X —T =2 A A NEA v F—T = A AZAXT 4 v 7P
T RLVAZBEID YT, A v H—7 = A AT DHCP 2 L F£7,

«DHCPH—/N—: 7 5347 FOWEA » #—7 = A ATDHCP —"—%fEH L £7,
T 7 AN R —hK AR A =T 2 A ZAENLTT 74V Mb— hEBMLET,
*NAT : Ml A v 2 —T = A ATA L F—7 = A ZAPAT M L £7,

TR hr—v NI ~D T T v 7 ZFFAILET,

EARR X2 )7 4 RY —2RET DI, ROF AT ZFTLET,

’i\ /r\/§»_47 i{x@%&ﬁg (27 /\Obﬁf/“) o

(2) |DHCP #—/S—DFGE (30—

. FMC T® FTD O & F


https://cisco.com/go/fmc-reg-error

| Fmc <o FTD =6

AV8—T 14 RADEE .

(3) |7 7 AN A= bhOEM 31 ~—Y)

/4\ NAT @E’X‘Lﬁiﬂ (33 ’\O_:/) °

(5) [NEDLAA~D R T 7 1 v 7 OFFA] (36 X—)

(6) |REDRERN (7<—v)

A 23— 124 ADKETE

ATy T

ATy T2

ATvT3
ATvT4

HD%V& TxAREAPIL, TNHE2EX2 )T 40— ZEDYTCTIPT L A%
BRELET, BEII. VATLATEW®ROOAL NI 74 v 7 2BiRSEDLHIC, Dt 2
0@4/5 T2 AAERETDHILERDY ET, BFIL, Ty T AN —LNL—FFETA
VHA—Fy MBI LA A v 2 —T oA A&, MO Ry FT—27 D 1 DLl EOWNERA
=T A AZFHLET, TNBEDA L F—T x4 AD—ERIE. Web T — =72 EDRT
Vo7 7vANARERT £y NilET 5 [FEEHE ] (DMZ) 7225580360 £,

— R D —TF 4 T OARTUE, NEA A —T 2 A ATAET 4 v I T RLU AR ERH
425 LEIFZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RV AZEIGT 52 LTI,

WOH T, DHCPIZLAARAZT 4w 7T RL AL IL—FT v RE— ROHNHAL L X —T = A A
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

[T /734 A (Devices) |>[7 /A A& H (Device Management) JDIEIZEINL, 77 A T 74—
O Vw7 LET,

[f % —7=xAA (nterfaces) ] %7 U v 27 LET,

Overview Analysis Policies eENGEEE Objects = AMP  Intelligence Deploy ; System Help v admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5. 20 £.cancel
Cisco Firepower 9000 Series SM-24 Threat Defens
Device Routing li:m Inline Sets DHCP
\ Search by name i Sync Device | | € Add Interfaces -

Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address
Ethernetl/2 Physical < &
E Ethernet1/3.1 Sublnterface E] &
Ethernetl 4 diagnostic Physical Lal &
Ethernet1/5 Physical F] y

WNESIZHE AT 24 v X —T = AD 22V v LET,
[&f% (General) | % 7 RERRIINET,

FMC T® FTD O & F .



FMC <O FTD OER |
B sz 1z08%

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

. FMC T® FTD O & F



| Fmc <o FTD =6
AV8—T 14 RADEE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| ig'z]ogi'1%5”255'255'255'128 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
AT s AR AT AL 2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K || Cancel

GE) FMC 77 EBAEHHIZZOA X —T 24 AZFRNIHE L TWDHHEE, ¥ —
T2 A RUIT TIZLBIBNF T oNTEY, AMMLET RUVAEENTE T LTWNE
T, TRNODOEARTIIEFE LARNTL &N, BHFET5H L, FMC OEH ) F
WrEihEd, ZOEETH, B c7 74 v/ R)—0D8Xa VT 4V — U Z5RIE
TEFET,

a) 48 LFETO [4nAT (Name) | Z AN LET,
e ziE, A FZ—7 x4 AT loutside] &I LETAEFIT £,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

FMC T® FTD O & F .



FMC <O FTD OER |
B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATYT6 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7547 N CDHCP ZHH L TFID 226 IP 7 RLAZEET S X 91T 5841%. DHCP
P N—EH L ET,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

. FMC T® FTD O & F



| FMC T FTD OERE
Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— =T 25 IP 7 KL AD& FALD
e OB OFHZZHRE L E T, IPT KL AOHFAIL, BRLI-A X —T = ALFT
BT xRy b BICHFETOIHERNDY, A HX—T =2 AHHFDIPT KL AEZEDHDH I &
IXTTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LnLET, IMBA v Z—7 = A RAZDHCP 2T 25618, 7/3M AT TIZT 7 41 b
N—FEZELTWHAREER SV £9, FEITL— M2 EBNT20ERHL5EIX. ROF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 w9 I)L— bk (StaticRoute) | X—T® [IPv4JL— k (IPv4 Routes) | £7-1% [IPv6IL— k
(IPv6 Routes) | 7— 7 /WZFR SN E T,

FIE

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 LET,

ATYv T2 =T« >4 (Routing) |>[RA T« voI)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) 127 V27 LT, ROLHIIHEELET,

FMC T® FTD O & F .
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B 7o+ —roeEm

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
|
= Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

=, IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

s [ZAT (Type) 1:BINTDAZT 4 v 7 )V— DX AT LT, [IPv4] £721% [IPv6]
FTarRFEUEI VT LET,

o[ H—T AR (Interface) |: HI1A v ¥ —T = A A%RILET, @FEIEIEBA
H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | E£721L[IPv67 — R~ = A (IPv6 Gateway) ] : Z D/L— hDF
JARNRYy T THLTF— T2 AN—FEZANNELITEIRLES, IPT FLRAEIERY
ND—=V/RANAT V=V NEfRETEET,

[ARU w27 (Metric) ]: %55y NU—27 ~DkRy FO¥ZE AT LET, ARMEOH
X1 ~2557T, 74/ MEIZ1TT,

AT9T3 [OK] &7 Vw7 LET,
N BAET 4 I — T =T VBEMESNET,

. FMC T® FTD O & F
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NAT D& E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Certificates

Device Management NAT VPN » QoS Flatform Settings FlexConfig
10 89 5 20 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% FE

&

ATvT2

— XA 72 NAT L—/LCldk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)

LIFOET,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 27 L, [#LLVKRY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RV —IZAmMEMT, R —% AT 27 50 28R L, [fR7F (Save) 1227 U w7 L
F7

FMC T® FTD O & F .



FMC <O FID OER |

B wozz

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel |

RY—NEMC IZiBMENET, glefx, N o—l—LZBNT50ERNHD £9,

ATFv T3 [—LDEN (AddRule) 1227V v LET,
[NAT/L—/LDiENI (AddNAT Rule) | XA 70 VR y 7 ANRFKRINET,

RATFYT4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ] : [EHEINAT/L—/ (Auto NAT Rule) ] Z3&4R L %4,
o [# 4T (Type) 1:[# AT > (Dynamic) | ZEIR L 7,
AT TS A H—TxA A4 7= b (Interface objects) |2—C, [HHAGERA X —T =1 A

F7Yx= 7 I~ (Available Interface Objects) | FEIK O [365CA v F —T = A AA TV =7 b
(Destination Interface Objects) | fEIKIZAMAS Y — > ZBML 97,

. FMC T® FTD O &R



| FMC T FTD OERE
nat oz [l
Add NAT Rule ? X
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd Enabl
b, TN e Sl Translation  PAT Pool — Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | any o,i‘outside zone ]
u:—.i-‘inside zone
oi‘nutside_zone Add to
Source
Addto |
Destination
QK | | Cancel
I 1 A ° > E =
ATvT6 [£#: (Translation) | X—Y T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et Enabi

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* all-ipvd hd * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT V— W3IA 7 V=7 MEZEO—HEE LTNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47V =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOAT V=V NetmETHZIEILITEERA,

GE)

FMC T FTD O ER .




FMC <O FTD OER |
B nsvons~ors7vonm

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBIMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JsISUIER Objects = AMP  Intelligence Deploy

% System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v n
* au
%  Dynamc 3 2 al-ip ¥ e @ S8

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

hvd i hvd = w =

RNENSNEIAAND S T 4 v T DEFA]
FTD % FMC [Z&$k L7z L X2, HKAD [TRXTONTF 7 v 7% 7 v v (Blockall traffic) ]
TIrRA Ay b= RY =B LIEGEE, T A @S5 T T v 7 A
THEDITARY ==V ZBINT H0ERHY £9, WOFIETIE, WY — BN
V=D RTT 4y I BT A=V EBIMLET, MY — RN 55aE, #ik
Xy NT—=I DT T4y 7 ZFFATHL—LEBIMLTIZIN,
FOVEEREX 2V T A RELN—NERET DAL, [Firepower Management Center
Configuration Guide] ZZM L T 72 &y,

FIE

ATv 1 [R)I— (Pdicy) 1>[T7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1 Z#R L, FIDIZHID Y ToHoNTWAHT 78X avy ha— LRI o—D %7V v
LET,

ATy T2 [Jb—ILEEM (AddRule) 1227 V27 L, RONRTA—=HEHFRELET,

. FMC T® FTD O & F
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| FMC T FTD OERE

ATvT73

ATvT4

5% TE O R B

ATy 1

zzorn [

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

« (EfE76Y — 2 (Source Zones) | : [ffiHAIREZ2 Y — > (Available Zones) ] 225Ny —
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [ fHF[GE72 > —  (Available Zones) ] 7B oMY —
VAR L, [3ESEIZEM (Add to Destination) 1 %2727 U v 7 LET,

MOREIFEDEFICL TR ET,

GEM (Add) 1227V vyZ7 LET,
=3 b=/ (Rules) |7 —7/MZBEMSET,

) System Help v

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation | Actions v
ftd_ac_policy You have unsaved changes | /2 Show Warnings | [ analyze Hit counts | [ [ Save | [ @ Cancel
Enter n

SSL Policy: None Identity Policy: None

Prefilter Policy: Default Prefilter Policy.
Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fiteer by Device

] Show Rule Confiets @ || @ Add Category | @ Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)

o Allow ] [

1 /A inside_to_outsice c tsic

v Default - ftd_ac_policy (-)

There are e this section. Add Rule or Add Category
oo ol Dok A T an |

‘
E

[fR1F (Save) 1272 Vw7 LET,

BEDOLERZ FTD B L £9, ZHEZRATLIETIE, T4 XA ETEDERELT 7T 4
7T £ A

FIE

A Lo [JEB (Deploy) 1227V v 27 LET,

FMC T FTD O ER .



FMC <O FTD OER |

B rossumoscu~nrstz

Deploy y System Help ¥

|__6 Cancel |

ATv T2 RV —0DER (DeployPolicies) 14 A 707Ky 7 ATT A AZREIR L, B (Deploy) ]
Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Current Version o3

Inspect Interruption Type Group

Device
Mo FTD

2019-02-28 07:11 AM

=#152.168.0.16

ATYT3 BEPEN LI 2B LET, BEOAT =2 22F0R"T 21013, A=a—3—0 [EH

(Deploy) | RZ v OAMICHETA 2% v o LET,
& || System Help v

Deploy
Deployments O Health Tasks - ]
1 total 1 running 0 success O warnings O failures Show History
Deployment - Collecting policies and objects. 10s
@ 15%

7' 192,168.0.16

FIDS XU XOSCLI~ND7 O X
av U RIA A E =T A A (CLD) ZEH LT ATLDE Y NT v 72TV, AR
RYATID T TINY 2a—TF 4 T HRITVET, CLITy Y a bR —2RETHZ
LITTEERA, CLIICIE, v Y — L R—MNIEEHELTT 72 TEET,
FXOSCLIIZT /7t AT+ 526 TX 7,

-
=

NTTNY a—T 4 T D=l

Y
GE) F71I. FIDTF AL ADOEHA X —T o AZSSH THE T E+, 2V —Ltyia
VR ERY, SSHE Y g Ek T 740 K TFTIDCLLIZZ2 Y | connect fxos =~ o K % {#i
(=N ?\'ﬁ T?*‘

L CFXOSCLLCHER CE 7, SSHEEADA v & —7 = A4 ZAZFAVTND5HE
BAH—T 2 A A LEDT RUAICERTEE T, T—F A4 —T x4 A~DSSHT 7 &
AETFT 74N N TEB STV ET, ZTOFETIE, T 74/ N TFEXOSCLI &7 A a3y

V= R— NT 7ROV THALET,

. FMC T® FTD O & F
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ATy

ATy T2

ATvT3

D 5&UM0SCL~D7 2 [

FIE

CLIicua 7 A4 4512, EHaLr Y¥a—XZar Y —)LiR— MO LE T, Cisco Secure
Firewall 3100 (21X DB-9toRJ-45 2 ) 7 /L7 — T AN YR L TWAH T2, #5723 v —
RRX=F7 48D Y TV 1o USB 7 —7 ABMETT, BEWOFTL—TFT 1 T AT AT
VB USB Y U TV R T A R ENT A A =L L TLZEW (Cisco Secure Firewall 3100
IN=RT 2T HA RERE) , 2 Y —/VR—MIT 74/ FTFXOSCLIWZZ2 Y £9, kD
VYT AREEFERLET,

* 9600 7R —

*8F—% v b

e NUT 472 L

1 Abhy7 Ev b
FXOS CLIIZ#sfi L £7, =—H¥ —4 admin &, HIIE > N7 v THRECHRE LT12/SA T — R4
fEHLTCCLLicrZ A > LET (F 740 ME Adminl23) |
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZT7T 7 &AL,
connect ftd

1 :

firepower# connect ftd
>

07 A %I, CLI CHEHAIRER 2~y FOIEFRZMEZR T HI121E, hep £ 22 AL E
T, HHJTEEIC OV, [Secure Firewall Threat Defense D i~ KU 77 LA ] #&H L
TLIZEN,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout =~ REASHLET,

ZOa~<wr RIZkY, FXOSCLI 7Fr > 7 MIFEY 4., FXOS CLI TR~ RO
AR T DI, 22 A LET,

&1

> exit
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https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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firepower#

T27AT7 A= ILOEIRDUIM

VAT AEBMYNI Yy MU CT A EREETY, BMICERY 7 V2R, EBRA
AvFEMLIZDVTDHE, BERR T 7ANVAT LOBEEZFIESEZTZENRH T, Ny
I 770y RTCEFIZZHO T a v ANFITINTEY, GRS 7 72K\ 20 | EIRZ Y
LIE0T2E, 77AT U4 — NV AT LETL—A TNy NI U TERWI 2R
TEWTL &N,

FMC DT /3 ZAEBR—T %A L T3, ADOEFREZYINT 52>, FXOSCLIZ & %
7,

FMC ZEARL =274 70+ —ILOERDYIM

AT YT
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

VAT LEBEYNCY vy MU UTH I ENEETY, BMICERT T V2R EIRA
AyFERLIZVTDE, ERRT7 ANV AT LAOBELZFISEITIERHD FT, Ny
77Ty RTIEEICEZHO T o ANFTINTNT, BIRT 7 7 EHE\W20 | BRIl
LT T2E, 77A4AT U NETL—RATN Uy NETUTERNI EERZTEBNT
TEEWY,

FMC #f L T AT ANy Y v hE U TEET,

FIE

[Devices] > [Device M anagement] Z 341 L £,

HEESTHT A ADORICHHmET A2 &) 227Uy 7 LET,

[T /34 A (Device) | #7 %27 Vv 7 LET,

[ AT L (System) |7 aTTNXAL ADYyy hEU T Aay (&) 270y 7 LE
7

Ta T IRRRENTEDL, TN ADY Y v MU UEHERLET,
AN T AT T —IVIERE L TWAERIX., 77 AT U= Ny vy hE T~
THLEICVAT AT haE=X—LFET, ROT a7 IREREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

=D LEH L CWRWEEIE, R30fFo TV AT ARy MU LI b %
R LET,
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ATy 717

cuizs3277479+—roERoms I

VENS U CTEFEAA v Fa2A 712, BRT 7 72N TY v — ORI EIR 2 BY
I ENTEET,

CLIICHIFTAT 747 74+ —IILOEIRDUIE

ATy T

ATy T2

ATvT3

RTvT4 W

RDATY

FXOSCLI Zfifld 5 &, VAT ARZLERIIV Yy AUV LTT NS ADOEREZUIWC& £
4, CLIICIZ, 2> YV —ILiR— MNIEHELTT7 72 LET, FIDB L FXOSCLI ~D 7T 7
T2 38N—) ZBRLTLIEE,

FIE

FXOS CLI Tu — V&R ZH L £,

firepower # connect local-mgmt

shutdown == > RZHITLET,
firepower(local-mgmt) # shutdown
11

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I+ — LDV ¥y NETUVERICI AT AT a P eE=F—LFE T, ROTa T
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEINCTERAA vTF 247120, ERET 7 727N Ty vy — bW ER &2 Y
Sz LN TEET,

O

J

FTD O E %= #HiAT7 HI2iE, [CiscoFirepower R¥ = X > h—% | [ZHrBFENOY 7 F =
TR—=VarD~v=aT VELRLTIIEEN,

FMC O AIZBET 2 F#IC oW Tk, [Firepower Management Center Configuration Guide| %
SZRLTLIZEN,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config

FMC <o FID DER |
B xozx7v7

. FMC T® FTD O & F



	FMC での FTD の展開
	はじめる前に　
	エンドツーエンドの手順
	ネットワーク展開の確認
	ファイアウォールのケーブル接続
	ファイアウォールの電源を入れます
	（任意）ソフトウェアの確認と新しいバージョンのインストール
	FTD の初期設定の完了
	CLI を使用した FTD 初期設定の実行の完了
	FDM を使用した FTD の初期設定の完了

	へのログインFMC
	FMC のライセンスの取得
	FMC への FTD の登録
	基本的なセキュリティポリシーの設定
	インターフェイスの設定
	DHCP サーバーの設定
	デフォルトルートの追加
	NAT の設定
	内部から外部へのトラフィックの許可
	設定の展開

	FTD および FXOS CLI へのアクセス
	ファイアウォールの電源の切断
	FMC を使用したファイアウォールの電源の切断
	CLI におけるファイアウォールの電源の切断

	次のステップ


