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CLI CHIHEREZ FAT LTI GG, BHA V¥ —T7 24 AOREIFRTRSNET A,

Fe A H =T 2 ATIX—I X T VB AEZAEDC LTZEAETH, B 2 —
T2 A ADFENMFEREINET, e 2lE, T XA X —T A AEN LT
TU—URBRHTLN—T 4 VT SINDEBR N T 74w 71, T—H A F—T AR

DNS #—_—TI732< . @A % —7 = A A DNS H—N—%{f ] L T FQDN % fif
wLET,

1) E— b Threat Defense = & % Management Center O & .
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. Device Manager % FA L /=B /i[5 E

ATvT5

ATvT6

ATy T17

ATvT8

[DNSH#—,% (DNSServers) |: ¥ AT LADEELT KL Z D DNS H—,3, 4 Fifigse i
W21 2L EDDNS =37 RLAZ A LET, 7 7 4/L M OpenDNS /X7 U >
7 DNS H—/TF, 74—V REREL, 774/ MR LTEWEATE, [OpenDNS
ZffiH (UseOpenDNS) 1227 Vw7 45L, 74—/ RIZHEEIRIPT RLARY o —

FENET,
[Z7 AT U4 —/RA 4 (FirewallHostname) |: VAT LAOEEHT RLADKRA K
4T,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [IR~ (Next) | %27 U v 27 LET,
1. [#A LYV —2 (TimeZone) |: VAT LDHA LY — U ZBINL 97,

2. [NTP# A L¥—~N (NTP Time Server) ]: 7 7 4 /b b D NTP H— _ZL 3220, fif
HALTWEONTPH— DT RLAZFETANTLNZEBRLET, Ny 27T v7H
WO — " EBIMTEET,

c) [BEETIZ 90 HFDOFHMmBIM A B4s (Start 90 day evaluation period without registration) |
B £ 7,

Threat Defense % Smart Software Manager |88k L 72V CTL &V, T TDO T A 2 XX
Management Center T3F{T S E 7,

d) [#%7T (Finish) 1227V v 27 LE7T,

e) [7 77 R&EEL (CloudManagement) JE72IL[A ¥ > K7 2> (Standalone) ]| %R T % K
I3k B ET, Management Center DEHLIZOW T, [AHX v R7 2 (Standalone) ]
IR THoD, [Gotlt (THR) 1 2@ £,

WEITIELTC) A =T = ZAERELET, [T/34 X (Device) >[4 —7 =
A A (Interfaces) | DEEA 7 —T A4 A% SR L T EEW,

PR LB —T oA A TUF, T AL E—T oA AR EENT-F— N7 = A BLETT,
F7 TR, BHA L HX—T A ALIDHCP S IP T RV AL F— U =2 2ZELE
T DHCP 267 — h U = A ZZfE LWES (e BEA X —T=Af X% Xy |k
T— 7\ L TV RWES) | Y= V=2 A XT 74NV N TT—F A X —T = A AT
D, MHRETIHLENLHY £H A, DHCP L7 — U = A 2% LT=HAE, b IcE
A LUH—T oA ATFHHIP T RLAEZREL, Y= NV xA 2T XA X —T A A
RETHHLENRD Y F,

YRV T 7R ANMERT AN E TLIINELUSNN DA U F—T 2 f A B ETBMDA v H —
T2 A AEFRETHHEE, [T/3 A (Device) [ ZEIRL, [ ¥ —7 =4 X (Interface) ]
OY~V—DV %7y 7 LET,

Device Manager (255 A > ¥ —7 = A ADOFEREDFEMIZOWVWTIL,  [Device Manager C?
T AT A —IVOKE] S L TL 72 SV, ManagementCenter (27 /34 A& X EkT 5 & |
Device Manager OO EITARFF S EH A,

[T/31 R (Device) |>[ R T LERE (System Settings) |>[FREHE (Central Management) ]
DNEIZEIR L, [#i1T (Proceed) 1% 2 U »»Z L T Management Center DEHL A ZE L £ 77,

[Management Center/CDO®ME£#H (Management Center/CDO Details) | ##% & L 7,

. 1) £ — b Threat Defense |Z & % Management Center O &
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Device Manager % { A L /- BRI E .

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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. Device Manager % FA L /=B /i[5 E

b)

c)

d)

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

BITE10 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESLT H12iF, D7e<Th 1
BLLEDT N4 A (Management Center & 72 % Threat Defense 7 734 &) (ZE|ZEFEZR IP
7 RUADBLEETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR MREINPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

ATY T [HEHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN (X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAFICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 2" L —= (DNS Server Group) ] #+5& L £,

DT N—T &R 50, FrLWI—T&ERKLET, T 74/ D DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE E v E T,

COREICEY, T A H =T 2 ADNS b—R_R—NEREINET, By T v
74 P—= N THELLLEHEDNS r—_—i%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—{X, DDNS (REINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKETDNS = _—(ZBFET 5720, HBHIZEHLZL O LH
U DNS = =7V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense (ZH| V4 TH 7T > M7+ —LARERY v —
TT—H# A2 —7 x4 ADNS P — "—F%E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHERFSIL, DNSH—_"—27 T v b7 4 — L5%iE
AU —lBmsivEdA, 7272 L, DNSERIE % & ¢p Threat Defense [Z£ T 7 > b7 4 —
LRERY —ZF VY THE, ZOREIZL>Tr—IAREN LHEEINET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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ATv 710

ATvIN

ATvT12

Device Manager % {& /i L f=EAITEXE .

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—FHT % L 912 DNS
T N T A —LREET VT ATIIRETDH EaBEIOLET,

F72, m—H /L DNS H—s3—F, DNS H— =G5 TRt S5 81c 0 R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T =4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

REFEHLDEBEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEH L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZREBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV M—ERHDH I EEHERTHEIICRDDLA -V
MWFERSNET, SMFEZBRLUZGEIE, By My 7O 4 = FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L 72855 13X, Management Center (4%
BT DRNST 74V hb— b &2 FE)CRET DHENH Y £9, DeviceManager (23517 H A ¥
T A v 7 )— FOREDFHEMIZOWTIL, [DeviceManager TD 7 7 A 7 U 4 —/VORE| %
ZHLTESN,

[#A 52 v ZDNS (DDNS) JH:miBEN (AddaDynamic DNS (DDNS)method) 127 Y v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L A8 ZE 8 7255512 Management Center 7355 2 fEfifi K
AA 4 (FQDN) TC Threat Defense |[ZR|ZETEX 5 L9 LET, [7/354 A (Device) 1> [
2T NFRE (System Settings) ]>[DDNSH—t % (DDNS Service) | 2% L T DDNS %% &
LET,

Threat Defense % Management Center (23813 5 AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZIEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE#E A4 #REEC & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T DDNS $—/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y R 2 |\ZB T HBIED AT — X ANREKRINET,
[Management Center/CDOZ £%5%E D 1R7F (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [CBEEI LTV 7 A4 7 U4 —/LZBILET,

Management Center ~D Y)W iz % % ¥ /T 5841%. [BEkDO X ¥ /L (Cancel
Registration) %7 U v 7 LE£d, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7R T4 5 £ T
DeviceManager D7 7 VW 4 R EALZRNWTL &0, AUEEA. 7 ut A3 —HE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ANRKRIHL, Device Manager 7> LYW SivE 7,

1) E— b Threat Defense = & % Management Center O & .
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6: EEES

Registration Status ?

Successful Connection with the
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{E M L =FHIRE

ATy 1

ATy T2

ATvT3

vy Ny T4 P REFEHLT, BEHIPT FLA, Y= U =A, BIXOZOMOIEAR
Xy NI —=UREXITVET, PIEECCLIZHT L, BHA VX —T oA AL v R —
XTI REAAE—T 2 A ADFEDHBRFFSALE T, Device Manager 2 ffi H L THIH]
Yy N v T EIATTDHE, BHA VA —T oA ABI PR =Yy TI/BA AL X —T
A ADREICMZ T, FH O |Z Management Center (28] V) B % 72 & &2, Device Manager
TRTLETRTOA U F =T =2 ARENRFFSNET, 778X arbo— R —
R EDOMDT 7 0 FEREIFRFFSNARNI LITEELTIEI N,

FIE

T AT U A —NVDEREANET,
(G¥) Threat Defense Z#]D CEENIT 5 & &%, #IHMLIZH 15 ~30 5000 £97,

=1 — LR — | C Threat Defense CLI (Z#55: L £,
2 —)LiR— hE FXOS CLI (285 L £,

2 —H—% admin B LOVIAY— K Admin123 Ta 7 A > LE 7,

WO TFXOSIZu 7 A Lzt &iX, WAUV—REERTLHIHIROONETST, ZO/RRAT—
KiZ. SSH @ Threat Defense & 74 I bEHA I VET,

GE) RMAT—=RRTTIEREIN T THONRLRWIERIL. T, ZA&HA A =L L TR
AT —RET 7NV My NTEHIXLERHY £, HA A—VLOTFEIZDONT
X, FXOSDO T TNV a—T 407 T4 RZSHRLTLITEE N,
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ATy TH
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1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkkkk

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E5E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OTu A v 35&, = Ra—F—F 14 28K (EULA) IZRIE L.
SSHESG A L CWAEAIL, BHE SRV —REZEFETILHIROLNET, FOH#
%@4V&~714X@&E%@cuﬁy%7y7xﬁuf%ﬁﬁréni¢o

T—=HAE =T 2 A ATIX =TV TV BERAEENILESGETH, B X —T =2 R
DREMER SN ET,

GF) BREZZVT (elziE, AA—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
725 CLI T configurenetwork =~ > RAfi ] L TZ®E CT& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LT 7ZEVY,

T 7 4V MEETIZLENZ A Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £ 5?2 (Do you
want to configure IPv6?) |: TNHDX A T DT RLADM R EH 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEFERT I TENLWEAETH, 774 X—K T RLARED
IP7 RVAZRET DMENRDH Y £,

«IPVA X DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FiIE
FHOENTHRELETHI?  [FE (manual) 23BN L E4, BHA L H—T oA AN
DHCPIZRE SN TWDHIHA, BHADT — 4 A VX —T oA AERETHILILTEE
A, ZIUL. data-interfaces THDHMLENH DT 7 4/ bb— 5 DHCP r— 33— b
ZELIELV— P CLEEINDAEMERSDL72DTT,
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1) £— k Threat Defense [= & % Management Center D& |

BEA UVA—T A RADIPVAT IAIWN T — DA FANERITEEBSA 3 —T 4
ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IR E L £,

DRENT, ~F =P TIEBAT—HZ AL H—T 2 AZ@BLTCHEETED LT,
/\/771/~/%§: LCEB NI 74 v 7 iRk LET,

[TNA A — NV TEBE L E7 ) (Manage the device locally?) ] : Management Center %

T HI21E Thol ZATILET, yes& AJ1T %5 &, 1>V IZ Device Manager % i 9
ZD — k ‘—fzﬁ D i—é«o

[T AT A NE— FEHRELETH? (Configure firewallmode?) ] : routed & AJJL
9, HMB~F—V ¥ T 78R FI, V=T v R 77 AT U4 —)L T— K TOHPR— |
INTWET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy

. 1) £ — b Threat Defense |Z & % Management Center O &
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You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR AHOHNEA =T A AERELET,

configure networ k management-data-inter face

LDk, IMIA L F =T = A ADIERR A Y VU =T BIEEITO LI KRO LT T bR

FRINET, ZOa~xr FOFEMIZONWTIE, ROFFEMESRLTIZIV,

T =B A HE =T A AEEIIMENT D556, FEA ¥ —7 = A A TIEDHCP 21 H
TEFEHA, 9Ty 8T vy TRRICIPT RLAZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =

A A — F U = A % data-interfaces(CRE Lg o 7ol /1E, 22 TCZoavy
LET,

bR

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A

ARE A B—=T A AL EIPT LA, F— b7 =A ~OFH)/L— b, DNS H—

/3=, DDNS #—s3—72 &) ZMih L TR L £9°. DNS J— S—BJEDFEHIC DN T
X, WESW L T 7Z 3V, Management Center Clix, B TCvRr—T % 77 E8A A ¥ —
7 = A AR AT TE £33, Threat Defense ¥ 7213 Management Center 238 BRHZ#E D Ff

WESLZWIT D K9 REFEZMARNE DI LT IS, BHEER A il S vz

ZAER

Threat Defense (ZiELLRTD BB 218 T3 5 configurepolicy rollback =< > R & L E

‘ﬂ—o

DDNS ¥ — "—HF D URL % ET 5 &, Threat Defense i Cisco Trusted Root CA /N K

NS TRTOEE CA OFEFAEA BEIIZ BN 5729, Threat Defense | HTTPS #f5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) ZffE 329X TDDDNS —/—ZHR—F L

i‘j—o

Zoavw Rt T—%] A X =T 2 ADNSY—R—%ZHRTELET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE

FEDNS r— "3, BN T 74 v 7 RSN ET, T —% DNS — 33— %

. DDNS

(BESNTWVBES) FHRIEoDA v A —T oA AZBAINDIEXF 2T 4R 2—

RS ET,

1) E— b Threat Defense = & % Management Center O & .
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Management Center CiX, Z @ ThreatDefense |2V 4 THF T v M7 4+ —AFERY v —
TTF—4 A #—7 A ADNS h—"—NREINET, Management Center |Z Threat
Defense ZiBMY % &, B—A/VBEDPHERF S, DNS— =377 v b7 4 — L&IE
RNY —ITBIMENEE A, 7272 L. DNSERIE A 5 Le Threat Defense (% T/ 7 > b7+ —
LRERY —2HIVYETHE, TORFEICL>Tr—IARED EEZINET,
Management Center & Threat Defense Z [FH] S 2121L, ZOREIZ—ET 5 L 92 DNS
TTRNTA—LREET VT A TIIRETDHIEHBEIOLET,

F£72, B —74/L DNS #—/3—|%, DNS H— \—RYHIEEE T S iz A1 D A
Management Center CIRFFSNE T, 7= & 2 E, BHA VX —T = ZAEHHLTT A
A %84k L. £ T configure network management-data-interface =~ > K&ff L CF—
HA B —T 2 A%FFE LI=YE . Threat Defense i E & —E 32 &L 912, DNS H—
N E T 2D DR E DT T % Management Center T 8 T ET DL ENH D £,

BH A #—7 = A AL, ThreatDefense % Management Center (Z88k L 721210, EHLA >
B—T 2 AETINDOT —H A L F =T =2 A ADVTINICEETEET,

Ty Ny T 4P = R THELTZEQDN N DA F—T = A AEHENET,

avy RO—HE LTFAL AREREE 2 VT TEXET, O a3 HAY S
FUATHATE ST, ML v b7 v ZREE ORI LR TL 2 &0,

T — ZEH A B4 A I2i. configure networ k management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

. 1) £ — b Threat Defense |Z & % Management Center O &
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ATy FT17

ATvT8

ATvT9

cu AL -FaEE |

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —7 L® Management Center ~D7 —4% A L H—T = A AT JEA
ZHIBR L £,

configure networ k management-data-interface client ip_address netmask
T XN T, T_XTOFRy NI =T BFFrSnET,

Z O Threat Defense % & 9~ % Management Center % 55E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E 427 N L Af5E TX e WAL,
DONTRESOLVE Z L 3, W50 SSL i 5ALE T v 1L % 2 5B DT /A AT
ST 212i%, 272 TH 1 AL EDT /34 X (Management Center & 72X Threat Defense
) \ZEIEFEAREZR IP 7 KL ARMEETY, 2D~ KTDONTRESOLVE Z457ET 5 1Z
WX, BIEREZR IP 7 R U A FE /i A A b4 ) Threat Defense (2% CT9,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT ¥
A DBEEF—ERELET, BEEF—1X37 XTFUTICTHILERDHY £9, BT
Wi T (A~Z, a~z, 0~9) \ BIUOANA TV () RENRDHY 7,

-nat id : ManagementCenter THIEET D, fEET—ED 1ERY OFHZHFELET,
FHIZT =2 A X —T oA ZAEMHT 58518, BEHIC Threat Defense & Management
Center D] J7 T NAT ID ZHET 2 M4 H D £, NATID (3 37 LFLUFIC T 242N
HYET, BT, BT (A~Z, a~z, 0~9) ( BRONA T2 () Z2ENR
HY EJ, ZDOIDIEL, Management Center (ZHERT HMOT /A ZNIIEHTE EH A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNA A% Y T— P HAITHEE TE S L 51T Threat Defense v v FF 7 LET,
VAT A EBYNCY vy NE DT A ENEETY, BMICER T 7R R\, B A
AFEMLIEVTEE, BRR T 7AN AT LAOBRELSIER T ENHYET, Ny
T T RTIEEICEEO T ARNETEINTEY, BRT 7 72k 0 . EBIRZ U
LT DE VAT LAETL—ATINT Yy NETUTERNWILEERZTBWTLEE
AN

a) shutdown =~ K& AN LET,

b) ®EIRLED & A7 —4% A LED #8£ L C, Vv —YOBFENUIM SN TND Z & 2R L
£ (LED 25H4T) .
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1) £— k Threat Defense [= & % Management Center D& |
B zt~orozr—n

¢ VY —YOBENIEFICUEShTZL, LBEIISCTERT 7 7 2h&E, Yy —v b
HEICERZ AT Z ENTEET,

XHEADA R =)L

D AKE )Y & Threat Defense 52 1FH 726, A v X —T = ANDA X —F v MZ
TIRVATEDLLIC, 77AT U= —T7 N8k L CERE A T 572100 TY,
EoTBHE, FROEFHEFIIREEZRE T CTEET,

274 T 94— LD — T )LIES:

Management Center & & FE 2 L B — X XU E— M OAKRMIZH U | Threat Defense (ZIFA & —
v MEH CEIFETE £9°, Cisco Secure Firewall 3100 % 77— 7 W54 5121k, RO FIEE
ZMLTIZS0,

7:)E— FEBEERROT—JILIER

[ Outside

—— outside (Management Center Access)
Console port —_inside

Inside

Management Computer A
Other Data Networks

4R8O HREIIC

A7 ay) ary =17 E7HXDOES : Cisco Secure Firewall 3100 {213 DB-9 to RJ-45 U
TN —T VSR L T A 720, Bt 2i12idY— K/%—F ¢t ®DB-9-t0-USB > U 7 /L7 —
TIVOREABKLINZ R DGER"HY £,

FIE

ATFYT1 V=V EWMOAMNTEST, "R TRETA FEZRL T &SN,
ATy T2 A B2 —T A A (Ethernet 1/1) ZHERNL— X ICHEFE LE T,

. 1) £ — b Threat Defense |Z & % Management Center O &


https://cisco.com/go/secure-firewall-3100-install

| 1) &— | Threat Defense [Z & % Management Center O &
77179+ —LoEREA [}

AT S3 WA 2 —7 A4 A (Ethernet 12 72 &) ZWE A A v F F 213 — F T8 L E7,
WEIZITEE DA VA —T = A ABEIRTE 7,

ATYTE FBYDA LU H—T oA AMDFRy MU —7 B L £97,

AFvTE (FE) BHa o VYa—FEar Y —)LR— M LET,

THTIE. BERIERT 27200230 Y —VEERIIVEH Y A, 2L, T TV a—
T4 T BRGAENHY £7°,

T77AT704A—ILOEIREA

VAT ADBRIL, T AT UA—AOEFmIZH L v I —FBRAA v FICEL o THII S E
T, BIRAA v T, V7 MEHMAAL v F L L THEREINTWET, LY, VAT LD
TVL—RATN Ty NETURYR—FEN, VATA Y7 vy =T BT —%OEHE
URAT PR S VET,

\}

(GE)  Threat Defense Z @] CHEEN T 5 & 1%, WIHALIZKH 15 ~ 3050000 £97,

JR 8O HHEIIZ

T AT U+ — Kk U TEEEOBSWE N MG T 5 Z ENEE T (MEEERE
(UPS) ZEMT272L) . IO ¥ > MU EITOIRWTENNKRDbNLD &, %kﬁ
T ANV AT AOREESI SR T AR H Y £5, Nv 7 T T RTEEILEHEDOT
BB ANFEITINTNT, BHREKDND E, VAT LAETL—AT NV vy NI TEE
HA,

FIE

ATYT1 BRa— N2 77 AT 7+ — Ul L., Bliar vy Mo LET,
AT9 T2 V¥ —OFET, BRa— NICBET EENe v I—2 A TOERAVIA T AL v F
AL CEREAIZLET,

ARTFYT3 T AT T+ —LONMHEIZHAHER LED 2R LET, BAICET L TWAESIE. 774
T —IVDEIFRBP A TWET,
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B irosmscsamnne

8: AT LEIUVEIR LED

el
e G0
3100 Series
o e
Il =
System LED > 8 @
Power LED L:U) /] @ [

ARTFYTE 77 AT I+ —NVONHEIIH D AT A LED ZHEE LET, SEOICET L TWAEASIT. &
EERAZWIZAK L T ET,

GE) AA vF % ONMS OFFICHIVEZ D L, VAT ADOBIRNPEELHNCEIN D £ TR

MINDZERHYET, ZORIE. VY — Y ORTHE ARV OEIR LED 235wk L E
9, IR LED MBI A 7 b ETEHEREZUS 2N TLZE N,

== - 44 SIL =

FROEBEBICKDERERTE
WA v H—T 2 APHA U H—Fy NIT 7 EATEL L) T— FZAEOEBEN
Threat Defense % 77— 7 /W #%f5i 3% & . Threat Defense % Management Center (28 4% L CTT /3 A
ADREETT TEET,

Management Center~D 0O 5 1 >

Management Center % {# ] L C, Threat Defense % i &+ L O L E5,

FIE

AT Tl $AR=FESNTWELT T UFEMEH LT, RO URL Z AT LET,
https.//fmc_ip_address

ATV T2 2= - LXRT—-FREZANLET,
ATy T3 v A4y (Logln) 127V v 7 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &



| 1) &— | Threat Defense [~ & % Management Center O & B

Management Center D 5 1 + > X DEF .

Management Center D 5 1 & > X DEF

FT_XTDT A AL, Management Center |Z & > T &Rk D5 Icf2ftsn x4, 47
T a T, WOMIETA B AEATEET,

» Essentials (4 ZH) Essentials 71 &2 A,

cIPS: EX2UT 44 T U VxR LRI IPS
« TIL T TR v LT = T B

*URL 74 LA YZY :URL 7 4 L H VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, = 721d Secure Client
VPN O #

* X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOEIZOWTIEEE L <X, cisco.com/go/licensingguide Z 2 L T 72 &0y,

15 H B HIIC
* Smart Software Manager D7 71 7 > b INLE T,
FETHT U FeBRLTRWERIE, Vo222 ) vy 7 LTHRLWT VY FERREL
TL7Z&EVY, Smart Software Manager Tl kDT 17 R ZERCE £,

o (=T IA4 T AT T TR L THEILEND) BEAMEHT 121X, ZHHO
Aw—hK VT 02T T4V T THU L N TS (3DES/AES) 74 &
VABBHATEALERHY 9,

FIE

ATVl BEVWOR—K T4 vV T TAT ML, MEBERIABUVAREENTND L %2
LT EEN,

TAB AT, VAT ELEFBGERBIENST A AEWA LRI, Av— YT hy=T
TARL T T MY 7 SRTWET, 7220, BETIA B A2 BT 5 0%
b H451%, Cisco Commerce Workspace C [T X THisE (Search All) | 7 4 —/V RAEMEAH L
£7

H9: 514 2oRER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FERND, UG &Y —E A (Products and Services) ] Z®EIN L £7,

1) &— | Threat Defense [Z & % Management Center 0 J& B .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

1) £— k Threat Defense [= & % Management Center D& |
. Management Center ® 5 1 2 > X DEF

10:%5%
e All Results
T Orders 6
[# Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ ZPID TR LET,
GE) PID BEOMNB72WEEIL, FXICFEITPID B8N TEET,

* Essentials 7 1 &2 X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

«IPS, v/ U = T, BIXURL 71 B ZADFMAEDYE
« L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EREDOPID OWFNAEELIBINT 5 & ROWFTIAD PIDITKIET B ~—AD
TRV T a v EBRTEET,
« L-FPR3110T-TMC-1Y
« L-FPR3110T-TMC-3Y
+ L-FPR3110T-TMC-5Y
« L-FPR3120T-TMC-1Y
« L-FPR3120T-TMC-3Y
« L-FPR3120T-TMC-5Y
« L-FPR3130T-TMC-1Y
« L-FPR3130T-TMC-3Y
« L-FPR3130T-TMC-5Y
« L-FPR3140T-TMC-1Y
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense ()% % .

* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

XY UT TR
* L-FPR3K-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client ZE{EH A K] 2SR L T &V,

ATv T2 FEDOYAIE, Smart Software Manager (Z Management Center % %54% L £,

BEREIT 9 121X, Smart Software Manager THgk h— 7 VAT 2 M ERH VY £, FEMIC
DWW TIE, [Management Center 2> 7 4 7' L— 3y A R 22 LTI,

Management Center ~@ Threat Defense D& &%k
B LT\ 5B 715125 U T Threat Defense % Management Center (2% 6% L %97,

Yo 42yF JOED 3 =>4 %EHL - Management Center ~D 7 /3 X DB

e oy F Faeva=r 7 2EHTLE T ATYMIREEZETT D2 LR, Y
7 VA TT /3 A A % Management Center |Z%#% C & £9°, Management Center |%, Z OFERED
72912 Cisco Defense Orchestrator (CDO) & SALE T,

oy Fruobeva=rl 2FEHTLE UTFTOA X —T oA ARFRRESNET,
e A —HY Xy M1/l T4 . DHCP 26D IP 7 KL A, IPv6 HEERE

* Ethernet 1/2 (Firepower 1010 D341 VLANL A > X —7 = A Z) : [N |
192.168.95.1/24

e T 7 F )V hb— b HEA X —T = A AT DHCP Z4 L CHEfS
oz E (NEO DHCP —_—, 7782 ar ra—LRY— XF2UT 4/ —07
) BRTEEINRNWZ LICAEELTLLEE N,

Management Center (& 1 DD7 /S ZZ BT 2121, 2R T FIREZETLET, 7—4
AB=T 2 RENAT AT E YT 4 TIEDHCP 3 YR — h ST RWZD, N T
ATV T AITEEA =T 2 A REEHT25EICOBYR—FENET, 7 T7AF Y~
ZIEY AR — FEhEREA,

A\

(GF)  Management Center 23/NA 7 XA Z U 7 ¢ FIZHE SN TWAHHE . CDO Id Threat Defense

% HEIMIZ 7 T 4 = U Management Center (24> R—F 4 7 LET,

1) E— b Threat Defense = & % Management Center O & .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

1R BHHEIIZ

e TNRAANKREETTFHRA VA FP—NLTHEHZ L E2HERLET, ¥n ¥ vF ot
Va=r /B LWT AL 20HERGE LTOET, FHERETE, RECHLTE
X yFraevamr S EEMCTLIENTEET,

cHNEA L H—T 2 A AFETNIERA A —T oA A —T N LT, A X —F v b

WCE T DL 9ICLET, Pud o F7ruabeya=r 7 ICONBA v 4 —7 = A A&
THEEE, BHA LV H—T oA AT —T NG LN TL X, B A v X4 —T =
A ANDHCP B IP 7 RLAZRTGT 5 &, ANA v H—T = A ADNV—TF 4 TR IE
L<ATon72< 720 £7,

cHLWT AL RCHID Y THZENTEDLL YT, AR Eb12DT 7 EAa hr—
JL 7R U 2 —75% Management Center (ZF%E SN TWH Z & @ LET, CDOZfEH L TR
U —%BINTHZLIETEEEA,

« TNARAZNRT Y w7 IPT RLAE72T FQDN BN WEGE, FRFEHEA v X4 —T = A
A a9 5541, Management Center /X7 U w7 IP 7 K L A/FQDN %% 7E L
(Management Center FH A > 4% —7 = A ADIP T RL AL BIp B4, 72L& 21E, NAT
DERITHDHE) . T APEHER ARG TE 29I LET, 2L TS
VW, ZOFIEFIZ CDO T/RT Y v 7 IP T RLUAFQDN AR ETHZ L b TEET,

« Management Center 7% Smart Software Manager [ZB 8k SN TWARLENH Y £9, AR

iZ7 A ATHGTTR, BOPIRNGIIND &, EFICEGFTIETHLOT S X%
BINTERLRY ET,

« IPv4 ZAEH L CTRER LT2T A 2% IPV6 ICET D 5813, 73 220 o To AVHIBR L
T HEERTILENDY £75,

FIE

ATvT1 VITANEEEHEALTCT AL ZAEHNDTEMT 5 & E1d, ROFHEREZTZ L TV D0
N ET, PMIEILIEZ, AF v 7 LT, CDOIZT NA A BEPEBMNTE £,
a) Management Center C, [T/%4 R (Devices) | >[T/34 REH# (Device Management) | %
EOET,
b) [EBM (Add) | ey 7 H o A=a—0b, [T/5 A (Device) | IR L ET,
o) mbeva=y7hXD [>T NES (Serial Number) 1547V v 7 LET,
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Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

11:2)F7ILESTT/INA R%EEM

Add Device ()

Select the Provisioning Method:
Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) CDOT7Hhvy hZERLET,

GE) BEFORI % @ SecureX 3 X NCDO 7 A ¥ > M & T TICR > TV A HEE, Zib
BV SEDHRERDVET, THV Y bDYU 2T OFERIZOWTIEL,
https://cisco.com/go/cdo-securex-link 2 &M L T 72 &0,

FET AT FRBRWEEIE, ROFINEEZFATLTIZI Y,

» Cisco Security Cloud (IH SecureX) 74 v v h&ER L T, ERIFIEIZONTIE,
CDO D~ =27 VEZRLTIIZIN,

cCDOTF v raVIZZARLET, HFLWCDOTF > rDU 7 & MTOWTIE,
CDO D~=a T IIVEBRL T EEN,

e) Management Center % Cisco Security Cloud (IH SecureX) &#ALES, Vo722V v s
L C. Management Center O [SecureX & D& (SecureX Integration) ] -<— I & B & £,

[SecureX?DEH XN (Enable SecureX) 1427 VU v 7 LCHIOT T o447 %%, Cisco
Security Cloud 7 7 7 > MZm 7 A L, Rahlea— FE2fERLET, ZOX—UNR
Ry TT o7 TRy H—ICEoTT Ry 7 SN TRV LR LTSN,

FEZ WL, 2ZRL T3,

Management Center & Cisco Security Cloud Z#t & L72#%. CDO (34 7L I A Management
Center # 4> AN—7 47 LEY, CDO X, BnZyFrnbeya=r7 2@ESES
722 A X | U IZ Management Center Z 4% & L £ 9, CDO (T & % Management Center
DY R— NI, TAADFVR—T 4 7 EHEKRGRT /SA ADF/R, Management Center
BB T B4 7 V=27 FOFRR, $ LU Management Center O FH ALE BN BRE Z 41
TWET,

1) E— b Threat Defense = & % Management Center O & .


https://cisco.com/go/cdo-securex-link
https://cisco.com/go/cdo-securex-new
https://cisco.com/go/cdo-new

1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

((¥) Management Center /~1 7 XA 7 U 7 ¢ X7 OEAIL, B4 U Management
Center % Cisco Security Cloud AT HLELH Y £,

f) EEBEVTWARWEAIZ[CDONEEE) (LaunchCDO) (%227 U v 7450, Ainrbnu s
A > L %79 : https://www.defenseorchestrator.com/,

CDONRy 7T v 77 uyI—IlL> Ty 7 SNTWRNI EZHER LTIV,

ATw 72 CDO#FviaiR—FK (https://www.defenseorchestrator.com/) T, [A>7R— K (Onboard) ]

{ + onoud \EEUPIIENPREES
ATw 73 [FID] XA V&7V v 7 LET,
12:FTD 2 1 )L

FTD

Cisco Secure
Firewall Threat Defense

ATw T4  [FIDT /A ZADEAUESE (Onboard FTD Device) ] [T, [V 7 /A&FE 5O (Use Serial
Number) | %7V v 27 LET,

13: ) 7LESEER

To | {, Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
2 = manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

. from CDO after onboarding. Learn more (£
Firewall Threat Defense

oo .0 a .
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Lz Onboard a device using a registration Use this method for low-touch environment

key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ £ 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

ATvT5  [FMCOER (Select FMC) ] T, VAR5 [A 27 L I AFMC (On-PremFMC) | 3R L,
[k~ (Next) 127V v 7 LET,

. 1) £— I Threat Defense [~ & % Management Center D & 5
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| 1) &— | Threat Defense [~ & % Management Center O & B
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

14: FMCO &R

o Select FMC Select FMC @ For more details, Click Here

[[setct -)

Cloud-Delivered FMC
Firepower Management Center (Recommended)
Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset

FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (/37 U » 7 IP 7 R L A E 72X FQDN VR E SN TWAHEAE L. #IRZIC
FRINET,

15:371) 9 2 IPT7 K L X /FGDN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BN WEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 7 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 RLA/FQDN 2R ETEET, MOXAT O TRy 7 ANKRINE
o

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

16: FMC/X7J') v ¥ IP/FADND X E

r

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 Y Z7IP7 RVAFQDN Z#3%ET H46EHH Y £9, CDO i L THARXE
THZLITTEERA, B F Y Management Center TiXET D LERHY 3, %
ZRLTIESN,

ATw 76 [ (Connection) | T, T XA ADV VT NEEELETNA AL EALET, Next] 227V v
7 L\ijﬂo

17 $54%

0 nnectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
3 h vill attel o 3 b
[ JAD253802GB J [fp-1010-1| ] onboard, then CDQ will attempt to connect to the
device
Next :
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATy Tl [IRRT—FKDY+v bk (Pasword Reset) ] T, [[XLY... (Yes..) 1227 Uy 27 LES, , T

AAZADHF LWRAT—REAS L, TOHLWARRAT— REHEZRL T, [k~ (Next) | &7

Vo7 LET,

By Fravva=r 7 oG T RAIFHTHLID, HAA—IUEINTH D0

BHYET,

GE) 7/ 4R a7 Ay L TRRAT—RKE ey bL, ErZyF o ya=r7 2
T DEICREEET L2286, Wz, (No.) 147 v a v 2%IRT 5
VENHVET, PuXoFrabeya=r 7 28T 53R EIIZEH D20, HA
A= EOER S HGEERE, TRl A4 o352 L3R ER
/1/0
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Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

18:/XXT— KDYty b+

0 : - - . . © Password must:
1) Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

2
number. Learn more (7 - Have at least one lower and one upper case letter

) Is this a new device that has never been logged into or - Have at least one digit

configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

ATy 78 [HRYUT—FHYET (Policy Assignment) | C, Favy 7 Xy A=a—%Hf LT, T/3 A
D7 7EA ay br—L R —%RR L EJ, Management Center |2 Y > —2 B L TV
72VGATE. 2 2 C Management Center ([CEEI L, BINT 2 X4ERH Y £, [Next] 227 U v
7 LET,

19:7R1) >—2|Y 4T

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

AF9 T [T AV VT3 T4 A (Subscription License) ] T, T /3 AD T A & A%ER L
F9, Next| 27 Vv 7 LET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

B20:9TRy)Toavs4EUR

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN
Next

ATV 10 [T (Done) 1T, CDOILHERENDT /A AT~V ABMTE T, T4 51 Management
Center TIIMEH SN EH A,

B 21:47

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~— 2B ME N E
o [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZA&EEKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHEBITCDO A X2 K
IR R TEET,

N A v H—T 2 ATy FTubva=r 7 AT 554, CDOIEDDNS 7z
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHNBTDDNS 2N LET, ZoHNL, Er¥ v F7rn
EYa=r 7 TR, ATORYR—FENET,

e IR IP 7 R L A% 7R A M4 serial-number.local (2~ > B 7 LET,

¢IP 7 RV A/RA NG~ v B 7 % Management Center (22l L, RA RNAEZIELWIP 7
RURICHERCTEX A LI LET,

*DHCP UV —ANHH INTHERE, IP 7 L ANEE iz 84|12 Management Center
(AL ET,

BEHA L —T A AT Yy FTuya=r7 2HHAT 554, DDNS IV KR — b X
NEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZF|
TRETHLIMNENH Y £,

. 1) £ — b Threat Defense |Z & % Management Center O &
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F )12 & 5 Management Center ~D T /34 X D:EMN .

CDO %#75| & #i& DDNS 'u A X —& L THEMT 5 Z &b, % T Management Center ¢ DDNS
HEERDOFNICEE T L L TEET,

F (- & %5 Management Center ~D T /31 X DB

TNAADIP T RUAETIIARA MMy & BEkF—Z2H LT, F#)T Threat Defense %
Management Center

FIE

AT w71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A% H (Device Management) ] DJIE|Z
HEIRLET,
ATv T2 B (Add) | Fay7H oy URARNML, [T ZADBN (Add Device) | 2R L £,

1) E— b Threat Defense = & % Management Center O & .



1) &— b Threat Defense |Z & % Management Center O & |
. F )12 & % Management Center ~D T /34 AMD:EMN

22: T84 DB
Add Device o

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

WDIRT A =B ZFELET,
o [RA N (Host) ]: iBJ19 5 ThreatDefense D IP 7 KL AAR A M % AJJLET, Threat

Defense D #] D E T Management Center D IP 7 KL A & NATID Oifi 5% 5E L7=%
L ZOT7 4=V REZEOFFIZL T ZENTEET,

(GE) HA BRBETIL. /7 Management Center 73 NAT O ZICHHGE, 7T A4~
Management Center (D78 A | IP £ 721344 H{72 L T Threat Defense % 8k T& £7,
7272 L. Threat Defense % & 7% 4 U Management Center (2% $%9 % (Z1%, Threat
Defense D IP 7 R L ANARA MERET H2HLERNH Y £7,

. 1) £ — b Threat Defense |Z & % Management Center O &
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F )12 & 5 Management Center ~D T /34 X D:EMN .

+ [27”"4 (Display Name) ] 7 « —/V RIZ, Management Center |23/~ 9 % Threat Defense 7
AETE AT LET,

o [B&%kX%— (Registration key) ] : Threat Defense DIAIDFHE THE L72H D &R UB &k
F—x2 AN LET,

s [RAA Y (Domain) ]: v/TF RAAL VEREAZEH L CWLHEEIL. T4 A% —T7 R
AANTHNY B TETS,

s [Z V=" (Group) |: ZNV—TZMEH L TCWDLEEE, T/ AT N—7\ZE ) Y CF
R

[T/ A Fr—/LR Y — (Access Control Policy) |: #JHIAR U o —& IR L E,
B 2R D B = o TSI A4~ A REROE Y L— Tt B A
BT, [T LW Y —DOFER (Create new policy) ] IR L, [T_XTHO T 7 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELELLTCRNT 74 v 7 ZFFA[T
HZEMTEET, WELLINT~D NT 7 4 v 7 OFF) ZZRLTLEEN,
B23:FLLKRY S—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OHKEICHNERAY— I AZEDYTET, F: T
NA ZZBIMLT%, [VATL (System) 1>[54 2R (Licenses) | >[RY— k54
+ >R (SmartLicenses) | X—Vnb ¥¥X 2727547 b UE— 77 EAVPND T
A RAEHEHTEET,

« [~EDNATID (Unique NAT ID) ] : Threat Defense DA% E CTHE L7= NAT ID % &5
H/:Eﬂbi‘a‘o

o [ FOfE%E (Transfer Packets) ] : 7734 A 7)>5 Management Center ~0 /347 + NRDE
EHALET, 2O T arE2GHI L TIPSR Snort 72 EDA Xy v MU AH—Z1
THEIE, T APBRER E LTA XY M A X T —2 G E Ny 8T —# % Management

1) E— b Threat Defense = & % Management Center O & .


secure-firewall-3100-gsg_chapter2.pdf#nameddest=unique_26

1) £— k Threat Defense [= & % Management Center D& |
B zxonerausokys—omE

Center |25 LET, ZOF TV a VBN LA, A X MERZT 25 Management
Center |Z25(5 &L, Ty FTF—ZIXEESINERFA,

AT9 73 e Register) |27V v 7 L, EFICEEINZZ LR LET,
BRI T DL, T ARY XA MZBMESnET, KRLESGEIT, =7 —AyE—UNR
FKRIFLE T, Threat Defense 23BERICKI L7 HE IR, OB ZHEZR LT 7Z 0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ R4l L T Management Center O IP

7 RUA~D ping #EITLET,
ping system ip_address
ping 23T L 72V EA0E, shownetwork 2~ RaEMBH L CTxry NU— V7 REL MR L F
7, Threat Defense HHLIP 7 N L R EZ W T 5 MR & 5554 1%. configure network
management-data-interface =~ > K& L 7,

ek —. NATID, 3 J ¥ Management Center IP 7 K L A : [l 5 DT /A A TR U R
F—ZHAL TSI Ea2MRL, AL TWDEAIENATID Z AL T D 2 & 2
7 LEJ, configuremanager add ==~ > F&fli[f] L T, Threat Defense Tk — & NAT
IDZHETHIENTEET,

N TNy 2—T 4 7 DOFEHINZ OV TIL, https:/cisco.com/go/fme-reg-error 2 & L T 72 &
AN

ERNGEEX1)T4R) O—DFE
DT KOBEEMI L TIANRE R 2 ) F 4 Y L BB BRI CHYI L
i‘j‘o

cNEA v A —T 2 A ALHHA L H—T 2 A N A H—T = AZAZT 4 v 7 1P
T RLRAZEDYCTET, vF— VXTIV BEAREO L L UNA v F—T = A AD
FEARBREEERLE LN, FEZOA L H—T oA A Xa VT 4/ — 28D 4T
LMEMRHY £,

*DHCP Y —/N—: 7 547 FOWEA » F—7 = A ATDHCP Y —"—ZfEH L £7,
*NAT : SMBA v H—T 2 A ATA U X —T7 = A APAT AL E 7,
TR hr—b NEDOIE~D ST T v 7 ZFFAI LET,
*SSH: ¥ —V ¥ 77 8A A F—Tx A ATSSHEZHMILET,

A3 —T 14 ADHKTE
0—X v F ey a =7 FERIIWIR EIZ Device Manager T 556, IROA ¥ —
Tz A APFERREINET,
e/ —HFRy k11 48] . DHCP 6D IP 7 RL A, IPv6 HEIFRE

. 1) £ — b Threat Defense |Z & % Management Center O &


https://cisco.com/go/fmc-reg-error

| 1) &— | Threat Defense [Z & % Management Center O &

ATy

ATvT2

ATvT3

ATy T4

AB—T 1A ADHKTE .

oA —H v M1/2: TNER) . 192.168.95.1/24

e F 7 F )L Mb— |k HNEA v H—T = A AT DHCP &4 L CTES

Management Center (Z%$% 7 5 ijlZ Device Manager N TiIEIND A > ¥ —7 = A A[EHOKE %
FAT LIS A . TOREIIRFSNET,

WFTHIZLTH, T, ADBBRBZITBINDOA  F—T 24 ARELFITTHLENRDY F
9, Threat Defense £ > ¥ —7 = A AZHHIL, ThbrEX=2UT 40— 8D Y TT
IP7 RVAZRELET, TL—IT U A F =T oA ALRELET, .

WOFHTiE, DHCPIZE A AXT 4w 7T RLRAEA—F v RE— FRONEHA v X —T =4 A
FHEHLT, V=7 v FE—FRONA L X —T =2 AERELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) [DIEIZEINL, 77 A T 74—
Ao [#RE (Edit) ] (£ 2270y LES, >

[f % —7 =4 R (Interfaces) %27V v 27 LET,

B24:403—T 4R

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

Q Search by name Sync Device | | Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled P
GigabiEthemet0/1 Physical Disabled /7
GigabitEthemet0/2 Physical Disabled 7
GigabitEthernet/3 Physical Disabled ya
GigabitEthemeto/4 Physical Disabled s
GigabitEthemeto/5 Physical Disabled s
GigabitEthemet0/6 Physical Disabled ¢
GigabitEthemet0/7 Physical Disabled s

(—ERDOEF L THEHATERE?R) 40Gb A > X —T = A ANH 45D 10Gb T L—2 T 7 k A2
B—T oA ZENERT BITIE, A v Z—T 2 A AZADTL—I T I NTAar% 70y 7 LE
bg‘o

RETAOGO A v X —T 2 AT TIHEA L TWABEAIE. 7LV—27 T v MafTT DRIl
REEHIRTHILERH Y £,

WIS 24 v 4 —7 =4 20 [#i&E (Edit) ] (£F) 22UV v7 LET,
(&% (General) | # 7R R-SNET,

1) E— b Threat Defense = & % Management Center O & .
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B s—ozrzoux

25:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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AB—T 1A ADHKTE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
26:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« [IPv6] : A7 — F L ZAHEEREOLA 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
JA%EF N LET,

27:[IPv6] B T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUvZr LET,
ATy TE AR \HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,

1) E— b Threat Defense = & % Management Center O & .
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28:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fFE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 L CEBICKT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,

. 1) £ — b Threat Defense |Z & % Management Center O &
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

X 29: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

30:H—/\—Ds3EMm

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT

1) E— b Threat Defense = & % Management Center O & .
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Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D E
—f&E 72 NAT b— L Clidk, WET RLRAENBA > H—T 2 A ZADIP T KL ADKR— MMIE

Bl EdT, ZOFATONATL—ILDZ bZ AL —T A A R— KT KL AZLH (PAT)
EIENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 V 7 L, [#LLKY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w2 LET,

ATy T2 KY)o—lhiiathr, R o—2EMT 274 AL, [fR(F (Save) |27 U v L
ij—o

. 1) £ — b Threat Defense |Z & % Management Center O &



| 1) &— | Threat Defense [~ & % Management Center O & B

NAT D& E .

3M:FHLLKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3 s |

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
32:NATR1) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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BERIL—IILOAF T3V

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H#:AB—TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name o outside_zone
inside. zone . Add to Source
1 outside_zone ) Add to Destination

wfxAutomationZone

L1l

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

. 1) £— I Threat Defense [~ & % Management Center D & 5
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nat oz [l

®3B:r5AL—Y3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %2 U v 7 LT, +_CTOIPv4 FF7 1 v
7 (000000) DXy hT—sFTVx s FEBEINLET,

B3:FHLWRY FI—0FTOH b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZDO—EE LTNAT BT 2720, VAT A
EFOany-ipvd 47 V=7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DFEEIE (Translated Source) | : [5855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BB K T D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall
traffic) | 77 ®A arbra— L R —FERLIZGEEIL. T AZ@BRTAH T 7 4 v
I EFTATDHEOICRY —I— AV ZBINTH20ERH Y E3, IROFIATIE, NHY —
NI — ~D T T 4w I EFATHNL— BB LET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR Y 2 — (Access
Policy) ] DNEIZIEIR L, ZRUTKHT DB ICHI D Y THNATWDLT 7R av hr—L R
o [#RE (Edit) ] () 22V rsLET, > >

ATY 72 [Jb—ILEEM (AddRule) 127U v 7 L, RONTA—=ZEBELET,

37:)L—ILDEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory W@ Intrusion Policy | None B File Policy | None

q Zones Networks Ports. Applications Users. URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
Collapse All Remove All Collapse All Remove All
ZONE

~ 1 object ZONE | v 1 object

«[#&H] (Name) ] : ZON— 4T ZfHT£7 (72 & 21X, inddeto-outside) .

« ER L1=#{ET (Selected Sources) | : [V —2 (Zones) | InHLINHEEY — 2 IR L, [#
{ExJ—%EM (Add SourceZone) | 227V v L,

c[EIRLT=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —>
(Zones) 1 P BANEE Y — AR L, [3B5% Y —>2 % BN (Add Destination Zone) | % 7
Vv 7 LET,

MOREFZDOEFIZLTRBEET,

AT T3 [Applyl 27 U v 27 LET,
L=/ Jb—/L (Rules) |7 — 7 /VITBMEET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 24 XTOH SSH DEETE

A v H—T 2 A AT EDT —H A X —T = A AT Management Center 7 7 & A & AN
L7eBa1E, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,

Z Z TClE. Threat Defense T 1 OU\J:G)?‘ HA B —T A ATk LT SSH ##c 2 AZ T
D HECHOWTHBA L ET, SSHIFZWmmEA v ¥ —7 oA ATk L THAR—hShEHA,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH
TR L ERA,

BHA L F—T oA AL, T ADOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ 7T NA AZFHRE L, BT D70 SNET, T—F A ¥ —T = A AD SSH
X, BHEA X —T 2 A AD SSH ENFEB L OB —Y VA N E2HFLET, 2Otk
EITBEPNCRESNE T, T—F A F—T A ATE., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 24— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — R CLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA 2 —T A AOA, SSHT 72 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =~ KU 77 L . A @ configuressh-access-list =~ > RZSMML TS, A¥
T A w7 — NEFRET HITIL, configure network static-routes =~ > KA LT 72
WV, T 74V FTIE, PIHIERERICEREA VAT A ANBT T A b — N ERELE
7

SSH #3521, FARIP T RLREZHFTHT 78R LV—LIHVEHY FHAL, ZD
Y7 arOFMEIES>T, SSHT 7 B2AEZRTETHILERH LHET T,

SSHIZ, ZEERRERA L F—T = A AZOAEHTE LT, SSHAEA MDA o F—T = A
ANZHDEGE . ANA B —T 2 A A~DEBEE RGO BB TE 97,

SSH I%, DK FHE LI NF—MER— N L TWET,
« 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
« 524 : hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSHZMFEM L7 CLL~Dwu 7 A 3RATH 3 Bl L TRIT 5 &, /54 20D SSH #5513
TLET,
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1) £— k Threat Defense [= & % Management Center D& |
B <~+—>v70ex 55 1408— 42 TOSSHORE

1R BHHEIIZ

« SSH N —#—I%, configureuseradd =~ RZfEH L CCLITOARETEET, .
T 7 4V T AIIRRERHZ N A U — R&230E L7ZAdmine—F—2F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N 74— L5 E T [IMHBFRE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A bERIEFR Y NU—J 2EHKTDLIF Y hU—7 %
TVl MRMETT, A7V e ar—U 00— e LGEINTEETR, IPT
RLAZADITN—F M ETH-0ICA T V=7 N I —T 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

GE) VAT AT Sany ry NU—2 AT V=7 MIEHATEE
A, KOV IT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

ATV T [TINA R (Devices) 1>[FT 5y b T+ —LERTE (Platform Settings) ] %R L, Threat Defense
RY o—ZEE T ITRmE L ET,

AT T2 [EF2T7¥ )L (SecureShel) | #RIRLE7,

ATY T3 SSHEMG AT AT DA F—T =24 AL IPT RLRAEZRELET,

TOREFEH LT, SSHEHEZZ T AND A v F—T =24 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHKIBLET, HlLxDIPT FLAFRL, Fv hTI—27 T R
AEfEATEET,

a) [EM (Add) 1227V v 7 LTHLWA—LEZBINT 50, [fWE (Edit) 1227V v 27 LT
BEFEDONV— VA HRE L E7,
b) N—ADTaNRT 4 HHELET,
* [IP Address] : SSH#%#i %2 #Fr[ 3 HHR A MEiZry NTV—J BEET L1y hU—7
FT 2l NERIZITN—T, ATVl MRy XA a—0bLERT S
N FREFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,
c[E¥ 2T +aJ—> (SecurityZones) | : SSH¥i 2 FF /T 54 v X —T = A A%E
e —rEBMLET, Y=l =T =2 AT, [ERLEEF2Y T4
YV —> (Selected Security Zones) | UA MDD T 4 — )V RIZA v F—T = A A4 %
AZL, B (AdD) 127 Vv 7 LET, BRI TNWDLAS X —T oA ZAETIX
=V INT A RZEFENTND EXIZDH, T DN—VNT A ZTHEH S
£7

o) [OK]%#2 Vw2 LET,
ATvT4 [Save (RTE) 127 Vv LET,
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RED R

&

ATvT2

zzorn [

ZiC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B Y THT A ATHY
V—HERTELXOICRVEL, BFIIRY —2REHETLIETEDRY FHA,

RIEDEE 2 BT 20 ISR L £, AHEZREMATLETIE, 7 A LETEDOE
BHT 7T 470 £X A,

FIE

& o [EBA (Deploy) 1227 U v 7 LET,
X 38: ®RH

Q €@ # @ adminv Ul sEcURE

72 BB O E X, FFEDT A ADF = v 7Ry 7 A% A A2 LTJER (Deploy) 1% 7
Vw7350, [TXTER (DeployAll) 127 U7 LTTRXRTOT N, AZREBLET,
ENLSNOGEIE, BINOREHA T Y a &R ET D720, [mERER (Advanced Deploy) ]
Vv LET,

X 39: 9 RTEMF

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment £

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment iz
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1) £— k Threat Defense [= & % Management Center D& |
DT IR

0 5ETER

1 device sel

lected

Ad]

>
>
>
>
>

Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BEANSESH LI L2l LET, BEORAT =X 22T/ T 5121, A==2——0 [EH
(Deploy) 1 HRZ > OEMCHALT A a7 v 7 LET,

= 41:

=]

|

i
l'

O 0 0 00

BRARAT—4 X
Objects Integration Deploy Q @ adminv  ludh sEcuR
Deployments Upgrades @ Health O Tasks (/‘. Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
1010-2 Deployment to device successful. 2m 13s
1010-3 Deployment to device successful. 2m 4s
1120-4 Deployment to device successful. 1m 45s
node Deployment to device successful. 1m 46s
node2 Deployment to device successful. 1m 45s

Threat Defense 5 KX U FXOSCLI~ADT7 o £ X

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT2DE Yy N7 v 72T, AR
WYATLDRNT TNy a—T 4 T HITVET, CLITy v a bR —2RTETHZ
LITTEER A, CLIIZIE, av Y=L R— R MNIEEHELTT 72 TEET,

~Z

\}

TNy a—F 4 T DEHIZS FXOSCLIIZTY 7 B AT £,

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —7 = A AZSSH THEfi Cx£9, a2/ —/L
ToTg LT8R, SSHY v g 135 7 /b kT Threat Defense CLI 1272V . connect
mm:vyP%ﬁmLTmecum%ﬁﬁ%iﬁo$H%ﬁm@4y&~7:4x%%wf
WHBA, B TT— 4 A2 —T 2 A ALDOT RLAIZE R CEET, T—HF A F—T=A
x«@%ﬂ?&kxm?7¢whfﬁ%ﬂ&ofwiﬁo:®$@Ti\77¢whfmms
CLI 725 ay Y — ViR— T 7 BRAIZOWCHBLET,
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ATy

ATy T2

ATvT3

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

FIE

CLIicuZ A o4512iF, @arta—Frar Y —»LR— M LET, Cisco Secure
Firewall 3100 (2} DB-9 to RJ-45 2 U 7 /L — T L RfHE L TW D2, BT DI1ciEh— R
/X—F 4 DDB-9-t0o-USB ¥ U 7NV — T NV E AT HMERSH G55 083H0 £9, THEHOA
R —F VT VAT AR USBY ) TNV RTANREVLT A A =L L TLIEEN,
a Y —)LiR— MIT 74/ F TFEXOSCLIZ/2 0 £4, ROV U TAREEFEHLE9,

* 9600 7R —

87 —H B b

e NUT 472

1 AFy7 EYEH
FXOS CLIIZ#fi L £7, =—V¥ —4 admin &, HIiE > N7 v THECHRE LT12/SA D — F&
EHLTCCLLICr 7 A LET (F 740 ME Adminl2l)
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,
connect ftd

1 -

firepower# connect ftd
>

77 A %IC, CLI TR 2~ RO AMRT 2I121L, hep £ 2?22 AL ZE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LT 7EE,

Threat Defense CLI Z#& T3 5121%, exit £72i% logout 2~ RE A LET,

Zoa<wy FZEY, FXOSCLI 7u 7 MIEY £9, FXOS CLI TR 2~ FiC
DNTIL, ?ZASLTLIEENY,

1

> exit
firepower#
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B - 7vr—rosroums

T27AT7 04— ILOEIREDUIE

VAT LEHEYNCY vy MU TH I ENEETT, BMICERT T S 2k ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEEZTZENHY £, Ny
77Ty RTIEFEIZEHOTav ANFETEINTEY, BRT 7 7k, &Rz YK
L7208, 774 T VA —NVAT LB L—AT )NV vy NI UTERNWI EERZ
TENTLEEN,

Management Center D7 /N ZAFHAN—T 2 H L TT A ZOEJRZ W7 575>, FXOS CLI
A TEET,

Management Center Z{ERA L =7 74 7O+ —ILDEBRDYIET

AT T1
ATvT2
ATvT3
ATv74

ATy T5
ATv 76

ATy T17

VAT LEBEEYNC Y vy N DU UTH T ENEETY, BMICERT T V2R EIRA
A yFEMLIEVTHE, BRRTFAN VAT LAOBEEEZSIZEITZENHY £, Ny
7770y RTIEWIZEZEO T v ANRFETIN TN, BERT 7 72k, EIRZ W
L7E0T D8, 774 T U= NET L—AT LTy y NIV TEXRWNWI EERLATENT
<&V,

Management Center ZfEf L T A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
BRI 271 20MICH D [#RE (Edit) ] () 22Uy 7 LET,

[T /3 A (Device) | #7%# 27V >7 LET,

[ AF L (System) | 227 3 a  CITNL RN vy &A™ (Shut Down Device) | (@)
7 V7 LET,

Ta T ERFBRENTED, TAALADY Yy MU UEERLET,
A=A T AT U F— VR L CWDERIE. 77 AT U — Ny T
THEXWVAT AT v he®E=X—LFET, ROT v 7 MRERINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L CWRWEER, R30I/ TV AT ANy MO LTz %
MR L ET,

VNS CTEBAA v F 24720, BRT 7 7 2R Ty ¥ — 2 DB EIR 2 Y
NPT EPRTETET,
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cuizs3277479+—roERoms I

CLIZCEIFTAT77A4AT7 04— ILOEIBRED IR

FXOSCLI 725 &, VAT AEZLRIZV Yy v MU LTT A ADOEREZUIW CX
9, CLIIZIE, vV —)Lin— MZEEHGE L CT7 7 B A LEJ, Threat Defense 33 L TN FXOS CLI
DT TR A (54 —) BEZRLTIEIN,

FIE

AT w71 FXOS CLI T local-mgmt (2855 L 97,

firepower # connect local-mgmt

ATw 72 shutdown =2~ RERITLET,
firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ARTFYT3 T AT T4 —NDyvy NET UV AT AT ey T NeE=X—LET, kOTar 7
M FIREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T84 BEIJECTERAAS v F 2 A7, BRT T 7 E2RNTY ¥ — 20 bWEIZ EIRZ B
S LN TEET,

N —_ )

RDRAT T
Threat Defense DR E #Hif{T79 A2, [Cisco Secure Firewall Threat Defense K& = X o MZ T
TEAWZHDIBHENDY 7 2T N X—=Va D=2 T VEZRB LTI,

Management Center O FIZES T2 1EHIZ OV TiX,  [Cisco Secure Firewall Management Center
TN ARERITA R 2ZRLTITESU,
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http://www.cisco.com/go/firepower-config
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B xozx7v7
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



