CDO % {1 L 1= Threat Defense O ER

CDEOXMRHE

FEHARERT_XTOT TV r—varbv3x—Yxy 2RRT 510, K7 7V r—ray
LR =T ¥ ERDOTHFEEZSH LTI IEE N, ZOZEONREIL., CiscoDefense Orchestrator

(CDO) ® 7 7 v REEftA! Firewall Management Center % {# 9~ % & B2 kI3 2 BhfE % xf5 &
LCTWET,

)

GE)  CDO I Bz xt3 285 7.2 Uz YA — s LET,

T77ATI4—ILIZDNT

/N— R =7 Cl&, ThreatDefense ¥ 7 hU =7 £70I1XASA V7 MU =T #FITTEET,
Threat Defense & ASA D] TUI D R X %17 9 BRICIZ, T35 ADFHA A= ALR BT/ F
To BUEA VA M= L INTWDLbDEITRRDY 7 Ny =7 =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1. O Secure Firewall Threat Defense f§1 A —
M A R 2SR L T ZEN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7 ¢ > 7 v A7 A (FX0S) & IEEh
DEMEL I DAN L —T 4 VT VATAEFITLET, 77 A T U4 —/LIXFXOS Secure Firewall
ChassisManager # 7R — F L CWEHAL, T T7 VT a—TFT 4 7HELTROLIZCLIOAR
MY R—bhENTHET, FEMIZONTIX, CiscoFX0S N7 7V a—F 47 HA K
(Firepower Threat Defense % 21T L T\ % Firepower 1000/2100 35 J TF Cisco Secure Firewall
310074200 [f)1)) ZZML T IEEW,
TSAND—ERT—RAD b 77 AT U4V AGEBERITRE T, FEmBAIZIYL
T2 LbbERA, 2EL, 2—P—AREORETIE, FABSIGEREEHNCE
T, ZO%E, REMEHERCSNMP O IR, EELE 2MENFAIE R LR TE 25606
nET,

+ CDO (Z & % Threat Defense HERIZDOWNT (2 %—)

eV RY—Z U ROFRY i EBrn XyF Fueva=rr (34—)

e LU RY—Z U RDHRY AR —=FT 4 T T 4= (53—)

s TROBEHHFIC L DFARRE (7T X—)

cm—FyF I Va = TEEHLET AT U — L DREM (11 ~—)

CDO %{# A L 7= Threat Defense O E B .


secure-firewall-3100-gsg_chapter1.pdf#nameddest=unique_1
secure-firewall-3100-gsg_chapter1.pdf#nameddest=unique_1
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CDO %%/ L 7= Threat Defense D/ER |
B oo =& % Threat Defense &Iz DL T

R =T 4 T T4 REHEHA LT 7 A T U — VDR (18 =X—)
c AR EX 2 U T 4R —DfKE (35 °—)

* Threat Defense 8 KL TONFXOS CLI ~DO7 7 & A (49 _—7)

« 77 AT U A —IVOEROEYIME (51 =—)

cRDAT w7 (52 _X—)

CDO [Z & 5 Threat Defense EIE[ZDUVT

49 5 FiZ4# 2 Firewall Management Center [Z DU\ T

7 7 v R$gfA Firewall Management Center |£, 727" L X A Management Center & [A] UH§#E
DL ZRIL, RCVy 7T FT7 4=V Z2HTVWET, CDO 2T T4~ vFx—T¥
L LTHERAT 554, 471 3 2D Management Center % /0T OAIFEHTCEET, A7
L I A D Management Center (%, R VU I —DOERLT v 77 L— K& R — KL TWERA,

CO0 A >AR—T 42 FTAR
RONTNINDOFEERFH LT, T 22 F o R—FLET,
to42yF JOoES3=Y

BT T BB &2V B— MyBdLSICEELET, BuexyTFrueva = s 3 FE
IR EEHS DT N, A TIIHERE L2 W AN D D720, T34 2 LTI HRE LW T
<TZEW,

\}

GCE)  FAL RESEALEICEET DRI, Threat Defense DV 7 /v
5 % f# ] L C Threat Defense % ZRi[IZ CDO |28 TE £,

o S3EXHLAS G, Threat Defense % 77— 7 Vi L, \EREZ A I LET,
« CDO #{#H L T Threat Defense DF >R —F 4 v 7 &5 T LET,

FEHIAEDI =Y
FHRTEEITHOMENSDHLE. i Bue¥yFraeya=7 BN R—F LT
X=X A BT oA AEFEH LT DA5EEIE. FRIOA L R—T 4Ty s F—RE&
CLI Bz H L £7,

Threat Defense Y ~—L v 7O ER A V3 —T (4R

ZOHA RTENERA v H—T = A AT 7B AZOWTHHALET, Zhid, UE— Mol
MCRATIAREEDNRKLEWV TV A THDLT-OTT, 32—V 7T 7B AFIERA X —
T oA ATEALETH, EHOEHRAS ¥ —T oA Abg| S L7, FHA 27—
7 = A A%, Threat Defense 5 — % A ' Z—7 = A A LIIRNTHRESNDEER /A v X —T =
ARATHY, MADORXY NT—IRENRDHY 7,

. CDO % {# F L 7= Threat Defense O E B



I CDO %{$/H L 7= Threat Defense O B
IVRY—IVEDERY ctnsyvF Taesaz=vy |

TR B =T A ATY R =X TV BAEZENI LEHETH, Bl V24— T =
AADFR Yy NT—IREMEHINET,

T RTOEHNT 7 4 v 7%, BIEHmEEHA L ¥ —T o AZRELEITmEL L LE
j—o

e F— A E—T 2 f AT R X T 7 EREHNTT S & Threat Defense (X3 7
TL—r BN L TERA V=T oA RAERER N T 74 v 7 2k LE T,
CRIBEHNT T 4 v I DA, BEA VI —T 2 AINN I T —0 BN L TCT—H A
VHA—T 2 A A NT T 4w I EBEELET,

Fe B A B =T 2 APEDTR—T% T 7B AL, ROFIRNRH D £97,

eI X—=T N T VB REAEMITELDIL, 1| DOMFHRT —H A L H—T =2 ADBT
T, 7 A % —7T = A AL EtherChannel IZfEI TxFH A, TLEMHEZHE LT,
Management Center DH—DE I XV A L X —T 2 A AT R—V ¥ T 78 AZHIIC
THZEHLTEET,

DA UH—T 2 A ATEHHEHICTEER A,
—FT RA LV E—T oA AT HAL—T v RT77 AT U+ —/LE— ROIKRTT,

e PPPOE [ZV 7R — F &L TWEH A, ISP TPPPoE N LB AL, PPPoE VAR — 95
JL—H % Threat Defense & WAN £7 ADBICEE T AMLERH Y £9°,

AU H—T A AETETHLEND D DL 1 —3L VRF DB TY,

* SSHIZT —# A v 2 —T = A ZATIET 7 4V h THZI > T2 o8, % C Management
Center ZfEH L CSSH Z#E NI THALERHY F3, /o, BEHA LV F—T = A F—
N2 A BT —H A H—T oA AEHEINDHT7-%, configure network static-routes =
Y REEHLTEHEA =T = ZHOFHL— R ZBMLRWRY . UE— 1y
N — 7 BEHEA B —T = A AT SSH T 5 Z LIxTEEHA,

IV TARZY I R-FESNFEFA, ZOHRG, FHA I =T oA AT HME
NV ET,

AT _AZEVT 4 I R—FENETA, ZOREG, FHA =T oA AT
LMEND Y T,

KRY—IFDARY ¥R AEAYFTAED I Y

\J, H

Yoy Frunbvra=r7 ZFEHLTCDOIZ LY Threat Defense % /BB T AHI121%, kDX
A7 LTS,

CDO %{# A L 7= Threat Defense O E B .



CDO %%/ L 7= Threat Defense D/ER |
B - rv—1or0szs ¥tnsyF FoEvazLy

1:TVRY—IVRDOFIE: Fn4yF JOoE 3=y

Cisco @ Obtain

Commerce licenses
Workspace

(CDO admin)

CLI @ (Optional)

Check the

(CDO admin) software and
install a new
version

CDO @Log into CDO Onboard the @Configure a

device by basic security
(CDO admin) serial number __,,  policy
Branch Office @Provide serial @Install the Cable the @Power on the
Tasks number to firewall firewall firewall and
CDO admin  _, —> —» monitor LEDs
(Branch admin) for Cloud
connection

/ i'\ Cisco Commerce FA® L AERETSH (7T2—) |
—| Workspace

(CDO EHEF)

5| CL LE) Y7 MUz TOWREFH L=V a DA A R—)L
(cpo fga) | O .
(3)|€bO CDO ~Dr 7 A v (11=Y) ,
Ny
(CDO EHH#)
(4| Zto s 22 HROEHEINT L7 7 AT U4 —NDOV Y TAETOREE (11
N/ o a3
Gk |7
(5| Xtk 2r T7AT A —NEeA ARV LET, N— Rz THETA R
~ ZZRLTLLTZEN,

AL EBRE)

. CDO % {# F L 7= Threat Defense O E B


https://cisco.com/go/secure-firewall-3100-install

I CDO %{$/H L 7= Threat Defense O B
IVRY—IVkDaRY Fuk—F1oi905—1 |

(o) Xtto sz 2 TP AT A D I — TS (12 %—)
| ttomme)

(7)|Xtp 527 77AT U= ADOBROBEA (13 5—)

T cetowme

(8)|CPO oy F TaeVa =S BEALET S AOEAMER (15

(cpo &) |7 .

(g €PO HARM X2 )T 4 RY —OFE (353—) ,
| (cpo wEH)

VRY—ZURDERRY A R—T AT 74P —

-, H

FUR—F 4 77 4 — K&{#H L T Threat Defense % CDO |24 AR — R4 5I121%. kD
HRAT BB LT IEEN,

CDO %{# A L 7= Threat Defense O E B .



CDO %%/ L 7= Threat Defense D/ER |
B o= cv—zor0szs  Auk—FoTo ¥k

R2: TV RY—IVRDFEIE: AV R—FT a0 F94H—FK

3 1) :
Cisco -\_1_‘ / Obtain
Commerce - licenses
Workspace
CLI \ 2 ) (Optional) ( 8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO '\§/' Log into CDO '\_ _/Onboard the \9 /Configure a
device using basic security
the onboard- policy
ing wizard
N N N T
Physical Tasks | | 4 /install the (5/'Cable the {6 JPower on the
— firewall ~ firewall ~ firewall
— > —>
"/'T\‘ Cisco Commerce FA B ARTETSE (7T—)
/| Workspace
5 |CLI UEE) Y7 MU =T OHEREHLOA—TVa Dl A= (93—)
(3) | PO CDO ~Dr 74 (11 =) ,
NtV
f;\ MBI 72 5 A T T7AT VA —NeA A=V LET, "RV TRENA FEZZRL TS
NS
AR
(5 |WEL 2 2 2T TrAT U —NDT =T MR (19 X—=2)
>/
(o) |y s 2y T AT I F—LDOEFEA (20 2—)
2/
7 |cpo FVR=F 4 27 4 F— NEREI LT A 2DF L R—F 427 Q1= ,

. CDO % {# F L 7= Threat Defense O E B


https://cisco.com/go/secure-firewall-3100-install

I CDO %{$/H L 7= Threat Defense O B
progEscss5mEE [

g |CLI £721% Device o CLI ZfEH L7=#IHIRREDFEIT (24 =)

Manager B . .
* Device Manager & [ L 7= IR EDFEIT (29 <—2)

(g |CDO AN EF2 )T 4R v—0RE (355-) ,

FROEEEICK DBRHETE

ORI ar TR, T AT UL IVOBRET A v R ERIST D HE, BT AEIZHTL
WY 7 "7 R=Va A A M= TBHE, CDO W JA 2325 FEICOWTHA
L/i—a—o

FALLVRAERET S

TRTCHOT A AL, CDOIZ X - T ThreatDefense (k& £, 47> a T, kO
BEI7A B AEBATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY TR - T = TP

*URL 4R YT :URL 74 VE ) T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBBEIZOWTIEEE L <IL. cisco.com/go/licensingguide Z# S L T 7280,

4RO SRS
* Smart Software Manager O 7 4 7 > kB HLE T,

EETHAT L NEBRLTRVNERIT, Vo2& Yy 7 LTHLWT AUy FERIEL
TL 72 &V, Smart Software Manager ClX, #HfkDO 7T v v M EERTE £,

s a2 T IAT AT T T EEHLTEMEEIND) WEEEMEHT 212X, ZHHO
Aw—hN VT 2T TARY T T UL N TS (3DES/AES) 71 &
VAR TEARNLERDY 7,

CDO %{# A L 7= Threat Defense O E B .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer

CDO %%/ L 7= Threat Defense D/ER |

B 5 e xemssa

ATy 1

FIE

BENDORAY—F T4 THY L NI, RBERTARCANRGENTND Z L2
BLTLIEEN,

TA® AL, YA EEFRERBEIE NPT AN AEWA LRI, A~— Y7 =T
FARY T TAT MY 7 SNTVWET, 72720, B TIA B A48T 2 %E
o 551X, Cisco Commerce Workspace T [N THiZR (Search All) 1 7 4 —/V R&EfEH L
£7

K3:54 Y AB%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G B &Y — 1 A (Products and Services) | 3R L 77,

B 4: 4R
e All Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WKDF AL APID R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

* Essentials 71 & X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

«IPS, v LU = TPifll, BELUURL 74 & ADFMAEDYE :
« L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=

. CDO % {3 A L 7= Threat Defense M ERd


https://apps.cisco.com/Commerce/home

I CDO %1 A L 1= Threat Defense O BB

E® vIryz7oRREHLLA—Vavo vz b= [

EFDOPID DWT I ZESUGEMNT 5 & IROWT IO PID 2Kk T 2 HH~—A D
YT 20 T g U EERTEET,

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

X VT 74 A
» L-FPR3K-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client ZiEH A K] #SRL TL &V,

RTv T2 FEOEAIT, Smart Software Manager |2 CDO % %% L £ 7,

EE)

o

Bk A AT 9 1ZIE. Smart Software Manager CHk b — 727 VAT L MERH Y £9, FELW
FIEIZOWTIX, CDO D~ =2 T VEBRL T EEN,

RYTT7DEREFLLWVAA—23 DA VR =L

V7R 2T ONR—=Va R L, BREISCTHONR—=Y g &4 A M=/ T 5120,
ROFNREZFATLET, 77 AT VA=V ERETDIANHR A=V a a2 VA —1LT D
ZlaBEOLET, HOHEE LT, BERICT vy 77 L—REETTL52 L b TEET
N, REZWRFFT L7 v 77 L— T, ZOFIEZEMNT 580 BN D5E013H D
£,

e VAT

Y77 Zyra—RKR=Y0) ) =2AFESOMIH DL, BAOEBFNTN D Gold
Star UV —RA%F(T79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html IZFE#k STV A Y U — BRI H ML TS 7230,
el X, ZoHEBTIE, (BH#REEET) BN Y —XEF S BEHRY Y —2FKE

CDO %{# A L 7= Threat Defense O E B .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

CDO %%/ L 7= Threat Defense D/ER |

B e&® vorvzromzesLnsi—vavnorozb—i

ATy T

ATy T2

ATvT3

(ZVEHROA T F LAY Y =R RyTF) | FRITIEFICEMMR Y Y —XEFE (BT
MEEZZTHEDOEENMOA L TF LAV Y=L Ry F) ITOWTHBHALTWET,

FIE

T7AT DA —IT A ZADEREA L, ar Y —)bilR— MR LE T, 0T
I, 7747 A VOBEFRZEA (20 X—) I L OThreat Defense 35 JL TN FXOS CLI ~D 7
A (49 X—) ESRLTIIEIN,

admin 2—H% &L F 7 4L bR T — KO Admin123 ZfEfH L Cue 71 o LET,

FXOSCLIIZEHE LE T, Ml TrI A Limt&, RAU—REEETILIROLNET,
ZD/RAT— KL, SSH @ Threat Defense 2 7' A X bFEH I NE T,

GB) RNRAUV—=RFBRPTIAERESNTNT, NAT = FRDNLRWVERIE, YIERE~D Y
Ty FEFATLTC, N"AT—RET 74V MUty NT2A2RERH Y 9, UIHEEE
~D Uty FRIEIZOWTIX,  [FXOS troubleshooting guide ]| ZZ ML T 72 &0,

51 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ***x*xkxkxk*
Your password was updated successfully.

[...]

firepower#

FXOS CLI T, E{THDONR—Va v 2R R LET,
scope ssa

show app-instance

15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

HLWAR=T g VA M= ATE5EIT. WOTNEEZETLET,

. CDO % {# F L 7= Threat Defense O E B


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

I CDO %1 A L 1= Threat Defense O BB

co~ons(> |

BHEHA =T 2 AP T RV RAERETHLENHDHEEIE. CLIZEHA LR
W%ﬁﬁ@%ﬁ(MA~v)J%%%L1<téwo77jwhfi\€ﬁ4y&~7;
A Z|Z DHCP i L £,

BHA =T 2 A APBT IV EATEDLY—N=D0H LA A=V E Xy m— T
HVHERH Y F5,

b) FXOSD T TN a—TF 47 A RIZEHINTWEHA A =MD FIRZFEITLE
j—O
T7AT U=V EEE L7 5, FXOS CLICHEHRE L £7,

c) FXOSCLI T, HHHENRAT— REHERTETHILIICKROOENET,
BaXyFravrya =T OREIE. T ARG UR—T 4 7T HEE, TTICNR
U— RNFEINTWDHZD, [SAT—FKDVUE v b (Password Reset) | =V 7 T
[Wnz (No..) JZEBBRLTIEEN,

d) 7 M 2%V xyy MU LET, CLICBIT S 7 7 A7 U+ — /VOBEROYIWE: (52—
V) ESRLTLEEN,

coo~DAaSA >

CDO 7 F v b OfER L v 7 A » DFANZ OV TIEL, CDO O FF a2 A2 |k
(https://docs.defenseorchestrator.com) %ML T 7Z2E 0,

O—42yFJOEDa VI ERLI-D7A4AT7 04—

LD FER

&

LD ARK#)> 5 Threat Defense #5272 6, I A v X —T = A AINHA X —F v T
TIBATEDLEIC, 774 T UA— W —T NV L CEREZA T 5200 TT,
ZoTBHE, FROEHEIIREEZE T TEET,

FROBEBEIIHTHI7ATIO4A—ILDL) TILESDRH

T AT U4 —V%ET vy ZITRETIDEER Y 7 ZZ2ETAHENC, PROEGHYE LT
LIV T NVESEREELTREEET,

FIE

vy—vbvy—varF—3x MEBEELET,

CDO %{# A L 7= Threat Defense O E B .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://docs.defenseorchestrator.com

CDO %%/ L 7= Threat Defense D/ER |
B - 79r—ror—ores

=T NVEERT DL, £ T AT U=V DOEREANDANS, TFAT T —E
NRolr—VDA RN BB LET, Yy —DLAT TR, aryi—3xr b BIO
LED oW T HHE L TR SLERH Y £,

RATFYT2 77 AT I+ —NDOY TAEEEZTEFELET,
Tr7AT T —ND VT NANEFEZL, BEERy 7 RSB H SN TWET, £ 7747 U4 —
AETEHOBXHLE T ICHB AT v I —lbRBE I TWET,

ATYT3 77 AT U4—NDV Y T NFESE T HM/HROARLED CDO v U — 7 EHEFITEE L
7,

Ry NU—7&8MEIT ua—F v F et lam  FERGICL. T7AT T — WL
TIYVE—FNTRETDEDIZ T 7 AT UA—NDOV Y TAEENLEIZRD 7,

CDO BHFZH LKA ->T, AR —T 4 T DIALTA L ERELET,

274 T 9+— LDy — T ILiES:

CDO TEPLTX % X 91T Cisco Secure Firewall 3100 ##5%: L £ 7,

XTI 7 AT VA —NEZTWS TRy NT—JICHRT 2%HA1E,. Z0oeT4%2 %< 7E
SV, ETFFTE, Z7AT VAN ET AT IF—NVNDAT—ZRAER_RT T 7 AT U4 —
W EDLED ¥ —7 v RZHOWTHH L TWET, MEIZIG U T, ITHM & —FICLED # /.5
PUTT 7 AT I —VDAT —F A LR TEXET,

5: Cisco Secure Firewall 3100 O 7 — 7 L3465

WAN Modem

CDO

____ Ethernet 1/1
outside, DHCP from outside nw

[ Inside * ( o
Management Computer » N
Other Data Networks

. CDO % {# F L 7= Threat Defense O E B


https://www.youtube.com/watch?v=aGGaiBRiERE
https://www.youtube.com/watch?v=aGGaiBRiERE

I CDO %{$/H L 7= Threat Defense O B
274794 —L0BEROBA |

1R BHHIIZ

AFvay) avyy—nLT7HTZOHLE : Cisco Secure Firewall 3100 (213 DB-9 to RJ-45 >V
TN —TIVIMEIR L T\ D, BT 1213 — K/8%—F ¢ D DB-9-to-USB > V) 7 /L7 —
TNVDOBEANVLBIZRD5ERH0 £7°,

FIE

AT V¥ —VEROMHTEST, "~ RU=2THETA FESRLTLIEEN,

RATYT2 A=V Xy PN ALE =T =2 ANBTA R Ty hU—2 (WAN) E£7 AIZFK Y b
=0 lr—T Ve LET, WANET AL, ZfheA v ¥ —x v MmO THY |
T7AT U =oAL Z—Fy h~D— MIH7R 0 F9,

AT T3 WA Z—7 A A (Ethernet 12 72 &) ZWNEAA v F F-13V—Z I8 LET,
WERIZIZEE DA VX —T = AW TE ET,

RTFYTE YDA H—T oA RAMMORy VT —7 4L L E 4,

ATy TE (LE) Mo va—FEar Y —/LiR— MIERLET,

XTI, AWEICHERT 27200 2 Y — I B D Y FX A, 7212, FTIT AV a—
T AT ICRERGERHY T,

TJ7A4AT794+—ILOEEDEA

VAT LADOERIT, 77 AT VA VOEEIIH D Y —EBRAA v FIZL o THIBI S v E
T, BRAA v FIL, V7 MEMAAL vF L L CHEREIS N TWET, Zhicky, VAT 240
TUV—ATN Ty NEATDURYR—FESN, VATA Y7 by 2T BT —ZOMHHED
URAT7 BB SET,

A\

(GX)  Threat Defense % #)® CEBEIT 2 & 1%, FIHULIZK 15 ~ 30 40020 £7,

48 SRS

T AT U A —MIx L CTREEEOEWENZMGT 5 2 ENEE T (MEEEREE
(UPS) 2T 57E) . &WIOV Y v N T U EITOROTENINKbNSD &, HKAA
T ANV AT AOREESIEEZTAMREERHV £, Ny 7 7T T RTEFEILSZHOT
BEANETEINTNT, BHBRKDNDE, VAT LETL—AT NV yy NI TEE
A,

CDO %{# A L 7= Threat Defense O E B .
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CDO %%/ L 7= Threat Defense D/ER |

B o 7or—rozrorA

ATy
ATvT2

ATvT3

ATv74

ATy TH

FIE

BT — &7 747 Ur—/WZEH L, BIR= by MO LET,
VX —VOKET, B2 FICHET SRR n v I — S A TOERA V147 AL v T
ML TEIEZ A I LETS,

T7AT VA —/VOBFEIZHHERLED 2R LET, MREAEICSTLTWBAEAIE, 774
T A —IVDERNAS TNET,

6: 37— K, BR. BLUVRTLALED

I

3100 Series

Managed LED r > [0
s
System LED » B T
Power LED ——— & @ ‘él [

TrAT U= VOEEIZH DT AT ALED #HERLET, FEAISSTLTHIEEIT. &
BIERAZWHIAEKE L TVET,

GE) AA v T % ONS OFFIZHIVEZD L. VAT ADOBIRNPEEIIZOIN D £ TER
MNDHZERHY ET, ZOMIE, Vv — ORI/ SRV OEIR LED 2SRRI A L E
T, EIE LED N8I A IR 5 TERAT S 20T EE N,

T7 AT I —VOEHEIIHDE~F—Y RLEDZMER LET, 77 A7 74—/ CiscoCloud
T A L. 32—V RLED 8- < V) LRI apL £,

BIEN D DB EIE. ~F%—Y FLED A Lo P LIS L. 7 7 A4 7 7 % —/L Cisco
Cloud IZEE L7272 Z EDRENFE T, ZORF = \Iho 2801, Fy NU—27 r—
TV EBthernet1/1 4 VX —7 = A AL WANET MIEH SN TS Z L 2B LET, v
N =2 —TNERE L%, 1033 ERIBLTH 7 747 v 4 —/L Cisco Cloud {ZFE
LZ2WEEIE, IT SMAICERE L T 7230,

RDEZRY

ITHERPY L&A B> T, BAMEFDOX A LTA L ET VT4 ET 4 ZMER L ET, Ao
CDOBHE L LI aIa=r—a LEHZEATANENH Y F7,

CIDHAATHEFETTDHE, CDOBEHET T 7 AT V4= NE)ET— DL REBIOE
HTE5X92CR0ET, ZNTRTTY,
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to4vF FoEva=vy sEALET A1 zou kR [

tOo42yF JOEDI =T #EARALE-T/NNA RADEA#E(E

ATy 1

ATy T2
ATvT3

ATvT4

ATv 75

YouXoFrabela=r T LT AA ROV TAESEFH LT Threat Defense % 38 A %
L/ihg‘o

FIE

CDO DT~ a4 RUT[A XY (Inventory) 1227 Vv 27 L, BADTT

ARH () 7 Vw7 LTCT/A A% [A R —FK (Onboard) ] LET,

[FTD] # A V&R L £,

[(EBEE— R]C, [FID] RIS TND Z AR LET,

BFHE—RNE LTFID] Z&RLZRITNDOTH, [A— T4 ZAOEH |27 v L
T, T ZATHATRERBEGFED A~ — h T A B AR ELIIEF T 4, MHTTREZ
TABLRIZONWTIE, FA4 BV AZHGT S (T3—) Z2ZRLTIEEN,
FoR—=T 4 7 HEEL LT[V Y T AESEMEM (Use Serial Number) | 23R L £,
®7:>U7LESEHER

I | Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
— manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (4
Firewall Threat Defense

O rowo - 5 =
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Lo Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Cemmand configured devices using their serlal environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) {cdFMC: 7.2+, OnPrem: 7.4+)

[FMCPD&ER (Select FMC) 1T, U A MG [Z7 7 U REMFIFMC (Cloud-Delivered FMC) 1],
[Firewall Management Center] DNEIZER L, [k~ Next) |27 Vv 7 LET, >

CDO %{# A L 7= Threat Defense O E B .
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B cosvrToesazy sERALET AL ROBALR

ATvT6

ATy T17

B 8: FMCO;E R

o Select FMC Select FMC @ For more details, Click Here
Select v
Cloud-Delivered FMC
Firepower Management Center (Recor

o Connection On-Prem FMCs (7.4+) @
FMC-Securex-Onboarding-1654149835633

e Edssward Reset FMC-Securex-Onboarding-1658238180734

o S e FMC-Securex-Onboarding-1681247022490
FMC-Securex-Onboarding-1681762232392

o Subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o Lone + Onboard On-Prem FMC

[#ft (Connection) | = VU 7 T, [T/ AD Y VY 7 )L%ES (Device Serial Number) | & [T /34
A4, (Device Serial Number) [ Z AF L., [k~ (Next) | &2 U w7 LET,

X 9: 8

o Connection Device Serial Number Device Name ©® Enter the serial number of the FTD device you want to
n h ill mj nni h
[JADZSBSDZGB } [fp-1010-1| J 0 bpard.l en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[INAT—F®DYty b (Password Reset) ] C. [I&Ly... (Yes.) |22 Vv 7 LEd, ., T/
A ADF LS ZT—REAN L, ZOFHLWWSRRAT — RE2fEZR LT, [k~ (Next) 1 %7
Vw7 LET,

n—XyFTuEYa = I OREE. TAAL RTFHRTH L0, HA A —VfLSNTVDLE
BV ET,

GE) LA A LTRAY—=FRE2 Uy hL, B—H v F7ravya = 752 HEL)
ZFT D EIICHREEEE Loz HAE, [LWWWE.. (No.) 147 v a v 2%8IRT 5
VERHVET, n—F v FFubPa = FEEHCTIREIIZEHHT-0, HA
A=V EORERH LG EERE, TS Rl A T5 2 LRI ES
Puo

. CDO % {3 A L 7= Threat Defense M ERd
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ATvT8

ATvT9

to4vF FoEva=vy sEALET A1 zou kR [

10:/3XT—FDYty b+

- @ Password must:

Q) Please review all the ;i‘rerequmltes for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter
2 Is this a new device that has never been logged into or - Have at least one digit

~ - Have at least one special character.

configured for a manager?
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured
for a manager

Enter a new password for devices that have never been

configured for a manager.

Important: If you select this option and the device's

default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy F¥ 7 A=a—% LT,
THAADT 78 A a2y br—LRY —2@RLES, R V—BRESNTORVES
W, [T 74NV DT 7 Ray ha—/LiR Y — (Default Access Control Policy) ] %33R L %
D

B 11:R1) —F|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

[h7 A2 U7 aF A& (Subscription License) ] (2 2WWTik, AT HKBEEET A
v AETF vy 7 LET, Next] 27U v 27 LET,

CDO % {# /A L 1= Threat Defense O ERf .
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12:9TR9)Toavs4EUR

© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN

AT 710 (EE) [1 > Y (Inventory) ]»X—Y DWW~z &7 4 VHBIESISL D, T3

)
W) ERLET, T

AT EBMLET, LB AL, FWTTARZ L (
X, CDO ~MD#E AWEHRIZT A ATEA I E T,

13:427

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[f o _y PU]_=Unb, A LZIEND OT S, AZTIR L., AHICH D [EE] A
VIC—ERRENTWALT L a v OWTANEBIRLE T,

FoR—T AT 04— FEERLED 74T 04—
VDR

DB arTIE, CDO DAY R—F 4 T4 P — R LTEHrR—F 1 7RI
T7AT U —IVERET D HIECHOWTHALET,

. CDO % {# F L 7= Threat Defense O E B
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T7AT I+ —ILDr— TV .

TJ7A T 94— LD — T )LES

ATy I
ATv T2
ATvT3
ATv74
ATvTH

CDO THEPTX % X 91T Cisco Secure Firewall 3100 Z#5%: L £,

14: Cisco Secure Firewall 3100 0) /7 — 7 )L3E#%

WAN Modem

} console OR Eth1/2 [ Inside - ,
_._--3». 4 .

(jfher -Data NeiWorks

Management Computer

1R BHHIIZ

oy — VT X DL : Cisco Secure Firewall 3100 (213 DB-9 to RJ-45 >V 7 )LAr— 7 )L
fHE L Cnb 72, B 51213 — R/%—F f ®DB-9-to-USB > U 7 /L7 — 7 )L DA
N2 B ERH Y £,

FIE

VY —VERVAMATET, N RU = TREIA RESRLTIZSN,

A B —T7 = A A (Bthernet 1/1 72 &) #A/NT N —ZIZHERHEL £,

WHA o #—7 = A A (Ethernet 112 72 &) ZWEAA v FE 2T —Z 1B L £7,
YDA LB =T 2 ATMDOR Y NT— 7 BHERE L E T

BHa v Ea—HEar Y —)LiR— b7 Ethernet 12 f X —7 = A A8 LE T,
CLIZBER LTIty b7 > 72 FET3 25613, a0 Y — U R— MIERT OLERH Y
T, A= NAR—NI, FTTA T a—T 4 TORMNTHREIZRDGENRHY £,
Device Manager Z i ] L CTHIMIERE A 1T 2 3551, Ethernet 112 A ¥ —7 = — AIZHHfE L £
7T

CDO %{# A L 7= Threat Defense O E B .
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CDO %%/ L 7= Threat Defense D/ER |
B o 7vr—rommEEA

T27AT70A—ILOEREA

VAT LOERIE, T AT A NVOEHEIIHDLT v I—FBRAAL v FICL o THIBIS L E
T, BIRAA v FIL, V7 MBEHMAAL vTF L L TEREINTWET, LY, VAT LD
TVL—RAT) vy y NETURYR—= RS, VAT A V7 hu=TBILOT =4 OB
UR7 B ENET,

)

(GE¥)  Threat Defense Z#] CiEE 45 & i3, WIHLIZK 15 ~ 30 53000 £97,

1R BRI

T AT U A=Kk L TEEEOSWE N 2T 2 2 ENEE T (EEEREE
(UPS) T 272L) . RAIDY ¥ v NI UL EITORWTENNERDNLS &, ﬁk&
T ANV AT AOREESIEEZTAMREMERH Y 9, Ny 7 7T U RTIEFEILEZHOT
BEANFETINTNWT, BhBKkbISE, VAT LETLV—RATINY Yy NE TV TEE
A,

FIE

ATFYT1 BRa—FE2 77 AT 7+ —/UIH L., Bliar vy MR LET,
ATV T2 Uy —rOFET, BRa— NICHET BBy h—2 A TOERAL I T AL v F
EHEHALCERE A A LET,

ATYT3 T7AT U+ —LOYEmEIIHHERLED R LET, BAICSITLTWAESIE. 774
T —IVOEFERNP A TWET,

15: X T LE L VEIR LED

vl OOO
securs eewan [(JIC)
3100 Series
o [l
System LED > 8 @
Power LED L:o /] [:j [

ATFYTE 77 AT I+ —NOYHEIIHD AT ALED 2R LET, FEIZETLTWAEAIT, &
TREEAZWNIZ AR LTV ET,

. CDO % {# F L 7= Threat Defense O E B



I CDO %{$/H L 7= Threat Defense O B
FoR—F 4 05 D F— REEALET A 20Fvk—F 125 ||

GE) AA v T%HONMS OFFIZYIV BB L, VAT AOBIRNPEEIZYIN D £ TR
PNDHZERHY ET, ZOMIE. v — ORI SRLOEIR LED 2SFEIC S L £
T, BIRLED NREEICA 7D ETERZYIL RN TLEEN,

FoR—TFT 4 TD4 Y —FHFFERLI=TNNARDAVR—T 42T

CLI &k — %2 L7~ CDO A v R—F 4 77 % — F%&ffEH L T Threat Defense % 4
YIR—KLET,

FIE

ATY7F1 CDODOFEF—vary s RuT[A X hY (nventory) 127 Vv 27 L, HADTSZ

ARG () 7 Vw7 LTCT /3 A% 4 AR—FK (Onboard) | LE7,
ATvT2 [FID| XAV ) v 7 LET,
ATy T3 [EEET— F] T, [FID] NERENTWDLZ L 2R LET,
BFHE— K& LTC[FID] 2R L72ZIZWDOTH, [Av— T4 ADE| 227 Vv s L

T, TN A THHARERBEEDO A~ — T A B AR EIILEFE CE F9, EHRER
FA VL AZOWTIE, T4 BV AZTETD (1T3—) #RLTIEI0,

ATYTE  FUR—T 47 HikE UT[CLIRERX— % H (Use CLIRegistrationKey) ] % 3R L £7,
16: CLI B+ — =R
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more

Firewall Threat Defense

' ' = = =
@ Frooff O rFome i f
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning o for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 70.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

ATY TS5 [T/ A% (DeviceName) | Z# A LT, [k~ (Next) 127V w7 LET,

17: TN 4 A%

Device Name

l ftd1

ATFv 76  [AU—EY YT (Policy Assignment) JIZOWTIX, Fr Y7 H U A=a—%H LT,
THAADT 78R Ay bu— RY —2BRLET, KNI —DRESNTORVES

CDO %{# A L 7= Threat Defense O E B .
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B Aot T - FEERLET A RO VK= T 4 v

ATy T17

ATvT8

W, [T 74NV DT 7R ay ha—/LiR Y 2— (Default Access Control Policy) ] 7% 3##R L %
D

K18: 7YX arta—)LR)I—

e Policy Assignment Access Control Policy

[ Default Access Control Policy ~ ]

[7 A2 VT aT A+ A (Subscription License) |22\ Clik, [#EE FTD 7 /31 A
(Physical FTD Device) | 7 VA RZ %27 Vv o7 L, AT HHMRET AL A E2TF = v
JLET, [Next] #7 Vw7 LET,

19: 94T YTFoavs4ErR

e Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

[CLIE k= — (CLI Registration Key) ]IZ-2\Tix, CDO L, BEkF— L ZDMDI/RNT A —F
AL Ca~ry REARLET, Z0a<wr Rz ab— L, Threat Defense DOIHIERE T
ERHTHILERNDY 5,

B 20:CLI &5%%—

o CLI Registration Key

£y
\1J Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (41
Cé) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZ2oaT@ew]JTpCOP2w3xEBnVVKTZv x7R7dwem43JCMzwGY3ZzCToFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

CDO % {3 A L 7= Threat Defense M ERd
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ATvT9

ATy 710

F =T 12U G F— REEALET A 204 Rk—F 127 |

configure manager add cdo_hostname registration_key nat_id display_name
CLI T?, F721% Device Manager % ffl L 7= WJHIFR ED5E T

« CLIZMEH LICIIBUEDFAT (243—2)  RF— T v T R7 VT 25w T LTk,
Threat Defense CLI CZ D2~y Rz ab—LET,
* Device Manager Zf# ] L7-##IRR E D347 (29 *—) : =2~ F® cdo_hostname,
registration_key, nat_id ™57 % [Management Center/CDOD A A N44/IPT K LA
(Management Center/CDO Hostname/IP Address) ], [Management Center/CDO® %55k % —

(Management Center/CDO Registration Key) ], [NATID (NATID) ] 7 4 —/L KiZ=2&—
LET,

5 -
CLIty N7y 7DV T a<w s K.

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5Sha2g5REf8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GULEY 7w 7O 7L avw R aviR—3r2 b
[ 21: configure manageradd A< > K3 iR—R 2 k
cdo_hostname registration_key
I I

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkjZZW5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

FR—=T 4T T A= RTRS (Next) %7 U7 LT, 75 AORERZ B L E
To
UEE) [ v b Y (Inventory) ]-S— U DA~_EEZ &7 4 L& MBI

UG EBMLET, FAEANL, TR 2 (0

X, CDO ~DE AWEHRIZT A ATEA I E T,
®22:48T

Your device is now onboarding.

© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
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HAKTE

CDO %%/ L 7= Threat Defense D/ER |

RDBERY

[f Ry hUIR=Uh G AR LIIEN D OFT S ZERIRL, ARICH 5 [EEE] <A
NCEBERRENTWEL TV g v OWT U EBEIR L £9,

CLI % 721% Device Manager Z{#i ] L C, Threat Defense D#IWIERE % EIT L £,

CLl Z{&E A L =¥ IR E D ET

ATy I

ATvT2

ATvT3

Threat Defense CLI (285 L CHIHIER €217\ F 9, CLIZH L CHIHIREEZ FEITT 5 &

BHA L =T 2 A ABIOYR—V % TIERA A T —T 2 A ADREDHDMEFF S E
7, Device Manager Zffi /] L THIMIRREAFATT D&, BEA LV F—T =24 AB L~ R—
VX TIRAA U E =T oA ADRFEITMZA T, FEDTZDIZ CDO IZHIY H R T & &E T,

Device Manager C5E T L72 T _XTDA » Z—7 = A AR ESNET, 778X a2 b
H—/L WY =2 EDMDT 7 v MREIFIRFFENRNZ LITEREL T ZEN,

FIE

=1 —)L7R— b T Threat Defense CLI \Z456: L £,
oY — LR — X FXOS CLI IZ#5 ke L £,

2—HF—% admin B LUO/Z T — K Admin123 Tr 7/ A > LET,

WO TFX0SIZr /A v Lz XiE, NAU—RELEETLHLIROONET, T/ AT —
Ri%. SSH @ Threat Defense =2 7 A I HHEH I E 4,

GE) NAT—FRTTIEFEN T TONSLRWEAIL, T/ ZE2FHA A=k LT
AT—KR&EF 73V MIY Yy bTAMLERHY T4, HA A= LD FIEIZDOWNT
T, FXOSD NI TNy a—FT 47 A RESRLTITEIN,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: **x*kxkix

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2856 L £9,

. CDO % {# F L 7= Threat Defense O E B
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I CDO %1 A L 1= Threat Defense O BB

ATvT4

cu z@AL-mmEEozs ]

connect ftd
&1

firepower# connect ftd
>

Threat Defense ([Cf]O T /A 95E, = Ra—WF—F 4 28K (EULA) IZRIET
HZE9ROONET, FDOH%, HHA L X —T oA ZAOREHDOCLIEY T v A7 U7 |
NERRINET,

T—=HA L E =T 2 A ATIRX =X T 7 BAEFEMNILIZGETH, BHA VA —T = A R

DOFREPERSNET,

GE) BREZZ VT (TeezlE, A A—VEBERTHZEICLY) LARWnED | CLIty
Ty 7 4 F—RERYVIRTZ LI TEERA, 2L, ZRHORETITUL, %
726 CLI C configurenetwork =~ > F&fiH L TEE TX %7, Cisco Secure Firewall
Threat Defense 2~ RU 77 LU AL TS0,

T 7 F /v MEFETZIELENI AN LIRS v aNICE RSN E T, URICAN LIfEx 0 F
AT 2HE1%L, Enter 2L £97,

ROTA FT7A4 2B LTSN,

o [IPv4% 3% E LET75? (Do you want to configure IPv4?) 1. [IPv6%i%E L £ 32?2 (Do you
want to configure IPv6?) |1: TNHDX A TDT RLADDRL EH 120y EZ AN LE
T, BEHA LY —T oA AEMHAT D TERRNGEETH, 774 X— 87 RLRRED
IP7 RLVAZRET HDLENRDHY £7,

«IPVA X DHCPBHEIEIFENDEL L THRELFI N ?2IPV6 X DHCP, IL—%& ., FiIE
FHOENTHRELETH? : [FE (manual) | ZEIRLET, BHA UV H—T oA AR
DHCPIZERE SN TWDOEHE, BEHOT — 4 AV X —T 2 A AZRETHILILITEE
A, ZiUL. data-interfaces THDHMENH DT 7 4 /v b/b— 5 DHCP r— =5
ZELIELV— R CLEEXINDIAREERH H72DTT,

BB, V=T IAADIPVAT I T — DA EANETIIEBASA V3 —D A
ADIPV6T—hDxA%EAN: 7 — NV = A Ndata-interfacesiZ/2 5 L O ICRE L 77,
ZOREF, ~F =Y TV AT —H A X =T oA AWMU THETED LI
Ny =N L TERNT 7 4 v 7 2BELET,

 [THA R —HVTEBE L E T2 (Manage the device locally?) | : CDO Zf£/H 3 25 121%
lno)] Z ATLET, yesb AT % &, RV IZ Device Manager 2425 Z £1272 0
EJ N

[T AT VA —E— FERELETH? (Configure firewallmode?) | : routed & AJJ L
FT, A~ —T ¥ T I EXT, V=T Y R 77 AT U4 —)LEF— RTOLYR— |
SNTVET,

i -

You must accept the EULA to continue.

CDO %{# A L 7= Threat Defense O E B .
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CDO %%/ L 7= Threat Defense D/ER |
B cuzemLr-anzEoss

Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATYTE v =V T IR AHOHEA v 2 —T =2 AR ELET,
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cu z@AL-mmEEozs ]

configure networ k management-data-inter face

T, A H—T 2 A ADFERN 2Ry MU= REEITY LHITRDDZ T 7 b
FRENET, ZOa<wr FOFBHIZOWTIE, ROFMESRBL T EE,

T=IA B =T = AEEHIMEN T D56, BBA ¥ —7 = A A TIIDHCP & fii il
TEEHA, Py N7 v 7RICIPT RLAZ FEICRIE Lo 72841, configure
network {ipv4|ipv6} manual =~ > R ZfEH L CRETE D LIV £ L, BHEHA
H—T A A — FU A % data-interfaces|ZEE L2 o> 25 AR, 22 TCZoavy
RCHRELET,

Threat Defense % CDO (ZBMIT 5 &, CDOVEA v H—T =2 ARE ([ H—T AR
HEIPT RLVAL = R U A ~Of/L— | DNS #—/3—_ DDNS #—/3—72 &)
R U CHERFL 37, DNS — —REDOFEMIZ OV T, RESHL T EE0,
CDO Tlk, BT —V ¥ TV BA A U F—T = A AMERE LT TEET 5, Threat
Defense & 7213 CDO 2N EEEE G DML AW D L O REEEIMZ NI 5 LT 72
IV, EEEEHE S S 4735 A . Threat Defense (ZIZLARTO B 218t 7 5 configure
policy rollback =1~ KRR E FFE T,

DDNS H— "—H%F D URL Zi%EJ 5 & . Threat Defense |& Cisco Trusted Root CA /3> K
LB T RTO LS CA OFEHEE AEIIZEINT 5728, Threat Defense (£ HTTPS #5t
@ DDNS H—/3—ZEB#E % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k

(https://help.dyn.com/remote-access-api/) %3 29X TDDDNS —/—ZHR—F L
£

ZoavwryRiE, [F=%] A0 F—T A ADNS P —R"—ZFRELET, By T >
A2 V7R T (F721F configure network dnsservers 2~ > RZFEH L T) RELE
B DNS r—_—(x, BT 74 v Il ENET, 7 —% DNS #—,3—(X, DDNS

FEEESNTWDEEHA) FRITIZIOA =T = ACHEAESNDIZEF 2V T 4R v —
WEHSNET,

CDO Tli%. Z ® ThreatDefense (ZEIV Y THT T v 74 —LRER) o —TTF—H A
H—7 x A A DNS P — "—3FRE X ET, CDO IZ Threat Defense #BIT 25L&, 17—
TIVEREDPHERF 4L, DNSH— =377 v b7 3 —LRER Y —ITBMS N EE A,
7272 L. DNS&E % & e Threat Defense (2 TT T v M 74 —LAFERY v —%HE Y 4T
BHE, TOBREIZI>Tua—IAFREN EEEXINET, CDO & Threat Defense % [l X
BHITIE, ZOFREIC—HETHLEIICDNS VI v N7+ —LREET 7T 4 TIZKET
LT LEBEIOLET,

F72, B—F/VDNSH— 3=, DNS P — =PI ER TR S L2355 120 A CDO
THREENE T, & 2013, BHA LA —T oA ZAEEHLTT A RAE2REL, 4T
configurenetwork management-data-interface =~ > R H L TTF—H A X —T = A A
B TE L7c5 . Threat Defense fll & —33 5 L 512, DNSH—_R—%2EHr 25D
ET N Tx CDO TFETHRET 2LERHY £,

WA X —7 A AL, ThreatDefense % CDO |28 &k L7412, BHA LV X —T A A
FRIBDOT =R A =T 2 ADNTNNIEETEET,

vy N T T 4P R TCRELZFQDN R DA v X —T = A ARSI E T,

CDO %{# A L 7= Threat Defense O E B .
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ATvT6

e AU RO~ E LTINS, ARERINZ 7V T TEET, ZOF T a iz )y
FUVATHATEETN, gty b7 v 70l OIEIIIEHA LT 7EE N,

o T— X EHZ NI HI2IE, configure networ k management-data-interface disable =~
Y REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % &9 5
CDO Z#BILEd, a~r FOERIZOWTUL, A R—TFT 17 v 4P —FKaHLET
NAADF U R—=FT 47 21 —=) ZHELTITES,

51 -

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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Device Manager %/ L -0z 0= [

Device Manager % &/ L 7-#IHiEE E D E1T

ATy T
ATy T2

ATvT3

Wt~ N7 v 7T Device Manager T 5L, HEHA L ¥ —T A AL~ X =V X TV
TADOREIMA T, RDOA »F—T oA APFRRESNET,

e A —HXv F1/1: T4E] . DHCP 2B D IP 7 KL A, IPv6 HENERE
oA —Y X h1/2: TP . 192.168.95.1/24

e F 7 F ) ML— |k S A o H—T =4 AT DHCP 24 L THE

o E (NERO DHCP —X—, 77X aryfag—L R >— X2 UT 40—
E) WEBREINRNWI EIEBELTLIEEN,

CDO (24 v R —TF 4 > 73 DRI Device Manager N TIBID A > X —7 = A A[EAGDRE %
FITTH L, FOREIFMRFENET,

CLIZEMT DL, BHA =T A AL X =V T 7 EAREDHMRFFSNET (2
LRF TTHNFOREA v F—T = A AT SN EREA)

FIE

BHa v Ea— 2% =Py M2AVH—T A AEH L ET,

Device Manager (22 74 LET,

a) 77 UHIZURL (https://192.168.95.1) # AL 7,

b) Z—H¥—4% admin, ¥ 7 #/L k /XATU— K Admin123 ZfEA L e /A LT,

) TURaZ—W— T4 ABHELFATHEL, BHEENSRAY—-RELEETLH LI
RKDOHNET,

VMR E A58 T3 D121, H&#IZ DeviceManager IR 7 A > L7z &l N T v 70 4 ¥ —
REFEHLET, REIDSUT, X=YDOFHICH D [T /351 ADKEE AF 7 (Skipdevice
setup) |27 Vw7 LTy N v 74— RE2RAXy S TEET,

By Ny T4 Y= RERETTLHE, Wil v F—T =4 X (A —P%Ry F12) DT 7+
v REREICINZ T, CDO DEHICOIVEZ B & X ICHRi s 2488 (A —P x> b 1/1) A
H—T o2 ALBRETEFET,

a) HNEBA B —T 2 A ABLOERA L —T = RATK L TCRDOA T a v EREL, [IK
~ (Next) 127 Uv 7 LET,

1L Mo v H—7 A AT KL A (Outside Interface Address) | —Z DA ' Z—7 = A A
FEHA =Ry P F—= U= THY, v~ X—VY TIRAAF =T =A R
ELTHHINDSGARHY £, 75 AP ERFZHIOINEA 2 —T = A
AEBRIRTHZEIXTEERA, BHOT —F A B —T A RINT 7 4V kDI
AVH—T 2 A AT,

TR X T VBRI (FEREINE) EIFRERDA AT A AT DY
Bl By hT v = ROBETRICTFE TRET HDLERNH Y £,

CDO %{# A L 7= Threat Defense O E B .
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. Device Manager % £ Fi L =¥ HA EDEIT

[IPv4DF%E (ConfigureIPv4) |: #MA > X —7 = A A D IPv4 7 KL AT, DHCP
EHAT A, FRETFETRAEY T 47 IPT RLA, 7 Xy h~wx7 BLY
T=h U x2A B ANTEET, [A7 (Off) [ZFIRL T, IPv47 RLRAZFHE LR
EVWIHOBRBRELHET, By NT v U 4P — NEMH L TPPPOEARET HZ &
T CTEERA, AV F—T 24 ANRDSLET A, F—T)LET A, £72IT ISP ~Dfth
DOHHGICHHE SN TE Y, ISP PPPoE i L CIP 7 KL 22 L T\ 254
%, PPPOE WMEIZ 2 5550 H 0 £3, UV 4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) | : SMiiA > % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v IPT FLVA, L7 4y 7 A B —
Nz AZANTEET, (A7 (Off) [ZEIRL T, IPv6 7 FLRAZFRELRNEWN
IR L HY 5,

[B¥EA 22— 14X (Management Interface) ]
CLI CHIMIRREZ FAT LIz A, BEA V¥ — 7 o4 ADOREIFE RSN EE A,

T—HBAH =T 2 A AT =X T 78 AZGMLIZHATH, BHA LV H—
T2 A ADOFENMEREINET, e 2L, T XA H—T 2 A& LT
TU—URBHTL—T 4 VT SNDEBR RN T T4 v 71, T—HFA L F—T A A
DNS H%— —Tj37 <, BHA ¥ —7 = A A DNS ¥ — —%ffF L T FQDN % fi
mLET,

[DNSH—~% (DNSServers) ]: A7 LADEFT KL ZH D DNS H—3, £ §ifigs:H
\Z12LLEDDNS —"D7 RLAZ AJJLET, 7 74 /L MJ OpenDNS /X7 Y
27 DNS H—"TF, 74—V FEHEL. 774 /L MIELIZWEEIL, [OpenDNS
ZffiH (UseOpenDNS) 1227 Vw7 45L, 74—/ RIZHEEIRIPT RLARY o—
FEET,

[Z7A4 T U4 —/KA L4 (FirewallHostname) ]: ¥ AT LADOEHT KL ADKA b
%‘(“‘a_‘o

b) [RZla%E (NTP)  (Time Setting (NTP)) ] Z&X&E L, [k~ (Next) 1227V v 27 LET,

c)

[#A LY =2 (TimeZone) |: VAT LDX A LY — @R L ET,

[NTP# A L H—,3 (NTP Time Server) |: 7 7 4/ h®D NTP H—EMHT 50,
HALTWANTIPY— DT RLZAZFETANTLOI0EZRIRLET, Xy 7T v 7 H
WCEBOY— " EBNTE £,

PEERET1C 90 H RO FEAMIIfA] 2 BiAG  (Start 90 day evaluation period without registration) ]
IR £7,

Threat Defense % Smart Software Manager |88k L 72V TL &V, T TDO T A B XX
CDO THEITSNET,

d) [#& 7T (Finish) ]2 Vv 7 LET,
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ATvT4

ATy Th

ATvT6

ATy T17

Device Manager %/ L -0z 0= [

e) [7 7 U R&EEE (CloudManagement) JE72IL[A# > K7 12> (Standalone) ] ZERNT 5 K
IRDHENET, CDO 7 T 7 R Management Center DAL, [AX v KT v
(Standalone) ] ZiBIN L T o, [THE (Gotlt) | &#|INL 9,

[7F 2 K& (Cloud Management) ] 473 3 > 1. LA —d CDO/FDM FERED 7= 8 D
HDOTY,

(MEIIELTC) BEHA X —T = ZAERELET, [T/ X (Device) |>[f ¥ —7 =
A4 A (Interfaces) | DEFA L H —T x4 AEBR LTI IV,

BHA A —T oA A, T—HFA L H—T oA AR ESNTZF— T = A BDRLETT,
F7 4N FTE, BHA X —T 2 AEDHCP L IP 7T KL ALY — b= #ZE L
T DHCP 267 — MU = A #ZE L0WGEE (e 2, BEA VX —T oA A% Xy b
T— 7R LTV RWESR) | F— MU= A XT 74NV N TT— 4 A 2 —T = A AT}
0. MHHETHILEETH Y A, DHCP L7 — U= A 2525 L-HAIE, Kb IcE
BA L H—T oA RIHMIP T RLAEZREL, ¥~ MV x2A BT XA H—T A AT
RETHLERDHY 7,

YR =V T 7RI DIMBETIINE LS DA =T = A 2 G TBMDA > F —
T2 A RAEFJRETDHEEE. [T3 A (Device) ]&&EIRL, [ ¥ —7 =1 A (Interface) ]
OV~ =DV I%7 )7 LET,

Device Manager (285 A & —7 = A4 ZADFREDFEMIZOWVWTIL,  [Device Manager TD

T AT U —VORE] #BRLTLTEIV, CDOIZT /A A& $xT 5 & Device Manager
DO OHERIIIRFF SN EE A,

[T/31 R (Device) |>[ R TLERE (System Settings) |>[FREHE (Central Management) ]
DIEIZER L, [FfT (Proceed) 1 %2 U v 7 L C Management Center DEFRZFRE L £ 7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £79°,

CDO %{# A L 7= Threat Defense O E B .
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. Device Manager % £ Fi L =¥ HA EDEIT

23 : Management Center/CDO O 5%

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDO AR A N F 721X IP 7 KL A% F1> TWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1ZV (Yes) 1227 U v 7 LET,

. CDO % {3 A L 7= Threat Defense M ERd
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ATvT8

b)

Device Manager % {5 f L = ) #i5RE D RAT .

CDO (Z £ Y configuremanager add ==~ > RAAEK SN E T, a~ 2 ROERIZOWTIL,
FUR=T 4T 4= REEH LT AN RO R—T 47 Q1_—=V) %5
LT EEN,

configure manager add cdo_hostname registration_key nat_id display_name
{1

24 : configure manageradd A< > K3 iR—R 2 k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id O34y % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DX k¥ — (Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 1 —/V
Ncae—LE7,

[Bhc D¢ & (Connectivity Configuration) | Zi%E L £ 7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN (%, A v —7 = A A, F721F [Management Center/CDO 7 7 £ A A L X —
7 = A A (Management Center/CDO Access Interface) [FHIZEIR L7 A > ¥ —7 = A AITff
£,

[DNS#—/3— 7" )L—= (DNS Server Group) ] Z+5E L £,

BEED 7 N — T 28RN 500, LW A—7 %k LEd, 574/ kD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RE F v E T,

COREICEY, F=H A H—T A ADNS b—R_R—NEREINET, By T v
AP R THELTZEHEDNS —"—%, FEINT 7 v 7 IEHSNET, 7 —X
DNS #—/3—{X, DDNS (EZSNTWDHEE) X0 ¥ —T7 oA ATHH I
HXa2 VT 4R =S NET, BERIN G740 2 T —F NTFT7 4 v 7 DMK
DI A v H—T = A ARHETDNS —N"—{C2ZET 5720, BEHIFEHLZHD LH
U DNS == —T %R T HAHEERH D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A
K —7 A ADNS P —"—NREINFET, CDO |Z Threat Defense ZEMMTH L, v—
HIVEREDHMERF S, DNSY— =37 T v F 7+ —ARER Y I —ZBMShEEA,
7272 L. DNS %€ % & ¢ Threat Defense |2 T’ 7 v b7 4 —ALKERY v —%E|D YT
HE, FOREBIZEL>Tu—DINAEREN EEHEEXINET, CDO & Threat Defense % [FIH &
HHITE, ZOBRTBIC—HETDLEIICDNS T v NI+ —LBREET 7T 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHIEH TR SN 72854120 CDO
THREEINET,

CDO %{# A L 7= Threat Defense O E B .
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT9

ATy 710

ATy INn

¢) [Management Center/CDO 7 2 ¥ A A % —7 = A4 A (Management Center/CDO Access
Interface) ] IZ DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEZEDA VA —T oA AZBERTEETN, ZOHA RTHEHAEBEEHR L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRBRLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L EHERTDEIITKRDDIA =D
MERENET, SMBEZRRLZGEIE, By N7 v 7O 4= RFRO—BRLLTIOL— R
FTTICRESNTWET, MDA o F—T A AERIRT H551L. CDO IZHHET HRIICT
TANMV— NEFEITRET HHLENRH Y 9, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEHIZ DWW TIX,  [Device Manager TO 7 7 A 7 7 4 —/VORE] 2B LT
AN

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235512 CDO e EHM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19 % AijlZ DDNS %3 &3 % & . Threat Defense (X Cisco Trusted

Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENT 5728, Threat Defense (X

HTTPS #%%t? DDNS ¥ — /X —FEB#E & FRGE T X £ 7, Threat Defense |£, DynDNS U E— h
API{E4R  (https:/help.dyn.com/remote-access-api/) % {7 %3 ~T®D DDNS ¥ —/\—% R —
FLET,

[#ft (Connect) 1% 27 U v 27 LET, [BEkAT —# A (Registration Status) ] %A 7 1 7K
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E OPRTF (Saving Management Center/CDO Registration Settings) ] FIED %, CDO |2 HE)
L. 7747 U4+ —V&BMLETS,

CDO ~DHIN B2 % F ¥ BT H5E1E. [BEDF ¥ /L (Cancel Registration) | & 7
Vw27 LET, TNLANOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 7 7 VD ¢ . R
ERHLZRNTL7ZE, LRSS, et A W51k L, Device Manager (2 F#2f5¢ L7255
BOHFHINET,

[Management Center/CDOS k% & DIR1F (Saving Management Center/CDO Registration Settings) ]
O FNE# T Device Manager (ZHaft L72 £ 12T 5 & Hf&AYIZ [Management Center % 72 {3CDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW S v E T,
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25: [EE R

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

ERHGEX2)T4R) O—DETE
C DT ROBE R L CIANAE R 2 )7 4 K Y S ERET B HC SN TR L
7.

NI A LB —T oA RAEITA L H—T oA A N A L F—T 2 A AZAZT 4 v 7 1P
T RLAZEDYCET, v F— VXTIV EAREO—HE L INA v F—T A AD
FEARBRELERLE LN, FEZOA L H—T 2 22X VT 4/ — 28D 4T
LUMENRHY FT,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SMHfiA v H—T = A A TA U H—T7 = A ZAPAT ] L 77,
TR hr—b NEWOI~D T T 4 v 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T A ATSSHZHMZLET,

=JL o
A 23— x4 XADEFE
0—4%yF7aeya =/ ERIINEEIC Device Manager #9555 IROA > &2 —
T x A ANHERRESNET,
oA —H Ry F1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HEIRE

e A=Yy b1/2: THER) . 192.168.95.1/24
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ATy T

ATy T2

ATvT3

ATv74

CDO %%/ L 7= Threat Defense D/ER |

e T 7 )V hb— b HEA X — T = A AT DHCP %4 L CTEHS

Management Center (2 8% 3 5 HijlZ Device Manager N TIENND A > ¥ —7 = A A[EH DORE %
FAT LI A . TOREIIRFSNET,

WTAIUZLTH, T3 ADBERRIZIBMDOA 2 —T 2 A AREERITTHLERDHY F
7, Threat Defense f > % —7 = A4 AZH[HIL, ZNbExEX a2 VT 0 —IZFHID HTT
IP7 FLAZRELET, 7L—2IT7 U A F—T A AbRELET,

WOHITIE, DHCPICEL D AXT 4 v 7T RLAENL—FT v RE—RDOHWNEA X —T A A
FHEALT, V=T v RE—ROWNEA v X —T =2 AZHRTELET,

FIE

[7 /734 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
Ao [#RE (Edit) ] (£ 2270y r7LES, >

[ 5 —7=AA (Interfaces) | %7V v LET,

K26:403—7x4RX

Device Routing Interfaces  Inline Sets ~ DHGP  VTEP.
e
Q Search by name " Sync Device | | Add Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Global Q
GigabitEthemet0/0 Physical Disabled Vd
GigabitEtherneto/ 1 Physical Disabled s
GigabitEthemeto/2 Physical Disabled s
GigabitEthernet0/3 Physical Disabled Y
GigabitEthemeto/4 Physical Disabled s
GigabitEthemet0/s Physical Disabled s
[@ cigabitEthemeto/6 Physical Disabled s
GigabitEthemet0/7 Physical Disabled s

(—EOEFF /VCHHATFEER) 400G A v X —T 2 A ANMH42D 110G T L—F T 7k AV
B—T oA ZANERTDITNE, AV F—T A ADT VL —I T NT A a7y s LE
K

RETAGOA vV F—T 2 A AT TIHEA L TWAEAIL, 7T L—2 T v M&F{TT HRIIC
REXHIRT2LERH Y 3,

WEIZHE T 540 v 2 —7 =4 20 [#R&E (Edit) | (#F) Z27 Vv 7 LET,

[£f% (General) 1 ¥ 7HBFREINET,

. CDO % {# F L 7= Threat Defense O E B
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A8 —T 14 RADRE .

27:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v
10

nterface 1D

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AN LET,
FlexiE. A F—T x4 RZinside &\ S &RTEFTITET,

b) [F%) (Enabled) | T = 7Ry 7 A%EF NI LET,

¢) [FT—F (Mode) J1x[72L (None) JIZHERELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,

CDO %{# A L 7= Threat Defense O E B .
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B sz 1z08%

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
28:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

29:[IPv6] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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DHCP H—/\— DR E .

30:[General] 3 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DHE

7 A7 > N CTDHCP i LT EBICKTT A5 225 1P 7 RLAZESET 5L 512958
A%, DHCP — _—ZHZc LE T,

CDO %{# A L 7= Threat Defense O E B .
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FIE

CDO %%/ L 7= Threat Defense D/ER |

AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 31: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length

3600

DDNS

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v +
Secondary DNS Server Secondary WINS Server
]+
Server Advanced
Interface Address Pool Enable DHCP Server

+ Add

ATY T3 [H—/— (Server) | <—C, [IBM (Add) 1227V v 7 LT, ROAT v araRELE

R
32:9—/\—Ds3Bm

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL

. CDO % {# F L 7= Threat Defense O E B
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NAT D% 5E .

7y N RICHFET ORENRDY, A =T =2 AAHDIPT RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D% 7E

—f&EI72 NAT V—/ LTk, WET RV RAENEA L H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATLV—NDZ tEA L H—T oA R—KT KL RZEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) |>[NAT] %27 U v 7 L, [ LUK P — (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATw T2 R —IZL4RIEMT, R —%2FHTET SN, ZAE@ER L, [R1FE (Save) 127V v 7 L
ij_o

CDO %{# A L 7= Threat Defense O E B .
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B wozz

33:FHLLVEKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
34:NATR'1) > —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

. CDO % {3 A L 7= Threat Defense M ERd
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BEXRKL—IILOF T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool

NAT D& E .

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |

(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H36:A2B—TTARATTSH +

Add NAT Rule
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool

I
Available Interface Objects

Q_ Search by name

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

Source Interface Objects

=

(0) Destination Interface Objects

o outside_zone

L1l

CDO %{# A L 7= Threat Defense O E B .
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B wozz

®37: 3 AL—Y3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

E3B:FHLLWARY FI—0FTDPH b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

. CDO % {3 A L 7= Threat Defense M ERd
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w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD F T 4 v U DFFFA]

BT D00 2 Rgk LIz L X, BARD [TRXTONTI 74 v 7 %7y 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =2 ELTELAE. T A 2@RT25 877 1
T HEHFA[T DDA = — NV E BT H2LERHY £9, ROFIETIZ, N —>
MO = ~D T T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W2 Ry NT—=T~DNTF T 4w I BFFA[THL— N EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY I — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNAIZERIR L, BEUCHT A ICE VY TonTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 2V vyrLEF, > >

RTw T2 [JL—ILEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
X 39:/)L—)LDEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None Fe File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object

NE | v 1 object

% wixAutomationZone

«[&81 (Name) | : O —/VIZARTEMFTET (72& 21X, indde-to-outside) .

« [EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exy—2%ENM (AddSourceZone) | #7 U v 7 L%,

[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

RATY T3 [Applyl 227 Vv LET,
L= Jb—/b (Rules) ] 7 — 7 /WIZIBME L ET,

CDO %{# A L 7= Threat Defense O E B .



CDO %%/ L 7= Threat Defense D/ER |
B <o 70ex7—481v5—Tz12TOSSHOEE

ATy T4 &7 (Save) 1227V w7 LET,

IH—T T7IOEVRTFT—R AR —T 24 ATH SSH DKTE

A B =T 2 A7 E DT —H A ¥ —T = A AT Management Center 7 7 & A &4 hi
LT, ZOFIECHES>TEDA 2 H—T = A ATSSH ZHNCTHLERH Y 7,

Z Z Tld, ThreatDefense T1 DL EDT —X A X —7 = A ATk LT SSH ##c 2 BMZT
DIFEZHOWTHB LET, SSHITZWmEA v ¥ —7 = A ZTK L THR—FSNEFA,

N

GE)  SSHIZEHA LA —Tx2A A LETTF 74V b THIIZR 2 TWETA, Z OEAEIZEFE SSH
T BRITHELEE A,

BEA B —T oA AL, T ADOMDA o Z—T = A AL [T3BES VTV E T, Management
CenterlZ 7T N\A AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
L, A X —T7 2 AD SSH ENHBEB LU —F VR MEHFLET, ZOMOE
EERNCRESNET, T—H A X —T=A ATIE, ZOEEEFHALTSSH L7 7%
AVARNEAMMILET, T—F 44— 7i42@$HF?74/7iLﬁ@W%?4V
TRERMEN L, RERFICRESNIAZT 4 v 7 V=R CLI TRESNIAZT 4 v 7
J— MIEH L EEA,

BHA L E—T 2 A ZADE, SSHT 778 A Y A N &R 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ REHRLTLEEN, AH
T4 v — NEERET HITIE, configurenetwork static-routes 2~ > REZZH L T E X
Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELE
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R LV—/LEINEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA VX —T =2 A AZDOIFEHTEET, SSHER NP A v H—T = A
2N DA, INERA A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —HizaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 M : hmac-sha2-256

— A H#4 . dh-groupl4-sha256

N\

GE)  SSH #fEH L7z CLI ~®D 1 7' A E3RITH 3 [Bh8 L TR 2 L. /351 2D SSH #fke 13#%
T [_/i‘j‘o

. CDO % {# F L 7= Threat Defense O E B
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I CDO %1 A L 1= Threat Defense O BB

v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[EFa7>x)L (SecureShel) | #IRLET,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

c[EF¥2T4Y—2 (SecurityZones) |: SSHEE AT /[T HA v X —T = A A%
ey —rEBMLEST, V=R X —T oA AT, [ERLEzEX2U T4
Yy —> (Selected Security Zones) | YA FDFD T 4 =V RIZA v X —T = A A4 %
AL, BN (Add) 1227V v 27 LET, BRSNLTNDA U F—T = A ZAET2IE
U BTN RAZEENTND EXIZOHR, ZHHDN—VRT SA RZHEHA &
£,

©) [OK]%7VUvZ LET,

ATvT4 [Save (RTE) 127 Vv LET,

CDO %{# A L 7= Threat Defense O E B .
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&M

ATy T2

CDO %%/ L 7= Threat Defense D/ER |

ZNC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
V—HERTELXLOICRVEL, BFIIRY —2EHETLIETHEDICRY THA,

AREDE T & BT DB IR LES, BFEAZERTLIETIE, T/ ALETEOE
FLT 7T 4 7R FH AL

FIE

A LD BB (Deploy) 127 Vv 7 LET,
X 40: ERA

Q €@ # @ adminv Ul sEcURE

TR BB O AL, FFEDT NA ADTF =y 7Ry 7 A% A A LT [EH (Deploy) 1% 7
Vw7350, [TXCTER (DeployAll) 127 U v 7 LTTRTOT N, AZREBELET,
LS OGET, BIMORMA TV a U ERET D720, [mE72ERM (Advanced Deploy) ]
7V w7 LET,

41: 9 RXTREH

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment £

node2 I Ready for Deployment =
5 devices are available for deployment iz

. CDO % {# F L 7= Threat Defense O E B



| cDO %#FA L 7= Threat Defense OB
Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

2. 5ELTRER

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPEIH LI 2R LET., BEORAT =X A%FIRT HITIE, A=a—"—0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

HB:ERART—4X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw R4 A F—T x4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
WY AT LD NI TN a—TFT 4 THITVWET, CLITYy Y a v mb R —%RETDHZ
LITTEEYA, CLIIKIE, v Y — R R— MR L T 72 TEE T,

N TNY a—T 4 T DD FXOSCLIWZT 7 B ATE £,
Y

CGE¥)  F7-1%. ThreatDefense /31 ADEHA L X —T =4 ATSSH T CE£4, a2V —L
vy var iy, SSHE v a T 7 4 /b b T Threat Defense CLI (2729 . connect
fxos 2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WAHEAE, B TT—H AL H—T 2 A LDT FLAIZERTEET, T—HF A H—T=A
ASNDSSHT 72 AXT 7 4/ h TEHIZ /> TET, ZOFIATIL, 77 4/ F TFX0S
CLI 7B ay V) — ViR— R T 7ROV THBLET,

CDO %{# A L 7= Threat Defense O E B .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIiZue 7 A 451013, BHa L Ba—FEa Y —)LAR— MNIEHE L £9, Cisco Secure
Firewall 3100 {2} DB-9 to RJ-45 2 U 7 /L — T LR fHE L TW D20, BT D I1ciEh— R
/X—F 4 ODB-9-t0-USB ¥ U 7NV — T NV E AT HMERSH G5 03H 0 £9, THEHOA
R —F VT VAT AR USBY ) TN RTANRENT A A =L L TLIEEN,
a Y —)LiR— MIT 74V F TFEXOS CLIZ/2 0 4, ROV U TAREEFEHLE9,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A U %IZ, CLL CEHRER 2~ > FOIGFHMA MR T 2121, help £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#
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274794 —LoERONE [

T27AT7 A= ILOEIREDUIB

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
AvFEMLIZNT DL, BERR 77 ANV AT LOREGEFEREITIERZHD ET, Ny
I 7Ty RTCEFIZZHOTa v AREITINTEY, &R 7 7%\ 20 | &R Z U
LicTDE, 77AT DNV AT A ETL—AT N Yy NATUTERWI EERZ
TEBWTL S,

Management Center D7 /N ZAEFIN—T 2 L CTT 34 AOEJZ YW 57>, FXOS CLI
M CTEET,

CDO ZERA L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATvT3
ATvT74

ATy TH
ATvT6

ATy 717

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T S ARk EIRA
A FEMLIZVTDE, BERRT ANV ATLAOREAFISEITZENHY T, Ny
T T0y RTIEFICEZHDO T aw ANFEITINTWT, BRS 7 72520 | ERZ Yk
L0 T 5L, 7747 T4 —NVETL—ZATNI ¥y NETUTERWI EEZRZTBNT
<TIZ&EW,

Management Center ZfifH L T A7 A& @WUNZT v v RF T TEET,

FIE

[T/34 R (Devices) 1>[T/\4 REHE (Device Management) |z #RL £,
HEBT 271 ZAORICH S [fRE (Edit) | (£) 227V v7 LET,
[T/34 & (Device) | #7 %27 Vw7 LET,

[ ZF L (System) | &2 2 a2 T[TFNARADY vy &> (Shut Down Device) | (@)
7y LET,

T INRERINTEL, TARAADY Yy MU EHERLET,
A= VIS T AT U =R L CWDADEARIE, 77 AT U4 —Vinv vy hE T
THEXIVAT AT v =X —LET, ROT a7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LERH L T RWEEE, R30fFo T AT ARy MU LI b %
BLET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
N4z ncxxd,
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CDO %%/ L 7= Threat Defense D/ER |

B cucs3377 1079 —LoEROUS

CLIICEITAHT7 747 04— ILOEIRDUIE

ATy T

ATy T2

ATvT3

ATy T4

RDATY

FXOSCLI 235 &, VAT LARLEEIIV Yy MU LTTNA ADOERZYIW T E
4, CLLIZIZ., = VY —JLAR— MI#EHR: L T7 7B A L9, Threat Defense 3 &2 TV FXOS CLI
~DT A (49 =) 2L TN,

FIE

FXOS CLI C local-mgmt (Z#5#t L £77,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT Ry S " NeE=Z— LT, kOT a7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEIS U TCERAA v F 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B v
NN TEET,

O

J

CDO %{# M L 7= Threat Defense DX EZ K179 5 I1Z1%. Cisco Defense Orchestrator 75— A ~_X—
TEZRLTLLIEE,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



