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Cisco Secure Firewall 3100 O TG AR O T 7 4 /L0 REREIX, RO LBV TT,
c AEHODHEAD ST 44 70— : Ethernet 1/1 (44E5) . Ethernet 172 (PN))
« DHCP OB IP 7 KL R, REBIP 7 KL X : 192.168.1.1
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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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Management Computer Other Data Networks
DHCP from inside ifc: 192.168.1.x

Management 1/1 & 7213 Ethernet 1/2 D\ 341> T Cisco Secure Firewall 3100 B L £3, 7
74V FRE TS, Ethernetl/l 8N & LTHRELET,
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configure factory-default [ip_address [mask]]
£

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FIFN a7 4 Xal—2arE2 799 a AEVIRELET,

write memory

ASDM ~D RO 45 A >

ASDM Z#EEI LT, ASAZRETEDLHIICLET,

ASAITIZ, BHT 7B AD IR L7z 3DESHEENT 7 4L F THENTVAH DT, Smart
Software Manager (242t T&, T <IZASDM 24252 & T&£9, #&ICASA TSSH T
7R RAEBET L5 A1, SSHBXIWSCP 2452 L b TE x4, MmERN L L

LT HEOMOERE (VPN 72 &) Tld, £ #)IZ Smart Software Manager (28§ 2 LB & 5
FER AN AEDT > TV DERERSH Y £,
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GE) http:// RRIP 7 KL A (57 4/ MEZHTTP) Tix7a<, &7 https// ZFE L TL 72
VN, ASA IZ. HTTP U 7 — X % HTTPS IZ HEIAUIZHRE L EH A,

[Cisco ASDM] Web ~— UME RSN ET, ASAICIEENRA VA h—L X T gn=biz,
TI79FOEX2 VT 4 BERERINDZERHD ETH, 2o OEETEE L T, Web
R=VNWIT IV EATEET,

AT T2 [ASDMS U F v —DA R k=)L (Ingtall ASDM Launcher) 1 %27V v 27 LET,
AT v T3 HEEOHERIZHEV, ASDM ZEE) L £ 7,

[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 23R SV E T,

ATFY Tl 2—H =LKL NRNZAT— DT 4 —)L REZEDFEICLT, [OK] 22 U v 7 LET,
AA 2 ASDM U 4 v RURFRENE T,

= ~ =JLr==a
FA4A 2 ADETE
ASAFA~— K T4 RAEFHLET, BHEOAY—F NI4T (L F—F v |
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VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Ty — U hBET 5 L Smart Software Manager (£ 7 A 7 U 4 —/L & Smart Software Manager
MOBEHOIDAEAELRITLES, /o, FATOINN—F Y AT AV NI 7 AT U4 —
AREIY Y THIVET, Smart Software Manager (Z88% 7 5 £ Tld, SRELEZITH T LI T
ST FHRRTA B A LE LT HRE~. BB OMO R TIIEELZ T EEA, T4
AN G SN HHEREITRO LB TT,

* Essentials
cEFX2 VT T THRAR
* %+ U7 (Diameter. GTP/GPRS. M3UA. SCTP)

s BERES{E 3DES/AES) : A~— hT ATV hTTEERE ST STV,
EERESALOERHBNHFRTENTWS & 2 and L-RmE. EmEREELTI AL R
T AUy MIFEITCEMTE £,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 72 Secure Client VPN
D Fr.

ASAIZIX, HELT 7 B ADIHEREIZ LT 3IDESHEREN T 7 4 /L h TEHEN TS DT, Smart
Software Manager |24/t C&, T <IZASDM ZfiHT 5 Z & & T&£7, £ ASA TSSH T
7B A ERET D% AT, SSHBXLSCP 2452 L b TEET, mERMN LA L
LT HZDOMOBEEE (VPN 72 &) Tld, I Smart Software Manager (28 &3 2 L E N H 5
EERBAEDE N> TODBBERSH Y £,

)

GE)  BET HANCEEREBLZEH CTE REORTEL R A5 & (W 72RE 5L DA E L T
BATYH) . HTTPS #5137 DA v 2 —T 2 A AT Ry 78, B TXEHA, =
D=L DRFISMNE, %ﬁm&E@ﬁ@$%4V& T oA AT SN TV HEATY, SSH
IS B EZ T A, HTITPSEfN KON GAIX, 20 Y — /L R— MIEHE L TASA &
&E#é#\£ﬁ$%4/& 7:4x_@%¢ém\itiﬁgﬁ FLBSRER IR E ST
WA U H =T = AR T D N TEET,

Smart Software Manager 75 ASA DGk b — 7 V2 FRTH5E, [ZD b—27 V& LT
gk Lo 7 AR — NlEREEE 2 77 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A& AN LT, AR ELOZEET A AN
WHENDEHICLET (THEHAOT I N TEOHEAPF TSN TODLIRERHY £7) .
NIRRT A B AL, vy —VTREK N — 7 VERBAT D & XIR LR DBEEOES
HEWIZAME SN D T2 OBMOBEIIARETT, A~— 7 B> Tl 5b3 7]
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* Smart Software Manager |2~ A X —7 WU M ERHET,
FETHU U MeBRLTRWERIE, Vo 2&22 )y 7 LTHLWT AUy PEREL
TL 7Z&Vy, Smart Software Manager ClE, flfkD~ A% — T h o v FEEHRTE £,

s W=7 IA4T A7 T T RERLTHEMES N D) BREEZHEMNT2I121E, T
Smart Software Manager 7 77 7 .k TH /) 72§ 5k (3DES/AES) 7 A4 B A& TE %
VERH Y FT,

FIE

THRHOAY—F FA B AT AT M, RERIFABUVAREGENLTND (Dl b
Essentials 714 B ANEGENTWND) ZEZMRBLTLIIEEN,

TAB AT, VAIEIFREREENS TSNS ZAEWA LB, Av— Y7 ho=T
TABL VT THU NIV 7 SNTWET, 2L, BETIA B RAEZBNT 505
N H5E1E, Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfER L
7,

K4:54 o ABER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G (B &Y — 1 A (Products and Services) | Z 3R L 77,

5.8
e Al Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WD A APID %R LET,

GE) PID SRS B2WEEIX, EXCTECTPID ZBMTE 7,
« Essentials 7 -f = A : L-FPR3110-BSE=, Essentials 7 A &> R I3MNET A L A TT,
« Essentials 7 A > A : L-FPR3120-BSE=, Essentials 7 A & > A TMEHT A L ATT,

« Essentials 7 A 1z > A : L-FPR3130-BSE=, Essentials 7 A ¥ A IMNEHT A L A TT,

ASDM % {#EF L 7= ASA DR .


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/csws/smartaccount/accountCreation/createSmartAccount
https://apps.cisco.com/Commerce/home

ASDM %A L1- ASADER |
SAEUADEE

« Essentials 7 A > A : L-FPR3140-BSE=, Essentials 7 A & A TMEHT A L ATT,

e 5T HARMT AL A L-FPR3K-ASASC-5=, T H A~ T4 B ALBNHTH
D, =—RBEDLETEBEDODTIA B AZBALET,

c 102 T F AT AL X L-FPR3K-ASASC-10=, 2T F A N T4 & A3EMYT
HY, =—XEDLETHEHEDTA B AEFALET,

« %% U7 (Diameter, GTP/GPRS. M3UA, SCTP) :L-FPR3K-ASA-CAR=
o EERS{ (3DES/AES) T A & A : L-FPR3K-ENC-K9=, 7 7 7> MIHRFT7ehEE A3 %K
XN TWARWERASIZOLHME T,

« Cisco Secure Client : [Cisco Secure Client J87E 4 A Rl ZZM L T 2 &V, ASA Tid.
ZDITA BV AZEEANII LN TIEI N,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT H T hOBGE —27 v &2ERL
Tav—LET,
a) [Inventory] #7 U v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 VU v 7 L %7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B4k b—72 »%A{ERL (CreateRegistration Token) |1 %A 7 1 7R v 7 AT, LA FOREME
ABD LT [ h—2 »%&1ER% (Create Token) | %727 UV v 27 LET,

I AsOM (R L1 ASA DERA


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

| AsDM % & L 1= ASA DERE
sttvzoiz |

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

« [E%BA (Description) ]
s [AENIRR (Expire After) ] : #ELE(#1Z 30 A T,
o i KA A EI% (Max. Number of Uses)

[ZD b= TEERS B Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ]: #2774 T A 75 7
AL ET,

h—2 3 A X MY ICBIENET,

d b= OLHMZHDLIRNT A2 %27 )y 7 LTC[h—2 " (Token) | XA T HTHRy
J2ARRE, b—=27 0 IDEZY v TAR—=RICabt—T&5 L5 I2LE T, ASA DEEHEN
VB L XICHBOFIETHERTLEZOIC, 2O M7 0 2#FELTHEX 1,

6: b—U DRTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

Asom R L= ASADER [
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Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTN%3AN%ANA

Press ctrl + ¢ fo copy selected text to clipboard.

ATwv 73 ASDM T. [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] M JIE 253K
LT,
ATv T4  [Register] 7V v 7 LET,
Configuration > Device Management > Licensing > Smart Licensing
To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration

Feature Tier: —MNong —

Throughput Level: |—None —

Privacy Host Mame Version

Transport Call Home Smart Transport

Configure Transport URL
Default URL

Registration | |
Utilty [ |
|
|

Proxy URL |

Proxy Port |
Configure Utility Mode

Enable Standard Utility Mode

Custom ID

Customer Company Identifier

Customer Company Name

Customer Street

Customer City

Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register | | RenewIDCertificate | | Renew Authorization

Effective Running Licenses

License Feature License Value
Maximum VLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled w

ASDM % FH L 7= ASA D ERH
6| I
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AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v A ANLET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MEZG UC, [z TEE] (Forceregistration) [T = v 7 /R v 7 A% 42 LT, SmartSoftware
Manager & RISV TWRUWATREMEDS 8 2 B IR~ ASA 88k L E T, 7o & 21X, ASA N

725 C Smart Software Manager 7> 5 HIFR S L7551 [ B8k % 5] (Force registration) % {#

L/i‘g‘o

ATw 76 [Register] &7 Vv 7 LET,

ASA 1L, FHRHIRE SN A 2 —7 = A A% L T Smart Software Manager (Z84% L |

RIEHEHY 7 N = 7RI G OFAEE 2R L E 9, Smart Software Manager 1X, ZfHEHD 7T

B0 v RS AT R RS B3DES/AES) 7A B ABEMLET, TR XT—

AANEFEND &, ASDMIZE o TR—U RN SN ET, o, BEPRBLIZGARE

\ZiE, [E=42—1U >4 (Monitoring) 1>[Z70/8F ¢ (Properties) |>[AY—rSA4 2R
(Smart License) | DIAIZEIRL T, A B ARF —F AZMHRTETET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATFY Tl RONRTA—FEFRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 74 > L 97,
b) [#&AE/E (Feature Tier) | Fu v 7% 7 U X k5 [Essentials] i8R L £ 7,

il & % D% Essentials 721 T,
¢) (fEE) [Context] 7A L ADEA., A TF A NOEEANLET,

2aVTHFANMITABVAZLTHATEE T, 207X bogkEiE, 5 01cko
TR £7,

* Secure Firewall 3100 : 100 = > 7 % X b

7= & 21X, Cisco Secure Firewall 3110 THR K 100 D T XA h&2fFEHATAHI2E, =207 %
ANOEELTIEANLET, ZOMIE, T 74V D2 ITEBMENET,
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ATvT8 [Applyl 27 Vs LET,
AT T Y= —=D[Save] TA 2L EH 7 Vv LET,
ATv 710 ASDM Z#& T L., HEEhL £,

TA R AEEET L6, FH SICEiE 2% d 51213 ASDM 2 HEB T 2 LE B3 H Y
£7,

ASDM Z i 13 D B8, HAMRES L OYRRIEREDOREIC Y 4 P — REMEHTE £, v ¥—
FIZEEN TV RWEREZ FEITRET DI LB TEET,

FIE

AT T 1 [Wizards] > [Startup Wizard] DIEIZZEIR L, [Modify existing configuration] 47> = > R¥ v % 7
Uy LET,

I ASDM %R L 1< ASA DERS
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asaozz i

@& Launcher File View Tools m Window Help

@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
Bexizeqiicy ASDM Identity Certificate Wizard...

% Add [} Delete & Connect { Packet Capture Wizard...
T

Cisco

ard‘ ? Help‘T\fDE topi¢ Go
I_

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiL, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU H—T A A (NEBLIUOIMNEDA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZOAh...

ATw 73 (EE) [Wizards] A ==—bH, ZOMOY 4 F— REFEITLET,

ASDM % A L 1= ASA O ERH
|
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ATY T4 ASA DFFREEKFITT HI2iE.  [Navigating the Cisco ASA Series Documentation] TY 7 h =7
NR=D g NGE LT~ =2 T A EBR LT &N,

ASAE KU XOSCLI~ADT7 U X

ASDM 45 0IC, ASACLIZHH L TCTASAD FT TNy a—TF 4 0 TRREHET
DT ENTEET, CLIKIK, arY—LAR— MR L TT 7 AT&ET, B THEEDA
VA =T 2 A ATASA~DSSHT 7 EAZFHETEET, SSHT 7 ERIET 7 4/ h THEZ)
W7o TWET, FEMIC OV TIEL, ASA O RIREBEOREN A REZRL T EEW,

N TN a—T 4 T DT, ASACLINS S FXOSCLIIZT 7 B A TE £,

FIE

ATy Tl BEHa L Va—FEhary)— )R- NG LET, THEHOTRL—F 4 72T MW
BTN RIANRELTA A =L LTI, ROV TILVRERFEHALET,

* 9600 R —
87 —4% Ew b
e NRUT 472 L
sl ALy EwY R

ASACLUCH( LET, T 74 FTIE, 2V — AT 7B ACKERa—F— 7 LF vy
WEH Y FH A,

ATw T2 EHEEXEC E— RIZT 7 EBALET,
enable
enable 2~ RERMIIAN LTIz &2, RRATU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ****x*x*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED L —HF — AT —RFTHLH Y. ASA
ORI FIE LA 13. FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOavr NiF, BHEEXECE— RTHEATEX 4, HHEEXECE— R b =
Y74 X2l —Tary B—RICASLZ L TEET,

I ASDM %R L 1< ASA DERS


http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config

| AsDM % & L 1= ASA DERE

ATvT3

ATvT4

zozx7y7 ||

F5HE EXEC E— R&#& 79 51213, disable, exit, F£7ziT quit 2~ KEZ AL ET,

Ja—r\) a7 4 Fal—ary BT—RNIT7Z7E8ALET,
configure terminal

1

ciscoasa# configure terminal
ciscoasa (config) #

Ja—n\) a7 4 Xal— g T—RnE5ASADOREXFBTCEET, Fa—L oy
T7A4FXalb—rvary T—REKTTHITIL, exit, quit, £72idend a2~ REASNLET,

({E#) FXOSCLIZHEH# L £7,
connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, ZOF T a v ERELRVE, 22— —
DT 7 ZMETFHALMOERAT 7222204, BHET—-FTHoTH, =74
Fal—vagy avry RIMEATERWVWI LIZEELTLEE N,

=P —FI7 LTy VDA ERDENFEE A, BIED ASA 2 —H—4£73 FXOS IZE S
NH7ED, BMoa A 30 EBHY 8 A, ASACLIIZEDIZIE., exit & AT1T 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

RDATY T

« ASA DFREZEHATT HITIL, CiscoASA ¥ ) —RXDEE~ =27 /L OHnd . BEHO Y
TR 2T A=V g NG U= T A EZBB LU TLEEN,

e "I TNL a—TF 4 IOV TUL, [FXOS NI 7Ny a—F 47 HA K] 28R L
TLTEEW,
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https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



