afran]n
CISCO.

]
g
=
z
=
-
.
(-
[+
(+
=
it
]

Cisco Secure Firewall3100 R % — +7 v THA K
BIREH 202448 A 22 H

VAAVATLREREM

T107-6227 HFUREBHER ARIKG-T-1 I R¥ Y « XU —
http://www.cisco.com/jp

BfWgbEE: v 2aar 27 v F—
0120-092-255 (7 U —=a—/)L #E&: - PHSET2)

ERES AR - SE A 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/






Irh-1 =
5 2

BRBETIVr—o30EEex—Ov 2R
DT HAE

IN— R =27 7Z v b7 —20%, Secure Firewall Threat Defense F7-1X ASA ® 2 ->D 7 7V
= alOWTNNEFATTEET, 77V r— a8, v~ 32—V y ZRINTEE
T, ZOETIE, TV r— a3 —Uy OBRBICOWTHBALET,

T TN r—ay (1 8—)

v x—Vx (13—Y)

7I)5r—3>

E&S

o~

—S

N=RT =T FTy T F—ATHE, KOWTRHBOT 7Y r— g U MEATE 7,
s Threat Defense : Threat Defense (LAR(T1Z Firepower Threat Defense & FEIZALCUNE L7z) I3,
B AT — NI T AT T4 —/b, VPN 2ty hb—& 3L O IPS 5
HEDREIZEIT 7 4 T U+ — LT,
« ASA : ASA UL, TERDEEIRAT — IV 77 AT U4 —LEBIURVPN 2L R L—
& -/C:\ﬁ—o

AT, ASA M5 Threat Defense ~DBATY — /L& L CET, ZDOY—/LiE, ASA
DOfEFH ZBH4E L. #1Z Threat Defense (ZFA A — b3 53E 12, ASA % Threat Defense (225
T DDIESLHEET,

ASA & Threat Defense B COEA A —IAbDHEIZOWTIL,  [Cisco Secure Firewall ASA 1
J O% Secure Firewall Threat Defense 514 A — b A K] &L T &0,

Threat Defense & ASA [T DO~ —Y v ZHAR—FLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

. Threat Defense ¥ — v

BEHT I —2avevr—SrvEROHEAE |

Threat Defense ¥ r— > v

%% 1: Threat Defense < +—

XR—Tx

B

Secure Firewall Management Center (IH
Firepower Management Center)

Management Center | X~ /LT 7 /34 A~ 3—T % T, MEOY—"—n— K7 =
7 ET, FE3AA SN EORET AN, AL LT L ET,

2 — 77 /L Management Center (Z-DV ) T{%, Management Center T @ Threat Defense
DR (5~—2) ZZRLTIEIN,

U &— b Management Center (Z-2VNTiL, Y E— bk Threat Defense {2 & %
Management Center DR (51 X—7) 2L T E &0,

Cisco Defense Orchestrator (CDO) 7 Z
7 REEE Firewall Management Center

CDO @ 7 v Rig{tMl Firewall Management Center |Z(%, 4> 7' L I AEFH+&
VE—DFT X TOREWELRH D £, oIz >V»WTiX, 77U KV
Va—variici3tdr7rvIAoElt s s —a2 T %9, CDO L.
ASA e EDMDEX 2V T 4 T AHELE T,

CDO % f#i f L7z Threat Defense ®JEBA (139 X—) ML T IV,

Secure Firewall Device Manager (IH
Firepower Device Manager)

Device Manager |3 > 7 V7eA VT /R Av 32— % TF, —H D Threat
Defense #FEIX. Device Manager Zfif L CTHAR— F STV EHA,

IDevice Manager C® Threat Defense DJE[H (109 ~—) | &L T2
S,

Cisco Secure Firewall Threat Defense
REST API

Threat Defense REST API Z1# 9% &, Threat Defense D E#Z5XE % HENMELT
& $£ 9, Management Center ¥ 7213 CDO % fif f§ L C Threat Defense % & H L C
WHEAIT. 2O AP Z#EHTE 8 A,

ZDOHA FTliX. ThreatDefense RESTAPLIZ DWW Tl L E A, FEfIZ O
TliZ. Cisco Secure Firewall Threat Defense REST API 4 K& L TL 72 &
AN

Secure Firewall Management Center REST
API

Management Center REST APl Zf 1% & | 4 BE% 5 D Threat Defense (236
A HE7ZR Management Center 7R V) > — DR E% BEML T 9, Z D API (%,
Threat Defense # [EHE B L £H A,

Z DO HA R TILX, ManagementCenter RESTAPLIZ DWW T L £ A, FEHHIC
DUNTIE, Cisco Secure Firewall Management Center REST API 7 A~ 7 A Z —
FNTA REZRLTIESN,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

| BEL7IUr—2avevr—SvERDOHRAR

ASA 7V f—T ¥

FK2:ASAR K —T v

asavz—vr

XR—Tx

B

CLI

CLIZMMA LT, 7TD ASABREZRETEE7,

CLIZOWTIE, ZOHA FTIEEY EIFThERA, SEHICOVLTIE. TASA
R A R 28R LT &N,

Adaptive Security Device Manager
(ASDM)

ASDM X Java R—ADA LT NA AR —T ¥ THY . ASA DT TORERE
ZiRf L E9

TASDM Z il L7- ASA OREBE (191 <—3) | ZFBH LT FEW,

CDO

CDO 17 T U RR—ADVNVFTINA A~ F— % CT9, CDO IZ Threat
Defense 72 EDMDOEF 2 T 4 T4 ALEHLET,

ASA @ CDO IZDOWTiL, ZDOHA RTIZEY EiFCunwEHA, CDO %1{#H
T AHNT, CDO DFE—LX—TEHB LTI,

Cisco Security Manager (CSM)

CSMIZ, MEH DY — == R =7 L TEET D~ L F TN, Avf—T %
T, CSM X Threat Defense DEHZ VAR —F L TWEHA,

CSMIZoW T, ZOHA FTIEHERY EFTunERA, SOV T,
FCSM 22— —H A1 K] #25R LT ES0,

ASAHTTP A ' Z—T = A A

HITP #fEHAT 2 &, BEMLY — VTR ERXNOURLIZT 72 A$5 2 & T,
ASA Tawy RedqTTE 7,

ASAHTTP A v H—7 = A AZDOWTIE, ZTDOHA FTIEHERY FifcunER
hoo FERNZOWTIX.,  TH@EMEMA T @ Cisco Secure Firewall ASAHTTP 1 % —
Tz A EBRLTLEIN,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://docs.defenseorchestrator.com
https://www.cisco.com/c/en/us/support/security/security-manager/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/misc/http-interface/asa-http-interface.html
https://www.cisco.com/c/en/us/td/docs/security/asa/misc/http-interface/asa-http-interface.html

B#ERT7IUr—2aveRFx—SvERDHEAE |
B oasa<xz—vx

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



=9=
=% =R

Management Center T @) Threat Defense @
F& [

FRARER TR TOT T r—yarb~3x—U Y 2FRT 21004, w7 7 ) r—ya v
LeRx—VUxEROTDHE 1—=2) Z2RLTLIEZEY, ZOEOHNKIL, Management
Center TD ZHIZx3 BB ORERICEH I ET,

ZOETIH, FHER Y U —712H D Management Center % {#1 ] L T BBk 2 FH % & 2
T B HEICHOWTHEA L E9, Management Center 23 RO AL H B Y E— F AL TOREBR
IZ2W X,  TVU<E— b Threat Defense (Z &2 % Management Center D& (51 X—) | &
LT ZEN,

T7AT724—ILIZDONT

/N— R =7 Clt, ThreatDefense Y7 b T =7 E/2IXASA V7 Ny =T 2FEITTEET,
Threat Defense & ASA ORI TUI W B2 217 2 BRIZIZ, T3 ADFA A—ALRMEIZ/R Y F

To BUEA VA P— L ESNTWDLbDEITRRDY 7 MY =T =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A R 2SR TIESN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TIAND—RERT— AV 77 A7 04— /MIE NGB HEFRITRE T, Bl
HKTLHZLHbHVEHA, L, 22— =R EDOHRETIL, ﬂﬁl]\n&%'ﬂﬁi&%ﬁﬁﬁf%i
T, ZO%E, RIEMEHERCSNMP O IR, EELE 2MENFHIE ML R TE 25606
nET,

ILU®DENIT (6 %3—)
s T RY—Z U RDHX AT (1—=2)
« X NU— 7 BHOME (8 ~—)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

Management Center T 0 Threat Defense DB |
B scozm-

c T AT T A—NDr—T N (10 X—)

c T AT U A—LOEFHEN (12 2—)

s (BB Y7 MUz TOHREFLWNA—Va DA A —/L (133—)
« Threat Defense OFIHIREDTET (15 ~X—)

» Management Center~D 1 7' > (24 ~<X—7)

* Management Center ® 7 1 &2 AOHF (24 ~X—)

» Management Center ~~@ Threat Defense D% &k (27 ~—3)
HANREF 2V T AR —DOFE 30 <—)

s Threat Defense 35 X TUNFXOS CLI ~D7 7 A (46 ~—7)
« 77 AT U —/LOEROUIN (47 ~—2)
CRDAT 7 (49 =)

FZ CHSHIIZ

Management Center D FIHFRE A4 B L CEITLET, EHETNVDORZY — T v 74 R%&
ZRLTSIESN,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Management Center T O Threat Defense O &R
tory—zvrnszs

TVRY—IVFDZRY

e s 7 N I_/'_“\, N
Pre- 1 install the \ 2 JReview the \3 JCable the 4 )Power on the
Configuration firewall network firewall firewall
—p deployment —> —>
v
CLI or Device 5 ) (optional) 6 /Complete the
Manager Install a new initlial configu-
software —p ration
version
|
- v - - -
¥ =\ A ) 2 _ A .
Management | \ 7 jLoginto the \10/Register the \11VRegisterthe ~ (12)Configure a
Center management mgmt center firewall with basic security
center with the Smart —p the manage- —» policy
Software ment center
Manager
i A
¥ o\
Cisco \?;‘Obtain Base
Commerce Iice_nse and
Workspace optional
feature
licenses
Smart 9 Generate a
Software license token
Manager for the
management
center
(1) | HFERGE TIAT A —NEA A = LET, N R =T REN A FEBRL TR
AN é v \O
(o) | HFHIRE F v b U =7 BHEOME 8 ~—)
e
(3) | EEIRE Tr AT I AN DIr—T R (10 —) |
\\\_/’
(4) |FFAIRRE TrAT U —LOBFEN (125-D)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://cisco.com/go/secure-firewall-3100-install

Management Center T 0 Threat Defense DB |
B o ro—vEmomn

5 CLI (EE) Y7 =T OMREHFLNA=Ta DA VA b= (133=Y) ,
6 CLI & 7213 Device Threat Defense D PR EDE T (15 3—)
Manager
7 Management Center Management Center~D 12 7' A > (24 ~X—)
(8) Cisco Commerce HERTGA VL ALF T a OMET A B A2 AL E T ( 'Management Center
| Workspace DI ADESG (245—=) 1),
: 9 \ Smart Software Manager | Management Center 7 1 &> A h—27 > &A% L £4 ( Management Center © 7 A

v ZAOHSE 24 2—) 1)

10 |Management Center A~—h T4 7 —,3—|Z Management Center %% L £3 ( [Management
Center D7 A 2 ZADHSE (24 ~—) 1) ,

(11) |Management Center Management Center <~ Threat Defense D&% (27 <X—) |

12) Management Center AR 22X 2T 4R —0FRE B02—) ,

v bTJ—0 BEDMHEE

EEA A —TIM4R
Management Center |3 B A > ¥ —7 = A A L Threat Defense & i#{5 L £,

HHOEHA =T A AT, WMEDOXR Y MU= RIELFORBIRA =T =4 AT
D

77 4 /v hClX, Management 1/1 A > % —7 = A AIIHHZ /2> T\ T, DHCP 7 74 7
VRELTHESNTWET, Fv MU —ZIZDHCP — =G TN THORWIEAIL,

TV =)A= N TR ERHCH P 7 FL AT L L5 ICEHA v —T = A

AHFHETEET,

FA VT ERHELT 9 1Z1E, Threat Defense & Management Center O i 5 (2 & HE A >
B =Tz A ANLDA U H—y NT 7 EAPMETT,

GE)  FHEHEFIT., ThBEE LT A ZAOROREMR TLS-1.3 BE(L@fEF v x v TF, tx= U
T4 EOBENG, YA ME VPN 22 EOBMOBEEL N XA TIDO N T 7 4 v 7 &5
TTH2HEEHY ERA, EXE VPNRE T T2 L FHEHERNKDNS D, Vo7
IR EBNRZAZBEIO LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Management Center T O Threat Defense O &R
2y ro—seRokER [

T—2A428—T14X
Threat Defense % Management Center (Z#5#%¢ L 72213, MO A > ¥ —T = A AEFRETETET,

—RGEINDOEELRY T — B

R ODIKZ, Threat Defense . Management Center 33 L OVEH a2 U B o — X NWEBLR Yy NT—7 |
R L CWDIEAED T 7 AT U — VBT 5 — Ry hU— 27 RIAEZRLET,

BTEHRY NT—J2F, G4BT EEBHOLDDA 2 —Fy bADNNARH Y 7,
1 ENOEERY fT—%

Outside . Internet |
outside |
Threat
management ( Management

Defense
Management 1/1

DHCP from network

inside

Management Management
Center Computer

—BHGET Y ORY FO—U ERH

RO, 77AT U4 —O—fRERF Y bV —27 RBZRLET,
o NHBIZ, EHES X O'ManagementCenter DA > X —F v hFr— b =A & L THEREL F7,
s LAY 2AA v F %S LT, Management 1/1 ZNEA ¥ —7 = A AZHERE L TWET,
 Management Center 33 L OVEB 2 L B o — X &2 A A v F(THEHE L TOVET,

BHLA B —T = A AIZId Threat Defense E DDA X —7 = A4 AL ZIBNDON—T 4 TN
HDHID, TOLD REBEEREPT A INET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



Management Center T 0 Threat Defense DB |
B - 79r—ror—ores

R2: TP 3y bI7—0DOERM

Internet

outside

Threat

management
defense g

Management 1/1
Static IP address

Layer 2

switch
Management

center

inside

Management
gateway

Management
computer

274 T 94— LDy —T)LiES

Cisco Secure Firewall 3100 THELES F U DO WEF TN T 5 4 — T AR 21T 5 1213, K
DFEIEEZSR LTI,

)

C¥)  Zofo FARe P BEMTEE T, EANRRER v NU—Z 5, RN—h T Ly
HERR DB L - THEATEN TR D £,

1R BHHIIZ
o WHIR— N SFP OBV fHiF : AR — MX., SFPEY 22—/ &N LT 5 1/10 Gb SFP
A= T,

Y — LT X7 HDES : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45 > U 7 v ——7
MR L TS 728, BT 5 12id%— K/8—F ¢ ®DB-9-t0-USB ' U 7 /L - —7 /LD
WEANKENZ 25508360 £7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Management Center C O Threat Defense @ &
T7AT I+ —ILDr— TV .

FIE

ATV Tl v —VEROMITET, "~ FU=TRETA FESRLTIZEN,
ATvT2 POy U= O —7 VB
B 3:ERDEERY bT—Y D —TILERR
Management 1/1

management,
DHCP from mgmt nw -

Outside/
Internet

P —— outside

Oﬂther“ Data Neﬁvor.ks

Management Management Center

Computer

( Internet

a) WOXIICEH Ry hT =21 —T V2B L ET,
* Management 1/1 4 > % —7 = A A
* Secure Firewall Management Center
B a—H
by EHaYVEa—FEary—R— MR LET, FEA U F—7 = A A~DSSH 2 fi
MLRWEEIE, 2y —AR— b2 L THIREDTZOIZ CLIIZT 7 & AT 2 %3
NV ET,
c) WA % —7xAA (Ethernet 1/2 72 &) & WL — X IZHE L £,

d) A X —7 = A A (Ethernet 1/1 72 Y) AN —Z 1 Z8E L £,
e) VDAL H—T oA RAMOR Yy NT—7 2L £7,

ATy T3 =y UREHO Y — 7 VERR

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://cisco.com/go/secure-firewall-3100-install

Management Center T 0 Threat Defense DB |
B o 7vr—rommEEA

4: Ty RO —JILER

Management 1/1

management, ( %L::;f;/ X
Set a static IP
—— outside
Console
port —— inside (Management gateway)

atlalie M
S YD

\
X » €
Other data networks

Management Management center
computer

a) UTOMSROr—7n% b A% 24—y b AL v FITHEHLET,
s WA % —7 =4 A (Ethernet 112 72 &)
* Management 1/1 f > Z—7 =1 A
* Secure Firewall Management Center
cEHHaYEa—H
b) FHa Ea—HFZalry—R— MR LES, BEA T =T oA A~DSSHZ
ALWGEIE, 2y Y —AR— &AL THIREDTZDIZCLIICT 7B AT 5008
NI E£T,

c) A v Z—7 = A A (Ethernet 1/1 72 Y) ZHEN—Z I ZHE L £,
d HODA L H—T oA ROy NU—7 2L £7,

TJ274A70+—ILOERKEA

VAT LADERIT, 77 AT UA—NAOEHEICH D v I —EBRAAL v FIZL o THIFEI S E
T, BIRAA v FIE, V7 MEHMAAL v TF L LTEEINTOVET, 2L, VAT 2D
TU—ATN Txy NETURYR—FEH, VAT A Y7 by =T BLOT — X OHHED
YR BER S ET,

)

(GE)  Threat Defense Z#] CHEENd 5 & 1%, WIHALIZK 15 ~ 30 550000 £97,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Management Center O Threat Defense O &

V&
ATy T2

ATvT3

ATy T4

(FE) vV
A =L

E® v rvzTorRLHFLOA—Cavnrvz =L |

1R BHHIIZ

T AT U F UK LT EEEOBWVENEMIGT 5 2 ENEE T (EEEERE
(UPS) #3572 E) . DO ¥y N UL EITORWTEIN KOS & Ekiﬁ
T ANV AT AOREESI SR ITAREERHY £3, Nv I T T UL RTIEFEICEHED T
BEANFEITINTWT, EINRKbhD L, VAT LAEZTLV—ATNVY vy N YU TEE
A,

FIE

BRI—R27 747 U+ —/VIZER L, B2y MR L ET,

Uy —VOEHET, BRI NIIBETEEN R vy h—4 A TOERL/IFT AA v T
AL CERE AT ICLET,

T7AT VA —/LOFmIZHHER LED 2R LET, MEICSRTLTWDAEAIE, 774
T U —IVDOEFERNP A TWET,

5: R T LB FVER LED

el OOO
securs eewan [(JIC)
3100 Series
o (il
System LED > 8 @
Power LED | » 0 @ @ [

7747W¢~wwﬁﬁmkéyz?Aum%%uLiﬁ BEIZEIT L TWAEAIL, &

TREEAZWNIZ AR LTV ET,

GE) AA v T % ONMS OFFIZYIV B XD L, VAT AOBIRNPEEIIZYIN D E THER
WNBZENHY ET, ZO/MIE. v — Y DORIE /IR IIVOEIR LED BFRIZ AL F
T, BIRLED NREEICA IR D ETERZYILRNTLEEV,

TJhbxT7DEZREFHFLLVN—D30DA

VIR =TON=Ya rafER L, BEITSCTHON=Ta v af VA =T 2101
KOFRZFATLET, 77 AT VA= VERET DANHR A=V a v VA M=%
TEEBRDLET, BOKFELE LT BBRICT v 77 L= REFEITTL2 b TEET

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



Management Center T 0 Threat Defense DB |

(EB) VILIzT7OHREHFLLN—Da DA VR =)L

ATy

ATy T2

B, REERFFT LT v 77 L— T, ZOFIEEZEHT2 L0 LFRIBR2ND5603H D

\iﬁqo

EIT9 e —Tay

Y7 U7 Fyru—RX=U0) ) =AFKTOMIIH D, 2OOREPTNTH S Gold

Star U UV — A% FE(T9 5 Z &2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178. html IZFEEH SN TV A Y U — XK H SR L TS0,

Tl 21X, ZoOEHRTIE,  (EFEEEZET) FEHR) )V —2XFKE, BRHNRY IV —2FKE
(LFOVRWIBOA T F 2V Y —=RERNyTF) | ERIGEFICREINZR Y U —23F 5 (BUF

REEZTDHEODOREMMEDOA LT F LAY Y =2 LNy F) [ZOVWTHBLTWET,

FIE

=)L R— M LET, /2O TIE, Threat Defense 35 J2 UV FXOS CLI ~D 7 7
TR (46 X—) EBRRELTIE I,

admin 2 —H & F 7 4L k32T — RO Adminl23 2L Tre 71 LEd,

FXOSCLIICHERG L ET, fldbTuas A Li-bx, RRAUV—FEEETLILIRDONET,
ZD/RAT— RiZ. SSH ® Threat Defense 2 7 A 2 bEHINE T,

GE) RRAT—=RBRTTIZELZINTNT, NAT— KRN LRWGEIL, JIHERE~D Y
Ty FEFATLT, NRU—=RETFT 74V MUy MM ERH Y £7, HIHEE
~D Uty FFIEIZOWTIX,  [FXOS troubleshooting guide ]| ZZ ML T &0,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxxk*
Your password was updated successfully.

[...]

firepower#

FXOS CLI C, FATHDO A=Y a3 v EFRRLET,
scope ssa

show app-instance

i -

Firepower# scope ssa
Firepower /ssa # show app-instance

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

| Management Center O Threat Defense O &

ATvT3

Threat Defense DR E DT T .

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

HLWA=Va A VA M= LT 5581, ROFIEZIATLET,

a) BTHEHAUH—T oA AFHHIPT RVRAEZRETHLENDHDHHEEIE. CLIZEHA LR
Threat Defense #JHARRE D FEITORET (15X—=) | 22 LTLZEW, T 74/ 8T
3. EHA X —T7 A AT DHCP 2 H L E9,

BEHA VAT 2 A AMBT I BATE DV —R=00H LA A=V a2 Xy rn— KT
HVERH Y £,

b) FXOSD T TNy a—TF 47 A RIZEHINTWEHA A =IO FIREFEITLE
-éAO

T AT U —/LFERE L5, FXOS CLIICFHERER LET,
¢) FXOSCLI T, BHENAU—REHERET LI IICROLNET,

Threat Defense D#EAZTEDTET

CLI %> Device Manager % f#iffl L C Threat Defense O EZE T S DL ENTEET,

CLI Z{#FH L 1= Threat Defense #¥)EARENETNDTET

ATy T

Yy NT T4 —REFEHLC, FEHIPT FL A, F—hv=zg, BIOZOMOIA
Xy MU= REEITVET, EHOEHEA VX —T oA A E, MADORX Y NT— 2V REEF
ORiRIeA VB —T 2 A ATT, v —Vx T 7 RBAZEEA VX —T o AEFEH LW
BlE, ROVICCLIZHEAL T — 4 A ¥ —T oA A%HETEXET, £/, Management
Center {5 D% E A 1TV E T, Device Manager ZfEH L THIlE Y b7 v 7254795 &, &
AL H =T 2 A ABIOT R =TV T I BAAL U H—T 2 AOREICINAT, BEHEHOZD
|Z Management Center (28] V) 3 2 7= & %12, Device Manager C52 T L7293 X THOA ' F—T =
A AREMEEESNET, 7278RX ar bo— L R =R EOMDT 7 4 /L F ik EITRE
SNV EIZERELTLEEN,

FIE

ay Y —)LiR— " b, FRIFEHA X —T 2 A A~ SSH Zffi [ L C. Threat Defense

CLIICEH LET, T 74/ s TDHCP YV —_"—n5IPT RLABREGSNET, Xy hU—
JREEREETLHEEIL. OIrENn 20k olcary Yy —R— b 2EHT5Z L 2H#IEL £

-éAO
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Management Center T 0 Threat Defense DB |

. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T2

ATvT3

ATy T4

Y —)LiR— MX FXOS CLI 2856t L £9°, SSH v o 3 >3 Threat Defense CLI (7 B4
wLET,
a—Y—4& admin BL OS2 T — K Admin123 T 71 > L7,

a2 —LiR— F TFXOSCLLICEERE L £, FIHOTFXOSICn 7 A Lk &id, AV —

REEFTHILIRDLNET, ZD/XATU— KX, SSH @ Threat Defense & 7' A 12 &4 A

SNET,

GE) /SAT— BT TIEARSHTNT, SAT— FBbDLRVEAE, 7151 A& A
A= LTARRAT = FEF 740 Moy T 20ERB Y T, A 2 —IfLD
FNEIZHSOWTIZ, FXOSD N T TNV a—F 47 A RESR LTI,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

oY —) LR — b T FXOS 128258 L7-3%A& 1%, Threat Defense CLI |[ZHEEGE L £,
connect ftd

51

firepower# connect ftd
>

ThreatDefense (Z#]OCa /A4 45, = Ra—H%—F 4 v 2AEH (EULA) IZRE L,
SSHEG A L CWAEEIX, BHAERRAT—REZLETTLHLHIROONFET, TOH
CLIty T w7 A7 )T ERFREINET,

GE) BEZZ VT (T2exlE, A A—VEBERTHZEICLY) LARnnhED | CLIty
N7 o7y 4P = REHRYVIKTZ LI TEETA, L, ZNHORETTUL, %
726 CLI C configurenetwork =~ > FZ&fiH L TE®E TX £9, Cisco Secure Firewall
Threat Defense 2~ U 77 LU AZZH LTS IEE,

T 7 F /v MEFETZIELENC AN L72ER S v aNICERENE T, URICATI LIZEExF 0 F
I 2856 0%. Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| Management Center O Threat Defense O &
CLI %{# A L 1= Threat Defense #HIZXEDRITDTET .

o [IPv4% & E LET 5?2 (Do you want to configure IPv4?) 1. [IPv6% 7% E L £ 3 22? (Do you
want to configure IPv6?) |1: TNHDX A T DT RLADDRL LB 120y EZ AN LE
ﬁqo

BB VA—TTARDIPVATIAN M= Iz AEANEILITERBA U —T x4
ADIPV6T— DA ZAHN : HER > FU—2 T Management 1/1 D7 — ~7 = A IP 7T
RLAZBRELET, [y hU—7DEA] QBRI TN DTy VEROEITIX
WA v H—T7 = A AFERT— U=/ E L THEELET, Z0O%A, F—FU=A1P
7 KL AZBHHONERA v Z—7 24 AP T RLAIZRET HLERHY 7, 5T
Management Center Z i /] L CHFEIP 7 KL A ZHET 24 ENH V £7°, data-interfaces
FXEIE, U E— b Management Center ¥ 7= Device Manager BERIZ DA S E T,

e 3y FI—ORBHRAERESIN-BEEBEHGEINNUE : SSHTHER L TWAHDIZ, #HidtE v
N7 TCEDIP T RLVAZERT L &, BEmBtifrsivEd, HrLWIP 7 R R &N
ATU— R THEHERG LT E &N, oY — iS5 r2 2 £8 A,

[TNA A — IV TEBE L E7 72 (Manage the device locally?) ] : Management Center %
T HI121E Thol ZATILET, yes& AJ1T %5 &, RV IZ Device Manager % fii 9
ZD — k ‘—fzﬁ D i—é«o

[ TT7AT T A —NET— REHELET D (Configure firewallmode?) | : FIHIEXE T 7 A
TUA—NE—RERETDHZEE2RBOLES, MHIRERICT 7 AT U 4+—/LE—F
AERTDHE, EfTar74Xalb—va UBEEINET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkxx

Confirm new password: **x*xkix

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO
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Management Center T 0 Threat Defense DB |
. CLI % {3/ L 7= Threat Defense ¥ {isX EDEITDET

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

AT T8 Z O Threat Defense % & EL3 % Management Center & £51& L £ 77,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 K L ZAf5E TE e WIGA L,
DONTRESOLVE #fif L £4, £7=. natid bfEE L £3, WD SSL i =5{bi@(E
F v XN E2EDT A AL T D11, D7 TH1RUEDT /31 2 (Management
Center ¥ 721% Threat Defense ) (ZEIFER[RE/R IP 7 RLABKLETT, ZDa~vwr KT
DONTRESOLVE Zf57E 3 5121, BIEEAIGE/RIP 7 N L A £ 72T A b 4478 Threat Defense
(N e G

» reg_key : Threat Defense % %#k3" % & % |Z Management Center CHIEET DIEED T ¥
A LBERF—EIEELET, B —1337 LFUTICTH2RLERH Y £3, AR CF
ZiE, T (A~Z, a~z, 0~9)  BRUOANA T2 () olhdbb ET,

enat_id : — T OMTEIFEAFER IP 7 L AL T2I13E A M BRE SN TORWEAE,
Threat Defense % %#k 3" % & % |Z Management Center (Z HFEET HDIEEDO—BED T X A A
LFEHNEfRELET, ZO3LFHIEL, Management Center 2 DONTRESOLVE |23 E L 72
BECMETT, NATID (Z37 XFLLFICT LN H Y £9, ARRILFITIT, 5T

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Management Center O Threat Defense O &
Device Manager % {3 /i L 7= Threat Defense D ¥R ED T T .

(A~Z, a~z, 0~9) . BIONNA 7> (1) ZERHY £, ZTDIDIL, Management
Center |28 EkT DM DT A ZIIEHTEEHA,

1 -

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADEHRIZH H5551E. WOFINIRZT L HIZ, —ED NAT
ID & & HIEFEX—2 AN L, FA MO Y IZ DONTRESOLVE % f87E L £,

1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 5 /3A ADHIZH DAL, ROFNRT L HIZ, —EDNATID &
& H 1T Management Center [P 7 R LA E 72 IR A MM a2 A LET,

1 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center |27 7 A 7 U 4 —/L &2 8Ek L £ 7,

Device Manager % {#FH L 7= Threat Defense D #IHIZEDSE T

W~ F 7 7T Device Manager /45L&, BEHA L X —T 2 AL X—T X TV
TAOBREIMA T, WDA U F—T = A APFERRE SIVET,

oA/ —H v M1/ T4 . DHCP 226D IP 7 KL A, IPv6 BEIRE

o f—H v F1/2: TNER] . 192.168.95.1/24

e T 7 H )L hb— bk AN A v F—T = A AT DHCP 4 L THS
fhoFRE (WO DHCP — 13— 77t A arba— L RYv— Fa T4V =7
E) ITRRESINZNWZ LIZHEELTLEEN,

Management Center (2 %8k 3% HillZ Device Manager N CiBIMD A > ¥ —7 = A A[EH DRTE %
FTTD L. TOREIIRFEINET,

CLIZERAT DL, BHA L H—T 2 A AR —V ¥ TV BABREDOHRBZMEFEFEINET (12
LzIE, TIFHINVINONEA U H—T oA ARERITSRFEINLERA)
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Management Center T 0 Threat Defense DB |

. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

ATy

ATy T2

FIE

Device Manager (22 274 > LET,
a) 77 UPIZRD URL DWW Tz A LET,
« NES (£ —H x> b 1/2) : https://192.168.95.1,

« & : https://management_ip, EELA X —7 = A AL DHCP 7/ 74T b THDHT-
D, IP7 RLVAZXDHCPH— =2 k- TRV T, ZOFIEO—EE LT, FH
IP7 RLUAZFRAT RUAICRET HDLEND D20, HEHSUIR SN2 d H1icw
WAL E—T A AT HZ L 2BEOLET,

b) —¥—% admin, T 74/ F RXRATU—KAdmin123 AL T /1 LET,
) TR —IF4 U ABHELTATHEL, BHE AU RELETLH LI
Ko ET,

IR E & 58 T4 5121, ¥ DeviceManager (ZR2 7 A > Lzt &ty N T v 70 4 H—
REFEHLET, BRBEISLT, X=VD FHIZH D [T /31 ADKEE A% 7 (Skipdevice
setup) | &7 Uo7 LTy N v 74— REXXy 7S TEET,

Yy Ny T4 REETTH L, WA % —7 = A A (Ethernetl/2) D7 7+ /L Mk
TENZANZ T, Management Center OEFRICEI D 5 2 5 & EITHEFF S DM (A —H x> b
V) A —T7=A4 AbRETEET,

a) AL E—T A ABIOEHA L —T oA AT L TRDA T a U EAREL, [IR
~ (Next) 1227V 7 LET,

1. [FM#BA v H—T7 A AT KL A (OutsideInterface Address) ]— Z DA > X —7 = A A
TEFA L —Fy P F= U= THY, xFX—Tv T I EA A F—T =X
ELTHHENAEANRDHY £79, T34 AWM ERTHIOINEA 2 —7 =4
ALEBIRTHZLIETEERAL, BAIOT —Z A F—T 2 A ANT 7 4L E DI
AV B =T 2 A ATT,

YAV X T 7B RITHNR (ETEIWNED L3RR A S F—T oA AT 55
BlE By MYy T4 - FORTRICFH TRET 2LERHY £,

[IPv4DFRE (ConfigureIPv4) |: iAo 4 —7 = A AHDIPv4 T R L A9, DHCP
EHEHATA, FTREFHTAEYT v 7 IPT RLVA, T Xy h~wRA7 BLW
F—h T2 A B ATITEET, [F7 (Off) |ZEIRL T, IPv47 RLRAEZFRE LR
EVWOBERELHVET, By N T v U 4= REHEH L TCPPPOEZRET H Z &
IXCEEHA, A2 —T7 24 ANDSLET L, 7—TILEF L, FT2I1L ISP ~DAih,
DGR S TE Y, ISP PPPOE 2L CIP 7 KL AZEM L TV D 5E
X, PPPOE MULBIZRHGENHV £3, V4P — NOETHIZPPPOE #3XETE £
D

[IPV6DEE (Configure IPV6) | : SMifA v % —7 = A AHDIPv6 7 KL A9, DHCP
EHERAT L0, FRIETFEHTAYT 4 v 7IPT RLA, L7 497 A BV —
by xAZAN)TEET, (A7 (Off) JZRINL T, IPv67 RLAERE LR E W
IR L HY £,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATv7T3

ATy T4

Device Manager % {f ff L 7= Threat Defense DR EDT T .

2. [E¥A 32— 7T x4 X (Management Interface) ]

CLI TR EZFIT LTI-GE, BHA VX —T oA AOEREITEREINTEFA, &
AL HE =T 2 A ADIPT RLADEREZ, By b T v F 74 F—=FIZEEN TV
WZLIZHEBELTLEEY, BHIPT FLZADOHREIZHOWVTIE., 2773 (21
N—=) | AZRLTLLIEEN,

[DNSH—/3— (DNS Servers) ]: 77 A7 U4 —/VDEHA X —T x4 XD DNS
Y= N—TF, ARIRIHIC T DL EODNS = D7 KL AZ AN LET, T 74
JV % OpenDNS /X7 U 7 DNS —/_T9, 74—V FEfREL. 77 4+/V MIRE
L7z W 5E1E, [OpenDNS% ] (Use OpenDNS) 1427 U v 7§25 &, 74—/ FIC
WE)Z2 P 7 RLANY m— RS ET,

[Z77 A7 74—k A b4 (FirewallHostname) |: 7 74 7 V4 —/VOEHA 7 —
Tz A ADKRA LTI,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) |27 U v 27 LET,
1 [#A LYV —2 (TimeZone) |: VAT LDHA LY — L ZRIR L £7,

2. [NTP¥ A ALH—,% (NTP Time Server) |: 7 7 4 /L h® NTP H— & {3250, i
HLTWAONTPH— DT RLAZFEHTCANTLINZERLET, Nv 7T v 7H
WO — " EBINTEET,

c) [BERETIT 90 HFOFHM S A Bi4s (Start 90 day evaluation period without registration) |
ZIRIRL 7

Threat Defense % Smart Software Manager [Z 5§k L 72\ T 723V, T_XTO T A AT
Management Center CHAT S{LE T,

d) (%7 (Finish) 1227V v 27 LET,

e) [7 7 v REH (CloudManagement) ]E72IL[AX > K7 2 (Standalone) ] Zi#iRT % K
93k HAVE T, Management Center DEFLIZOWTIEL, [AF¥ 2 R7 2 (Standalone) ]
ZBIRL T D, [Gotlt (THE) | Z&INL E9,

(MEGELT) BHA =T = AOBEIPT FLAZHRELET, [T/314 % (Device)
ZEIR L, [VAT LAERE (System Settings) |>[EHLA > ¥ —7 = A A (Management Interface)
Uo7 oNEzr7 )y LET,

HHIIP T RLAZRETHHEIE, 774NV M=M= A b T =4 A ¥ —T oA AT
=BT — MU = AIZRE L TLZEV, DHCPZEMT 25613, (MHRET 2 0LH
HYFEE A,

]
]

SNBETNINELAN DA v B —T 2 A R FBENOA o —T 2 A AZHET DHEX. [T
/NA A (Device) | BN L, [/ ¥ —7 =4 A (Interface) | DY~V —IZHBV 7 %7
Uy 7 LET,

Device Manager (515 A > ¥ —7 = A ADOFEREDFEMIZOWVWTIL,  [Device Manager C?
TrAT VA —ORE (130°—) | ZBH L TSV, Management Center (27 /3 A
kT % & Device Manager DO EILRFF SN EH A,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



Management Center T 0 Threat Defense DB |

. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATvTE [T/INA R (Device) |>[VRTLEKE (System Settings) |>[FREHE (Central Management) ]
DOINEIZEIN L, [%ifT (Proceed) ] % 2 U » 7 L C Management Center DEFH AR E L £,
A7 76 [Management Center/CDO®MEE# (Management Center/CDO Details) | ##% & L 7,

[ 6 : Management Center/CDO ) F£#f

Configure Connection to Management Center or CDO

Provide details to register to the management center/

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface

() Data Interface

CANCEL CONNECT

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K



| Management Center O Threat Defense O &

ATy 17

ATvT8

Device Manager % {f ff L 7= Threat Defense DR EDT T .

a) [Management Center/CDOMD KRR B FIZIP7 FLRZEH > T ETH (Do you know
theFMC hostnameor IPaddress) ] T, IP 7 KL 2 E72idA & b4 & L C Management
Center [ZEZFETE 2851 [IXV (Yes) 1% 7 U v 7 L. Management Center 7% NAT D75
#BlZHDD, XTV w7 IPT RUAEIIRA FARLRWEAIZ[WWZ (No) 1227V v
7 LET,

BIFIH D TLS-1.3 B BALBE T ¥ RV & 2 BOT /A ZRICHESLT 21213, 272 Th 1
HLLEDT SA A (Management Center & 72 1% Threat Defense 7 /34 R) (ZEIEEF[HEZR TP
7 RUANKETT,

b) [TV (Yes) | Z&IRL7=GAIL. EEE2—/ICDODHKRR MENIPT RLRAZANLE
—éAO
c) Management Center/CDO B#fF¥—%fHEL £7

Z O F—|%, Threat Defense 7 /3 A A Z X5k d % & & IZ Management Center C b 157E T 51T
B 1ERY OFERSd— T, BEEF—1337 LT TFICTI2HERDH Y 9, Hih7aC
FITE, EEF (A~Z, a~z, 0~9)  BRUONA T2 () REPRHYVES, ZOID
I%. Management Center (Z88% 3 DD T A RITEATE £,

d) [NATID] Z##EELET,

Z @ ID X, Management Center CHIEET HEED 1 [ERY OLFHITT, WTFNnDT
NAZADIPT RLVADRERET %G, ZO7 4 — /v RIIMATT, WHOT A AD
IP7 RLARDNSTWEHFETH, NATID 245ET 5 2 L 245 L £9, NATID i
37 LFLATICT 20N S £7°, ARRCFITIE, FTTF (A~Z, a~z, 0~9) | B
FONA 72 () eERHY ET, ZDIDIX, Management Center |25 ERT DD T /31
ANIHEHTE EH A, NATID (X, IELWT A AN DOER CTHDH 2 & 2 hERT 57
WIZIPT RLAEHAGOETHEHAEINET, IPT KL A/NAT ID ORBGE#IZ DA, %
=N Tz v INET,

[#%#5t D% E  (Connectivity Configuration) | Z %€ L £,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8E L £ 7,
b) [DNSH—,X—2L—7 (DNS Server Group) ] ZfiE& L £,

BEFD T N—T 5 RIRT 50, H LT V—T 2B LET, T 74/ FD DNS 7 /L—
7% CiscoUmbrellaDNSServer Group & FE(EFU, OpenDNS H— S—RNE E L E T,

¢) [Management Center/CDO7 7 A4 % —T x4 X (Management Center/CDO Access
Interface) JIZ oW TIE, [ H (management) ] 23R L F 7,

[#%#%¢ (Connect) &7 U > 7 LET, [BEFAT—4 X (Regidtration Status) | %1 7 27 HK v
7 A1Z1X, Management Center ~DOY) Y FR 2 N2 T HBIED AT —Z ANERINET,
[Management Center/CDOZ £%E%E D IR1F (Saving Management Center/CDO Registration
Settings) | D A7 v 7’ D%, Management Center (CBENL T7 7 A4 7 U4 — L ZEBMLET,

Management Center ~DY) Y B 2 % &% ¥ v /LT 2851, [BEkDOF ¥ &/ (Cancel
Registration) %27 UV v 7 LE3, v &AL LARWEAIL, [Management Center/CDOZ §XE%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7 N%E T4+ 5 £ T
DeviceManager D7 7 VU ¢ RUZAUZRNWTL 230, LSS, 7ot X TRz
1k L. Device Manager (ZF:#&f5¢ L 72856 DA SV E T,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



Management Center T (D Threat Defense 0 & |
. Management Center~(D 045’ >

[Management Center/CDO& £2EXE D RTFE (Saving M anagement Center/CDO Registration
Settings) 1 D A7 v 7D IZ Device Manager (28t L 72 F 12T 556, £ D% [Management
Center £1=IECDO & M IEFE#ESKE (Successful Connection with Management Center or CDO) ] %
AT TIRy 7 APER S, Device Manager 2> LYW S v E T,

7: EEER

Registration Status 2]

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ¢ arted guide (2

management center configuratior

CDO configuration guide [ to configure your device.

Management Center~D 0% A >

Management Center % {# ] L T, Threat Defense % & E+ L O L ET,

FIE

ATy Tl PR=bPSNTNLT IOV EMHERH LT, kD URL Z AT LET,
https.//fmc_ip_address

ATV T2 22— —ZLXRTU—FREZANLET,
ATFv T3 Ay (Loglh) 1227 Y w7 LET,

Management Center D 5 1 t > XA D ES

T RTDT A& XX, Management Center |Z & > T &EUZxHT D5 ICRRt S E T, KD
FTAB L AEWBATEET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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Management Center D 5 1 + > X DEF .

* Essentials (#47H) Essentials 7 1 &> &,

CIPS: EX2VT 4 AT U Y= R LR IPS
« I T TR - <L = TR

*URL 4B YT :URL 74 NE ) T

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O F~

e &% )7 (Diameter., GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEFEL < I, cisco.com/go/licensingguide Z Z M L T 72 &0,

Iash BRI
+ Smart Software Manager D7 5 7 > kBB T,

EETANT L RERBHLTRVNGRIE, V2722 )y 7 LTHLWT AUy FEREL
TL 723V, Smart Software Manager Tl #fkDO 7T 1w M EERTE £,

s (=T I7A4T AT T T EFERALTHEMMEEIND) WiEEZEHT 121X, ZHFEHO
Aw—hN VT Nox2T TARLV T T UL TR S{L (3DES/AES) 71 &
VAR TE AN 9,

FIE

ATY Tl BENDODAY—F TRV T T M, RERIABVAREENTND I L &HE
MLTLIEEN,
TAB AT, VA ETFRBREIEN LT AL ZAEEA LI, A~— Y7 by =T
TAR T T M) 7 SRTWET, 722, B TIA B AEBNT 20
D& HY5E 1%, Cisco Commerce Workspace C [N THiZE (Search All) ] 7 4 —/L R&EMH L
£

H8: 54 o REH*R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FER G, [ &Y —E A (Products and Services) | Z 3R L 77,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

9:%ER
e All Results
T Orders 6
[# Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ ZPID TR LET,
GE) PID BEOMNB72WEEIL, FXICFEITPID B8N TEET,

* Essentials 7 1 &2 X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

«IPS, v/ U = T, BIXURL 71 B ZADFMAEDYE
« L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EREDOPID DWFNNEIENEINT D & ROWTIHO PID TGS 2 B~ — 2 D
TRV T a v EBRTEET,
« L-FPR3110T-TMC-1Y
« L-FPR3110T-TMC-3Y
+ L-FPR3110T-TMC-5Y
« L-FPR3120T-TMC-1Y
« L-FPR3120T-TMC-3Y
« L-FPR3120T-TMC-5Y
« L-FPR3130T-TMC-1Y
« L-FPR3130T-TMC-3Y
« L-FPR3130T-TMC-5Y
« L-FPR3140T-TMC-1Y

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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Management Center ~ Threat Defense 0 % £ .

* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

XY UT TR
* L-FPR3K-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client ZE{EH A K] 2SR L T &V,

AT9 T2 FEHRELTWRWEARIL, A~v— bk 7427 $—s3—(Z Management Center % 4% L
i‘a‘o

BEREIT 9 121X, Smart Software Manager THEk b — 7 AT D20 ERH Y £, FEM7
FNEIZ DOV TIX, Cisco Secure Firewall Management Center 7 KX =A hL—Y3 » A N&5&
LTS 7ZEN,

Management Center ~0) Threat Defense % £k

TNAADIP T RLANKRA &M LT, F&)T Threat Defense % Management Center |Z
BELET,

4r & SRS

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /31 AEH (Device Management) ] DJIEIZ
ERLET,
ATv 72 BN (Add) | Rey 7 X0y URARNL, [T ADiENM (Add Device) | R L E£7,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
http://www.cisco.com/go/firepower-config

Management Center T (D Threat Defense 0 & |
. Management Center ~ O Threat Defense 0 & £k

10: 7 /34 ZD3EM
Add Device 7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

WDIRT A =B ZFELET,
o[/ A b (Host) ]:3iBNN9 % ThreatDefense ®IP 7 R L AR A M4 &2 AJJLE T, Threat

Defense D #] D E T Management Center D IP 7 KL A & NATID Oifi 5% 5E L7=%
L ZOT7 4=V REZEOFFIZL T ZENTEET,

(GE) HA BRBETIL. /7 Management Center 73 NAT O ZICHHGE, 7T A4~
Management Center (D78 A | IP £ 721344 H{72 L T Threat Defense % 8k T& £7,
7272 L. Threat Defense % & 7% 4 U Management Center (2% $%9 % (Z1%, Threat
Defense D IP 7 R L ANARA MERET H2HLERNH Y £7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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Management Center ~ (D Threat Defense 0 % §% .

+ [27”"4 (Display Name) ] 7 « —/V RIZ, Management Center |23/~ 9 % Threat Defense 7
AETE AT LET,

o [B&%kX%— (Registration key) ] : Threat Defense DIAIDFHE THE L72H D &R UB &k
F—x2 AN LET,

s [RAA Y (Domain) ]: v/TF RAAL VEREAZEH L CWLHEEIL. T4 A% —T7 R
AANZED Y TES,

s [Z V=" (Group) |: ZNV—TZMEH L TCWDLEEE, T/ AT N—7\ZE ) Y CF
R

[T/ A Fr—/LR Y — (Access Control Policy) |: #JHIAR U o —& IR L E,
FHTHUBERHDLZENDN>TWVWENAEZ A REHRDORY —RNTTIZHLHE
BT, [T LW Y —DOFER (Create new policy) ] IR L, [T_XTHO T 7 4 v 7
7w v (Blockalltraffic) |##IRLET, B CINEEH LTI 7 4 v 7 7T
LENTEET, TWENOHMEA~D T 7 1y 7 OFFF] (43 X—2) | 2L T
<&,

11: 3 LK o—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cRT—FSA VR EHT A LB R A — R T AEE VS TET, S
SNA BB LT, [YRTL (System) 1>[54 YR (Licenses) ]>[RT— k54
2R (SmartLicenses) | <— b €%aT 2 I T h UE— 77 EAVPNDT
Ly 2AE@ATEET,

« [EODONATID (Unique NAT ID) ] : Threat Defense D #c D% E THIE L7z NAT ID %45
Ebi‘ﬂ‘o

o [ hOfEi%E (Transfer Packets) ] : 7734 A 7)>5 Management Center -~ /347 » NRDE
EHFAILET, ZOF T a BT L TIPS X Snort 72 EDA X2 bR MU H—Eh

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B aswnexras Ry o—omE

T2 EE. T ARBERE LTA Ry R AFT—ZF# L~ b7 —# % Management
Center |25 LET, ZOF TV a VBN LA, A X MER T 23 Management
Center 255 &L, N7y FTF—ZITEESINERA,

ATY T3 [k (Register) 127V v 7 L, EFICEEINTZIEE2MERLET,

BERNRIN T 5 L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FrRE I E T, Threat Defense DSEERIZKRIL L72GEIT. ROTEH ZHERE L T2 &0,

» ping : Threat Defense CLIIZ T 7 A L, kD a~< > K&fH L T Management Center IP 7
KL A~ ping 2 FfT L ET,

ping system ip_address

ping 28K E) L2V 51T, shownetwork =2~ REFHA L Cry N — 7 REEMR L E
7", Threat Defense FHLIP 7 KL A2 H 3 % |21%, configurenetwork {ipv4|ipv6} manual
av U REMFHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TlA] Uddk

F—ZHHL TSI 2R L, FHLTWAEAIENATID 2HL TW5 Z & &k
# L9, configuremanager add =~ > R%&ffi ] L T, Management Center CXFk¥ — &
NATID #f%ETHZ LN TEET,

NTZ TN a—T 4 7 DFFHIZ- DV TIE, https://cisco.com/go/fime-reg-error Z ZH L T 72 &
AN

EXHNEEF1Y T 4R O—DRE
ZITIE ROBREEMEN L THEAN R EX2 )T 4 B V—ERET D HTEICOVTHH L
£

A v F—T 2 A ALHBA L H—T 2 A A NEA X —T 2 A AZAZT v 7 1P
T RLVAZBEID YT, AEA v H—T = A AT DHCP 2 L7,

*DHCP Y —/N—: 7 5347 FOWEA » F—7 = A ATDHCP Y —"—ZfEH L £7,
T THNIN—F A =T 2 A AN LTT T AV b— P EBILET,
*NAT : M A v 2 —T = A ATA L F—7 = A ZPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

ERB X2 )T 4 RY —2RET DI, ROF AT ZFTLET,

1) v 5—7 =4 208E (1 <—) .

(2) |[DHCP #—3—=DE (36 ~—) ,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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AV8—T 14 RADEE .

(3) |7 7 AN = hOEM (38 ~—)

(4) |NAT OFE (40 ~—2)

(5) [WEDLAEA~D R T 7 1 v 7 OFFF] (43 2—)

6\ %&ﬁz@% Eﬁ (44 R— :/\\) o

A 23— 124 ADKETE

ATy T

WIHIEE IZ Device Manager ZffH+ 2 &, LFDOA F—7 = A ANERTRESNE T,

e A=Yy bk 1/1: 48K . DHCP SO IP 7 KL A, IPv6 HENREE

e A —Hxy b 1/2: [WNER) | 192.168.95.1/24

« T 7 AN hv— |k HNEHA 2 —T = A4 AT DHCP %4 L THUfS
Management Center (2 %83 % illZ Device Manager W CiBIMD A > % —7 = A A[EH ORE %
FAT LG, TOREIRFEINET,

WTFIZLTYH, T8 ZAOBEBZITEMDA V H—T 2 ARTEEFITTIHILERHD £
4, ThreatDefense { > Z— 7 = A AEZHHIL., FNbEEX2UT 4V —2EY B TT
IP7 RLAEZHRELET, 7V—I T U RAH—T oA AEFEELET, .

WO TIE, DHCPIZ LD AX T 4 v 7T RL AL L—FT v RE—ROWEA v H—T A A
EHALT, V=T v RE—FOWNEA v F—T = AEHRELET,

FIE

[7/34 A (Devices) |>[7 /3 A A& H (DeviceManagement) [DJEIZEIRL, 77 A4 T V4 —
Lo [tk (Bdit) 1 (#F) %27V 07 LET,

AT T2 [A % —T=AA (Interfaces) | %27 U7 LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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12: 423 —J14RX

Device  Routing

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

Management Center T 0 Threat Defense DB |

Q, Search by name

IP Address

nc Device Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global Q<

ATFYT3 4G ULDA L F—T oA AN T L —I T 7 FR— FEERT AT, A V2 —T =1 A
DO[TL—% Break) |74 arvx=r7 Vv r7 LET,
RETCTINA LA =T 2 AT TIHEALTWDEEAIX., 7T L—27 T v k&
EXHIRTIVNENRHD £7,

ATV T4 NI T 5402 —7 oA 20 [fE (Edit) ] () 227V v2r LET,

[&f% (General) | ¥ 7HRRRINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K

T DRI



| Management Center T O Threat Defense O &R
A28 —T 14 ADHE .

13:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v
10

nterface 1D

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AN LET,
FlexiE. A F—T x4 RZinside &\ S &RTEFTITET,

b) [F%) (Enabled) | T = 7Ry 7 A%EF NI LET,

¢) [FT—F (Mode) J1x[72L (None) JIZHERELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B s—ozrzoux

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
14:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

15:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]%2 Vw2 LET,
ATY TS5 AR IR T AL 2 —T7 oA A[FtE (Edit) ] (£) 22U v LET,
[&f% (General) | % 7 RERRIINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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16 : [General] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

AV8—T 14 RADEE .

NVE Only:

b)

d)

e)

48 LT ETOH [4HT (Name) | Z AN L ET,
72 ziE, A Z2—7 x4 AT Toutside] &WHARTEATET,

[5%h (Enabled) 1T = v/ Ry 7 A&t iz LET,

[F— K (Mode) 1iZ[72L (None) JICRELI-FFIZLET,

[EFx =2V 74— (SecurityZone) ] Ky 7 XA RBEEFONMNTExF 2 U T 4
V= EBRIRT S0, i (New) 1227 Vv 7 LTHLWWEXF=2Y T 0V —r%BINL
£7

72=& z1E. Toutside zone] &\WHILFIDY —r ZBIL£7,

[IPv4] # 7', [IPv6] ¥ 7, EizlZWi 0% 7% 7 Vv LET,

* [IPv4] : [DHCPDOfEH (Use DHCP) ] Z#i®#IRL, IROF T a L DRI A—F %
LET,

« [DHCP #fEH L CTF 7 4 /L ks /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #— =" H7 7 4L b b— F &S LET,

E

e

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B oucry——omE

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B A BB T — MBI Y TET (1~255) , 2B LI L— hDOF 7 4
WD RI=ZA RN —T 4T T4 AX AL 1 TT,

17:[IPvd] 3 5

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — F L ZAHBEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
JAEF AT LET,

18:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 Vw7 LET,
ATy T6 [{R1FE (Save) 127V w7 LET,

DHCP H—/\—D & E

7547 N TDHCP ZH L CE&BICHT D 225 1P 7 RLAZESGTA L 510458
A%, DHCP »—_—ZHF8 L E T,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

X 19: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

20 : H—/N\—DiE i

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B =o+1tr—roem

Y7 Xy b EIFETDRERD ), A F =T = A ZAAHDIPT FLRA&EDH &
ITEEHA,

¢« [DHCPH— _"—%HMZT % (Enable DHCP Server) ]: @R L7=A % —7 = A A D DHCP
P R—ZHMLET,

ATFYT4 [0OK] %27V w7 LET,
ATY TS5 [{R1FE (Save) 1227 U w27 LET,

FI74IMIL— FDIEM

F T 4V R — M@, ANEA v —T oA ADSEFEARERT v S AN — LAV — & &G
LR LET, IMBA 2 —7 = A RAZDHCP ZEHT 25615, 7 /3 ABTTIZT 7 4L K
N—FEZELTWHAEMRH Y £, FEITL— F2BNT20ERHLEAT. ROF
IEZ 34T L EF, DHCP H— =57 7 4L hb— b aZE LG AIE, [THNMR

(Devices) 1> [T/\4 RAEH (DeviceManagement) |>[JL—T « >4 (Routing) ]1>[A#%
T4 vPIL— b (SaticRoute) ]—? [IPvd4/L— bk (IPv4Routes) | F721E[IPv6/L— k (IPv6
Routes) | 7—7 MZEREINFET,

FIE

AT T [T/34 2 (Devices) |, [T/3A A& H (Device Management) ] DJEIZEIR L, T34 2D [#&
£ (Edity ] () 27Vvs7LET, >

ATv 72 [JIb—TFT 4% (Routing) ]>[#KIJL— b (Static Routes) &R L E,
B 21: &)L — b+

Inline Sets DHCP VTEP

evice outin nterfaces
Manage Virtual Routers <+ Add Route
Global v Network a Interface \Lf”’“’d”””‘ Gateway Tunneled Metric Tracked
irtual Router

Virtual Router Properties ¥ IPv4 Routes
ECMP

BFD

¥ IPv6 Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP
1Pv4
IPv6
Static Route

¥ Multicast Routing

ATv 73 [JL—r%EM (Addroute) 127V v 7 LT, ROXITHELET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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2288 — FEIMOHRE

Add Static Route Configuration

Type: e |Pvd IPvE
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

o)

Forntn—troen [

(AT (Type) 1: BT DAXT 4 v 7 )—bDFA ST U T, [IPv4] £ 7213 [IPv6]

FFarREZ T ) v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIELA >

H—T A ATT,

s EAFEEZ2 R v R U —7 (AvailableNetwork) | : IPv4 7 7 /L k/b— k O54 13 [any-ipv4]
Z@INL, IPv6 7 7 4 /L b b— b DAL [any-ipv6e] Z 3R L, BN (Add) 12727V v
JLTCHEIR L7y hU—72 (Selected Network) ] U A MZBEISHFT,

[F—bTU A (Gateway) | £721X[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hD
JARNRYy T THLTF— b T oA N—FEZANETITEIRLET, IPT FLRAEIERY

FND—=J/RANFT V=27 NEEETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKEy7TOHEANTTLET, HMEOHKFH

X1 ~2557T, F7#/L MEIZ1TT,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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ATvT4

ATy TH

ATy T

ATy T2

Management Center T 0 Threat Defense DB |

[OK] %227 U »7o LE9,
= WAXT 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L— /L ClE. P77 RLRAEANEA v Z—T 2 A ZADIP T RL ADER— MNIE
BLET, TOXATONATLV—NVDZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY >— (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY = AHEMNT, RN =2 T 273 ZE28R L, [fR1F (Save) 227 U v 27 L
£7,

B 23: 5 LR &—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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NAT D% 5E .

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— BN 5 0E
N ET,

24: NAT K1) 2 —

interface_PAT

Enter Description
NAT Exemptions Policy Assignments (2)
Rules

Filter by Device Y Filter Rules X Add Rule |

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

AT9F3 =B (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 7Ry 7 ANRFRINET,
ATV T8 BARLV—NDOF T a r ZRELET,

R 25: EXIL—ILDF T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z R L £,
s [#A T (Type) 1:[#A4F v (Dynamic) | ZEIR L 7,
ATV TS [A X —T =2 A4 TP =2 b (Interface objects) |X— T, [HHAEERA VX —T =4 A

47V =27k (Available Interface Objects) | fEIK2 6 [si5eA v H—T = A A4 TV =7 b
(Destination Interface Objects) ] fEIIZAME Y — 2 2B L £,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B wozz

R26: 43— ARFTPxy b+

Add NAT Rule (]
NAT Rule:
| Auto NAT Rule v |
Type:
| Dynamic ¥ l
Enable
Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone ]
inside_zone Add to Source
1 outside_zone 4 Add to Destination
wfxAutomationZone
AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,
E27: FS A L—Y3 Y
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type: _
i Dynamic vl
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*
| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F57 1 v
7 (000000) DXy hT—sF7Vx s MBI LET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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w0 +57 ¢ v oo

B28: LAY bO—0F TPy b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEDO—HE L TNAT ZBINT D72, VAT A
EFRD any-ipvd 47 V=7 MEEHTHZ LT TEETA, T2, VAT LAERD
FT Vel NeRETHI EITTEERA,

o [ - D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL— L EBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAERIESILE T,

ATY T8 NAT X—TU T [fRfFE (Save) |27 U v 7 LTEEEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BB KRT DB ARk LT X0, BAD [TRTDO NI 7 v 7 %71y 7 (Blockall

traffic) | 727X ar br— L RY —&ER LIESEIE. 7 AZERT DT 74 v
I HFTAT DDA Y ==V Z BT 20ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— VBB LET, i — BN SEAIL.
WYty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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ATy

ATvT2

ATvT3

ATv74

5% TE O R B

ATy T

Management Center T 0 Threat Defense DB |

FIE

[R Y — (Policy) ]. [7Z®AKRY I — (Access Policy) |. [7 7 AR Y 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH 0 ¥ TonTnWbd T 7R ar ba—L R
V=0 [#REE (Edi) ] (£) 27V yrLET, > >

DL—LZEBM (AddRule) [ 27U v 2 L, RKOAF A—2 2iE LET,

29: )L—)LMD3EM

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j
Insert | into Mandatory @ Intrusion Policy | None o File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ity Zos Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <l inside_zone Collapse All Remove Al Collapse All Remove Al
=) <& outsid NE | v 1 object ZONE | v 1 object
<1 wixAutomationZone

«[&HT (Name) ]: ZDON—VZA4HTZAT £ (72 & 21X, insde-to-outside)

« ER L1=F{E7T (Selected Sources) | : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
{Exy—2 %8B (Add SourceZone) 1 27V v 7 LE7,

c[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBAMTY — U AR L, [FEEY — 2 %EM (Add Destination Zone) | % 7
Uy LET,

oFETZFOEFICLTEEET,

[Applyl 27 U v 7 LET,
=L 3 b—/b (Rules) | 7 —7 /MTBEMSNVET,

[fR7F (Save) 1227 U w7 LET,

REDEEZ BRI T DB BB LET, BHEEZBEATIETIL. TXAM A LTEDOE
BHET 7T 47120 FX A,

FIE

Lo BB (Deploy) 1227V v 27 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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X 30: B

ATy T2 BEREMOEAX., BEDOT NS, ADF =y 7Ry 7 A4 N2 LT[R (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTT_XRTOT A AZRERLET,
FENLAOLGEX, BINORERA T Y a3 U &2RET A0, [FERER (Advanced Deploy) |
270y 7 LET,

B 31: 9 RTEMF

1010-2

1010-3

1120-4

node1

node2

@ 5 devices are available for deployment

asco SECURE

Advanced Deploy Deploy All

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

B B 0B B

I+

2. BELTRRA

1 device

selected

zzorn [

[ Q_ Search using device name, user name, type, group or status

>

>

>

>

>

I Deploy time: Estimate [N/

Device Modified by
nodel System
1010-2 admin, System
node2 System
1010-3 System
1120-4 System

Inspect Interruption  Type Group

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Status
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

ATYT3 RENKD LI L 2B LET, BEDOAT =2 AEEFZTLHIT1E, A=2——0 [JEH

(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

B BEAXT—32 R

=]

Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks (}I Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense B LU FXOSCLI~AD 7o+ X

a<w RIA4 A H =T x4 X (CLI) A LT AT L0y N7 v 7 %ITV, AL
RYATLADNTIT TNy a—FT 4 T HTVET, CLITYy > a v bR —ZHRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

N TNY a—T 4 T D=DIZH FXOSCLIWZT 7 BEATE £,

\)

6=

F721%. Threat Defense /XA ADEH A X —7 = AZSSH T CTxF4, vV —ib
o ar iR e, SSHE® v g %5 7 4V kT Threat Defense CLI 1272V . connect
fxos 2~ RZ2EH L TFXOSCLIIZH T E3, SSHERMHD A v Z—7 = A A%V T
WAEBE, B TT—HA L H—T oA A LOT RLAICEHR CE XY, T—F A F—T A
ASDSSHT 7B AXT 7 4V hTEHZ /> TOVET, ZOFIATIL, 77 4/ h TFX0S

ATy I

CLL B ay Y —LiR— " T 7B AIZOWTCHBALET,

FIE

CLIICuZ A 3 5I2i%, EHa Ya—HFE2ar Y —)LiR— MNMIEH L E7, Cisco Secure
Firewall 3100 (2} DB-9 to RJ-45 2 U 7 /L — 7L RfHE L TW D720, BT DI1ciEh— R
/N—7 4 DDB-9-t0-USB ' U 7 Vo7 —T N EEAT HENH L5608 H0 £3, ZHEHOA
NRU—FT 4T VAT AIERUSBY Y TV RIARNENTA A= LTLIEEN,
2V —)LAR—MIFT 74/ h TFXOSCLIIZZR2 Y £9, kDO TAREEHHLET,

* 9600 A~ —
8T —H B b

e NUT 472 L
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ATy T2

ATvT3

274794 —LoERONE [

sl Ay EY L
FXOSCLIZ#HHr LE T, =—H—F admin &, ¥ty v 7 v FHRFICHRE L2/ SA Y — K%
fEALTCCLIiCu A4 LET (T 74/ NI Adminl123) ,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

&1

firepower# connect ftd
>

27 A I, CLI THEFTRER =~ > ROIFMZ MR T 2121, help £72i3? 2 AL &%
T, A FEICDOWTIL,  [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] %
LT EEN,

Threat Defense CLI Z#& 79 212i%, exit £7id logout 2~ > RE AN LET,

Zoawr Rk, FXOSCLI 7 r 7 MIEY £4, FXOS CLI CHEAfERa~ v RiZ
ONTIE, 2B AN LTL &N,

51

> exit
firepower#

F27A 74— ILOERDIE

VAT LAEBUNC Y Yy NI ENEE T, BMIZERT T 2Rz EBIRA
AV TFEHLIEZVT DL, AR T 7 ANV AT LAOBRERBIZE-FTERHY T, Ny
7T RTCIERICEEOT o ANFETEINTEY, BT T 7 &k\Wizo, EIRZ Uk
L7E0T D8, 774 T VA —NVAT LETL—AT )Yy y NI UTERNWI EERZ
TEBWTLEEN,

Management Center D7 /NA ZAEBR— 2 L TT /3 ADOERZYIWr9 %2>, FXOS CLI
EHTEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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Management Center T 0 Threat Defense DB |

. Management Center ZFFA L1774 70+ — LD ERO LI

Management Center Z{FFI L= 714 7V + — LD EIED LK

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy FT .

VAT LEBEYNC Yy NE T T H T ENEETYT, HMMIZERT 7 S 2R\ EIRA
AvFEMLIZVTDHE, BERRT7AN AT LAOREGESISRITZENRHY ET, Ny
7770y RTIEEIZEZHDO T a B ARTATINTWT, ERT 7 7 &2k . EIRA YT
L0 DE, 77 AT 03— NETL—RATNY vy hETUTEXRNVWIEERZTBWT
TEEW,

Management Center Z ] L TV AT AZ@UIIT v v hH DU TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,

HEET 571 20MICh D [#RE (Edit) | (£) 227V v27 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AF 2 (System) | £2Z 2 a v T[TFNARADY ¥y 4™ (Shut Down Device) | (@)
7 Vv LET,

Tar T ERRRENEDL, TRAADY Y NE T U HHERLET,
AN T AT U AR L TWAEAIE, 7747 U — ARy vy hE T
THLEWZ VAT AT P eE=Z—LFE T, ROTa T IRNERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L TOWRWEAE, K30 TUAT AR Yy N LD %
MR LET,

VIS U CTEFRAA v F o472, BRT T 7 E2KNTY v — 0 BRI EIR 2 B
Sz LN TEET,

CLIICHTFTAT 74774+ —IILOEIRDYIE

ATy T

FXOSCLI #7325 &, VAT AZLLIZV Yy MU LTT A ADOEREZGIW T
4, CLIIZIX, o —)Lih— NI L C7 7 A LE3, Threat Defense 33 X X FXOS CLI
~DT 7B A (46 X—) SRR L T &V,

FIE

FXOS CLI C local-mgmt (Z8%f5¢ L £ 7,

firepower # connect local-mgmt

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATy T2

ATvT3

ATy T4

RDRAT Y

zozx7y7 ||

shutdown =~ > RZ5HITLET,
firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I+ — LDV %y NET VI AT AT a P e Ee=F—LFE T, ROTa T
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CHEIRAL v F 24712 L, BT T2 2500 Ty — 2 bW di & T
ATz EBTEET

O

J

Threat Defense D% E & #e17 5121, [Cisco Secure Firewall Threat Defense R = X 7 MMZT
TR WZHLIBENDY 7 NI =T R—=VarD~v=a T )V ESRLTLIEEN,

Management Center O FIZES T2 1E#IZ OV TiX,  [Cisco Secure Firewall Management Center
TN AEEATA K] 2ZRLTIEE0,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B xozx727
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==
=% =R

') & — b ThreatDefense [Z & 5 Management
Center 0D E B

CDEDOHRRE

ERTFREZR T R COT SV r—v g b~ —U XY BFRRT DR, w27 7V r—yay
LR =V 2o 575k 1=Y) 22U TSN, ZOEOHNAEIL, Management
Center TD ZHIZx3 BB ORERICEH I ET,

ZDOFETIE, FRAKIZH D Management Center % i F L C &Ik 2 BAtH 2 & B3 5 Hik
\ZOWTHI L £ 9, Management Center 73 12— W /VEFBER v~ MU — 7 |[ZIFET D r— VR
BAIZ DU Tld, Management Center C Threat Defense DJER] (5 X—) 2R LTLES
AN

T7AT724—ILIZDONT

/N— R =7 Clt, ThreatDefense Y7 b T =7 E/2IXASA V7 Ny =T 2FEITTEET,
Threat Defense & ASA ORI TUI W B2 217 2 BRIZIZ, T3 ADFA A—ALRMEIZ/R Y F
To BUEA VA P— L ESNTWDLbDEITRRDY 7 MY =T =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A R 2SR TIESN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TSAND—ERT—RAD b 77 AT U4 —VITIXEAGEBESRITRE T, FERIIZIYL
L£TH2HVERA, L, 2= AR EORETIE, BAFIEFRAMEHTE X
T, ZO%AE. REMEERFC SNMP ORI, BHEEDEABIEHREZHER TE 25505
D ET,

« UE— MEHOMAAMA (52 X—)

XL HBENT (56 2—)

¢« LU RY—Z U RDHXAY :¥Bu XyF Tuneya=rr (56 2—)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

c LU RY—Z U ROXRAY  FHEyTrEYa =T (58 8—)
s PROBEHFIZ L D HFRIRE (60 X—)

o XAEADA A R—L (74 X—)

s PROEHFIZ L DFERRE (76 ~—)

E— FEEOMLEAS

Management Center CA % —> > k%4 L C Threat Defense #EELTE 5 X 92T 51213,
Management Center ¥ 1r—3 % 7 7 BZ AZOWTEIHA V2 —7 =4 ADRD Y IZHTA v 2 —
Tx2AREHEMLET, 1ZLALOY = AT 1 DDA X —F v MER LRV
D, SN R— VX ICT VA L THREEEITZ 5 LI LET,

N

GE)  FHBERIL. 2B T3 AOR O 47 TLS-1.3 K5kl F v x/V T3, X% =

T4 LOBRNG, A FE VPN R EDBEMOEFL N RV ERTIO N T 7 4 v 7 BE
TTHMEEHY FHA, 2R, VPNRE T T L, FHERENRKDNLIT-O, 0
IWIRERR A BEID L ET,

BHRAE
Threat Defense # 7' R BV a =2 7§ 521X, ROWT IO EEFEHLET,
Yo 4yF JAEY 3 =% (Management Center 7.4 LL[%, Threat Defense 7.2 LLFE)

1. BRI A 2V F— MEHLSICRELES, Yo yF o yas=r 7 1 3F
BIERTEFEAHDT N, A TITHIE L2 WEERNDH D72, T8 A LTI LT LW T
<TE&EW,

)

GE) T A& HHLICE(E T HAC, Threat Defense DY 7 V%5 % {#H L T Threat Defense
% Ffi1|Z Management Center |Z%#% C & £ 77, Management Center [X, Z OFEEED 72T Cisco
Security Cloud 3 XU CDO A S E T,

2. S7ELS T, Threat Defense % /77— 7 /VEski L. TBIRAEZA I LET,
3. CDO #f# M L T Threat Defense D& &ka 52T LET,

FEgIJOEC 3=y

1. CLI % 7-1% Device Manager % {# /] L C Threat Defense % FHIXE L T H, UE— MK
#LIZ Threat Defense % 2515 L 97,

2. HULET, BRICKT OB 2 — T VR L, ERAE A I LET,
3. Management Center & /] L C &3 25 OBk a4 7w T LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

Threat Defense Y ~—L v PO R A V2 —T (4R

ZDHA RTENEA >V H—T = A AT 7ROV THBALET, ik, UE— Mo
MCRAETDHEMENRLEWS T IV A THLIDTY, v~ 32—V vy T 27 B RN A % —
T2 A ATHRAELETHN, FHOEHA LV X —T o4 AL &x@ELFEFT, B A ¥ —
7 = A A%, Threat Defense 7 — % A 4 —7 = A AL FPNTRESNDERRA v X —T =
AATHY, MADORY NT—IFRENRDH Y 7,
T H A BT 2 f AT RV XTIV AZEINLEEEETH, BHA V4 —T =
AADFy NT—VREMEH S NET,

T RTOFENT 7 4 v 7%, BIEmEEHAN L ¥ —T = AERETLE-ITI5k L LE
‘ﬂ‘o

e T—HAHE =T 2 A ATYR =X T IV BAZAMNIT 5 L, Threat Defense [Z/3v 7
TL—rEN LTEEA U —T oA AIEREENT 7 4 v 7 2L LE T,

CREEFFNT T 4 v I DBE, BHA LA =T 2 AFINRN I T = FB N LTCT—H A
VH =T 2 AN T T 4 v I EBEELET,

IrR—TvDT7 I EREHR

F=H AR —=T 2 ANEDX =% T 7RI, ROFIBERH Y 1,

X=X T I B RAEAMMITELDIL, | DOMFART — S A B —T = ADIKT
I, VT A X —T A AL EtherChannel IZfEHATEFHF A, TEMZHKE LT,
Management Center D —DE D XV A L H—T 2 f AT X =V % T 7 BRAEZHHIC
THZEHLTEET,

IO UH =T o AFEHERIITEEEA,
=Ty KA VST w A AR BT 2 KT 74T U —LE— KORTT,

« PPPOE |ZH R — F SN TWEH A, ISP TPPPoE NLEREAIT. PPPOE # 4R — T 5
JL— % % Threat Defense & WAN 57 ADMICEHETAIVLENH Y 47,

A =T A AEBET DMENH DHDIE T v —s3L VRE DH T,

s SSHIZT —# A v X2 —T = A ATIET 7 4/ N THZ 725 TRz, % T Management
Center Zffi ] L T SSH 2 HNCT 2 MENRH Y £3, Fio, BEHA X —T oA X F—
N2 A RNT =LA B —T oA AEHEINDH7-%, configure network static-routes =
~ U REERLUTERA V=7 = AHOFIL— FZBIMLRVRY . UE—FxRy
N — O BEHA X —T 2 A ATSSH T 5 Z LIXTEEHA,

« VI AZY U TITHAR— P ENET A, ZOBRG, BEHA V=T oA AEHENT DME
B ET,

NATRAZEY T 3 AR—FENnFEHAL, ZOHAE, BHA VXY —T oA A AT
HVENH Y F£9,
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B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

to4ayF JOED 3= Ry bI—4
ROBNZ, 77 AT U+ —NVO— Ry U —27 REEAZRLET,
» Management Center (X RAFIZH D T,
» Threat Defense 1~ R — ¥ 7 7B AHMNIA v X —T =4 A%HEHLET,

» Threat Defense & ManagementCenter TiZEH L, A T v REHPHGAZ AT 5720
DO/XT Y 7 P T RUAETIIARA MABKLETT N, BEOTDIZIP 7 R AZ R
LTBIMLETIHY A, 724) LV ETE XT3 /3= 2 @ Threat Defense D4,
Management Center (337 U v 7 [ZEIFER[ETHILERH D £7°,

* Management Center & Threat Defense Diij 573, H#IZ Cisco Security Cloud 3 & U CDO &
W(E L CR B A ML L3

o VI DRESLI, . BEEER N T W SN 7285512 CDO 2 L CEHEER & B L E 7,
7= & 20E. #H LV DHCP OEI Y 24 TD 7= 1T Threat Defense D IP 7 R L ANZEHE S 7-
%A, CDO 3% DZ % % Management Center (28 H1 L 7,
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| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

K34:FO04yF FaESaZvd Ry kI—4H

CDO
Management
@ Center
Internet -
outside (Manager Access) Management
Ethernet1/1 Computer

Threat
Defense

inside

r 1

FHIOEDa =y Ry kT4
WOBNZ, 77 AT T+ —NDO—#KNR1y MU — 7 RBHZRLET,
* Management Center |[ZH RAFIZH D F5,
* Threat Defense |$~ % —V ¥ T 7 B ACHMA v 4 —T = A4 Z&AEH L E T,

* Threat Defense & Management Center Tl EHLH 6, A V3T ¥ REHER ARl T 5720
DONRXT Vw7 IPT RUVAEFIIHRA MABRKETHY , YIHIREDT-OIZZD X 572 1P
7 R AZAERE L TR 2NIER Y F8 A, DHCPIP OFEIV 4 COEFIZHIET D720
W2, A7 arTHRA v X2 —T 24 ADHXA4F v 27 DNS (DDNS) #RETHIEDH
TEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



1) £— k Threat Defense [= & % Management Center D& |
B scozm-

H3:FHIOECa=vT Ry bO—Y

DDNS
Server

Management
@& Center
Internet Headquarters
outside (Manager Access) Management
Computer

Threat
Defense

inside

T C& BRI

Management Center D #JHIE%E Z BB L TEITLET, MHET VDAL — T v 7 WA F&
ZMLTIES N,

IVRY—IFRDARY Oy FJAOED Y
2

%

CrvFrueya =7 &{#H L T Management Center |Z J V) Threat Defense % BT 5
WZIE, RDOF A7 B TTIEEN,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

IVRY—IvED4aRY  €osvF Foeva=vy |

R36:TVRY—IRDERY €A 4yF FREDa=Vy

|'/_-H\|
CLI 1) (optional)
Check the
(Central admin) software and
install a new
version
¥\ ./"_“\_I
Physical -@,- Cable the 3/,' Power on the
Setup firewall — firewall
—
(Branch admin)
(a) : e e N
Management | (4 Log into the (7 JRegisterthe (8 Jintegrate with  (10)Configure a
Center - management ~ management Cisco Security ~ basic security
center centerwith ~ _j Cloud policy
(Central admin) S_mart _
Licensing
l A N
i I/é\\ .
Cisco \ 2/ (Optional)
Commerce Obtain feature
Workspace licenses
(Central admin)
Smart .6 )Generate a
Software license token
Manager for the
management
(Central admin) center
CDO Add the
device to the 4
(Central admin) management
center using
CDO
.‘/‘T\w CLI EE) Y7 o xTOWREFTLOA—a DA A R—)b
L W o a3
(hepmme) | 00779

Cisco Secure Firewall 3100 R 2 — 7y THA K .




B = rv—1or0szs FHInEvazLy

1) £— k Threat Defense [= & % Management Center D& |

o |WER ey N | T AT U AV DT =T (T4 =)
Ty
(CGZJE DB )
3 |PEE Y b Tr7 AT VA —NVOEREAN (155—)
T
CGE D& B
::"E\-: Management Center | Management Center~D 12 7 A > (76 =X—3)
RIGENGT:: =)
(5) Cisco Commerce | Management Center 7 A &2 ADIAG (77 X—) HET7 1 &
/| Workspace VAEEALET,
(F gD B
(@ | Smart Software Management Center 7 A & > A DH4S (77 ~2—%°) : Management
| Manager Center D7 AV A N—07 VEAERLET,
(P gD B
,:"'}'\';, Management Center | Management Center 7 A &> AOH&E (77 X—) : A~v—k 7
— (D A PR A&7 Y—s3—|Z Management Center %88k L £9°,
’8\ Management Center | ¥ 0 % 5 7’1 &Y 3 = 7 % f# | L 7= Management Center ~0 7"
| (hkommy) | ACERM (79 5—) mpo7w7{b@m%%€®\
Management Center % Cisco Security Cloud & #4 L £,
@ CDO o ¥y F Fuv g =7 %A L7 Management Center ~07
(P DR INA ADBI (79 =)
::f"c"}\-: Management Center | Jo Ky 7e % 2 U5 R —D/E 30 2—) |
RIGIENoTE: =
-~ A\ ‘\ - ~ > . O NN _ . N
IVRY—IVFDRRY . FETRAEDIZ=ZVY

FEZ v Y g =27 % L T Management Center (Z &2 ¥ Threat Defense % B 7 51213,
WRDZAT B LT TZEV,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

I TVKEY—IVFDERRY  FH

CLI or Device

Manager tion

(Central admin)

!

=Y

- x
\ 2 ) Install the

TyRY—IvFn4azy FHToesa=vy |

JoE 3=y

(1) :
\ ' / Pre-configura-

|3 ) Cable the (4 ) Power on the

!

(Central admin)

.
\ 6 JObtain Base

Physical < 2 g
Setup firewall firewall firewall

—» —>
(Branch admin)

|
_\ v - - -
N ¥ o e 72 )
Management | \ 2 Log into the |8 JRegister the \.9 JRegister the  (10)Configure a
Center management mgmt center firewall with basic security
center with the Smart —p the manage- —p policy
(Central admin) Software ment center
Manager

A

Cisco
Commerce license and
Workspace optional
feature
(Central admin) licenses
Smart 7 /Generate a
Software license token
Manager for the
management
center

(1) | CLI Z72i Device s (BB Y7 MU xTOMREHF L= 3 DA A =L (60 —)
N
— | Manager o )
« CLI ZfEH L7 AR E (68 X—2) |
(P IDEERE) )
* Device Manager Z i L 72 SFAiEX & (62 ~—3)
o) |y bT T T AT U= EA APV LET, A= RU =T RETA FEZRLTIZE
(D EHE) v
3 |PENE Y N T\ T AT U DT =T (T4 =)
CHtDEBRE)

Cisco Secure Firewall 3100 R 2 — 7y THA K .


https://cisco.com/go/secure-firewall-3100-install

B ~xos=zcsasm

1) £— k Threat Defense [= & % Management Center D& |

B

axX ;&

a) | PRy T T | T AT U x = VOBRFEA (75 =)
(Gt EBE)
é ) Management Center Management Center~D 11 7 A > (24 ~=—)
| (o)
() |Cisco Commerce Essentials 7 B AL AT a VOET A £ A2 A LET ( [Management Center
| Workspace DIA L ADEIG (TT—=) |)
(B PEE)
; 7 Smart Software Manager | Management Center D7 A > A h—2 %Ak L £9 ( [Management Center 7 A
- (R B T AOESE (77%—=Y) 1),
(g |Management Center Av—hk T4k H—s3—|Z Management Center Z % &k L £7 ( [Management
— (thde DA TR Center D7 A B ADEHE (77—=) | ) ,
;""é'\‘; Management Center F#hZ L D Management Center ~D 7 /34 ZADEH (87 ~_X—)
| GhhomEE)
:ﬁ:"’lal Management Center HEAWR X2 T 4 RY —DRE (90 ~—) |
| homm)

PROEHE

EE) V7

=JL =

BHIZXHERIERTE

Threat Defense (&, ISR ET DRI TFEN CHANIHET DLERH D 77,

N

RO T T7DEREFLLVAA—23 DA VR =L

V7R 2TON—=Ta rEERL, BBEISCTHONR—V g vEA A =L T BT,
ROFNEEZFATLET, 77 AT V4 —VERETDANIKGNN—Ta b A VA M—VT 5
ZEeERBEIOLET, MOFEE LT, B#RICT vy 7L — REFATTLHZ L TEET
B, REXRFFT DT v 77 L—FRTiX, ZOFIEZEHT2 L0 BN 550850

£,

e A VAC A

Y7y =T Zyra— R R=U0Y ) =AFSOMIH D, SEOENFNTND Gold

Star UV —RA%F(79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html IZFE#k STV A Y U —ZXERIEH M L TS 7230,

el X, ZoHEBTIE, (RH#REEEh) BN Y —XEF S BEHRY Y —2FK5
(LOVEBMOA T T RAY Y=Ly F) | EFHERICENNLRY ) —2FS (B

REEZTDEOOREMMOA LT F LAY Y =R Ly F) [ZOWTHB L THET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

| 1) &— | Threat Defense [Z & % Management Center O &

FIE

ATFYT1 v V— R — MNIEELET,

B vItvrrorBRLHFLLA—Cavor v b—L [

FERIIZ DUV TIL, Threat Defense 38 X O FXOS CLI ~D 7 7

A (104 X—2) 2L TIIEEN,
admin 2—H & F 7 4L h3Z2 T — RO Adminl23 # L Tr 71 LET,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRDONET,

ZD/RAT— RiZ. SSH ® Threat Defense 2 7 A 2 bEHINE T,

GE) RRAT—= KR TIERTEINTWT, RXRAT— RKB¥bnbRWEAE, WIERE~DY
ty FEEITLTC, RAUY—FET 730 MUty bTAMERH Y 3, IHRT

~D YVt FFMEIZOWTIL,

&1

firepower login: admin
Password: Adminl23

Successful login attempts for user

[...]

[FXOS troubleshooting guide J #ZM L T 72X\,

'admin' : 1

Hello admin. You must change your password.

Enter new password: ****xkkkx
Confirm new password: ****xkxkxx%

Your password was updated successfully.

[...]

firepower#

RTw T2 FXOSCLI T, EITHFDON—Va v aFRLET,

scope ssa
show app-instance
i -

Firepower# scope ssa

Firepower /ssa # show app-instance

Application Name Slot ID
Startup Version Cluster Oper State

Admin State

Operational State Running Version

Enabled Online 7.6.0.65

AT HLWAR—=Ta a2 A =L T 5881, ROFEEZETLET,
a) BHA L H—T oA AIHMIPT FLAZRETHILERS LS. [CLIZHEHA L
HETRTE (68 2—) | BB L&, T74/0 TR, BHA X —T A R

!X DHCP ZfEH L F 7,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

1) &— b Threat Defense |Z & % Management Center O & |
B ossc0x=r EBroeca=oy)

BHA =T 2 A ANLT VT EATELYF == H LA A=V EaF Ty rn— T
DMEEND ) T,

b) FXOSD T 7Ny a—TF 47 JiA FICEEHESNTNDHA A= LOFIEEZFEITLE
—§—O

T AT U —/LNERE L7265, FXOS CLIIZHERER LET,
¢) FXOSCLI C, BHENAUV—REHERETDHIIICROLNET,

Puy o FIOE Y = S ORI, T REA U R—F ¢ v S AR, TR
T— RBEEINTNDETD, SAT— KDYt v kb (Password Reset) | = U 7 T#d
W (No..) JEZBIRL TS ZEN,

&) FAAREY Yy MUY LET, CLILHIT DT 74 7 94— L OBIROGE (107-4—
V) BBRLTIES,

19— | e I A O N S —_— . Y
NPREDERIT (FE$TIOEDIZ=T)
FEICTY Y a =7 %7281, CLI £ 721X Device Manager % i ffl L C. Threat Defense
DR ELE FATLET,
Device Manager % {# 1 L /=ERI&TE

WMt~ N7 v 7T Device Manager T 5L, HEHA V¥ —T A AL X =V ¥ TV
TADREIMZAT, WDA o Z—T = A ANFEFRESNET,

e A —HXv F1/1: 48] . DHCP 2B D IP 7 KL A, IPv6 HENERE

e —H v 12 TRER . 192.168.95.1/24

e F 7 F )V Mb— |k AN A v H—T = A AT DHCP &4 L CTES
OFE (NEO DHCP $—"— 77X arte—L K v— X274V =
) BIREINANWZ LICEELTLLIEE Y,

Management Center (Z %8k 3 2% RijlZ Device Manager W CIBIND A > ¥ —7 = A AEHFORTE %
FITTDL. ZTOREITRFESNET,

CLIZEAT D &, BHA VA —T oA AR =V T IV BAREOANERINET (=
L2IE TIFNFORNEA B —T = A AERITRE SR EEA)

FE
ATFvI1 BHoLEP2—%%2NE (Ethernet 1/2) A 2 —7 = A AT LE T,

ATvT2 TrATUA—NVOEREANET,
(G¥) Threat Defense Z#]O CRENIT A & 1%, #IHMLIZH 15 ~30 0000 £97,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

| 1) &— | Threat Defense [Z & % Management Center O &

ATvT3

ATvT4

Device Manager % {& /i L f=EAITEXE .

Device Manager (21 271 > LE 9,

a) 77 UHIZURL (https://192.168.95.1) # AJ1L £,

b) —%—% admin, T 7 #/L F NAT— K Admin123 ZfHLTr /A > LET,

) TYRa—P— I/ ATWELFATREL, BHEFESAT—REEETL LI
KdDbHNET,

VIR E &2 52 T4 5121, #IZ DeviceManager (202 7 A Lzt &l y N T v 70 4 H—

REEHLET, BEITIEL T, X=YDFEIZH D [T /31 ADFREL AF v 7 (Skipdevice

setup) |7 Vw7 LTy N v 7 U4 —RKeAXy 7 TXET,

Ty N7y T U= RNEET TS L, WEA ¥ —7 A X (Ethernetl/2) DT 7 4 /L Mk

ELZAN AT, Management Center OEBLZEI D B2 5 & ITHEFF SN DB (A —H >R v b

V) Ao ¥ =T x4 AHBRETETET,

a) A E =T A ZABLOEHA =T 2 A AT L TROFT TV a r&2aE L, [IR

S

1

(Next) 1227V 7 LET,

[FMEA > #—T = A AT KL A (Outside Interface Address) | — Z DA X —T = A A
FlHEA A —F Yy N =Rz THY, ~F =V ¥ T I/ EA A F—T AR
ELTHEHAESNDGAERDD £9, 7351 ZAOPERERHZBIOIHRA o Z—T = A
AEERTH LI TEERA, BROUIOT—F A Z =T A ANT T 3V DI
A B =Tz A ATT,

YRV T BRI (ETIENER) SRR LA A —T oA R BT 5
Bl By MYy T U4 = FOZETRICFEI CTRETL2LERH Y £7,
[IPv4DRE (ConfigureIPv4) |: A > 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEATAN. FRETFETRAEY T 47 IPT RLA, 7 Xy b~wRX7 BLW
F—=b x4 B ANTEET, 7 (Off) |ZFINLT, IPv47 FLAZEE LW
EVWOBERBELHVET, By N Ty T U 4= REHEH L TCPPPOEZRET HZ &
TCEERA, A F—Tx2A ANDSLET L, F—7/LET b, 721X ISP ~Dfh
DEEGZHEE ST Y | ISP 28 PPPoE #fEH L TIP 7 KL A&k L TW A5
%, PPPOE MMLEIZ R D550 H 0 £3, UV 4 P — ROETHIZPPPoE Z5XETE F
7

[IPv6 D% E (ConfigureIPv6) |: #MiA > ¥ —7 = A A DIPv6 7 KL AT, DHCP
AT 20, ERITFHTAET v 7IPT RLVA, L7 497 A BIOT—
NIz B ANTEET, (47 (Off) |ZBIRL T, IPv6 7 RLAZFEELRNEWN
IR H Y T,

[BE¥EA 22— x4 X (Management Interface) ]
CLI THIMIREE EIT L= HmA, BHA VY —T 24 ADREEFFRRINEEA,

Fe A H =T 2 ATIX—I X T VB AEZAEDC LTZEAETH, B 2 —
T2 A ADFENMFEREINET, e 2lE, T XA X —T A AEN LT
TU—URBRHTLN—T 4 VT SINDEBR N T 74w 71, T—H A F—T AR

DNS #—_—TI732< . @A % —7 = A A DNS H—N—%{f ] L T FQDN % fif
wLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

ATvT5

ATvT6

ATy T17

ATvT8

[DNSH#—,% (DNSServers) |: ¥ AT LADEELT KL Z D DNS H—,3, 4 Fifigse i
W21 2L EDDNS =37 RLAZ A LET, 7 7 4/L M OpenDNS /X7 U >
7 DNS H—/TF, 74—V REREL, 774/ MR LTEWEATE, [OpenDNS
ZffiH (UseOpenDNS) 1227 Vw7 45L, 74—/ RIZHEEIRIPT RLARY o —

FENET,
[Z7 AT U4 —/RA 4 (FirewallHostname) |: VAT LAOEEHT RLADKRA K
4T,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [IR~ (Next) | %27 U v 27 LET,
1. [#A LYV —2 (TimeZone) |: VAT LDHA LY — U ZBINL 97,

2. [NTP# A L¥—~N (NTP Time Server) ]: 7 7 4 /b b D NTP H— _ZL 3220, fif
HALTWEONTPH— DT RLAZFETANTLNZEBRLET, Ny 27T v7H
WO — " EBIMTEET,

c) [BEETIZ 90 HFDOFHMmBIM A B4s (Start 90 day evaluation period without registration) |
B £ 7,

Threat Defense % Smart Software Manager |88k L 72V CTL &V, T TDO T A 2 XX
Management Center T3F{T S E 7,

d) [#%7T (Finish) 1227V v 27 LE7T,

e) [7 77 R&EEL (CloudManagement) JE72IL[A ¥ > K7 2> (Standalone) ]| %R T % K
I3k B ET, Management Center DEHLIZOW T, [AHX v R7 2 (Standalone) ]
IR THoD, [Gotlt (THR) 1 2@ £,

WEITIELTC) A =T = ZAERELET, [T/34 X (Device) >[4 —7 =
A A (Interfaces) | DEEA 7 —T A4 A% SR L T EEW,

PR LB —T oA A TUF, T AL E—T oA AR EENT-F— N7 = A BLETT,
F7 TR, BHA L HX—T A ALIDHCP S IP T RV AL F— U =2 2ZELE
T DHCP 267 — h U = A ZZfE LWES (e BEA X —T=Af X% Xy |k
T— 7\ L TV RWES) | Y= V=2 A XT 74NV N TT—F A X —T = A AT
D, MHRETIHLENLHY £H A, DHCP L7 — U = A 2% LT=HAE, b IcE
A LUH—T oA ATFHHIP T RLAEZREL, Y= NV xA 2T XA X —T A A
RETHHLENRD Y F,

YRV T 7R ANMERT AN E TLIINELUSNN DA U F—T 2 f A B ETBMDA v H —
T2 A AEFRETHHEE, [T/3 A (Device) [ ZEIRL, [ ¥ —7 =4 X (Interface) ]
OY~V—DV %7y 7 LET,

Device Manager (255 A > ¥ —7 = A ADOFEREDFEMIZOWVWTIL,  [Device Manager C?
TrAT VA —ORE (130°—) | B L TSV, Management Center (27 /3 A
B Ekd % L. Device Manager DL E ITRFFS NVE R A,

[T/31 R (Device) |>[ R T LERE (System Settings) |>[FREHE (Central Management) ]
DNEIZEIR L, [#i1T (Proceed) 1% 2 U »»Z L T Management Center DEHL A ZE L £ 77,

[Management Center/CDO®ME£#H (Management Center/CDO Details) | ##% & L 7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

Device Manager % { A L /- BRI E .

38 : Management Center/CDO 0) 548

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDC

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface
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T A I N— NOREDFMIZOWNTIL,  [DeviceManager THO 7 7 A 7 7 4 —/LOa%E (130
N=V) | ZBRLTIESN,

[#A 52 v ZDNS (DDNS) JH:miBEN (AddaDynamic DNS (DDNS)method) 127 Y v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L A8 ZE 8 7255512 Management Center 7355 2 fEfifi K
AA 4 (FQDN) TC Threat Defense |[ZR|ZETEX 5 L9 LET, [7/354 A (Device) 1> [
2T NFRE (System Settings) ]>[DDNSH—t % (DDNS Service) | 2% L T DDNS %% &
LET,

Threat Defense % Management Center (23813 5 AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZIEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE#E A4 #REEC & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T DDNS $—/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y R 2 |\ZB T HBIED AT — X ANREKRINET,
[Management Center/CDOZ £%5%E D 1R7F (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [CBEEI LTV 7 A4 7 U4 —/LZBILET,

Management Center ~D Y)W iz % % ¥ /T 5841%. [BEkDO X ¥ /L (Cancel
Registration) %7 U v 7 LE£d, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7R T4 5 £ T
DeviceManager D7 7 VW 4 R EALZRNWTL &0, AUEEA. 7 ut A3 —HE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ANRKRIHL, Device Manager 7> LYW SivE 7,
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Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{E M L =FHIRE

vy Ny T4 P REFEHLT, BEHIPT FLA, Y= U =A, BIXOZOMOIEAR
Xy NI —=UREXITVET, PIEECCLIZHT L, BHA VX —T oA AL v R —
XTI REAAE—T 2 A ADFEDHBRFFSALE T, Device Manager 2 ffi H L THIH]
Yy N v T EIATTDHE, BHA VA —T oA ABI PR =Yy TI/BA AL X —T
A ADREICMZ T, FH O |Z Management Center (28] V) B % 72 & &2, Device Manager
TRTLETRTOA U F =T =2 ARENRFFSNET, 778X arbo— R —
R EDOMDT 7 0 FEREIFRFFSNARNI LITEELTIEI N,

FIE

ATYTN 774 T U+ —VOERE ANET,
(G¥) Threat Defense Z#]D CEENIT 5 & &%, #IHMLIZH 15 ~30 5000 £97,

ATy FS2 =V —)LiR— T Threat Defense CLI (255 L £,
o1 — /LR — X FXOS CLI ICHERE L £9,
AFv T3 a2—¥—4& admin BLOVIATU — F Adminl23 T /1 » LE9,

WO TFXOSIZu 7 A Lzt &iX, WAUV—REERTLHIHIROONETST, ZO/RRAT—
KiZ. SSH @ Threat Defense & 74 I bEHA I VET,

GE) RMAT—=RRTTIEREIN T THONRLRWIERIL. T, ZA&HA A =L L TR
AT —RET 7NV My NTEHIXLERHY £, HA A—VLOTFEIZDONT
X, FXOSDO T TNV a—T 407 T4 RZSHRLTLITEE N,
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1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkkkk

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E5E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OTu A v 35&, = Ra—F—F 14 28K (EULA) IZRIE L.
SSHESG A L CWAEAIL, BHE SRV —REZEFETILHIROLNET, FOH#
%@4V&~714X@&E%@cuﬁy%7y7xﬁuf%ﬁﬁréni¢o

T—=HAE =T 2 A ATIX =TV TV BERAEENILESGETH, B X —T =2 R
DREMER SN ET,

GF) BREZZVT (elziE, AA—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
725 CLI T configurenetwork =~ > RAfi ] L TZ®E CT& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LT 7ZEVY,

T 7 4V MEETIZLENZ A Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £ 5?2 (Do you
want to configure IPv6?) |: TNHDX A T DT RLADM R EH 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEFERT I TENLWEAETH, 774 X—K T RLARED
IP7 RVAZRET DMENRDH Y £,

«IPVA X DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FiIE
FHOENTHRELETHI?  [FE (manual) 23BN L E4, BHA L H—T oA AN
DHCPIZRE SN TWDHIHA, BHADT — 4 A VX —T oA AERETHILILTEE
A, ZIUL. data-interfaces THDHMLENH DT 7 4/ bb— 5 DHCP r— 33— b
ZELIELV— P CLEEINDAEMERSDL72DTT,
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BEA UVA—T A RADIPVAT IAIWN T — DA FANERITEEBSA 3 —T 4
ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IR E L £,

DRENT, ~F =P TIEBAT—HZ AL H—T 2 AZ@BLTCHEETED LT,
/\/771/~/%§: LCEB NI 74 v 7 iRk LET,

[TNA A — NV TEBE L E7 ) (Manage the device locally?) ] : Management Center %

T HI21E Thol ZATILET, yes& AJ1T %5 &, 1>V IZ Device Manager % i 9
ZD — k ‘—fzﬁ D i—é«o

[T AT A NE— FEHRELETH? (Configure firewallmode?) ] : routed & AJJL
9, HMB~F—V ¥ T 78R FI, V=T v R 77 AT U4 —)L T— K TOHPR— |
INTWET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR AHOHNEA =T A AERELET,

configure networ k management-data-inter face

LDk, IMIA L F =T = A ADIERR A Y VU =T BIEEITO LI KRO LT T bR

FRINET, ZOa~xr FOFEMIZONWTIE, ROFFEMESRLTIZIV,

T =B A HE =T A AEEIIMENT D556, FEA ¥ —7 = A A TIEDHCP 21 H
TEFEHA, 9Ty 8T vy TRRICIPT RLAZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =

A A — F U = A % data-interfaces(CRE Lg o 7ol /1E, 22 TCZoavy
LET,

bR

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A

ARE A B—=T A AL EIPT LA, F— b7 =A ~OFH)/L— b, DNS H—

/3=, DDNS #—s3—72 &) ZMih L TR L £9°. DNS J— S—BJEDFEHIC DN T
X, WESW L T 7Z 3V, Management Center Clix, B TCvRr—T % 77 E8A A ¥ —
7 = A AR AT TE £33, Threat Defense ¥ 7213 Management Center 238 BRHZ#E D Ff

WESLZWIT D K9 REFEZMARNE DI LT IS, BHEER A il S vz

ZAER

Threat Defense (ZiELLRTD BB 218 T3 5 configurepolicy rollback =< > R & L E

‘ﬂ—o

DDNS ¥ — "—HF D URL % ET 5 &, Threat Defense i Cisco Trusted Root CA /N K

NS TRTOEE CA OFEFAEA BEIIZ BN 5729, Threat Defense | HTTPS #f5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) ZffE 329X TDDDNS —/—ZHR—F L

i‘j—o

Zoavw Rt T—%] A X =T 2 ADNSY—R—%ZHRTELET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE

FEDNS r— "3, BN T 74 v 7 RSN ET, T —% DNS — 33— %

. DDNS

(BESNTWVBES) FHRIEoDA v A —T oA AZBAINDIEXF 2T 4R 2—

RS ET,
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Management Center CiX, Z @ ThreatDefense |2V 4 THF T v M7 4+ —AFERY v —
TTF—4 A #—7 A ADNS h—"—NREINET, Management Center |Z Threat
Defense ZiBMY % &, B—A/VBEDPHERF S, DNS— =377 v b7 4 — L&IE
RNY —ITBIMENEE A, 7272 L. DNSERIE A 5 Le Threat Defense (% T/ 7 > b7+ —
LRERY —2HIVYETHE, TORFEICL>Tr—IARED EEZINET,
Management Center & Threat Defense Z [FH] S 2121L, ZOREIZ—ET 5 L 92 DNS
TTRNTA—LREET VT A TIIRETDHIEHBEIOLET,

F£72, B —74/L DNS #—/3—|%, DNS H— \—RYHIEEE T S iz A1 D A
Management Center CIRFFSNE T, 7= & 2 E, BHA VX —T = ZAEHHLTT A
A %84k L. £ T configure network management-data-interface =~ > K&ff L CF—
HA B —T 2 A%FFE LI=YE . Threat Defense i E & —E 32 &L 912, DNS H—
N E T 2D DR E DT T % Management Center T 8 T ET DL ENH D £,

BH A #—7 = A AL, ThreatDefense % Management Center (Z88k L 721210, EHLA >
B—T 2 AETINDOT —H A L F =T =2 A ADVTINICEETEET,

Ty Ny T 4P = R THELTZEQDN N DA F—T = A AEHENET,

avy RO—HE LTFAL AREREE 2 VT TEXET, O a3 HAY S
FUATHATE ST, ML v b7 v ZREE ORI LR TL 2 &0,

T — ZEH A B4 A I2i. configure networ k management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —7 L® Management Center ~D7 —4% A L H—T = A AT JEA
ZHIBR L £,

configure networ k management-data-interface client ip_address netmask
T XN T, T_XTOFRy NI =T BFFrSnET,

Z O Threat Defense % & 9~ % Management Center % 55E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E 427 N L Af5E TX e WAL,
DONTRESOLVE Z L 3, W50 SSL i 5ALE T v 1L % 2 5B DT /A AT
ST 212i%, 272 TH 1 AL EDT /34 X (Management Center & 72X Threat Defense
) \ZEIEFEAREZR IP 7 KL ARMEETY, 2D~ KTDONTRESOLVE Z457ET 5 1Z
WX, BIEREZR IP 7 R U A FE /i A A b4 ) Threat Defense (2% CT9,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT ¥
A DBEEF—ERELET, BEEF—1X37 XTFUTICTHILERDHY £9, BT
Wi T (A~Z, a~z, 0~9) \ BIUOANA TV () RENRDHY 7,

-nat id : ManagementCenter THIEET D, fEET—ED 1ERY OFHZHFELET,
FHIZT =2 A X —T oA ZAEMHT 58518, BEHIC Threat Defense & Management
Center D] J7 T NAT ID ZHET 2 M4 H D £, NATID (3 37 LFLUFIC T 242N
HYET, BT, BT (A~Z, a~z, 0~9) ( BRONA T2 () Z2ENR
HY EJ, ZDOIDIEL, Management Center (ZHERT HMOT /A ZNIIEHTE EH A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNA A% Y T— P HAITHEE TE S L 51T Threat Defense v v FF 7 LET,
VAT A EBYNCY vy NE DT A ENEETY, BMICER T 7R R\, B A
AFEMLIEVTEE, BRR T 7AN AT LAOBRELSIER T ENHYET, Ny
T T RTIEEICEEO T ARNETEINTEY, BRT 7 72k 0 . EBIRZ U
LT DE VAT LAETL—ATINT Yy NETUTERNWILEERZTBWTLEE
AN

a) shutdown =~ K& AN LET,

b) ®EIRLED & A7 —4% A LED #8£ L C, Vv —YOBFENUIM SN TND Z & 2R L
£ (LED 25H4T) .

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



1) £— k Threat Defense [= & % Management Center D& |
B zt~orozr—n

¢ VY —YOBENIEFICUEShTZL, LBEIISCTERT 7 7 2h&E, Yy —v b
HEICERZ AT Z ENTEET,

XHEADA R =)L

D AKE )Y & Threat Defense 52 1FH 726, A v X —T = ANDA X —F v MZ
TIRVATEDLLIC, 77AT U= —T7 N8k L CERE A T 572100 TY,
EoTBHE, FROEFHEFIIREEZRE T CTEET,

274 T 94— LD — T )LIES:

Management Center & & FE 2 L B — X XU E— M OAKRMIZH U | Threat Defense (ZIFA & —
v MEH CEIFETE £9°, Cisco Secure Firewall 3100 % 77— 7 W54 5121k, RO FIEE
ZMLTIZS0,

0:)E— FEEEROT—JILES

[ Outside

—— outside (Management Center Access)
Console port —_inside

Management Computer
Other Data Networks

1R BHHIIZ
FAFvay) arI—7E2FZDOELE : Cisco Secure Firewall 3100 (ZiZ DB-9 to RJ-45 >V

TN —T IR E L CWA =D, BT 51203V — K= ¢ D DB-9-to-USB >~ Y 7 /L4 —
TIVOREABKLINZ R DGER"HY £,
Fg

ATFYT1 V=V EWMOAMNTEST, "R TRETA FEZRL T &SN,
ATy T2 A B2 —T A A (Ethernet 1/1) ZHERNL— X ICHEFE LE T,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| 1) &— | Threat Defense [Z & % Management Center O &
77179+ —LoEREA [}

AT S3 WA 2 —7 A4 A (Ethernet 12 72 &) ZWE A A v F F 213 — F T8 L E7,
WEIZITEE DA VA —T = A ABEIRTE 7,

ATYTE FBYDA LU H—T oA AMDFRy MU —7 B L £97,

AFvTE (FE) BHa o VYa—FEar Y —)LR— M LET,

THTIE. BERIERT 27200230 Y —VEERIIVEH Y A, 2L, T TV a—
T4 T BRGAENHY £7°,

T77AT704A—ILOEIREA

VAT ADBRIL, T AT UA—AOEFmIZH L v I —FBRAA v FICEL o THII S E
T, BIRAA v T, V7 MEHMAAL v F L L THEREINTWET, LY, VAT LD
TVL—RATN Ty NETURYR—FEN, VATA Y7 vy =T BT —%OEHE
URAT PR S VET,

\}

(GE)  Threat Defense Z @] CHEEN T 5 & 1%, WIHALIZKH 15 ~ 3050000 £97,

JR 8O HHEIIZ

T AT U+ — Kk U TEEEOBSWE N MG T 5 Z ENEE T (MEEERE
(UPS) ZEMT272L) . IO ¥ > MU EITOIRWTENNKRDbNLD &, %kﬁ
T ANV AT AOREESI SR T AR H Y £5, Nv 7 T T RTEEILEHEDOT
BB ANFEITINTNT, BHREKDND E, VAT LAETL—AT NV vy NI TEE
HA,

FIE

ATYT1 BRa— N2 77 AT 7+ — Ul L., Bliar vy Mo LET,
AT9 T2 V¥ —OFET, BRa— NICBET EENe v I—2 A TOERAVIA T AL v F
AL CEREAIZLET,

ARTFYT3 T AT T+ —LONMHEIZHAHER LED 2R LET, BAICET L TWAESIE. 774
T —IVDEIFRBP A TWET,
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B irosmscsamnne

4:RTLESVER LED

el
e G0
3100 Series
o e
Il =
System LED > 8 @
Power LED L:U) /] @ [

ARTFYTE 77 AT I+ —NVONHEIIH D AT A LED ZHEE LET, SEOICET L TWAEASIT. &
EERAZWIZAK L T ET,

GE) AA vF % ONMS OFFICHIVEZ D L, VAT ADOBIRNPEELHNCEIN D £ TR

MINDZERHYET, ZORIE. VY — Y ORTHE ARV OEIR LED 235wk L E
9, IR LED MBI A 7 b ETEHEREZUS 2N TLZE N,

== - 44 SIL =

FROEBEBICKDERERTE
WA v H—T 2 APHA U H—Fy NIT 7 EATEL L) T— FZAEOEBEN
Threat Defense % 77— 7 /W #%f5i 3% & . Threat Defense % Management Center (28 4% L CTT /3 A
ADREETT TEET,

Management Center~D 0O 5 1 >

Management Center % {# ] L C, Threat Defense % i &+ L O L E5,

FIE

AT Tl $AR=FESNTWELT T UFEMEH LT, RO URL Z AT LET,
https.//fmc_ip_address

ATV T2 2= - LXRT—-FREZANLET,
ATy T3 v A4y (Logln) 127V v 7 LET,
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Management Center D 5 1 + > X DEF .

Management Center D 5 1 & > X DEF

ATy T

FT_XTDT A AL, Management Center |Z & > T &Rk D5 Icf2ftsn x4, 47
T a T, WOMIETA B AEATEET,

» Essentials (4 ZH) Essentials 71 &2 A,

cIPS: EX2UT 44 T U VxR LRI IPS
« TIL T TR v LT = T B

*URL 74 LA YZY :URL 7 4 L H VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, = 721d Secure Client
VPN O #

* X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOEIZOWTIEEE L <X, cisco.com/go/licensingguide Z 2 L T 72 &0y,

15 H B HIIC
* Smart Software Manager D7 71 7 > b INLE T,

FRETHU U MEBRLTRWERIE, Vo 2E27 )y LTHLWT AU haiRiEL
TL7Z&EVY, Smart Software Manager Tl kDT 17 R ZERCE £,

o (=T IA4 T AT T TR L THEILEND) BEAMEHT 121X, ZHHO
Aw—hK VT 02T T4V T THU L N TS (3DES/AES) 74 &
VABBHATEALERHY 9,

FIE

BHEWORA~—K FA BT THUL M, BERTA B ANEENTWE Z & 20
LT EEN,

TAB AT, VAT ELEFBGERBIENST A AEWA LRI, Av— YT hy=T
TARL T T MY 7 SRTWET, 7220, BETIA B A2 BT 5 0%
b H451%, Cisco Commerce Workspace C [T X THisE (Search All) | 7 4 —/V RAEMEAH L
£7

2: 514 ABE

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FERND, UG &Y —E A (Products and Services) ] Z®EIN L £7,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

1) £— k Threat Defense [= & % Management Center D& |
. Management Center ® 5 1 2 > X DEF

3R
e All Results
T Orders 6
[# Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ ZPID TR LET,
GE) PID BEOMNB72WEEIL, FXICFEITPID B8N TEET,

* Essentials 7 1 &2 X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

«IPS, v/ U = T, BIXURL 71 B ZADFMAEDYE
« L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EREDOPID OWFNAEELIBINT 5 & ROWFTIAD PIDITKIET B ~—AD
TRV T a v EBRTEET,
« L-FPR3110T-TMC-1Y
« L-FPR3110T-TMC-3Y
+ L-FPR3110T-TMC-5Y
« L-FPR3120T-TMC-1Y
« L-FPR3120T-TMC-3Y
« L-FPR3120T-TMC-5Y
« L-FPR3130T-TMC-1Y
« L-FPR3130T-TMC-3Y
« L-FPR3130T-TMC-5Y
« L-FPR3140T-TMC-1Y
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense ()% % .

* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

XY UT TR
* L-FPR3K-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client ZE{EH A K] 2SR L T &V,

ATv T2 FEDOYAIE, Smart Software Manager (Z Management Center % %54% L £,

BEREIT 9 121X, Smart Software Manager THgk h— 7 VAT 2 M ERH VY £, FEMIC
DWW TIE, [Management Center 2> 7 4 7' L— 3y A R 22 LTI,

Management Center ~@ Threat Defense D& &%k
B LT\ 5B 715125 U T Threat Defense % Management Center (2% 6% L %97,

Yo 42yF JOED 3 =>4 %EHL - Management Center ~D 7 /3 X DB

e oy F Faeva=r 7 2EHTLE T ATYMIREEZETT D2 LR, Y
7 VA TT /3 A A % Management Center |Z%#% C & £9°, Management Center |%, Z OFERED
72912 Cisco Defense Orchestrator (CDO) & SALE T,

oy Fruobeva=rl 2FEHTLE UTFTOA X —T oA ARFRRESNET,
e A —HY Xy M1/l T4 . DHCP 26D IP 7 KL A, IPv6 HEERE

* Ethernet 1/2 (Firepower 1010 D341 VLANL A > X —7 = A Z) : [N |
192.168.95.1/24

e T 7 F )V hb— b HEA X —T = A AT DHCP Z4 L CHEfS
oz E (NEO DHCP —_—, 7782 ar ra—LRY— XF2UT 4/ —07
) BRTEEINRNWZ LICAEELTLLEE N,

Management Center |~ 1 DDT /A Az BT HIIE, ZZICRTFIEEZFATLES, 7—4
AVE =T 2 A AENAT A TEYT 4 TEDHCP B YR — F SN TWRNTZD, /A T
ATV T A ITEHA =T = A AT D5 EICOBIR—anEd, 77242 Y
IR — b EnEE A,

A\

(GF)  Management Center 23/NA 7 XA Z U 7 ¢ FIZHE SN TWAHHE . CDO Id Threat Defense

% HEIMIZ 7 T 4 = U Management Center (24> R—F 4 7 LET,
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

1R BHHEIIZ

e TNRAANKREETTFHRA VA FP—NLTHEHZ L E2HERLET, ¥n ¥ vF ot
Va=r /B LWT AL 20HERGE LTOET, FHERETE, RECHLTE
X yFraevamr S EEMCTLIENTEET,

cHNEA L H—T 2 A AFETNIERA A —T oA A —T N LT, A X —F v b

WCE T DL 9ICLET, Pud o F7ruabeya=r 7 ICONBA v 4 —7 = A A&
THEEE, BHA LV H—T oA AT —T NG LN TL X, B A v X4 —T =
A ANDHCP B IP 7 RLAZRTGT 5 &, ANA v H—T = A ADNV—TF 4 TR IE
L<ATon72< 720 £7,

cHLWT AL RCHID Y THZENTEDLL YT, AR Eb12DT 7 EAa hr—
JL 7R U 2 —75% Management Center (ZF%E SN TWH Z & @ LET, CDOZfEH L TR
U —%BINTHZLIETEEEA,

« TNARAZNRT Y w7 IPT RLAE72T FQDN BN WEGE, FRFEHEA v X4 —T = A
A a9 5541, Management Center /X7 U w7 IP 7 K L A/FQDN %% 7E L
(Management Center FH A > 4% —7 = A ADIP T RL AL BIp B4, 72L& 21E, NAT
DERITHDHE) . T APEHER ARG TE 29I LET, 2L TS
VW, ZOFIEFIZ CDO T/RT Y v 7 IP T RLUAFQDN AR ETHZ L b TEET,

« Management Center 7% Smart Software Manager [ZB 8k SN TWARLENH Y £9, AR

iZ7 A ATHGTTR, BOPIRNGIIND &, EFICEGFTIETHLOT S X%
BINTERLRY ET,

« IPv4 ZAEH L CTRER LT2T A 2% IPV6 ICET D 5813, 73 220 o To AVHIBR L
T HEERTILENDY £75,

FIE

ATvT1 VITANEEEHEALTCT AL ZAEHNDTEMT 5 & E1d, ROFHEREZTZ L TV D0
N ET, PMIEILIEZ, AF v 7 LT, CDOIZT NA A BEPEBMNTE £,
a) Management Center C, [T/%4 R (Devices) | >[T/34 REH# (Device Management) | %
EOET,
b) [EBM (Add) | ey 7 H o A=a—0b, [T/5 A (Device) | IR L ET,
o) mbeva=y7hXD [>T NES (Serial Number) 1547V v 7 LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

4:) TILEETTINA R%EEM

Add Device ()

Select the Provisioning Method:
Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) CDOT7Hhvy hZERLET,

GE) BEFORI % @ SecureX 3 X NCDO 7 A ¥ > M & T TICR > TV A HEE, Zib
BV SEDHRERDVET, THV Y bDYU 2T OFERIZOWTIEL,
https://cisco.com/go/cdo-securex-link 2 &M L T 72 &0,

FET AT FRBRWEEIE, ROFINEEZFATLTIZI Y,

» Cisco Security Cloud (IH SecureX) 74 v v h&ER L T, ERIFIEIZONTIE,
CDO D~ =27 VEZRLTIIZIN,

cCDOTF v raVIZZARLET, HFLWCDOTF > rDU 7 & MTOWTIE,
CDO D~=a T IIVEBRL T EEN,

e) Management Center % Cisco Security Cloud (IH SecureX) &#ALES, Vo722V v s
L C. Management Center O [SecureX & D& (SecureX Integration) ] -<— I & B & £,

[SecureX?DEH XN (Enable SecureX) 1427 VU v 7 LCHIOT T o447 %%, Cisco
Security Cloud 7 7 7 > MZm 7 A L, Rahlea— FE2fERLET, ZOX—UNR
Ry TT o7 TRy H—ICEoTT Ry 7 SN TRV LR LTSN,

FEZ WL, 2ZRL T3,

Management Center & Cisco Security Cloud Z#t & L72#%. CDO (34 7L I A Management
Center # 4> AN—7 47 LEY, CDO X, BnZyFrnbeya=r7 2@ESES
722 A X | U IZ Management Center Z 4% & L £ 9, CDO (T & % Management Center
DY R— NI, TAADFVR—T 4 7 EHEKRGRT /SA ADF/R, Management Center
BB T B4 7 V=27 FOFRR, $ LU Management Center O FH ALE BN BRE Z 41
TWET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

((¥) Management Center /~1 7 XA 7 U 7 ¢ X7 OEAIL, B4 U Management
Center % Cisco Security Cloud AT HLELH Y £,

f) EEBEVTWARWEAIZ[CDONEEE) (LaunchCDO) (%227 U v 7450, Ainrbnu s
A > L %79 : https://www.defenseorchestrator.com/,

CDONRy 7T v 77 uyI—IlL> Ty 7 SNTWRNI EZHER LTIV,

ATw 72 CDO#FviaiR—FK (https://www.defenseorchestrator.com/) T, [A>7R— K (Onboard) ]

{ + onoud \EEUPIIENPREES
ATw 73 [FID] XA V&7V v 7 LET,
X 45:FTD 2 A )L

FTD

Cisco Secure
Firewall Threat Defense

ATw T4  [FIDT /A ZADEAUESE (Onboard FTD Device) ] [T, [V 7 /A&FE 5O (Use Serial
Number) | %7V v 27 LET,

%6:)T7IVESEER

ToD | {, Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
2 = manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (£
Firewall Threat Defense

Eicm. .2 a .
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
R Gnboard a device using a registration Use this method for low-touch environment

key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ £ 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

ATvT5  [FMCOER (Select FMC) ] T, VAR5 [A 27 L I AFMC (On-PremFMC) | 3R L,
[k~ (Next) 127V v 7 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| 1) &— | Threat Defense [~ & % Management Center O & B
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

47 : FMCO;EIR

o Select FMC Select FMC @ For more details, Click Here

[[setct -)

Cloud-Delivered FMC
Firepower Management Center (Recommended)
Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset

FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (/37 U » 7 IP 7 R L A E 72X FQDN VR E SN TWAHEAE L. #IRZIC
FRINET,

48:/X7 1) v 7 IP7 K L X/FADN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BN WEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 7 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 RLA/FQDN 2R ETEET, MOXAT O TRy 7 ANKRINE
o

Cisco Secure Firewall 3100 R 2 — 7 v THA K .



1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

49:FMC/7J) < 4 IP/FADNOD % TE

r

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 Y Z7IP7 RVAFQDN Z#3%ET H46EHH Y £9, CDO i L THARXE
THZLITTEERA, B F Y Management Center TiXET D LERHY 3, %
ZRLTIESN,

ATw 76 [ (Connection) | T, T XA ADV VT NEEELETNA AL EALET, Next] 227V v
7 L\ijﬂo

50 : 45

0 nnectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
3 h vill attel o 3 b
[ JAD253802GB J [fp-1010-1| ] onboard, then CDQ will attempt to connect to the
device
Next :
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATy Tl [IRRT—FKDY+v bk (Pasword Reset) ] T, [[XLY... (Yes..) 1227 Uy 27 LES, , T

AAZADHF LWRAT—REAS L, TOHLWARRAT— REHEZRL T, [k~ (Next) | &7

Vo7 LET,

By Fravva=r 7 oG T RAIFHTHLID, HAA—IUEINTH D0

BHYET,

GE) 7/ 4R a7 Ay L TRRAT—RKE ey bL, ErZyF o ya=r7 2
T DEICREEET L2286, Wz, (No.) 147 v a v 2%IRT 5
VENHVET, PuXoFrabeya=r 7 28T 53R EIIZEH D20, HA
A= EOER S HGEERE, TRl A4 o352 L3R ER
/1/0

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

B 51:/18XT—FDY+Ev k

0 : - - . . © Password must:
1) Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

2
number. Learn more (7 - Have at least one lower and one upper case letter

) Is this a new device that has never been logged into or - Have at least one digit

configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

ATy 78 [HRYUT—FHYET (Policy Assignment) | C, Favy 7 Xy A=a—%Hf LT, T/3 A
D7 7EA ay br—L R —%RR L EJ, Management Center |2 Y > —2 B L TV
72VGATE. 2 2 C Management Center ([CEEI L, BINT 2 X4ERH Y £, [Next] 227 U v
7 LET,

B 52: K1) —&|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

AF9 T [T AV VT3 T4 A (Subscription License) ] T, T /3 AD T A & A%ER L
F9, Next| 27 Vv 7 LET,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .



1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

53: TRy ) Foavs4UR

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN
Next

ATV 10 [T (Done) 1T, CDOILHERENDT /A AT~V ABMTE T, T4 51 Management
Center TIIMEH SN EH A,

B 54:487

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

=
b
Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~— 2B ME N E
o [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZA&EEKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHEBITCDO A X2 K
IR R TEET,

N A v H—T 2 ATy FTubva=r 7 AT 554, CDOIEDDNS 7z
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHNBTDDNS 2N LET, ZoHNL, Er¥ v F7rn
EVa = TR ATORYR—FENET,

e IR IP 7 R L A% 7R A M4 serial-number.local (2~ > B 7 LET,

¢IP 7 RV A/RA NG~ v B 7 % Management Center (22l L, RA RNAEZIELWIP 7
RURICHERCTEX A LI LET,

*DHCP UV —ANHH INTHERE, IP 7 L ANEE iz 84|12 Management Center
(AL ET,

BEHA L —T A AT Yy FTuya=r7 2HHAT 554, DDNS IV KR — b X
NEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZF|
TRETHLIMNENH Y £,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— b Threat Defense |Z & % Management Center O &
F )12 & 5 Management Center ~D T /34 X D:EMN .

CDO %#75| & #i& DDNS 'u A X —& L THEMT 5 Z &b, % T Management Center ¢ DDNS
HEERDOFNICEE T L L TEET,

F (- & %5 Management Center ~D T /31 X DB

TNAADIP T RUAETIIARA MMy & BEkF—Z2H LT, F#)T Threat Defense %
Management Center

FIE

AT w71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A% H (Device Management) ] DJIE|Z
HEIRLET,
ATv T2 B (Add) | Fay7H oy URARNML, [T ZADBN (Add Device) | 2R L £,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



1) &— b Threat Defense |Z & % Management Center O & |
. F )12 & % Management Center ~D T /34 AMD:EMN

55:T/\4 ADEM
Add Device 7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

WDIRT A =B ZFELET,
o[/ A b (Host) ]:3iBNN9 % ThreatDefense ®IP 7 R L AR A M4 &2 AJJLE T, Threat

Defense D #] D E T Management Center D IP 7 KL A & NATID Oifi 5% 5E L7=%
L ZOT7 4=V REZEOFFIZL T ZENTEET,

(GE) HA BRBETIL. /7 Management Center 73 NAT O ZICHHGE, 7T A4~
Management Center (D78 A | IP £ 721344 H{72 L T Threat Defense % 8k T& £7,
7272 L. Threat Defense % & 7% 4 U Management Center (2% $%9 % (Z1%, Threat
Defense D IP 7 R L ANARA MERET H2HLERNH Y £7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
88



| 1) &— b Threat Defense |Z & % Management Center O &
F )12 & 5 Management Center ~D T /34 X D:EMN .

+ [27”"4 (Display Name) ] 7 « —/V RIZ, Management Center |23/~ 9 % Threat Defense 7
AETE AT LET,

o [B&%kX%— (Registration key) ] : Threat Defense DIAIDFHE THE L72H D &R UB &k
F—x2 AN LET,

s [RAA Y (Domain) ]: v/TF RAAL VEREAZEH L CWLHEEIL. T4 A% —T7 R
AANZED Y TES,

s [Z V=" (Group) |: ZNV—TZMEH L TCWDLEEE, T/ AT N—7\ZE ) Y CF
R

[T/ A Fr—/LR Y — (Access Control Policy) |: #JHIAR U o —& IR L E,
FHTHUBERHDLZENDN>TWVWENAEZ A REHRDORY —RNTTIZHLHE
BT, [T LW Y —DOFER (Create new policy) ] IR L, [T_XTHO T 7 4 v 7
7w v (Blockalltraffic) |##IRLET, B CINEEH LTI 7 4 v 7 7T
LENTEET, TWENOHMEA~D T 7 1y 7 OFFF] (43 X—2) | 2L T
<&,

B 56: 3 LLVERY > —

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cRT—FSA VR EHT A LB R A — R T AEE VS TET, S
SNA BB LT, [YRTL (System) 1>[54 YR (Licenses) ]>[RT— k54
2R (SmartLicenses) | <— b €%aT 2 I T h UE— 77 EAVPNDT
Ly 2AE@ATEET,

« [EODONATID (Unique NAT ID) ] : Threat Defense D #c D% E THIE L7z NAT ID %45
Ebi‘ﬂ‘o

o [ hOfEi%E (Transfer Packets) ] : 7734 A 7)>5 Management Center -~ /347 » NRDE
EHFAILET, ZOF T a BT L TIPS X Snort 72 EDA X2 bR MU H—Eh

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



1) £— k Threat Defense [= & % Management Center D& |
B zxonerausokys—omE

T2 EE. T ARBERE LTA Ry R AFT—ZF# L~ b7 —# % Management
Center |25 LET, ZOF TV a VAN LicE1E, A 2 MEHRT 23 Management
Center 255 &L, N7y FTF—ZITEESINERA,

AT9 73 [BE Register) |27V w7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY 2 MBS ET, KRLESGEIE, =7 —AyE—UN
FRINE T, Threat Defense 23EFRITKM LIZGEIT, ROBEHZHER L T ZE0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =z~ R4 L T Management Center O IP

7 KL A~ ping ZFE4T7 L E T,
ping system ip_address
ping 28K E) L2V 51T, shownetwork =2~ REFHA L Cry N — 7 REEMR L E
7, Threat Defense HHIP 7 KL A EZ LW T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk*—. NATID, 3L Management Center [P 7 K LR : [l DT /A A Tla] UAFHRk
F—HEAL TV L aMR L, AL TV DHEAIEINATID 2 H LTS Z & & ff
7 LEJ, configuremanager add ==~ > R4 i L T, Threat Defense TXdk=F— & NAT
ID#RETDHIENTEET,

NI TN a—T 4 7 OFFHIZ- DWW TIE, https://cisco.com/go/fme-reg-error # ZH L T 72 &
AN

ERNGEEX)T4R) O—DFE
DI T KOBEEMI L TIANRE R 2 ) F 4 Y L R BIET BRI THT L
\i—aﬁﬂo

A A —T 2 ALENHA L H—T 2 A N AV H—T = A RZAXT 7 1P
T RLRAZEIDYCTET, vRX VXTIV EAREO—HE LA v F—T A AD
EAREEZHERLELED, EEFOA 0 F—T oA 25X T ) —AZEID YT
HRENRH Y T,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—%fEH L £ 7,
« NAT : SMBA v X —T 2 A ATA X —T = A APAT A L7,
TR ha—b NP BINE~D T 7 4 v 7 BRI LET,
*SSH: ¥~ —V ¥ 77 8A A L F—T A ATSSHZHMILET,

A28 —TD 14 ADHKRTE

n—XyF7u Y = 7 E TP EIC Device Manager LT 2556, kDA o Z —
Tz A APERRESINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| 1) &— | Threat Defense [Z & % Management Center O &

ATvT1

ATy T2

ATvT3

ATv74

AB—T 1A ADHKTE .

oA —H %y F UL HE] . DHCP 226D IP 7 KL A, IPv6 HENERIE
e A —H v ~1/2: TRES] . 192.168.95.1/24

e F T F )V Mb— |k AN A v H—T = A AT DHCP &4 L CTHEfE

Management Center (Z 8% 7 5 ijlZ Device Manager N TiIEMD A > ¥ —7 = A A[EHOHKE %
FATLIEGA . TOREIIRFFSNET,

WTAIUZ L TH, T3 ADBRERGITIBEMD A 2 —T oA AREEFITTHLERD Y F
9, Threat Defense f > ¥ —7 = A AZHH/IL, TNorEX=2UT 40— ICEID Y TT
IP7 RLAZFRELET, 7v—I T U RNA =T oA ALFEELET, .

WOFITlE, DHCPIZ L AARX T 4w 7T RL AL L—F v RE— ROWNIPA L HX—T =1 &
PHEAHLCT, =7 v RE—FROWNFA v H—T =2 AZHRELFET,

FIE

[T /34 A (Devices) |>[7 /3 A& H (Device Management) |DNEIZEINL, 77 A4 T V4 —
Lo [fRE (Bdit) ] (£) 227V vyrLET, >
[ % —7xAA (Interfaces) | &#27 U7 LET,

B 57: 43— (4R

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
[
Q_ Search by name Sync Device Add Interfaces ¥
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthernet0/0 Physical Disabled d
GigabitEthemet0/1 Physical Disabled s
GigabitEthemet0/2 Physical Disabled d
GigabitEthemet0/3 Physical Disabled rd
GigabitEthemet0/4 Physical Disabled Vd
GigabitEthemnet0/5 Physical Disabled Vi
GigabitEthemnet0/6 Physical Disabled Vi
GigabitEthemet0/7 Physical Disabled 7

(—EROEF N THEHATRER) 40Gb A v Z—T 2 A AN 45D 110G T L—2 Tk A
B—T 2 ZAEAENT DT, A vV E—T 2 A AZADT L —I T I NTAarvzs )y LE
j—o

RETAOGh A v F—T oA AT TIHEA L TWAEAIL. 7 L—2 77 M 2T DRI
REEHIRTHILERDH Y £,

WEBICHE 54 2 —7 =4 2D [#m&E (Edit) | (£) 2270 v 7 LET,
[&f% (General) | ¥ 7HRFRINET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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58 : [General] & 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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AB—T 1A ADHKTE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
59:[IPv4] 3 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

60: [IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUvZr LET,
ATy TE AR \HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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61:[General] 3 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fFE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 L CEBICKT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 62: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

63:H—/N—D3En

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D E
—f&E 72 NAT b— L Clidk, WET RLRAENBA > H—T 2 A ZADIP T KL ADKR— MMIE

Bl EdT, ZOFATONATL—ILDZ bZ AL —T A A R— KT KL AZLH (PAT)
EIENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 V 7 L, [#LLKY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w2 LET,

ATy T2 KY)o—lhiiathr, R o—2EMT 274 AL, [fR(F (Save) |27 U v L
ij—o

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

NAT D& E .

64: 5 LUK >—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
65: NATR') > —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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66: HEAXIL—ILDFTay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

B67: 4B —TARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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nat oz [l

X68: 3 AL—3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %2 U v 7 LT, +_CTOIPv4 FF7 1 v
7 (000000) DXy hT—sFTVx s FEBEINLET,

E69:FHLWARY bO—0F TPy b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZDO—EE LTNAT BT 2720, VAT A
EFOany-ipvd 47 V=7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DFEEIE (Translated Source) | : [5855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BB K T D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall
traffic) | 77 ®A arbra— L R —FERLIZGEEIL. T AZ@BRTAH T 7 4 v
I EFTATDHEOICRY —I— AV ZBINTH20ERH Y E3, IROFIATIE, NHY —
NI — ~D T T 4w I EFATHNL— BB LET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR Y 2 — (Access
Policy) ] DNEIZIEIR L, ZRUTKHT DB ICHI D Y THNATWDLT 7R av hr—L R
o [#RE (Edit) ] () 22V rsLET, > >

ATY 72 [Jb—ILEEM (AddRule) 127U v 7 L, RONTA—=ZEBELET,

70:)L—)L DB

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory W@ Intrusion Policy | None B File Policy | None

q Zones Networks Ports. Applications Users. URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
Collapse All Remove All Collapse All Remove All
ZONE

~ 1 object ZONE | v 1 object

«[#&H] (Name) ] : ZON— 4T ZfHT£7 (72 & 21X, inddeto-outside) .

« ER L1=#{ET (Selected Sources) | : [V —2 (Zones) | InHLINHEEY — 2 IR L, [#
{ExJ—%EM (Add SourceZone) | 227V v L,

c[EIRLT=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —>
(Zones) 1 P BANEE Y — AR L, [3B5% Y —>2 % BN (Add Destination Zone) | % 7
Vv 7 LET,

MOREFZDOEFIZLTRBEET,

AT T3 [Applyl 27 U v 27 LET,
L=/ Jb—/L (Rules) |7 — 7 /VITBMEET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 24 XTOH SSH DEETE

A v H—T 2 A AT EDT —H A X —T = A AT Management Center 7 7 & A & AN
L7eBa1E, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,

Z Z TClE. Threat Defense T 1 OU\J:G)?‘ HA B —T A ATk LT SSH ##c 2 AZ T
D HECHOWTHBA L ET, SSHIFZWmmEA v ¥ —7 oA ATk L THAR—hShEHA,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH
TR L ERA,

BHA L F—T oA AL, T ADOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ 7T NA AZFHRE L, BT D70 SNET, T—F A ¥ —T = A AD SSH
X, BHEA X —T 2 A AD SSH ENFEB L OB —Y VA N E2HFLET, 2Otk
EITBEPNCRESNE T, T—F A F—T A ATE., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 24— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — R CLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA 2 —T A AOA, SSHT 72 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =~ KU 77 L . A @ configuressh-access-list =~ > RZSMML TS, A¥
T A w7 — NEFRET HITIL, configure network static-routes =~ > KA LT 72
WV, T 74V FTIE, PIHIERERICEREA VAT A ANBT T A b — N ERELE
7

SSH #3521, FARIP T RLREZHFTHT 78R LV—LIHVEHY FHAL, ZD
Y7 arOFMEIES>T, SSHT 7 B2AEZRTETHILERH LHET T,

SSHIZ, ZEERRERA L F—T = A AZOAEHTE LT, SSHAEA MDA o F—T = A
ANZHDEGE . ANA B —T 2 A A~DEBEE RGO BB TE 97,

SSH I%, DK FHE LI NF—MER— N L TWET,
« 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
« 524 : hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSHZMFEM L7 CLL~Dwu 7 A 3RATH 3 Bl L TRIT 5 &, /54 20D SSH #5513
TLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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1) £— k Threat Defense [= & % Management Center D& |

B <o 7rex7-5108—Tz12TnSSHOEE

1R BHHEIIZ

« SSH N —#—I%, configureuseradd =~ RZfEH L CCLITOARETEET, .
T 7 4V T AIIRRERHZ N A U — R&230E L7ZAdmine—F—2F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N 74— L5 E T [IMHBFRE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A bERIEFR Y NU—J 2EHKTDLIF Y hU—7 %
TVl MRMETT, A7V e ar—U 00— e LGEINTEETR, IPT
RLAZADITN—F M ETH-0ICA T V=7 N I —T 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry NU—2 AT V=7 MIEHATEE
A, KOV IT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKTE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERETZITRELET,

[EFa7> )L (SecureShel) | IR L ET,

SSH #ft 27l 4564 #—7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHEZZ T AND A v F—T =24 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHKIBLET, HlLxDIPT FLAFRL, Fv hTI—27 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTE LWL—AZ2BINT 50 [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFaRT 4 EEELET,

o [IP Address] : SSHEi #7Frl T DR A MEIZFR Y NV =V 2/ET LRy hT—7
FT 2l NERIZITN—T, ATVl MRy XA a—0bLERT S
N FREFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

c[EF¥2T4Y—2 (SecurityZones) |: SSHEE AT/ T HA v X —T = A A%
ey —rEBMLEST, V=l H—T oA AT, [ERLEZEX2U T4
J—> (Selected Security Zones) | YA RDTFD T 4 =V RIZA v F—T = A A4 %
AL, BEM (Add) 1227V vy 7 LET, BRINTWEAS U F—T oA AFEIT
VU MT A RAZEENTND EXZDOHR, ZNHDN—ILINT A AT S
e

©) [OK]%7VUvZ LET,

ATvT4 [Save (RTE) 127 Vv LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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RED R

&

ATvT2

zzorn [

ZiC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B Y THT A ATHY
V—HERTELXOICRVEL, BFIIRY —2REHETLIETEDRY FHA,

RIEDEE 2 BT 20 ISR L £, AHEZREMATLETIE, 7 A LETEDOE
BHT 7T 470 £X A,

FIE

& o [EBA (Deploy) 1227 U v 7 LET,
& 71: FREH

Q €@ # @ adminv Ul sEcURE

72 BB O E X, FFEDT A ADF = v 7Ry 7 A% A A2 LTJER (Deploy) 1% 7
Vw7350, [TXTER (DeployAll) 127 U7 LTTRXRTOT N, AZREBLET,
ENLSNOGEIE, BINOREHA T Y a &R ET D720, [mERER (Advanced Deploy) ]
Vv LET,

72: ¥ NTRAE

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment £

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment iz

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



B Toreat Defense & & U Fxos cul

1) £— k Threat Defense [= & % Management Center D& |
DT IR

3. BELGER

1 device sel

lected

Ad]

>
>
>
>
>

Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BEANSESH LI L2l LET, BEORAT =X 22T/ T 5121, A==2——0 [EH
(Deploy) 1 HRZ > OEMCHALT A a7 v 7 LET,

MEBRRAT—2 X

=]

|

i
l'

O 0 0 00

Objects Integration Deploy Q @ adminv  ludh sEcuR

Deployments Upgrades @ Health O Tasks (/‘. Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
1010-2 Deployment to device successful. 2m 13s
1010-3 Deployment to device successful. 2m 4s
1120-4 Deployment to device successful. 1m 45s
node1 Deployment to device successful. 1m 46s
node2 Deployment to device successful. 1m 45s

Threat Defense 5 KX U FXOSCLI~ADT7 o £ X

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT2DE Yy N7 v 72T, AR
WYATLDRNT TNy a—T 4 T HITVET, CLITy v a bR —2RTETHZ
LITTEER A, CLIIZIE, av Y=L R— R MNIEEHELTT 72 TEET,

~Z

\}

TNy a—F 4 T DEHIZS FXOSCLIIZTY 7 B AT £,

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —7 = A AZSSH THEfi Cx£9, a2/ —/L
ToTg LT8R, SSHY v g 135 7 /b kT Threat Defense CLI 1272V . connect
mm:vyP%ﬁmLTmecum%ﬁﬁ%iﬁo$H%ﬁm@4y&~7:4x%%wf
WHBA, B TT— 4 A2 —T 2 A ALDOT RLAIZE R CEET, T—HF A F—T=A
x«@%ﬂ?&kxm?7¢whfﬁ%ﬂ&ofwiﬁo:®$@Ti\77¢whfmms
CLI 725 ay Y — ViR— T 7 BRAIZOWCHBLET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATy

ATy T2

ATvT3

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

FIE

CLIicuZ A o4512iF, @arta—Frar Y —»LR— M LET, Cisco Secure
Firewall 3100 (2} DB-9 to RJ-45 2 U 7 /L — T L RfHE L TW D2, BT DI1ciEh— R
/X—F 4 DDB-9-t0o-USB ¥ U 7NV — T NV E AT HMERSH G55 083H0 £9, THEHOA
R —F VT VAT AR USBY ) TNV RTANREVLT A A =L L TLIEEN,
a Y —)LiR— MIT 74/ F TFEXOSCLIZ/2 0 £4, ROV U TAREEFEHLE9,

* 9600 7R —

87 —H B b

e NUT 472

1 AFy7 EYEH
FXOS CLIIZ#fi L £7, =—V¥ —4 admin &, HIiE > N7 v THECHRE LT12/SA D — F&
EHLTCCLLICr 7 A LET (F 740 ME Adminl2l)
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,
connect ftd

1 -

firepower# connect ftd
>

77 A %IC, CLI TR 2~ RO AMRT 2I121L, hep £ 2?22 AL ZE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LT 7EE,

Threat Defense CLI Z#& T3 5121%, exit £72i% logout 2~ RE A LET,

Zoa<wy FZEY, FXOSCLI 7u 7 MIEY £9, FXOS CLI TR 2~ FiC
DNTIL, ?ZASLTLIEENY,

1

> exit
firepower#
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B - 7vr—rosroums

T27AT7 04— ILOEIREDUIE

VAT LEHEYNCY vy MU TH I ENEETT, BMICERT T S 2k ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEEZTZENHY £, Ny
77Ty RTIEFEIZEHOTav ANFETEINTEY, BRT 7 7k, &Rz YK
L7208, 774 T VA —NVAT LB L—AT )NV vy NI UTERNWI EERZ
TENTLEEN,

Management Center D7 /N ZAFHAN—T 2 H L TT A ZOEJRZ W7 575>, FXOS CLI
A TEET,

Management Center Z{ERA L =7 74 7O+ —ILDEBRDYIET

AT T1
ATvT2
ATvT3
ATv74

ATy T5
ATv 76

ATy T17

VAT LEBEEYNC Y vy N DU UTH T ENEETY, BMICERT T V2R EIRA
A yFEMLIEVTHE, BRRTFAN VAT LAOBEEEZSIZEITZENHY £, Ny
7770y RTIEWIZEZEO T v ANRFETIN TN, BERT 7 72k, EIRZ W
L7E0T D8, 774 T U= NET L—AT LTy y NIV TEXRWNWI EERLATENT
<&V,

Management Center ZfEf L T A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
BRI 271 20MICH D [#RE (Edit) ] () 22Uy 7 LET,

[T /3 A (Device) | #7%# 27V >7 LET,

[ AF L (System) | 227 3 a  CITNL RN vy &A™ (Shut Down Device) | (@)
7 V7 LET,

Ta T ERFBRENTED, TAALADY Yy MU UEERLET,
A=A T AT U F— VR L CWDERIE. 77 AT U — Ny T
THEXWVAT AT v he®E=X—LFET, ROT v 7 MRERINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L CWRWEER, R30I/ TV AT ANy MO LTz %
MR L ET,

VNS CTEBAA v F 24720, BRT 7 7 2R Ty ¥ — 2 DB EIR 2 Y
NPT EPRTETET,
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| 1) &— b Threat Defense |Z & % Management Center O &
cuizs3277479+—roERoms I

CLIZCEIFTAT77A4AT7 04— ILOEIBRED IR

FXOSCLI Zfifld 5 &, VAT ARZLZRIIVY vy FE ULV LTT NS ADOEREZYIW CT& %
4, CLIIZIX, 2 —)LiRh— MIEHE L CT7 7 A LE9, Threat Defense 33 X TN FXOS CLI
~DOT A (104 =) L TLLEEN,

FIE

AT w71 FXOS CLI T local-mgmt (2855 L 97,

firepower # connect local-mgmt

ATw 72 shutdown =2~ RERITLET,
firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ARTFYT3 T AT T4 —NDyvy NET UV AT AT ey T NeE=X—LET, kOTar 7
M FIREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T84 BEIJECTERAAS v F 2 A7, BRT T 7 E2RNTY ¥ — 20 bWEIZ EIRZ B
S LN TEET,

N —_ )

RDRAT T
Threat Defense DR E #Hif{T79 A2, [Cisco Secure Firewall Threat Defense K& = X o MZ T
TEAWZHDIBHENDY 7 2T N X—=Va D=2 T VEZRB LTI,

Management Center O FIZES T2 1EHIZ OV TiX,  [Cisco Secure Firewall Management Center
TN ARERITA R 2ZRLTITESU,
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=% =R

Device Manager T @) Threat Defense O EFH

CDEDOHRRE
ERAFRE2 T R COT TV r—v gt~ —U Y BHRRT DI, @7 7V r—vayv

X =V x Z/lOT5E (1~—Y) 2ZRLTIEZEIV, ZOEOHNEIL, Device
Manager TO ZBUZKRET 2 B OREBAICEH S ET,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA ORI TV B 2 217 2 BRIZIZ, T34 ADFA A—LRMEIZ/R Y F
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MBETH, Cisco Secure Firewall ASA 35 & OF Secure Firewall Threat Defense FF1 A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIXENGEERITREC, BRI
FB£THLLHVEHA, L, 2472 EOBRETIL, ﬂﬁlhﬁzﬁlﬂﬁ&%ﬁﬁﬁf%i
T ZOA. REMEERFC SNMP O HRFC, BHEEDEANBIIGTHREZHER TE 25606
nET,

e LU RY—Z U RDE R (110 2—)

e Xy NU—JEE LT 7 40 FREDOHR (111 ~—)

« T 7 AT U —NDr—T NN (114 X—)

« T AT T A —LDOEFHEA (115 2—)

« (EE) Y7 MU =T OEREFLNA—=Va DA A =L (116 ~—)

« (&) CLITOEHSX Y NUY—JHREOEE (118 <—)

* Device Manager ~D 1 71 > (120 =—7)

c IR EDTE T (121 ~—2)

¢« TA B ADHE (123 ~X—)
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- EPIEEIYYEY

* Device Manager CO 7 7 A 7 U 4 —/LOFFE (130 ~X—7)
* Threat Defense 35 X TONFXOS CLI ~®O7 7 & A (135 X—)
77 AT U —NOEROLIN (136 <X—)
cRDOAT 7 (138 X—7)

-~ RS —_ > N
IVKRY—IVFRDARY
3 % — 3 C Device Manager % i L C Threat Defense % BB 5121%, RDX A7 B LT
STZEW,
75: T FY—IT 2 FOFIE

o 7 ¥ P
Pre- -\:_| _JInstall the '\_g__  Review the '\_:_5_ /Cable the '-\_ff_ _/Power on the
Configuration firewall network and firewall firewall
—p default — —
configuration
v
CLI 5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software Network
version Settings at the
CLI
|
=N 3\ - b
Device \/ JLog into |\§ ) Complete the [\‘.I__‘_I/'Fiegister the Q_%-'Conﬂgure the
Manager device initial firewall with firewall in
manager —p configuration the Smart —p device
Software manager
Manager
| A
a) v
Cisco \.9 )Obtain Base
Commerce license and
Workspace optional
feature
licenses
Smart :::\]_Q; Generate a
Software license token
Manager
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| Device Manager T @ Threat Defense 0 &4

v ro—sEEeF oL rEE0RE [

;""i-.\j FRIERE T AT I =N AL A=V LET, "~ RUTHRENA RESHL LI
AN v \o
() | iz o NT— I RBET T 4 NREOHR (111 ~—) |
(3) | FHIRE T AT T =D —T N (114 2—)
'\\___’2’
(a) |FalRE 77 AT A —AOBREA (115 =) |
5) | CLI UEE) VI R 2T OREREFLNA—T a0 DA A b— (116 2—)
6 |CLI (ft#&) CLI TOEHXy NU— 7 REOEE (118 <—) |
7 Device Manager Device Manager ~D 1 7' A > (120 X—) ,
{'"8"'\1 Device Manager MHEEDET (121 ~2—) |
(9) |Sisco Commerce BRTA R ALAT v a v OEETA £ AZBBLET ( (7112 AORE
=/ | Workspace (123 ~2—) | ) .
10 Smart Software Manager |5 4 &> A h—27 24K LET (T4 20HE (123 2—) ) .
e Device Manager 2o N T BV T PRI T AT I A — A AR LET ([FA4EL 2D
BE (123%—2) 1) .
‘|2. Device Manager Device Manager TD 7 7 A 7 7+ —/VORE (130 X—)

2y RIT—UBEET IAIL FEEDHEE

Management 1/1 A > % —7 = A ZANWNE A & —7 = A A6 Device Manager Z i/ L T
Threat Defense #EHCEE£9, HHOEHEA ¥ —T oA A X, MADOR Y NV —TREL
FrOREl A v =7 = AT,

ORI, #RINDd 3y NI —ZEBEZRLET, MBS v H—T oA A —TIVET A
23DSL &7 MM BRI 2% A 1L, Threat Defense 28NERFR > bV —27 OFT X TOA—T 4
VIENAT ZF 7358012, ET 2527V vy UE—RNICTHZ 2O LET, SNBA
VA —T = A AINISPITHEHETE D X 9 IZPPPOE 7% T B MLE N H HHA 1. Device Manager
THIMEY N7 v T EET LIERITIT) 2N TEET,
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\)

) TI7FNVIOEBIPT FLAZMEHTE WSS (BHE*R Yy MU —27IZ DHCP H— —3 5
FNTWARWEERY) | v Y— A — MR LT, CLITH#E Y v 77 (FHEIPT
RLA, F—broxA, BIOZEOMOEAR Y N -V REDIRERY) #FETTEET,

WESIP 7 R L AZZEH T 5 0E)N & 555 1%, Device Manager TRl > h7 v 7 Z25%E T L
TRBRICERTEET, L 2E RO XS 72RBUTIBNT, WENIP 7 R L ADEEPLEID
ROGEWH Y £7,

cINERIP 7 R L A% 192.168.95.1 T,

« Threat Defense #EEfEFOWNESAR » b U — 27 1ZBMNMT 5561, WEIP 7 R L ANREEFED
Fy MU —7 BICHFETDHEOCERTALERH Y 97,

W DIKNZ, Device Manager % f#i ] L 7= Threat Defense TOF 7 4/ b D3> MU — 7 @B Z 7R
LET (T 740 bREZMEM) .

76:EEIDRY FI—VEE

Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat g
Defense gl Management
Management 1/1
DHCP from

management nw

inside
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

—s =R s
T4 IL FERTE
MWRERDT 7 AT 9+ — A OBREIIE. UFREGENET,
o [NEB : Ethernet 1/2, IP 7 K 1-2192.168.95.1,
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| Device Manager T @ Threat Defense 0 &4
FI+IEEE .

BB . A —H Ry F /1, IPVADHCP "D IP 7 RL A, BLOIPv6 HEERE
cHE-NE LT T 4T T a—

« &I : Management 1/1 ((FFl) . DHCP "5D P 7 KLA

\}

(GE)  Management 1/1 f > ¥ —7 = A AX, H#, A~—+rT7 A4
A, BROTF = R_XR—ROBFIMEHINLGT —F A 4 —T =
A A LNIBIORER oA B —T 2 f AT, WA F—T = A
2L, WA v F =T =24 ATHD 2EFHOwEA o H—T = A
AEHFINET, BWNET —H A X —7 = A ATTH, syslog
RLSNMP72 &, DX A TOEHNT T 4 v (FTAALALTA
AZM) ICRESNET, ZWiA o F—T7 A AT@EFELEH I
F A, FEMIZ DUV TIE, Cisco Secure Firewall Device Manager
Configuration Guide# 2 L T 7230,

« EIEFR O DNSH—/3— : OpenDNS : (IPv4) 208.67.222.222. 208.67.220.220. (IPv6)
2620:119:35::35, F72idt®y b7 v IR E LTz — 3 —, DHCP 75 Hif5: L 7= DNS
P— =3 fFEHENEE A,

* NTP : Cisco NTP #—~3— : O.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.poolntp.org, F72iTE > N7 v FRRIEE LIz —3—

cTIHILKMIL—F

e T—RAAUB—T AR HEDHCP O HESG LB, £ty b7 v FREHIEE
ELEF—F U= IPT RL X

cBEA UA—T AR FHEDHCP N OLHESINET, F'— bV oA 2ZE L7200
By TIANIL—NINY I T L=V BN LT —H A F—T oA AeFHLE
7
BHA LV E—T A ATII. X7 7L —220 LTEEETHLEBIOA X —Fy b
F=r T2 2l HTHHAETH, T4 B ABBEREHFO-DICA X —F v T
JHANRMETHDLZLICERBRLTLEES D, BHA VX —T oA ANLREENT-
N7 4T DHBN 7T —r BB TED I EICEELTLLES N, LSk
DOEE. Ty NT—=IMWLEHA X —T 2 RAZAND T T 47 Om@BILE &
NER A,

* DHCP H—/\— : WA v Z—T7 = A ATHMZRY 77,

s DeviceManager 792X : T X TORA MPEHRA LA —T oA A LENEHA L F—T =
A ATEHFAIESNET,

* NAT : NEID A A~DTRTDONTFT T 4w 7 HDA X —7 = A A PAT
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B - 79r—ror—ores

274 T7 94— LDy — T )LEE:

77: Cisco Secure Firewall 3100 ) — 7 JL¥45

( Outside
(Optional) ___ Ethernet 11
Console port outside, DHCP and IPv6 autoconfig from outside nw

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.95.1 » - y
Management Computer Other Data Networks
DHCP from inside ifc: 192.168.95.x

Management 1/1 ¥ 7213 Ethernet 1/2 D\ 3 417>T Cisco Secure Firewall 3100 ZEF# L 3, 7
7 4V RERETH, Etheretl/l Z4MBE L THELET,

1R8O BRI

o (AFay) EHAR—FHSFPOERY 1T BHAR— M, SFPEY 2 — LA MNELT
% 1/10 Gb SFP AR— k T,

o« (FFvay) ar—ATHETEZOELE : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45
UTNT—=TARFR L TWA T, BT 512iE— K/3—7 1t ® DB-9-t0-USB
TN —T NV DOBEARKIEBIZIRDGE503H 0 £7,

FIE

ATV T Uy —VEROAMNTEST, N R TRETA FEZRBL TS,
AT T2 HEHa L Ea—ZEBROWTNNDA L E—T = A AT LET,

e Ethernet 1/2 : FIIFRE D= DI EH o ¥ o — X % Ethernet 1/2 |2 [EfEH56t9 5 7>, Ethernet
12 =N %y MU — 271285t L £ 7, Ethernet 12 (2137 7 4/ hDIP 7 KL A
(192.168.95.1) n"HvH ., (EFEHa Ea—XEEt) 7747 MIIPT KL A&t
THOIZDHCPH— "= FETEIN D7D, TN DORENBEFONEHLE Yy T —27 O
HEEHALRNEICZLTLLEZESWY ([F740MRE (112—) | 258]) |

Management 1/1 : Management 1/1 Z& Bl v MU — 7 (ZHfi L, EHla o — 2 3 EH
Iy NT—J EIZH DD, FHIET 7 EBATEDLZ L 2R LE T, Management 1/1 1%,
Ay PT—2 EODHCP #—N—=n5H P T RLAZRBLET, 2O 2 —7 =
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77179+ —LoEREA [}

A AEATIHEEE, BHa L Ea—20n5IPT7 RLRICER TS LI, 774
T F = UDéT%néWThvx%&mfém%ﬁ%Diﬁ

Management 1/11P 7 RV A& T 7 4 /L FInHEE L, §HIP T R RAZRIET 5 MNEN
5%6*5/\ X, BHEla L Ea—FEar Y —R— NI —T7 VT 208 B £7,

[ (EB) Y7 =T OMRBEHLNAA—T a3 DA A =L (1163—) | &%
BLTSIZEN,

% T, DA 2 H—T = A A5 Device Manager ‘T 7 B A 2R ETE LT, FDM =2
TA4FXalb—rvary A4 RESRL TSN,

ATw T3 ARy U — 2 % EBthernetl/1 A v % — 7 = A AZ#HERE L £,

F7 %)L N T, IP 7 R L A} IPv4 DHCP 3 X UV IPv6 BEEREAHH L CTHRE L £33, 1)
AR ERF IS T RL AR ETEET,

ATFYTE BYOVDA L E—T oA ROy NT— 27 8 L E T,

TJ74T7 94— ILOEREA

VAT LADERIL, T AT VA= NVOFHEICHDH Ry D —EBRAAL v FIC Lo THI v E
T, BIRAA v T, V7 MEHAAL v F L L TEREINTWET, LY, VAT LD
TVL—=RAT) vy y NETURYR—= RS, VAT A V7 hu=TBIOT—ZOED
URT7BERSHET,

)

(G¥)  Threat Defense Z ] CiEEd 5 & i3, WIHLIZK 15 ~ 30 53000 £97,

ATy

1R BRI

T AT U — kL TEBEEOEWE N 2 MG T 2 2 ENEE T (EEERE
(UPS) #3567 E) . HDOT Y v N UL EITORWTEIN KOS & ﬁk&
T ANVAT AOBRGEESI SR ITAEERH Y £3, Nv 7 VT RTIEHILEHEDO T
BEANFETINTNWT, BhBKkbIL L, VAT LETLV—RAT NV vy NE DT TEE
A,

FIE

BRIA— L7747 U+ —/VIZHER L, Ry MR L ET,

AT T2 vy —rOFET, BRa— NCHET 2EEN 0 v h—2 A TOERAL I T AL v F

ML TERZ A T LET,

ATYT3 T7AT U+ —LOEmEIIHHERLED R LET, BAICSITLTWAESIE. 774

T 73— I)VOBEIRN A > TUVWET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://cisco.com/go/ftd-config
https://cisco.com/go/ftd-config

Device Manager T Threat Defense D &R |

B o vorvzrormesmLL A A—Cavoroz -1

ATvT4

(FE) Vv
A k=

ATy T

78: AT LELUVERLED

el OOO
S g
3100 Series
o (e
System LED > 8 @
Power LED | » 0 @ @ [

TrAT U F—LOEEIZH D AT L LED #HERLET, FEAIETLTWAEAIT. &
B AZWNIEKE L TWET,

GE) AA v F&HONMLS OFF Tz 5L, VAT ADOBFENRKICHIN D £ THEY
MPNAHZENHY FET, ZOMIE., ¥y —ORIHE/NRIIVOER LED 23RS L £
T, BIRLED NREEICA IR D ETERZYILRNTLZEN,

TJbhxT7DHEZREFHFLLVN—D3 DA

VT MU =T DNA=Va rafEa L, RBEISCTHONR—=2 g a2 A U A =T 51T0F

ROFIEEFATLET, 774 T VA —VERETHRNKG A=V a0 E A VA M—VT 5
ZEEBED LET, BloFEkE LT, Bk 7/77V_F%¥ﬁ?5*&%f%i¢
B, KEERFET AT v 77 L— T, ZOFIEEZFEHT2 L0 LR D5603H 0
£

ET9H5NN—T3y

Y7 T Fyru—R_X=U0) ) =ZAFKSOMIIH D, ORI TH D Gold

Star UV —RA%F(T79 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html |ZFEH STV A Y U —REERE H B L TS 72 &0,
el 21X, ZoEHRTIE, (REFEEZET) EHR) )V —2XFK5, BEHNRY ) —2FKE
(LYVEBRDOA LT T LAY Y= ENyTF) | FBEFICRBNR Y UV —23%5 (BUF
BEEZTDEOOREMEDOA L TF LAY V=R L Xy F) IZONTHA L TWET,

FIE

Y=L R— MR LET, FEMICOVW T, Threat Defense 3 & T FXOS CLI ~D 7 7
A (135 3—V) 2R LTLEIN,
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ATy T2

ATvT3

B vItvrrorBRLHFLLA—Cavor v b—L [

admin 2 —H L5 7 3L F XA — RO Admin123 AL Cae /71 LET,

FXOSCLIIZHiE LE T, v CTurd A LintE, XRATU—RE2EFETLLHO>ROENET,
Z DA T — RiZ. SSH @ Threat Defense & 7' A A S £,

() NAT—=RRTTIEREINTNT, NRAT—= RRDO2LRWVGEEE, IR E~D Y
Ty FEFITLT, NAUY—RZT 74 MUy FT2A2R0ERDH Y £9, #IHIRE
~D VU Ty NFNEIZOWTIE,  [FXOS troubleshooting guide ]| &M L T 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*kxkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FXOS CLI T, FTHDONR—Y a v a2FR R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65

HLWWAR—=T g v a g A =L T AL, ROTFIEZFEITLET,

a) BHALH—T oA ATHMIPT FLAZHRETHILENS 561X, [ ((EE) CLIT
DEBR Y NT—7REOEE (118 X—) | #ZRL T LIV, T 74/ FTIE,
BWHA LA —T = A AL DHCP 2 L £9,

BEHA VAT 2 A ADBT I BATE DV —R=0n0H LA A=V E Xy rn— KT
HVERHY £,

b) FXOSD KT TN a—TF 47 A RIZEREEINTWEHA A =IO FIEEZETLE
ﬁ‘o

T AT U —/LFERE L7e 5, FXOS CLIICFESER LET,
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B &® wcossty ro—s8EozE

¢) FXOSCLI T, BHENAU—REHERTTHLIICRKOLNET,

(FE) CUTOEEXRY FT—URENDEE

TI74HNVEDIPT RLRAZEHTERWES (21X, 7MW REZBfFOxRy NU—271(C
BINT2548) . 2 Y —bR— MIEHRELT, CLITY#Hty V7 v 7 (EFHEIPT KL A,
T—=hrUxzA, BLOZFOMOEAR Y NU—TREORERE) #ETTExET, BHA
H—T 2 ADHEHRETEET, WEA o H—T oA ARCHEHA V F—T = A FRETE
FHA, INHIFETGUI ZEAL CRETE £,

Y

CE) ®REZZIV7 (RLz2F, AA—VaRERTLILI28Y) LRVAED, CLIty M7 v

ATv T

TAZ VT MO LI TEEEA, EEL, ZROORET R TIE, %156 CLIT
configurenetwork =~ > RZfEH L CTEE CTE £9, Cisco Secure Firewall Threat Defense =~
YRV T L RAESZRLTLIEZIN,

FIE

Threat Defense =2 > Y —/L 7h— MIEERE L £ 7, sEMIZ DUV Cid, Threat Defense 35 X OV FXOS
CLI~O7 7tEA (135 =) &ML TLI7EEN,

admin = —% &5 7 )L bR T — RO Admin123 Z2fEH L Cu 714 o LFET,

FXOSCLICHEHRE L E T, Ml Trrs Ay L&, NAUV—REELTLLIRODLNET,
ZD/RAYT— KL, SSH ® Threat Defense 7 7 A 2 bEH I E T,
(F) NAU—=FRTTIZELESATVT, NAT = RFRDRLRWEEE. FIHRE~DY
Ty bEFEITLTC, RRAUY—FRET 74V MNMZU Y NTARLERHY 7, VIHRTE
~D Uty N RIEIZOW T, [FXOS troubleshooting guide J| ZZ ML T 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| Device Manager T ® Threat Defense O &
B cucogEry r7—s8EnzE

AT 72 Threat Defense CLI IZ#5%: L ¥ 7,
connect ftd

&1

firepower# connect ftd
>

AT w73 Threat Defense (ZfJH T/ A 45L, = Fa—V—F 1 28K (EULA) ([ZRET
LIk nETd, T0%, CLIty h T v 7 A7 VT hRERENET,

T 7 AV MEETZIFZLAENC AT LTZER T v aNICERESNET, DEICA LIZExF 0 F
FHEAI 25A1E, Enter 2 L £,

RDOHA RT7A4 2R L TIIZEN,

[BHA L H—T 2 A ADIPVAT 7 AN N — U =A% AJJLET (Enterthe [Pv4 default

gateway for the management interface) ] : FEJ)IP 7 KL A ZRE L1=HE 12X,
ldata-interfaces) £7-137— bV = A L—FDIP T KL ADOWTE AT LET,

data-interfaces #f% ETH &, TV MUV REH NI 7 4 v 7NNy 7 7 L—f% T
EESN, T—H A E—T oA ABKTLET, TORET, A1 ¥—Fy MIT 7 &
ATELMEBOEER Y NT = BRWGEHITENL L ET, BEA VX —T = ANDFR
BENDRNT 740 7100F, A X=Xy NT IV BRAEZVLBELTHITA B ARGRET —
B _R—ZDHEFHNEENET, data-interfaces Z A4 284, Ry bU— 7 ICHEEE
B L COIVIEE BEA o ¥ — 7 = A A TDeviceManager (F721XSSH) %5 &M T
XFETH, FFEOF Y NI =7 3R A oY T— MEHEOEAIE, configurenetwork
static-routes =~ > R&EH L TV — N2 BINT 20 ERH D £, T —F A X —
7 = A A T® Device Manager DEIIL, Z DR EDKELELZIT /N LITEBRLTLE
SV, DHCP 2T 285A. A7 AEDHCPIZ Lo Tk s s 7/ — b = A 2
LEd, DHCP N7 — bV =A Z R L2WGEEIT, 74—y 7 AV vy RELT
data-interfaces il L 7,

[Ry U —ZIEHRNER SN HE XSG LB/ Y £ (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ h®D IP 7 K L R |ZHE
FLTWDEDIZ, Wity FT7 v 7 TEDIP 7T RLAZEE TS L, BEhiablrshE
T FTLWIPT RLURENRRAY— FTHEEH L T Z SV, 3 Y — U ERRHII a2 %
TEE A

[TNA REr— )V TEB L E 70 (Manage the device locally?) | : & 721% Device Manager
EHEAT DI [T (yes) ] Z AN LET, [z (no) ] &Ik 5 &, Management
Center 7 /3 ADFIIIA L T VI REITZ 70 FRGBE#EMNT 22 LIcRk0 £,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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. Device Manager ~D O %' 1 >

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T8 FHLUWEHIP 7 KL AT Device Manager (2127 4 L TL7ZE0,

Device Manager ~D A5 1 >

Device Manager (212 7' A > L C BRI 205 2#58E L £7,

FIE

ATY 1 77 UHFICRO URL Z A LET,
« N¥ (Ethernet 1/2)  : https://192.168.95.1,

« FH : https://management_ip, BEHEA X —T7 = A AXDHCP 7 7A T > FTH D=,
IP7 FLAZDHCP B — "=l Ko TRARV I, CLITy M7y 7 TEHIP T FLX
EERLIELEIX. TOT RVAEZANLET,

ATFY T2 a—WF—Z admin., T 7 H/ FXAT— RFKAdMINI23 AL el A v LET,

RDEZRY

* Device Manager Z > 87 v 70U 4 W — REFTLET, PIIREDTET (121 °—) %
ST IZEN,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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omzzozT [

N EDET

WIWIER E & 52 T9 5121, AT DeviceManager (0 74 L& &ty b T v 70 40—
REEHLET, By F T o7 74 F—FDOETH, WS OPOEARRY > —N@EUNIERE S
NTHERE L TV DT A ABMETT,

« M6 (Ethernetl/1) 3 X OWEA > % —7 = A A (Ethernetl/2) ,
cNEA v B —T 2 A ALHNFA L B —T 2 ZADEXF2Y) T 4 — 2,
s WESIBHNERA~ADT R TDONT 7 4 v TV HEHT DT 7B AL—)L,

s NI BAMEA~DTXTD T 7 4 v I EINBA v F—T = A AD P T KL ADEAFD
N— b ~EHS DA X —T =14 ANAT /L—/L,

« NEA » Z—T = A ATITIAL TS DHCP H—/3—,

)

GE) T RTOWWREL CLI TETLESEAIL. N0 Z 27 O—E, BARIZITEEE 2
U — ROEFRL, WA v Z—T oA ALEHEA L F—T oA ZADFRENTTIZHZT LTS
P,

FIE

AFYvT1 =2 Ra—HP— S4B ABHELFATHREL, BHERAUV—RELEFETDLLIITEKD
LNET,

BATT DI, ZNODOFIEZE T T DLERDH Y 7,

ATV T2 A X =T oA ABLOEHRA VX —T oA AR LTROA T v a U EHE L, [R~
(Next) 127V vZ7 LET,

GE) [k~ (Next) 127 Vo T5HL, WENT A RCERESNET, /¥4 —T xR
D4R IR 720 loutside zone] EX = U7 ¢V —ZiBMMENET, &E
EAELNWT L &2 LET,

a) [IMEA % —7 = A A (Outside Interface) |: Z4UE, F'— MU =A V—FITHHT DT
DDF—F R— T, T ZADOYPIHIERERRICRIDOANEA v X —T = A ZAHBTRINT L 2
LIXTEER A, BHDOT —F AL B —T 2 A ANT T4V NOINEA VB —T =4 AT
7

[IPv4 D% E (Configure IPv4) ]: #MEA > X —7 = A AHD IPv4 7 KL A7, DHCP %
BHT L0, FRETFETAXYT A7 IPT RLVA, 7 xy b~ZA7, BIOF—
T BANTEET, [F7 (Off) ZRIRL T, IPv47T RLAZEELRNE N ) IR
EbHET, By N7 v 7O 4P —REEHLTPPPOEARET HZ LIXTTEEHA,
A HA—T A ZANDSLET L, F—TNETF L, E70RISP ~D ORI S T
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ATvT3

ATy T4

ATy TH
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BY, ISPAPPPOE Z A L TIP T FL A& L TV 541X, PPPoE NMEIZ /R 58
BERHVET, U4 — ROETH&IZPPPoE R ETX £,

[IPv6 D E (Configure IPV6) | : ANEhA v X —7 = A AHD IPv6 7 R L AT7, DHCP %
T A, FTRIEFEFTRAET A v IIPT RLA, L7497 A, BLUOY— 7=
ABZANTEET, [F7 (Off) [Z&ERLT, IPv6 7 FLAZRTE LWV EW I ERE D
%@ij‘o

b) [BEA U2 —T x4 A (Management Interface) |

[DNSH—/% (DNSServers) ]: AT LADEFT R L AHD DNS %—/3, £ ik A 1
DLLED DNS =07 R A& AJJLET, 7 7 4/L M OpenDNS »X7' Y 7 DNS
P—NTF, T4 — A REREL., 774/ MIELIZWEAIEL, [OpenDNSZ L (Use
OpenDNS) %227 Vw7 §25L, 74— /L RIZH#EERIPT FLARY o — REET,
[Z7 AT U4 —/FEA R4 (FirewallHostname) ]: AT LADET RLADKA NAT
7

VAT ARG EREL, IR~ (Next) 127V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA L = HBRINLET,

b) [NTP# A LH#—,3 (NTP Time Server) ] : 7 7 4/ D NTP h— & T 570 fEHL
TWANTPH— DT RLAZFEICANTH0ERIRLET, Ny 77 v 7 HICERD
P—REBINTEET,

EE) VAT LDAR— I AEZRELET,

Threat Defense 7 /31 AZHEATH &, BEFNZHEART S B ARFWTEET, T X3THIE

MoA v RIAT> g T,

A= ITA B ADT AU FEREL, VAT ADRMELETHITIA L AE#EHTHIHLE

NHYET, HINL0 HEOFM T A o AZHHL, B TCA— I BV AEZRETE

ij‘o

TNA A5 TSBREET DI, V2% 27 Y v 27 LT Smart Software Manager D7 71 7 k
ZrZ7AY LET, T4 AORE (123 =) 2R L TIEEN,

T A £ A BF TSI, DEERETIZ90 B R ORI A Bi449 %  (Start 90 day evaluation
period without registration) ] Z 38R L 9,

(427 (Finish) |22V v 7 LE,

RDBRY

G T A B A G EEMHT L b TEETR, T AL, T A%
BETL2Z L2880 LET, 2ZRLTIEZESVNT A ADKRE (123 3—Y)

« Device Manager i L CTT A A& ETHZ L TEEJ,  [Device Manager TD
T AT A= NOFE (130 =) | ZBRLTIIZI0,
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sttvzoiz |

SAtE U RADETE

ATy T

Threat Defense 1%, 74 B ZADBABIONTIA B AT — O —TEHENARERA~— K V
TR 2T IA RV EERALET,

Uy — T EBET S L. Smart Software Manager X3 ¥ — 3 & Smart Software Manager [ D i&(5
MO IDFEAFEZRITLET, £io, WORERT Y Moy —oRED ETHRET,

VAT A AOEIZOWTIEEE L <L, cisco.com/go/licensingguide Z &M L TL 72 &1,

A= KR TA B ATH, FFEEAL TOWARWREOBREZ#H TX £9, Smart Software
Manager (8 8%T 5 &, T ICTA B AOHEHEHECEET, /o, BTIAM B AL
ATHZEHTEET, ZHICTE - T, HWEEDOREAIB LOMHNEEICZRY | BEFEDOARIC
EDBIER 2SR £, ROTA B AZHER L TIZEN,

» Essentials (78) Essentials 7 1 & 2 A,

“IPS: X 2UT 44TV Vx> ALK IPS
« I T TRAME -~ LT = TR

*URL 4R YT :URL 74 VE VT

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« %+ U7 (Diameter, GTP/GPRS, M3UA. SCTP)

4R DRI
+ Smart Software Manager O 7 4 7 > kBB T,

FET AT N EBRLTRWEAIE, Vo2& 270y 7 LTHLWT AUy MEREL
TL &V, Smart Software Manager Cl&, MO T 7> M EAEKTE ET,

s o T IAT AT T T EMEALTEMEEIND) WEEEZMEHT 121X, ZHHO
Aw—h VT NU=2T TARYV T T N THRAZRRE S (3DES/AES) 71 &
VABBHATE AVLERHY 9,

FIE

BHEWWORA~—K TA BT THUL M, BWERTA VU ANEENTWE Z & &
RLTLEENY,

TA AR, VAIERIFRERBEN ST AL ZAEWMA LB, Av—FY 7 by =T
FARY T TAT MY 7 SNTVWET, 72720, BHETIA B A%BMT 2 %3
Nd 55651, Cisco Commerce Workspace C [T THisE (Search All) 1 7 4 —/V R&EMEH L
£7
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79: 54U ABRE

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFR G, (B &Y — 1 A (Products and Services) | Z 3R L 77,

80:4ER
e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ APID B LET,
GE) PID RO B72WEEIX, HEXCTFEICTPID ZBMTE £,

* Essentials 71 & X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

<IPS, v AU =T Fil, BEURL 74 £ 2ADMAGDHYE
» L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
* L-FPR3140T-TMC=
EFEDPID DWF N2 ESUTBINT 5 & ROWTNAHD PID IR B ~— A2 D
VTR VT a v EBRRTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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sttvzoiz |

* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

XX VT TR
* L-FPR3K-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client 381EH A Rl 2B L T 7Z &V,

AT w72 Smart Software Manager T, Z D7 /A ZA%BEMTHEET I FOXERN—7 U 2FRL
Tav—LET,

a) [Inventoryl %7 U v 27 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 T, [New Token] #7 UV v 7 L¥7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k h—7 > &Z1ER (CreateRegistration Token) |44 7 0 /Ry 7 AT, L FOREME
AL THS [ b—2 »%{ER (Create Token) 1 %7 U 27 LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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https://software.cisco.com/#module/SmartLicensing
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d)
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Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

l Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

‘ Create Token Cancel
I

- [§%BA (Description) ]
o [HZHHAR (Expire After) ] : #E5HEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

[ZD b= TEERS R Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ] : & ER SALAFFAT SN TN D
DEHEFMH 2 T IAT AT 7 EGIICLET, ZOWREENT L TEDS
B IOF T arE I ZTERIRT OMLERSY T, B TIOREBEARICT 55
BliE. TRALAZH LW o F 7 bXF—THEEL, 731 A& U a— KT 508N
HVET, ZOFTva yRRRENRVEE, T U MR 2 YR —
FLTWEHA,

h—=27 3A o _ M VIEMENET,

h—=2 OFEMCHDLRHATA 2% 7 ) v 7 LT[ =2 (Token) | XA T 0Ky
I 2%kHE. b= IDEZY v FR—RNIZa b —TX %1952 LFE T, Threat Defense
DBEGEN MBI L ZIZHOFIETHAT DI, 2O =27 2L TRBEET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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|

81: b —U VDR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

X 82: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— T A& A (SmartLicense) ]
DY~V —T[REDF (View Configuration) | %7 V v 7 LE T,

[A~— ]k TA & A (SmartLicense) | X—VNFRINET,
ATy T8 [T AD%Ek (Register Device) 1 %7 ) v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90

Wiz, [A~— T4 & ADXHEL (Smart License Registration) | A 7 1 778 v 7 ADFRRIZ
o T, b= T T £,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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. Device Manager TD 7 7 4 794+ —ILDEKRE

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

&

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, R=CDO~NVT RE (2) 7V v 7 LTLTIEEWN,

FIE

(—H#DOETT VTR FHRER) 40Gb A > X —T =2 A4 ANBH 45D 10Gb 7L —2 T 7k A
H—T 2 A AEAERRT HITIE, [T/34 A (Device) | ZBIRLTB[A v F—T = A A
(Interfaces) 1OV~ VUV —lZoHbBV 2% 27 V27 LET, RIZ, A X —T A ADT L —
ITIONTAarE 7Yy LET,

RETLGDA X —T 2 A AT TIHFEHLTWDEAE., T V—2 7 7 NEFEITT DRI
REFHIBRTHHLERH Y £,

RT9T2 MDA B —T o4 AHMEERT D25 A X, [T 34 A (Device) |#BRIRLT[A v ¥ —T =

A A (Interfaces) | DMED IV 7 %27 ) v 7 LET,

B =T 2 A 2ADWET A3y (@) 22V v s LTE—FEREL, IPT RLAR Y
DEERERLET,

WOBITIE, Web H—_"—Rp EDRTY o7 7 7k AREREELRET S (R

(DMZ) & LTHHT DDA v 2 —T oA AR LET, 2T L72b [fR1fF (Save) ]
Vv LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATvT3

Device Manager TM 7 7 4 7+ —LDEETE .

83: 48— 14 ADIRE

Edit Physical Interface

Interface Name Status
o @©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static ot

IP Address and Subnet Mask

192.168.6.1 ! 24

LA H—T 2 AT HEEIE. [ 7Y =27 b (Objects) [ZFIRL., BRI H[E
X = UT ¢ —2 (Security Zones) | &N L F 7,

MEETIIMLEIS U TH LW — AERRLE T, A X —T = ATIERL, BEFX=2V

T4 =TSN TRY V—E R T B, KA A —T oA AT =B LTSN
ERHVEST, A X —T oA AEERT HEE. VI F—T oA A% E ZEILT
XFHA, 20D, LA E—T oA ZAEER LR, TREEGEOA L X —T A A
OAMEEE LRI — 7V NERETHVERH Y T,

WOHFITIE, DMZA X —T =2 A ADT=DIZH LWDMZ Y — BT 2 Hika R LE T,
H84: X1 )74 J—2AFTTH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

+

(] dmz

ATvT84 WH 7747 b TDHCP # A L TT /A A6 1P 7 RLAZRGT 2581, [TNAR

(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] %4
LT/ 5, [DHCPY—/3\— (DHCP Servers) | # 7 & 3R L £,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATy T5

TTICHNE A v F—T = AFITHER SN TS DHCP - —"—NH Y £, 7 RL A T—
NERRELEZY, THEHIBRLEDTHZENTEET, MONEA v ¥ —7 = A A& L
AR, TNODA v H—T 2 A4 A EIZDHCP Y — =%t v b7 v 7T 5DNR < —fFH
T, [HEZV w7 LTERNEA v F—T 2 ADP—N"—LT KL AT — Va2 L ET,

[#%5Kk (Configuration) | ¥ 7 T2 74 7 > Mt Ziud WINS B L UNDNS D U A k Z a4
TAHZLELTEET, ROFITIEZ, 7 LA 77—/ 192.168.4.50 ~ 192.168.4.240 T inside2
A B —T7xA A LD DHCP y—N"—%RET D HEERLTHET,

85: DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] #ZIR L Th D, b—T 1> 7 (Routing) ] 7/ /N—7"T [%EDHER
(View Configuration) | (E72IL[AID AKX T 4 v 7 — hZVERK (Create First Static Route) )
IV L, T4 —REMERLET,

T 7 A b b— MEIEE, INRA B —T oA RUSINFET DT v A MY — A E ISP
N—HERLTOET, T 74/ FO IPv4 L— MIEED ipvd (0.0.0.0/0) . T 7 4/ bD

IPv6 /L — MIFEED ipve (::0/0) T, HHTDIP A= g Tl — MafEliLEd,

A B —T 2 ADT KL ADORMEZ DHCP 2+ 254, LERT 74V k L— |k
ETTICE>T0WHZERnH Y £9,

GE) ZOXR—UTERLELV—NI, 7T—F A X —T=2A AfOHTT, HFEHA L H—
T R L 20 A, [T R (Device) ]>[V AT LBRE (System Sattings) >
[EHEA V2 —7 14 R (Management Interface) | THH/— b7 =4 2R ELE7,

ROFNZ, IPv4 DT 7V b b—barmLET, ZOFITIE, isp7— b7 =AIXISP 77— b
TxADIPT RLAZEITEHR Yy NI —2 727 b TE (7 RLUAKISP B EST
HZVENHY ET) . [F— b7 x=A (Gateway) | D FED HiLW% > U —27 1Bk T 5
(Create New Network) | ke vy 7H o UA N7 v 7 LTCZOAT V=7 NEERT 5
ZENTEET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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Device Manager TM 7 7 4 7+ —LDEETE .

B 8:7T A4 MIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 76 [AYU— (Policies) | #BINLTHy hTV—rDEXF2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvIT1

ATvT8

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

X87: 7o tvRarrA—)LKRYI—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

A=a—0 A (Deploy) | RZ %27V v L, [543 <EHATS (DeployNow) | HRH

B
(@;)%7UV7LT\%EW§%?N4ZK%%LiTO
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHEE, B TTF =2 A =T 2 A A LEDOT FLRAICERTE XY, T—F A X —T = A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S
CLI 725y —NR — T 7B AZOWTCHALET,

FIE

ATy T CLIliCuZ A 35 100%, BHavEa—F&aar Y —)LR— MIER LET, Cisco Secure
Firewall 3100 {21 DB-9to RJ-45 > U 7 /L7 —T L@ L CWA T2, ¥Eeed 2123 — R
/N—=F 4 DDB-9-t0-USB ¥ U TV — T N EEAT HMERSH G606 79, THEHOA
R —FT 4 VT VAT AIMERUSBY U TV RIANRELTA A P—L L TLIEEN,
gV —)LiR— MEIT 7 4/ h TFXOSCLLIZ72 0 £4, OV TIAREEHHAL £,

* 9600 7R —
87 —% v b
e NUT 472 L

1Ay 7 EY D

FXOSCLIIZ¥Ei L ¥, =—W—% admin &, #iE > N7 v 7HHZRE L2/ SR T — K%
ERALTCCLIiCcn /A LET (F7 %/ M Adminl123) .

1

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

AT w72 Threat Defense CLIICT7 7 AL ¥,

connect ftd

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B - 7vr—rosroums

ATy T3

1 :

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, RIS OV T, [Cisco Secure Firewall Threat Defense a<v RV 77 L0 RA] #&
LTS 7EEN,

Threat Defense CLI Z# 73 51213, exit £72id logout 2~ KE AN LET,

Toawr RIZkb, FXOSCLI 7r v~ MIFEY £3, FXOS CLI T fiffie/e 2~ RiZ
DWNTIE, 22 AL TL7EE W,

&1

> exit
firepower#

TJ7AT0A—ILDEIRDYIET

VAT LEMEEYNC Y vy N UTH T ENEETY, BMICERT T VAR EIRA
AV FEMLIZVTDE, BRRT 7 ANV AT LAOBREEFIEEZTZENHY £, Ny
7770y RTIEEICEEO T o ANETINTEY, ERT 7 72k, Eﬁﬂ?é"@ﬂﬁ
L7028, F7AT U= NV AT BT L—AT N Yy NI TERNWIEEZR
TEBNTLEEN,

Device Manager Z il L T 7 A4 7 U+ —/LOERZ UM 57, FXOS CLI il T %
7

Device Manager Z{EF L= 74 70+ —ILDERD IR

Device Manager Z#fEfl L Cv A7 A&x#UIZy v v RE T LET,

FIE

AT w71 Device Manager il L C7 7 AT U 4— L& vy hE U LET,

a) [7T/3 A (Device) |27V w27 LToD, [VAT Li%E (System Settings) > [FH#LH)/
V¥ v FZ T (Reboot/Shutdown) 1V 7 &7V v 7 LET,
b) [¥%v F¥®P> (ShutDown) 1% 7 VU w7 LET.

ATFYT2 av V=N T 7 AT U3 — VR L TWAEEIE. 77 AT U4 — LBy hE T

THELEEWC VAT AT u T e —1LFET, ROTa 7 MRERENET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| Device Manager T @ Threat Defense 0 &4

ATvT3

cuizs3277479+—roERoms I

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
ALY =B ERE L TOWRWESIE, K30 TO AT ARy y MU LIcZ &%
el LE7,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW Ty v — v bW ERICEIRZ B
Ndzncxxd,

CLIICEITAT7 747 04— ILOEIRDUIE

ATy T

ATv T2

ATvT3

ATy T4

FXOSCLI 235 &, VAT ARBLEEIIVY Yy NE ULV LTI 74T U —VOEREZY)
WrcxEd, CLLIZIZ, =Y —J/biR— MIEEHE L CT7 27 A LF 9, Threat Defense 5 L O
FXOSCLI ~DO7 7 A (135 =) MWL T FEWN,

FIE

FXOS CLI C local-mgmt (Z#5#t L £79°,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT ey S " NeE=Z— LT, kOTar 7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CEBEAAL v F 2472, BRT T 72N TY v — 0 bR EIR 2 B Y
NN TEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B xozx727

. —_ o
RDRAT T
Threat Defense DR E % {13 521X, [Cisco Firepower &= A > & | (ZH D BHEVD
VIR 2T A= g D=2 T VEBRBLTLIEEN,

Device Manager O FAIZEET B 1EHRIZ OV TiE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &M L T 7ZEW,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

B,
=% =R

CDO % {1 L 1= Threat Defense O ER

CDEOXMRHE

ERAFRERT R TOT IV r—ra kv RX =X 2RRT DL, @27 7 ) r—va v
X =V x RO HE (1_—=Y) 2ZRLTIEIN, ZOEOHNEFIL, Cisco
Defense Orchestrator (CDO) @ 7 7 7 R#2{7 Firewall Management Center % i 1 92 &2
R D ARG L LTUWET,

)

GE)  CDO I Bz xt3 285 7.2 Uz YA — s LET,

T77ATI4—ILIZDNT

/N— R =7 Cl&, ThreatDefense ¥ 7 hU =7 £70I1XASA V7 MU =T #FITTEET,
Threat Defense & ASA D] TUI D R X %17 9 BRICIZ, T35 ADFHA A= ALR BT/ F
To BUEA VA M= L INTWDLbDEITRRDY 7 Ny =7 =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1. O Secure Firewall Threat Defense f§1 A —
M A R 2SR L T ZEN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7 ¢ > 7 v A7 A (FX0S) & IEEh
DEMEL I DAN L —T 4 VT VATAEFITLET, 77 A T U4 —/LIXFXOS Secure Firewall
ChassisManager # 7R — F L CWEHAL, T T7 VT a—TFT 4 7HELTROLIZCLIOAR
MY R—bhENTHET, FEMIZONTIX, CiscoFX0S N7 7V a—F 47 HA K
(Firepower Threat Defense % 21T L T\ % Firepower 1000/2100 35 J TF Cisco Secure Firewall

310074200 [f)1)) ZZML T IEEW,
TIAND—RERT—FAD L 77 AT U —/VIZIIENGERNERIIAE T, BRI
ETDHILbHYERA, LEL, 2=V AR EOBRETIE, MABNEREZEH T
T ZOHE. BRIEFHERFC SNMP O HIRFIC, EHEDMEABLIIE R R TE 55606
nET,

* CDO |Z & % Threat Defense FERIZDOUWT (140 ~X—2)

C LU RY—Z U ROHXAY cEBu XyTF TrEra=rr (141 =)

« TV RV = RDX AT A R—=F 4 T 4P — K (143 =)

s PROEHAIC L DHERTRE (145 =)

cm—HyFTO T a = TEER LT AT U — VDR (149 RX—)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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CDO %%/ L 7= Threat Defense D/ER |
B oo =& % Threat Defense &Iz DL T

VR =T 4 T T4 = REHHA LT 7 A T U — L DRER (156 =X—)
s AR EX 2V T 4R U—DKE (173 X—)

* Threat Defense 38 X TONFXOS CLI ~O7 7 & A (187 _—)

« 77 AT U A —NOEROUIW (189 ~<—)

cRDAT v 7 (190 =—7)

CDO [Z & 5 Threat Defense EIE[ZDUVT

49 5 FiZ4# 2 Firewall Management Center [Z DU\ T

7 7 v R$gfA Firewall Management Center |£, 727" L X A Management Center & [A] UH§#E
DL ZRIL, RCVy 7T FT7 4=V Z2HTVWET, CDO 2T T4~ vFx—T¥
L LTHERAT 554, 471 3 2D Management Center % /0T OAIFEHTCEET, A7
L I A D Management Center (%, R VU I —DOERLT v 77 L— K& R — KL TWERA,

CO0 A >AR—T 42 FTAR
RONTNINDOFEERFH LT, T 22 F o R—FLET,
to42yF JOoES3=Y

BT T BB &2V B— MyBdLSICEELET, BuexyTFrueva = s 3 FE
IR EEHS DT N, A TIIHERE L2 W AN D D720, T34 2 LTI HRE LW T
<TZEW,

\}

GCE)  FAL RESEALEICEET DRI, Threat Defense DV 7 /v
5 % f# ] L C Threat Defense % ZRi[IZ CDO |28 TE £,

o S3EXHLAS G, Threat Defense % 77— 7 Vi L, \EREZ A I LET,
« CDO #{#H L T Threat Defense DF >R —F 4 v 7 &5 T LET,

FEHIAEDI =Y
FHRTEEITHOMENSDHLE. i Bue¥yFraeya=7 BN R—F LT
X=X A BT oA AEFEH LT DA5EEIE. FRIOA L R—T 4Ty s F—RE&
CLI Bz H L £7,

Threat Defense Y ~—L v 7O ER A V3 —T (4R

ZOHA RTENERA v H—T = A AT 7B AZOWTHHALET, Zhid, UE— Mol
MCRATIAREEDNRKLEWV TV A THDLT-OTT, 32—V 7T 7B AFIERA X —
T oA ATEALETH, EHOEHRAS ¥ —T oA Abg| S L7, FHA 27—
7 = A A%, Threat Defense 5 — % A ' Z—7 = A A LIIRNTHRESNDEER /A v X —T =
ARATHY, MADORXY NT—IRENRDHY 7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



I CDO %{$/H L 7= Threat Defense O B
IVRY—IVEDERY ctnsyvF Taesaz=vy |

TR B =T A ATY R =X TV BAEZENI LEHETH, Bl V24— T =
AADFR Yy NT—IREMEHINET,

T RTOEHNT 7 4 v 7%, BIEHmEEHA L ¥ —T o AZRELEITmEL L LE
j—o

e F— A E—T 2 f AT R X T 7 EREHNTT S & Threat Defense (X3 7
TL—r BN L TERA V=T oA RAERER N T 74 v 7 2k LE T,
CRIBEHNT T 4 v I DA, BEA VI —T 2 AINN I T —0 BN L TCT—H A
VHA—T 2 A A NT T 4w I EBEELET,

Fe B A B =T 2 APEDTR—T% T 7B AL, ROFIRNRH D £97,

eI X—=T N T VB REAEMITELDIL, 1| DOMFHRT —H A L H—T =2 ADBT
T, 7 A % —7T = A AL EtherChannel IZfEI TxFH A, TLEMHEZHE LT,
Management Center DH—DE I XV A L X —T 2 A AT R—V ¥ T 78 AZHIIC
THZEHLTEET,

DA UH—T 2 A ATEHHEHICTEER A,
—FT RA LV E—T oA AT HAL—T v RT77 AT U+ —/LE— ROIKRTT,

e PPPOE [ZV 7R — F &L TWEH A, ISP TPPPoE N LB AL, PPPoE VAR — 95
JL—H % Threat Defense & WAN £7 ADBICEE T AMLERH Y £9°,

AU H—T A AETETHLEND D DL 1 —3L VRF DB TY,
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N2 A BT —H A H—T oA AEHEINDHT7-%, configure network static-routes =
Y REEHLTEHEA =T = ZHOFHL— R ZBMLRWRY . UE— 1y
N — 7 BEHEA B —T = A AT SSH T 5 Z LIxTEEHA,
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Branch Office
Tasks
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software and
install a new
version

!

@Log into CDO

@Provide serial @Install the

number to
CDO admin

!

—

firewall

9 Onboard the

device by
serial number

1

@Configure a

basic security

—y policy

Cable the Power on the
firewall firewall and
—> —» monitor LEDs
for Cloud
connection
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Cisco \L)ODEM
Commerce licenses
Workspace
CLI (2) (optional) (8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO \.3 JLog into CDO \./_JOnboard the \.9 JConfigure a
device using basic security
the onboard- policy
ing wizard
N N N T
Physical Tasks | |4 install the (3§)Cabmthe \ 6 JPower on the
firewall firewall firewall
— > —>
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(3) |€PO CDO ~Dnr 7 A (149 X—2) |
Ay
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[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://cisco.com/go/secure-firewall-3100-install

I CDO %{$/H L 7= Threat Defense O B
progEscss5mEE [

g |CLI £721% Device o CLI 2 LI EDFEIT (162 X—2)

Manager B . ;
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(g) |CDO EARH L2 )7 4K o—OfE (173 <—Y) ,

FROEEEICK DBRHETE

ORI ar TR, T AT UL IVOBRET A v R ERIST D HE, BT AEIZHTL
WY 7 "7 R=Va A A M= TBHE, CDO W JA 2325 FEICOWTHA
L/i—a—o

FALLVRAERET S

TRTCHOT A AL, CDOIZ X - T ThreatDefense (k& £, 47> a T, kO
BEI7A B AEBATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY TR - T = TP

*URL 4R YT :URL 74 VE ) T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBBEIZOWTIEEE L <IL. cisco.com/go/licensingguide Z# S L T 7280,

4RO SRS
* Smart Software Manager O 7 4 7 > kB HLE T,

EETHAT L NEBRLTRVNERIT, Vo2& Yy 7 LTHLWT AUy FERIEL
TL 72 &V, Smart Software Manager ClX, #HfkDO 7T v v M EERTE £,

s a2 T IAT AT T T EEHLTEMEEIND) WEEEMEHT 212X, ZHHO
Aw—hN VT 2T TARY T T UL N TS (3DES/AES) 71 &
VAR TEARNLERDY 7,
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o 551X, Cisco Commerce Workspace T [N THiZR (Search All) 1 7 4 —/V R&EfEH L
£7

B 90:54 o RiE%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G B &Y — 1 A (Products and Services) | 3R L 77,

X 97: 48
e All Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WKDF AL APID R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

* Essentials 71 & X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

«IPS, v LU = TPifll, BELUURL 74 & ADFMAEDYE :
« L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=
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X VT 74 A
» L-FPR3K-FTD-CAR=

* Cisco Secure Client : [Cisco Secure Client ZiEH A K] #SRL TL &V,

RTv T2 FEOEAIT, Smart Software Manager |2 CDO % %% L £ 7,

EE)

o

Bk A AT 9 1ZIE. Smart Software Manager CHk b — 727 VAT L MERH Y £9, FELW
FIEIZOWTIX, CDO D~ =2 T VEBRL T EEN,

RYTT7DEREFLLWVAA—23 DA VR =L

V7R 2T ONR—=Va R L, BREISCTHONR—=Y g &4 A M=/ T 5120,
ROFNREZFATLET, 77 AT VA=V ERETDIANHR A=V a a2 VA —1LT D
ZlaBEOLET, HOHEE LT, BERICT vy 77 L—REETTL52 L b TEET
N, REZWRFFT L7 v 77 L— T, ZOFIEZEMNT 580 BN D5E013H D
£,

e VAT

Y77 Zyra—RKR=Y0) ) =2AFESOMIH DL, BAOEBFNTN D Gold
Star UV —RA%F(T79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html IZFE#k STV A Y U — BRI H ML TS 7230,
el X, ZoHEBTIE, (BH#REEET) BN Y —XEF S BEHRY Y —2FKE
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(ZVEHROA T F LAY Y =R RyTF) | FRITIEFICEMMR Y Y —XEFE (BT
MEEZZTHEDOEENMOA L TF LAV Y=L Ry F) ITOWTHBHALTWET,

FIE

Tr7AT T4 — VTN ZADERAEF NI L, v Y —R— M LET, FEMICONT
I, 7747 A= VOBEFRZEA (158 ~—) I XK UThreat Defense 33 L N FXOS CLI ~D 7
A (187 =) R LTLIEEN,

admin 2—H% &L F 7 4L bR T — KO Admin123 ZfEfH L Cue 71 o LET,

FXOSCLIIZEHE LE T, Ml TrI A Limt&, RAU—REEETILIROLNET,
ZD/RAT— KL, SSH @ Threat Defense 2 7' A X bFEH I NE T,

GB) RNRAUV—=RFBRPTIAERESNTNT, NAT = FRDNLRWVERIE, YIERE~D Y
Ty FEFATLTC, N"AT—RET 74V MUty NT2A2RERH Y 9, UIHEEE
~D Uty FRIEIZOWTIX,  [FXOS troubleshooting guide ]| ZZ ML T 72 &0,

51 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ***x*xkxkxk*
Your password was updated successfully.

[...]

firepower#

FXOS CLI T, E{THDONR—Va v 2R R LET,
scope ssa

show app-instance

15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

HLWAR=T g VA M= ATE5EIT. WOTNEEZETLET,
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BHA =T 2 A APBT IV EATEDLY—N=D0H LA A=V E Xy m— T
HVHERH Y F5,

b) FXOSD T TN a—TF 47 A RIZEHINTWEHA A =MD FIRZFEITLE
j—o
T7AT U=V EEE L7 5, FXOS CLICHEHRE L £7,

c) FXOSCLI T, HHHENRAT— REHERTETHILIICKROOENET,
BaXyFravrya =T OREIE. T ARG UR—T 4 7T HEE, TTICNR
U— RNFEINTWDHZD, [SAT—FKDVUE v b (Password Reset) | =V 7 T
[Wnz (No..) JZEBBRLTIEEN,

d) TAREVYy MU LET, CLUICBIT A7 74 7 U4+ —/LOEROEIE (190 <—
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CDO BHFZH LKA ->T, AR —T 4 T DIALTA L ERELET,

274 T 9+— LDy — T ILiES:

CDO TEPLTX % X 91T Cisco Secure Firewall 3100 ##5%: L £ 7,

XTI 7 AT VA —NEZTWS TRy NT—JICHRT 2%HA1E,. Z0oeT4%2 %< 7E
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FIE

AT V¥ —VEROMHTEST, "~ RU=2THETA FESRLTLIEEN,

RATYT2 A=V Xy PN ALE =T =2 ANBTA R Ty hU—2 (WAN) E£7 AIZFK Y b
=0 lr—T Ve LET, WANET AL, ZfheA v ¥ —x v MmO THY |
T7AT U =oAL Z—Fy h~D— MIH7R 0 F9,

AT T3 WA Z—7 A A (Ethernet 12 72 &) ZWNEAA v F F-13V—Z I8 LET,
WERIZIZEE DA VX —T = AW TE ET,

RTFYTE YDA H—T oA RAMMORy VT —7 4L L E 4,

ATy TE (LE) Mo va—FEar Y —/LiR— MIERLET,

XTI, AWEICHERT 27200 2 Y — I B D Y FX A, 7212, FTIT AV a—
T AT ICRERGERHY T,

TJ7A4AT794+—ILOEEDEA

VAT LADOERIT, 77 AT VA VOEEIIH D Y —EBRAA v FIZL o THIBI S v E
T, BRAA v FIL, V7 MEMAAL vF L L CHEREIS N TWET, Zhicky, VAT 240
TUV—ATN Ty NEATDURYR—FESN, VATA Y7 by 2T BT —ZOMHHED
URAT7 BB SET,

A\

(GX)  Threat Defense % #)® CEBEIT 2 & 1%, FIHULIZK 15 ~ 30 40020 £7,

48 SRS

T AT U A —MIx L CTREEEOEWENZMGT 5 2 ENEE T (MEEEREE
(UPS) 2T 57E) . &WIOV Y v N T U EITOROTENINKbNSD &, HKAA
T ANV AT AOREESIEEZTAMREERHV £, Ny 7 7T T RTEFEILSZHOT
BEANETEINTNT, BHBRKDNDE, VAT LETL—AT NV yy NI TEE
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TrAT U= VOEEIZH DT AT ALED #HERLET, FEAISSTLTHIEEIT. &
BIERAZWHIAEKE L TVET,

GE) AA v T % ONS OFFIZHIVEZD L. VAT ADOBIRNPEEIIZOIN D £ TER
MNDHZERHY ET, ZOMIE, Vv — ORI/ SRV OEIR LED 2SRRI A L E
T, EIE LED N8I A IR 5 TERAT S 20T EE N,

T7 AT I —VOEHEIIHDE~F—Y RLEDZMER LET, 77 A7 74—/ CiscoCloud
T A L. 32—V RLED 8- < V) LRI apL £,

BIEN D DB EIE. ~F%—Y FLED A Lo P LIS L. 7 7 A4 7 7 % —/L Cisco
Cloud IZEE L7272 Z EDRENFE T, ZORF = \Iho 2801, Fy NU—27 r—
TV EBthernet1/1 4 VX —7 = A AL WANET MIEH SN TS Z L 2B LET, v
N =2 —TNERE L%, 1033 ERIBLTH 7 747 v 4 —/L Cisco Cloud {ZFE
LZ2WEEIE, IT SMAICERE L T 7230,

RDEZRY

ITHERPY L&A B> T, BAMEFDOX A LTA L ET VT4 ET 4 ZMER L ET, Ao
CDOBHE L LI aIa=r—a LEHZEATANENH Y F7,

CIDHAATHEFETTDHE, CDOBEHET T 7 AT V4= NE)ET— DL REBIOE
HTE5X92CR0ET, ZNTRTTY,
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to4vF FoEva=vy sEALET A1 zou kR [

tOo42yF JOEDI =T #EARALE-T/NNA RADEA#E(E

ATy 1

ATy T2
ATvT3

ATvT4

ATv 75

YouXoFrabela=r T LT AA ROV TAESEFH LT Threat Defense % 38 A %
L/ihg‘o

FIE

CDO DT~ a4 RUT[A XY (Inventory) 1227 Vv 27 L, BADTT

ARH () 7 Vw7 LTCT/A A% [A R —FK (Onboard) ] LET,

[FTD] # A V&R L £,

[EHE— F] T, [FID] BRI NTNDZ L E2MRBLET,

BFHE—RNE LTFID] Z&RLZRITNDOTH, [A— T4 ZAOEH |27 v L
T, T A THRTRERBAED A~ — h I A B ARG EZIIERE T £, HHRER
TABAZONWTE, FABCAZIGT D (145 =) ZZRLTIEEN,
FoR—=T 4 7 SEE LT[V Y T AE S Z M (Use Serial Number) | Z 38R L £7,
M94: Y FLEEEER

I | Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
— manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (4
Firewall Threat Defense

O rowo - 5 =
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Lo Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Cemmand configured devices using their serlal environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) {cdFMC: 7.2+, OnPrem: 7.4+)

[FMCPD&ER (Select FMC) 1T, U A MG [Z7 7 U REMFIFMC (Cloud-Delivered FMC) 1],
[Firewall Management Center] DNEIZER L, [k~ Next) |27 Vv 7 LET, >
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B cosvrToesazy sERALET AL ROBALR

ATvT6

ATy T17

95 : FMCO);EIR

o Select FMC Select FMC @ For more details, Click Here
Select v
Cloud-Delivered FMC
Firepower Management Center (Recor

o Connection On-Prem FMCs (7.4+) @
FMC-Securex-Onboarding-1654149835633

e Edssward Reset FMC-Securex-Onboarding-1658238180734

o S e FMC-Securex-Onboarding-1681247022490
FMC-Securex-Onboarding-1681762232392

o Subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o Lone + Onboard On-Prem FMC

[#ft (Connection) | = VU 7 T, [T/ AD Y VY 7 )L%ES (Device Serial Number) | & [T /34
A4, (Device Serial Number) [ Z AF L., [k~ (Next) | &2 U w7 LET,

B 96 : $54%

o Connection Device Serial Number Device Name ©® Enter the serial number of the FTD device you want to
n h ill mj nni h
[JADZSBSDZGB } [fp-1010-1| J 0 bpard.l en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[INAT—F®DYty b (Password Reset) ] C. [I&Ly... (Yes.) |22 Vv 7 LEd, ., T/
A ADF LS ZT—REAN L, ZOFHLWWSRRAT — RE2fEZR LT, [k~ (Next) 1 %7
Vw7 LET,

n—XyFTuEYa = I OREE. TAAL RTFHRTH L0, HA A —VfLSNTVDLE
BV ET,

GE) LA A LTRAY—=FRE2 Uy hL, B—H v F7ravya = 752 HEL)
ZFT D EIICHREEEE Loz HAE, [LWWWE.. (No.) 147 v a v 2%8IRT 5
VERHVET, n—F v FFubPa = FEEHCTIREIIZEHHT-0, HA
A=V EORERH LG EERE, TS Rl A T5 2 LRI ES
Puo
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ATvT8

ATvT9

to4vF FoEva=vy sEALET A1 zou kR [

B 97:1"\XT—FDY+EY

- @ Password must:

Q) Please review all the ;i‘rerequmltes for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter
2 Is this a new device that has never been logged into or - Have at least one digit

~ - Have at least one special character.

configured for a manager?
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured
for a manager

Enter a new password for devices that have never been

configured for a manager.

Important: If you select this option and the device's

default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy F¥ 7 A=a—% LT,
THAADT 78 A a2y br—LRY —2@RLES, R V—BRESNTORVES
W, [T 74NV DT 7 Ray ha—/LiR Y — (Default Access Control Policy) ] %33R L %
D

£ 98: K1) o—&|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

[h7 A2 U7 aF A& (Subscription License) ] (2 2WWTik, AT HKBEEET A
v AETF vy 7 LET, Next] 27U v 27 LET,

Cisco Secure Firewall 3100 R 2 — 7 v THA K .



CDO %%/ L 7= Threat Defense D/ER |
B T oo v rEERLEI AT —LOER

99: TRy Foavs4EUR

© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN

AT 710 (EE) [1 > Y (Inventory) ]»X—Y DWW~z &7 4 VHBIESISL D, T3

AT AAVEBEMLET, FEANL, HFOTT 2R (
IZ. CDO ~DEAME T N A AT S E T,
100: %27
Your device is now onboarding.
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[f o _y PU]_=Unb, A LZIEND OT S, AZTIR L., AHICH D [EE] A
VIC—ERRENTWALT L a v OWTANEBIRLE T,

FoR—T AT 04— FEERLED 74T 04—
VDR

DB arTIE, CDO DAY R—F 4 T4 P — R LTEHrR—F 1 7RI
T7AT U —IVERET D HIECHOWTHALET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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T7AT I+ —ILDr— TV .

TJ7A T 94— LD — T )LES

ATy I
ATv T2
ATvT3
ATv74
ATvTH

CDO THEPTX % X 91T Cisco Secure Firewall 3100 Z#5%: L £,

101 : Cisco Secure Firewall 3100 0) /7 — 7 )L ¥E85%

WAN Modem

dobd booo oobo Bcoo i
—_————— :

e |
4@@2ﬂ§@!§ﬂk{

} console OR Eth1/2 [ Inside - ,
_._--3». 4 .

(jfher -Data NeiWorks

Management Computer

1R BHHIIZ

oy — VT X DL : Cisco Secure Firewall 3100 (213 DB-9 to RJ-45 >V 7 )LAr— 7 )L
fHE L Cnb 72, B 51213 — R/%—F f ®DB-9-to-USB > U 7 /L7 — 7 )L DA
N2 B ERH Y £,

FIE

VY —VERVAMATET, N RU = TREIA RESRLTIZSN,

A B —T7 = A A (Bthernet 1/1 72 &) #A/NT N —ZIZHERHEL £,

WHA o #—7 = A A (Ethernet 112 72 &) ZWEAA v FE 2T —Z 1B L £7,
YDA LB =T 2 ATMDOR Y NT— 7 BHERE L E T

BHa v Ea—HEar Y —)LiR— b7 Ethernet 12 f X —7 = A A8 LE T,
CLIZBER LTIty b7 > 72 FET3 25613, a0 Y — U R— MIERT OLERH Y
T, A= NAR—NI, FTTA T a—T 4 TORMNTHREIZRDGENRHY £,
Device Manager Z i ] L CTHIMIERE A 1T 2 3551, Ethernet 112 A ¥ —7 = — AIZHHfE L £
7T
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CDO %%/ L 7= Threat Defense D/ER |
B o 7vr—rommEEA

T27AT70A—ILOEREA

VAT LADERIL, T AT VA= NVOBHEICHDH Ry D —EBRAAL v FIC Lo THIE S v E
T, BIRAA v FIL, V7 MBEHMAAL vTF L L TEREINTWET, LY, VAT LD
TVL—RAT) vy y NETURYR—= RS, VAT A V7 hu=TBILOT =4 OB
URT BB SHET,

)

(GE¥)  Threat Defense Z#] CiEE 45 & i3, WIHLIZK 15 ~ 30 53000 £97,

1R BRI

T AT U A=Kk L TEEEOSWE N 2T 2 2 ENEE T (EEEREE
(UPS) T 272L) . RAIDY ¥ v NI UL EITORWTENNERDNLS &, ﬁk&
T ANV AT AOREESIEEZTAMREMERH Y 9, Ny 7 7T U RTIEFEILEZHOT
BEANFETINTNWT, BhBKkbISE, VAT LETLV—RATINY Yy NE TV TEE
A,

FIE

ATFYT1 BRa—FE2 77 AT 7+ —/UIH L., Bliar vy MR LET,
ATV T2 Uy —rOFET, BRa— NICHET BBy h—2 A TOERAL I T AL v F
EHEHALCERE A A LET,

ATYT3 T7AT U+ —LOYEmEIIHHERLED R LET, BAICSITLTWAESIE. 774
T —IVOEFERNP A TWET,

102: R 7 LEH & CEIR LED

vl OOO
securs eewan [(JIC)
3100 Series
o [l
System LED > 8 @
Power LED L:o /] [:j [

ATFYTE 77 AT I+ —NOYHEIIHD AT ALED 2R LET, FEIZETLTWAEAIT, &
TREEAZWNIZ AR LTV ET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



I CDO %{$/H L 7= Threat Defense O B
FoR—F 4 05 D F— REEALET A 20Fvk—F 125 ||

GE) AA v T%HONMS OFFIZYIV BB L, VAT AOBIRNPEEIZYIN D £ TR
PNDHZERHY ET, ZOMIE. v — ORI SRLOEIR LED 2SFEIC S L £
T, BIRLED NREEICA 7D ETERZYIL RN TLEEN,

FoR—TFT 4 TD4 Y —FHFFERLI=TNNARDAVR—T 42T

CLI &k — %2 L7~ CDO A v R—F 4 77 % — F%&ffEH L T Threat Defense % 4
YIR—KLET,

FIE

ATY7F1 CDODOFEF—vary s RuT[A X hY (nventory) 127 Vv 27 L, HADTSZ

ARG () 7 Vw7 LTCT /3 A% 4 AR—FK (Onboard) | LE7,
ATvT2 [FID| XAV ) v 7 LET,
ATy T3 [EEET— F] T, [FID] NERENTWDLZ L 2R LET,
BFHE— K& LTC[FID] 2R L72ZIZWDOTH, [Av— T4 ADE| 227 Vv s L

T, T ATHERRERBGEDOA~— N7 A B ACHEREIIARECEET, FHHAHRER
TA B AIZONWTIE, FA4 B ZAZ0GT 5 (145 =) ZZRLTIE3N,

ATYTE  FUR—T 47 HikE UT[CLIRERX— % H (Use CLIRegistrationKey) ] % 3R L £7,
103: CLI &% ¥ — % {EH
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more

Firewall Threat Defense

' ' = = =
@ Frooff O rFome i f
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning o for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 70.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

ATY TS5 [T/ A% (DeviceName) | Z# A LT, [k~ (Next) 127V w7 LET,

104: T/N4 A%

Device Name

l ftd1

ATFv 76  [AU—EY YT (Policy Assignment) JIZOWTIX, Fr Y7 H U A=a—%H LT,
THAADT 78R Ay bu— RY —2BRLET, KNI —DRESNTORVES
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B Aot T - FEERLET A RO VK= T 4 v

W, [T 74NV DT 7R ay ha—/LiR Y 2— (Default Access Control Policy) ] 7% 3##R L %
D

K105: 792X arka—)LR)—

e Policy Assignment Access Control Policy

[ Default Access Control Policy ~ ]

ATFw Tl [VTAZ VT 3T A& A (Subscription License) 122\ TCliE, [#E FTD 7 /34 A
(Physical FTD Device) | 7 VA RZ %27 Vv o7 L, AT HHMRET AL A E2TF = v
JLET, [Next] #7 Vw7 LET,

106: TR Tavs4ErR

e Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATv T8 [CLIEEEF— (CLI Registration Key) 122\ Tik, CDO X, BigkF—L ZDMD T A —X
AL Ca~ry REARLET, Z0a<wr Rz ab— L, Threat Defense DOIHIERE T
ERHTHILERNDY 5,

& 107: CLI &5% % —

o CLI Registration Key

£y
\1J Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (41
Cé) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZ2oaT@ew]JTpCOP2w3xEBnVVKTZv x7R7dwem43JCMzwGY3ZzCToFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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ATvT9

ATy 710

F =T 12U G F— REEALET A 204 Rk—F 127 |

configure manager add cdo_hostname registration_key nat_id display_name
CLI T?, F721% Device Manager % ffl L 7= WJHIFR ED5E T

s CLIZEH L2WHIBEDFAT (1625—2) « AZ— T v T A7 VT MEET LIk,
Threat Defense CLI CZ D a~y REab—LET,
* Device Manager Z il L7-#IHIRRE D317 (167 X—) : 22~ K® cdo_hostname,
registration_key, nat_id ™57 % [Management Center/CDOD A A N44/IPT K LA
(Management Center/CDO Hostname/IP Address) ], [Management Center/CDO® %55k % —

(Management Center/CDO Registration Key) ], [NATID (NATID) ] 7 4 —/L KiZ=2&—
LET,

11

CLlEy N7 vy 7OV o7 rav s R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5Sha2g5REf8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GULEY N7 v 7DV 7L a<wy R arviR—x2 b

108 : configure manageradd 3 < > K3 R—R > k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkjZZW5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

FR—=T 4T T A= RTRS (Next) %7 U7 LT, 75 AORERZ B L E
To

(LE) [£ > b U (Inventory) ]-<— I DU~ % & 7 4 L 4SBT

UG EBMLET, FAEANL, TR 2 (0

X, CDO ~DE AWEHRIZT A ATEA I E T,
109: %87

Your device is now onboarding.

© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
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HAKTE

CDO %%/ L 7= Threat Defense D/ER |

RDBERY

[f Ry hUIR=Uh G AR LIIEN D OFT S ZERIRL, ARICH 5 [EEE] <A
NCEBERRENTWEL TV g v OWT U EBEIR L £9,

CLI % 721% Device Manager Z{#i ] L C, Threat Defense D#IWIERE % EIT L £,

CLl Z{&E A L =¥ IR E D ET

ATy I

ATvT2

ATvT3

Threat Defense CLI (285 L CHIHIER €217\ F 9, CLIZH L CHIHIREEZ FEITT 5 &

BHA L =T 2 A ABIOYR—V % TIERA A T —T 2 A ADREDHDMEFF S E
7, Device Manager Zffi /] L THIMIRREAFATT D&, BEA LV F—T =24 AB L~ R—
VX TIRAA U E =T oA ADRFEITMZA T, FEDTZDIZ CDO IZHIY H R T & &E T,

Device Manager C5E T L72 T _XTDA » Z—7 = A AR ESNET, 778X a2 b
H—/L WY =2 EDMDT 7 v MREIFIRFFENRNZ LITEREL T ZEN,

FIE

=1 —)L7R— b T Threat Defense CLI \Z456: L £,
oY — LR — X FXOS CLI IZ#5 ke L £,

2—HF—% admin B LUO/Z T — K Admin123 Tr 7/ A > LET,

WO TFX0SIZr /A v Lz XiE, NAU—RELEETLHLIROONET, T/ AT —
Ri%. SSH @ Threat Defense =2 7 A I HHEH I E 4,

GE) NAT—FRTTIEFEN T TONSLRWEAIL, T/ ZE2FHA A=k LT
AT—KR&EF 73V MIY Yy bTAMLERHY T4, HA A= LD FIEIZDOWNT
T, FXOSD NI TNy a—FT 47 A RESRLTITEIN,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: **x*kxkix

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2856 L £9,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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I CDO %1 A L 1= Threat Defense O BB

ATvT4

cu z@AL-mmEEozs ]

connect ftd
&1

firepower# connect ftd
>

Threat Defense ([Cf]O T /A 95E, = Ra—WF—F 4 28K (EULA) IZRIET
HZE9ROONET, FDOH%, HHA L X —T oA ZAOREHDOCLIEY T v A7 U7 |
NERRINET,

T—=HA L E =T 2 A ATIRX =X T 7 BAEFEMNILIZGETH, BHA VA —T = A R

DOFREPERSNET,

GE) BREZZ VT (TeezlE, A A—VEBERTHZEICLY) LARWnED | CLIty
Ty 7 4 F—RERYVIRTZ LI TEERA, 2L, ZRHORETITUL, %
726 CLI C configurenetwork =~ > F&fiH L TEE TX %7, Cisco Secure Firewall
Threat Defense 2~ RU 77 LU AL TS0,

T 7 F /v MEFETZIELENI AN LIRS v aNICE RSN E T, URICAN LIfEx 0 F
AT 2HE1%L, Enter 2L £97,

ROTA FT7A4 2B LTSN,

o [IPv4% 3% E LET75? (Do you want to configure IPv4?) 1. [IPv6%i%E L £ 32?2 (Do you
want to configure IPv6?) |1: TNHDX A TDT RLADDRL EH 120y EZ AN LE
T, BEHA LY —T oA AEMHAT D TERRNGEETH, 774 X— 87 RLRRED
IP7 RLVAZRET HDLENRDHY £7,

«IPVA X DHCPBHEIEIFENDEL L THRELFI N ?2IPV6 X DHCP, IL—%& ., FiIE
FHOENTHRELETH? : [FE (manual) | ZEIRLET, BHA UV H—T oA AR
DHCPIZERE SN TWDOEHE, BEHOT — 4 AV X —T 2 A AZRETHILILITEE
A, ZiUL. data-interfaces THDHMENH DT 7 4 /v b/b— 5 DHCP r— =5
ZELIELV— R CLEEXINDIAREERH H72DTT,

BB, V=T IAADIPVAT I T — DA EANETIIEBASA V3 —D A
ADIPV6T—hDxA%EAN: 7 — NV = A Ndata-interfacesiZ/2 5 L O ICRE L 77,
ZOREF, ~F =Y TV AT —H A X =T oA AWMU THETED LI
Ny =N L TERNT 7 4 v 7 2BELET,

 [THA R —HVTEBE L E T2 (Manage the device locally?) | : CDO Zf£/H 3 25 121%
lno)] Z ATLET, yesb AT % &, RV IZ Device Manager 2425 Z £1272 0
EJ N

[T AT VA —E— FERELETH? (Configure firewallmode?) | : routed & AJJ L
FT, A~ —T ¥ T I EXT, V=T Y R 77 AT U4 —)LEF— RTOLYR— |
SNTVET,

i -

You must accept the EULA to continue.

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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CDO %%/ L 7= Threat Defense D/ER |
B cuzemLr-anzEoss

Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATYTE v =V T IR AHOHEA v 2 —T =2 AR ELET,
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cu z@AL-mmEEozs ]

configure networ k management-data-inter face

T, A H—T 2 A ADFERN 2Ry MU= REEITY LHITRDDZ T 7 b
FRENET, ZOa<wr FOFBHIZOWTIE, ROFMESRBL T EE,

T=IA B =T = AEEHIMEN T D56, BBA ¥ —7 = A A TIIDHCP & fii il
TEEHA, Py N7 v 7RICIPT RLAZ FEICRIE Lo 72841, configure
network {ipv4|ipv6} manual =~ > R ZfEH L CRETE D LIV £ L, BHEHA
H—T A A — FU A % data-interfaces|ZEE L2 o> 25 AR, 22 TCZoavy
RCHRELET,

Threat Defense % CDO (ZBMIT 5 &, CDOVEA v H—T =2 ARE ([ H—T AR
HEIPT RLVAL = R U A ~Of/L— | DNS #—/3—_ DDNS #—/3—72 &)
R U CHERFL 37, DNS — —REDOFEMIZ OV T, RESHL T EE0,
CDO Tlk, BT —V ¥ TV BA A U F—T = A AMERE LT TEET 5, Threat
Defense & 7213 CDO 2N EEEE G DML AW D L O REEEIMZ NI 5 LT 72
IV, EEEEHE S S 4735 A . Threat Defense (ZIZLARTO B 218t 7 5 configure
policy rollback =1~ KRR E FFE T,

DDNS H— "—H%F D URL Zi%EJ 5 & . Threat Defense |& Cisco Trusted Root CA /3> K
LB T RTO LS CA OFEHEE AEIIZEINT 5728, Threat Defense (£ HTTPS #5t
@ DDNS H—/3—ZEB#E % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k

(https://help.dyn.com/remote-access-api/) %3 29X TDDDNS —/—ZHR—F L
£

ZoavwryRiE, [F=%] A0 F—T A ADNS P —R"—ZFRELET, By T >
A2 V7R T (F721F configure network dnsservers 2~ > RZFEH L T) RELE
B DNS r—_—(x, BT 74 v Il ENET, 7 —% DNS #—,3—(X, DDNS

FEEESNTWDEEHA) FRITIZIOA =T = ACHEAESNDIZEF 2V T 4R v —
WEHSNET,

CDO Tli%. Z ® ThreatDefense (ZEIV Y THT T v 74 —LRER) o —TTF—H A
H—7 x A A DNS P — "—3FRE X ET, CDO IZ Threat Defense #BIT 25L&, 17—
TIVEREDPHERF 4L, DNSH— =377 v b7 3 —LRER Y —ITBMS N EE A,
7272 L. DNS&E % & e Threat Defense (2 TT T v M 74 —LAFERY v —%HE Y 4T
BHE, TOBREIZI>Tua—IAFREN EEEXINET, CDO & Threat Defense % [l X
BHITIE, ZOFREIC—HETHLEIICDNS VI v N7+ —LREET 7T 4 TIZKET
LT LEBEIOLET,

F72, B—F/VDNSH— 3=, DNS P — =PI ER TR S L2355 120 A CDO
THREENE T, & 2013, BHA LA —T oA ZAEEHLTT A RAE2REL, 4T
configurenetwork management-data-interface =~ > R H L TTF—H A X —T = A A
B TE L7c5 . Threat Defense fll & —33 5 L 512, DNSH—_R—%2EHr 25D
ET N Tx CDO TFETHRET 2LERHY £,

WA X —7 A AL, ThreatDefense % CDO |28 &k L7412, BHA LV X —T A A
FRIBDOT =R A =T 2 ADNTNNIEETEET,

vy N T T 4P R TCRELZFQDN R DA v X —T = A ARSI E T,
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CDO %%/ L 7= Threat Defense D/ER |

B cuzerLraszEozs

ATvT6

e AU RO~ E LTINS, ARERINZ 7V T TEET, ZOF T a iz )y
FUVATHATEETN, gty b7 v 70l OIEIIIEHA LT 7EE N,

o T— X EHZ NI HI2IE, configure networ k management-data-interface disable =~
Y REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % &9 5
CDO Z#BILEd, a~r FOERIZOWTUL, A R—TFT 17 v 4P —FKaHLET
NAADF U R—=FT 47 (159 X—2) HRL T I,

51 -

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



I CDO %1 A L 1= Threat Defense O BB

Device Manager %/ L -0z 0= [

Device Manager % &/ L 7-#IHiEE E D E1T

ATy T
ATy T2

ATvT3

Wt~ N7 v 7T Device Manager T 5L, HEHA L ¥ —T A AL~ X =V X TV
TADOREIMA T, RDOA »F—T oA APFRRESNET,

e A —HXv F1/1: T4E] . DHCP 2B D IP 7 KL A, IPv6 HENERE
oA —Y X h1/2: TP . 192.168.95.1/24

e F 7 F ) ML— |k S A o H—T =4 AT DHCP 24 L THE

o E (NERO DHCP —X—, 77X aryfag—L R >— X2 UT 40—
E) WEBREINRNWI EIEBELTLIEEN,

CDO (24 v R —TF 4 > 73 DRI Device Manager N TIBID A > X —7 = A A[EAGDRE %
FITTH L, FOREIFMRFENET,

CLIZEMT DL, BHA =T A AL X =V T 7 EAREDHMRFFSNET (2
LRF TTHNFOREA v F—T = A AT SN EREA)

FIE

BHa v Ea— 2% =Py M2AVH—T A AEH L ET,

Device Manager (22 74 LET,

a) 77 UHIZURL (https://192.168.95.1) # AL 7,

b) Z—H¥—4% admin, ¥ 7 #/L k /XATU— K Admin123 ZfEA L e /A LT,

) TURaZ—W— T4 ABHELFATHEL, BHEENSRAY—-RELEETLH LI
RKDOHNET,

VMR E A58 T3 D121, H&#IZ DeviceManager IR 7 A > L7z &l N T v 70 4 ¥ —
REFEHLET, REIDSUT, X=YDOFHICH D [T /351 ADKEE AF 7 (Skipdevice
setup) |27 Vw7 LTy N v 74— RE2RAXy S TEET,

By Ny T4 Y= RERETTLHE, Wil v F—T =4 X (A —P%Ry F12) DT 7+
v REREICINZ T, CDO DEHICOIVEZ B & X ICHRi s 2488 (A —P x> b 1/1) A
H—T o2 ALBRETEFET,

a) HNEBA B —T 2 A ABLOERA L —T = RATK L TCRDOA T a v EREL, [IK
~ (Next) 127 Uv 7 LET,

1L Mo v H—7 A AT KL A (Outside Interface Address) | —Z DA ' Z—7 = A A
FTEHEA =Xy N = U=/ THY, ~F =¥ T/ AL FZ—T A A
ELTHEHENDGER DY £3, 75 ZOYMRRERICH O A o F—T7 = A
AEBRIRTHZEIXTEERA, BHOT —F A B —T A RINT 7 4V kDI
AVH—T 2 A AT,

TR X T VBRI (FEREINE) EIFRERDA AT A AT DY
Bl By hT v = ROBETRICTFE TRET HDLERNH Y £,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



CDO %%/ L 7= Threat Defense D/ER |

. Device Manager % £ Fi L =¥ HA EDEIT

[IPv4DF%E (ConfigureIPv4) |: #MA > X —7 = A A D IPv4 7 KL AT, DHCP
EHAT A, FRETFETRAEY T 47 IPT RLA, 7 Xy h~wx7 BLY
T=h U x2A B ANTEET, [A7 (Off) [ZFIRL T, IPv47 RLRAZFHE LR
EVWIHOBRBRELHET, By NT v U 4P — NEMH L TPPPOEARET HZ &
T CTEERA, AV F—T 24 ANRDSLET A, F—T)LET A, £72IT ISP ~Dfth
DOHHGICHHE SN TE Y, ISP PPPoE i L CIP 7 KL 22 L T\ 254
%, PPPOE WMEIZ 2 5550 H 0 £3, UV 4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) | : SMiiA > % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v IPT FLVA, L7 4y 7 A B —
Nz AZANTEET, (A7 (Off) [ZEIRL T, IPv6 7 FLRAZFRELRNEWN
IR L HY 5,

[B¥EA 22— 14X (Management Interface) ]
CLI CHIMIRREZ FAT LIz A, BEA V¥ — 7 o4 ADOREIFE RSN EE A,

T—HBAH =T 2 A AT =X T 78 AZGMLIZHATH, BHA LV H—
T2 A ADOFENMEREINET, e 2L, T XA H—T 2 A& LT
TU—URBHTL—T 4 VT SNDEBR RN T T4 v 71, T—HFA L F—T A A
DNS H%— —Tj37 <, BHA ¥ —7 = A A DNS ¥ — —%ffF L T FQDN % fi
mLET,

[DNSH—~% (DNSServers) ]: A7 LADEFT KL ZH D DNS H—3, £ §ifigs:H
\Z12LLEDDNS —"D7 RLAZ AJJLET, 7 74 /L MJ OpenDNS /X7 Y
27 DNS H—"TF, 74—V FEHEL. 774 /L MIELIZWEEIL, [OpenDNS
ZffiH (UseOpenDNS) 1227 Vw7 45L, 74—/ RIZHEEIRIPT RLARY o—
FEET,

[Z7A4 T U4 —/KA L4 (FirewallHostname) ]: ¥ AT LADOEHT KL ADKA b
%‘(“‘a_‘o

b) [RZla%E (NTP)  (Time Setting (NTP)) ] Z&X&E L, [k~ (Next) 1227V v 27 LET,

c)

[#A LY =2 (TimeZone) |: VAT LDX A LY — @R L ET,

[NTP# A L H—,3 (NTP Time Server) |: 7 7 4/ h®D NTP H—EMHT 50,
HALTWANTIPY— DT RLZAZFETANTLOI0EZRIRLET, Xy 7T v 7 H
WCEBOY— " EBNTE £,

PEERET1C 90 H RO FEAMIIfA] 2 BiAG  (Start 90 day evaluation period without registration) ]
IR £7,

Threat Defense % Smart Software Manager |88k L 72V TL &V, T TDO T A B XX
CDO THEITSNET,

d) [#& 7T (Finish) ]2 Vv 7 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



I CDO %1 A L 1= Threat Defense O BB

ATvT4

ATy Th

ATvT6

ATy T17

Device Manager %/ L -0z 0= [

e) [7 7 U R&EEE (CloudManagement) JE72IL[A# > K7 12> (Standalone) ] ZERNT 5 K
IRDHENET, CDO 7 T 7 R Management Center DAL, [AX v KT v
(Standalone) ] ZiBIN L T o, [THE (Gotlt) | &#|INL 9,

[7F 2 K& (Cloud Management) ] 473 3 > 1. LA —d CDO/FDM FERED 7= 8 D
HDOTY,

(MEIIELTC) BEHA X —T = ZAERELET, [T/ X (Device) |>[f ¥ —7 =
A4 A (Interfaces) | DEFA L H —T x4 AEBR LTI IV,

BHA A —T oA A, T—HFA L H—T oA AR ESNTZF— T = A BDRLETT,
F7 4N FTE, BHA X —T 2 AEDHCP L IP 7T KL ALY — b= #ZE L
T DHCP 267 — MU = A #ZE L0WGEE (e 2, BEA VX —T oA A% Xy b
T— 7R LTV RWESR) | F— MU= A XT 74NV N TT— 4 A 2 —T = A AT}
0. MHHETHILEETH Y A, DHCP L7 — U= A 2525 L-HAIE, Kb IcE
BA L H—T oA RIHMIP T RLAEZREL, ¥~ MV x2A BT XA H—T A AT
RETHLERDHY 7,

IR =TX T 7R AMEHT DML ETIIHNERUSN DA o F—T = R GTBNDA o F—
T2 A RAEFJRETDHEEE. [T3 A (Device) ]&&EIRL, [ ¥ —7 =1 A (Interface) ]
DY~V =DV r7%7 ) w7 LET,

Device Manager (285 A & —7 = A4 ZADFREDFEMIZOWVWTIL,  [Device Manager TD
Tr7ATUA—NAORE (130 ~—2) | ZZRLTIZEV, CDOIZT /A AZBEKT 5
& . Device Manager OORERLIIRFEF SN E A,

[T/31 R (Device) |>[ R TLERE (System Settings) |>[FREHE (Central Management) ]
DIEIZER L, [FfT (Proceed) 1 %2 U v 7 L C Management Center DEFRZFRE L £ 7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £79°,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



CDO %%/ L 7= Threat Defense D/ER |

. Device Manager % £ Fi L =¥ HA EDEIT

110 : Management Center/CDO 0 F£ 48

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No

Threat Defense

10.89.5.16
feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

Management Center/CDO

a) [Management Center/CDO AR A N F 721X IP 7 KL A% F1> TWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1ZV (Yes) 1227 U v 7 LET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K



I CDO %{$/H L 7= Threat Defense O B
Device Manager % {5 f L = ) #i5RE D RAT .

CDO (Z £ Y configuremanager add ==~ > RAAEK SN E T, a~ 2 ROERIZOWTIL,
FoR—F 4 T4 = REFHALET AL ADLF L R—F 47 (159_—) %5
LT EEN,

configure manager add cdo_hostname registration_key nat_id display_name
{1

111 : configure manageradd 1< > K3 U iR—R > k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

b) =~ F® cdo_hostname, registration_key, nat_id ™43 % [Management Center/CDO® 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
D k¥ — (Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 1 —/b
Nizave—L%E9,
ATy T8  [HEDOFRE (Connectivity Configuration) | Z5%E L £,
a) [FTD7ZA A R4 (FTD Hostname) | #f5E L £,

ZDFQDN (%, A v —7 = A A, F721F [Management Center/CDO 7 7 £ A A L X —
7 = A A (Management Center/CDO Access Interface) [FHIZEIR L7 A > ¥ —7 = A AITff
£,

b) [DNS#—/3—72L—=7" (DNS Server Group) ] Z#f5E L £,

BEED 7 N — T 28RN 500, LW A—7 %k LEd, 574/ kD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RE F v E T,

TOREICEY, T—H A HF—T 2 ADNS I—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—{X, DDNS (EZSNTWDHEE) X0 ¥ —T7 oA ATHH I
X2 VTR =R SNET, BEHNTF 74w 2T =X NT T 4 v O
DI A v H—T = A ARHETDNS —N"—{C2ZET 5720, BEHIFEHLZHD LH
U DNS $— =7 ) —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A
S —7 = A A DNS P —/3—»F Eéhiﬁ“ CDO | Threat Defense # B4 5 L, n—
HIVEREDHMERF S, DNSY— =37 T v F 7+ —ARER Y I —ZBMShEEA,
7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 > F 7+ —ARERY »—%HID M4 T
HE, FOREIZL>Tr—HEEN LEZXZ S ET, CDO & Threat Defense % [AIH] =
HHITIE, ZOREIC—HTDHEIIDNS I Ty NI+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHIEH TR SN 72854120 CDO
THREEINET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



CDO %%/ L 7= Threat Defense D/ER |

. Device Manager % £ Fi L =¥ HA EDEIT

ATvT9

ATy 710

ATy INn

¢) [Management Center/CDO 7 2 ¥ A A % —7 = A4 A (Management Center/CDO Access
Interface) ] IZ DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEZEDA VA —T oA AZBERTEETN, ZOHA RTHEHAEBEEHR L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRBRLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L EHERTDEIITKRDDIA =D
MERENET, SMBEZRRLZGEIE, By N7 v 7O 4= RFRO—BRLLTIOL— R
FTTICRESNTWET, MDA o F—T A AERIRT H551L. CDO IZHHET HRIICT
TANMV— NEFEITRET HHLENRH Y 9, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEMIZ DWW T,  [Device Manager TD 7 7 A 7 7 4 —/LOFKE (130 X—) |

EHBL TSN,

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235512 CDO e EHM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19 % AijlZ DDNS %3 &3 % & . Threat Defense (X Cisco Trusted

Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENT 5728, Threat Defense (X

HTTPS #%%t? DDNS ¥ — /X —FEB#E & FRGE T X £ 7, Threat Defense |£, DynDNS U E— h
API{E4R  (https:/help.dyn.com/remote-access-api/) % {7 %3 ~T®D DDNS ¥ —/\—% R —
FLET,

[#ft (Connect) 1% 27 U v 27 LET, [BEkAT —# A (Registration Status) ] %A 7 1 7K
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E OPRTF (Saving Management Center/CDO Registration Settings) ] FIED %, CDO |2 HE)
L. 7747 U4+ —V&BMLETS,

CDO ~DHIN B2 % F ¥ BT H5E1E. [BEDF ¥ /L (Cancel Registration) | & 7
Vw27 LET, TNLANOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 7 7 VD ¢ . R
ERHLZRNTL7ZE, LRSS, et A W51k L, Device Manager (2 F#2f5¢ L7255
BOHFHINET,

[Management Center/CDOS k% & DIR1F (Saving Management Center/CDO Registration Settings) ]
O FNE# T Device Manager (ZHaft L72 £ 12T 5 & Hf&AYIZ [Management Center % 72 {3CDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW S v E T,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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I CDO %{$/H L 7= Threat Defense O B

B 112: EE B

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

ERHGEX2)T4R) O—DETE
C DT ROBE R L CIANAE R 2 )7 4 K Y S ERET B HC SN TR L
7.

NI A LB —T oA RAEITA L H—T oA A N A L F—T 2 A AZAZT 4 v 7 1P
T RLAZEDYCET, v F— VXTIV EAREO—HE L INA v F—T A AD
FEARBRELERLE LN, FEZOA L H—T 2 22X VT 4/ — 28D 4T
LUMENRHY FT,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SMHfiA v H—T = A A TA U H—T7 = A ZAPAT ] L 77,
TR hr—b NEWOI~D T T 4 v 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T A ATSSHZHMZLET,

=JL o
A 23— x4 XADEFE
0—4%yF7aeya =/ ERIINEEIC Device Manager #9555 IROA > &2 —
T x A ANHERRESNET,
oA —H Ry F1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HEIRE

e A=Yy b1/2: THER) . 192.168.95.1/24

Cisco Secure Firewall 3100 R 2 — 7y THA K .



B sz 1z08%

ATy T

ATy T2

ATvT3

ATv74

CDO %%/ L 7= Threat Defense D/ER |

e T 7 )V hb— b HEA X — T = A AT DHCP %4 L CTEHS

Management Center (2 8% 3 5 HijlZ Device Manager N TIENND A > ¥ —7 = A A[EH DORE %
FAT LI A . TOREIIRFSNET,

WTAIUZLTH, T3 ADBERRIZIBMDOA 2 —T 2 A AREERITTHLERDHY F
7, Threat Defense f > % —7 = A4 AZH[HIL, ZNbExEX a2 VT 0 —IZFHID HTT
IP7 FLAZRELET, 7L—2IT7 U A F—T A AbRELET,

WOHITIE, DHCPICEL D AXT 4 v 7T RLAENL—FT v RE—RDOHWNEA X —T A A
FHEALT, V=T v RE—ROWNEA v X —T =2 AZHRTELET,

FIE

[7 /734 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
Ao [#RE (Edit) ] (£ 2270y r7LES, >

[ 5 —7=AA (Interfaces) | %7V v LET,

1M3:4258—Tx4RX

Device Routing Interfaces  Inline Sets ~ DHGP  VTEP.
e
Q Search by name " Sync Device | | Add Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Global Q
GigabitEthemet0/0 Physical Disabled Vd
GigabitEtherneto/ 1 Physical Disabled s
GigabitEthemeto/2 Physical Disabled s
GigabitEthernet0/3 Physical Disabled Y
GigabitEthemeto/4 Physical Disabled s
GigabitEthemet0/s Physical Disabled s
[@ cigabitEthemeto/6 Physical Disabled s
GigabitEthemet0/7 Physical Disabled s

(—EOEFF /VCHHATFEER) 400G A v X —T 2 A ANMH42D 110G T L—F T 7k AV
B—T oA ZANERTDITNE, AV F—T A ADT VL —I T NT A a7y s LE
K

RETAGOA vV F—T 2 A AT TIHEA L TWAEAIL, 7T L—2 T v M&F{TT HRIIC
REXHIRT2LERH Y 3,

WEIZHE T 540 v 2 —7 =4 20 [#R&E (Edit) | (#F) Z27 Vv 7 LET,

[£f% (General) 1 ¥ 7HBFREINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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b)
<)
d)

AV8—T 14 RADEE .

114 : [General] 7 7'

Edit Physical Interface

General IPv4 IPv6

Path Monitoring

Name:
inside
Enabled

Management Only

Description:

Mode:

None
Security Zone:
inside_zone

ace ID:

nterf

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

48 LT FE TO [4HT (Name) | Z AN LET,
ez, A F—T A AT indde WA L4HETESITEL,

[£%) (Enabled) | TF =y 7Ry 7 A%EF NI LET,

[E— K (Mode) 1iX[72L (None) IZF&ELZEFIZLET,

[E¥x=VU7 1Y —> (SecurityZone) | Ky FX A MLEEFONTHEX 2 U 7 4
V=BT D0, [ New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L W HLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS =T 2 AT N—TZE )Y THELENDY ET, o F—

TxARF, 100X 2 VT 4V —IOHRETHESL, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, eI WA v X —T = A AWNE Y —AZE ) BT ANBA v H—
T A RAEIES = AZED B THZENTEET, ZOHA. N T 7 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T 4~ DH
PAR—FLTWVET, NATHRY v—, L7 4 0Z K — BEIOWQoSHY v —T,

S FERFA AT oA AT N—T HEHTEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B sz 1z08%

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27 ) v 7 LET,

o[IPv4]: Ku v T XL URRINE [AXT 4 v 7IPEMiT 5 (Use Static IP) | %38
RLU, IPT RLARLEY TRy h~RATBAT v afil TAHLET,

7= & z20E, 19216811247 EE AT LFET,
115:[IPv4] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 48
JAHEF N LET,

116 : [IPv6] 2 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUv2r LET,
ATy TE AR HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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DHCP H—/\— DR E .

117 : [General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA B —T 2 A ZAEBEFICRELTWDEED, AV F—T A R
WX T TIZAFIRMHT O TEY ., AMEE T FLRBEENZE T LTWET, b DOFEAH
EBIXER LN TL &, BB 95 L, Management Center OEFFE AP S E T, =
OEETH, WRrN T 74 v 7RI —DEFa VT4V — 0 2RETHLERHY £,

a) [EF=VU7 1Y —> (SecurityZone) ] Fr vy 7 X0 U X RMLEBAFDOINTEEF 2T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 4V —r%BINL
£7.

7=& 21X, Toutside zone| &EWHILARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fE (Save) 127V v LET,

DHCP H—/\—DHE

7 A7 > N CTDHCP i LT EBICKTT A5 225 1P 7 RLAZESET 5L 512958
A%, DHCP — _—ZHZc LE T,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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FIE

CDO %%/ L 7= Threat Defense D/ER |

AT9 T [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w

£ (Edit) ]

(F) 27V vr7LET, >

Z 5w 72 [DHCP] > [DHCP#—/\— (DHCP Server) | Z3#R L £,

[X| 118 : DHCP H—/\—

Device  Routing

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | <—V T,

‘j—o

119: 5 —/\—D:EM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Interfaces

DHCP
—

Inline Sets VTEP

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ v+
Secondary DNS Server Secondary WINS Server
v |+ v| +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

[0 (Add) 127V w27 LT, ROATvarz&kELE

Enable DHCP Server

—
Cancel m

e[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—3MEH 35 IP 7 KL ADH Fb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FEL

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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NAT D% 5E .

7y N RICHFET ORENRDY, A =T =2 AAHDIPT RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FH5MZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK]Z27 V)7 LET,
ATYT5 [fRT7F (Save) |27 U 27 LET,

NAT D% 7E

—f&EI72 NAT V—/ LTk, WET RV RAENEA L H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATLV—NDZ tEA L H—T oA R—KT KL RZEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) |>[NAT] %27 U v 7 L, [ LUK P — (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATw T2 R —IZL4RIEMT, R —%2FHTET SN, ZAE@ER L, [R1FE (Save) 127V v 7 L
ij_o
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B wozz

120: 5 LLVR ) o —
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
121: NATR1) & —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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NAT D% 5E .

122: EXKIL— DA T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

12: A VB3 —TARF TP b+

Add NAT Rule

MNAT Rule:
Auto NAT Rule v
Type:
Dynamic v
Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name o outside_zone
inside. zone . Add to Source
1 outside_zone ) Add to Destination

wfxAutomationZone

L1l

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,
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B wozz

124: 5 AL—Y3 Y
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced
I

Original Packet Translated Packet

Translated Source:

Original Source:*
all-ipv4

Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD F T 4 v U DFFFA]

BT D00 2 Rgk LIz L X, BARD [TRXTONTI 74 v 7 %7y 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =2 ELTELAE. T A 2@RT25 877 1
T HEHFA[T DDA = — NV E BT H2LERHY £9, ROFIETIZ, N —>
MO = ~D T T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W2 Ry NT—=T~DNTF T 4w I BFFA[THL— N EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY I — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNAIZERIR L, BEUCHT A ICE VY TonTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 2V vyrLEF, > >

RTw T2 [JL—ILEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
X 126: )L—)L D&M

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None Fe File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object

NE | v 1 object

% wixAutomationZone

«[&81 (Name) | : O —/VIZARTEMFTET (72& 21X, indde-to-outside) .

« [EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exy—2%ENM (AddSourceZone) | #7 U v 7 L%,

[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

RATY T3 [Applyl 227 Vv LET,
L= Jb—/b (Rules) ] 7 — 7 /WIZIBME L ET,
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CDO %%/ L 7= Threat Defense D/ER |
B <o 70ex7—481v5—Tz12TOSSHOEE

ATy T4 &7 (Save) 1227V w7 LET,

IH—T T7IOEVRTFT—R AR —T 24 ATH SSH DKTE

A B =T 2 A7 E DT —H A ¥ —T = A AT Management Center 7 7 & A &4 hi
LT, ZOFIECHES>TEDA 2 H—T = A ATSSH ZHNCTHLERH Y 7,

Z Z Tld, ThreatDefense T1 DL EDT —X A X —7 = A ATk LT SSH ##c 2 BMZT
DIFEZHOWTHB LET, SSHITZWmEA v ¥ —7 = A ZTK L THR—FSNEFA,

N

GE)  SSHIZEHA LA —Tx2A A LETTF 74V b THIIZR 2 TWETA, Z OEAEIZEFE SSH
T BRITHELEE A,

BEA B —T oA AL, T ADOMDA o Z—T = A AL [T3BES VTV E T, Management
CenterlZ 7T N\A AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
%, BEA o H—T 2 A AD SSH LB LOSNB2—H U X h&2F LET, TOMDR
EITEINCRESNE T, T—F AV F—T oA AT, ZOEEZEHLTSSH &7 7%
AYADEANNILES, T—F A F— 7l4z@$Hb?74/7iLﬁ@ww;4y
UREERMM L, REFICRESNIZAZT 4 v 7 =R CLI TRESNIZAZT 4 v
o— MIEHLEEA,

BHA L E—T 2 A ZADE, SSHT 778 A Y A N &R 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ REHRLTLEEN, AH
T4 v — NEERET HITIE, configurenetwork static-routes 2~ > REZZH L T E X

Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELE
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R LV—/LEINEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA VX —T =2 A AZDOIFEHTEET, SSHER NP A v H—T = A
2N DA, INERA A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —HizaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 M : hmac-sha2-256

— A H#4 . dh-groupl4-sha256

N\

GE)  SSH #fEH L7z CLI ~®D 1 7' A E3RITH 3 [Bh8 L TR 2 L. /351 2D SSH #fke 13#%
T [_/i‘j‘o

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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I CDO %1 A L 1= Threat Defense O BB

v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

1R BHHIIZ

« SSH = —#—I%, configureuseradd =~ > RZEH L CCLITOARETEET, .
T 7 4V T, AIIRRERHZ N A U — R&230E L7ZAdmine—F—23F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N7 4 — L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EIZIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A PERIEFR Y NV—J 2EHKTDLIF Y hU—2 4
TVl RRMETT, A7V e ar—Ury0—E LGEINTE TR, IPT
RLZADITN—F W ETH-0ICA T V=7 N I —TF 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry N —2 AT V=7 MIEHATEE
A, KD VIT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERRETZITmE L ET,

[EFa7>x)L (SecureShel) | #IRLET,

SSH #ft & 7F il 4564 v #—T7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHREZZ T AND A v FZ—T =2 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTHE LWL—AZBINT 50, [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFa T 4 EBEELET,

* [IP Address] : SSHEEi #7Frl T DR A NEIZFR Yy NV—V 2/RET LRy hT—7
FTV 2l NERIZITN—T, ATV MRy XU A= a—0bLERT S
N FRFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

c[EF¥2T4Y—2 (SecurityZones) |: SSHEE AT /[T HA v X —T = A A%
ey —rEBMLEST, V=R X —T oA AT, [ERLEzEX2U T4
Yy —> (Selected Security Zones) | YA FDFD T 4 =V RIZA v X —T = A A4 %
AL, BN (Add) 1227V v 27 LET, BRSNLTNDA U F—T = A ZAET2IE
U BTN RAZEENTND EXIZOHR, ZHHDN—VRT SA RZHEHA &
£,

©) [OK]%7VUvZ LET,

ATvT4 [Save (RTE) 127 Vv LET,
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CDO %%/ L 7= Threat Defense D/ER |
| B

ZNC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B0V Y THT A ATHY
V—HERTELXLOICRVEL, BFIIRY —2EHETLIETHEDICRY THA,

5% TE O R B

REDOEF % BRIk 2 ICBBELET, ZEEZREATIETIE. XM A LTEDOE
BHET 7T 471280 FH A,

FIE

ATy T1 Lo BB (Deploy) 1227V 27 LET,
127 : BB

Q @ & @ adminv Wl secure

AT 72 RERREBEOEEIT, HEDTNAADF = v IRy 7 A4 N2 LT[R (Deploy) 1% 7
Vw7350, [TXCTER (DeployAll) 127 U v 7 LTTRTOT N, AZREBELET,
LS OGET, BIMORMA TV a U ERET D720, [mE72ERM (Advanced Deploy) ]
7V v LET,

128: § XN TRERH

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment £

node2 I Ready for Deployment =
5 devices are available for deployment iz

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| cDO %#FA L 7= Threat Defense OB
Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

129 S E LR

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPEIH LI 2R LET., BEORAT =X A%FIRT HITIE, A=a—"—0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

130: RART—2 X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw R4 A F—T x4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
WY AT LD NI TN a—TFT 4 THITVWET, CLITYy Y a v mb R —%RETDHZ
LITTEEYA, CLIIKIE, v Y — R R— MR L T 72 TEE T,

N TNY a—T 4 T DD FXOSCLIWZT 7 B ATE £,
Y

CGE¥)  F7-1%. ThreatDefense /31 ADEHA L X —T =4 ATSSH T CE£4, a2V —L
vy var iy, SSHE v a T 7 4 /b b T Threat Defense CLI (2729 . connect
fxos 2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WAHEAE, B TT—H AL H—T 2 A LDT FLAIZERTEET, T—HF A H—T=A
ASNDSSHT 72 AXT 7 4/ h TEHIZ /> TET, ZOFIATIL, 77 4/ F TFX0S
CLI 7B ay V) — ViR— R T 7ROV THBLET,
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIiZue 7 A 451013, BHa L Ba—FEa Y —)LAR— MNIEHE L £9, Cisco Secure
Firewall 3100 {2} DB-9 to RJ-45 2 U 7 /L — T LR fHE L TW D20, BT D I1ciEh— R
/X—F 4 ODB-9-t0-USB ¥ U 7NV — T NV E AT HMERSH G5 03H 0 £9, THEHOA
R —F VT VAT AR USBY ) TN RTANRENT A A =L L TLIEEN,
a Y —)LiR— MIT 74V F TFEXOS CLIZ/2 0 4, ROV U TAREEFEHLE9,

* 9600 7R —

87 —H B b

e NUT 4721

1 AFy7 EYEH
FXOS CLIIZHfi L £9, =—¥ —4 admin &, HIiE > N7 v THECHRE LTI2/SA D — F&
fEHLTCCLLICr 7 A LET (F74/0 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZT7 7 A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A U %IZ, CLL CEHRER 2~ > FOIGFHMA MR T 2121, help £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EE,

Threat Defense CLI Z#& T4 5121%, exit £72i% logout 2~ RE AN LET,

Zoawr RIZE Y, FXOSCLI 7'u v 7 MIEY £, FXOS CLI T affE/e 2~ NiZ
DONTIE, 22 AL TLIES N,

1

> exit
firepower#

Cisco Secure Firewall 3100 R 2 — 7 v TH A K
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I CDO %1 A L 1= Threat Defense O BB

274794 —LoERONE [

T27AT7 A= ILOEIREDUIB

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
AvFEMLIZNT DL, BERR 77 ANV AT LOREGEFEREITIERZHD ET, Ny
I 7Ty RTCEFIZZHOTa v AREITINTEY, &R 7 7%\ 20 | &R Z U
LicTDE, 77AT DNV AT A ETL—AT N Yy NATUTERWI EERZ
TEBWTL S,

Management Center D7 /N ZAEFIN—T 2 L CTT 34 AOEJZ YW 57>, FXOS CLI
M CTEET,

CDO ZERA L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATvT3
ATvT74

ATy TH
ATvT6

ATy 717

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T S ARk EIRA
A FEMLIZVTDE, BERRT ANV ATLAOREAFISEITZENHY T, Ny
T T0y RTIEFICEZHDO T aw ANFEITINTWT, BRS 7 72520 | ERZ Yk
L0 T 5L, 7747 T4 —NVETL—ZATNI ¥y NETUTERWI EEZRZTBNT
<TIZ&EW,

Management Center ZfifH L T A7 A& @WUNZT v v RF T TEET,

FIE

[T/34 R (Devices) 1>[T/\4 REHE (Device Management) |z #RL £,
HEBT 271 ZAORICH S [fRE (Edit) | (£) 227V v7 LET,
[T/34 & (Device) | #7 %27 Vw7 LET,

[ ZF L (System) | &2 2 a2 T[TFNARADY vy &> (Shut Down Device) | (@)
7y LET,

T INRERINTEL, TARAADY Yy MU EHERLET,
A= VIS T AT U =R L CWDADEARIE, 77 AT U4 —Vinv vy hE T
THEXIVAT AT v =X —LET, ROT a7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LERH L T RWEEE, R30fFo T AT ARy MU LI b %
BLET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
N4z ncxxd,
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B cucs3377 1079 —LoEROUS

CLIICEITAHT7 747 04— ILOEIRDUIE

ATy T

ATy T2

ATvT3

ATy T4

RDATY

FXOSCLI 235 &, VAT LARLEEIIV Yy MU LTTNA ADOERZYIW T E
4, CLLIZIZ., = VY —JLAR— MI#EHR: L T7 7B A L9, Threat Defense 3 &2 TV FXOS CLI
~DOT 7 EA (187 =) ZBHL T EE,

FIE

FXOS CLI C local-mgmt (Z#5#t L £77,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT Ry S " NeE=Z— LT, kOT a7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEIS U TCERAA v F 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B v
NN TEET,

O

J

CDO %{# M L 7= Threat Defense DX EZ K179 5 I1Z1%. Cisco Defense Orchestrator 75— A ~_X—
TEZRLTLLIEE,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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=6~
=% =R

ASDM Z {£ A L 7= ASA O &R

COEOHRRE

ERARER T _XRTCOARNL—T 4 VT VAT AE R =V MR T A1, [KEe 7T 7
g—varvbkerx—UxEROT5HE 1—) | E2RLTIEIN, ZOEONE
IX. ASDM %325 ASA IZ#H I NE T,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA O THI D B 2 217 5 BRIZIX, T3 ZADFHA A—IMbmNnBE Il £
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TSAND—RERT—RAD b 77 AT U+ —/VITIXEAGEBESRILRE T, FERIIZIL
F£TH2LHVERFA, L, 2= AR EORETIE, BAFIIIERELEHTE E
T ZOA. REMEERFC SNMP O HRFC, BHEEDEANBIIGTHREZHER TE 25606
nET,

¢ ASA IZDOWVT (192 X—7)

e RY—x U DX AT (193 2—3)

e Xy NU—JEE LT 7 40 FREDHR (195 ~—)

c T T AT T A—NDT—T NG (197 ~—)

¢« 77 AT A —VOERBAN (198 X—)

« (EE) IP7 RLADER (199 <—)

« ASDM ~Du 7 A > (200 ~<—3)

e TABVADEE (201 X—)

* ASA DFXE (208 ~<X—)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

B ssazouc

ASDM %A L1- ASADER |

e ASA BEXOYFXOSCLI ~O7 7 &2 (210 _—)
e IRODAT 7 (211 =)

ASA [ZDLVT

ASA 5500-X

ASA . 1 DOTF XA ATEETCAT— NIRRT 7 AT U+ — /UEHEB LN VPN 2 &
h— & —HRE A TRAL L F 9,

BXTE DT

ASA 5500-X D% E % =2 °— L T, Cisco Secure Firewall 3100 IZAE D fiF B 2 &3 CTxF£4, 7=
7L, REZEETAVLENDY E9, £/2. 77 v M7 3+ — AWM OFEOFESICEE LT
<TEEVY,

1. EEZ 2B —75I21%. ASA 5500-X T moresystem:running-config =2~ > K& AT L F
R

2. REISLUTREEZMELET UTZ2ZHR)

3. CiscoSecureFirewall3100 D = Y —)LiR— MIEHG L, Z/a— )L a7 4 Fal— g
v E— RNERBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***%%%

Repeat Password: *****x%

ciscoasa# configure terminal

ciscoasa(config) #

4. clear configureall =~ REZEH LT, BEOREEZZ VT LET,
5. ASACLI TEE IR ELX AT ET,

ZOHA RTIEH, THHMEOT 7 4L MR EEHIHEE LTWDH 728, BEFOREICAE Y 11T
%5, ZOHA RO—EOFIAIL ASA IZHEH S EFA,

ASA 5500-X % E

Cisco Secure Firewall 3100 D% FE

PAK 71 & A

Aw—hF T4 R

BREZAE— LT TS & PAK 74 &2 A5
SNFEHAL, T7HNVEFTETA B RIIA VA P—LE
NTWEFA, Av— IV TTE, Avw—h
T4 VT =N HR LTI A B R ARG T
HUHENRHY ET, Av— b T4 TIE, ASDM =
TIXSSHT7 72 AICHEELEST UUITESH) |

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| AsDM % & L 1= ASA DERE

EST PR T YICN |

ASA 5500-X %

Cisco Secure Firewall 3100 D% E

A ASDM 7 7 & A

ASDM |[ZEfi CTX 72y, A~w— K S4BT H—
IN—ZBEETERWEAIT, BB DR ERTE L5
BTH, VPN L7232 DO 58S e SLHEE DRUE &
HIBRL £,

7Sk 3DES) TA B AEEMS LRI, Zh
SOMREEHERNCT LI ENTEET,
ZOMEORIRIE, ASA IZiE, FHT 7R IR LTD
FHT 7 /v N TIDESHERENZENTNWDHZ & TT, iy
e LREZ A ohic T D & ASDM B L OVHTTPS k&7
T4 vT (Av—hTA VT ==L D2 L)
N7y ISNET, ZOA— L0, EE1/1 L
DEMERA L Z—T oA AR SN TWABRETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

HLONA—Ry=71ID & —EHTLEICA v F—T A
AID AR LTLIZEWN, & xiE, ASAS5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
7, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1T ~18 BNEENTVET,

boot system =~ >

ASA 5500-X Tl&. K 4O boot system =< > K Z i ]
LT, T A A=V EBETEET,

Cisco Secure Firewall 3100 Tl 1 -2 boot system =2~ >
DHPBFFRISND T2, B AT 2 RIS 1 DESh 03T
Da<y REHIRTOILERHD ET, 7— " A—T%
B 5 72 OIT BRI HEAA ENRN T FEERITTE
DA~y REgEIlHOL0EITH Y £ A, bootsystem
Ur— FRHZIE, &Rl — RS 7—h £ A=)
HIZFITSNET,

boot system =~ > ik, AARFIZT 7 v a v &FATLE
To VAT AFIA ATV EBEEL TR L, 7 — MNEIT

(FXOS I L » TEH EIND disk0 DN 7 — 3 V)

Cat—LET, ASAZVr—RT5&, HLnA A—
Una— RINET,

ITVRY—IVFDZRY

Ux— VT ASA B L TERET DICIE, ROF AT ZZMLTIIZE,
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ASDM %A L1- ASADER |

- EPIEEIYYEY

1B1: T RY—T YV FOFIE

N N ¥\ N
Pre- 1 )install the (2 ) Review the (3 cable the 4 ) Power on the
Configuration firewall network and firewall firewall
default config —p —>
v
ASA CLI 5 ) (optional)
Change the IP
Address
2 . l ¥ o . 72 ]
ASDM (.6 )Log into (9 ) contigure (10) configure the
ASDM feature ASA
licenses —»
l A
/=N
Cisco \.7 ) Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis
(1) | FHIRE T AT T —NEA L A= L LET, "~ T =THBEIA FEBRLTLIEE
L4 W,
(o) | FRiERE Xy NIV BE LT 7 4 NEREDHERS (195 X—)
&
(3 | FHIERE Tr AT U —NDr—T MR (197 <—)
9
() |FHIRE T AT U= NVOERBEN (198 X—V) |
5 |ASACLI (EE) IP7 RLADERE (199 <X—)

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K


https://cisco.com/go/secure-firewall-3100-install

| AsDM % & L 1= ASA DERE

v ro—sEEeF oL rEE0RE [

(=) |ASDM

ASDM ~pua 7 A (200 2—3)

7= | Cisco Commerce
"/ | Workspace

ERTG AL AL AT a L OETIA B Z2ZRELET ( [5A48 ADHKE
201 =—3) 1) .

Smart Software Manager | v —3 DT AU A =7 U EARLET (T4 20%E 2013—) 1) ,

(9) |ASDM BIES AL 2 Z2RELET ([S4820RE 201 ~—) | ),
Ay
(10) |ASDM ASA DEETE (208 ~2—)

2y NID—OEEET 74 FERTFEDIER

WO, ASA TOTF 74V DXy NI —7RBEZTRFLET (G740 FREZHEH)

SN A B —T = A A — T ET L E7213 DSL BT A EERT 5B A1E. ASA BN
WAty hT—=7DFTRTCDONL—T 47 ENAT ZFEITTE5L91C, ET 57 Y v VF—F
T 52 aBEID LET, SMBA v Z—T A ZADISPICHHET 572 PPPoE # iR ET 5
VERHDEARIE. TOHREE ASDM AX — T v 7 U 4 P—FNTITH T EMTEET,

)

GE)

ASDM 7 7 B RICT 7+ /L NEHIP 7 FL A ZFEH TR 0W41%. ASACLI CEHIP T R
VAZRECTEET, [ (EE) IPT7T FLADOEE (199 =) | 2R LT 7EEW,

WERIP 7 RV AZEETHXLERNS H551E. ASDM A X — T v 7o 4 PF—R&EEHA LT
FECTEFET, 72 20F, ROL I RIRBUTBNT, WEFIP 7 KL ZADOEENNEZ 2 58
ENRHY T,

A U H =T oA ANRHIIRT T ANV bRy NI =7 TH 5 192.168.1.0 % v N T —7
FDIP T FLZ2OEBEERA DS, DHCP U —A0NKMM L, SMBA v F—T =1 AN
IP7 FLAZERELEEA, ZOMEIEZ, ASARRLCRY hT—7 ElZ2 204 & —
T2 ABFFOI EMTERWEDIIRELET, ZOHE. NEIP T RLANRH LW
Xy hT—7 BITFET AL HICEETTHLERH Y 7,

s ASA ZEETFORNE R~ U —Z7IZIBIMTB5E1F. AEIP 7 RUARBEFEO R Y F U —
7 FICFEETALOICETTHZMLERNH Y £47,
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ASDM %A L1- ASADER |
. Cisco Secure Firewall 3100 7 7 4 JL M &5

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1 | Management
DHCP from
management nw

>
w
p
|

|

3

D

S

o

Q

@

3

D

=]

(Optional)
Manag
Computer

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Cisco Secure Firewall 3100 & 7+ JL FE&E
Cisco Secure Firewall 3100 O TG AR O T 7 4 /L0 REREIX, RO LBV TT,
c AEHODHEAD ST 44 70— : Ethernet 1/1 (44E5) . Ethernet 172 (PN))
« DHCP OB IP 7 KL R, REBIP 7 KL X : 192.168.1.1
« I : Management 1/1 (F#) | DHCP 226D IP 7 KL A
« WA v % —7 = A 2D DHCP #—/\—
* 4} DHCP, &# DHCP »HL DT 74 )L b JL— b

«ASDM 77t A : HHIER A b ENEIR A MIFFA SN E T, NERAR A MiE 192.168.1.0/24
X NU—JIZBESINET,

* NAT : WESNBAEE~DTXTD N T 7 4 v 7V HDA X —7 = A A PAT,

¢ DNS #—/3— : OpenDNS #— 3— [T dH 50 LD S TWET,
a7 4 Falb—vaFROa vy RTHESNLTHET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| AsDM % & L 1= ASA DERE
T7AT I+ —ILDr— TV .

|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

274 T 94— LDy —T)LES

[ 132: Cisco Secure Firewall 3100 0 — 7 )L iE#5%

( Outside
(Optional) ~ Etheret 1/
Console port outside, DHCP from outside nw
B

e

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.1.1

| ] X
Y

Management Computer Other Data Networks
DHCP from inside ifc: 192.168.1.x

Management 1/1 & 7213 Ethernet 1/2 D\ 341> T Cisco Secure Firewall 3100 B L £3, 7
74V FRE TS, Ethernetl/l 8N & LTHRELET,
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ASDM %A L1- ASADER |
B o 7vr—rommEEA

1R BHEIIZ
« FHLR— N SFP OHLY £H1) : HER— ME, SFPEY 22— /L& MHEE 95 1/10 Gb SFP
A—bTT,

o« 2 — LT XX DHELE : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45 > U 7 )V /r——7
ABHE L TWB T, 5T 51213 — K/$—F 1 D DB9-to-USB > U 7L —7 L0
AR 2 D803 H 0 F3,

FIE

ATYT1 V=V ZWMOAMTEST, "—FR7 =T RETA FESBRL T &N,
AT9 T2 EHa L Ea—HEZRONTANDOA X —T oA ZAZEHRE L E7,

« Ethernet /2 : Ethernet 1/2 \Z1XF7 7 /L b D IP 7 KL & (192.168.1.1) BHV., 7747
Y (BEHa Ea—FEED) ICIPT FLAZERMT 57202 DHCP — 33— F{T
INB7D, ZNHORENBEFONTR Yy T —7 OREEFBRELBRNEIICL T
XU (Cisco Secure Firewall 3100 7 7 /L ha%E (196 ~—) &) , 192.168.1.0/24
DT TAT U NN ASAILT VBEATEET,

F/2. A=Y Ry MR2DOIPT RLRAZT 74V IO ERTHMLEND HEAL. BF
AL a—HEary ) —)ViR— NI —TNVERTAVNELHDET, (HEE) IPT L
AZDEE (199 X—) BB LTI EEN,

« Management 1/1 : Management 1/1 |, EF¥H x>y U —2 0 DHCP —/ =026 1P 7 R
VAERELET, ZOf X —T =2 ZAHHT AL, BHa L Ea—205 1P
T RLVRICHHGRTE DX 91T, ASAICEIN Y TOHENDIPT RLAZRTETHLENDHY
\i‘g—o

BTHMDOA U H—T 2 A5 ASAEHT 7 B A ZRETEXE T, ASA O BIED
ETA RESZRLTIIES N,

ATw T3 MKy N U —2 % Bthernetl/l A v Z—7 = A A ZHHE LET,
Aw—KNIV T UxT T4V UTDEE, ASAIZIFA LV H—Fy NT 72 ANRKNETT,

ATV T4 BODA U E—T oA ROy VT —7 R LE T,

27470+ —ILOERKRA

VAT LOERIE, T AT VA NAVOEEIIH DT v D—FBRAAL v FICL o THII S E
T, BIRAA T X, V7 MEMAAL v F L LTERESNTWET, 2Tk, v ATF720
TVU—ATN vy hETURPR—FEN, VAT L V7 by =T BIOT —Z ORHED
U2 B SHET,
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| AsDM % & L 1= ASA DERE
& P7rLzozE ||

FIE

ATFYT1 BFRa— N2 7747 U+ — VIR L, SFar vy MO L E1,
ATV T2 ¥ —OFET, B a— NICHET EEN 0 v I —2 A TOERAVIF T AL v F
AL CERE L I LET,

ATYT3 T7AT U+ —LOYEmEIIHHERLED R LET, BAICSITLTWAESIE. 774
T A —IVDERNAS TNET,

133: VR T LE S TER LED

vl OOO
securs eewan [(JIC)
3100 Series
o [l
System LED > 8 @
Power LED L:o /] [:j [

ATV T 77 AT 0+ —LOEEITHDHY AT LLED ZHERLET, FEICHITLTWAEASIL. &
IR AZWHIIAEK L TWET,

GE) AA v T % ONS OFFIZHIVEZD L, VAT AOBIRNPEEIIZEIN D £ THER
MWD ERDHY T, ZOMIX, ¥y — T ORIEH/ SRVOEP LED MHRIZHAIE L £
9, BIRLED WA 710D E TEREZYLRNTLEE N,

(EFE) P7RFLADEHR

ASDM 7 7B RIZT 74V FDIP T RLAZMHTERWEEIL, ASA CLI THERA v & —
Tx2AADIPT RLAEZBRETXET,

)

GE) ZoOFETIE, 774V MREEEITL, BRLEZIP T RLALRELET, 0D, &
B2 ASARTCICETEZ M2 25801, ZOFIEEZERA LARNWTLS ZE,

FIE

ATFYTF1 ASA 2L V— R — MIEEL, Juo— L a7 4 FXal—3 g F— RIADET, 3
FMZHOWTIE, TASAB L O FXOSCLI~DOT 7 A2 (210—2) | 2B LT EE,
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ATy T2

ATvT3

ASDM %A L1- ASADER |

BIRLIZIPT RLRAEZERLTT 740 bR EEEILLET,
configure factory-default [ip_address [mask]]
£

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FIFN a7 4 Xal—2arE2 799 a AEVIRELET,

write memory

ASDM ~D RO 45 A >

ASDM Z#EEI LT, ASAZRETEDLHIICLET,

ASAITIZ, BHT 7B AD IR L7z 3DESHEENT 7 4L F THENTVAH DT, Smart
Software Manager (242t T&, T <IZASDM 24252 & T&£9, #&ICASA TSSH T
7R RAEBET L5 A1, SSHBXIWSCP 2452 L b TE x4, MmERN L L

LT HEOMOERE (VPN 72 &) Tld, £ #)IZ Smart Software Manager (28§ 2 LB & 5
FER AN AEDT > TV DERERSH Y £,
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| AsDM % & L 1= ASA DERE
SAEVADERE .

A\

GE)  BET DRNCEERIE S LA A TE 2MBEORELZ AL D & (M 2R S DA E L TV
LA TY) . HTTPS Bftix 2 DA o & — 7:4}(1 Yy 73, BEHRTEEYA, 2
DON—NOFINE, FEIN 72 EOFERHA V¥ —7 = A4 ARSI TV D45 TF, SSH

TR L T8 A, HTTPS BN kb izE1%, 2> —/b AR — MG LT ASA % 7
RIET D), BHEHA X —T oA A L&#m“éﬁ L EREEERE LRI E SN T
WRWA U H—T oA AT HZ ENTEET,

IR & B
« ASDM % EATT B 7= DBELEIZ DWW TIE, Cisco.com® [ASDM U U —2 / — L] #& W
LTL7Z&EW,
FiE

ATYT1 77 UHICRO URL # AT LET,
* https://192.168.1.1 : N (Ethernet 1/2) A > % —7 = A ADIP 7 KL A,
« https://management_ip : DHCP 72 HEI 0 Y CTHNEHA L X —T =24 ADIP T KL A,

GE) http:// RRIP 7 KL A (57 4/ MEZHTTP) Tix7a<, &7 https// ZFE L TL 72
VN, ASA IZ. HTTP U 7 — X % HTTPS IZ HEIAUIZHRE L EH A,

[Cisco ASDM] Web ~— UME RSN ET, ASAICIEENRA VA h—L X T gn=biz,
TI79FOEX2 VT 4 BERERINDZERHD ETH, 2o OEETEE L T, Web
R=VNWIT IV EATEET,

AT T2 [ASDMS U F v —DA R k=)L (Ingtall ASDM Launcher) 1 %27V v 27 LET,
AT v T3 HEEOHERIZHEV, ASDM ZEE) L £ 7,

[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 23R SV E T,

ATFY Tl 2—H =LKL NRNZAT— DT 4 —)L REZEDFEICLT, [OK] 22 U v 7 LET,
AA 2 ASDM U 4 v RURFRENE T,

= ~ =JLr==a
FA4A 2 ADETE
ASAFA~— K T4 RAEFHLET, BHEOAY—F NI4T (L F—F v |

TR ANRLE) BEATEET, £33 ATV TAVEHOBA. KT B ATRER
I% Smart Software Manager On-Prem (LARTDY 7 7 A4 F¥—) ZRETEET, ZhoDF 7
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ASDM %A L1- ASADER |
B >t xozx

?4V?4tyxﬁﬁ@§%:owfﬁ [Cisco ASA 'V —XDMBET A B A ML
TLEEN, ZOHA RiFBEEDA~— "I TIZ@EAINET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Ty — U hBET 5 L Smart Software Manager (£ 7 A 7 U 4 —/L & Smart Software Manager
MOBEHOIDAEAELRITLES, /o, FATOINN—F Y AT AV NI 7 AT U4 —
AREIY Y THIVET, Smart Software Manager (Z88% 7 5 £ Tld, SRELEZITH T LI T
ST FHRRTA B A LE LT HRE~. BB OMO R TIIEELZ T EEA, T4
AN G SN HHEREITRO LB TT,

* Essentials
cEFX2 VT T THRAR
* %+ U7 (Diameter. GTP/GPRS. M3UA. SCTP)

s BERES{E 3DES/AES) : A~— hT ATV hTTEERE ST STV,
EERESALOERHBNHFRTENTWS & 2 and L-RmE. EmEREELTI AL R
T AUy MIFEITCEMTE £,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 72 Secure Client VPN
D Fr.

ASAIZIX, HELT 7 B ADIHEREIZ LT 3IDESHEREN T 7 4 /L h TEHEN TS DT, Smart
Software Manager |24/t C&, T <IZASDM ZfiHT 5 Z & & T&£7, £ ASA TSSH T
7B A ERET D% AT, SSHBXLSCP 2452 L b TEET, mERMN LA L
LT HZDOMOBEEE (VPN 72 &) Tld, I Smart Software Manager (28 &3 2 L E N H 5
EERBAEDE N> TODBBERSH Y £,

)

GE)  BET HANCEEREBLZEH CTE REORTEL R A5 & (W 72RE 5L DA E L T
BATYH) . HTTPS #5137 DA v 2 —T 2 A AT Ry 78, B TXEHA, =
D=L DRFISMNE, %ﬁm&E@ﬁ@$%4V& T oA AT SN TV HEATY, SSH
IS B EZ T A, HTITPSEfN KON GAIX, 20 Y — /L R— MIEHE L TASA &
&E#é#\£ﬁ$%4/& 7:4x_@%¢ém\itiﬁgﬁ FLBSRER IR E ST
WA U H =T = AR T D N TEET,

Smart Software Manager 75 ASA DGk b — 7 V2 FRTH5E, [ZD b—27 V& LT
gk Lo 7 AR — NlEREEE 2 77 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A& AN LT, AR ELOZEET A AN
WHENDEHICLET (THEHAOT I N TEOHEAPF TSN TODLIRERHY £7) .
NIRRT A B AL, vy —VTREK N — 7 VERBAT D & XIR LR DBEEOES
HEWIZAME SN D T2 OBMOBEIIARETT, A~— 7 B> Tl 5b3 7]
STV, RN R BALDBERNBFF A STV D & R ad il Lcga. sk s
o7 A4 2AET Uy MIFETEINTE £,
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| AsDM % & L 1= ASA DERE

ATy 1

ssevzngz |

1R BRI
* Smart Software Manager |2~ A X —7 WU M ERHET,
FETHU U MeBRLTRWERIE, Vo 2&22 )y 7 LTHLWT AUy PEREL
TL 7Z&Vy, Smart Software Manager ClE, flfkD~ A% — T h o v FEEHRTE £,

s W=7 IA4T A7 T T RERLTHEMES N D) BREEZHEMNT2I121E, T
Smart Software Manager 7 77 7 .k TH /) 72§ 5k (3DES/AES) 7 A4 B A& TE %
VERH Y FT,

FIE

THRHOAY—F FA B AT AT M, RERIFABUVAREGENLTND (Dl b
Essentials 714 B ANEGENTWND) ZEZMRBLTLIIEEN,

TAB AT, VAIEIFREREENS TSNS ZAEWA LB, Av— Y7 ho=T
TABL VT THU NIV 7 SNTWET, 2L, BETIA B RAEZBNT 505
N H5E1E, Cisco Commerce Workspace T [T X THisR (Search All) 1 7 4 — /v R&EfER L
7,

134: 54t R&FE

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G (B &Y — 1 A (Products and Services) | Z 3R L 77,
135: 58

e All Results

T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

WD A APID %R LET,

GE) PID SRS B2WEEIX, EXCTECTPID ZBMTE 7,
« Essentials 7 -f = A : L-FPR3110-BSE=, Essentials 7 A &> R I3MNET A L A TT,
« Essentials 7 A > A : L-FPR3120-BSE=, Essentials 7 A & > A TMEHT A L ATT,

« Essentials 7 A 1z > A : L-FPR3130-BSE=, Essentials 7 A ¥ A IMNEHT A L A TT,
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ASDM %A L1- ASADER |
SAEUADEE

« Essentials 7 A > A : L-FPR3140-BSE=, Essentials 7 A & A TMEHT A L ATT,

e 5T HARMT AL A L-FPR3K-ASASC-5=, T H A~ T4 B ALBNHTH
D, =—RBEDLETEBEDODTIA B AZBALET,

c 102 T F AT AL X L-FPR3K-ASASC-10=, 2T F A N T4 & A3EMYT
HY, =—XEDLETHEHEDTA B AEFALET,

« %% U7 (Diameter, GTP/GPRS. M3UA, SCTP) :L-FPR3K-ASA-CAR=
o EERS{ (3DES/AES) T A & A : L-FPR3K-ENC-K9=, 7 7 7> MIHRFT7ehEE A3 %K
XN TWARWERASIZOLHME T,

« Cisco Secure Client : [Cisco Secure Client J87E 4 A Rl ZZM L T 2 &V, ASA Tid.
ZDITA BV AZEEANII LN TIEI N,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT H T hOBGE —27 v &2ERL
Tav—LET,
a) [Inventory] #7 U v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 VU v 7 L %7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k b—72 »%A{ERL (CreateRegistration Token) | %A 7 1 7R v 7 AT, LA FOREME
ABD LT [ h—2 »%&1ER% (Create Token) | %727 UV v 27 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| AsDM % & L 1= ASA DERE

sttvzoiz |

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

« [E%BA (Description) ]
s [AENIRR (Expire After) ] : #ELE(#1Z 30 A T,
o i KA A EI% (Max. Number of Uses)

[ZD b= TEERS B Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ]: #2774 T A 75 7
AL ET,

h—2 3 A X MY ICBIENET,

d b= OLHMZHDLIRNT A2 %27 )y 7 LTC[h—2 " (Token) | XA T HTHRy
J2ARRE, b—=27 0 IDEZY v TAR—=RICabt—T&5 L5 I2LE T, ASA DEEHEN
VB L XICHBOFIETHERTLEZOIC, 2O M7 0 2#FELTHEX 1,

136: h—9 VDR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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137: k=Y > OaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTN%3AN%ANA

Press ctrl + ¢ fo copy selected text to clipboard.

ATwv 73 ASDM T. [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] M JIE 253K
LT,
ATv T4  [Register] 7V v 7 LET,
Configuration > Device Management > Licensing > Smart Licensing
To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration

Feature Tier: —MNong —

Throughput Level: |—None —

Privacy Host Mame Version

Transport Call Home Smart Transport

Configure Transport URL
Default URL

Registration | |
Utilty [ |
|
|

Proxy URL |

Proxy Port |
Configure Utility Mode

Enable Standard Utility Mode

Custom ID

Customer Company Identifier

Customer Company Name

Customer Street

Customer City

Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register | | RenewIDCertificate | | Renew Authorization

Effective Running Licenses

License Feature License Value
Maximum VLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled w
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AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v A ANLET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MEZG UC, [z TEE] (Forceregistration) [T = v 7 /R v 7 A% 42 LT, SmartSoftware
Manager & RISV TWRUWATREMEDS 8 2 B IR~ ASA 88k L E T, 7o & 21X, ASA N

725 C Smart Software Manager 7> 5 HIFR S L7551 [ B8k % 5] (Force registration) % {#

L/i‘g‘o

ATw 76 [Register] &7 Vv 7 LET,

ASA 1L, FHRHIRE SN A 2 —7 = A A% L T Smart Software Manager (Z84% L |

RIEHEHY 7 N = 7RI G OFAEE 2R L E 9, Smart Software Manager 1X, ZfHEHD 7T

B0 v RS AT R RS B3DES/AES) 7A B ABEMLET, TR XT—

AANEFEND &, ASDMIZE o TR—U RN SN ET, o, BEPRBLIZGARE

\ZiE, [E=42—1U >4 (Monitoring) 1>[Z70/8F ¢ (Properties) |>[AY—rSA4 2R
(Smart License) | DIAIZEIRL T, A B ARF —F AZMHRTETET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATFY Tl RONRTA—FEFRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 74 > L 97,
b) [#&AE/E (Feature Tier) | Fu v 7% 7 U X k5 [Essentials] i8R L £ 7,

il & % D% Essentials 721 T,
¢) (fEE) [Context] 7A L ADEA., A TF A NOEEANLET,

2aVTHFANMITABVAZLTHATEE T, 207X bogkEiE, 5 01cko
TR £7,

* Secure Firewall 3100 : 100 = > 7 % X b

7= & 21X, Cisco Secure Firewall 3110 THR K 100 D T XA h&2fFEHATAHI2E, =207 %
ANOEELTIEANLET, ZOMIE, T 74V D2 ITEBMENET,
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ATvT8 [Applyl 27 Vs LET,
AT T Y= —=D[Save] TA 2L EH 7 Vv LET,
ATv 710 ASDM Z#& T L., HEEhL £,

TA R AEEET L6, FH SICEiE 2% d 51213 ASDM 2 HEB T 2 LE B3 H Y
£7,

ASDM Z i 13 D B8, HAMRES L OYRRIEREDOREIC Y 4 P — REMEHTE £, v ¥—
FIZEEN TV RWEREZ FEITRET DI LB TEET,

FIE

AT T 1 [Wizards] > [Startup Wizard] DIEIZZEIR L, [Modify existing configuration] 47> = > R¥ v % 7
Uy LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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asaozz i

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...

000 Device List ASDM Identity Certificate Wizard...
% Add [} Delete & Connect { Packet Capture Wizard...
I

Cisco

(’a Configuration @ Monitor

ard‘ ? Help‘T\fDE topi¢ Go
I_

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiL, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU H—T A A (NEBLIUOIMNEDA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZOAh...

ATw 73 (EE) [Wizards] A ==—bH, ZOMOY 4 F— REFEITLET,

Cisco Secure Firewall 3100 R 2 — + 7 v T4 4 K |
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ATY T4 ASA DFFREEKFITT HI2iE.  [Navigating the Cisco ASA Series Documentation] TY 7 h =7
NR=D g NGE LT~ =2 T A EBR LT &N,

ASAE KU XOSCLI~ADT7 U X

ASDM 45 0IC, ASACLIZHH L TCTASAD FT TNy a—TF 4 0 TRREHET
DT ENTEET, CLIKIK, arY—LAR— MR L TT 7 AT&ET, B THEEDA
VA =T 2 A ATASA~DSSHT 7 EAZFHETEET, SSHT 7 ERIET 7 4/ h THEZ)
W7o TWET, FEMIC OV TIEL, ASA O RIREBEOREN A REZRL T EEW,

N TN a—T 4 T DT, ASACLINS S FXOSCLIIZT 7 B A TE £,

FIE

ATy Tl BEHa L Va—FEhary)— )R- NG LET, THEHOTRL—F 4 72T MW
BTN RIANRELTA A =L LTI, ROV TILVRERFEHALET,

* 9600 7R —
87 —4 v b
e NRUT 472 L
1 Abhy7 Ev b

ASACLUCH( LET, T 74 FTIE, 2V — AT 7B ACKERa—F— 7 LF vy
WEH Y FH A,

ATw T2 EHEEXEC E— RIZT 7 EBALET,
enable
enable 2~ RERMIIAN LTIz &2, RRATU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ****x*x*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED L —HF — AT —RFTHLH Y. ASA
ORI FIE LA 13. FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOavr NiF, BHEEXECE— RTHEATEX 4, HHEEXECE— R b =
Y74 X2l —Tary B—RICASLZ L TEET,
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| AsDM % & L 1= ASA DERE

ATvT3

ATvT4

zozx7y7 ||

F5HE EXEC E— R&#& 79 51213, disable, exit, F£7ziT quit 2~ KEZ AL ET,

Ja—r\) a7 4 Fal—ary BT—RNIT7Z7E8ALET,
configure terminal

1

ciscoasa# configure terminal
ciscoasa (config) #

Ja—n\) a7 4 Xal— g T—RnE5ASADOREXFBTCEET, Fa—L oy
T7A4FXalb—rvary T—REKTTHITIL, exit, quit, £72idend a2~ REASNLET,

({E#) FXOSCLIZHEH# L £7,
connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, ZOF T a v ERELRVE, 22— —
DT 7 ZMETFHALMOERAT 7222204, BHET—-FTHoTH, =74
Fal—vagy avry RIMEATERWVWI LIZEELTLEE N,

=P —FI7 LTy VDA ERDENFEE A, BIED ASA 2 —H—4£73 FXOS IZE S
NH7ED, BMoa A 30 EBHY 8 A, ASACLIIZEDIZIE., exit & AT1T 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

RDATY T

« ASA DFREZEHATT HITIL, CiscoASA ¥ ) —RXDEE~ =27 /L OHnd . BEHO Y
TR 2T A=V g NG U= T A EZBB LU TLEEN,

e "I TNL a—TF 4 IOV TUL, [FXOS NI 7Ny a—F 47 HA K] 28R L
TLTEEW,
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