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« Cisco ISE Dffir— > KR A > MEBOME (1 ~<—)

* VPN #fit— > RFARA PO MAC T LA (3 ~—)

» Cisco Meraki Systems Manager D& (3 ~X—)

* Microsoft Endpoint Manager Intune DF%E (7 ~X—3)

e Ivanti (VAR Mobilelron) #itr= RARA & MEEY —N—DFE (12 X—)
« ZDOMDOBEEE (21 RX—)

B, P—EBERA, BIOZEOMOER (21 L—)

CiscoISED#HE LY FiRA > FEEHOHEE

MET U RiRA » MEFE (UEM) F£72013F A VT30 ZEF (MDM) $— "—ZEf L T,
Xy hU—ZICRESNTWDH Y RiRA > M &, B, F8, BLOYR— 28546
T, 250V —_"—LHEEHT S K 912 CiscoISE % E T& £, CiscoISE &= KR
AV FEHY—R—ZHAE LT, APIZ N LTCIND DOV — =5 T3 AREERICT 7
vt ALFET, TOH%, TS AEEEFALTCT 78R3 br—) XA b (ACL) EFFA[AR
V—%ZEKL, Xy NTV—2 7782 arha— L2 CxEd

TDORF2 AL BMTHEH, ZNHDY—/3—% Cisco ISE AT HZDICT Y R A MEH
Y= NR—TETTLOMLERDLLIREICOVWTH LA LET, ZORFa A FTIE, Bl
TE. R MDM % 721X UEM X ¥ — ([ CHBERREICOWTRELS B L T ET,

* Cisco Meraki Systems Manager
* Ivanti (LLE® Mobilelron UEM) | 27 KU 77 F UEM ¥ —E &

* Microsoft Endpoint Manager Intune

Cisco ISE X, kDT RARA & MEHY — "= P R—F L TWET,
«42 X7
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B ciscoseosiary pRa L rEROBE

* Blackberry : BES

* Blackberry : Good Secure EMM

» Citrix XenMobile 10.x (F>7"'L I X)
* Globo

» IBM MaaS360

* JAMF Casper Suite

* Microsoft Endpoint Configuration Manager
* Mosyle

* SAP Afaria

* Sophos

» SOTI MobiControl

* Symantec

* Tangoe

» VMware Workspace ONE (LA AirWatch)

\}

GEX)  CiscoISE 3.0 LARTD Y U — A%, JamfPro 10.42.0 LI L KA TE 8 A,

Cisco ISE (Z#2#t 9% MDM & 721X UEM Y — " — T B 7038 iE & 1T L 7= 1%, % —/3—% Cisco
ISEICSMEE L0 ER’HY T, THEHDOY Y —AD [Cisco ISE Administrator Guide] @

[Secure Access] DFIZ&H D [Configure Mobile Device Management Servers in Cisco ISE| % 2R
LTLEENY,

GUID O Cisco ISEMDM APl /\—2 3 > 3

CiscoISE U U—A 3.1 TlX, =¥ RARA Y FDOMACT RL A% T VX NIEET HHERENE
AESHNTWET, CiscolSEMDM API N— = > 3 24 LT, ##t S 7- MDM 5 L OV UEM
= =25 GUID E WO AFTO—FE DO RARA » Mkl 125 T& £7, KIZ, Cisco
ISEIZIMACT RLATIEZR GUID AR LTy RARA v bE#BILET, ZHEHADOY U —
A @ [Cisco ISE Administrator Guide] @ [Secure Access] DFIZd 5 [Handle Random and Change
MAC Addresses With Mobile Device Management Servers] %2 L T< 72 &0,

UEM & 7212 MDM H—/ 3= 5 GUID #5353 21213, ROFMEHZTHERH D 7,
« MDM F 7213 UEM #—/3—73 Cisco ISE MDM APl /N— 5 > 3 AR — K LT 5,

«UEM £721ZIMDM T, [} 7P =2 MUE4 (Subject Alternative Name) ] 7 4 —/L RE 7
% 54 (CommonName) |7 4 —/V R, & 5HWIZ D077 GUID % Cisco ISE I
235X DT, Cisco ISE DFEEDEHNHE STV D,
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| UEM & & U MDM 4 —/3— & Cisco ISE DA
ven T kg v roMacT KLz I

& ® UEM F 721X MDM ¥ —/ X —{ZHI{E, Cisco ISE MDM API X— g > 3 VAR — kL TW
\iﬁqo

* Cisco Meraki Systems Manager

 Ivanti (LLRITD Mobilelron UEM) . =2 7B X7 F 7 K UEM H—t &

* Microsoft Endpoint Manager Intune

VPN E#E T KR4 > RO MAC 7 FL X

CiscoISE i, =V RARA L FOMACT RLAZBEHL T, T—XX—A T RKKRA b
TR ERERBIOEEL, a7 XF A MOAREDEREZFRL, KBROU—F 7a—%7]
BEICLE1,

VPN Eifim > RARA > F DA, VPN~y R Ni3@EHR., = FRA 2 PO MAC T R
AEIIEADT N4 AID (UDID) . £7213% D05 % Cisco Secure Client (IHFF Cisco
AnyConnect) 725515 L, RADIUS {5 #¢H T #H % Cisco ISE (Zi6fF L £ 7,

Cisco ISE % MDM Y — _R—L#ET 25 L, CiscolSElZ=> RARA L FOMACT RLAE =
IZUDID OWTFNDZHERA LT, = RARA LV OB E L TIAT UV AAT—HA A, BL&
OZF D> MDM JBHAEIZ DWW T MDM Y — =27 = 2 FEIT L F9,

CiscoISER T R7ARA > D UDID 2 L TMDM $—/3—|27 = U 2E479 54, MDM
= R=NoDa LTI T U AREIIEL, B, = FFRA Y FOMACT RLAREEN
¥4, Cisco Secure Client £ 721X MDM #— _X—D W FNpnb Ty RARA 2 RO MACT KL
AEZfET 5 Z Lld. CiscolSEIZ & > THEE T, CiscolSEiZ, MACT RL R&EMEHAL T,
F—HR—=ZANDTY RRA Vb T —Z R EBLOEH L £,

Cisco Meraki Systems Manager M % &
Cisco Meraki Systems Manager (3 & £ ER T T v b7 4 —L&FR—F L, — KL >TH
HEKERT NA A a v AT AEFEBLET, Systems Manager [Z%E L TWO DRI T,
RGP fo SRR 2 i R 7= RARA » MEBEHO—Jtfb SN s T U RR—ZADY — /L%
$2ft L £ 9, Cisco Meraki Systems Manager % Cisco ISE ® MDM #—/\—& LT L, 22
TIAT UV AF 2y b RiRA v bR Y —FE D72 8|2 Cisco Meraki Systems Manager
IRk TSNz RARA v MEBRZIEHLET,

Cisco Meraki Systems Manager DFEFIIZ DWW T, T—Z v — h 2B L T E &V,

Cisco Meraki Systems Manager [, MDM APl /X— 3 > 3 2R — L, SN/ R
A2 FDO—EDT A RiFF % Cisco ISE IZHRELTE 5 L 912720 £ L7, CiscolSE TT
7 4 773 Cisco Meraki Systems Manager #t & 7739 TIZd 5354 1%, Cisco Meraki Systems Manager
“C Cisco ISE BT A 2707 7 A ML TAT v 7 8~ 15 #F(TLET,
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https://meraki.cisco.com/lib/pdf/meraki_datasheet_sm.pdf

UEM # & U MDM 4 —/3— & Cisco ISE O#& |

. Cisco Meraki Systems Manager % MDM /=L UEM ¥ —/A—& L THRET S

Cisco Meraki Systems Manager = MDM % 7= (X UEM Y-—/\— & L TERE

ERS

ATy T
ATv T2

ATvT3
ATy T4

ATvTH
ATv 76
ATvI1
ATvT8

ATvT9

DI varOligit, ZoX A7 FIZERET A MENH B Cisco Meraki Systems Manager
DGUL 74—V FERLTWET, BT OERZIT, FATDAT v T OFRFITHIEL T
F9,

1: Cisco Meraki Systems Manager X EJ 51=-5HODATv 7

il q Q Search Dashboard &  eanpe@cscocon [
asco’ Meraki
Profiles list | CiscolSEMDM + Add profile  |@ Help
CiscolSEMDM
8% Profile configuration Profile Configuration
Network-wide 7 De il
[&=] SCEP Certificate +7® ype evice profile
SechntyL SO AR 2 New WiFi — Name
CiscolSEMDM @
+ Add settings e ,@ The name that will be shown to users
Descrij iption
@ .
Profile Removal Policy
Removal Policy &
Targets
Group type [[Manual | Named | configure tags
@
Scope All devices 'get group
Installation target Al devices

1R BRI

Cisco ISE T, EHHEMNIHRE S NIV AT LFEHFLFER L T2 7 AR =M LET, ZOFE
FEL, ROZ AT DOAT 7 12 THALET,

VAT LEEHEEERB LT AR — ML HECONTE, ZHEHAD Y Y —ZD [Cisco
ISE Administrator Guide] @ [Basic Setup] DD [System Certificates] O st 7 25 LT
STEEW,

Cisco Meraki Systems Manager N — & /LiZm 74 LET,

AA A= a—nb, [VRATLIFR—T ¥ (SystemsManager) |>[EE (Manage) |>[E&E (Settings) |
IZREN L E9,

[+7' 27 7 A LOEM (+AddProfile) 127V v 7 LET,

FREND [HLWT e 77 A LDiEN (Add New Profile dialog) | # A 7 0 VR v 7 AT, [T/ AT
a7y AN (7744 15) (Device profile (Default) ) | 7V ARZ %227V v LET,

(%217 (Continue) 1 %27V > 27 LET,
(481 (Name) ] 7 4 —/V REB IO [ (Description) | 7 4 —/L NI E 2 fExE AT LET,
[+i%EDiBI (+Add Setting) %27V v 7 LET,

FRIND [HT LOERESNA 17— FO:EN (Add New Settings Payload) | 7« »* K7 C, [SCEPREH]E
(SCEP Certificate) 1 &2 U v 7 LET,

FR S % [SCEPAEAE (SCEP Certificate) 1V o« & RUTUTDOAT v 72 FATLET,
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https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
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2: Cisco Meraki Systems Manager 0) [SCEPFEBRE M EXE (SCEP Certificate Configuration) 172 14 > K™

..(|l.s.é|‘; * Meraki §5% Profile configuration SCEP Certificate

Name
[8=] ISE_SCEP x ISE_SCEP ( : )
Name or description of the certificate

+ Add settings

Meraki San Francisco
SFO12

Subject name Text to be used for the certificate subject name ©

CN=Owner email
Network-wide

Security & SD-WAN

Subject alternative name Text to be used as certificate SubjectAltName &
Switch 4—@
uri=ID:MerakiSM:DevicelD:SM device ID
Wireless
K
Systems Manager ey size 1024
O 2048
Cameras
4096
Environmental
Key usage Signing
Insight
Encryption
Organization Some certificate authorities, such as Microsoft CA, support only encryption or signing, but not both at the same time.

Key extractability Key is extractable

If false, the private key cannot be exported from the keychain

CA Provider

Meraki PKI
Val i
alidity period 1year
Auto renewal Disable

a) [4#l (Name) |17 4 —/V N2, SCEPFEMIEDARTIZ AT LET, =& 21X, ISE_SCEP7/: £ T,

b) [V 7= 4 (Subjectname) | 7 4 —/v RIZ, FEBAZEOIHEL OEE AT LET,

¢) [h7v=2 MMUE4 (Subject alternative name) ] 7 4 —/b KIZ, uri=ID:MerakiSM:Devicel D:$SM
DevicelD & AL £,
$EANNTHE, BEOFRay 7 Xy ) A MRERENET, VA NS [SMT /31 ZID (SM
Device ID) | &N L £,

d) [F—H AKX (KeySize) | =V 7T, [2048] TV ARZ %27 Vw7 LET,
e) [F—Di®E (KeyUsage) ] = VU 7 T, [B4 (Signing) ] & [KFBAL (Encryption) | F=v 7R
A AT LET,
f) [CAZ'm/NA % — (CAProvider) | =U 7T, Kay 77Xy URKNnL [CAT R/ N1 X — (CA
Provider) ] Zi®R L £,
g) [PRfF (Save) 127 U >y LET,
ATy T [+FEDEM (+Add Setting) 1227 VU v 27 LET,
ATV TN FREIND [HLWVERESA 72— ROEI (Add New Settings Payload) |17 1 > K7 C, [FEHE
(Certificate) |27 Vv 27 LET,
ATv 12 FrREnd [REHE (Certificate) |V 4 > RUTUTDOAT v 7 2F4T L E7,
a) [4#l (Name) 17« —/V RiZ, GEBHEOARIZ AT LET,
b) [CertStore] K2 v 7F*Z 7 U A R, [ AT A (System) | 28I L E97,

¢) [FEPAE (Certificate) | 7 4 —/L KT, [7 7 A /VDiER (ChooseFile) 227 U v L, ZDOXAZD
AESAEE LTH 7o m— R L7= Cisco ISE DY 27 AGEAEL T v Fu— R LE7,

MDM 5 & U UEM H—/3— & Cisco ISE D#i&
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ATv713
ATy 714

ATy 715

ATv 716

ATvT11

ATv 718
ATv 719

d) [fRfF (Save) 127 U v 7 LET,

[+3%E DB (+Add Setting) 1% 27V v 7 LET,

FOREND [HT LWVERESA 12— OB (AddNew Settings Payload) 177 « > Ko T, [Wi-Fig% & (WiFi

Settings) | %27 U v 7 LET,

FoRIND [Wi-Fisk & (WiFi Settings) ]|V 4 > RUTUTFTOAT v 7HFETLET,

a) [SSID] 7 4 —/L RiZ, BI19 5 Wi-Fi %> b U—27 O&HiZ AT LET,

b) [E¥=U7 ¢ (Security) | Ka v 7 Z 7 U R R)v6, Wi-FiProtected Access (WPA) 47> 3 »d
WA RIRL £,

o) [BEXx=VUT 1 (Security) ] Ky 7 X T VRARNNOZUE =TT X4 T a B RINT D LH#
REIND [T ¥ —T T4 X%GE (Enterprise Settings) ] =V 7 T, LFTDORAT v F&2FTLET,
1. [7m ~h=b (Protocol) | %7 C, TLS /e EDFEER—ADT B haDF =y IRy 7 A%

FATLET,

2. [#¥E (Authentication) ] 4 7' @ [IDFEEHE (Identity Certificate) ]| =V 7 C, Ry &7 U X
6. A7 w7710 T Cisco ISE D — A7 — A TR L7z SCEP A E 4 @R L £7,

3. [FT7 AN (Trust) 1 Z 7D [fEHTE H5EFE (Trusted Certificates) | =V 7 T, A7 v 7 12T
7 w7 a— R L7 CiscoISEFEAEDHICH DT = v IRy 7 A& F T LET,

4. [f*1fF (Save) 127V v 7 LET,

[7'v 77 A VE&E (Profile Configuration) ] ¥ 7D [¥—4 > bk (Targets) ] =V 7 T, ISE DL —RA/r—

AD X T wBIM L E9, MerakiSystems Manager T 7 Z BRI L OVEHLT 5 HIEIZ oW TIEL,  [Manage

Tags] ZZM LT ZEW, Z 7 2WM$ 52 LT, BES 57 /3 ZZFEAFE & Wi-Fi i & & €0 ISE

a7y AR IIET,

[(RTGFENTWRWEENH Y £9° (You have unsaved changes) | # A 7 2 VR v 7 AT, [f&fF (Save) ]

7w LET,

D A =2 —A 06 [fif#% (Organization) ]>[f%E (Configure) ]>[MDM] ZE#R L £,

[ISEF%7E (ISE Settings) | =V 7B LLFDO AT v 7 H2FEITLET,

a) CiscoISEICANT HMENRH D2 —YP =4 L AT— FOFEMAHEEEOET,

b) CiscoISE CTHEAT A LE N H 5 SCEPFEEL ¥ 7o m— K9 5121F, [# 7> a—FK (Download) ]
N7 )y LET,

RDBRY

IRIZ., Cisco Meraki Systems Manager % Cisco ISE ® MDM H— —& L TR LET, ZDH
A7 DFITHEZDOWTOFMIEL, THEHDY U —20 [Cisco ISE Administrator Guide] @

['Secure Access] DEFIZ&H D [Configure Mobile Device Management Servers in Cisco ISE| % 2R
LTL7EENY,
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_}1.,|-'-|

Microsoft Endpoint Manager Intune 0 zx

Z ZCliX. Microsoft Endpoint Manager Intune Cil i 1T DX & FIHO &4 fidk L £7, #
kD =—NZJS LT, %7\?’5%?0)3@617 v PR L TL 72 &V, CiscoISEV U — 2
3.1 ZfH L. CiscoISE MDM APIv3 OH% 7R — k ZH %02 LT Microsoft Intune 7> GUID %52
BT2581%. A7 v 7 2BIUORT v 73 TRENTND L HIZ, GEHE S v 7 7 4L TH
TV MBS (SAN) #3E L E T, SAN OF%E TIL, Cisco ISE 28 Intune H— Y= 5
TV RFRA 2 bDO—ED GUID 2%ZE L. 7% LIIENT D MAC T KL ARFNCTRAET
HEEZMBETEL I LET,

FEHE D P F Microsoft Azure Bl 2 H L TR W EA 1L, Microsoft 2EH T 5 & & & F 72H
WD 7 77 RiZxtisd % Graph API =2 RARA > b DU A MMIZ-2UW T, Microsoft ™ [National
Cloud Deploymentsl]] @ K¥ = XA FEZHL T Z &0,

2T w1 Microsoft Intune T RARA > NRGEFOFFHEZ R E L £,
RAT9 T2 HfEO=—XUE LT, KOWTNNOGEHEFH Y 0 haL bxhtc T 2iET 0 7 7 A VEREL E
j‘o

» Simple Certificate Enrollment Protocol (SCEP)

1. Microsoft Intune C SCEP %R — hT 5K A > T7TA N TV F ¥ ERELET,
2. Microsoft Intune € SCEP FFFAE Y 1 7 » A L& ERL L TEID 4 CTE T,

s SITAR—FBIORT Y v F— A T7F7 AT 7F v (PKID)
1. Microsoft Intune T PKCS fFFAEZREL CHEHL £9,
2. PKCSAEHETT 7 7 A VE{ER L ET,

GE) SCEP £721XPKI 7' 0 7 7 A NVERET HITIX, [T V=7 MUE4  (Subject Alternative Name) ]
= 7 &M (Attribute) ] & L C[URI] %ﬁg#ﬁ L. [f& (Value) ] & LT ID:Microsoft Endpoint
Manager:GUID:{{Deviceld}} %R L £,

RAT9T3 Wi-Fi 7 a7 7 A VaEERL, [V 7Y =7 MUEL (Subject Alternative Name) | 7 ¢ — /b RIZIE, il
GUID fifi % & & CTHIE L7z SCEP £ 71X PKIGEE T 0 7 7 A LA IR L £ 7,

Microsoft Intune C® Wi-Fi 3% E DFEMIIZ DUV TiX,  [Add and use Wi-Fi settings on your devices in Microsoft
Intune] ZSML TS0,

Intune T VPN 7' 7 7 A )V ZVERRL L C VPN S — X — T8 9 5 121E, FERAER— XA OFFEH A 7 % 38R
L. GUID fE# CiscoISE & ILHFTAHAMERH D £9°,
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B ciscoISE~DE/ XA L7/ 4 REBEY—/\— & LT D Microsoft Intune D

Cisco ISE ~NDE/NA LT /N4 AEEH—/\— & L T Microsoft Intune

Y3

AT T1
RTvT2
ATvT3
ATv74

ATy TH

ATvT6

Microsoft (% Azure Active Directory (Azure AD) Graph g1 LT3V, 202246 A 30 H LAKE,
Azure AD Graph X5 D#t G % AR — b LEH A, Azure AD Graph ZEHT 5T X TOHAE %
Microsoft Graph (ZATT DM E N &H W £7°, Cisco ISE [FilifF, = R4 > MEELY U 2 —
@ > Microsoft Intune & D#EA 12 Azure AD Graph %] L £, CiscolISE &, Azure AD Graph
77V sr—3 a3 (https://graph.windows.net/<Directory (tenant) ID>) % £ 72{# i} L T\ % Microsoft
Intune M OFEAIE, 2022 4 6 H 30 A LARRIIHERE L £ H A,

Azure AD Graph 7> % Microsoft Graph ~DBATDFEHNZHOWTIX, ROV Y —2EBM L TL
ZEUN,

« Azure AD Graph 7 7'V ® Microsoft Graph ~D 1T

* Azure AD Graph 7> 5 Microsoft Graph ~DOBAITIZB T2 L < & 5 &M

« 77"V /r—3 3 > % Microsoft Authentication Library & Microsoft Graph API #6192 X 9
(ZHHT D

KD Cisco ISE U Y — A, Microsoft Graph 7 7'V r—3 g &V HR— KL TWET,
¢ CiscoISE Y U —RX 27 Xy F 7
*CiscoISEV U —X 3.0/ vF5

*CiscoISE VU —R 31/, vF2

CiscoISEZ VR — FENTWNANR— 3 U OWT NI EE L7=#%. Cisco ISE D4 Microsoft
Intune H— 3—DOHFAE T, [BEFHRHEURL (Auto Discovery URL) ] 7 4 —/L K& FEITEH L
£ (A7 v732)

S

https://gr aph.windows.net<Directory (tenant) ID> % https://graph.microsoft.com |2 (& & #4 x £
R

Microsoft Azure ;R —F /L2 271 > L., [Azure Active Directory] (28 L £ 7,

[EE (Manage) |>[7 7Y D&E (Appregistrations) J& R L £,

[BrHiEdk (New Registration) ] %27 U v 7 L9,

FREIND [TV r— 3 Ok (Register An Application) |V 4 > K7 T, [4#1 (Name) | 7 1 —
NV RICEZ AT LET,

[PAR—hSNTNDT AT h% A7 (Supported Account Types) (IR T, [Z DT + L7 FU D
DT 17k (Accounts in this organization directory only) | 47> a v R&Z %227V v 7 LET,

[k (Register) | %27 Vv 27 LET,

FLLSBEEEINTT 7V r—ya o M (Overview) |V o4 v RUNFERENET, 2OV 4 Ky
Z BV IRBE T, Cisco ISE BFHAR—Z a7 A4 v LET,
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ATy 717

ATvT8

ATy

ATv 710

ATvIN

ATy 712

ATy 713

ATy 714

ATv 715
AT 716

ATwT11
ATy 718

Cisco ISE ~ADE/NA LT/ AEEH—/\— & L TD Microsoft Intune D &#5 .

CiscoISE®D GUI C, [A==— (Menu) |71 2> (=) 27V vz L, [EE (Adminigration) ]1>[¥
AT 1 (System) ]>[FEBAE (Certificates) |>[ AT L (System) |>[SEBAZE (Certificates) | %7 U v
7 ]\/ij—o

RRSNDFEHEFEDY A Mnb | [T 740 DA CEL Y —/N—GEBE (Default self-signed server
certificate) | F = v /Ry 7 AFE IS H2F = v 7 Ry 7 AE L EEE (Admin) |HIZERE L
Z DA OFEHE 2R L E 4,

[=7 AHR—k (Export) %27 Vv 7 LET,

BREINDHZAT TRy 7 AT, EAEDOHRE Y AR — b (Export Certificate Only) |47 2 >R
Zrwar7 )y 7L, [7 AFR—F (BExport) |27V v 7 LET,

[ (View) 1227V w27 LT, ZOHEOHMAERRLET, RS ND GEHEDOMHE (Certificate
Hierarchy) 1% A4 70 HR 7 AT[7 42—V b (Fingerprints) JfEIKE CFHMEICAZ v—/L L
£9, (INHOEFE, BOFIHTERLET, )

Microsoft Azure Active Directory IN— % /L C, DT 1 RO O [REAZFE L > —2 L > & (Certificates &
secrets) | &7 Vv 7 LET,

[REEDT » 7'v— K (Upload Certificate) 1 %2 Y » 7 L, CiscoISE 2267 AR — K LIZGEE%L
Ty 7Fr—RLET,

AEFAENRT v 7 — RENTH, Vg RUIREREIND [HA 7Y > b (Thumbprint) ] OfED Cisco
ISEFEFAED [7 4 > —7V > b (Fingerprint) ] D& —F 5 2R LEST (AT v 7 11) ,
XA T[v=7 = A (Manifest) 1227V v 7 LET,

FRSIDHNET, [Fr-4 (displayName) [ DEAMER L ET, ZOffIE. Cisco ISE FEMEHIZFLH S 41
TWDIEA & —H T 20 R H D 5,

DA T APKER] 27 U v 7 LET,

[#EFRZ BN (Add apermission) | %27 U v 7 L, IROMREZEML £,

API/}ERR & 24T Bl

Intune

get_device compliance|[7 7" U #r—3 g > Microsoft Intune 2> 57 /34 ADIRREL a7 5
(Application) ] AT v AERERG L E T,

Microsoft Graph

Directory.Read All [T (Delegated) ] T4V M) T = HEmAmY £7,
Directory.Read All  |[7F VU r—3 3 T4V N T =X EHEHEID £,
(Application) ]
offline_access [Z1F (Delegated) ] T I AMEN M ESNET =2 ~DT 7 A%
HEEF L E 9,
openid [ZfE: (Delegated) | ==z A A LET,
User.Read [Z{T: (Delegated) ] a—H—lZ A AL, 2—HF—TnT7rA

N E AR FT,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .



B ciscoISE~DE/ XA L7/ 4 REBEY—/\— & LT D Microsoft Intune D

UEM # & U MDM 4 —/3— & Cisco ISE O#& |

API/#ERR & 24T s BA
User.Read.All [Z1T (Delegated) ] TRTCOL—WF—DEERT BT 7 A )V itH
E-‘X D i‘é—o
User.Read All [T 7V r—vay FTARTCOZ—YF—DFERIRT BT 7 A L&t Ir
(Application) ] B £,

AT9 19 ERO~SA G, [APIHER (APl permissions) | > [#EBR %8B0 (Add apermission) | > [##THERAS
N BAPI (APIsmy organization uses) |DJEIZEIR L £,

ATw 720 WindowsAzureActiveDirectory # s L, MBEHMEENORIC ORI 7,
ATvT2N ROMRZBMLET :

API/HE[R % 847

Bl

Azure Active Directory Graph

Directory.Read All | [Z/T: (Delegated) ]

T4V M) T = HEHHRY £

Directory.Read All | [7 7V /r—< 2 > (Application) ]

T4V M) T X EFHLRY FT

User.Read.All [Z(E (Delegated) ]

TRTCODL—FDREERT T 7 A )V E Y
iﬁqo

FEFR 2 BN L 7= B ORI T — 7 E, RO X D127 £9,
3: Microsoft Intune TERET DLED H D API L1E[R

API / Permissions name
v Azure Active Directory Graph (3)
Directory.Read All
Directory.Read All
User.Read All
“ Intune (1)
get_device_compliance
 Microsoft Graph (7)
Directory Read All
Directory.Read All
offline_access
openid
User Read
User.Read.All

User.Read.All

Type Description

Admin consent requ... Status

Delegated  Read directory data Yes @ Granted
Application Read directory data Yes @ Granted
Delegated  Read all users’ full profiles Yes @ Granted
Application Get device state and compliance information from Micros. Yes @ Granted
Delegated  Read directory data Yes @ Granted
Application Read directory data Yes @ Granted
Delegated  Maintain access to data you have given it access to No @ Granted
Delegated  Sign users in No @ Granted
Delegated  Sign in and read user profile No @ Granted
Delegated  Read all users’ full profiles Yes @ Granted
Application Read all users’ full profiles Yes @ Granted

AT T2 <TF2bE>O[EEEOREZ(E7 5 (Grantadmin consent) ] %27 U v 7 LET,
ATwT2B TV r—a o ME (Overview) |V 4> RUDKRDFHMEZ AT LET,
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ATvT24

ATy T 25

ATv T 26

ATy T21

ATvT28

ATvT29
ATv 730

Cisco ISE ~ADE/NA LT/ AEEH—/\— & L TD Microsoft Intune D &#5 .

cTIVIr—=ay (93472 H) ID
*TALI LY (FFUH)ID

% (Overview) |V 4> KU T[> Ri&RA > b (Endpoints) ] %7V v L., [Oauth2.0 h—2 > D=
¥ FA#A 2 b (V2)  (Oauth 2.0 Token Endpoint (V2) ) 17 4 —/b RIZfiiz A€ LET,

PEM (7 = —) =T https:/fef.manage.microsoft.com/ 7> LR DFEAEE X v mn— KL ET,
* Baltimore CyberTrust Root
* DigiCert SHA2 Secure Server CA
* DigiCert Global Root CA
* DigiCert Global Root G2
* CA 01 1T ® Microsoft Azure TLS
« CA 02 ¥&1T ® Microsoft Azure TLS
« CA 05 F81T ® Microsoft Azure TLS

* CA 06 31T ® Microsoft Azure TLS

Microsoft PKI U 7R b U 235 CA FFBAE DO FIT D Microsoft Azure TLS # X 7 o — R CT&E £,

GE) Microsoft Intune GIFFAE N B S 41 FE L7=, Microsoft Intune & Cisco ISE W] D 1E & 72 B5#5¢ 2 A 2N
W DI2iE, LWL — REEAEEA A VAR — T AXERH Y 9, [Intune R EO T
ML) 2 B0l I T 7 & a U BIERGE DN D £7) 2L T EE N,

Cisco ISE HHEAR— ¥ /L C, click the Menuicon (=) =7 U » 7 L, [EI (Administration) |>[Y AT LA
(System) > [SEBAE (Certificates) | > [{E3ET & HEIBAZ (Trusted Certificates) ] Z %R L £,

Zyrma—RNL7z 4 DOFHEBOZENZIUI OV TIROFIREZFEITLET,
1. [A>A—"F (Import) 1227V w7 LET,

2. [77ANVDER (ChooseFile) (%7 U2 L, VAT ANLXIGT HX U m— R LUIZGEE A %
WLET,

3 EHMEAANLTIIANTI I F R LA AP — R THEATAEDIEETEL LI LET, [H
HH) (Usage) ]fEI T, [ISE NOFEFEMIZEM T % (Trust for authentication within ISE) ] & [ZZ =
P — A OFFEMRIZEHE T2  (Trust for authentication of Cisco Services) | DT = v VR v 7 A& 4
ZLET,

4. [frRfF (Save) 127 U v 27 LET,

[A==2— Menu) |71 2> (=) 27V vyZ7 L, [EE (Administration) |>[®y kT7—21)Y—X
(Network Resources) ]> [#+&BMDM (External MDM) (DJEIZER L £,

GEM (Add) 1227 Vv 7 LET,
[4f] (Name) | 7 4 —/V RIZEZ AT LET,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .
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B vanti (BT Mobilelron) #E& T > KK S L b EEY——0RE

ATy T3

ATv T3

ATy 733

ATy T3

ATy T 3B

ATv 736
AT 731

[BREX A 7 (Authentication Type) | K2 7 &7 U A )b [OAuth : 7 7 A4 T M7 LT b
(OAuth — Client Credentials) ] #3R L E 7,

WD 7 4 —)v RIZIL, Microsoft Azure Active Directory ¢ Microsoft Intune 7 27" U %7 —3 = > > b OIFH N

%‘gfjﬁo

« [HENRHURL (Auto Discovery URL) ] 7 4 —/V RIZ https://graph.microsoft.com/<Directory (tenant)
ID> & AT LET,

[/ 547> MID (ClientID) |17 4 —/V RiZ, MicrosoftIntune 7 7"V r—>a @ [T 7V r—3i 3
> (/747> k) ID (ClientID) 1 DfEiza AT LET,

« [ h—2 U FITURL (TokenlIssuingURL) |7 « —/V RiZ, [Oauth2.0 h—2 > D= KAKRA kb (V2)
(Oauth 2.0 Token Endpoint (V2)) ] DfEiz AL E 9,

o[ h—2 v Dxt54:35 (Token Audience) | 7 « —/L FIZ. https://api.manage.microsoft.com/ & AJj L &
R

[R—V Z7THE (Polling Interval) | 7 1 —/L K& [MEHLT S oA ZFHRFEZ = U OflE (Time Interval For

Compliance Device ReAuth Query) | 7 « —/V NIZHEREEZ AT LET,

[7 A h#%#5¢ (Test Connection) ] %2 U w2 LC, Cisco ISE 7% Microsoft % —/N— |8 TX 5 Z L & e

BLET,

TAMERPRI LTZD, [AT—H% A (Status) | Fuy 7 X7 UG [A%) (Enabled) | AR
Li—d—o

[rfF (Save) 127V v 7 L%,

Cisco ISE DEHR—H LT, [A==2— Menu) ] 742> (=) 27V v7 LT, EE
(Adminigtration) ]>[®w kT —%1)Y—X (Network Resources) ]> [4}& MDM (External MDM) ]

ZIEIR L E 9, B S 72 Microsoft Intune Hh—/3—(%, #£/R &5 [MDMH—/3— (MDM Servers) ]
UAMIFRRINDMBENDY £7°,

Ilvanti (LLEIT® Mobilelron) i8> FiR4 > FEEH—

IN—D

=JL ==

X AE
A\

(GX)  Mobilelron (% Ivanti IZB I 3L FE L7=, Mobilelron (X, Z D K¥F = A2 s DEER S T,
Mobilelron Core (F 7L I Z) =X Mobilelron Cloud 72 ¥ OG> KR A > MNEH (UEM)
VVYa—arEyl IRt CnET,

CiscoISE V U — =% 3.1 %, BasicAuth 7 L' —A T —7Z7 %41 L T API #%|H L T Mobilelron Core
% 7213 Mobilelron Cloud — S—|Z8# L, OOV —"—5 GUID [EEZZELE T, &
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Mobilelron Cloud UEM +—\—0 &5 [}

{2 CiscoISE I MAC 7 FL 2DV IZ GUIDfEZEH L T RARA > F&i#BI L. MAC
T RVADOT o MMEPERENTWAEAETHEHE TX 2585 E2 A[RBIC L £ 7,

GUID _— ZDFBFEIE, X509 £/21ET7 AT o T 4 T A4FEAEL LIHEND 7 T4 7 2 MiEHE
PHEAHL TIThbIvET, IROZ A Y %347 LT, Mobilelron Cloud % 7= ZMobilelron Core H—
/=715 Cisco ISE IZEE SN AFFHEZRE L., GUIDEEZEDET,

Mobilelron Core 11.3.0.0 EJL K24 LIBED Y ) — 2T, CiscolSE~DO GUID D7 r bty =

VIR R—=FINTWET,
Mobilelron Cloud ¥ 7~ 1% Mobilelron Core D& FRE R —Z )V CIIRNFEIT SN FT

1
2.
3.
4.
5.

\}

a2—F—=THU L bEER L, KB APLHERRZEI 0 Y TET,

AR AR E L ET,

GUID [ MEEODL LT AT T 4 T A EAEEZRE L £,

VBN U T, — FMEAFEEIIEETE 5iNEELT v e —FLE T,

Wi-Fi a7 7 A VERELFET,

G¥)

Mobilelron Cloud F 721% Mobilelron Core ¥—/N— %9 TIZ Ciscol SE U U — & 3.1 (285 L T
T, HEHR SNV — 5 GUID 2% fFT 25813, LEIGLTAT v 73, 4, BLUs5%
FEITLET,

BEFOT AT T 47 AREHEEZIIWI-FisRE, HDWIXE DM G ZET 5 &, Mobilelron
VLT S AT R B ST B BRI R T N A AR L E 9, Mobilelron 1, H B4 RE
HEFZEFre—PVCADHERAZHERL TWEFA, ZOHA FTIE, HEBAEHAE L 2 —
HvCA DFIEZF E LTHAL, Ciscol SEY V—R31TT7 U ZLBLOEHE Iz MAC
7 RV AZUHT 5 -DICNERY TV =27 hBIXOY 7V 27 MUBL BIEORE 2 RH L
7,

Cisco ISE C, RO FIEEFEITLET,
1. Cisco ISE ® Mobilelron iR —# )L TS S -fFAELEZ T v 7 a— FLET,

2. Mobilelron UEM #—/3—% Cisco ISE (285t L £9°,

Mobilelron Cloud UEM H—/\— D& E

Z 2 TiE. KR Z2 MobileIron Cloud UEM Y — R — %2R ET 572D I £ X F R FNEIZHOWT
AL,

Mobilelron Cloud D1 —H5—7h D > FD{ERL & Cisco ISEDERO—)LDOEY HT

AT 71 Mobilelron Cloud R—# /Liza 74 LET,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .
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B mobiteiron Cloud ToRIEROEE

ATY T2 by T A=a—00 [2—H— (Users) | ZRINLET,
AT9 73 [Add GBI 1 ey H o U2 b, [API:L—ﬁS—%LJJD (Add API User) | 23R L ET,
ATw T4 [API2—H—%iB/M (AddAPIUser) |V 4> KU T, IROT 4 —/L RIZflEZ AT LET,
«[2—H—4% (Username) ]
«EBFA—IL 7 FLR (Email Address)
«[4 (First Name) ]
* [# (Last Name) ]
* Password

» Confirm Password

AT Y FTE 22— =3 CiscolSE DFAITHER API Z BN TE 5 L 9129510, [m—LDE| Y 24T (AssignRoles) ]
fEEk C [Cisco ISE ™iE (Cisco ISE Operations) | F = v 7Ry 7 A4 12 LET,

ATvT6 [58T (Done) 127V v LET,

Mobilelron Cloud TOEEEFEDERTE

ZOFIETIE, v—HV CA ZRET DIFECHOWTHEBHALET, 7272 L. Mobilelron Cloud
TliE, LV CARENDOEIRTE 7, MO BEFICRER A 7> a VA BIRL T
W,

Mobilelron Cloud THAR— F SN TN S EIERH A TOFEHEEHIZ OV T,
http://mi.extendedhelp.mobileiron.com/75/all/en/Welcome.htm#LocalCertificates. htm % 2/ L T< 72
S,

AT w71 Mobilelron Cloud AR —# /LT, [EH (Admin) ]> [FIBAEZDEE (Certificate Management) ] &R L &
j—O

ATy 72 B (Add) 1227V 27 LET,

ARTY T3 [AZ 2 RT7 r U BFEROVER (Create a Standalone Certificate Authority) 1 %227 U v 7 L £,

ATV T4 BRENTZLAT TRy 7 AT, ROT 4 —)v RICFEREHREZ A LET,

1. Name

2. [M7¥=2 k8T A—4% (Subject Parameters) |fEIK T, D7 1 —/L KDDL 1 DITfEE AT)
LET,

« Common Name

» Email

- #AfE B2 (Organisation Unit)
« Organisation

* Street Address

. MDM 5 & U UEM H—/3— & Cisco ISE D#i &
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| UEM & & U MDM 4 —/3— & Cisco ISE DA
Mobilelron Cloud T )L — FERBE(HEET= 5BED7 v 7o—F |

- TTXETHIER (City)
+ 1J—< 3> (Region)
. =

3. [F—4/NT A—# (Key Generation Parameters) | fEIK T, RO FNEEZFEITLE T,
c[F—H AT (KeyType) | Kr w7 XU xR [RSA] IR L 7,

« [B4 T LY X (Signature Algorithm) | Ku v 727 2 Rb [SHA256withRSA] % 1884 L
i‘a—o

s [F—DES (KeyLength) | Ry 7 X0 U A RHE [2048] &R L £,

Mobilelron Cloud TD/)L— FEEBAZEF - IFEEETE AIHAEND 7y JA—F

BEHTELY— RN RX=FT 4y CAZFERA LT AT T 4 7 4 iEAEEZ AR T 2551, 20X
A7 WA TEET,

2 — 77 /L-® Mobilelron Cloud CA F 72 13 HENCHAKIC 77 A ~— M CA 2T 255
%, CADL— FEHEEZT v 7 r— NL T, 8D T A 2ZWATHHERH Y F7,
TAUCEY ., TS RTFRECHERA SND T AT T 4 T A AEAEORE T ERIIRIT e EE
HTEDHE02ICe £,

AT 71 [Mobilelron Cloud] # == —25 [f%E€ (Configurations) ] Z &R L £,
ATv72 BN (Add) 127V v 7 L, [fEBHE (Certificates) ] Z 3N L £,
AT 73 [4nH1 (Name) | 7 1 —/L FiZ, FHETE D EOARTEZA L ET,

ATy T4 [REDEY bT 7 (Configuration Setup) ] =V 7 C, [7 7 A /LDEP (Choose File) 1527 UV v 7 L,
CA DEFETE DAFAEE IdL— FIEHEZ TR L £,

ATYTE [k~ (Next) 1227V w7 LET,

Mobilelron Cloud T 7 A T2 T 4 T« SEFAZEDEERTE

Mobilelron Cloud T7 A 7 > 7 4 7 A GEHEZFHE L, T/ VT A ZADOFEHEFLREA B =
ALEEHRLET, TAT T 47 A iEHEIL, X509 FEE (pl2 F2iX pix 77 A L) T
T, BiAHRE Y —RE LTHHLT, 74T T4 T 4 afAELZBICER T 2L b TEE
T

N

(GE)  Cisco ISE MDM O I HICERE S BEF DT A 7 7 4 7 + 7EHE 7)Y Mobilelron Cloud (2
HHGEIL. TOFINED AT v 7 5129t -> TREAEZZ ¥ L, Mobilelron ¥—/3—7>5 GUID

fEmEzELET,
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B Mobitelron Cloud T WiFi 707 7 4 LOEE

ATv T

ATy T2
ATvT3

ATv74

ATy T5

ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

ATy N
AT 712

Mobilelron Cloud @ v 7 A = =2 —75 [5%E (Configurations) ] Z3BIRL., [T AT > T 4 7 « AbBHE
(Identity Certificate) ]2 U v 7 L£7,
(48 (Name) |17 4 —/V FIZfEZ AT LET,
[REDE Y N7 v~ (ConfigurationSetup) [fEIK T, Fu v 7X 7 U X b [BIRYIZEXE (Dynamically
Generated) ] 2R L F7,
[iXE7C (Source) ] Km w7 XU 2 kit [Mobilelron Cloud TOFRFERDORE] OTFINETHE L
7o CA Z IR L £,
(V7 V=7 MIBL S A 7 (Subject Alternative Name Type) | KR v 77 U A D, [2=7 4 —
LY — 2557 (Uniform Resource Identifier) | Z i@ L F 5,
[TV =7 MUBEA OME (Subject Alternative Name Value) ]~ « —/L RiZ, ID:Mobileiron:${deviceGUI D}
EANLET, GUID O [ 7Y =7 MMUEE4 (Subject Alternative Name) | 7 4 —/V RERETHZ & &
BEIOLET,
(EE) F72iE. BhE4 (Common Name) | 7 4 —/L F&{EH] LT GUID %Cisco ISEIZ 7' v ¥ 27 %
(21X, [4  (Subject) ] 7 4 —/L FiZ CN=ID:Mobileiron:${deviceGUID} & A/ L £,
[fXE%ZT A b LFiAT (Test Configuration and Continue) 1 %27 U v 27 LE7,
[(XET A MMPIEFIZ58 T LE L7z (Configuration Test Successful) | ¥ A 7 a7 Ry 7 A2, fERL7=7
AT T 4T 4 AEAEOFEMNERESNET,
[fidfi (Distribute) ]V 4 > RO T[HAX L (Custom) | %27 U w7 LET,
[T/ AT N—T DA DEF (Define Device Group Distribution) 8K T, Z O E CTHATT 57 /A
AIN—=TDF =y IRy 7 A% AT LET,
[527 (Done) 127 Vw7 LET,
Cisco ISEMDM OAEMBI TREAFDT A 72T 4 7 A FEAFED SAN 7 4 —/L RETZIXCN 7 ¢ — /L R &2
FLIEGAIR, ESNGEEL Xy NV —Z ICEiR SN TWDHI =y Ra—F—ICEETLILERH
VET, WHINEAEL = R —PF—1THET DI121%, [RE (Configurations) |>[a> 74T %
#EiR (ChooseConfig) >[#R& (Edit) | V> FUT, [Fr v adhiiflEL27 VT L, KHOE
FafEH L TR LWGEEAZ 71T L £ 7 (Clear cached certificates and issue new ones with recent updates) ]
Frxv IRy I A F AT LET,

Mobilelron Cloud TO Wi-Fi 7827 7 1 JLDEE

ATy T
ATvT2
ATvT3

T CTIE B G D i0S =° Android 734 AZWi-Fi 7’0 7 7 A VAEEB L TV A4 1E. Wi-Fi
T 7y ANERELTCERFOTAT T 4T 4EERELET, 2N TaAxs 74y R
TNRAATIE, V7 V=7 MFEREFY TV MUBLORMEIZGUID BERE Sz, #HT L
WT AT T AT AEHERZEIND LI 9,

[Mobilelron Cloud] A == —5 [fXE (Configurations) | ZER L, [Wi-Fi]Z 2 VU v 7 LET,
(4T (Name) |7 4 —/L FIZEEZ AL LET,

[h—E 2% v MBI+ (SSID)  (Service SetIdentifier (SSID)) |17 4 —/V RIZ% v U —27 D4 R4 AT
LET,
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Mobilelron Core UEM H—/\— DX E .

ATy 74  TT7HNRTE, [BEEZM (AutoJoin) | F=v IRy 7 AFA > THET, BHELARNWTLE
él/\o

AT9TE  [EX2UT 4 XA 7 (Security Type) | K2 v FH 7 X BB T a v &@IRLET,

ATYT6 [T H—TT A XFE (Enterprise Settings) | fHIK D [’ k=)L (Protocols) | % 7 C, [TLS] F = v 7
Ny I A d AT LET,

ATw 71  [EiE (Authentication) | ¥ 7 C, [—W¥—4 (Username) | 7 4 —/LV K& [/SA T — K (Password) ]
74— RICRE R EZ AT LET,

ARTYT8 [TATUT 47 47iEWHZE (Identity Certificate) ] K v 7 Z 7 U A ik, FIENTER LT AT >~
T 4 T 4 FFAE A IR L F 4 Mobilelron Cloud TOT AT T 4T 4 iEHEORE (15 3—) |

ATv79 (EE) [E#E (Trust) ] 7T, AT LEETELMHEOT = v /Ry 7 2 F NI LET,

ATV 10 [TTHO/NN—T = (All Versions) [#EIKT, [Ry NT—2 X A7 (NetworkType) ] K> 7 & w2l
A R [BENE (Standard) ] 23R L £,

ATFY TN [k~ (Next) 127V w7 LET,

AT 12 [FAfi (Distribute) 17« > KU T, Bt 7 aras7 )y LET,

ATV [THA AT N—T ORI DEFE (Define Device Group Distribution) | = U 7 T, ZOXEICEHFD DT /A
ATN—TIEST DT = VR IV A F N LET,

ATFv 714 [527 (Done) 1527 Vw7 LET,

Mobhilelron Core UEM H—/\— DR E

Z 2Tk, KHEE72 Mobilelron CORE UEM $——% R ET 572D I F I E 2 FIEIZ OV
T LET,

Mobilelron Core 11— —®D1ERL & APIHERDE|Y H T

AT w71 Mobilelron Core FHLER—ZLica 74 LET,

ATFY T2 [TINA REL—H— (Devicesand Users) |>[1—H— (Users) [DNEICER L E7,

RT9T3 [Add GEM) | Ry 7 XU A Mpb, [B—ha—F—%iB/1 (Add Local User) | &R L F£7,
RATY T8 ROT 44—V RIZKLBEREEZ AT LET

«1—H—ID (User ID)
*[# (First Name) ]

* [# (Last Name) ]
» Password
» Confirm Password

e Email

ATy TS5 [{R17F (Save) |27 U 27 LET,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .
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. Mobilelron Core TDRIERHDHRTE

AT T6 HLUIAMER LIZ2—F—IZAPI e — L 28D BT 52k, [BHE (Admin) 1227V v7 L, $iend H2—
PO HDT = IRy 7 A F AT LET,

AT9FT1 [77var (Actions) ] Ka vy X7 U A RNPD, [Ry R~OE) 2T (AssigntoPod) ] ZHER L F
7

ATY T8 [AX—REEIR (Select Space) | R v I H 7 U A Rb2—W—DERFHAL— R ETRT 50,
FRENTEA TV arhba—P =2 YCra—LERIRLET, (ERLIZ2—F—2iZT7 v ME
HEMERPMLETT, Fo, 2O —HF—IZxLTAPI A—ILEGHICTHHERH Y F7,

RATv 79 [fRTF (Save) 1227 U w7 LET,

Mobilelron Core TOEREIBENDEHRTE

Mobilelron Core Tld, XLV JA#7/2 CARENOIEIRTE F9, Mo BE MK/ A7 > a3 v
FRIRLTLZEY, ZOFIETIZ, flé LTEEEBLIFHEOXRT v 72 LHHL E
7,

AT 71 Mobilelron Core FHEH R —# /LT, [H—E X (Services) 1| >[A—HJLCA (Local CA) | DJEIZEIN L F
—éqo

AT9 72 BN (Add) (Fevy 7 XU R D, [HEBEAGEHEDAER (Generate Self-Signed Cert) ] 2 H4R L
£7

ATv 73 [HOEBLEWAEDAER (Generate Self-Signed Cert) 1 %A 712 7R v 7 A TIRD T 4 —/b RIZLERZEE
WEANLET

«A—AHILCA%
« ¥—MDESE (KeyLength)
*CSREZT7IINIYRL
cF—J4 T84 L (BED)
- BiTA
ATy T4 [ (Generate) |27 U v 7 LET,
ATYTE % TCAGEMEL CiscolSEIZT v 7' r— RTAHLERH L0, CAGEAEEZLX U a—RKLET, ¥ U
va— R 5FEEORICH 5 [FEHIFEZFR (View Cettificate) 1547 U v 7 L, BRENDF AT 0T

Ry 7 AT R_RTCONEEZ A —LET, Z0OarT UV EEEDT XA T 4 XV AHIF, K=
A E2 cer 77 ANE LTIRFELET,

Mobilelron Core TDJL— FEEBAZE X - IZEETEBIAEND 7y JO—FK

AT w71 Mobilelron Core HHEH R — 4 LT, [R) >—EEKE (Policiesand Configs) 1> [E%%E (Configurations) 1™
NEIZ IR L E 9,
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Mobilelron Core TDIERAEESRDEE .

ATv T2 HiHlZEN (AddNew) | Rr vy 7 X7 U 2 8T REF#E (Certificates) ] AL £,

ATY T3 FREND [HHGEHEORTE (NewCertificate Setting) 15 A 72 7R v 7 AT, &It D7 4 —/V RIZFE
BEOARIE A AT LET,

ATv T4 [77 A4 (FileName) |FEIK T, [ Browse) |27V v 7 L, LHICRELZCAILT v 7r—FK
THOUEND DN — N ETIHMEETE HiEAEZEIR L £7,

fEFHTE 7 7 ANVE A 71X, cer, .crt, pem, 3K .der TT,
AT9TE [{RTFE (Save) 1 &2V v/ LET,

Mobilelron Core TODEEBAEZEZERDETE

ZOFMETE, F1 LTORE—HLCAZHERT 5 FIAIC OV TR L <BII L, CiscolSE U
U—RA31 TTUHABLOEREI N MAC 7 RLRAZET 57200 E e 7Y =7 b
BEOYV V=7 MUOBALBMEOREICE S ZE E £7, Mobilelron (X, HCFAGEHAFEEIZT
n—7 v CA DERZHLEL T EEA,

AT w71 Mobilelron Core HHLH R —Z )LC, [RI) >—&EE&KE (Policiesand Configs) 1>[E%%E (Configurations) 1™
JEIZERIR L FE 5,

AT9 72 [HHEEM (AddNew) 1% 7V v 7 L, [FEHZEOEE (Certificate Enrollment) | Z3#R LT, RE L=
CAZ#EE) e a7 Z &R L ET, 2 — BNV CAEZRKET HHETE. [2—H/b (Local) [ZIERL ET,

ZOFNETIEH, 2—H/ILCADAT v FIZHOWTEtB L £ 9, Mobilelron Core ¥—/N—% Cisco ISE |Z5f¢
TAHZOICRE LT CAIZI U T, FEHEDOREA T > a VEBRIRT ALENH Y £77,

RATY T3 FBREND Hilla— DG EO R E (New Local Certificate Enrollment Setting) ] 44 7 1 7R » 7
AT, WDT 4=/ FIZfEZ AN LET,

* Name
«O—AJLCA
N

o [4 (Subject) ]: [f#4 (Subject) 17 4 —/v K& L CUUID (CiscoISE TiL GUID & FEITIL5)
% CiscoISE3.1 LIFED U V — R L 3459 5 1Z1%,. CN=ID:Mobileiron:$DEVICE_UUID$ & A L £7,

« F—MDKRE (KeyLength)
*CSREATILITNV XL

[TV =s ML X A 7 (Subject Alternative Name Type) ] =V 7 CTik, [BM (Add) 1227V v 7
L. [2=7 % —24Y YV —AfA¥ (Uniform Resource Identifier) ] % [# A 7 (Type) ] Kun v 77X
UAMPHEIRLET, [fE (Value) 151 ID:Mobileiron:$DEVICE_UUID$ & AJJL, 2D 7 1 —/)L
Rzl L CUUID (CiscolISE TiZGUID & MHEI D) % CiscoISE3.1LAED U U — 2 LIAF L E,

ATy T4 [T A NEHEEZREITT S (Issue Test Certificate) 1227 U v 27 LE9,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .
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B Mobiteiron Core T Wi-Fi To 77 4 LDEE

Mobilelron Core TO Wi-Fi 707 7 A/ JLDETFE

AT 71 Mobilelron Core HHH AR —# /LT, [R1) >—EE&E (Policiesand Configs) ]>[&%E (Configurations) 10
JEIZE IR L FE 9,

ATY T2 [HMEZEM (AddNew) ] Ry 7 &7 A KD [Wi-Fi] 23R L £,
AT T3 [HHOWI-FiiR € (New Wi-FiSetting) |4 A 7 27Ky 7 AT, IRDT 4 —)L RICKLERMEEZ AT LET,

« [EAPX A 7 (EAP Type) | fHILC, [TLS] F =v 7Ry 7 A% A A LET,

[ TAT T 4T 4 5EHFE (Identity Certificate) | K v 74 7 U 2 ~xi, FlIH Mobilelron Core C
OFEAERGEOHRE (19 X—V) TERE LIZiEAEORGEZ IR L 77,

«[fR1F (Save) 1&27 Vv 27 LET,

Mobilelron Core D SR JLAD) Y —ZADIvE Y

T RBRA L FETRA AT N =TT 20BN HLHERE, V—, BT r T 74
NEEFRT DT ANERELET, T VAR LT, MBI, 750 2547 = R
(Y R TRIFSNTODANL—TF 4 VS VAT DR Y, SESEREEESHTT Y FH
LY PEF AL RETN—FTEET, TAVEERLE D, KU — L (Policies &
Configs) | V4 ¥ FUTIDT b SESERY Y —RIZHV HT, HE, A ¥—, BX
OF A AE e Fa—F— V=T E ALY y BV 7 LET,

Cisco ISE DB E L RY v —%~ v Er 7B L 0BT 5I101%, #8753 T~ L% i E
L. FEERS, WisFi 707 7 A b, B L0 OMABIICIERT 5 2 0o E s 720
(I L ET

ATV T TOVEERT DI

1. Mobilelron Core HELE R — 2 LT, [T/NA AEB I UPL—H— (Devices& Users) |>[F L (Labels) ]
DNEIRIR L E,

2. [Z-UvDiBEN (AddLabel) 227 Vv 7 LET,

3. [Z7~UvDiEN (AddLabel) | # A 7Ry 7 ATIL, [4B] (Name) |7 4 —/V KO T L4 & A7
Li‘é—c

4. [HYE (Criteria) | §EIT, [7 4 —/L F (Field) ]. [%F (Operator) ]. 3L [ (Value) ] 71—
U RICHEYIZMEZBIR LT, ZOTULDNRT A—Z 2 EFRLET,

5 [f&fF (Save) 1227 Vv LET,

ATV T2 [RU—L&E (Policies & Configs) | U Y — AT ~ULEE Y Y4 TET,

1. Mobilelron Core FBEEZE R —H /LT, [HR U T —L3&E (Policies& Configs) %27 V> 27 L, &RL7Y
V= AA = a—HERLET,
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zonszas |}

2. ERRLIZT < NEED Y CHEREELIEIR) o —DF = IRy I A A2 LET,
3. [T7Z7vay (Actions) | ey XU ok, [Zb~iEH (Apply ToLabel) AR L E7,

4. [F~C m(MMYEMMD]747E7ﬁy7%f\ﬁ%ﬁé?Nw@ﬁm@é?lyyﬁyy
AxAAz L, [#EH (Apply) 1227V v 7 LET,

ZTDDSEER

KDY 712, Cisco ISE TIE¥T D L MM TELBIMDOY V—ABREFENTHET,
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE End User
Documentation.html

— R\ ~ > "

B, ¥—EX, 8L UVZDMDIFR

s VRAAMB A A LY — R BEER A TS 121X, Cisco Profile Manager CTHA 7 v 7
LTL7EE0,

s HEREINICL Y EORRCHEREEL 52512, Y Aa—vRcT7 782 LTL
k=12
e —ER VIR NEEETDHITNE, VAP R—-RMITZ7EALTLIZEEN,

ml

s BAETHEEEHLDT L B —TFARXTFADT IV r—ay, Wi VY a—i g0,
BLOYV—ERZBE LTI 5I1T0E. CiscoDevNet IZT7 7 AL TL7ZEVY,

s MRy FU—2 . bl—=r 7 REBEO YA ATT BIZiE. Cisco Press (2
TI7EALTLEEN,

FEEDOMEF X 7 7 I U ORFEE R Z 912X, Cisco Warranty Finder (27 7 & &
LTLEEN,

Cisco /\ T H&ZFEY—)L

VA aANTHEY — BST) 1%, vARaflfhl VT by =T OEE & fETEEOaRERR ) A
MBI D AIANTBR AT AA~DF— T = A T, BSTIZ, ALY 7 hv=TIZ
B3 2 ieM e s ma et L E 5,

RX-aFIIZETBET14— KNy

VARADT I =N RF 2 A MIETLT 4 — Ry 7 2R M9 51213, Ththod 7
A FF2 A FPDEMDONA NZHDT 4 — RNy 7 T =LA LTI ZEN,

MDM 5 & U UEM H—/3— & Cisco ISE D#i& .
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023 Cisco Systems, Inc. All rights reserved.
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