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LNCFIIREB S L E R A (B :0a: OB: Oc: OD: Oe: OF),

() MAC 7 RLRFERMGEOELWE Y v a v ERET
LDME—D—EDOF—EL L THELET . MACT RLAD
BRBOR—ALFTDHZENAGERT 7T 4 77T _XTD
Toyial bt MACT RLA%E Y AT 5IT1E ActiveList
APl 22— V2 L E 9,
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JR—transarr=z—n N

#F 1-1 Cisco ISE &> > 3 BB API 22—/l (FE &)

APl a2—/L 45 A & il

UserName BELEZa—VALZEhRFTOE Yy a oW TTF —Z~_N—
AEMBELET,

https://<ISEhost>/admin/API/mnt/Session/UserName/<username>

@) 2—PHE Ry V=7 a—PFRIEHL TS0l
A C CiscoISE /NAT— R KU I —{ZHEPLL TWDHMLE
233 1 £ 9, Monitoring REST API ™ ME— D MELh 72 713
Ny 7 ATy va(\)LFTT, i DOV TIE [ Cisco
Identity Services Engine User Guide, Release 1.1]D IUser
Password Policy | &R L T 72 &0,

IPAddress fEE L2 NASIP 7 R L A (IPv4 7213 IPv6 7 K L R) & & iekk

Dty a  NlONTT—IN—2A2RELET,

https://<ISEhost>/admin/API/mnt/Session/IPAddress/<nasipaddress>

() xxx.xxx.xxx.xxx IZ NASIP 7 F L XX (£1:10.10.10.10)
b(“—;_‘o

EJ B
https://<ISEhost>/admin/API/mnt/Session/IPAddress/<nasipv6address>

() XXXXXXXXXXXXXXXXXXXX:XXXX:XXXX:XxXX [£ NAS IPv6 7
F L 2R T (#:2001:cdba:0:0:0:0:3247:9651) ,

Audit Session ID BELEEEE Yy a vy IDEELRIIOE Y a iZonT
T R—=2AERBLET,
https://<ISEhost>/admin/API/mnt/Session/Active/SessionID/<audit-s
ession-id>/0

@ WAy arIDOBMKOR—ALTDHIERARERT
TT 4 TRTRCOEyYa vy tEREy g IDEY
A R4 512X ActiveList APT = —/ L 24l L £ 97, 7213,
FHER—FND [TA 7 3 (Live Sessions) |
NR—=VUNHEREY vy a D ZRGTEET,

tya VEHHO CiscoISE API 2 — /L OFEMIZOWTILH 28Iy a VEHR7 ) —
AP ZZH LT &E W,
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%1%  Monitoring REST API DHFE |

B yxr—rshzAaPi=—

Z 12 CiscoISE F 57N 2 —F 4 APl 2—Ib- fNFTN>2—F 020
API 22—/ B Rl
Version J—=RON=UarBLORZA 72U AMLET,

https://<ISEhost>/admin/API/mnt/Version

= RDZ A TIE RO ~ 3) DWTINTT,
0:STAND_ALONE_MNT_NODE

1:ACTIVE_MNT_NODE
2:STAND_BY_MNT_NODE
3:NOT_AN_MNT_NODE

(#) STAND_ALONE_MNT _NODE . 5> 8RB CHERE L 72 W8
=Z )T ) —=RTHDHILEERLET,

ACTIVE_MNT_NODE (.78 EHIzBIFA27 74~ -
v F VRO T T4~ J—RTHDH I EEEWRL
9,

STAND_BY_MNT_NODE (%, 78 EIZB T A 774 <
U - h XY XTOeh o FY J—RThHILrE
HLET,

NOT_AN_MNT_NODE /. =% 7 J— FKTiI/a2nZ
EEERLET VA= FARDISE / — FB LU~ LY
FOFERZ DWW T [ Cisco Identity Services Engine User
Guide, Release 1.1 L T 7Z& 0,

FailureReasons

EEOHMmAZY A M LET,
https://<ISEhost>/admin/API/mnt/FailureReasons

AEEHBIL. ROBNIZ T L 912, =F — 32— K (failureReason
id) i HL 72 50 (code)  FEEFE A (cause) | 35 L OVA HE 72 i AL
(resolution) &/~ L £77,

<failureReason id="100009">

<code> 100009 WEBAUTH_FAIL

<cause> This may or may not be indicating a violation.
<resolution> Please review and resolve this issue according to your
organization's policy.

()  FailureReasons API = —/ L. F=% V) 7 J— Kb IER
EWNESTHDIC—ERTRRHENET HEHL TN D
Tr7AN VAT LFLET —FR—R K I NTEER
HMONBEERGFT DUNENRSY £T, 25D APl =2—/1
DRERNEILIO ETHLERAICERT L ZEEZHEME L
TWET RGEFICRIENRAE LG E AR CTiefit &
NAHEEHHRa—NE 2—VFOT7 7ML VAT AERIT
T = H R ANRIF LT EEBO Y A N 2T 0 E
NHY ET,

CiscoISE [EEH A D547 U A MIOWTIL 8k AlCisco ISE &
EFHLA—- M ESRLTIEI N,
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| 8513  Monitoring REST API DHfE

JR—transarr=z—n N

#1-2 CiscoISE F N2 —F 4 APl 23—/ - pPF TN 2 —F 0 7 (fFd)
API =2—/L AR & fl
AuthStatus FTRTCOEYy v a VORHERAT—HF A% Y AN LET,

https://<ISEhost>/admin/API/mnt/AuthStatus/MACAddress/<macaddre
ss>/<numberofseconds>/<numberofrecordspermacaddress>/All

() seconds /N7 A—4 <numberofseconds> I%.0 7> 5 432000
(5 ) OHFFATZ—NRRETEET,

o varyThAUT 4T AT —H ADOTE

AcctStatus

BEOMENOTRTCOEyYa DT h T 4070 AT —H
A& LET,
https://<ISEhost>/admin/API/mnt/AcctStatusTT/MACAddress/
<macaddress>/<numberof seconds>

() seconds /N7 A—4 <numberofseconds> 3.0 7> 5 432000
(5 ) OHFMFATZ—FNRRETEET,

NS TN a—F 427 HAO CiscolSEAPI 2 — /LD EEHIICOWTIEE 2Z (v v a Vs
T U —APL|ZZH L TS,

# 1-3 Cisco ISE FRA[EE APl ==—/L
API 22— /L FRER & fil
Reauth Yy arFRiFa~v L REFA TEEELET,

https://<ISEhost>/admin/API/mnt/CoA/Reauth/<serverhostname>/
<macaddress>/<reauthtype>/<nasipaddress>/
<destinationipaddress>

Z ZC.<ISEhost> IZISEAR A RDIP T RL A&/ L,
<serverhostname> 1% ISE % — /D4 Hii % 7~ U, <nasipaddress> 1%
NAS OFEBIIP 7 K L A &7~ L, <destinationipaddress> 13569t D 1P
7 R RAZRLET,

FRBAES A T IIRDE (0 ~ 2) DWFT AT,
0:REAUTH_TYPE_DEFAULT
1:REAUTH_TYPE_LAST
2:REAUTH_TYPE_RERUN

(#) NASIP 7 RUVANRRARGEIE, Z O R E CICHLERE
EANTEET APLIIINOLDEEZRE 7 = —ITfEH L
F9,7272 L. 2D API 2 — V&2 E{TT HIZIE.MAC 7 KL
AZHSTWALENH Y ETHANASIP 7 R A TIHE
HBMDNRT A= I NI LT EFICTEEITNASIP 7
KU RAERRETLHEBHIP T FLALIEET D HLEMN
HYET,

Z®D API = —/LE,CoA % UV E— N CHEITTHEREZEETD
Monitoring ISE / — KT L 72547 T & £+ A, Administration ISE
J— R, 25D CoA API 22— /LD FELTFITITEAR 2V LB
HYEFA,

T g LW
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B yxr—rshzAaPi=—

# 1-3 Cisco ISE ZRAJZEE API =2 —/L (§F&)

API =2 —)L WL & Bl
Disconnect tyvariiliacy FBEUR =P A7 v ay 44 TEERFL
ESE

https://<ISEhost>/admin/API/mnt/CoA/Disconnect/<serverhostname>/
<macaddress>/<disconnecttype>/<nasipaddress>/
<destinationipaddress>

R—N AT gy ZA4TITROEO ~2) DT TT,
0:DYNAMIC_AUTHZ_PORT_DEFAULT
1:DYNAMIC_AUTHZ_PORT_BOUNCE
2:DYNAMIC_AUTHZ_PORT_SHUTDOWN

(#) NASIP 7 RUVANRRARGEIE, Z O R E CICHLERE
EANNUET APLIZZNODELZRE 7 =) —ITfEH L E
T, 727 L. 20 APl 2 — v EZFEITTHIZIE.MAC 7 KA
EHIOTWAULEND Y TN MONRT A =TI MITL
EFICTEET,

CiscoISE 2RI ZE T API = — )L ZBH B3N DWW CIE 56 4 FEIZR A AT RESTAPL 2R L T
<TZEWY,

HTTP PUT API =—/)V

3 1-2 @ AuthStatus API 2 — )V ERIERIC. 7 TA TV R T AT B AT =X ARETE 5 &
9129 % APl =2— L HTTP PUT /X—2 5 3% Y %3, Monitoring REST API (X ,HTTP GET

= ZOWNWTRBR LT ZD~=2 T LOF TRt L HIC HTTP PUT & HTTP GET D i J5 D

a—VEYR—F LET HTTP PUT 1L, /XT A —F D AR MB g a2 — /L OBV L F

TIKDAX—< T7ANDEINI. T H T b AT —HZADHFERTT,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>
<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<xsS:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="mnTRESTRequest" abstract="true">
<XS:sequence>
<xs:element name="valueList">
<xs:complexType>
<XS:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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o aVEEI Y — API

Z METIX, Cisco ISE EBHIZFV T, Cisco Monitoring ISE / — RN/ L EHE B v v a o B#E#
DEREBGT D FREZRMIET o2y v a VEH APL 2— LI OV TR L £,

Ty alr hUrF API a—)u

WKDOE Y gy K API =2 —/LZ X - T, Cisco ISE BRIZBIT A Z—4 > | Cisco
Monitoring ISE / — RO ¥ v v a VEEFEHROBEO I 7o b 2T ITIETE DL 512720
\ij_a

e TUT 47 vyvia(ActiveCount) : 77T 47 By aii. Xy hU—27 TRIEEND
tyvarol HoTT,

o IRAF ¥ vz v (PostureCount) : 8 A F ¥ NHEGHLT T H L5 (EAYFELRERL) & R AF ¥
RERTH—FENFET RAF T T a0 TIAPEFERLT ) X2 BIIRAF v kg
RO ERAUARATF X E T H T T 4 T OBRBRRESND & HBEIRIEIC R 5T
O R AT pREITEWIR O —Rpy 72 Rie T3,

« Fur7 7 AN v g (ProfilerCount)
WTFNND T 2— AT RRA FAEELERSE. LD EFSERRETNT T

S oaT T RME TS T R LT
TIT4 T Byay oo X

BIET 7T 4727 _XChbyary hvy vERGT 57291 ActiveCount APT =2 — /L & fiff
AT& £,

F® TI2T747 Rty arOBEFRTDITIEGEREY VT ¥ DD HTTP GBRE~ v & —
ZBMTHLENDHY £,

ActiveCount API D /) A ¥ —~<

OV TN AFX—< T 7 AL ISE D /) — RO H —7%4 > |~ Monitoring ~/VY FTT 77 ¢
T v iarOAvy MERST B0 ActiveCount APT =2 — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
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M tovar L APIz—

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount"s>
<XS:sequences>
<xs:element name="count" type="xs:int"/>
</Xs:sequence>
</xs:complexType>
</xs:schema>

ActiveCount API = — )L DOEEOH L

AZ7v 7 1 CiscolSEURL #7 7 UH# D7 KL A N—IZ AN LET (7= & 21X hitps://<ise hostname or ip
address>/admin/) .

AT v S 2 a—H4 L CiscoISE DT v b7 v 7 THREL L ORE LI KCFE L /N CFERXFI S5
NAT—FRF&E AN LET,

25973 [mZ A (Login)] &7 V>3 50 Enter & L E 7,
72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHEANIR 7 A T B85, 20
J—=FDURLT FRLVARRD LD IZERRSNET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp web page tmpdash

A7 w7 4 [Jadmin/] 2 AR —R 2 h%& APl 2—/L @D 2 R —x 2 |k (/admin/API/mnt/<specific-api-call>) (2
EEHZ T =5y s /—=FOURL7 FL A 7 ¢ —/L FIZ ActiveCount API == — /L& AJj L
£

https://acmel23/admin/APl/mnt/Session/ActiveCount
~
(B L0 a— I KRXFNLFEXRT D7 % —5 > h J— RO URL 7 KL A
7 4 —/V RIZIEEIZH APl 2 — V& AT 20BN H Y £9, APL = —/LELHI T Imnt)
OfFEMIX, % —7% >~ b Cisco Monitoring ISE / — K&#H& L £7°,

25 w75 Enter ¥— %L TAPI a— V& RITLET,

REEIE B
e EFE=H VYL J— ROWER(1-2 =)

ActiveCount API 2 — V3B RENA Y )L 5F—&

WIZ, % —77 > b Cisco Monitoring ISE / — K C ActiveCount APl = — /L& FEOMH T & Z (TR E T
LT =R (T U747 tyvarBOERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>

<count>5</count>

</sessionCounts>
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| 28 +®yvalBFEHIT)—API

tyvar by Apla—L M

RAF¥ Byvary By &

BET 7T 4 7RI RXRCORAT v By a vV OBEOT T N aBET 572012
PostureCount API =t — /L Z i [l T £,

PostureCount API DH J] X & ——~<

DY TN AXx—~< T 7 A NE, X —7% > b CiscoMonitoring ISE / — RCEIET 77 4 772
RAF v By arOohvy hzifEd 5700 PostureCount APT 22— /LD H F17Cd,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount's>
<Xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

PostureCount API = — )LD L

AT o1

AT T 2

AT w7 3

AT v/ 4

AT 9T 5

CiscoISEURL 27 Z U ¥ DT KL A N—IZ AN LET (J2 & 21F hetps://<ise hostname or ip
address>/admin/) ,

a—H4 & (Cisco ISE DIt v M7 v 7 THRER K ORRE L 72 KT L/ CFRXEN D
NWAT—= &2 AN LET,

[v 7 A v (Login)] %7 U v 2732 Enter Zff L E7,

72L& 21T AR A N4 acmel23 @ Cisco Monitoring ISE / — RIZHRANIR 7 A T 555,20
J—=ROURLT FLABRRDO LI ITRRINET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco xmp web page tmpdash

[fadmin/| =2 > AR —F% > k% APl =2—/L D 22 > 7R — % > b (fadmin/API/mnt/Session/<specific-api-call>)
WCE X2 C. A=y b J—FDURLT RL A 7 ¢ —/L KiZ PostureCount APl =—/ /L% AJj L
5

https://acmel23/admin/API/mnt/Session/PostureCount
~

@ CRHOI—AE KT NCEE KT S0, F—4 v k) — FO URL 7 KL %
74—V RIZEEIZE API 2— V&2 ANTBHERH Y £9,API 2—/LHHITO 'mnt
O IX, #—7% » b Cisco Monitoring ISE / — K& L £,

Enter ¥ —Z# LT APl = — /L &RITLET,

BEIEH
o ET=HXVULT J— FROMERA-2 =)
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FrE ByvalEFHITY—API |

M tovar L APIz—

PostureCount API = — /L )xHIRENB YV F—F

KT, % —7%" >~ K Cisco Monitoring ISE / — R T PostureCount API = — /L&A FFONH§ & Z (TR S
NHET—8BUET 7T 4 TRARAF ¥ By va B ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

g7y AT o alr UL E

BET 7T 47T _XTOTar7rA4T Byirary By xS T 572912 ProfilerCount
APl = — V&2 TE £7,

ProfilerCount API D} /) XA ¥ ——~=

ZOV TN AX—~ T 7 AL, X —7 > bk Cisco Monitoring ISE / — K CHIET 7 T 1 772
a7 AT Byvarohvy hEIET 57290 ProfilerCount API = — /LD H 73 TY,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<XS:sequences
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

ProfilerCount API =— /)LD L

ZF w71 CiscolSEURL 27 7 ¥ DT KL A NR—IZ AN UL (72 & 213 hitps://<ise hostname or ip
address>/admin/) ,

2Fy S 2 a—W4E CiscolSE DIy 7 v 7 THEBLIOHRE L KRLFL/NTERRIEND
IRAT—REANDNLET,
257wy 73 [mZ A (Login)] &7 V> 7325 Enter Z## L £,

72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—=ROURLT FLARRDE I IZFRSNET,

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp web page tmpdash

25w 4  Tjadmin/| 2> R—F% > b % APl 2—/L D 2 27" —3% > b (Jadmin/API/mnt/Session/<specific-api-call>)
ICEEHZ T #—5 v b /J—ROURLT R A 7 4 —/L RIZ ProfilerCount APl = — /L% AJj L
\i —g_‘o

https://acmel23/admin/API/mnt/Session/ProfilerCount
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ittty ar Uk APL=—1 M

B INLOa—NE RPN TFE2ERT 570 . X—5 v~ J—RKOURL 7T FLXA
74—V FIZIHEICH AP 23— V&2 AT DMERH Y £3, APL 2 — L BLHI T Imnt
D 1%, Cisco Monitoring ISE / — K& £ L £7°,

25 v 5 Enter ¥—% ML TAPI = — V& RITLET,

BEEIE H
o ET=HXVULT J— FROMERA-2 =)

ProfilerCount API = — /L) GIRENDB YTV 5 —H

WIZ % —7%" > b Cisco Monitoring ISE / — K T ProfilerCount API = — /L ZF-OMH 3 & TR S
NoLET—HBUET VT4 Tl a 7747 vy va B ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1l</counts>
</sessionCount>

By g UAXMAPI 23— L

WOy 9 A KAPI 2—/LIZ X - T, Cisco ISE EBRHICEIT 5% —4 » | Cisco
Monitoring ISE / — FDBEDT 77 4 7 kv a ZHEMNIT 6 MAC T FLA Ry B
T—0 T I7%ZAFN_NALZNAD)DIPT RLA a—HF4 vy aryIDAREDE Y g HiHE
DIEREZT ITIETE L L IR £,

o TUT 47y g U Ak (ActiveList)
o FEFtE v 3 U A b (AuthList)

TI2TF 4T ey ary YRR
BAET 7T 4 TR T_XCOEya A NT 5203 ActiveList API FEOM L 2 T& £97,

~
(E)  TIT A TR AT KA 2 by v 3 CORIRATRE /R R KRB, 100,000 IZHI R ST
WET,

ActiveList API D i /] A ¥ —=
OB TN AF—=< T 7 A )E, Z—75 > |k Cisco Monitoring ISE / — FTEAET 7 7 1 772

tovalr(BLOtyva VEEFR) DY A NEERET D720 ActiveList API 22—/ LD H
jjb(“—;_‘o

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
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FrE ByvalEFHITY—API |

B sty ar URKRAPLI—L

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xS:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<XS:sequences>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

<xs:element name="nas_ ipv6_address" type="xs:string"/>
<xs:complexType name="framed ipvé address list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed ipvé6_ address" type="framed ipvé_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

ActiveList API =2 — /LD L

27971 CiscolSEURL #7 7 UH DT FL A N—Z AN LET (J= & 21X hetps://<ise hostname or ip
address>/admin/) .

AT v S 2 a2—HH L CiscoISE DT v b7 v 7 THRERL L ORE LI KCFE LN CFERXBI S5
INAT—R&ZASTLET,

25973 [mZ A (Login)] &7 V> 279250 Enter L E 7,
72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T 555,20
J—=FOURLT FLARRD LS IZFRINET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco _xmp web page tmpdash

25 v 4 [jadmin/| 2 > AR—F > % APl 2—/)L 0 2 L 7R— 3> |k (fadmin/API/mnt/Session/<specific-api-call>) &
BEHZC H—F v b J—FROURLT RLA 7 ¢ —/L RIZ ActiveList APl =—/L % AJJ L%,

https://acmel23/admin/API/mnt/Session/ActivelList

~

(B L0 a— I KXFNLFEXRT 57 24— h J— RO URL 7 KL A
7 4 —/V RIZIEEIZA APL IO LA AT 205N H Y 3, APL =2 — LHHITO
Imnt] D {# f 1%, Cisco Monitoring ISE / — F&F* L £,

25 w75 Enter ¥— %L TAPI a— LV &FITLET,
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ittty ar Uk APL=—1 M

REEHIE B
o T=HX VLY ) — ROWERA-2 =)

ActiveList API Z— /L LIRENDBY VTV F—&

WIZ, % —7%" >~ |k Cisco Monitoring ISE / — K C ActiveList APl 2 — /L &N L & 127 7 7 «
Ty varoV A MpLEENSEyva VBT X 2R LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>

<calling station_ id>00:0C:29:FA:EF:0A</calling station_ ids
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<calling station id>70:5A:B6:68:F7:CC</calling station ids
<server>HAREESH-R6-1-PDP2</servers

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station id>00:14:BF:5A:0C:03</calling station ids
<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé6_address>2001:cdba::3257:9652</nas_1ipvée_address>
<acct_session 1d>00000032</acct_session id»>
<server>HAREESH-R6-1-PDP2</servers

</activeSession>

<activeSession>

<user name>graham hancock</user names>

<calling station id>00:50:56:8E:28:BD</calling station ids
<nas_ip address>10.203.107.161l</nas_ip addresss>
<nas_1ipvé6_address>2001:cdba::3257:9652</nas_1ipvée_address>
<framed ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipvé_address>2001:cdba::3257:9652</1ipv6_address>
</framed_ipvé6_ addresss>
<acct_session_id>0000002C</acct_session_ids>

<audit_ session 1d>0ACB6BA10000002A165FD0C8</audit session id>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

<activeSession>

<user name>ipepvpnuser</user names>

<calling station id>172.23.130.89</calling station_ id>
<nas_ip address>10.203.107.45</nas_ip_ address>
<nas_1ipvé_address>2001:cdba::357:965</nas_ipve_address>
<framed ipvé_address>
<ipvé_address>200:cdba:0000:0000:0000:0000:3157:9652</1ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</1ipv6_address>
<ipvé6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé address>
<acct_session_id>A2000070</acct_session_ids>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

</activeSessionList>

Cisco Identity Services Engine API, Release 2.x Y 77 L'V X HA K
I




FrE ByvalEFHITY—API |

B sty ar URKRAPLI—L

FEFFvvar URX B

HET 7T 4 7RI _XRTORFEy a0V 2 NERETS7-DIC AuthList API =1 — /L & fif
Hc&xEd,
~
) TIT 4 TRBHFELZ RRA N By Y a v OFRATRER HRKE1E. 100,000 IZHIE ST
b\iﬁo

AuthList API D /1 A % —=

OV TN AF—~ T 7 A)ViE, ¥ —4 v b Cisco Monitoring ISE / — K TO f57E L 7= #H
W (E 71T Mnull/null ) 3T A —Z 2 EH L T EZEE LR WER)BET 77 4 7723 XTO
Wikt vy a oY A NEIIEGT 5729 AuthList API 2 — /LD 71T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xXS:sequences
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xS:sequences
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

<xs:element name="nas_ ipvé6_address" type="xs:string"/>
<xs:complexType name="framed ipvé address list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed ipvé_address" type="framed ipvé_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>
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Il Cisco Identity Services Engine API, Release 2x Y 77 LV X WA



| 28 +®yvalBFEHIT)—API

AT w7 3

AT v/ 4

2T vS 5

ittty ar Uk APL=—1 M

[v 7 A v (Login)] %7 U v 2732 Enter Zff L E7,

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — RIZiAINZ 0 74 T 554,20
J—=RDURL7 RUVABRD LD IZERRSINET,
https://acmel23/admin/LoginAction.do#pageIld=com cisco xmp web page tmpdash
[fadmin/] = > 7R—F > b % API 22—/ LD 2 L 78— 3 > b (Jadmin/API/mnt/Session/<specific-api-call>)
WCEEHZ C . #—4% v b /J—KDOURLT KL A 74—/ KIZ AuthList APl =—/LZ A L £,

~

() KO 2HEHDFTIEERFE ORI ANT XA =2 B XV null /XF7 A —Z 2 LB
MR LA CRRAE SN BET 7 T 4 Tty v a DV A 2R R LET.2HHBOD
B BRIET 2 7 4 7T R CORBFFE AL v >3 > O U A k% FrT 5 Mnull/null) 35
AL M LET, 2O APL 2= /VITHT 5 4 BIAD /ST A —ZBRZEDFNZ DN TR,
null/null 47" 3 & L7z AuthList API 2 —/LnbiRSN DY 7N 5—#
(2-9 X=V)EZHLTIEE N,

https://acmel23/admin/API/mnt/Session/AuthList/2010-12-14 15:33:15/null

https://acmel23/admin/API/mnt/Session/AuthList/null/null

A

B INooa—NF KXFNLFERNTH-0. 24— N J—KOURLT RL &
74—V RIZEEIZE AP 2— VA2 ANTHEMLERSH Y £9,API =2 —/LHAITO 'mnt |
Df#F 1%, Cisco Monitoring ISE / — F&F L £ 7,

Enter ¥ —Z# L T APl 22— /L& (T L £,

IR H
o BT=H VLT ) —FROMERA-2 =)

null/null 27" 3 V%M L7z AuthList API 2— AN HIRS WA I F—4

Iz null/null 73 3 %M LT AuthList API = — LA IOV L7288 IR SN ABET 7
T4 T RBHFLEYy a0 A FNOFEZRLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>

<calling station id>00:26:82:7B:D2:51</calling station ids
<nas_ip address>10.203.107.10</nas_ip address>
<nas_1ipvé_address>2001:cdba::3257:9652</nas_1ipvée_address>
<framed ipvé_ address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_addresss>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipvé_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipvé6 addresss>
<audit_session_id>0acb6b0c000000174D07F487</audit_session_ id>
<server>HAREESH-R6-1-PDP2</servers>

</activeSessions>
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<activeSession>

<user name>tom wolfe</user names>

<calling station id>00:50:56:8E:28:BD</calling station ids
<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé_address>2001:cdba::357:965</nas_ipvé6_address>
<framed ipvé address>
<ipvé_address>200:cdba:0000:0000:0000:0000:3157:9652</1pv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</1ipv6_address>
<ipvé6_address>2001:cdba::3257:962</ipv6_address>
</framed ipvé address>
<acct_session_id>00000035</acct_session_ids>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

<activeSession>

<user_ name>graham_hancock</user namex>

<calling station_id>00:14:BF:5A:0C:03</calling station_id>
<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé_address>
<framed_ipvé_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</1ipv6_address>
<ipvé_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_addresss>
</framed ipvé address>
<acct_session_1d>00000033</acct_session_ id>
<server>HAREESH-R6-1-PDP2</servers

</activeSession>

</activeSessionList>

endtime/null &7 g > &{#H L7z AuthList API 2 — /L BiREND VT 5 —F

WKIZ endtime/null &7 = % {# ] L T AuthList API = — /L& IO L 7238351238 & 5 BUE
TIOT 4T REGEERAE g DY A NOFERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station_ ids
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipvé6_address>2001:cdba::3257:9652</nas_ipvé address>
<framed_ ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_addresss>
</framed_ipvé_address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</servers

</activeSession>

<activeSession>

<user names>hunter thompson</user names>

<calling station id>00:50:56:8E:28:BD</calling station ids
<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipve_address>
<framed ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</1ipv6_address>
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<ipvé_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé6_address>

<acct_session 1d>00000035</acct_session id>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

<activeSession>

<user name>bob_ ludlum</user names>

<calling station id>00:14:BF:5A:0C:03</calling station ids
<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé6_address>
<framed ipvé_ address>
<ipvé_address>200:cdba:0000:0000:0000:0000:3157:9652</1ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipvé6_address>2001:cdba::3257:962</ipv6_address>
</framed ipvé address>
<acct_session_id>00000033</acct_session_ids>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

</activeSessionList>

null/starttime 47" 3 > Zf# f L7z AuthList API 2 — VLRI ND Y TN 5 —H

WIZ  null/starttime 473 3 » Z{# [ L T AuthList APT = — /L Z OV L7 3E 10K S A BLE
TIT 4 TR Ay a DU A NoflERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>

<calling station_1d>00:26:82:7B:D2:51</calling station_id>
<nas_ip address>10.203.107.10</nas_ip addresss>
<nas_ipv6_address>2001l:cdba::3257:9652</nas_ipv6_addresss>
<framed_ipvé6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3257:9652</1pv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_addresss>
<ipv6_address>2001:cdba::3257:9652</ipv6_addresss>
</framed ipvé address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_ ids>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_ name>bob ludlum</user names>

<calling station_ id>00:50:56:8E:28:BD</calling station_ ids
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé_address>
<framed_ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001l:cdba::3257:962</ipv6_addresss>
</framed_ipvé6_address>

<acct_session 1d>00000035</acct_session id»>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>
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<calling station id>00:14:BF:5A:0C:03</calling station ids
<nas_ip_address>10.203.107.161</nas_ip_ address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé_ address>
<framed ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipvé_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé6_address>

<acct_session 1d>00000033</acct_session id>
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

</activeSessionList>

starttime/endtime 3-7°> 3  Z{HH L 72 AuthList API =2 — /L )xHIRENB V)V 5 —

74

I  starttime/endtime 47 > 3 > %] L T AuthList API 2 — LV Z BN L7 8BAIcikEN 5
BET 77 4 7 RiBikERrE Yy a O A NOBERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station ids
<nas_ip address>10.203.107.10</nas_ip address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</servers>

</activeSessions>

<activeSession>

<user name>graham hancock</user names

<calling station id>00:50:56:8E:28:BD</calling station ids
<nas_ip address>10.203.107.161l</nas_ip address>
<acct_session_id>00000035</acct_session_ids
<server>HAREESH-R6-1-PDP2</servers>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>

<calling station_ id>00:14:BF:5A:0C:03</calling station_ ids
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1d>00000033</acct_session id>
<server>HAREESH-R6-1-PDP2</servers

</activeSession>

</activeSessionList>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<XS:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station_ id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>
<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius_ response" type="xs:string" minOccurs="0"/>
<xs:element name="audit_ session_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_ id" type="xs:string" minOccurs="0"/>
<xs:element name="nac_policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth id" type="xs:long" minOccurs="0"/>
<xs:element name="auth acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>
<xs:element name="service_ type" type="xs:string" minOccurs="0"/>
<xs:element name="cts_security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad domain" type="xs:string" minOccurs="0"/>
<xs:element name="acs_username" type="xs:string" minOccurs="0"/>
<xs:element name="radius_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>
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<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
</Xs:sequence>
</xs:complexType

name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius is user auth" type="xs:string" minOccurs="0"/>
name="selected posture_ server" type="xs:string" minOccurs="0"/>
name="selected_identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn_exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext_pol_ server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>

name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap_ tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session time" type="xs:long" minOccurs="0"/>
name="acct_input octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input packets" type="xs:long" minOccurs="0"/>
name="acct_output packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate cause" type="xs:string" minOccurs="0"/>
name="acct_multi session id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session_ timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>
name="acct_interim interval" type="xs:string" minOccurs="0"/>
name="acct_delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct_tunnel connection" type="xs:string" minOccurs="0"/>
name="acct_tunnel packet lost" type="xs:string" minOccurs="0"/>
name="security group" type="xs:string" minOccurs="0"/>
name="cisco_h323 setup time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 connect_ time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 disconnect_ time" type="xs:dateTime" minOccurs="0"/>
name="framed_protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt_id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>

name="nad_acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
name="authentication type" type="xs:string" minOccurs="0"/>
name="interface name" type="xs:string" minOccurs="0"/>
name="reason" type="xs:string" minOccurs="0"/>

name="endpoint policy" type="xs:string" minOccurs="0"/>

>
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<xs:element name="nas_ ipvé address" type="xs:string"/>
<xs:complexType name="framed ipvé address_ list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_ address"
type="xs:string" />
</Xs:sequence>
</xs:complexType>
<xs:element name="framed ipvé6 address" type="framed ipvé_ address list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

MACAddress API = —/LVOFEOH L

25 w71 CiscolSEURL #7 7 UHDT KL A NX—=IZ A LET (72 & 21 https://<ise hostname or ip
address>/admin/) ,

AT w7 2 a2—H4 & Cisco ISE DMt v b7 v P THIER LOHRE LI KFL/NCFRXFl b
RAT—REASLET,

27973 7 A2 (Login)] %7 Vv 73250 Enter ZH L7,
7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — RIZiAIZ 0 74 VT 554,20
J—=ROURLT FLABRRD LS IZERRSNET,
https://acmel23/admin/LoginAction.do#pageIld=com cisco xmp web page tmpdash

A7y 7 4  [jadmin/] 2 R—F > b& APl 2—/LDarR—x bk
(/admin/API/mnt/<specific-api-call>/<macaddress>) |Z[E & #ix T, #—% v ~ /— KD URL 7
NLZ 7 4 —/b FIZ MACAddress APl = —/L& AJJ L £,

https://acmel23/admin/API/mnt/Session/MACAddress/0A:0B:0C:0D:0E: OF
)
(B XXXXXXXXXX XX EREFHLTMACT RLAZEL TWDL I LA ER LET,

A

B INooa—NF KXFNLFERNTH20. 24— N J—KOURLT RL &
74—V RIZEEIZK APl 22—V &2 AJTTHHERH D F9,API 2 — L H A TD 'mnt
Df#F 1%, Cisco Monitoring ISE / — R&F L £ 7,
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MACAddress API Z— /L) HIRENB YT 5T —4
WIZ . MACAddress API 22— )V EZ IO T L XTI/ 747 ByvarD U A MNLIKEND
tyvarEET—X0llERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>
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<passed xsi:type="xs:boolean"s>true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>hunter thompson</user namex>

<nas_ip address>10.203.107.161l</nas_ip address>
<nas_1ipvé_address>2001:cdba::357:965</nas_ipvé6_address>

<framed ipvé address>
<ipvé_address>200:cdba:0000:0000:0000:0000:3157:9652</1pv6_address>

<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</1ipv6_address>
<ipvé6_address>2001:cdba::3257:962</ipv6_address>

</framed ipvé address>

<calling station_id>00:14:BF:5A:0C:03</calling station_id>

<nas_port>50115</nas_ports>

<identity group>Profiled</identity group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_servers

<authen protocol>Lookup</authen protocols>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network_device_ groups>

<access_service>RADIUS</access_services
<auth_acs_timestamp>2010-12-15T02:11:12.359Z</auth_acs_timestamp>

<authentication method>mab</authentication methods>

<execution steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>

<audit_session_ id>0ACB6BA1000000351BBFBF8B</audit_session_ids>
<nas_port_id>GigabitEthernetl/0/15</nas_port_ ids>

<nac_policy compliance>Pending</nac_policy compliance>

<auth 1d>1291240762077361</auth_ids>

<auth acsview timestamp>2010-12-15T02:11:12.360Z</auth _acsview_ timestamp>

<message code>5200</message_code>

<acs_session_ id>HAREESH-R6-1-PDP2/81148292/681l</acs_session_ids

<service selection policysMAB</service selection policy>

<identity store>Internal Hosts</identity store>

<response>

{UserName:OO—14—BF—5A—0C—03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service type>Call Check</service types>

<use_case>Host Lookup</use_ case>
<cisco_av_pairsaudit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pairs
<acs_username>00:14:BF:5A:0C:03</acs_usernames>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected identity storesInternal Hosts</selected identity stores
<authentication identity store>Internal Hosts</authentication identity storex>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port_type>Ethernet</nas_port_type>

<selected azn profiles>CWA</selected azn profilesx>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
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Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F
</other attributess>

<response_time>77</response_time>

<acct 1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779Z</acct_acs_timestamp>
<acct_acsview timestamp>2010-12-15T02:12:30.780Z</acct_acsview_timestamp>
<acct_session 1d>00000038</acct_session id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_ time>78</acct_session_time>

<acct_input octetss>13742</acct_input octets>

<acct_output octets>6277</acct_output octetss

<acct_input packets>108</acct_input packetss>

<acct_output packets>66</acct_output packetss

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681
</acct_class>

<acct_delay time>0</acct_delay_ time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameterss>

2—FLDE v 3 DBRE

HEDT 7747ty yarhbRESNZ2—YZ4 25T 57291 UserName API = —
NWEFHTEET  ZOAPLIX, /— R T—#_X—X TF—TAhbiiicshbs 3 ESE ety
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UserName API D /) XA F—~=
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5945 7= ® UserName API = — /LD H /1T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xS:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>
<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius_response" type="xs:string" minOccurs="0"/>
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<xs:element
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<xs:element
<xs:element
<xs:element

name="audit session_ id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_ id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>

name="service type" type="xs:string" minOccurs="0"/>
name="cts_security group" type="xs:string" minOccurs="0"/>
name="use_ case" type="xs:string" minOccurs="0"/>

name="cisco av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected posture_ server" type="xs:string" minOccurs="0"/>
name="selected_identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn_exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext pol_ server matched rule" type="xs:string" minOccurs="0"/>
name="grp_mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected_query identity stores" type="xs:string" minOccurs="0"/>
name="eap_ tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco_h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>

name="nad_ failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session time" type="xs:long" minOccurs="0"/>
name="acct_input octets" type="xs:string" minOccurs="0"/>
name="acct_output_ octets" type="xs:string" minOccurs="0"/>
name="acct_input packets" type="xs:long" minOccurs="0"/>
name="acct_output_ packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate cause" type="xs:string" minOccurs="0"/>
name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session_timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>
name="acct_interim interval" type="xs:string" minOccurs="0"/>
name="acct_delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct_tunnel connection" type="xs:string" minOccurs="0"/>
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<xs:element name="acct_ tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 disconnect_ time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas ipvé address" type="xs:string"/>
<xs:complexType name="framed ipvé6é address list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed ipvé6_ address" type="framed ipvé_ address list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

UserName API = —/LOFEOH L
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>graham hancock</user names
<nas_ip_address>10.203.107.161</nas_ip_ address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé address>
<framed_ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipvé_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001l:cdba::3257:962</ipv6_addresss>

</framed_ipvé6_address>

<calling station id>00:14:BF:5A:0C:03</calling station ids
<nas_port>50115</nas_ports>

<identity group>Profiled</identity group>

<network device name>Core-Switch</network device name>
<acs_server>HAREESH-R6-1-PDP2</acs_servers
<authen_protocols>Lookup</authen protocols

<network_device_groups>

Device Type#All Device Types,Location#All Locations

</network device groupsx>

<access_service>RADIUS</access_services
<auth_acs_timestamp>2010-12-15T02:11:12.359Z</auth_acs_timestamp>
<authentication method>mab</authentication method>

<execution_steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>

<audit_ session 1d>0ACB6BA1000000351BBFBF8B</audit_ session id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_ ids

<nac_policy compliance>Pending</nac_policy compliances>

<auth 1d>1291240762077361</auth_id>

<auth_acsview timestamp>2010-12-15T02:11:12.360Z</auth_acsview_ timestamp>
<message_code>5200</message_code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/681l</acs_session id>

<service selection policy>MAB</service selection policy>

<identity store>Internal Hosts</identity stores>

<response>

{UserName=graham hancock; User-Name=graham hancock;

State=ReauthSession: 0ACB6BA1000000351BBFBF8B;
Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8R&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }
</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_case>
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<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av _pairs
<acs_username>graham hancock</acs_usernames>

<radius_ username>00:14:BF:5A:0C:03</radius_username>
<selected identity stores>Internal Hosts</selected identity stores>
<authentication_identity stores>Internal Hosts</authentication_ identity stores>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port_type>Ethernet</nas_port types>

<selected_azn profiles>CWA</selected azn profiless>

<other attributess>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other attributess>

<response time>77</response times>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779Z</acct_acs_timestamp>
<acct_acsview timestamp>2010-12-15T02:12:30.780Z</acct_acsview timestamp>
<acct_session_1d>00000038</acct_session id»>
<acct_status_type>Interim-Update</acct_status_type>

<acct_session times>78</acct_session time>

<acct_input octets>13742</acct_input octetsx>
<acct_output_octets>6277</acct_output_octetss

<acct_input packets>108</acct_input packetss>

<acct_output packets>66</acct_output_ packetss>

<acct_class>

CACS: 0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay time>0</acct_delay time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<XS:sequence>
<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
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name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>

name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>

name="authen protocol" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_ session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth id" type="xs:long" minOccurs="0"/>
name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session id" type="xs:string" minOccurs="0"/>
name="service_ selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>

name="service type" type="xs:string" minOccurs="0"/>
name="cts_security group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
name="selected posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn_exp_ pol matched rule" type="xs:string" minOccurs="0"/>
name="ext_pol_ server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected _azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session time" type="xs:long" minOccurs="0"/>
name="acct_input octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
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<xs:element name="acct_ input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_ packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_ class" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct multi session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco _h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_ id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipvé_address" type="xs:string"/>
<xs:complexType name="framed ipvé6_address_ list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_ address"
type="xs:string" />
</Xs:sequence>
</xs:complexType>
<xs:element name="framed ipv6_ address" type="framed ipvé_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>ipepvpnuser</user_name>
<nas_ip_address>10.10.10.10</nas_ip_address>
<nas_1ipvé6_address>2001:cdba::357:965</nas_ipvé address>
<framed_ipvé_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_addresss>
<ipvé6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001l:cdba::3257:962</ipv6_addresss>
</framed_ipvé_address>

<calling station id>172.23.130.90</calling station id>
<nas_port>1015</nas_ports>

<identity group>iPEP-VPN-Group</identity groups>

<network device name>i1PEP-HA-Routed</network device namex>
<acs_server>HAREESH-R6-1-PDP2</acs_servers
<authen_protocol>PAP_ASCII</authen_protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_services
<auth_acs_timestamp>2010-12-15T19:57:29.885%</auth_acs_timestamp>
<authentication method>PAP ASCII</authentication method>
<execution_steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002

</execution_steps>
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<audit_ session 1d>0acb6be4000000044D091DA9</audit session id>

<nac_policy compliance>NotApplicable</nac_policy compliances

<auth 1d>1291240762083580</auth_id>

<auth acsview timestamp>2010-12-15T19:57:29.887Z</auth acsview_ timestamp>
<message_code>5200</message_code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/693</acs_session id>

<service selection policy>iPEP-VPN</service selection policy>

<identity stores>Internal Users</identity stores>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6be4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DA9 : HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service types>Framed</service type>

<cisco_av_pairs>

audit-session-id=0acbé6be4000000044D091DAY, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_usernames>
<radius_username>ipepvpnuser</radius_usernames>
<selected identity stores>Internal Users</selected identity stores>
<authentication_identity stores>Internal Users</authentication_identity_ stores>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port_types>Virtual</nas_port_type>

<selected azn profiles>iPEP-Unknown-Auth-Profile</selected azn profiless>
<tunnel details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel details>
<other_ attributess>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222, CPMSessionID=0acb6be4000000044D091
DA9,CPMSessionID=0acb6be4000000044D091DA9,Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown, Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other attributess>

<response_time>20</response_ times>

<acct_1d>1291240762083582</acct_ids>
<acct_acs_timestamp>2010-12-15T19:57:30.281%Z</acct_acs_timestamp>
<acct_acsview timestamp>2010-12-15T19:57:30.283%Z</acct_acsview timestamp>
<acct_session_ id>F1800007</acct_session_ids
<acct_status_type>Start</acct_status_type>

<acct_class>

CACS:0acb6be4000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693

</acct_class>

<acct_delay time>0</acct_delay times>

<framed protocol>PPP</framed protocolx>

<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">

<xS:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user name" type="xs:string" minOccurs="0"/>

<xs:element name="nas_ip_ address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>

<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs_ timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution_steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius_response" type="xs:string" minOccurs="0"/>
<xs:element name="audit_ session_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_id" type="xs:string" minOccurs="0"/>

<xs:element name="nac_policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth_ id" type="xs:long" minOccurs="0"/>

<xs:element name="auth_acsview_ timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>

<xs:element name="acs_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="service_selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="service type" type="xs:string" minOccurs="0"/>

<xs:element name="cts_security group" type="xs:string" minOccurs="0"/>
<xs:element name="use_case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad_domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_username" type="xs:string" minOccurs="0"/>

<xs:element name="radius_ username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>

<xs:element name="nac_username" type="xs:string" minOccurs="0"/>

<xs:element name="nac_posture_ token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is user_ auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture_server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp_pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_ type" type="xs:string" minOccurs="0"/>
<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
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<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_ tunnel" type="xs:string" minOccurs="0"/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_ time" type="xs:long" minOccurs="0"/>

<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>

<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_ acsview_ timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_ input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_ output packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>

<xs:element name="acct_ terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct multi session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_ timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_ interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco _h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 connect_ time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 disconnect_ time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>

<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>

<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>

<xs:element name="type" type="xs:long" minOccurs="0"/>

<xs:element name="nad_acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xXs:string" minOccurs="0"/>

<xs:element name="dacl" type="xs:string" minOccurs="0"/>

<xs:element name="authentication_ type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>

<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

</xs:schema>

EndPointIPAddress API == — )LD L

~
() API 22—V ZRITTHX—57 > b/ — KB A%72 Cisco Monitoring ISE / — R Th 5 Z L &
BLTWALERH Y 7,
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EndPointIPAddress APl = — V& ZITT A IZIX . ROFIEEZETLET,

% —/" > K Cisco Monitoring ISE / — Kicu 7oA > L%,

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — R0 74 T 554,20
J—=RFROURLT FLABRRD LS IZRRINET,
https://acmel23/admin/LoginAction.do#pageIld=com cisco xmp web page tmpdash

[Jadmin/| 2 > R —F > F % APl 2— /LD a R R—x >
(/ise/mnt/api/Session/EndPointIPAddress/<endpoint_ip>) (Zi& & #i 2 T, #—% > k /— R® URL
7 KL A 74—/ R|Z EndPointIPAddress APl =— /L& AJJ L £ 7,

https://acmel23/ise/mnt/api/Session/EndPointIPAddress/A.B.C.D

~

B b0a—E KXCFNFERNT 5720 . #—7 v 8 J— RO URLT R X
74—V NIZIEEIZK APL 2 — V&2 AT H0ENH Y £3, AP1 22— L ELHITO Imnt)
D Afi L. Cisco Monitoring ISE / — R&ZER L 7,

Enter S — % L C APl = — V& FIT L £,

EndPointIPAddress API 2= —/L2>BIRENE Y v 5 —&

KT, % —7%" >~ K Cisco Monitoring ISE / — K C EndPointIPAddress API = — /L ZFEOMH T~ & & |2
TITA4T7 kyarD) A nbRINLSE Y v a VT - ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameterss>

<passed xsi:type="xs:boolean"strue</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>00:0C:29:95:A5:Cl</user name>

<nas_ip address>10.77.152.139</nas_ip_ address>

<calling station id>00:0C:29:95:A5:Cl</calling station_ ids
<nas_port>50109</nas_ports>

<identity group>RegisteredDevices</identity group>
<network_device names>switch</network device names>
<acs_servers>ise248</acs_servers

<authen protocol>Lookup</authen protocols>

<framed ip address>10.20.40.10</framed ip addresss>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groupsx>
<access_service>RADIUS</access_services

<auth _acs_timestamp>2012-03-13T17:02:22.169+05:30</auth_acs_timestamp>
<authentication method>mab</authentication method>
<execution_ steps>
11001,11017,11027,15008,15048,15048,15004,15041,15006,15013,24209,24211,22037,15036,15048,
15004,15016,11022,11002

</execution_stepss>

<audit_ session 1d>0A4D988B000000E337B8D983</audit session id>
<nas_port_id>GigabitEthernetl/0/9</nas_port_id>

<nac_policy compliances>Pending</nac_policy compliances

<auth 1d>1331101769985927</auth_id>
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<auth acsview timestamp>2012-03-13T17:02:22.171+05:30</auth_acsview timestamp>
<message_code>5200</message_code>

<acs_session i1d>1se248/120476308/97</acs_session ids

<service selection policy>MAB</service selection policy>

<authorization policyswired redirect</authorization policys>

<identity store>Internal Endpoints</identity storex>

<response>

{UserName:OO:0C:29:95:A5:C1; User-Name=00-0C-29-95-A5-C1;
State=ReauthSession:0A4D988B000000E337B8D983;
Class=CACS:0A4D988B000000E337B8D983:15e248/120476308/97;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1l) VLAN; Tunnel-Medium-Type=(tag=1)
802; Tunnel-Private-Group-ID=(tag=1l) 30;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://ise248.cisco.com:8443/guestportal/gateway?sessionId=0A4
D988RB0O00000E337B8D983&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-cwa wired-4£f570619;
cisco-av-pair=profile-name=WindowsXP-Workstation; }

</response>

<service_ type>Call Check</service type>

<use_case>Host Lookup</use case>
<cisco_av_pair>audit-session-id=0A4D988B000000E337B8D983</cisco_av_pairs>
<acs_username>00:0C:29:95:A5:Cl</acs_username>
<radius_username>00:0C:29:95:A5:Cl</radius_username>
<selected identity storesInternal Endpoints</selected identity storex>
<authentication_identity storesInternal Endpoints</authentication identity stores
<identity policy matched rulesDefault</identity policy matched rule>
<nas_port_type>Ethernet</nas_port_ type>

<selected azn profilesswired cwa_redirect</selected azn profiless

<response time>17</response times>

<destination_ ip address>10.77.152.248</destination ip_ address>

<other attributess>
ConfigVersionId=15,DestinationPort=1812, Protocol=Radius, Framed-MTU=1500, EAP-Key-Name=, cisc
o-nas-port=GigabitEthernetl/0/9,CPMSessionID=0A4D988B000000E337B8D983, EndPointMACAddress=0
0-0C-29-95-A5-C1l, EndPointMatchedProfile=WindowsXP-Workstation, HostIdentityGroup=Endpoint
Identity Groups:RegisteredDevices,Device Type=Device Type#All Device
Types,Location=Location#All Locations,Device IP
Address=10.77.152.139,Called-Station-ID=EC:C8:82:55:2E:09

</other attributess>

<acct_1d>1331101769985928</acct_id>
<acct_acs_timestamp>2012-03-13T17:02:22.365+05:30</acct_acs_timestamp>
<acct_acsview timestamp>2012-03-13T17:02:22.366+05:30</acct_acsview timestamp>
<acct_session_id>000000FC</acct_session_ids>
<acct_status_type>Interim-Update</acct_status_ type>
<acct_session_time>1641l</acct_session timex>
<acct_input_octets>3053882</acct_input octetss>

<acct_output octets>2633472</acct_output_octets>

<acct_input packets>20166</acct_input packetss>
<acct_output_packets>20297</acct_output_packetss>
<acct_class>CACS:0A4D988B000000E337B8D983:15e248/120476308/97</acct_class>
<acct_delay time>0</acct_delay time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

<vlan>30</vlan>

<dacl>#ACSACL#-IP-cwa_wired-4£570619</dacl>

<endpoint policy>WindowsXP-Workstation</endpoint policy>

</sessionParameters>
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By g ID OBER

BEDT 7T 47ty yarDOBRELEERY v a v 2B T 572912 Audit Session ID
APl a— VAR CTEET, ZODAPIa— LT,/ — R T =2 X=X T —T bt s &
FIFE Ry ra VBEEOERE Y A M LET,

Audit Session ID API D HH /) A F—~

TV TN AF— Ty ANMIBET /T4 Tty a O RELEEREE Yy a v
ID Z BS54 % 72 ® Audit Session ID API =t— /LD H 11T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<Xs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>

name="nas_ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>

name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>

name="authen protocol" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit session id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_ code" type="xs:string" minOccurs="0"/>
name="acs_session id" type="xs:string" minOccurs="0"/>
name="service_selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>

name="service type" type="xs:string" minOccurs="0"/>
name="cts_security group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected identity store" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port type" type="xs:string" minOccurs="0"/>
<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_ tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_ time" type="xs:long" minOccurs="0"/>
<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_ acsview_ timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_ packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>
<xs:element name="acct_terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct multi session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_ timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco _h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 connect_ time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 disconnect_ time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_ type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</%xs:complexType>

<xs:element name="nas_ipvé_address" type="xs:string"/>
<xs:complexType name="framed ipvé6 address list">
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<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed ipvé_address" type="framed ipvé_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>

Audit Session ID API = —/ VOO L

AZ7v 7 1 CiscolSEURL #7 7 UH# D7 KL A N—IZ AN LET (7= & 21X hitps://<ise hostname or ip
address>/admin/) .

AT v S 2 a—H4 L CiscoISE DT v b7 v 7 THREL L ORE LI KCFE L /N CFERXFI S5
NAT—FRF&E AN LET,

25973 [mZ A (Login)] &7 V>3 50 Enter & L E 7,
72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHEANIR 7 A T B85, 20
J—=FDURLT FRLVARRD LD IZERRSNET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp web page tmpdash

25 w7 4 [jadmin/] 2 R —F > & APl 2— /LD a R —F 2 b
(/admin/API/mnt/Session/Active/SessionID/<audit-session-id>/0) \ICEE#ax C X —7F v~ J— K
®» URL 7 KL A 7 ¢ —/)L FIZ Audit Session ID APl =— /L& A1 LE T,

https://acmel23/admin/API/mnt/Session/Active/SessionID/0A000A770000006B609A13A9/0
S

(B INLOa—NE RPN FEENT S0 . 4—7 v 8 J—RKOURL T RLXA
T 4=V RIZEEIZE API 2 — LV E2 ANTHMERSH Y £9,API =2 —/LHHITO mnt|
DOf#i 1%, Cisco Monitoring ISE / — K& & L £,

25 w75 Enter ¥— %L TAPI a— V& RITLET,

REEIE B
e EFE=H VYL J— ROWER(1-2 =)

Audit Session ID API 22— /L) HIREINAB VTN T—H

IZ . Audit Session ID API 22—V EMOHT L XTI/ T 47 By a Ol A RMnHIREN
Htvva rBEET—ZOFERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.
-<activeSessionList noOfActiveSession="1">
-<activeSession>
<calling station_1d>00:50:56:10:13:02</calling station_id>
<session state bit>0</session state bits>
<session_source>0</session_sources
<acct_session_time>0</acct_session_time>
<nas_ip address>10.0.10.119</nas_ip address>
<nas_ipv6_address>2001l:cdba::3257:9652</nas_ipv6_addresss>
<framed_ipvé6_address>
<ipvé_address>200:cdba:0000:0000:0000:0000:3257:9652</1pv6_address>
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<ipvé_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_addresss>
</framed ipvé address>
<nas_port_ id>GigabitEthernetl/0/15</nas_port_ id>
<auth method>dotlx</auth method>
<auth protocol>PEAP (EAP-MSCHAPv2)</auth protocols>
<posture_ status>Compliant</posture status>
<endpoint_policy>Undetermined</endpoint policy>
<server>acmel23</servers
<paks_in>0</paks_in>
<paks_out>0</paks_out>
<bytes in>0</bytes inx>
<bytes_out>0</bytes out>
</activeSession>
</activeSessionList>

TWEy g v

—¥FDT XA A TIL, Wireless LAN Controller( WLC) 72 & . ik v v g U ARFEFTE 5 L 91T
THIEENROVET, ZOLHIRGE . FETHET VT 4 Tty a U EHIBRT 51X . HTTP
DELETE API = — V2 C& £9, 2 %17 9 (21X, URL(HTTP,HTTPS) # L O T — ¥ % #i5ik
THLEODOEEDOY — N —F O a~v RI74 2 Y=L Thsd cURL 2 L £,

ISElZ.2n b0ty a 2B LETA, 2L ISE REHE Ry hU— 7 28 Tx 72 <
720 WLC/NAD N 28D T h T 4 v T EFEIETE R ol BAICEEBT 572
ODTT, ZDOAPIZMHALTISENSLZDXE ) iWERE 7 V7552 B8 TEET,

HTTP B L O'HTTPS #2FHH L C7 7 AV E TS T 5720 DEEL—T + VT 4 TH D GNU
Weet (3. HTTP DELETE API = — /L2 %R — F LEH A,

AN A=A 5

AT o1

AT T 2

AT w7 3

AT o7 4

CiscoISEURL 27 Z U ¥ DT KL A N—IZ AN LET (72 & 21F hetps://<ise hostname or ip
address>/admin/) ,

L—H4 & Cisco ISE DY v b7 v 7 THER LOBRE LI RLF L/ LFBRXFI S D
NAT =Rz AL ET,

[v 7 A > (Login)] %7 U v 2732 Enter Zff L E7,
~

(H) AP 2 — /LI RICFL/NCFRN S EEICAT T 208 H Y %4, 2% <mntnode>
IJ Cisco Monitoring ISE / — R&F&K L £7,

FETMACT RLADEHWE Yy v a U EHIBRT HIZIX, 2~ KT A U TIRO API 22— L& %
TLET,

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/MACAddress/<madaddresss>
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2AFvF 5 FEITEyaryIDOHWVEy T a CEHIRTAICIE. a2~ FTA4 THRD AP 22— )L % 3
ITLET,

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/SessionID/<sid#>

279, 6 FETE=FV LT J—FOTRTOEBy Y3 VAHIRTHI2IZ. 2~ RI 4 2 THRD API
a—LERITLET,

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/All

BEIEE
o ET=HXVULT J— ROMER(A-2 =)
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N TITNS a—T 4 THDZ ) — API

Z DE T H % D Cisco Prime Network Control System (NCS)REST API = — /L D FH{EIZ D0

—

THlZH T 2N EHH L ET,

Cisco Prime NCS API =@=—/V

Cisco Prime NCS APl =— LT/ — FDOARA—V g U BIXORZ A 7P BEOHKR FHIERAT—F X &
T N AT —H A%E&Te X —4 > b Cisco Monitoring ISE / — KDt¥ v ¥ 3 BT 5 &
BRI TN 2a—T 4V ITHERERETDTOOA =X LML £7,

7 — APl ZfEF L7= CiscoISE D h 77 )L 2 —
— N >
Cisco Prime NCS 5 7 )Ly o2 —F ¢ > APl =— )L |X Cisco ISE JERH D % — % > b Cisco
Monitoring ISE / — RIZ AT — & AFR A X5 L R OZ W B &2 55 L £ 7,
o J—FRDNR—=V 3 BLUH A 7 (Version API =2 — /L % i )
o [EZEH (FailureReasons API = — /L & )
o FHFF AT — & Z (AuthStatus API =t — /L Zffi [])
o THYLT 4 AF—& A (AcctStatus APT = — /L % ff 1)

J—FRKDONR—=T g U BIXORZ A 7D API =2—/)V

%/ — R® REST Programmatic f > % —7 =4 APV —ER LI LT ¥ VET AT D
IZ1% Version API 22— V& CE £9, 2 2 TIE AX—~ 77 A VOB, Z D API =2— /b
EIPOH T Z L2k D CiscolSEY 7 h 72T DONR—Va v BEON) — R 24 FHFERTHFE
NIE, Z D APl = — VEITHRICIRIND ) — RONR=Ua b XA TOH T IZ O T L
ij‘o

=R HZATIFRONTINTR Y F5,

« STANDALONE_MNT_NODE =0

« ACTIVE_MNT NODE= 1

« BACKUP_MNT NODE =2

« NOT_AN_MNT_NODE =3
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M ) — API AL CiscoISED NS TN a—F 47

Version API DH /) A ¥ —=

OV TN AF—~ Ty A)VE,Z—7% > |k Cisco Monitoring ISE / — R~DE[FH D,
Version API =— /LD H 71 C9,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="product" type="product"/>

<xs:complexType name="product">

<XS:sequences

<xs:element name="version" type="xs:string" minOccurs="0"/>

<xs:element name="type of node" type="xs:int"/>

</Xs:sequence>

<xs:attribute name="name" type="xs:string"/>
</xs:complexType>

</xs:schema>

Version API = —/ VOO L

27971 CiscolSEURL #7 7 UH DT KL A N—Z AN LET (J= & 21X hetps://<ise hostname or ip
address>/admin/) .

A7y 72 a—HHE CiscolSE DIt > 87 v 7 THRIER L ORE LI KCF L/ UFR KBS 5
NAT— K& ASTLET,

27973 7 A2 (Login)] %7 Vv 73250 Enter ZH L7,
0o NCRB LTS/ [ 7 A v (Login) | X—Y D [0 7 A CRIBENRET L5E
(Problem logging in?) ] V> 27 %27 U w7 LT AT v 72 OFITHES TS IEE W,

72L& 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHEANIR 7 A T B85, 20
J—=FRDOURLT RVARRO L IR RSNET,

https://acmel23/admin/LoginAction.do#pageld=com _cisco_xmp web page tmpdash

A7 w7 4 [Jadmin/] 2 AR —R 2 h%& APl 2—/L @D 2 R —x 2 k (Jadmin/API/mnt/<specific-api-call>) (2
BEHZ T 4=y b J—=ROURLT KL A 7 ¢ —/L FIZ Version API = — /L& ASJ L E 7,

https://acmel23/admin/API/mnt/Version

~

(B INLOa—NE RPN FEENT S 4—7 v~ J—RKOURL 7T FLX
74—V RIZEEIZE API 2 — LV E2 ANTHMLERSH Y £9,API =2 —/LHHITO 'mnt|
Of#i 1%, Cisco Monitoring ISE / — K& F L £,

25 w75 Enter ¥— %L TAPI a— LV &FITLET,

REEIE B
e EFE=HVULY J— ROWER(1-2 X—)
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Version API 2 — /L HiIRENAB YTV T —HF

RIZ, % —7%" > bk Cisco Monitoring ISE / — R T Version API = — /L ZFF-OMH T & X ITIRS LD
T—=2 R LET,ZOAPL T — A TE =7 v b /= FIZOWTRO 2 BEOEAR S
iﬁ‘o

o J—RONR=T a3 (ZOFITIE 1.03.032 R R LET),

+ Cisco Monitoring ISE / — KD ¥ A 7 (Z O TIiX, 7 2 7 « 7 72 Cisco Monitoring ISE / — K
M1IOTHLHZL2EW®RT LN ZzFRLES),

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<product name="Cisco Identity Services Engine">
<version>1.0.3.032</version>

<type of node>l</type of nodex>

</product>

EEHEB API =2—/L

Z—2 sy b )= R TITONTERAEAT — X ADTF = v 7 TIREINTZEEHBOY 2 &R -
®IZ FailureReasons APl = — /L 2] CE £+, Z 2 TIE . AF—~ 77 A LD T, Z D API
a— /L& Z &2 X Y Cisco Cisco Monitoring ISE / — R TRk S N HEEF B O U A K
ZERT D FIE, Z D API 2 — L RITHRICE I N A EEHB OV T/ HO W TR L £7, 1K
SINAEEHRBIT. ZNENER -1 IR TROBERTHERINET,

Cisco ISE Failure Reasons Editor Zfi [l L CEEIHBROZERRY A MIT 7 v AT 25 HEICET
B EEAMIC DUV TIE, Cisco ISE FEEFEH L AR — b (A-1 X—=P) 2B L T EE N,

ZF 3-1 Cisco Identity Services Engine DFds~ == 7 /L

==

BEEHEBA OER 1

[EEFH ID <failureReason 1d="11011">

a— R <11011 RADIUS listener faileds>

JEL IR <Could not open one or more of the ports

used to receive RADIUS requests>

jj&@%g <Ensure that the ports 1812, 1813, 1645 and
1646 are not being used by another process
on the systems>

CiscoISE = —W A v X —7 = A4 A% fEH L T ([®F =% (Monitor)] > [ L’ A" — bk (Reports) ] > [ ¥
w7 (Catalog) | > [ =B H (Failure Reasons) ] 7 UV v 7 L Q) EEBBLAR— MR HE0ED
MNEHRLET EEHHALA— FRERINET,
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FailureReasons API1 D /] X ¥ ——~

OV TN AFx—~ Ty ANV, Z—% > | Cisco Monitoring ISE / — R~® Z 3R D 15(5
@ . FailureReasons API = — /L@ H /7 T9,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="failureReasonList" type="failureReasonList"/>

<xs:complexType name="failureReasonList">
<XS:sequences
<xs:element name="failureReason" type="failureReason" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

<xs:complexType name="failureReason">
<XS:sequence>
<xs:element name="code" type="xs:string" minOccurs="0"/>
<xs:element name="cause" type="xs:string" minOccurs="0"/>
<xs:element name="resolution" type="xs:string" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="id" type="xs:string"/>
</xs:complexType>
</xs:schema>

FailureReasons API ==— VOO L

AT o1

AT 9T 2

AT w7 3

AT o7 4

AT 5

CiscoISEURL 27 U ¥ DT KL A N—IZ AN LET (72 & 21F hetps://<ise hostname or ip
address>/admin/) ,

o —H4 & Cisco ISE DI~ b7 v P THER LOHRE LI KF LN FRXBIEh b
INAT— K& ATTLET,

[v 7 A > (Login)] %7 U v 2732 Enter Zff L E7,

07 A AR USRI (2 7 A v (Login) ]| _X—Y D [B 7 A CRIBENRAT D56
(Problem loggingin?)] U > 27 %27 U w27 LT AT v 7 2 D> TS0,

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — R0 74 VT 554,20
J—FDOURL 7 RVARRKRDO L HICERREINET,
https://acmel23/admin/LoginAction.do#pageIld=com cisco_xmp web page tmpdash

[fadmin/| 22 >R —F > b & APl 2 —/L® 2 7R — % > b (Jadmin/API/mnt/<specific-api-call>) {2

&z C. 4—% v b /—=FOURLT KL A 7 {—/L RIC FailureReasons APl == —/L % A/

L%,

https://acmel23/admin/API/mnt/FailureReasons

>

B  IhHOa— VT RXFNXFEXT 5720 4= v b /—RFOURL 7 KL X
74—V RIZIEEIZH APL 2 — v 2 AN HLERH Y £9, APL = — /LHIHITO Tmnt |
D ffi L, Cisco Monitoring ISE / — R&ZER L 7,

Enter s — % L C APl = — V& FIT L £,
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REEHIE B
o T=HX VLY ) — ROWERA-2 =)

FailureReasons API Z— /L) LRI AV IV F—4
WIZ, % —%4 > b Cisco Monitoring ISE / — K T FailureReasons API = —/L Z FEONH T & X (TR X

NDT =2 %R LET, ZOAPLA— /LT F—F v /= FpbEEHBOY A FE2IRLET,
BEEELR T, £ EE D EE =2 — FURRE HE GRS IC K> TEZ SN ET,

() RO FailureReasons API Z— /L DBNI R I DT —F O/NRERIRY T aR R L THET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<failureReasonList>

<failureReason id="100001">

<code>

100001 AUTHMGR-5-FAIL Authorization failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolutions>

Please review and resolve according to your organization's policy
</resolutions>

</failureReasons>

<failureReason id="100002">

<code>

100002 AUTHMGR-5-SECURITY VIOLATION Security violation on the interface
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolutions>

</failureReasons>

<failureReason 1d="100003">

<code>

100003 AUTHMGR-5-UNAUTHORIZED Interface unauthorized

</code>

<cause>This may or may not be indicating a violation</cause>
<resolutions>

Please review and resolve according to your organization's policy
</resolutions>

</failureReasons>

<failureReason 1d="100004">

<code>

100004 DOT1X-5-FAIL Authentication failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
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I



HIE FITTIAVa—T 4 TRADITY—API |

M ) — API AL CiscoISED NS TN a—F 47

<resolutions>

Please review and resolve according to your organization's policy
</resolutions>

</failureReason>

<failureReason id="100005">

<code>100005 MAB-5-FAIL Authentication failed for client</code>
<cause>This may or may not be indicating a violation</cause>
<resolutions>

Please review and resolve according to your organization's policy
</resolutions>

</failureReason>

<failureReason 1d="100006">

<code>
100006 RADIUS-4-RADIUS DEAD RADIUS server is not responding
</code>
<cause>This may or may not be indicating a violation</cause>

<resolution>

Please review and resolve according to your organization's policy
</resolutions>

</failureReasons>

<failureReason 1d="100007">

<code>
100007 EPM-6-POLICY APP FAILURE Interface ACL not configured
</code>
<cause>This may or may not be indicating a violation</cause>

<resolutions>

Please review and resolve according to your organization's policy
</resolutions>

</failureReasons>

REEIE R
o E=X VLT J— RKOMER(1-2 =)
o f}&k AlCiscoISE FEEHME L AR — k)

BAEART — & A API 2 — /)L

A=l h J—FKDtvy T a VDRFEAT —H A% TF = v 7T 57T AuthStatus API FEOVH
LEMHHTEET, 20 API a— VIZBEEM T b7 =) —10iE, —BORBERINRTH D
MAC 7 RL AN b 1 DRETT FEED MAC 7 RLANKIND L) I KL a—
NIz, 2 — YR E N FTREZRHIBR & 11 £ 77,

ZITEH A= T7ANVOHNFI,ZD APl 2 — L EZMFRHT Z &Ik #—5 v hOE
=H VT =R Ty a ViliEORT — X A BT HEREZEXET DHFIE, = D API

I NVBITRIZEINDE T —Z DY T OWTHIA L £9,
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AuthStatus API Z—/U{Z X U IRORREFENRT A —F ZRETEZH L1270 FT,

IR B E 3N MAC 7 R LA IZBIEAM T ONTZBIEAT — X A L a— RO L BEN
BITESN P ETE Liﬁ“ Z—WFFRE AIRE 7R OB &R IX 1 ~ 864000 (10 H) T
T OBDOEEANLEESIZ. T 740 MO 10 HEREELE T,

L3 —R:MAC 7 FL AT *ﬁﬁf%ﬁ//a/@b:»*%iﬁ(% HELES, 2— —lj573§;§5

ERRERMEOENEGERIZ 1 ~500 La— RTT. 02 AN LESEIT. T 740 M
200 L a— R&EHTELET,

~

) HHBIOLa—RNRXTA—=FOWGIHEO ZHBETDHE. 2D API = — VL F8TE
SN MAC 7 RLRICEEMT SN TWARFTORILEEy a3y La— RoLy
RLET,

W HME v a— FoEEEZIEE L7 URL O— R RTEROM A2 L3,
https://10.10.10.10/admin/API/mnt/AuthStatus/MACAddress/01:23:45:67:89:98/900000/2/All

J& 1% : AuthStatus APT :~/V%ﬁﬂ% L CRAEAT —# ADMB TR S NVIZFBIAEAT —Z A D
T NDOBEMEEERLET ANRMEIL 0T 7 40 M) AL E 21T
user_name+acs_timestamp C9 (AuthStatus A ¥ —~ @i (AcctStatus API D /7 A F—~
(3-13 =) =&H),

- T0IEANITHE K 32 TERESINTERBENPEINET, ZRDIEHIIAF—<D
restAuthStatus D& 7 > g VIC@E SN TV ET,

- TAZANT DL EVFELVEEE Yy FARENET, ThEEHAOAF—< D
fulRESTAuthStatus Dt 7 & 3 AR SN TWET,

— user_name+acs_timestamp D A ¥ — <RIV TWAIEZ AT . ZN 6 DB T
2N S FUE T, user_name JEME & acs_timestamp JEPEIL, 7] A % — = restAuthStatus D&
7 va TR ENTNET,

£ 3-2 AR T—K R T—TNDEMH
B (Attribute) Bilis!
name="passed” F 7% FRREA T — & A DR
name="failed” « %2 (Passed)

« KL % L7z (Failed)
name=""user_name” o —H4
name="nas_ip_address” Xy NT—7 T I7EBAFT_NALZADIPT RLUAIFA N4
name="nas_ipv6_address” Xy NT—7 T I7EBAFNNALAZADIPV6 T RL AR A N
name="failure_reason” Yo g VREIEEOHA
name="calling_station_id” FEETLIPT LA
name="nas_port” Iy NI—27 78R P——RK— |
name="identity_group” B E— VB LIUOREEKRR F TR SN mEI L —
name="network_device_name” X NU— 7 FRAL ZADL
name="acs_server” CiscoISE 7 77 A 7 A DA T
name="eap_authentication” FRFEESR IS S D PEIEFRGE Y = h a2V (EAP) A Y v K
name="framed_ip_address” BEa—HYHICERESINEZT FLA
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AuthStatus API

& 32 FRIFR T — KR T —TINDBHEFEE)
B (Attribute) LA

name="framed_ipv6_address”

FrEx—PHICRESNTZT FLx

network_device_groups”

B Ry b U —27 T, A THER S LTz imB 7 v —7

name="access_service”

WHENEZT 7 A —E R

name="acs_timestamp”

Cisco ISE f2FEERICEHEf T SNz d A b AX T

name="authentication_method”

FOREICAEI STe A Yy Rl L £+

name="execution_steps”

FRMBOMICFEEHFINTZ KEBWA v =D A v E—T
2— kDY X b

name="radius_response”

RADIUS & D # A 7 (VLAN,ACL 72 &)

name="audit_session_id”

Hift v a D ID

name="nas_identifier”

) Y —RCEEMTONZRry NU—T TR P—
7N (NAS)

name="nas_port_id”

{# /] NAS R— = ® ID

bl

name="nac_policy_compliance’

IRAT ¥ KRR (MERL F 7213 HEL) 2 SOk L 47

name="selected_azn_profiles”

WREIE ST e 7 7 A VAR L7

name="service_type”

TL—A K a—HERLET

name="eap_tunnel”

EAP ZZAEfICH A S D Ry RV ETIIANEEA Y v R

name="message_code”

PR RUB 2 €/ T DA A v — Y OB T

name="destination_ip_address”

S5 IP 7 KL AZGRAI L 3

DODHIIA X —=

DY TN AF—~< T 7 A )VE, Z—7% > b Cisco Monitoring ISE / — R TOfRE S izt v
g U ~DEEH O AuthStatus API =2 — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="authStatusOutputList" type="fullRESTAuthStatusOutputList"/>

<xs:complexType name="fullRESTAuthStatusOutputList">

<Xs:sequence>

<xs:element name="authStatusList" type="fullRESTAuthStatusList" minOccurs="0"

maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatusList">

<Xs:sequence>

<xs:element name="authStatusElements" type="fullRESTAuthStatus" minOccurs="0"

maxOccurs="unbounded" />
</Xs:sequence>

<xs:attribute name="key" type="xs:string"/>

</xs:complexType>

<xs:complexType name="fullRESTAuthStatus">

<xs:complexContent>

<xs:extension base="restAuthStatus">
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<XS:sequence>
<xs:element name="id" type="xs:long" minOccurs="0"/>

<xs:element name="acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service_selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="cts_security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_username" type="xs:string" minOccurs="0"/>
<xs:element name="radius_ username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>

<xs:element name="nac_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_posture_token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string"

minOccurs=

minOccurs=

<XS:comp
<xs:se
<xS
<XS:
<xS:
<xs
<XS:
<xS:
<xS:
<xS
<xS:
<xS:
<xS:
<xs
<xXS:
<XS:
<xS:
<xs
<XS:
<xS:
<xS:

"O"/>

<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_ type" type="xs:string" minOccurs="0"/>

<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string"

||0||/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>
<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>
</xs:sequence>
</xs:extensions>
</xs:complexContent>

</xs:complexType>

lexType
quences>

:element

element
element

:element

element
element
element

:element

element
element
element

:element

element
element
element

:element

element
element
element

name="restAuthStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>

name="user name" type="xs:string" minOccurs="0"/>
name="nas_ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="eap_authentication" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit session_ id" type="xs:string" minOccurs="0"/>
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<XS:
:element

<XS

<Xs:
<XsS:
<XS:
:element

<Xs

<XS:
<XS:
</Xs:sequence>

element

element
element
element

element
element

name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="service type" type="xs:string" minOccurs="0"/>
name="eap_ tunnel" type="xs:string" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>

</xs:complexType>

<xs:element name="nas_ ipvé address" type="xs:string"/>
<xs:complexType name="framed ipvé address list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />

</xs:sequence>

</xs:complexType>

<xs:element name="framed ipvé6 address" type="framed ipvé address list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

AuthStatus API =— /)L OO L

27971 CiscolSEURL #7 7 UH DT FL A N—Z AN LET (J= & 21X hetps://<ise hostname or ip
address>/admin/) .

AT v S 2 a2—HH L CiscoISE DI v b7 v 7 THREL L ORE LI KCF L /P CFERXBI S5
NAT—FRF&E AN LET,

27973 [v7 A (Login)] %7 Vv 73250 Enter ZH# L £,

07 A AR LIZEAIE (2 71 v (Login) ] R—Y D [ 7 A » CRIEN AT 5546
(Problem logging in?)] U > 27 %27 U w27 LT A7 v 7 2 DI > T 2S00,

72L& 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—=ROURLT FLARRDE I ITFRRSNET,

https://acmel23/admin/LoginAction.do#pageld=com_cisco _xmp web page tmpdash

27y 7 4  [ladmin/| a2 AR—3> h% APl 23— /LD R—F3 >
(/admin/API/mnt/<specific-api-call>/MACAddress/<macaddress>/<seconds>/<numberofrecordsper
macaddress>/Al) IZEE#12 C. ¥ —% >+ /—RKOURL T KL A 7 ¢—/L FIZ AuthStatus API
a— &2 AN LET,

https://acmel23/admin/API/mnt/AuthStatus/MACAddress/00:50:56:10:13:02/120/100/A11

~

() REST APl 22— LI RCF L /NCFAE KB L E T, APL = — VLT O Tmnt) O 1L,
Cisco Monitoring ISE / — R&# L £,

ZFv 7 5 Enter ¥— %L TAPI =2— V&2 RITLET,

BEE A

o ET=HXVULT J— FROMERA-2 =)
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AuthStatus API =2 — VBRI ND Y T F—H

WIZ, % —7%" >~ b Cisco Monitoring ISE / — KT AuthStatus API = —/LZ O~ & Z (TR S 4L
HT—HERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<authStatusOutputList>

<authStatusList key="00:0C:29:46:F3:B8"><authStatusElements>

<passed xsi:type="xs:boolean"s>true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>suser77</user_name>

<nas_ip address>10.77.152.209</nas_ip_ address>
<nas_ipv6_address>2001l:cdba::3257:9652</nas_ipv6_addresss>

<calling station_1d>00:0C:29:46:F3:B8</calling station_id>

<identity group>User Identity Groups:Guest</identity group>
<acs_serversguest-240</acs_servers
<acs_timestamp>2012-10-05T10:50:56.515Z</acs_timestamp>

<execution steps>5231</execution stepss>
<message_code>5231</message_code>

<1d>1349422277270561</1id>

<acsview timestamp>2012-10-05T10:50:56.517Z</acsview_timestamp>
<identity storesInternal Users</identity stores
<response_time>146</response_time>

<other attributes>ConfigVersionId=81,EndPointMACAddress=00-0C-29-46-F3-B8, PortalName=Defau
ltGuestPortal,

CPMSessionID=0A4D98D1000001F26F0C04D9, CiscoAVPair=</other attributes>
</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean"s>true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>00:0C:29:46:F3:B8</user name>

<nas_ip address>10.77.152.209</nas_ip_ address>
<nas_ipv6_address>2001l:cdba::3257:9652</nas_ipv6_addresss>
<framed_ipvé6_address>
<ipv6_address>2001:cdba:0000:0000:0000:0000:3257:9652</1pv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9652</ipv6_addresss>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed ipvé address>

<calling station_ id>00:0C:29:46:F3:B8</calling station_ids

<identity group>Guest_ IDG</identity groups>

<network device name>switch</network device name>
<acs_serversguest-240</acs_servers

<authentication method>mab</authentication methods>

<authentication protocolsLookup</authentication protocols>
<acs_timestamp>2012-10-05T10:49:47.915Z</acs_timestamp>

<execution_ steps>11001,11017,11027,15049,15008,15048,15048,15004,15041,15006,15013,24209,2
421

1,22037,15036,15048,15004,15016,11022,11002</execution_steps>
<response>{UserName

=00:0C:29:46:F3:B8; User-Name=00-0C-29-46-F3-BS§;
State=ReauthSession:0A4D98D1000001F26F0C04D9;
Class=CACS:0A4D98D1000001F26F0C04D9:guest-240/138796808/76;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1l) VLAN;
Tunnel-Medium-Type=(tag=1) 802; Tunnel-Private-Group-ID=(tag=1l) 2;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://guest-240.cisco.com:8443/guestportal/gateway?
sessionId=0A4D98D1000001F26F0C04D9%&action=cwa;
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cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-pre-posture-506e980a;
cisco-av-pair=profile-name=WindowsXP-Workstation; }</response

><audit session 1d>0A4D98D1000001F26F0C04D9</audit session ids<nas_ po
rt_id>GigabitEthernetl/0/17</nas_port id><posture_ status>Pending</posture status>
<selected _azn profiles>CWA Redirect</selected azn profiless>

<service type>Call Check</service types>

<message code>5200</message_code>

<nac_policy compliance>Pending</nac_policy compliances>

<1d>1349422277270556</id>

<acsview timestamp>2012-10-05T10:49:47.915%Z</acsview_timestamp>

<identity stores>Internal Endpoints</identity stores>

<response time>13</response times

<other attributes>ConfigVersionId=81,DestinationPort=1812, Protocol=Radius,AuthorizationPol
icyMatchedRule=CWA_ Redirect,

NAS-Port=50117, Framed-MTU=1500,NAS-Port-Type=Ethernet, EAP-Key-N

ame=, cisco-nas-port=GigabitEthernetl/0/17,AcsSessionID=guest-240/138796808/76,Us
eCase=Host Lookup, SelectedAuthenticationIdentityStores=Internal

Endpoints, ServiceSelectionMatchedRule=MAB, IdentityPolicyMatchedRule=Default, CPMS
essionID=0A4D98D1000001F26F0C04D9, EndPointMACAddress=00-0C-29-46-F3-B8, EndPointM
atchedProfile=WindowsXP-Workstation, ISEPolicySetName=Default,HostIdentityGroup=E
ndpoint Identity Groups:Guest IDG,Device Type=Device Type#All Device
Types,Location=Location#All Locations,Device IP
Address=10.77.152.209,Called-Station-ID=00:24:F7:73:9A:91,CiscoAVPair=audit-sess
ion-1id=0A4D98D1000001F26F0C04D9</other attributesx>

</authStatusElementss>

</authStatusList>

</authStatusOutputList>

T b AT —HF X API 2—)L

B —F N )= ROBRHOTF AL ABIRNE Yy a7 vy MEBEZREBTH7-0IC
AcctStatus API = — L& CEX £, 2 2 TIE . AF—~ 77 A LOH B, Z D APl =2 — /L %
MO T Z LI LD EFOT AL ABLNE Yy v a UEROERZEET S FIE, Z D API
= VRITRIZIREND T —% O T 2OV TR L %97, AcctStatus API =2— /L2 8k D |
RERIBEHE N T A —H ZRETEH LD £,

o HIR:FEE SN MAC 7 RLAIZHEEMIT ONTERFT I FOT A A La— ROk

REPENFITSIN IR EE TR L FE T, 22— E AT RER MO A Zh#FH X 1 ~ 432000 B

5 H) T wIZHEZRLET,

— 2400 # (40 43) D2 AT L7238 150825 40 S RNCE A ATREZR 8 E MAC 7 KL A D
BT FDTFARAL A La— R RRYLETHDLIZEE2EKRLET,

— OB EAND LIZGEIE. T 740 PO 15 75900 ) 248 E L £ 4, 2. 2D
RPN I ATREZR 8 E MAC 7 RL ZAD|RFHT I FDOFIRA A L a— RN SLE
ThHHZ EEBEWRLET,

AcctList API = —/L{Z APIHH A E LT IRDT T b AT —H ADT —H 7 4 —)L KZ&#ft
LET(E 3-3 25H),

Z# 3-3 T Tt T AT —FRADT—F 7= N
F—XF 74—V K i

MAC 7 KL & 74T FDOMACT RLA
Rty g ID MRty a s ID
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7Y — API 2 L7z Cisco ISED r 5T Ay a—F 127 W

## 3-3 FHDTF S RF—FADT—F T — NFEE)
TF—F T4 —)F B

Ry AT WZAF Ty M Ik
Ry M BEENT > b BTk
NA MAT) WEZAFNA N v b
NA N WIEFENSA N oo b
Y voa EER BEDOYE v v a ORI

AcctStatus API DH ] R ¥ ——~

DY TN AF—~ T 7 A)VE, #—75 > I Cisco Monitoring ISE / — R TOfFEI N/t v
va U ~DEEH D, AcctStatus API = — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctStatusOutputList" type="restAcctStatusOutputList"/>

<xs:complexType name="restAcctStatusOutputList">
<XS:sequences
<xs:element name="acctStatusList" type="restAcctStatusList" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

<xs:complexType name="restAcctStatusList">
<Xs:sequence>
<xs:element name="acctStatusElements" type="restAcctStatus" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="macAddress" type="Xs:string"/>
<xs:attribute name="username" type="xs:string"/>
</xs:complexType>

<xs:complexType name="restAcctStatus">
<XS:sequence>
<xs:element name="calling station_ id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="paks_in" type="xs:long" minOccurs="0"/>
<xs:element name="paks out" type="xs:long" minOccurs="0"/>
<xs:element name="bytes in" type="xs:long" minOccurs="0"/>
<xs:element name="bytes out" type="xs:long" minOccurs="0"/>
<xs:element name="session_ time" type="xs:long" minOccurs="0"/>
<xs:element name="username" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:complexType>
</xs:schema>

AcctStatus API = —/VOIEONH L

25 w71 CiscolSEURL #7 7 UHDT KL A NX—IZ A LET (72 & 212 https://<ise hostname or ip
address>/admin/) .

27w 2 a—P4 & Cisco ISE DT v M7 v 7 THRIEL L OBE Lo RCF /N FER XKl s D
NAT—=RzZ AL ET,
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AT w7 3

AT v 4

AT 5

[v 7 A > (Login)] %7 U v 2732 Enter Zff L E7,

0 g A AR LIS AIE (2 74 v (Login) | _X—Y D [B 7 A CRIBENREAT D56
(Problem loggingin?)] V> 27 %27 U w27 LT AT v 7 2 DI HE-> T IES W0,

72 & 21X AR A M4 A acmel23 @ Cisco Monitoring ISE / — RIZR#IC R 7 A T D546, 20
J—=FOURLT FLARRD LS IZFERINET,
https://acmel23/admin/LoginAction.do#pageIld=com _cisco_xmp web page tmpdash

lfadmin/| 2 > R—F > b % API 23—/ D3 L R—F 2 b
(/admin/API/mnt/<specific-api-call>/MACAddress/<macaddress>/<durationofcurrenttime>) (Z & X #i
AT A=y~ /J—FDOURLT FLA 7 4 —)b RIZ AcctStatus API = — /L& ASJLET,

https://acmel23/admin/API/mnt/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200

>

W IhoOa— I RPN LFEXNT o720 4 —7 v b /—FOURL 7 FLA
74—V FIZHEEIZH AP 23—V 2 AT LBERH Y £, APL = — L BRI T Imnt
DAfi L, Cisco Monitoring ISE / — R&ZER L 7,

Enter *— %L T APl = — V& FIT L £,

REEHIE B
o T=HX VLT J— ROMHERA-2 =)

AcctStatus API 2 — /L HIREINA Y TN T —H

Wz, % —7%" > I Cisco Monitoring ISE / — R T AcctStatus API 2= — /LA & ZITIRS T
L7 —2%&RLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<acctStatusOutputList>

<acctStatusList macAddress="00:25:9C:A3:7D:48">
<acctStatusElements>

<calling station id>00:25:9C:A3:7D:48</calling station ids
<audit_session_id>0acb6b0b0000000B4D0CODBD</audit_session_ ids
<paks_in>0</paks_in>

<paks_out>0</paks_out>

<bytes in>0</bytes_in>

<bytes_out>0</bytes out>

<session time>240243</session time>
<server>HAREESH-R6-1-PDPl</servers

</acctStatusElements>

</acctStatusList>

</acctStatusOutputList>
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Z MO ETIX, Cisco Identity Services Engine D Z DY U — A THHR— K I TWHROME % DFER
ZEH (CoA)REST APL = — /L DEANEIZ DWW THI 2 DI 7R3 B L £,

IXC®IZ

CoA API = — /L%, Cisco ISE H A CTHE S 1172 Cisco Monitoring ISE / — K& v 3 3 VIZFERE=
~URBLWEy v VUi e RERET L EEAREE L £77,

CoA v g & API =—/L

CoA v v a VB APl 2 — L2 KV (Cisco ISE HAIZEWT, % —7% v b Cisco Monitoring
ISE /— ROfREL Yy v a VICHRIE vy RBLIOUINi o~ RERETED LI LET,

o By a EEGE(Reauth)
o w3 a YW (Disconnect)

v a VEELEE API 22—/

Y a VEREEE APL 2 — LR DX A T ERER L ET,
« REAUTH_TYPE_DEFAULT =0
« REAUTH_TYPE_LAST =1
« REAUTH_TYPE_RERUN =2

Reauth API1 O f/J A F—~
OV TN AFx—< T 7 A NE, Z—% > b Cisco Monitoring ISE / — R TIEE v 3~
D %{F % D Reauth API 22—/ LD H 71T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">

<xs:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>

</xs:sequence>
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<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Reauth API =— )LOEERH L

27w 71 CiscolSEURL #7 7 UHD7 KL A N—IZ AN LET (7= & 213 hitps://<ise hostname or ip
address>/admin/) ,

27y 72 a—HHE CiscolSE DIt > 7 v 7 THRER L ORE LI KT L/ UFRRBIE 5
INAT— K& ATTLET,

27973 [vr A (Login)] 27 Vv 73250 Enter & L £,
72L& 21T AR A N4 acmel23 @ Cisco Monitoring ISE / — FIZHRANIR 7 A T 555,20
J—=RDOURLT FRLANRD I IR RINET,

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp web page tmpdash

27 v/ 4 [Jadmin/] 2 >R —F > h% APl 2— /LD 3V K—F 2 b
(/admin/API/mnt/CoA/<specific-api-call>/<macaddress>/<reauthtype>) IZE X #t 2 T, ¥ —4~ v b
J—=F®URL7T KL A 7 4—/b |2 Reauth APl =—/L &2 ASJ L £,

https://acmel23/admin/API/mnt/CoA/Reauth/serverl12/00:26:82:7B:D2:51/1
~
B hboa—E KXFNLFEERNT D720 . 4—7 v 8 /J—ROURLT FL X

74—V FIZIHEICH APl 23— V&2 AT DMERH Y £3, APL = — L BLHI T Imnt
D 1%, Cisco Monitoring ISE / — K& £ L £7°,

25 v 5 Enter ¥—% ML TAPI = — V& RITLET,

BEIEE
o ET=HXVULT J— ROMERA-2 =)

Reauth API = — /L LIREND YV F—%

WIZ % —7%" > b Cisco Monitoring ISE / — K T Reauth APl = — /L Z N3 & (2RI LD
T=RERLET, 2Oy ROMRHLMNS RO 2 FBEOMERENEENET,

o [Truejlda~r RREFWIZETSINZZEERLET,
o [False IF(EF S FERFEMHICE)a~r RREFTEINRN -T2 E2ERLE T,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<resultss>true</resultss>
</remoteCoA>
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CoAtyvargmariz—1L M

v a U API =2 —)L

v g VYW APT 2 — UIX IROBEFIRIEOR— T 7 a v 24 FEER L £,
« DYNAMIC_AUTHZ_PORT_DEFAULT = 0
« DYNAMIC_AUTHZ_PORT_BOUNCE = 1
« DYNAMIC_AUTHZ_PORT_SHUTDOWN = 2

Disconnect API D 1 X F—=<

DY TN AFX—< T 7 A NIE, Z—% > I Cisco Monitoring ISE / — R TIEE v 3~
D E{E1% @ Disconnect API = — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult"s>
<XS:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Disconnect API == — )L OFEOH, L

ZF w71 CiscolSEURL 27 7 ¥ DT KL A NR—IZ AN UL (72 & 213 hitps://<ise hostname or ip
address>/admin/) ,

2Ty, 2 a—WH L Cisco ISE DRIt Y b7 v 7 THERS KORE LI KT L/ FERKBIEN S
AT —REANLET,

27973 [vr A (Login)] 27 Vw273 2%h) Enter &5 L £,
72L& 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—=RDURL7 RLVABRRD LI IZERRSINET,

https://acmel23/admin/LoginAction.do#pageld=com_cisco _xmp web page tmpdash

27y 7 4  [ladmin/]2 AR —F 2 h& APl 2— /LD R—R 2 b
(/fadmin/API/mnt/CoA/<Disconnect>/<serverhostname>/<macaddress>/<portoptiontype>/<nasipaddr
ess>/<destinationipaddress>) I[ZE X2 T . ¥ —% v F /—FOURL 7 KL A 7 ¢ —)L KiZ
Disconnect API = — /L& AJJ L £7,

https://acmel23/admin/API/mnt/CoA/Disconnect/serverl12/00:26:82:7B:D2:51/2/10.10.
10.10/192.168.1.1

~

@ CRHOI— A KT INCEEKYT S0, F—4 v k) — FO URL 7 KL %
74—V RIZEEIZE API 2— V&2 ANTBHERH Y F£9,API =2—/LHHITO 'mnt
D 1%, Cisco Monitoring ISE / — K& £ L £7°,

2597 5 Enter ¥—% ML TAPI = — V& RITLET,
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REEHIE B
o T=HX VLY ) — ROWERA-2 =)

Disconnect API Z— /L) HiIRENA Y T F—&
Wiz, % —7% > I Cisco Monitoring ISE / — K T Disconnect API = — /L Z N HT & S (ZIRE N
HF—HERLET,ZO0Oa<wy ROMORH LML RO 2 FHEOERN RSN ET,
o [Truejlda~y RPEFICFETINZI EERLET,
o TFalse IT(XFXFERELMICTLD)a~y RBREITINR -T2 E2FEWLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</resultss>
</remoteCoA>
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CHAPTER 55

ERS API O#E

S RESTful — E 2 API 22— V2 {HEHT A =D OH]
ek

M5 RESTful — B A2 API 22— V& FEQN RN RO BIHESRM 2R T8 ERH Y £,
o GUI B4 RESTful & —E 2% A4 2— 7 NI L TEBLSMLERH D £,
o HMER RESTful — B R DG L EHETR 234038 G,

JAVA  curl Linux =~ > R Python 728 E®DO REST 77 74 7> hRZ DD 7 74 7 M EMHH L
T AN RESTful — B 2 APl 21— L&A RPN 2 & N TE £,

A58 RESTful $— B X SDK

S RESTful #— & A SDK 2l L T M H Y — /L O & B T & £9, kD URL /1 HAMEE
RESTful —E X SDK |{Z7 7 Z A TC&X £ ¢ ,https://<ISE-ADMIN-NODE>:9060/ers/sdk

A4 RESTful — B & SDK IZ1% /M3 RESTful ' — B Ao —HF OLnNT 7 EATEXET,
SDK T KD R—F% v hTHERENTWET,

o JA v UTF LU AAPI~=aT )L
o TRTOFHHEL API RIED5E4R U A b
o XU —RHRERAF—~ 77 AV
o HFUrum— RAfER Java DY TN TS r— g v
« cURL 27 U7 MEXOMEHHI
« python 27 U 7 Mg H 4
« Chrome POSTMAN Ofifi ffl J5 ¥
KD API 53 SDK TEHT& £,
o FFHET L — |k API
o BEEWETIED 7 U T API
e WH~FU v A &)L API
« TV RKKA >k API
o TV RKRA L NDFEHE API
e TVFRBRAL YN TATT 4T 4 Z—7 API
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B 445 RESTful — E X SDK

o« AP us—i 3 API

o A L SMTP @A E API

« /A b SSID API

o AN XA API

o 7 AL a—H API

o Ky FAKRy b IR—H /L API

e IP-to-SGT ¥ v t°> 7 API

¢ IP-to-SGT v v B> 7 7 )L—7 API
« ISE #—E R 1E#H API

o TATVUT 4T 4 FN—T API

o TATUT AT A4 —/ A API

o PN = —H API

o <A FTNNA A KR—H/)L API

o XAT 4T BTV BN TuTy AL API
e Xy hU—Z FA Z API

o Fw hT—F FNAL R J)—F API
« /— FOFEH API

« RADIUS h—tEADH 5 PSN / — KOFEA
o R—% )L API

e« R—HZ)LDT—= API

« ImuTy AT STy A/ API

+ SMS #—/% API

«  SXP ##ft API

o SXPUu—H)L AT 47 API

« SXP VPN API

e ¥X2VUT 1 ZL—7 API

e &X¥=UF 4 Z//V—7 ACL(SGACL)API
o BATEEHR—H L API

o« ARUH— F—7 API

o« ARUY— T —TF AL N— API

o ARH— HR—H )L API

o ARVH— F AN AR—%/ API

Cisco Identity Services Engine API, Release 2.x Y 77 LV A A F
BN I



| £55% ERSAPI OfHE

4185 RESTful %— E X API Ok L 0&zw N

SEF RESTHul 31— B 2 API OFEEEER S O ER

43 RESTful ¥-— ¥ &2 API X HTTPS 7' 2  22/L3 LUV REST HiEMICESWTE Y AR— b
9060 ZfEH L £,

S RESTful — B & API 1% EARRIEZ VR —F L TWETLRIETZ VT v v v Vit B 54k
SN ERANyE—D—EL o> TNET,

ISE B HLE 13 414 RESTful "— Y 2 API 2 L CIEEZ FEIT T D720 DEHEZ = —FI12E|
YTHMLEND Y 1,

A48 RESTful 9"— B A API(#/ A b API %< ) &4 A LT#@M’E%%ﬁ#é I IROEEE 7
L= DTN 22— Y ZE Y 24T Cisco ISE DN T — FZ X— X (NEE G = — V) IR
FEINTWBEIZ LT vy VIZR L CRREET A MERNH D 77,

o SR RESTful #— B R4 H#H 9= Td ERS APl ~® 7/ 7 7 & A (GET.POST.DELETE,
PUT), Z @ — X ERS API ER % {ERL. A A B0 EH . B L OHIRTE £9,

o HEERESTful —E R AL —X 5l BEHT 7+ X (GET B3RO L),

WBE I MERR S 70 A I /SR RESTul — B 2 APL 2 L THEA FIT L Lo 2 d5 L. =
T EEZE LET,

Cisco Identity Services Engine API, Release 2.x Y 77 L'V X HA K
I



# 5% ERSAPI OHE |

B 4% RESTful — E X API ORIER L O7KR
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Cisco ISE [EEHH LR — b

Z O TIE. Cisco ISE[EEHB L R— MIT 72T 570D FNEA M L £ 3, Cisco ISE
FEEME L AR— ML EEHBOU 2 M2RINLET,

X C®IZ

Cisco ISE [EEFEH L AR — MI MRHCTE 2EFHB X TIZHAT 21E®R A #2492 Cisco ISE
2= A B =T 2 A ADF T 3 TT,APL Zf#iRkT % CiscoISE 7 =V — &M+ 2 &
Get Failure Reason Mapping = — /b J & L TCRSND ATV a v a2 F = v 7 T 555124
MTxxd,

Cisco ISE [EEHB LR — F &35 L CiscolSE V7 b7 =27 I2 X > TEFH I L7z Cisco
Monitoring ISE / — REMEICE AT HEEBHOEY A MIT 7 BATEL L1080 4.
DFMEIC LY ERINTEFHRAOY A NERRELITWMETHZ N TEET FEEHB A
FRL,ZZIZT 7 & A9 BHITIL, 565 Cisco Monitoring ISE / — K ® Cisco ISE — o > % —
T2 AR TA T HRERDHY T . 0 X ZICET M VTR E=X ) T /) —
ROfER(1-2 X=) 2SR LTI &0,

[EEHHORNR

25w 1 [#{E (Operations)] > [L AR — I (Reports) | > [F3AFE D Z 4] (Authentication Summary)] LR — h % &
WLET,

ZFvF 2 FEHF—T g x0T =41Y 7 (Monitoring) ] & BB L. [[EEIH =T ¢ & (Failure
Reason Editor) | 38R L £ 7,

25,3 BHEEINET 4 Z DU A RS [EEME (Failure Reasons) ] Z12#R L £ 97,
27y 7 4 WL TWHEFHBZHBELET,
27y 75 [FEITRu)]Z227Yv7 LET,
FEEBHO U X MBAEMOASRFVIZRRINET,
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