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AP BHEICEB S NE T, HTLWWIC 27 74 7 7+ — UGEN DRI T 5121, (K8~
DR A R BHEIBRL TG, BN R MCEEBMTAXLERS D 3, BIOEHER
LT, B~ OBEREZHRAN (BREAZICLTHLAY) THHENDY £, &
WDOFT > a DI BRI THEAET,

vSphere IZ#EX A v F DX 21 T4 R O—REDERE

vSphere fEHEA A v FOHE, LA V22X 2T 4R —I2i%, EERIE— K, MACT R
VADER, RIEFEEWD 3 50OFEHRENH Y 7, Firepower Threat Defense Virtual |15
ET— RFEMEHALTEBME L E3, F7=. Firepower Threat Defense Virtual O & f] TEIL, EWICE
BT D7-DICMACT RVARET VT 47 EAZ R OTY RN E ) DITEELE
75

7 7 4 )V hOF%ETIE, Firepower Threat Defense Virtual O 1E# Z2BER LT S ES, LLTFO
VEOREZZRLTIIZEN,

& 3:vSphere IZHERA v F DX 1) T4 RKYS—FTay

7 a3y WIADRE Toay
=R E— R (Promiscuous | 7K&% (Accept) vSphere Web Client ¢ vSphere
Mode) B2 v F DX T 1

R —%fmE L, [HEER

E— K (Promiscuous mode) ]

F 7 a % KR (Accept) ]
WICRETDMENDH Y 7,

T7AT U=, A— KR
X ¥, BARES AT LR
Cl3EER e — K CTHEITT D
VERH Y FT,
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vSphere BEX A v F D F 274 Ky v —BE0ZE [

v

AITvay WHANDERTE 7o ayw

MAC 7 KL ADZEHE (MAC . (Accept) vSphere Web Client @ vSphere
Address Changes) BERAL v TFOEX2 YT 4
R v—ZWEEL, [MAC T
FL2DZHE (MAC address
changes) |4 7' a s KR

(Accept) JIZRRE STV D
TLEMERTOMENDH Y F
D

3
&

ARIE%(F (Forged Transmits) | &GS (Accept) vSphere Web Client ™ vSphere
EHEZAL v FOExX2 T 4
WY U —ZMGEE L, [N IEERE

(Forged transmits) | 47> =
VDN KGR (Accept) | IZRXTE
INTWDZ & EfERT D
R E7,

parll

vSphere 2 X 4 v FDEx a1 ) T4R) O —BREDLER

ATy T
ATy T2

ATy T3
ATv74
ATy TE

T 7 )V s OFREL., FIDv Omb@fEx2 7o v 7 LET,

FIE

vSphere Web Client T, A MIBELET,

[FH (Manage) 1% 7 C., [*> h7—2 (Networking) %7 V v 7 L, [{KAEAA v F (Virtual
switches) ] Z#IRL £,

UARNDPOEER A v T 2RI, REOHmE (Editsettings) 127 Vv 7 LET,
[EF¥=2U7 ¢ (Security) ] Z#EIRL, BUEOREZR R L ET,

R A o TR SN~ v DA N AR —T 4 7 VAT ATERERT— RO
AMb, MACT RLADER | BLOREREFD KR (Accept) ] iR L 7,
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Firepower Threat Defense Virtual & VMware O FIFEBs: |
B s-—zrz0um

1: vSwitch DIRERTE

£t wSwitchd - Edit Settings

Proparties Promiscuous mode Accapl x|
.

SAENIRY MAC address changes Accapl - |
Traffic sh

okt Forged transmits Accept -

Teaming and failoner

Ok Cancel

ATv 76 [OK] &2V v7 LET,

RDBERY

c INBLDOBREN, FIDVT A ADERA 2 —T7 = f AB LT =—/LA—/3— (HA)
AU B =T 2 A ATHRESNTNDTRTORY hT—2 ETHLTHD Z L &2MR L E
EE

A 23— A4 ADEHHE

JEBHO/IIZ, Firepower Threat Defense {AH O VNIC & A > ¥ —T7 = A4 AD~ v 2 7 &Gt HT
52&LT, V7= heREOHEZERECTE EF, FIDVIZI0HDOA ¥ —7 = A TRERHS
. PIEEBIRHC A< &b 4 0D F—T = ATEFEDBA TR DMBENRDH Y £,

FTDv /L, vmxnet3 (F 74V 1) | ixgbe, XL Wel000 DRy NT—2 T XX %W HR—
FLTCWET, F7o, WYNCERE SNV AT LTk, FTDv X SR-IOV A ixgbe-vf K7 A
ANHEPR—=FLTWET, FFMICONWTIEL, AT LEE M @~—) | 23RLTLE
él/\o
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| o

1o8—T 4RI BH1 K51 v enmFE

-3

FTDv VMware Tl&, RAET A A ZAERRT 5 & X2, T 74/ MH vmxnet3 f > 4 —7 = A
A2 £ L7, LAENE. 77 4L bidel000 TL7Z, el000 A > X —7 = A ZAZHH L T
LA, B2 LEBCHRLET, Vmxne3 DT /XA A RT A /NE Ry FU— T 4L
BULESXiNA N— A FLFESNTND D, FHTLY VY —ABDR k), Xy hT—
IR T F— U AREELET,

AVE—T A RICEATHHMA 54V EHIREE

ZZTClX, VMware E® FTDv TIEF SN DR — FRROEER Yy U —7 7T X P X
BIHARTA L EFIFFHIZOWTHHALET, BEZHET AL, N0 A KT A1 v
WCBELTBL ZEREHETT,

— R HA FSA >
cHIRD L HIC, FIDVIZ 10D A v % —7 = A ATRER S, FEEEE D2 s 4
ODA U HE—T 2 A ATERNT AR DMENHY T, bE<EBL4DD( 03—
TIARIZHFRY NT—7 ZED Y CTHLENRHD £7,

s 10fEHDOFIDVA > ¥ —T =2 A AT X THEATILEIH D A, FHLRWVA U —
T A ZADOEAIL, FTIDV OBRENTEDA v Z—T =2 A4 AT OEEIT L TRBWTHE
WEH A,

o BEABIIAR -~V NIEA  H—T oA A BINTHZ LI TERVDTHERELTLE
IV, DA v H—T 2 ZAEHIRELTHD, EBICA Vv HZ—T =2 ARNETRoT=
Lalt, (W~ U ZHIBRL T BT HEND Y £5,

TIAILEDOVMXNET3 1/ V2 —T x4 R

-3

FTDv VMware Tl&, IAET /A A ZAERT 5 & X2, T 74/ FD vmxnet3 f > 4 —7 = A
A0 £ L=, VENE. T 7 44 ME el000 TL7, e1000 1 > % —7 = A ZAZHH LT
AT, U0 BEZ A Z L2 CHRELES, Vmxnet3 DT XA A RT AN Xy NU— 7 4L
HILESXiNA =S FLFEEINTNWD7=D, HHTDIY V—ANDR k), xy hT—
I RT F—z o AREELET,

evmxnet3 R A NX, 20D0FHA L X —T A AZFEHLET, HPIDO2OOA —H R
NTETHEF, BEALE—T A AL LTCRETHLENH D 3, 1 21T T A &
H/EGHT, 9 1 22T,

s vmxnet3 TiX, 4 D% Z 5 vmxnet3 X NV —7 A4 U ¥ —T = AEFEHTHHA.
VMwarevCenter (Z K> TEEINDBFA NEHEHT L L E2HRLET, AFX U FT Y
? ESXi I[ZRBBT 254, #kid 5 PCIANR T RL A& EHORM~ I o LTEHIcE
KDFy NT=I A B =T = ZTBMENEF A, &A% VMware vCenter T H
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B sz xmyaH1 kS LpmEE

TAHEEIL. BECD-ROMD XML S ELWEF BB TEFET, RANTAZ L KT
T D ESXi HFITLTWAEES, Ry NT—U A v B —T = A ZADEFF %2 HWr+ 5 Me—

DOFEL, FIDVIZFERIND MAC 7 KL & L VMware f5%Y — b FRIND
MAC 7 RV R L ZFETHIKTHZ L TT,

WDOFIZ, vmxnet3 BL Wixgbe 1 > F—7 = A ADFTIDv HO Ry N —0 T X7 2 %[E
LAy MU= sy NU— 7 OxR AR LET,

RIEETHLEERY FI—I~ADIVEVY

vmxnet3 & ixghe

2y RI—=OTETR|EERRY FT—D  |BEFRY T Hae

Network adapter 1 Management0-0 Management0/0 Gt

Network adapter 2 Diagnostic 0-0 Diagnostic 0/0 2T

*x v NTU— 27 7 & 7% | GigabitEthernet0-0 GigabitEthernet 0/0 ARERT — &

3

Z v NU—2 7 X 7% | GigabitEthernet0-1 GigabitEthernet 0/1 NER B A

4

X v NU— 27 7 ¥ 7% |GigabitEthernet0-2 GigabitEthernet 0/2 F—BENTFTT 40T
5 (7 ay)

2 ~NU—2 7 X 7% | GigabitEthernet 0-3 GigabitEthernet 0/3 F—HRNTT 4
6 (AFvav)

Z v NU—2 7 &7 4 | GigabitEthernet 0-4 GigabitEthernet 0/4 Fe B NFTT 4T
7 (A7 vav)

x v hU—2 7 X7 % |GigabitEthernet 0-5 GigabitEthernet 0/5 F—BENFTT 4T
8 (A7 ay)

F v NU— 2 7 X7 % | GigabitEthernet 0-6 GigabitEthernet 0/6 F—RNTT 4T
9 (A7 var)

X v hU—27 7 7% |GigabitEthernet 0-7 GigabitEthernet 0/7 F—BENTFTT 4T
10 (A7 av)

IXGBE A 2 —T 14 R

cixgbe KT A /NIE, 20DFHA L X —T A ZAEFEHLET, RAHID2ODPCIT /A A
X, BHA LA —T oA AL LTCRETHIVENDH Y T3, 1 DI T 31 A EH &6
T, b9 122 TY,

s ixgbe DAL, ESXi 77 v b 7 4 — A Tixgbe PCl 7 /34 A% YR — hJ 57291 ixgbe
NIC BREETY, £/, ESXi 77 v M7+ — AT, ixgbe PCI 731 A&V R — T 5
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1o8—T 4RI BH1 K51 v enmFE

72 OB [ A O BIOS B & BREEMNH 0 £4, FEMIC OV T, Intel D HEAFAEEE
R LTLLEE0,

s R —hFSNDME—Dixgbe NT T4 v I AV B —T 2 A ADEA I, —T v K&
ERSPAN X > 74, ZHiE. MACT RL A7 4 V& U BT 5 VMware OH([E
X500 TY,

s ixgbe N7 A /N\[Z, Firepower Threat Defense Virtual O 7 = —/L. 4 —/N— (HA) % V7R —
FLTWEH A,

e1000 1 2 —J (X

EE FTDv VMware TliE, AT A ZAEERKTH L I, T 74/ b vmxnet3 f > X —7 = A
A0 E Lz, BENE, 7 74/ ME el000 TL7z, €l000 A >4 —7 = A A& H LT
HHEAE, DIV HEZ D2 L ABCHELET, Vmxnet3 DT XA A RT A NRE Ry T — 7 4L
BULESXi A N—= A FLFESINTND D, FHTLY VY —ARDR k), Xy hT—
I RT p—< s ANMEELET,

+el000 FT7 A NHOEHA X —T x4 & (brl) 1, 22O MAC T FL A (1 2iFEH
AT, 9 1 2F2WH) o7 ) vy oA v F—T oA ATT,

e el000 A > F —T A AEMMHLTWT, FIDVvZ 64127 v 77 L— R+ AT, X
N =7 2N —T"y MEH EZIEDLTZDIT, 1000 1 > ¥ —7 = A A% vmxnet3 F 7213
ixgbe f VA —T 2 A ADWNTHNTEZHEZ TIIEEW,

WDRIZ, T 75D el000 A F—T7 A RIBITFDHFIDVAHAD Ry NI—I T X T X,
HEEITRY U= 3Ry NU—T O E R LET,

REFZETNLEESRY FIT—IADIVELY 1000423 —T 4R

F2y RI—=9FFTE|FEERLRY FT—D  (FBERY FT—Y Hae

Network adapter 1 Management0-0 Diagnostic0/0 L2
Network adapter 2 GigabitEthernet0-0 GigabitEthernet 0/0 ST — &

*x v NTU—27 7 X7 % | GigabitEthernet0-1 GigabitEthernet 0/1 PN A A

3

v hU—27 7 X7 % | GigabitEthernet0-2 GigabitEthernet 0/2 F—BE NFTT 4D
Z v N U—2r 7 &7 & | GigabitEthernet0-3 GigabitEthernet 0/3 Fe B NFTT 4T
5 (A7 ay)

x v hU—27 7 X7 % | GigabitEthernet0-4 GigabitEthernet 0/4 F—BE NFTT 4D
6 (A7 ay)
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Firepower Threat Defense Virtual & VMware O FIFEBs: |

B ovwxnens 1 o5 —T g xomE

FYRI=OTETE|EERRY VTV |FESRY TS 113

F v N U—2 7 &7 # | GigabitEthernet0-5 GigabitEthernet 0/5 F—RNTT 4T
7 (A7 av)

*x v hTU— 27 7 7% | GigabitEthernet0-6 GigabitEthernet 0/6 F—BENTFTT 40T
8 (7> ar)

Z v NU—2 7 X 7% | GigabitEthernet0-7 GigabitEthernet 0/7 F—HRNTT 4
9 (A7var)

F v NU—2 7 &7 % | GigabitEthernet0-8 GigabitEthernet 0/8 F— B NFTT 4T
10 (A7 vav)

VMXNET3 4/ > 32— 24 ADEKTE

| &

BER

ATvT1

ATy T2

ATvT3
ATy T4

ATy TH

64DV —ALIE, VMware EOFTDv Tix, AT ANA RAEEKT 5L &2, 7740 b0
vmxnet3 A ¥ —7 = A A2 0 E Lz, LEid. 7 7 4/V bidel000 TL7Z, €10001 > & —
T2 AL THAEEIT. D022 L 2BCHELET, Vmxnet3 DT 3 XA KT
ANEFR Yy NU—TBRIL ESXi NA NRN—=NRA P LHEAEINTWDHTD, HEHTHY V—AMN
W70, Xy NU—I T p—< U ANALELET,

el000 1 ' H—7 = A A& vmxnet3 [ICEF 45101, [T_TD| A v F—T =1 AZHIRL,
vmxnet3 N7 A NREFHALTENSEZFHA A M—ATEHELERHD 9,

BN TA v ¥ — 7 = A AZIRIESHE 5 ({48 Firepower Management Center C e1000 A > &% —
Tz A A, BEOEOEFEHEIUET /SA A Tvmxnet3 1 V¥ —7 = f AZIRESE L7 L)
EEFTEETN, RURBT II9AT VA LETA U =T oA ABBEIEDLLITTEE
Hho, BT T IA4T A LDFTXTORI Y —A U F =T oA REEHA L Z—T = A AZ
FICZA T THLINENDY 7,

FIE

FTDv R~ v OEREZA7IZLET,

A H =T 2 A ABERBT LI, T IAT UV AOBBRE A 7T HHLENH Y F7,
AR FYNOFIDVIRE~ Y 2457 U v 7 LT, [REDOHE (Edit Settings) %27 U
7 LET,

MU T Oy NU—o0 T T HZEZRIRL, [HIFR (Remove) | ZIBIRL 7,

GBI (Add) 1227 Vv 27 LT, [ KU=TDEMY ¢+ % — K (Add Hardware Wizard) ] %
(I

[ —% >y ET7 X 7% (Ethernet Adapter) | Z &R L, [k~ (Next) 1227V v 27 LET,
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A8 =T x4 RADBEM .

ATV T6 vmxnet3 7TEZ 7 HZRINL, Xy b —27 F~ULERINL £,
ATYTT] FIDvDTRTDA v Z—T oA ZZOWTFEEEHRVIRLE T,

RDRARY
s VMware =X Y —/L/)»i5 FTDv OERE A I L ET,

A 23— x4 ANDIEM

FTDv 734 A% BT 256, ARt 100 ¥ —T7 x4 2 (1, ZW 1, 7—% 8 DA
VHE—T 2 AR) ERTDHIENTEET, 7—FA X —T A AZONT, EETRY b
T—IBRELWRERY FT—DIl~v oy BT &N, ET—H A F—T =2 ANR—FDOY T
X FEZIZVLAN I v BV 7 ENTNA Z L 2R L ET,

AR~ N EBIRRA v X —T = A4 A& BIIL T, FIDVIZEN L &2 BB ST 5
ZEIETEERA, NI A —T oA AEBINT B2EAE. EEICFIDVRE L I
ETHVERHYET, RETEFOEEHRL TBITHM DS, EHT RLRALEF— |
U A RETT,

FTDv 7 /3A ZMIFIIBIMMOMWELA > 5 —T = A APBBERGEIE, BAICE 5 —EP D E
THERDH D £, LR~ &2 RBT 57, £721% [ [Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager] ] @ [Add Interfaces to Firepower Threat Defense
Virtual] OFNEEZEHTE £,
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. AVA—T x4 ADEM
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=9=
=% =R

Firepower Threat Defense Virtual 0 &

Z DETIL, Firepower Threat Defense 48 % VMware vSphere B2 (vSphere vCenter ¥ 7213 A
ZURTRYDESXIBRAFDEL L) IZREFT 2 FNEICOWTHMLET,

« VMware O EBIZOWT (21 _X—)

» vSphere vCenter <~ Firepower Threat Defense Virtual D &R (22 ~<—7)

* vSphere ESXi 75 A bk ~® Firepower Threat Defense Virtual DR (26 ~X—3)

« CLI %#f# /] L 7= Firepower Threat Defense Virtual D& > b7 v 7 D347 (31 _X—)

VMware O EEFIZDUL\T

Firepower Threat Defense {48 (FTDv) (&, A& K7 82 ® ESXi %— NZJRB T, vCenter
vSphere Z i L T\ %354 1%. vSphere Client & 7= 1% vSphere Web Client % fifi f L CTHR[H T
9, FIDv % E#IZET 212X, vSphere D% v h T —F 7 ESXi KA FDt v T v
TEERE, M~ DS A MNERMZR Y, VMware & vSphere (2D T DRE L WK NS LB T
7

FTDv VMware [l ® FTDv (34— 7 8L 7 +—~ > § (OVF) ZfEH L Tl S E 7,
OVF %, (i~ v &Ny r—I b L TR 21EHER /2 )77 TY, VMware Tid, vSphere
B~ 2 7a Y a = I T 500 FERN OMHABRSLTOET, BEVOREEIC
BiE72HEX, AT TANT 7 F OB A 7, FEREER EOBRIZL > THRRY F
D

VMware vSphere Web Client & vSphere Client |, vCenter Server, ESXi A A M, B L MEE~ >
YDA v H—T = A ATT, VSphere Web Client & vSphere Client % {# ] L C, vCenter Server
(2 V& — MR TE £ 9, VSphere Client Ti&, {EE D Windows ¥ 27 A7 5 ESXi (2 EHHE

e 5 &Lt T&EJ, VSphere Web Client & vSphere Client [%, vSphere EgH% D3~ T Ol

EEHTLOOTEERA =T =2 ATT, ZNbiFary Y — /WML S A~ ~DT
7 AbEAE L £,

vSphere Web Client Tld, X TOEPEREA ] TX £9°, vSphere Client TiX, ZiH DO
RRO—fzfHTE 7,
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Firepower Threat Defense Virtual DER |

. vSphere vCenter ~ @ Firepower Threat Defense Virtual O & B

vSphere vCenter ~ @ Firepower Threat Defense Virtual M &

E

ATy T
ATy T2

ATvT3

2ATFvT4
ATy Th

ATvT6

ZOFNAZFEF LT, Firepower Threat Defense {42 (FTDv) 7 77 A 7 . A% VMware vSphere
vCenter (ZJi2BH L £ 7, vSphere Web Client (¥ 7213 vSphere Client) Z{#H L T, FTDv {K4E~
VomERL, RETEET,

48 HHEIIZ

« FTDv 23 A3 % Ai1Z, vSphere (BHLH) TR EH 1 2DOXy NUY—ZEARELTEH
SHERHY ET,

FIE

vSphere Web Client (¥ 721X vSphere Client) (22274 > LE7,

vSphere Web Client (& 7-1% vSphere Client) ZfEfH L. [Z 74 )L (File) |>[OVFT>TFL— b
DER (Deploy OVF Template) |27 UV » 7 LT, LENZX 72— RKLZOVF 77 L—
N7 ANERERLET,

[OVF7 > 7' L— h®E A (Deploy OVF Template) | 7 « ' — RBERINET,

T7ANVATALATOVET T L— Y —2DBFT B L, [k~ (Next) 1227 Vv L
i‘j‘o

X @ Firepower Threat Defense Virtual VIOVF 7 > 7 L — R 28N L 77,
Cisco_Firepower_Threat Defense Virtual-VI-X.X.X-xxx.ovf

TIZT, XXXxxlt, Fvra—RLET— WA T T77ANDNR—=T g L ENLVRESERL
\iﬁqo

[OVFT > 7 L— h OFEfll (OVF Template Details) | ~— T &8 L, OVE 7 7 L— hD1fF
(s, N—TVar X F— Fyrua— KA X T4 RT EOYA X, ) ik
BLT, [k~ (Next) 227 Vv 7 LET,

[Ty Ra—H T 1 AFHZE (End User License Agreement) | X— Y NHR/RINET, OVF
TrTL—bF (VITTL—FrDH) TRy Tr—Ifbanic A v AREFELHE L, K
i (Accept) 1227 Vw7 LTIA B ZADEMITHEE L, R~ (Next) 127 U v 7 LET,
[4 A1 & %7 (Name and Location) | -X—C, ZODOREBDARTZ AL, FIDv ZEHT 5 A
VR RNYRNOYET (RA MERIZZ FAH) ZERLT, IR~ (Next) |27 Vv 7 LE
T BRNIA XU MY 7 HVEANTETHLIVLERDHY, HK80 LFEMHTEET,

VSphere Web Client TiE, A > X2 h U B a2 —|ZEFHEMEA TV =7 bOMBEEI RSN
£, A X2 h Ui, vCenter Server £ 72T A MWNVEFBIIRA TV 27 M EAEIT 5 HEY
THHT 2B EMEE T, ZOREEIZIE, vCenter Server ([ZH 5 T X TOEMMNRA TV =7
FREENTNET,
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ATy T17

ATvT8

ATvT9

ATy 710

ATy IN

vSphere vCenter ~® Firepower Threat Defense Virtual 0 & B .

Firepower Threat Defense Virtual #2473 % U YV — A7 — )LIZBE) L CTEIR L, [~ (Next) ]
Vw7 LET,

GEx) ZONR=UF, TR VAT = AR EEN TV EAEASICOLFRENET,

[ AGKE (Deployment Configuration) | %R L £, [E (Configuration) | Ka v 7 Z
UARDL, HR—FENTND 3250 vCPU/AE VEOWTNZEIR L, [k~ (Next) ]
27y LET,

BE N— 3 64 LIFETIX, FTDv X, FHEEAIEE/R vVCPU B LI O AE Y U Y — 2 & {#
LTREIENET, 64 X VETONR— 3 0 Tld, FIDvIZ. BEERER D 4 vCPU/S GB
FTNRARELTREREENTWE L, [VRATAEH, A=) | a8 L L
722N,

B~ > 7 7 A V7T 5 [PRAF (Storage) [HATZRINL, [k~ (Next) 1227 U v L
i?‘ﬁo

ZON—UT, SENT TAZEINIFA P TT TICHEINTNDT —H A RNTNHLRIRLE
T, i~ ar74Xal—vary Iy ANVBIWMUET 4 A7 77 A NVR, ZOT—
ZARNTIRFSINE T, (B~ EZOTRXTORBT 4 A7 77 A NVERFETE 55
YA XDOT —HARNT BTN T I,

BB~ > v DIRAET 4 A7 BARITFT 27200 15 4 A7) @R L, [K~ (Next) 1% 7
Vo LET,

[y 7 7w e a (Thick Provisioned) | Z@#INT 5L, T _XTORML—I0F, 272561
Bl YToHNET, [ 7B EY 3 (ThinProvisioned) | # NI D L. F—F BT 4
AJICEEAEND EEIC, BBEISUTAML—UREDYTCONET, £/, v 7rE
Tam R0 IRT SIA T v ADREICET AR A S TX ET,

[*>y hT—2~v 7 (NetworkMapping) |"<~— T, OVF7 7 L — M TIEINT-x Y
NI =2 %A _RONYNOFR Yy hT—=71Z~ v 7L, [k~ (Next) 227 U v 7 LZE
D

Management0-0 f > % —7 = A AN, A X —F v "N LEGERGE/R VM F v b U —27 & BiE
FFonTnsZ e LET, FEEFHA ¥ —T =1 A%, EHE— FIZ& U T Firepower
Management Center F 7= % Firepower Device Manager 7> HE%E CX £77,

BE FTDvVMware CiL, {KAET A XA ZERT D & &2, T 7 4/0 FH vmxnet3 A o & —
T oA R0 FE LT, BAENE, 77 AL Midel000 TL72, €l000 14 X —7 = A
AEMHALTHDEAT., D022 L 2BHRELET, Vmxnet3 DT /XA A R
TANEX Y BT —Z T ESXi NA RN—= A P LFEE SN WA=, TS
U —=ZANDRL ), Ry NI —I T p—< 2 ANRAELET,

Xy hU—=Z T NVT7 7y MEZZR> TORWATREERH Y £, Fv hT—J &2 A2 5
ZEMIERICHEE R GG, % T [REDMHE (Bdit Settings) | ¥ A T R IRy 7 ANHR Y
FU— 2 EERETEET, BH%, FIDVA L AZ U A&7 Y v 7 LT [REDHE (Edit
Settings) |Z®IRL F9, 72720, ZOEEIZIZFIDvOID ZFREINEEAL (Fy hT—7
THETHID DI)
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Firepower Threat Defense Virtual O &R |
. vSphere vCenter ~ @ Firepower Threat Defense Virtual O &

PLTFIZRT, FIDVA vV Z—T 2 A ADXy NT—I T HETF R FEETLRY NT—7 . 58%E%y
=27 O%IeESR LTI (INHIEvmxne3 T 7 4/ DA v H—T = ATT)

REFZEERIMNLEERY NT—I DI Y ELY : vmxnet3

Ry I—OTETR|EERRY T |BEESRY FT—Y Hae

Network adapter 1 Management(-0 Management0/0 Gl

Network adapter 2 Diagnostic 0-0 Diagnostic 0/0 Bl

x v hU—27 7 X7 % | GigabitEthernet0-0 GigabitEthernet 0/0 ARERT — &

3

F v NU—2 7 X7 % | GigabitEthernet0-1 GigabitEthernet 0/1 PR H

4

x v hU—27 7 X7 % |GigabitEthernet0-2 GigabitEthernet 0/2 F—BE NFTT 4D
5 (F7vayv)

F v NU—2r 7 X 7% | GigabitEthernet 0-3 GigabitEthernet 0/3 F—BNTFTT 4T
6 (A7 ay)

x v hNU—27 7 X7 % | GigabitEthernet 0-4 GigabitEthernet 0/4 F—BENTFTT 4T
7 (A7 ay)

F v N U—2 7 &% | GigabitEthernet 0-5 GigabitEthernet 0/5 F—RNTT 4T
8 (A7 ay)

*x v NU—27 7 X7 % | GigabitEthernet 0-6 GigabitEthernet 0/6 F—BENTFTT 40T
9 (A7 ay)

v hU—27 7 X7 % | GigabitEthernet 0-7 GigabitEthernet 0/7 F—BE NFTT 4D
10 (FA7vav)

FIDv % BT 5BICI1Z. AFFI0EDA v —T = A AEFETE £, T—HF A L F—T =
A AZHDOWT, HEETLRY NY—IRELWSEERY NI —J I~y BT S, &7 —4A
VHE—=T 2 A AN—EDOY T Xy PEZIZVLANIZ v B 7 ENTWS Z L 2R L £7,
TRXTCOFIDVA v ¥ —T = A AZMEHTH20EILH Y FH A, HHTLTENRNA 2 HF—
T 2 A AZHOWTIE, FIDVIRENTEDA v H—T =2 A A WHOFFIZL TBWTHEWE

A,
ATy F12 [FusF 4 (Properties) |—C, OVF 7> 7L —hK (VITV 7L —FDH) THRyr—
MbEhiz, 2 —FREFRER T e T s ZRELET,
a) /NRTJ—F
FIDV &BT 7 ¥ 2AH DO R2A T — R&HELET,
b) *v kT—9
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ATy 713

d)

f)

vSphere vCenter ~® Firepower Threat Defense Virtual 0 & B .

SERESR KA A >4 (FQDN) . DNS, B RA A >, Xy hU—27 7 v bz (IPv4 E
721X IPv6) R EDFR Y NU— T IFEREFRE L E7,

s

BHE—RERELET, [B—HL~vRx—V v ZH%0CT % (Enable Local Manager) ] ®
Ka vy 7 X REl&E 7D v 7 L, Web ~<— X ® Firepower Device Manager F A E Y —
NEEHATDHEIX IV (Yes) [%#®IR L EJ ., Firepower Management Center % i L C
ZDOFNRA ZABEBRTLEAIE. Wz (No) [Z@IRLET, BHEA T 9 LV ORIRS
EOBEZSWTIE,  [Firepower 7 /314 ADEHEE 3 X—V) | 2L TLES

AN

27AT794—ILE—F

M7 7 AT O —NVE—RERELET, [774 7 U4 —/LE—R (Firewall Mode) |
DRry7Z T RKHE7 D) v 7 L, FR=FENTND200F—FTho [V—T v
K (Routed) | E721L[F T AT L > | (Transparent) | D EH AR L ET,

[B— B N~F—T ¥ EHhIZT % (Enable Local Manager) ] T [IZ\ (Yes) ] 2R L 7=
alE, Pv—7 v K (Routed) | 77 A7 VA — /L E— ROAZRIRTEES, n—HL
® Firepower Device Manager ZfilH L Ch 7V AXT LU N 77 A4 7 U —/L E— RDA
VE—T oA ARFETHILITTEEEA,

[B—H <R —T % EHMZT 5 (Enable Local Manager) ] C[WW 2 (No) ] ZiEIN L
725615, BB A{T 5 Firepower Management Center |2 Z D7 /NA R & BT 5 DI E
7 ]/*7::/‘:/’(’/1/%?5%'3‘5%‘%75\;% D i—g‘o Yk@‘ﬁ%i&%ﬁj} Liﬁ‘o

s [[FEL%A1T 9 Defense Center (Managing Defense Center) ] : FMC O 7R A N E2IXIP 7
FL Az A LET,

o [B§k*¥— (RegistrationKey) ]: BEk¥x—IL, = —WFNERTLHH—7T, 1EREYFEH

TE, 37 XFLUTICTHHMENRH Y 9, AT, &7 (A~Z, a~z, 0
~9) . BLONA T () REBRHVET, T AEZFMCIZENT S & X2, 2
DOFEFEF—FENV T HERND Y £,

« [NATID] : FTDv & FMC 3% > U —72 7 RLAZH#H (NAT) 7341 A2 X ->TH
Bff LT T, Firepower Management Center?)’ NAT 7 /NA A DRI H HHETE. —
HEONATID # A LET, Ziuk, =—FRERT 23 —C, 1 ERVFEHTE,

37T LFLUTICT 20BN D £, ARRLFITIE, #8F (A~Z, a~z, 0~9) |
BLONA T () RREBH ET,

[k~ (Next) 1227V vZ7 LET,

[#fi55¢ T (Ready To Complete) |27 >3 T, FREINTHEHREMB L ET, ZNHORE
ZEA U CEBZBRAT 51T, [#&T7 (Finish) 227V v 27 LET, EFEEZMZ DL, [E
%5 (Back) 1 %7 Vv 27 LCHIOLBEEIZREY £77,

A7 a T, [E%RIZEIREZ A4 (Power on after deployment) | A7 3 NI TF = v T v —
7 #fHF T, FTDv O&EREEZA 2L, [#& T (Finish) 1227V v 27 LET,
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. vSphere ESXi 7R X ~ ~® Firepower Threat Defense Virtual 0 &

U4 P— RKMR5E T 95 &, vSphere Web Client |2 & » TRAE~ U BSE S L E T, [/ r—
JUTE R (Global Information) | fEIR D [Aeififi L7 4 A~ (Recent Tasks) ] <4 > T [OVF}&
BHOWIEAER E (Initialize OVF deployment) | A7 — ¥ A& MR T&E £7,

ZOFERKE TS S L [OVFT 7L — FDOER (Deploy OVF Template) 158 T A7 — X A3
FRINET,

FTDvV {iABA L A XV ARA Ry U NOIRESINTZT —H B X —D FIZEREINET,
H LWL VM OREENZIE, K300 DZEnH Y £4,

(G¥)  Cisco Licensing Authority (Z FTDv & IEH (8§89 521X, FIDvIZA " F—x v b7
JEANRETY, A Z—Fy MR LTI B ARBRETE T S LI, H
ABRIBINOBRENLENZ 2D Z &R0 £7,

RDBERY
WOFNEL, BIRLIEHE— NIZEoTERY £,

c[B@—HN~F—T v EHHIT S (Enable Local Manager) ] C [\ % (No) ] Z3#R L
7=%5# 1%, Firepower Management Center Zffi ] L C FTDv Z# & B L £7, [Firepower
Management Center % f# ff] L 7= Firepower Threat Defense Virtual D& ¥ (33 X—) | &
LT EEn,

c[B—INR—T ¥ EANTT S (Enable Local Manager) ] T [IZ\ (Yes) ] Z# R L7z
B8, A ST 5 Firepower Device Manager 2/ L C FTDv Z# & B L £,
[Firepower Device Manager % {# il L 7= Firepower Threat Defense Virtual D& EL (51 ~—
V) ] ZBRLTLIEIN,

FEA TV a COBIRGIEOBENZ OV T, [Firepower 7 /31 ADEFEB 1L 3_—) |
EHRLTLIESN,

vSphere ESXi 7R X k ~ ) Firepower Threat Defense Virtual
D B

Z OFNAZMFEH LT, Firepower Threat Defense {48 (FTDv) 775 A 7 > A% H—® ESXi 7~
A MR U E 9, VMware Host Client (& 721% vSphere Client) Zfi/H L T, H— ESXi 78
A b EEETE, FIDv A~ o v DIRBASCHERIE & W o T AME O AR 7ot & ORFELS
AT HFTTEET,
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\}

vSphere ESXi 7R X k ~® Firepower Threat Defense Virtual 0 & B .

G¥)

ATy T

ATvT2

ATvT3

ATvT4

VMware Host Client (% vSphere Web Client & =—H% A ¥ —7 = f ARPTNET A, Fo72<
BAEBZHDOTHD I LIZHERELTLZ &V, vSphere Web Client |&, vCenter Server {ZH5fi L T
BED ESXi AR A P2 T 258 A LE9, —J7. VMware Host Client |3 H— ESXi 7
A2 MBS D5EITEALET,

vCenter $23%|Z Firepower Threat Defense (RA8 777 A 7 A & J&BH$ % 7 IEIZ OV TR,
['vSphere vCenter -~ Firepower Threat Defense Virtual D JEB] (22 <X—7) | 2L TL7ZE

AN

15 H B HIIC

* FTDv Z BB 5 i, vSphere (BELA) T b1 20Fy N —7 ZFHELTE
SHERDHY ET,

FIE

Cisco.com 7> VMware ESXi il ® Firepower Threat Defense A2 1 > A h—/L Xy r—T % X0
va—RLT, e— NV EHa L Ea— X IRFELET,

https://www.cisco.com/go/ftd-software
Cisco.com D12 7 A B LN A 34— AEKNMETT,

tar 77 A NVEEET L7 PVITHELET, T4 L7 BB 77 A VEHIBRLARNTL
PR, OT7 7 ANANEENTOET,

* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.ovf : vCenter F&[3f H
» Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf : ESXi J&BH H
» Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk : VMware (R8T + A7 7 7 A )L

» Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.mf : vCenter [EfiHl~=7 =X h 7 7 A1
V%

» Cisco_Firepower_Threat Defense Virtual-ESXi-X.X.X-xx.mf : ESXi BfHH~=7 =X s 7 7 A
v

TIZTy XXXxXE, XU a—RLET WA T 77 ANDNN—=Ta BNV REEERL
i@qo

7Y, httpd (RAR4) i £2iEnttp/ (RARIPT FLR) Jui &9 R E
LT, BSXi ¥—% v FDOERAMELIZIP T KLAEADLET,

27 A CHEPERSIVET,
BHHEDOZ—YLHENAT—REATILET,
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https://software.cisco.com/download/home/286291275

Firepower Threat Defense Virtual DER |

. vSphere ESXi 7R X ~ ~® Firepower Threat Defense Virtual 0 &

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN
ATvT12

[m2A > (Login) 127V vyZ LTRHAITLET,
INT, =7 v FOESXiFsA Mza /A4 LE L,

VMware Host Client O > X2 R T, [FRA b (Host) 1247V v 7 L. [VMOIER/ & &%
(Create/Register VM) | Z %R L £,

[FrBifAE~ > 4% —F (New Virtual Machine Wizard) ] 2308 & £9°,

[{ERk % A 7 DEFR (Select creation type) ] ~X—3 T, [OVFEZIZOVAT 7 A VAR~ o
> %3 A (Deploy a virtual machine from an OVF or OVA file) | Zi& L, [k~ (Next) ] &7
Uy 7 LET,

v 4 P— KD [OVFE L TVMDK 7 7 A /L DR (Select OVF and VMDK files) ] ~2— " TR D

BIEEATVET,

a) FTDv M~ v D42 A LET,
A~ v AT B0 LFETED DL LN TEET, vV U AIFKESXiA v AF U AD
PTCBIZTDHILENDH D £7,

by XA %27 Uy L, FIDvtar 7 7 A VEfRR LT 4 L7 N U 5L T, ESXi
OVF 77 L— |k LfFffi$ %5 VMDK 7 7 A VA @IR L £7,
Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xX.ovf
Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk

TIZT, XXX, Fovma—RLiET—HAT 774 NVDNR—T g L BN RESE
FLET,

P =] P49 ESXi OVF ZEIN L T 72 &0,

[k~ (Next) |27 U w7 LET,
FHLTWAE—H NI AT LA RN L—UNBE T,

4= RD[AFL—T DRI (Select storage) | X— T, 77 BAAFERT —HARNT D
VA NPT —HARNT Z#RIRLET,

R~V DOBRET 7 ANETRTORBT A AT N, ZOT—HANTIBREFEEINET,
T—=HARNTIZTENEI, A X, HWE, AR EOT e T o BDRRLGERH Y 7,

[k~ (Next) 1227 Vv 7 LET,

FTDv @ ESXi OVF & —f&IZ/X» 7 —Ifb ST 5 B4 7Y a2 > (Deployment options) ]

ZaxE LET,

a) [y hU—Z <7 (Network Mapping) ]: OVF 7 7L — hTIRE&hizx v b
T—J %A XNV HNORy NU—T 12wy BT L, [IR~ (Next) 227U v 7 LE
R
Management 0-0 1 > % —7 = A AN, A X —F vy "OLEEAER VM Ry hT—7 &
AT o TS Z 2R LET, HEHA L F—T = 2, BHE— NISLT
Firepower Management Center & 7= Firepower Device Manager 2> Ha% & CTX £97,
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vSphere ESXi 7R X k ~® Firepower Threat Defense Virtual 0 & B .

gE FTDvVMware Tld, (RIET A AZEAERT D & X2, 7 7 4/ 53 vmxnet3 1 >
H—T oA A7 E£ LIz, PEIE. 7 7 4V bidel000 TL7Z, el000A1 > & —
Tz A AEMHLTWAEEIT, UIVBE25Z L2 #RLET, Vmxnet3 O
TNA ARG ANER Y MU =TT ESXi NA N—= A P LEFHEAEINTND
7o, AT Y —AnD7eD, Xy NU—I T p—< AN ELE
T

Fy NT—=713 77 7y MEIZR > TWRWAIEERH Y £9, Xy b —27 % /Ao
0D 2 ENIEFICREE RS, B TRREDHRE (EditSettings) 144 7R 7Ry 7 A
by I —7 AR Txxd, BEE, FIDvA L AZ A% 57 U v 7 LT [REDHR
#£ (Edit Settings) | ZIRLE9, 7272L. ZOEHEIZIXFTDv © ID IZFRINEHA
(XY NU—2 THETHID DH) |

LLFIZRT, FIDVA v Z—T 2 A ADRy NU—I T X T H FHgory NT—7 | 58
ey MU= OxfInE B LT ZEW (ZnbiZvmxnet3 T 7 4V vDA X —T =
A ATYT)

RIZETHOEERY FT—9 DT v ETY : vmxnet3

Ry NI=9TET |EERTRY FT—Y |TEERY FT—T | HEEE

3

Network adapter 1 Management(-0 Management0/0 gl

Network adapter 2 Diagnostic 0-0 Diagnostic 0/0 = h

> v hU—27 7 %7 |GigabitEthernet0-0 GigabitEthernet 0/0 AT — &

A3

Z v hU—2 747 |GigabitEthernet0-1 GigabitEthernet 0/1 NEEESE

oz

x v NU—27 7 %7 |GigabitEthernet0-2 GigabitEthernet 0/2 F—HRE NFTT 4D
X5 (A7var)

> v hU—27 7 %7 |GigabitEthernet 0-3 GigabitEthernet 0/3 F—BENTT 4D
76 (A7 vay)

*x v NU—27 7 &> |GigabitEthernet 0-4 GigabitEthernet 0/4 F—BENTFTT 4D
#7 (A7 av)

> v hU—27 7 %7 |GigabitEthernet 0-5 GigabitEthernet 0/5 F—HBENTFTT 4D
28 (FFvar)

* v hU—2 7 47 |GigabitEthernet 0-6 GigabitEthernet 0/6 F— B NTT 4T
29 (F7var)
v ~hU—27 7 &7 |GigabitEthernet 0-7 GigabitEthernet 0/7 F—HRE NFTT 4D
%10 (A7vav)
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Firepower Threat Defense Virtual DEB |

. vSphere ESXi 7R X ~ ~® Firepower Threat Defense Virtual 0 &

ATy 713

b)

FTDv # BT BB2iE, At 10D A > ¥ —T =2 A A/ ETEET, T—F A HF—
T2 A AZONWT, FETLFRY P RELVSELER Y NV —ZICv v BT Eh, &
T—HAH =T 2 A ANR—EOY T Xy NELIFIVLANIZ v B 73N TNDH I &%
ERLET, TXCOFIDVA v F—T = A AZMHHTH2MEIHY EX¥-AL, HHT ST
ENIRNA L H—T 24 ZZONWTIE, FIDV R ENTEDA VX —T = A AR BEHD F
FICL T THWERA,

[T 4 A2 7uveya=r7 (Diskprovisioning) |: KA~ v DEIBT 4 AV #_R1GFT 5
TeODT 4 A7 A ERIRLET,

[>> 7 (Thick) | 7RbEYa =07 Z@RT L, TRXTOAFL—UNEHITEHD Y
THNET, [ (Thin) | 7ot Ya= T38RI E, T—FMUET 4 27 I10E
TAFENDLEXFIC, MBS LTA ML= RE0 S THONET, £/, o7 rEY S
=R BT ST AT v ADRERBICE T AR AT X 1,

PR~ T 0 — RO [#fE52 T (Ready To Complete) ]-2— Y C, A~ ORESL
ERLET,

a)
b)

c)

UEE) VAV —RFORELMREIIERTLITE, [ED (back) 27V v/ LTE
Di‘g—o

(FE) 1ERZ A7 ZEEL T 4P — FEZFA LI, [Fv B (Cancel) 127V v
7 LET,

[#7 (Finish) | #27 Vv 7 LTHERA A7 252 T L, U4 —FEKTLET,

TP FRETTDHE, ESXi RA MZE-> T VM A sET, BEOAT—X X
W [FafER L7z % A2 (Recent Tasks) ] CHER CTE £9, BEENKIIT S &, [BE
(Results) ] ¥ [IEEFIZ52 T (Completed successfully) ] BWFERINET,

B LWFIDVIRAR~ v oA A X A3 ESXiR A RO~ A v b ) D FICE
RENFET, FLWRIE~ T ORENZIL, &KR300005Z2E0RHY £7,
(G¥)  Cisco Licensing Authority |Z FTDv % [E# 128 &3 512X, FIDvIZA & —% v |
T RAPMETT, £ F =Ry MIERLTIA B ARBRETE T SEDHIT
L. BARICEMORENLEIZRDZENH Y £,

RDZRY

cCLIZEHA L TEIET N, ZADEy T v 7 %25% T LET, ZhiL, ESXiOVFT7F 7L —
N LC FTDy Z BT 258 OO FIEIZ/e Y £9°,  [CLI Zf#H L 7= Firepower
Threat Defense Virtual Dt > b7 v 7 O%(T (31 X—) | ZRRLTIE IV,
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CLI %{# F L 7= Firepower Threat Defense Virtual Dtz v +7 v TDRT .

CLI Z{& /A L 7= Firepower Threat Defense Virtual Dt v +
7y ITDET

\}

ESXiOVF 7> 7 L — b i ] L TR L7=%&1%, CLIZM L CFIDy 2t v F7 v 7§
DMEENEH Y F£9, Firepower Threat Defense K48 7 77 4 7 2 AT Web f ' Z—T = A A
WD FER¥A, £, VIOVFT 7 L— MR LTREAL. hoREFICEY b T v 77 1
W— REFH Lo 723581%. CLIZM A L, Firepower v A7 AMIMBERBREEITH &
NTEET,

GE)

ATy I
ATy T2

ATvT3

VIOVF T 7L — 2 LTERL, oty F 7 v 7o 0 F— RE2FEHLEZEAIT. I’
TR ANRKTEFELTHY ., THULEDOT R, ZARTIIMLELY A, UBOFIEILZ, 2
I HEHEE— N LoTHEARD F9,

FLLKERESNTZT A AZHTa T A T5EEIC, BULARiACRIET 2LERH D
4, RIT, By vT v 77T Mo TEBARR T —REEFL, T34 ZADF v b
U— I BREBLO 7 7 AT U+ —VE—RERTELET,

vy N7y Ta s MR BRI, BEOBRENH DM TIE, SR (yn) L DI
FHIMCHENTRINET, 7740 MEE, [y] DEIICKI vy aWiIFIFEIET, IR
ZHEET DL, Enter ¥—& L £,

FIE

VMware =2 > Y — L& & F4,

[firepower™? 27 A > (firepower login) ] 7' 1 7 kT, =—%4 admin & /XA U — K Admin123
DTFTHNIDI LT oyt s A4y LET,

Firepower Threat Defense ¥ A7 ANEETH L, By N T v 70U 4 = RTURAT LDOREI
WEEIRIR DIERD NI % RD HIVET,

o [l FFaH A DR

s HTLWEHLE (2T — K

« IPv4 F 7213 TPv6 DR

« IPv4 % 721% IPv6 ® DHCP 3% /&

cHHAR—FDIPVAT RLREF TRy M~ AT E72ILIPV6 7 RLAET LT 4w 7 A
« VAT L4

T I AN KT =R T oA

*DNStEvy h7 v
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CLI % {# A L 7= Firepower Threat Defense Virtual Dt v k7 v TDEIT

« HTTP "'z % v

« HHEE— K (17— /VEHL Firepower Device Manager % 1 )

ATFYTd By N T v T4 P —FORELZHMRLET, T 74 /L MEETZIZLENC AN LTZfER B v =
WIZERENET, DENCAD L EEZZ O M HT 285481, Enter 28 L £,

RENFEI N L XIT, VMware 22V — LI A v E—URERENEZHEERZH Y £,
ATYTE T M- TV AT ABREEITWVET,
RT9T6 22— L firepower# 7 0 T MIRED & X2, BREDEFIATONIZZ AR LET,

(3¥)  Cisco Licensing Authority (Z FTDv Z [EH 28T 221X, FIDVIZA v #—x vy 7T
JEABPMETT, A F—Fy MIERLTIA v AREE7ET SEDITE, &
ABRIBINOBRENLENZ 2D Z R0 £7,

RDERY
WOFNEIL, BN L-EHE— NIk TRRY £9,

= “*77/1/7?\ U ¥ ZHNZT D (Enable Local Manager) ] T [\ z (No) ] &&INL
7- %5 & 1%, Firepower Management Center 2 f#i /] L C FTDv Z& B L £9, [Firepower
Management Center % {#i ] L 7= Firepower Threat Defense Virtual D& (33 X—) | &%
RLTS7ZENY,

(BN~ F—T ¥ EANIT S (Enable Local Manager) ] T [1ZV (Yes) ] R L7z
WAL, A STV D Firepower Device Manager Z{#H L C FTDv 2% # L 9,
[Firepower Device Manager % {#1 ] L 7= Firepower Threat Defense Virtual O EE (51 ~—
V) 1 ABRLTIESN,

BHAT Y g OB FEOREIZSWTIL,  [Firepower 7 /34 ADEE F1E 3—) |
EZRLTLLIEEN,
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Firepower Management Center Z{#F L 7-
Firepower Threat Defense Virtual ) & 12

CTDETIEH, FMCEZEA L TEHINDAZ L KT 0 OFTDvT NA A& BT 5 kI
WCRBH L $£97,

Y

GE)  AREFETIE. BEHOFTDv N— a OMREZEY BT CnET, HEEOETOFEMIZONT
. [Firepower Management % ffi fi} L 7= Firepower Threat Defense Virtual DEFLDJEFE (50
N—=Y) ] EZRLTEIY, A=V aroy 7 o7 2HEALTCODEET, B
WDONR—=Ta YD FMCHEHNA FOFIEEZZM LTI ZE W,

« Firepower Management Center % {# ] L 7= Firepower Threat Defense Virtual {Z-2UNT (33 ~X—
V)

» Firepower Management Center ~D 1 7 A (34 ~—)

» Firepower Management Center ~D7 /3 A A DX Gk (34 ~X—)

c KRB EX 2 VT 4R —Df%E (37 °—)

» Firepower Threat Defense CLI ~D7 7 Z A (49 ~X—7)

« Firepower Management % f#i | L 7= Firepower Threat Defense Virtual D& B O JERE (50 ~—
)

Firepower Management Center Z &£ FH L 7= Firepower Threat
Defense Virtual [ZTD UV T

Firepower Threat Defense {48 (FTDv) (%, Cisco NGFW Y U = —3 a VO{Effka v R—x
FCd, FIDVIZ, AT — 7NV T 7 AT Ut —)b, Jb—7 42 VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) , URL 7 1 /L
L2V mER~ALy =T B (AMP) 2 EORMART 7 AT U — AP —E A &L
T
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~() 0 %' >

FIDv Z & B4 21203, MDY — " ETEITIND TIMBRED I NVTF T NRA A X =T ¥ Th
% Firepower Management Center (FMC) Z i L E3, FMC DA > A h—/LOFEHIZ DUV T
I%. [FMCgetting started guide] ZZM L T 7Z X0y,

FTDv i%. FIDv{RAE~ S B B THBEHA v X —T =24 A LOFMC %8 L ClfE LE
-éAO

NG TN a—TFT 4 TOBEBWT, BHA X —T7 A A LD SSH #fH L TFIDCLIIZT
AT HZ L, Firepower CLI 5 FTD B2 Z L T £,

Firepower Management Center ~D O 4 A >

FMC ZfEf L, FID &R EBLOEHL £7,

1R8O BRI

FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

FIE
ATV T PR=FENTWDHTFZ UV EMEN LT, RO URL ZASLET,

https.//fmc_ip_address
«fmc_ip_address: FMC D IP 7 RL A E7Z1FA A M2 EL £,

ATY T2 a—VHLLERAT—-REANLET,
ATFv T3 [vr A4 (Loghh) 1227V v7 LET,

Firepower Management Center ~M T /\ 1 A D& %

4RO HREIIC

FTDv (AR~ N, EFIZERINTW T, BENA /IR TEY, YO 7— K FlEE
FATEHRTHD Z EEMER LT EEW,

FIE

ATV 1 [T/IA4 R (Devices) |>[T/\14 REHE (Device Management) | Z#IR L £7,

ATv 72 B (Add) | ey 7 X0 U R ING, [T34 AOBN (Add Device) ] ZRIL, KD
INTA=Z AN LET,
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I Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2

Firepower Management Center ~0 7 /31 X D&%k .

Add Device (7]

Host:t

‘ ftd-1.cisco.com |

Display Name:

‘ ftd-1.cisco.com |

Registration Key:*

Group:

‘ None v |

Access Control Policy:*

‘ inside-outside v |

Smart Licensing
Malware
Threat
URL Filtering

Advanced

Unigue NAT ID:+
| natidse|

Transfer Packets

s [ARA K (Host) 1: BT LBET A ZADIPT RLAZASHLEYT, FID 7— A k
Sy THETFMCOIPT RL 2L NATID O 52 ELT-BE8IT. 207 41—V %
ZEOFFIZLTBLLZENTEET,

o [ (Display Name) ] : FMC (ZERT DmELT SA ZAD4HTZ AN LET,

o [B§%F— (Registrationkey) ]: FTDv 7 — h A2 v T v 7RE CTHE L7z b O L [F UBek
F—Z AN LET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~0 7 /3 X D&k

s [RAA Y (Domain) ]: ¥v/TF RAAL VEREZEH L TCWD5EEIL. T4 A& —T R
AANTHY Y TETS,

o [Z—7" (Group) |: I N—T%FEHLTWDLEAIL. T3 AT —72EID B4 CTF
R

[T7 Az hr—/LRY ¥ — (Access Control Policy) ]: #IHIAR U o —& IR L £,
FERTAHMENRNDDZENDON O TNDEIIAT A RFLDORY) =BT TIIHHEEE
BRNT, [T LW U 2 —D1ERL (Create new policy) ] Z&IRL, [T_XTHO T 7 4 v 7
Z7nm v 7 (Blockalltraffic) | ##IRLET, B TCINEEHLLTCRNT T4 v 7 ZFFA[T
HIZEBNTEES, 77 EAMEORE 47~—) | 2ZRL TSN,

New Policy
Name: ftd ac palicy|
Description:
Select Base Policy: Mone S
Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

Save | Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREBICHLE R A~V — T/ AL L
T, [ =7 (Malware) | (AMP~/1V U =7 A LV AXT v a AT D TEDY
) . [B (Threat) | (RAB#EIZHERT 2 TEOHE) . BLO[URL] (BT TV _—
ADURL 7 4 N2V o T2 FET D PEOYR) 280 S TET,

« [~E®D NATID (Unique NATID) ]: FTDv 7— h A 7 v 73 E CTHE L7 NATID %
fBELEY,

« [ v b D#EE (Transfer Packets) ] : 7 /3A A5 FMC ~D /8y MRk &2l L%
T, ZOF T arEAEMTL TIPSR Snort R EDA Ry b Y H—ENTHBEIT.
TNAAPRERE LTA XY MAZT—HERE Ny 8T — 2 ZFMCIZEE LET,
ZDOF T a v EEHIZUIZGEAIE, AR MERIZITIBFMCIZEGE S, 7y b T —
HZITEE S NEHA,

ATw T3 Bk (Register) |27 Vw7 L, EFICBRERINTZILE2MRLET,

BEENRENT D&, TAAANY A MIBIMENET, KRLESGAEIE, =7 =X vE—In
FoRENE T, FTDv NGRS KIG L7258013, ROER 2R LT 72 &0,
e ping : FTD CLI ( [Firepower Threat Defense CLI ~D7 7 &E A (49 X—) | ) 177k
AL, WDa<y REFHALTEMCIP 7 R L A~O ping 2 E{TLE T,
ping system ip_address
ping 23 Eh L2 WA, shownetwork 2~ K& L TRy U — VR EZ MR L E
o FIDIP 7 RLRAEZEET 5 0LENH 55615, configurenetwork {ipv4|ipv6} manual
avy REFETLET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
gxmntra) 7oy o—ngE ||

« NTP : NTP #— 3 [ R T L (System) ]>[EXFE (Configuration) ]>[RZIDRIES (Time
Synchronization) | X—Y® FMC — kv b & —8$ 52 L 2R L £,

« BEEF—. NATID, BLOFMCIP 7 RL A : i i dDOF /34 2T UBERF—2 A L T
WHZ L EMER L, AL TCWAHEAIEINATID AL TWAZ L2l LET,
configuremanager add =~ > RZfEH LT, FTDv THEF —& NATID #XET H 2 &
NTEET, £/2, ZOa~<w 2 RTFMCIP 7 RLRAEZEETTHZ b TEET,

EXMGEXIVT 4RI O—DHRE
ZITIE ROREZMHEH L TEANR X2 T4 RY —2RET D HIETOVTHHAL
£,

cHNEA B —T A AEHNHA L F—T oA A NE A X —T 2 A AZAET 7 1P
T RLURZE O YT, AL X —7 = A AT DHCP L ¥4,

*DHCP H—/3: 7 747 NOWNEA % —7 = A ATDHCP h— %2 H L £7°,
T T HN =R A E =T 2 A RENLTT TV bb— b EBINLET,
«NAT : SN A v 2 —T 24 ATA U H—7 = A ZAPAT M L £7,
TR hua—b WD ~D ST T v 7 EFALET,

FIE

AT A H—T A4 ZADFKE (37 3—)
AT 972 DHCP #— 1 OFE (41 ~—)
ATV T3 FTT7H/NML— OB (42 2—)
RT9 T84 NAT OFGE (44 X—)

ATYv IS T EAHEORE (47 X—)
ATy T6 REDORER (48 2—)

A3 —T 4 ADRTE

FIDv A V' Z —T7 = A A& HMZ L, Tnbatxa )T 4/ — B0 ST, IPT RL A%
HRELET, BFIL. VATATERODHD N T 74wy @ilasSEDL L HIC, el Ed2
DDA VB —T 2 A AEFRETHLENDHY ¥, BT, Ty T AN —LbN—FFEITA
VHE—F oy MIE LTINS A v F—T A AL MOy FU—2 D1 DL EONEA >
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

H—=T A ZAEFHLET, ZNHDA L H—T 2 A ZAD—HEIEL, Web— 72 DT
TT R ANERERT By MEEET D FEEE ] (DMZ) ERAGBENRHY 7,

— R =T 4 T OARTE, NEA A —T 2 A ATAET 4 v I T RV AR ERH
T 5 LA, ISP 226 DHCP /M L CAMI A v X —T = A4 AT RLAZEET 52 & T,
WO TIE. DHCPIZE A AR T 4 v 7T KL AEA—F v RE— RONEA v X —T =4 A
PHEAHLT, =7 v RE—FROWNFA v H—T =2 AEERELET,

FIE

RAT9T1 [T/ R (Devices) | > [T/ 4/ REHE (DeviceManagement) | Z#RIR L, T /34 AD %7
Uy 7 LET,
ATFY T2 [A v H—T A A (Interfaces) %27 Vv 27 LET,

Overview Analysis Policies JeILEN Objects  AMP  Intelligence Deploy % System Helpv admin v

Device Management NAT VPN » Qos Platform Settings FlexConfig Certificates

10.89.5.20 8,Cancy
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l==m Inline Sets DHCP
, Search by name & Sync Device | | @) Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical E< &
BB Ethernet1/3.1 Sublnterface & p
Ethernetl /4 diagnostic Physical [E] &
Ethernet1/5 Physical E /

ATvT3 TNE ICERTHIA v H—T A 2D %7 ) v LET,
[ (General) | ¥ 7 RFERSNET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4 (Name) |2 AL ET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
V= BIRT o0 [ (New) 1227 Uy 7 LTHLWEX 2T oY —r B0
£7,

7= & 21X, indde zone E W HLHTDY —r EBIMLET, KA X —T =/ AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, X —

TxARE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETHIELTEET, Vv FERIIIN—TICESNTEX2 YT R —
ZEALET, eI WA v X —T7 = A ZABWNE ) —AZE ) ST, Ao v H—
T oA AN —AZEID B THZENTEET, ZOHE. NI 740 v 7 BNEND
BB CE DL HWCT 78R avrbu— L R V=R ETHI LILTE LT,

AN NEBIZIENT TERETEEHA, FEAEDORY o—F X2 T 4 =2 DR
PR—FLTWET, NATRY >—, L7402 R — BIURQoSHKY v —T,

V= FRFA S H =T 2 A AT N—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7Y v 7 LET,

c[IPv4]: Ry X7 YR RND [AEZT 4 7IPEMEHT 2 (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v aRLTANLET,

7o & 2%, 192168112472 8 AT L ET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| ig;ﬂeg.q@g;zsa255.255.:28 ar

o [IPv6] : A7 — M LV AHERREDH AL [EEFERTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
f) [OKlZ27VUvyZ L%ET,
ATy T4 THE IERATAAL A —T A ADE T Y v T LET,
[£f% (General) | ¥ 7 HRERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) 48 LFEFETO [4H] (Name) |2 AN LFET,
72 ziE, A v F—7 A AT Toutsidel] &\ D &RETEMITET,

b) [£%) (Enabled) | F=v /ARy 7 A&A NI LET,

c) [F—F (Mode) Jix[7/eL (None) JIZFZEL-FFIZLET,

d) [BEXx=VT 4= (SecurityZone) | R v 7 X7 ) A MO BFEONSEX2Y T 4
= EBRIRT 0, [ (New) 127 Vv 7 LTHLWEX2 YT oYy —rZBINL
£

7= & Z21%. Toutside zone] W) LEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, E3W 04 7% 70 v 7 LET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
pHep 4—rosE |

* [IPv4] : [DHCPOfEM (Use DHCP) ] #&IR L. IROF T a L D/RT A —HF Zi&iE
L\ij—o

« [DHCP ZfifH L CF 7 # /v b Jb— k ZHf5 (Obtain default route using DHCP) ] :
DHCP % — 657 7 4L b b— R EBG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX=A b —7 47 7 1 A
B REEE LT b— MCED S TET (1~255) , FHLIZA—hOF 74
NEDT RI=A RN =T 4T T4 AX AT TT,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — b L AHBREEDOL AL [HEEYE (Autoconfiguration) 1T = v 7 7R v
g AEA AN LET,

) [OK]Z27 Vw7 LET,
ATY TS5 [R1FE (Save) 1227V v LET,

DHCP H—/\MDEX7E

27547 NCDHCP ZH L CFIDV S IP Y RLAZEET A L 51T 55415, DHCP
=N/ LET,

FIE

AT9 1 [TINA R (Devices) | >[T/31 REHE (DeviceManagement) | #®INL, T34 AD &7
Uy 27 LET,

AT v 72 [DHCP]>[DHCPH—/\ (DHCP Server) | Z#R L £,

ATY T3 [H—/\ (Server) 1=V T, [0 (Add) |27 Vv 27 LT, ROA TV a 2R ELET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7o 1rr—roem

Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

c[f B —T7xAA (nterface) |: Ry FHX T YR MNbA X —T A ZAZBIRNLE
K

«[7 KL 27—/ (Address Pool) ]: DHCP — "REAT 5 IP 7 KL ADHK FLH Bk
RO O#EPAZRELET, IP7 FLAOHFHIT, BIRL2A X —T A ZLFETY
Tx oy b EIFIETAHERHY, A VX —T A ZAAHDIP T RLAZEHHZ LI
TEEEA,

« [DHCPH— "% %029 % (Enable DHCP Server) | : i#R L7+ > ¥ —7 = A A @ DHCP
P—=RERAMZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [R1F (Save) 1227V v LET,

FI74ILMIL— FDIEM

F T F I b — MIEHE ., INA B —T A ANSBETRERT v S A N —LL— & &R
LR LET, SMBA v % —7 = A AIZDHCP - T 2561X. 75 AR$TIZT 74 /L b
N—REZELTWAHAEMENRH Y £3, FEITL— N EBMT20ERHL5LH1E. ROT
IlB% 34T LE 9, DHCPH— 67 7 4L bb— b &[G LTS ATE, [T/31 X (Devices) 1>
[T/34 REH (DeviceManagement) |>[JL—T 4 >4 (Routing) |>[RET 14 v IL—Ft
(Static Route) ] ~—? [IPv4)L— bk (IPv4 Routes) ] £7-1% [IPv6/L— k (IPv6 Routes) ]
T T NMCERESNET,

FIE

AT9T1 [T/IAA R (Devices) | > [T/ 14 REHE (DeviceManagement) | Z#RIR L, T/ ZAD %7
Vw7 LET,

RAT9 T2 [—T 4247 (Routing) |>[RE2 T4 vY)L— bk (Staticroute) | Z&R L, [b— hZEEM
(Addroute) J#7 Vv Z7 LT, ROLHIIZHEELET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Fornti—roen [

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

E.._° Search | == any-ipv4 &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 47— DX A TG T T, [IPv4] F 721X [IPv6]
FTFariRFE U EI VI LET,

e[ H—T x4 A (Interface) |: HIA v H—T = A A&EIR L E3, @FEIIINHA
H—T A ATT,

« MEFABE2 R v F U —2 (Available Network) ]: IPv4 5 7 /L b /L— h DEEIT
[any-ipv4], IPv6 T 7 A+ /L h/L— K DA [any-ipv6] Z 3R L 97,

*[F—F7U A (Gateway) ] £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ]: ZD/L— F DX
JANRYy T THLT— bV 2 AN—F 2 ANELITRRLES, IPT FLAELITIXR Y
NTD—=Z/RANFT V27 NEBETEET,

[ARU w27 (Metric) ]: %55y N =27 ~DkR vy FO¥ZE AT LET, ARMEOH
X1 ~255T, 74/ MEIZ1TT,

AT9F3I [OK] %7 U7 LET,
N BART 4 I — T =T VBEMENET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B wozz

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy % System Help v admin v
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
1089520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [{#fFE (Save) 127V w7 LET,

— XA 72 NAT L—/L Tk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/314 R (Devices) |>[NAT] %27 U 27 L, [#LLAKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RATw T2 KN v—ZARTEMT, R —%2EHT 7354 A&V, [fR1F (Save) 1227 U v L
£
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I Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2

NAT D& E .

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

521192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

R —NEMCIZiBMENET, gl&fsx, N ——1ZBNT50ERNHD £9,

ATFv T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 70V Ry 7 ANFKRINET,

AT T4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MNAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L FET,
AT TS A H—TxA A4 7= b (Interface objects) | 2— T, [HHAGERA X —T =1 A

F7Y =7 I (Available Interface Objects) | FEIK O [365CA v F —T = A AA TV =7 K
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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Firepower Management Center % {3 Fi L 7= Firepower Threat Defense Virtual D& |

B wozz

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP

« [JEDiE(EJC (OriginalSource) |1: 227 Y w7 LT, #XTCDIPv4 b7 7 4 7 (0.0.0.0/0)
DFAYy NI—IF 7=y bEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— L idA 7 V=7 NEZRO—#E L TNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOF TV NeiRETDHZEITTEEEA,

GE)
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
7oezsimnzE [

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBMLET,
L=V’ Jb— b (Rules) | 7 — 7 WAERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence Deploy % System Helpv adminv

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

# Fitar by Device ©  AddRue |
[ AN ¢ A
# Direction Ty Source Destinati original original original Translated Translated Translated opti
erface Objects rface Objects  Sources estinati Services Sourees Destinations ~ Servi ices
v N
v au
%  Dynamc 3 2 al-ip ¥ e @ &

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR arta— R —FERLTEGEIE. TN AZEMT D NT T 4 v 7 &R
THEOIZHRY ==V EBMTI2LENHY £9, WROFNETIL, NE — 2 MBI
V= ~DNTT 4 T EHFATHAL—IEBIMLET, M2y =R 25EE. )
Xy NI—=I~D T T4y 7 HFAITHL—NEZBIMLTIEIN,

FVmEREXF 2V TAREENV—NVERET DHAE. FMC ORENA FE2ZRL T2
0,

FIE

ATv 1 [R)I— (Pdicy) 1>[F7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) ] #88RL, FIDIZEIV ¥ ToHNTWEHT 7R avybha— ALK v—D %27V v 7
LET,

ATw T2 [JL—)LZEEM (AddRule) 1227 UV v 7 L, IRO/NTA—ZERELET,
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Firepower Management Center % {3 Fi L 7= Firepower Threat Defense Virtual D& |

REDER

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
a /0 inside_zona
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

[EETTY — (Source Zones) ]: [fEMFBE7e > — 2 (Available Zones) ] 7 HWNEY —
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —> (Available Zones) ] 7B —
VAN L, [FE5E1280 (Add to Destination) 12727 U v 7 L9,
MOBREFZOEFICLTREEET,

ATy T3 B (Add) 1227V v 7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Deploy

System Help v

1

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel

ftd_ac pollcy

Enter

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fiteer by Device

 Show Rule Confits @) @) Acd Cacegary | @ Add Rule | Search Rules

o Allow & @

ryer—
in this section. Add Rule or Add Category
[ G |

ATy T4 [1F (Save) 1227V v LET,

X TE D R

REDEF Z FIDVICER LET, BHAZEMRTLIETIE, A ALETEOERELT VT ¢
T2 EH A,

FIE

ATy 1 HEO R (Deploy) 1227V v27 LET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Firepower Threat Defense CLI ~D 7 & 2 X .

Deploy y System Help ¥

| Q Cancel |

ATv T2 KRV —0DER (DeployPolicies) 14 A 707 HR w7 ATT A AZREIR L, B (Deploy) ]

Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Current Version o3

Inspect Interruption Type Group

Device
Mo FTD 2019-02-28 07:11 AM

=#152.168.0.16

AT9 T3 BEABKIHILIZZ L 2R LET, BHOAT =X A2 HKRTHITIE, A=a— =0 [EH
(Deploy) 1R > OEBMCHDLT A a2 %7 ) v 7 LET,

& || System Help v

Deploy

&7

Deployments O Health Tasks

Show History

1 total 1 running 0 success O warnings O failures
™ 192.168.0.16 Deployment - Collecting policies and objects. 10s
@ Yo

Firepower Threat Defense CLI ~D 7 U + X
L RTTNYa—T g

FIDVCLI Z#fifH LT, WA L —T oA ANRTGA—Z R EH LIV
VT HLTolm) TEET, CLIWWT 7B AT HI1201%, BHA L X —7 A A~DSSH Z# 4
VMware = > Y — L BEEE L £,

VYA
FIE
ATFYT1 (7T a3 1) FIDVEHA L Z—T A4 ZADIP 7 R RTEHE SSH #F LE7,
BHIP 7T FLAL, A~V R L EICRELZLOTY, WIHIREICRE L
w74 LET,

ladmin] 7 Wy k&2 T — R&{&F LT FTDv
(A7 a2) VMware 2 Y — /)L &B& . WIMIRBEKFICERE LT 740 hO2—H4

ATvT2 3
fadmin] 7DV FENRATU—FREEHL T A LET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

. Firepower Management % {§ f L 7= Firepower Threat Defense Virtual 0 &2 D) FEFE

FirepowerManagement % {32 Fi L 7= FirepowerThreatDefense
Virtual O EE D& FE

WaE4 T3y b | HEeER
TA—L1)
I) —Z

FMC & B 6.0 WA — h,

. Cisco Firepower Threat Defense Virtual X 2 — k7 v 744 £ (VMware [ ()




4.
=% =R

Firepower Device Manager % {#F3 L /-
Firepower Threat Defense Virtual ) & 12

ZOET{E, FDM 2 L CTERIND A X F7 m @ FTDy 773 A & BBH$ 2 AT
OWTHMALET, @7 2R 25513, FDMORET A F2ZM| L TIEE,
» Firepower Device Manager % fii H§ L 7= Firepower Threat Defense Virtual {Z-DV\T (51 ~~—
V)

s WIIBOE (52 =)

» Firepower Device Manager C7 /3 A Z i ET 5 ik (55 ~—)

Firepower Device Manager % {& FH L 7= Firepower Threat
Defense Virtual [ZTDUNT

Firepower Threat Defense {42 (FTDv) (. Cisco NGFW Y U =— 3 a Ok a v R—xr
FCF, FIDviX, A7 — b7V T 7 AT U4 —/b, Jb—7 17, VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) ., URL 7 1 /L
ZYV T mER=AT =T (AMP) 72 EORMRT 7 A4 T U — - R R LE
D

FTDv D& BRIZ 1% Firepower Device Manager (FDM) ZfiH C& £9, Ziuk, —# D Firepower
Threat Defense €7 /WZFHAIAEINTUND Web XR—ADTNA Ay T v/ 7 4H—RT
¥ FDM Tid, /MRy bV =27 Tl b —RIICHEN SN D Y 7 T =7 OREAKRE 2 5
ECTEET, 7. ZHUEZE < O Firepower Threat Defense 7 /NA A & & T KM/ » h T —
7 Z S DI OICBARBET A AD X — VX ZHEAT 5 2 L\, B—OT /3 R
EFRONIZEDT AL A G Xy MU —2 ODITRHICEEI S TWET,

ZE DT NA ALEE L TV DA, F 721X Firepower Threat Defense THFA] S5, X 0 4
TRRBRECRR E A LW A X, FLAAZ D Firepower Device Manager O 1% ¥ |Z Firepower
Management Center 2] L TT /34 A &% E LT, sHMIZOWTiX,  [Firepower Management
Center % {1 ] L 7= Firepower Threat Defense Virtual D& E (33 X—2) | #ZB L T &0,
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| A

—

T72A4IL K

BIEY

=L

=

X &

Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |

N TN a—T 4 TOBEWT, BAf X —T A A D SSH ZfEH L TFIDCLLIZT
I A9 25 Z &Y, Firepower CLI 225 FTD IZHfe 52 &b T £,

=JL ==

ax &

FHN@77¢wb RETIE, BHA LA —T oA RALENEA v H—T = ZAFRCHT R
WCEREINET, Av—F 74 BV AE2HEHTIHEERCV AT AT —FARN—A~DEH T 1
77A%ﬁﬁ¢5 BT, BEHA VX —T oA AL VX —F v MERENLETT,

ZDO, T 7 4/ MEREIX, Management 0-0 & GigabitEthernet 0-1 (PNi8) i f5 % (K AE A
Ay FLEODRLTR Y T —=ZICHHTE L LI ITHFF SN TWES, 7740 FOEHT FL
AE, WEIP Y KL 22— oA L LTHERHLES, Lo T, BHEA VX —T A
ANINEA  H—T 2 A ABSFLTA—T 4 7 L, ZDh, INFA v H—T =2 A4 A%J LT
N—T 4T LT, A Z—Fy MIEELET,

Flo, AVE =Xy MIT 7 EATELRXY NT—Z ZFEHLTWAIRY, WA X4 —7 =
AZRIEHIN TS 7Ry b EIFRR D7 % > I Management 0-0 24557 5 2 &
HLTEET, Ry VT —ZITHEYREHRA VA —T 2 A ADIPT RLAL S~ T oA DN
EINTNDZ EZMERLTIIEEI N,

FTDv %, FIEEEFCA R b 40D A 0 —T = A4 ATEBRENF TR DIVENRHY £
7,

R~ ED 1 FZEHDA o Z—7 =4 A (Management 0-0) (X, EEA X —T A A
T

R~ ED2FHDA v H—T =4 A (Diagnostic0-0) 1%, WA ¥ —7 A AT
R

i~ EDO3FRDOA o # —7 =4 A (GigabitEthernet 0-0) (X, /MHA o H—T = A
ZTY,

i~ EDAFRDOA o # —7 =4 A (GigabitEthernet 0-1) (X, WA v ¥ —7 = A
ZTY,

T2 T T4y TRIZRK6 DDA Z—T A A%BIML, GEIT8ODT —X A ¥ —
T oA AEFATEET, BNOT—Z A H—T 2 AZHONWT, FETLRY hU—27NIE
LWSEEAR Y N —2 Iy vy B T &N, T —F A E—T A ANR—EDOH 7 xy £
IEVLANIZw v BV 7 ENTWAZ &R LET, [VMwaref X —7 = ADOHE] %
ZHRL T I,

FIDv OKfER % v P U —27 TIE L EIESE5I21T, WHIREEZE T THLENDH Y £7°,
Z Ui, t#1)747774’7/7«%x/]\7 JIFEAL T, A & —x%y hEidh
D ERITALE T DN —ZIZHH T DT OB R T RV ADOREN G ENE T, 2 2DFHIED
WD TU AT LAOMMIREEIT) ZENTEET,
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| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &
Firepower Device Manager D#2E) .

*FDM Web o > % —7 = A ADOfEH (HELE) , FDMZ Web 77 UV CEITLET, 2D
A B—T A AEHEH LT, VAT LERE., B, T=FTXE T,

caw NI 4B =T A A (CLD) By b7 v P4 F—FEHEHLET (7
vary) , FDMOROVIZCLIOy N7 v 70 4 — ekl cE 7,
FIENT TN a—T 4 U TICCLIZEHTEET, VAT LOE, FH, BRI
i FDM{H L %9, [Firepower Threat Defense CLI 7 ¢ ¥'— NDEHE) (47> 3 ) |
EHRLTLIEEN,

KD NEY 7 TE, ZbDA B —T x4 ZAEFEH LTI AT AOHMERIEZIT S HiEklico
WTCRRBH L £ 9,

Firepower Device Manager D #Z &l

Firepower Device Manager (FDM) (2] Tra 7 A VT 5BEICIE, T A0ty N T v 77 ¢
Y= REMEAL TV RAT LOPMRELZE T LET,

FIE

AT9T1 77UV EME, FDMIZu 7 A LET, CLITOMREZTE T LW W41, Firepower
Device Manager % https://ip-address THHZ £9, ZD7 FL A TROWF N2 £,

cNEDT N ¥ TN—T A B2 —T = A ZNTHH STV DA 13 https://192.168.1.1,

* Management #8 A > % — 7 = A ZTHHE STV D 5513 https://192.168.45.45,

ATy T2 2—H¥4 admin, BLUOVIAT—FAdmin123 ZfEH LT 71 v LET,

ATV T3 TRV ATLA~OPDTOa T L THY, CLIty N7 v 7o 4 PF— REHEHL TN
e, = Ra—HF I A4 v U A EHFEATER L, BEEART—REEETLHLIITRDL
NEJT, BT, CNSOFIEEETTHILERHY 77,

ATV T8 WA LT =T 2 A ABLOEFHA VX —T7 oA A L TCROA T v a Y EFRE L, IR~
(Next) 1227 VU7 LET,

GE) [k~ (Next) 127 Vw7 32DL, RENT A RAZEBHEENET, /10X —T A
ADLFNL A £720 . Toutside zone] X = U T 4V —ITEMENET,
REMNIELWD & 2R L ET,

a) [HMHAA > —7 = A A (Outside Interface) 1: 24T, F'— bV = A F— NETL—%
W AT DDT —F R — N T, TAA ZADOYHRERICHONEA v 2 —T = A A
ERIRTHZ LI TCEERA, BHOT—F A X —T oA ANT 7 4V NOIEA
H—T A ATT,

[IPv4DF%E (Configure IPv4) | : #MHA > % —7 = A A D IPv4 7 KL AT7, DHCP %
ERAT 20, ERBFTFETALYT A7 IPT RVA, 7Ry h~R7 BT — |
VA EANNTEET, [47 (Off) 28R LT, IPv4T RLUAERE LRV & )RR
EHdHo ET,
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Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |

. Firepower Device Manager (A2 &)

ATy TH

ATvT6

ATy FT17

[IPv6 D% E (Configure IPV6) ]: #MEA v ¥ —7 = A AHD IPv6 7 KL A T7, DHCP %
FHTB0, FTREFFITRET 4 v IJIPT RLAR, L7497 A BIOTSF—FhU =
AHZANNTEET, (A7 (Off) 1ZEBIRL T, IPv6 7 RLAZFHE LRV EWV ) &KL D
b FET,

b) [BEA 42 —7 x4 X (Management Interface) ]

[DNSH—/% (DNS Servers) |: AT AOEFET N L 2 H O DNS — 3, Z#ifiEd Iz 1
DLLED DNS =7 KL Z2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %27 U w7 35H&, 74 —/L RIZHEYIRIP T RLARY n—REnET,

[Z7 AT VA=A R4 (FirewallHostname) ]: AT LADOEBT RLADKA R4 T
j‘o

GE) T 1Aty T v7 g% — REMH L T Firepower Threat Defense 7 /3 A
ERETLHAE. TUMUYREAL NI RO N T T 4 v 7IZHLTU A
FEANS2ODT 74V NT 7B A L— AN I NE T, Wty NT v %
2. ZNHDT 7 EAL— RS THRETEXET,

VAT LA ERRE L, [IR~ (Next) 27 U w27 LET,

a) [#A LY —2 (TimeZone) ]: VAT DX A LY — 2 ZBIRLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ D NTP h— & HT 2570 EHL
TWAHNTP Y — DT FL 22 FETANT 202 RIRLET, Ny 277 v ZHICEERD
P REBEITEET,

VAT EADAST— I B AEFRELET,

A= IAVVADT OO " EREL, VAT ADBNEELTETIAA v A EHEHT 205
NHYFET, HFIL0 AMOFMTZA B A2EHL, B TCAY— 74 BV AEZRETE
i‘é‘o

TNRA A ST BERT HI1E, V27 %227 Y » 2 LT Smart Software Manager (SSM) D7
AU hIarZ AL LW b—=2 U EfERR LT, Ry 7 ZZED =0 v E2ar—L
£7

FH T A A AT DI, [BREETTI290 H ORI 2 BA4a 75 (Start90 day evaluation
period withoutregistration) ] %R L ET, HTT A REHFKL, A~v— b TA B AEZ TG
THINE, A=a—nbTNA RADLRTEZ Vv 7 LT[T 3, AX v 2R —F (Device
Dashboard) JIZiEA, [A~— FF A &> A (SmartLicenses) | 7 NV—7DV 7% 27U 7 L
£

[# 7 (Finish) 1227 U > 7 L¥7,

RDBERY

» Firepower Device Manage Z {4 L T7 /31 A% &% E L £ 7, [Firepower Device Manager T
TAA AEBET DI (55 =) | ZBRLTIEZSW,
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| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &

Firepower Device Manager T7/\1 R 2/ ET 5% .

Firepower Device Manager TT/\1 R %KX ET DA%

ATy I

Ty T TP ROFETH, W< OROEARK Y S — IR EE S L TS
T ABBETT,

CHESA =T 2 A ALIA =T 2 ADEF 2T 4=,
s WENDINEA~DTXTDNT T 4 v 7 BEET DT 7 BAL—IL,

s NI BB~ DTXTD T T 4 v 7 ZINBA  F—T =4 ZADIP T R L ADEF D
R— N~ DA U H—T = A ANAT L—/L,

cINEfA v H—T oA RAFETNI TV v P TN —TF TETEN TS DHCP H—3,

ROFNATIZ, BIEROBREOMELZHH L E 3, SFIRCOWTEHEMREREERRT DI
i, N=YD~VTRZ (7)) 27 v 7 LTLIESN,

FIE

[T /34 A (Device) |Z&EINLTHE, [A~v— KT A& A (SmartLicense) | 7 /L —7 D [#%
FEDZFR (View Configuration) | %727 U > 27 LET,

HHT AT a DT A (BB (Threat) ], [¥/v7 =7 (Malware) ]. [URL]) T%
NEZN[AZME (Enable) 1227 U v 7 LET, &y b7 v 7FHICT A A28k LI25HE T,
YEIRRAVPN 7 A LU AT TEET, BBENE I DL RVERIT, £T71Z
DA 2 L E T,

BEEL TOWRWEESIE, 2OX—UNbEETEET, BEOZER (Request Register) | % 7
Vw7 LT, FIEICENET, FHlT A & ARSI D RM8EL T EE0,
Tl ZE AHREET A B AFRD K ST £,

H2: B0 GEBEZA R

Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control filas based on file type.

Includes: ". Intrusion Policy

ATV T2 MDA F—T x4 AEFRELIGEIE, [T3 A (Device) | ZRINLTHE, [ F—

7 = A A (Interfaces) | 7 /L —7 D [GXEDFE~ (View Configuration) | %27 U v 27 LT, KA
V=T 2 AERELET,

Cisco Firepower Threat Defense Virtual X 2 — k7 v 744 K (VMware [ () .



Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |

. Firepower Device Manager T 7 /31 R &{ET A%

MDA H =T 2 ADT Y v P ITN—THAERT D0, BlxDFRy NT—T ZRET DD,
E R OB EBECEET, KA F—T oA ZAO[E (Bdi) 174 2> (@)
Vw7 LT IPT RLARLEORELEHRLET,

WOEITIE, Webr— 72 EDRT Y w77 7 AAREREFEXELE TS [FREhE ] (DMZ)

ELTHERT 70D, =T oA AR LET, BT L2 [fRMF (Save) 227 U v 7
L/jzj—o

K3: 48— x4 ADRE

Edit Physical Interface

Interface Name Status

o @

Description

IPvd Address IPv6 Address Advanced Options

Type

Static M

IP Address and Subnet Mask

192.168.6.1 ! 24

ATV T3 HLWA U —T o AEMERT D51, [F7 V=2 & (Objects) [ZBIRL, BRSOk
X =2 UF ¢ —2 (Security Zones) | N L F 7,

EEIIMBEIS U TH LW = 2 ERLET, A ¥ —T A ATIERL, X2
T S =N ESNWTRY =R T D720, KA A —T oA AT =B LT D
ERbVES, A F—T oA AWK T GG, V- IlA v F =T A AEEL T EIET
XFEHA, ZOED, HLnA L F—T oA ZAEERLIEE. FRIIEFEOA v Z—T = A A
DHMEEFE LI-BITEILY = A7 V27 VaRETHILERD D £,

WOFITIZ, DMZA > ¥ —7 =2 A ADT=DIZH LWDMZ Y —  BERT 5 HikE R LET,
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I Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &

Firepower Device Manager T7/\1 R ZEXET 5% .

4:2FaVTa V-0 FTPzH k

Add Security Zone

Name

dmz-zone

Description

Interfaces

+

EI dmz

ATy T84 N7 747 N TDHCP 2 L TT A ANBIP T RLAEZRET 2581, [T/NM4 R
(Device) 1> [P AT LEE (System Settings) ] > [DHCPH—/\ (DHCP Server) | # R L
TH 5. [DHCPH—/\ (DHCP Servers) | # 7% 3#R L £,

TTICHNEA v 2 —T = A AR STV 5 DHCP — 03B 0 £, 7 FL R F—
NERELZD, ThEHIBRLIZV T2 ENTEET, MONEA v X —7 =14 ZA &R L
AT, ENHDA 2 —T oA A EIZDHCP Y — &2ty b7 v 7T 50N — KT
T, [H %27V w7 LTENERA v Z—T oA ADP—RET KL AT — L&KL £9,

[#5% (Configuration) | ¥ 7 C2Z 74 7 > MIfEtS L5 WINS B L O'DNS D U R |k Zf4H%E
THZLELTEET, ROFITIE, 7 LR F—/10 192.168.4.50 ~ 192.168.4.240 T inside2
A H =T x2A A LD DHCP Yy —"ZRET L HEZ R L TWET,

5:DHCPH—/\

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240
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Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |
. Firepower Device Manager T 7 /31 R &{ET A%

ATV TE [T/34 A (Device) | #RINLTHH, b—7 17 (Routing) | 7 /L—7 T [REDFER
(View Configuration) ] (E72I1L[FAID AKX T 1 v 7 — b ZVERK (Create First Static Route) ])
Vw7 L, T4 I— NEERLET,

T 7 A b — NMEIEE . SNBA v H—T 2 A RALSINIFET DT v A MY — A E ISP
N—HERLTHET, T 74/ D IPv4 L— MIEED ipvd (0.0.0.00) . 57 4/ bD
IPv6 /L — MIEED ipve (::0/0) T, AT DI A= g Tl — MafEliLE7,
A H—T 2 ADT KL ADORHZ DHCP 2+ 5854, LERT 74V L—
ETTICH>TWAZ R 7,

G ZOXR—VTERLIEAN—NI, T—F AL F—T 2 A ZAHOHTT, EEA X —
Ta A ATITEBLEYA, [T/AM R (Device) | > [V RATFLEE (System
Settings) | >[EE A ¥ —7 4 X (Management Interface) | CEHZ — k7 = A
ERELET,

ROFNZ, IPvd DT 7V b b—baermLET, ZOFITIE, isp7— b7 = AIXISP 7 — b
TxADIPT RVAEHRINTDFy NT—2 A7V 2 b TF (7 KL AL ISP 25 BG4
HUENRHY ) . [F— b =A (Gateway) | D FEED [HT LW %y b U —7 Z{EKT 5

(Create New Network) | Ke v 7# o URA N7 Vw7 LTCIOFT V=7 bEERT D
ZENTEET,

K6:T7AILEMIL—F

Add Static Route

Protocol

@® 1Pva O pve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
rﬁ_] any-ipwd
ATy T6 [HKV— (Policies) | #BINL TRy NTV—27DEF2 VT 4 R —2MRLET,

FRAA Y NT v U4 —RiZ, N — e/ — DO NS 747 Tu—%
BINZLET, Fo, A X —T =2 ZAEFEHTIHAIC, B4 0¥ —T A AZKT5
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| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &
Firepower Device Manager T7/\1 R 2/ ET 5% .

AL B =T 24 ANAT AN LET, LA v H—T = AR LTEHETH, NE
V= F TV MBIMTAEAIRFNSICT 7 AL — VR BB S ET,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY — o NE Y —r~D T 7 4 >
7 7a—%FAT 57 7 AL — L RNMETT, otvX2 Y T4 = EBINT A5
X, #0602 EDNT T 4 v 7 BHFATHL—IVNMETT, ZIOITRIKROEEIC
AL/ i

SHIC, MEAKLEL T OMRZHELDIC, ZOMORY —2BE LT, BIY—E2D
e, NATBL U7 7 B2 L= 2 TE 4, RORY —2BETEET,

« [SSL#E % (SSLDecryption) ]: BA, ~/A 7 =772 EIZOWTH S S - #k: (HTTPS
BE) ERETLIHAE. EAE LT OUNERS Y T, EOBRAE ST 20N
HOMEHWTT DIIESSLE SR Y =2 A LET, AT A%, AR A B
L ET,

[TAT T 47 4 (dentity) ]: fHxDx2—WFIZRy NU—2 T 77 4 ©F 1 ZBE T
L, FREa—VERIZ2—T TN —T DAL NR—y SISy NT—T T
T AZHIET HEEIE, BEDY —A P 7 R L AZEEMN T STV D 2 —H & HEd
DIeDIZTAT T 4T 4 R —&FEHLET,

c[BEX=2VT 447U Y= A (Security Intelligence) |: 77 v 7 U A MEERF D IP

7 RUVAEIZURL O E2 7272 e v 79512, X270 40T Vx>
AR —EEHLET, BBRORERY A &7 77 X MIBETIUL, 727 EX
aryhe— LRI —TENLEEBETHLENRL 2D T, CiscoTlE, EX=VU7 ¢
ATV ADT T w7 VA NPIICESTIND L O, BEROARERT KL AR
URLDEMEH 7 — Rt L TWET, 74— F2EHTHE, 77927 VX MDA
HZBMEZITHIBRT 27201CR ) o—2RETLILERNH Y FHA,

«[NAT] (Cry hU—2 7 RLRZHW) - NEIPT RL AL ON—T T AREIRT R
L ACERT D72 DICNAT R Y —a AL £,

o [7 7 2 Al (AccessControl) ]: F* NU—727 LTI T HHOIREIZT 7 A a3
fa—n R o—2FHLET, ¥¥2VT 4 V=2 IPT FLA, 7r haj, K—
M 77V —var, URL, 22—V FEFa—F 7N —AlL o TT7 4 MV F B TE E
T, o, 77 BAHIEA—NVEHEH L TRARSTZ 740 (w0 =7) AU —%iEH
LEd, ZORY —%@HLTCURL 74 VF U 7 HFEELET,

« {2 A (ntrusion) ]: BARY > —%2HEHL T, BEMOEREHRELET, 77 &Rl
N—VEMER L TRARY —%2@HA LETHR, BARY O —%2kHEL TRHEDRAL—
N EBIRIICE D I3 Ec cE £,

WOEITIE, 77 BAHERY > —THRE —2 & DMZ V' —rDORID T 7 4 v 7 2 FFA[1

HHEERLET, ZOHFITIE, [BEHROK% T (AtEnd of Connection) ] 2SEINI N TV 5
Ay [mF¥ 7 (Logging) | ZFRWTHOWTINO X 7 THA T v a NIRESNERE A,
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Firepower Device Manager % {3 il L 7= Firepower Threat Defense Virtual D& |

. Firepower Device Manager T 7 /31 R &{ET A%

®7: 79X avra—)LKRY—

Add Access Rule

Order Title Action
2 o~ Insicie_DMZ B alow
Source/Destination Applications URLs Users Intrusion Pelicy File policy Logging
SOURCE DESTINATION
Zones : Metworks + Ports + Zones + Networks + Ports{Protocols
a inside_zone E dmz=zone

RT9TT [T314 A (Device) | ZFINLTh 5, [EH (Updates) ] 7 /L—7 T [HEDER (View
Configuration) 1227 U v 27 L, VAT AT —HR—ADHEHFAr Va—VERELET,

BARY —Z2HH L TWHEEIT, L—/LE VDB OF — X X— 2 2 E MR B 2 3%E L
EFT, EX2 VT4 EHRT7 4 — FEEHT L2581, TNUOOEHAT V2 — L E2FHELE
T, —EEREL L TEX 2 ) T4 R Y = CTHEMIEFREZEN T 285813, 07T —4_—
ADTEFAr P 2 — NV ERELET,

ATy T8 A=a—0O[HA (Deploy) |HRZ %7V v7 L, [5FT<HEATS (Deploy Now) | HR%Z

¥
(@) 27V w7 LT, BENEEZT A ZTEMLET,
BRI, TNOEREHTLIETT A ATHENIRY £H A,

RDZARY

Firepower Device Manager (Z & % Firepower Threat Defense {48 OFEEOFEMIIC OV TIE, [ [Cisco
Firepower Threat Defense Configuration Guide for Firepower Device Manager] | ¥ 721% Firepower
Device Manager DA > 7 A L~ T BT &N,
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B,
=% =R

VMware M /\ 7 4 —< > X% : Firepower
Threat Defense Virtual DX 7549 57«
A

Firepower Threat Defense (AR (@ MERED T 77 A 7 U A TET N, il 7efE R 215512131
IN=SA P OFEN IR DGE R H Y £7,

Z OETIX, VMware vSphere Bg5% C Firepower Threat Defense {848 D@ D/ 7 +—< A%
BOIODNA T T 7T 4 A LHIEFHIZOWTHHA L £,

\}

CE) HEDONRT7F—~ o 2%B5I1201%, ESXi6.0.0.0 LKA HER L £4,

eSR-IIOVA LV HZ—T A AZADTatEya=r7 (61 <—)

SRIOVA A —TzA RO TAEY 3=y

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —T 47 VAT A
ZFERITLTWAEBDO VM, RA S —SNOBE—D PCle X N —2 T X7 X 4T
X5 L9172V EF, SRIOV TlE, VM B3Ry NI —2 TH X L O CHEET — % 2 B#)
TE, NANR—NRA P ENRLNRNRFTHIET, Xy NT—TDAL—T"y BRI LY —3D
CPU AMMAME T LE 9, xITD x86 — 3 7t v H(2i%, SR-IOV ICHLERF A L7 K A
TV DHRERZ DMOBIEE R FHITT D Intel VI-d 77 ) o—7p & F v 7y hOHLEE
REREH I TWET,

SR-IOV A TIL, IRD2ODTNRA A XA TINERINTVET,

o WERESEE (PF) : HAMICAZ T 4 v 7 NIC T, PFiZ. SR-IOVHHESR & Te55472 PCle
T ATY, PFIE, BHEDPCle 7 /31 A& LTI, B, RESNET, H—PF
%, —EORAEEE (VF) OFHBIORELRETEET,

e Virtual Function (VF) : # A F I v 27 yWNICIZEITWET, VFIZ, T—FBENI M E 2 i
BIRD Y Y — R Z 442 | 22 E TR EOHMEPCle 734 2 TF, VFIZEHEMIZIT
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VMware /37 —< > 5% : Firepower Threat Defense Virtual DX F 75497 4 2 |

B srioviis—czqzroRzETSHF4R

FHINT, PFENLTEGERBIOEHEINET, 1 2L EDVFE2 150D VM IZEID 4
THZENTEET,

VF %, b &AL —7 4 7 v A7 L 7 L— AT — 27 ND Firepower Threat Defense
Virtual {RAE~ 3 T H K 10 Gbps DFEEi - fRIIETE £3, Z D& 23 TlX, VMware B
T VF Z2&ET D2HETONTHIAL ET,

SR-IOVA A — T A ADARRAMTSHTF 4 R

SR-IOVA B —T A RIZEATBHA KS14 >

VMware vSphere 5.1 LARED U U — A%, FFEDRE DS T LASRIOV AR — F LEH A,
vSphere D —HOMEREIL., SR-IOV BHENZ/2> TS EHEEL XA,

Firepower Threat Defense {48 & SR-IOV (ZB8T 5 v A7 AEARITM 2T, VMware & SR-IOV

B3 28, ¥ AR— F STV ANIC, HWREO R, BXOT v 77 L— RE{EOFEMIC
DN TIL, VMware ¥ == 7 /LIN® [Supported Configurations for Using SR-IOV] THERT 25 &%
ERdH Y ET,

Ok a T, VMware VAT A EDSRIOV A X —T 2 ADTaya =72
BT 28ESE bty N7y 7 FIREREFIHATRLET, Z0k7 v a VNOERIE

VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C /Y — X #—,3_ 5 I (N Intel Ethernet
Server Adapter X520 - DA2 Z i L724FED 7 REIRND T A AN BAER S L2 H DO TT,

SR-IOV 1 52 —T = A RIZEH9 HHIREIRE

Firepower Threat Defense {18 & L#)9" % &, ESXi CEARINDNEF L IZHONEF T, SR-IOV
A E =T oA AVKRRENDIGERHVET, ZHICKY, A F—T oA ARETT —B
FAEL, BED FIDV A~ > o ~DF v b U= 745080 2560800 £,

ek

FTDv TSR-IOV %> U —0 A X2 —T =4 ADREEFRBT HHIZ, A VX —T A AD
TV ERMERTAZIENEETY, ZHICLY, Xy bhU— 7/1)/5 Tz ADHKRTE
N, VMAARDELVEMACT RLAA V2 —T = A ZZHEHAINET,

FTDv ’EE L7=H, MACT RLREA U H—T 2 ADV v B TR TEET, show
interface 2~ > REHHAL T, {2 F—T =2 ADMACT KL ARE, A H—T = AD
FETE R AR LE T, A X =T oA AED Y THRIE LW & 2R T 521X, showkerne
ifconfig 2~ > ROFER E MAC 7 KL A& L £,

ESXi R X ~ BIOS D &R

1R HHEIIZ

VMware |2 SR-IOV A > % —7 = A A% 27~ FTDv 8 A4 5121k, FEfkE YR — LT
T DMENH Y £, VMware TliX, SR-IOV V7 R— MZET 4T 4 0D
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ATvT1

ATy T2
ATvT3

esxi 2 + BI0S 0#E |

['Compatibility Guide] 7217 T7e< | (AL B R TR 21T 5 4 0 v — RA[REZ: [CPU
Identification Utility] & & T, (ALY AR — b OEFEHEGE TR A L T E T,

72, BSXih A Mcua A4 o475 212k - T, BIOSH TIRAB(L DN BN /2> TWABE N EH
MEHWTHZ EHTEET,

FIE

KONTNPOTFIEZFEA LT, ESXi v=vicua 7 A4 LET,
e TRA NADEET 7 EANH AL, AREZH LT, v ooy vy —L1oua s
A R=ThHEET,
e IR A MIUE— FTER L TWDEAIE. SSH £ Y B — k oY — L2 ff
HALT, "X M EOEYy Y a v 2BBLET,

HRA ML CRMSNAZ—F L L 2R T—FREAHLET,

WhDa<y ReEEITLET,

1 -

esxcfg-info|grep "\----\HV Support"

HV Support =~ > RO )X, HEHATEEZRANA R—= A PR — DX A T ZRLUET, FHE
DB HEOMHAZLLTIZRLET,

0: VI/AMD-V X, Y R—FRZDON— Ry =7 TIHMEHATERNWZ L E2RLET,

1: VI/AMD-V %, VT 721X AMD-VEZHTEETN, ZON—Ku =27 TR —rEN
RN EERLET,

2 : VI/AMD-V X, VT £721Z AMD-V Z il T& £9 2, BIE. BIOS NTHNZ/ > TV
WZ EERLET,

3 : VI/AMD-V %, VT £721Z AMD-V 28 BIOS N THINZ > TRBY ., HHTELZ L E2RL
F7,

51

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTr L. .ttt ettt ittt eeeeeeenannns 3

ED 313, ALY R—F S TEY, AINZR->T0H I Ea2RLET,

RDERY
e RA NYHLT &7 & T SR-IOV Z#ENC LET,
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VMware /37 —< > 5% : Firepower Threat Defense Virtual DX F 75497 4 2 |

B == rpE7 575 Lco SRV oA

RA NPT TR ETO SRIOVDEZE

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATvT6
ATy T17

A~ > v B AR AR RE |\ Z 85458 9~ D AiLZ . vSphere Web Client Z{# L T, SR-IOV ZA%hZ L
KA N EORBERED S 2% E L £,

1R BHHIIZ

¢SR-IOV BEffixy NU—27 A B —Tx A4 A H—F (NIC) ALV A F—LEINTWNEZ
CEMRELET, [VATLAEE @G—) | 2BRLTIEIN,

FIE

vSphere Web Client T, SR-IOV Z G ZNZF 2 ESXi AR A MIBE L £,

[Manage] % 7 C, [Networking] %2 Y =7 L. [Physical adapters] &3 L £,

SR-IOV 70/ T ¢ Zi&ET 5 Z LIk ML #7253 SRIOV 2 AR—F LT o0 E
IIMERERTEET,

WELT X7 & 28R L, [Edit adapter settings] 227 U v 7 LE7,

SR-IOV O FC, [Status] KB > 77X A== —7>5 [Enabled] 28R L 7,

[Number of virtual functions] 7 % A N 7R v 7 A2, T X T XK ET DIRAEEEDO S A AT L &
D

GE) A EZ—TxARZABTEV 22U O VEEZERALGWZ E2BED LET, WA~
B —T oA A ONBERE AT I L, XT3 =~ ANMK T TS AEENH
D E7,

[OK] %27 U w7 LET,
ESXi AR A R &FEEI L £,

WL 72 T b)) CREEINTZNIC A— N TIREEENR T 7 7 4 712720 9, Zhb
1L, ARA R [Settings] & 7 D [PCI Devices] U A MIFREINFET,

RDERY
« SR-IOV H§HE & R T & BT 5 72 OFENE vSwitch Z1ERL L £ 97,

vSphere X 1 v FDIERK

SR-IOV A ' #—7 = A4 AZEHT 572D vSphere A A v FZ{ERK L £7,
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| vMware @/$7+—< > X54% : Firepower Threat Defense Virtual DR kTS5 49 7 4 R

ATy
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 17
ATvTS8

vSphere X 1 v F DR .

FIE

vSphere Web Client T, ESXi AR A MIBE L £,

[Manage] C., [Networking] % &R L T/ 5, [Virtual switches] Z 3R L £ 97,

IR (+) LT EORBOMEKT A 2 Toh 5 [Addhostnetworking] 7 A 2% 7 U w7 L

£7

[FEAER A~ F AR~ >R — k7 )V—7 (Virtual Machine Port Group for a Standard Switch) ]

Bt & A TR LT, [k~ (Next) 1227 U v 7 LET,

[New standard switch] Z 3R LT, [Next] %7 U v 27 LE7,

MRy NU—2 TETZEH LUWEER A v FITBEMLET,

a) FEOUTOENETHTHXDOFT, MEOTTA (+) BE7 Vv 7 LTT X7 X E2B
LET,

b) VARNLSRIOVIZHIET D FRy T —7 A U H—T oA AE@IRLET, 72L& 2L,
Intel(R) 82599 10 Gigabit Dual Port Network Connection % B4R L &7,

c) [Failover order group] K& v 74 7 A == —"T, [Active adapters] 2> HEIR L F 7,

d) [OK] %27V v LET,

SR-IOV vSwitch @ [Network label] # AJ LT, [Next] #2 V v 27 LE7,

[Ready to complete] ~~— CER AR L CT22 6, [Finish| 227 U v 7 LE T,
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VMware /37 —< > 5% : Firepower Threat Defense Virtual DX F 75497 4 2 |
B me<coommttLAL0o7y FoL—k

8:SRIOVA 23 —T A4 ANT 2 v F Ihi=# L > vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs

| vitalswiches [N PPN

Vilerme adaplers

£l . e
Piwsical adaplers £ vawstcho
TCPAP configuration £ vowilcm
Aubranced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = = vymnic0 10000 Full i ]l

* Virtual Machines (1)

RDERY
AR~ DR L LB R L E T,

RETSVDORBELRILOTY TTL—FK

HHEPE L~V RA b~ U CHEATRERWEE N— R D = TSRS DA~ & > G F AT
BRI N— R =27 Z2RELET, FIDVVMIZ, N— KT =7 L% 10 L RIZT 505
N ET, ZIUZED, SRIOV D/XA A L—REREN FTDV ICAB SN E T, ZOFIATIE,
FTDv Z R TR O R — F IR TWDHREN— R =7 =T g 27 v 77 L— KL
£7,

B~ D= R =T 3= 3 & BHEIZOWTIL, vSphere (i~ VB~ =a7
NaEZRLTIEIN,

~
G

FIE

AT w71 vSphere Web Client 7> 5 vCenter Server (21 7' A > L £,
ATy T2 BT L FIDv M~ v A RE L ET,
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| vMware @/$7+—< > X54% : Firepower Threat Defense Virtual DR kTS5 49 7 4 R

ATvT3
ATy T4

ATy TH
ATv7T6
ATy FT17

Firepower Threat Defense Virtual ~@ SR-10V NIC DE| Y & T .

a) T—HBLH— THAK, ITRE VI —AT b FEIARA FEBIRLT, [
47 Y= K~ (Related Objects) | ¥ 7% 27 U7 LET,

b) [fA~ > (Virtual Machines) 1 %2V v 27 LT, U X b FIDv AR~ o @R L
w8

BIRLI B~ v OBREA7IZLET,

FIDvA2 A7 Vv 7 LT, [P 3> (Actions) |>[FXTHDvCenter 79 23 > (AllvCenter

Actions) ] >[E#tE (Compatibility) 1>[VM7 v 745 L— FOE#M (Upgrade VM

Compatibility) | &R L E7,

3w (Yes) 122Uy 27 LT, Ty 7 L —REMRLET,

B~ o o O BT [ESXi 5.5LAF% (ESXi5.5and later) |47 a V& RINLE4,
(A7vay) [BHEOTARNOSDY ¥ v N DT ARIZOHRT v 77 L— K (Onlyupgrade after

normal guest OS shutdown) | Zi#N L F 5,

BIRSNTAUR~ > oy, BIRE - [A#YE (Compatibility) | EREDKHIST H/N— R =7

W= g T v 77— Rai, R~ O E (Summary) ¥ 7 THLWN—RD =

ToNR=Va UREFINET,

RDERY
« SR-IOV /XA A )b— %y MU —2 THEFH %A LT FIDv & {RIBEERE 2 BEEfT i £ 9,

Firepower Threat Defense Virtual ~@ SR-I0V NIC D ZI L) 15T

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

FTDv A8~ o > E B NIC 237 — ¥ 2 R #Har[HE 72 Z & 2L 5 2i%, FTDv % SR-IOV /X
AAN— oy NT—7 THEFHZE LTI DL EOREKRRICEEMN T AN ERNH Y £5, K
DO FIETIX, vSphere Web Client % {# ] L T, SR-IOV NIC % FTDv (A~ > L 2EI W 4 T5 )
HEIZOWTHBILET,

FIE

vSphere Web Client 7> % vCenter Server (22 27 A » L £,

WG 2% FIDv R~ v 2 RE LET,

a) T—HRUH— TANE TTAE VYRS =) FFFEA NEERR LT, [
477 K~ (Related Objects) | # 7 %27 V27 LET,

b) [fE~ > (Virtual Machines) [ %27 U >~ 27 LT, U A D5 FTDv AR~ > 2N L
£

A~ 2> D [Manage] ¥ 7 C., [Settings] > [VM Hardware] #ER L £,

[Edit] #7 VU v 7 L. [Virtual Hardware] % 7 % 38R L £,

[New device] Ku v 7F#7 A==2—"T, [Network] ZiZIN LT, [Add| 27 Vv 7 LET,
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VMware /X7 +—< > X 5f % : Firepower Threat Defense Virtual DX b 59 F 4 R |
. Firepower Threat Defense Virtual ~@ SR-10V NIC DE|Y & T

[New Network] 1 > Z—7 = A ANREKRIINET,

AT T6 [NewNetwork] £7 > a2 »&JEB LT, i AHEZR SRIOV A7 v a V2 &IRLET,

AT w771 [Adapter Type] K12 v 7 & 7 A ==2—"7T, [SR-IOV passthrough] %% L £ 7,

AT 78 [Physical function] K2 v 77X T XA =a—"T, NRAAVL—FB~I > THETHIZHIGETHW
BT X7 HEERLET,

ATFY T M~ DEREA T LET,

A~ v OBFR AL NCT D L. ESXi R A BT 2 7 Z B 22T DRABHERE 4 3
RLT, FNESRIOVARAAN—T XTI~y LET, "R BB~ T H T X E
L 2 DIRABERE DT R T O T u T ¢ BHER L E T,
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