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2. 9 —E A Fx— 28I} 5 Radware vDP D A & R E

Radware @ APSolute Vision Manager 13 X O A/L—7"» b T A & ABEHOFEMIZ OV T, Radware ® Web 1
(htttps://portals.radware.com/Customer/Home/DownIoads/Management Monitoring/?Product=APSolute-Vision) %
ZRLTLEIWN, ZOR—X )T 72 AT %I2i%. Radware |28 8T 25 Z & BANLTETT,

B A WY — R o B

Firepower ¥ = U5 4 775 A 7 > AIZ Radware vDP Z BT 5 RMIZ. > v —3 =% — % 2 NTP 4 — & ff
T3 L5 Etc/UTC # A A V' — U THREINTND I L 2R Téﬁ%#?@@i@”
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1. Firepower Chassis Manager T [T v k7 # — A D% € (Platform Settings)] Z#IR L. [T v 7+ —2 D
& (Platform Settings) ] ~*— T [NTP] fEif & BH & £,

. [# A4 LY —2(Time Zone)] Fr v 77X w2 U A KT [etc/UTC] &R L E 9,
. [FZIIR D% € (Set Time Source)] T, [NTPH— D1 ] (Use NTP Server)] 3R L £,

. [NTP%— X (NTP Server)] 7 4 —/V RIZ EHT A NTP =D IP 7 FLAFEHRA M E AT LET,
5. [Savel %7 U v 7 LET,

A W N

Firepower > ¥ — 3 CD H it & REZ DX EIC DWW T OFEMIL. [Cisco FXOS CLI =27 ¢ F= L—2> 3 2> U1 P[5
8] £7-13[ Cisco FXOS Firepower Chassis Manager =7 v ¥ = L —: 5 > 2 FI[¥EEE] T T H AT & B 0% E )
DM w7 ESHLTL7ZZ 0 (http://www.cisco.com/go/firepower9300-config) ,

APSolute Vision Manager ®/3—0 g - Bif:

Radware APSolute Vision |% ., vDP O E 8RR E# (o ¥ —7 = A4 A7 ,vDP & Firepower Threat Defense #—t" %

F = — DAL - TR S BT TOMREE APSolute Vision Manager TV 74— 4 % (2%, APSolute Vision
D/RX— 73 2 R3.40 UL ERHETH,

() Radware DefensePro ™ HTTPS & #|Z (%, APSolute Vision Manager 7329, APSolute Vision Manager 73
L ¢ Radware DefensePro # 17— /L CEBT 5I21%.FXOS CLI 2T 2 L ERH Y £,

Il

2. —E A F=— 2815 Radware vDP DiE A & 5% E

EQULYLY:ifhd
B GREET A RICHAT 2R 2 ) T E VS T TICREET S ABRE SR TV SHA R, TR

TN ZAEHIBRL T EaW(IGRET A ADHIER 25 H),
B Cisco.com /25 vDP A A —Y % & 7 m— KL ([Cisco.com MHDA A—VDHE 7 va— K| Z5R) RICED

AA—=VHEFXOS vy —NcF v ra— RLET(TFX0S &% — 3 ~DMBETF NS, ZADY T "I =T 4 A—TD
HFyoa— Kl E5M),

BHA LA =T 2 A ABIOT —H A X —T = ADFHKE
A — 34 T, Firepower Threat Defense iR#l T /N4 AL L VDP 7 2 L— & OE A EIC
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2. =t A F=—\IBIT5H Radware vDP M3E A L R7E
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1.
2.

Firepower Chassis Manager C.[Interfaces] Z&IR L TA v ZX—T = A A X—=VUEHZET,
EtherChannel ZiEIT 2 ZiZ KO FIEE FEIT L E T,
a. [Add Port Channell #7 U v 7 L%,

b. [Port Channel ID] 2.1 ~ 47 Dfiz A1 L £,
c. [Enable] iZA v D EFIZLET,

d. [Type] T.[Management] % 7z1/% [Data] &R L £ 3, FiGBl T A AT EEHA VX —T oA A% 1 D7
TFEHDHZENTE E T, [Cluster] ITBIRLARAWTL EE,

e. MWBIIGLT AV N— A Z =T = AZBMLET,
f. [OKIZ27 VU vZ7 LET,

A =T o A ADYE

a. {4 —T7xAA4TTIEdIt] 7A 2% 27 U7 LT [EditInterface] ¥4 7 v/ Ry 7 2%B& 9,
b. [Enable] #4112 L £,

c. [Type] T.[Management] 7=/ [Data] %7 V v 7 LET KT N AT EHA v X —T =21 A% 1
OETEDDH ENTEET,

d. [OK]%Z27 VU v 27 LET,

Radware DefensePro +—E X F = — %z 7= A% > K7 1 @ Firepower Threat
Defense fmElT /314 A DEA

Radware DefensePro f #—% A A h—/L L C Firepower Threat Defense ® %2 % > K7 1 ViHHLT /XA A DR
WCH—DY—E R Fo—rZRET DX IROFIEITENET,

(%) Firepower 4110 £ 721X 4120 5 /31 A T Firepower Threat Defense |Z Radware DefensePro % -f > A2 h—/L3 %
B BRI T NA AL LCT ab— 2 BB AT LM E RS ) £, 7 3 AT TITGRBELT A ANRE Sk
T Tab—H&EA LA M—)T5Z LITTEEHAEMIZ OV TIE, [Cisco FXOS Firepower Chassis Manager =1 >
T4 FXalb—ar HA RIDIT2% 2 K7 a2 o Threat Defense #FET /S ADIEK ] 2B L T E &,

1.

A HZ v R7 v d Threat Defense BT /31 2 % ERL L £ 3 ([Cisco FXOS Firepower Manager =17 % =
L—Yay HA RIOTZ %2 R7 1o Threat Defense fiBLT /31 ADERK | & 5 ).,

.FXOSCLI T . &%= V7 4 =R T— FELBMLET,

scope ssa

. Firepower Threat Defense 731 > A h— L &N TWAHD LR LA w2 v NI Radware vDP A A —T %A A h—

L LET,

scope slot id
create app-instance vdp

REZAIY FLET,

commit-buffer

L. EXF 2T EVa— LD VDP OREE T g SRR LET,

show app-instance

(T a ) YR P ENTWLRAARER Y V=R T a7 s A N EFIRLET,

Firepower /ssa/app # show app-resource-profile
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10.

11.

2. —bE 2 F=— BT 5 Radware vDP DE A L #%7E

13 -

Firepower /ssa/app # show app-resource-profile
a7 RAM YA AMB)DT 74Nk TaTZrA D77y A htXa VT4 ETNES

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRO9K-SM-56, FPR9K-SM-44, FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24

6 24576 yes

VDP-10-CORES FPRO9K-SM-56, FPR9K-SM-44, FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24

(T a )EIOFEOERARER T T s AND 1 OFEFHALTC VY —X a7 7 A VERELET,

a. fifHEZm Yy F1ITLET:

Firepower /ssa*# scope slot 1

b. DefensePro 77U r—a v A VAZ U A B AN LET,
Firepower /ssa/slot* # enter app-instance vdp
c. TFUr—vary A VAR U AERMMILET,
Firepower /ssa/slot/app-instance* # enable
d. VY—=—Z2 a7 7 A VERELET,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile name
e. FEX=2I v PLET,

Firepower /ssa/slot/app-instance* # commit-buffer

LVDP 7 U —a UINFE T A REBIC R o TR GRET AS AT VA LE T,

Firepower /ssa # scope logical-device device name

. Firepower Threat Defense il 7 /A A& AN LET,

scope ssa
scope logical-device 1ld_ ftd

VDP [ZEBEA v 7 =T = A ZZFID B TES R T A ZADOLD LR UWHA v F—T = A ZA&fEHT 52 &
b oA E =T 2 AT H LB TEET,

Firepower /ssa/logical-device # enter external-port-link name interface id vdp
Firepower /ssa/logical-device/external-port-link* # exit

VvDP DA E M EZRE L ET,
a. 7= AT F TV FEEHRLET,

create mgmt-bootstrap wvdp

b. B IPT RLRAEZRELET,

create ipv4 slot id default

c. /= brUx=A T RLAZRELET,

set gateway gateway address

d PT7T FLRLE=RTEHRELET,

set ip ip address mask network mask
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12.

13.

14.

15.

16. &%

17.

2. —E A Fx— BT %5 Radware vDP DA L 3% iE

e. BHIPRERI—TEHKTLET,

exit

f. BHT— MRy TREA AT KT LET,
exit
SNHAR— N U7 BER L ET,
create external-port-link mgmt vdp interface id vdp
SR — R OFIPHZHEE L £ T,
scope extermal-port-link port
LT S AN — RR—=F DT TV r—va v EBMLET,
set decorator vdp
exit
exit

P—RR—F DT IV r—a A B —T A ATBEEINTNAENE S E iR L ET,

show logical-device

ExMEELET,

commit-buffer

DefensePro 7 7’V 77— a VDR AU— RERELE T, /AT = RERETHETII. T 7V r—ra s
UIA TR LERNT EITHEE LT EE W, FEIZ OV T, cisco.com 2 E STV HRadware
DefensePro DDoS Mitigation User GuideJZ &/ L TL 72 &\,

Radware DefensePro #—tE X F = — > % 2. 7= Firepower Threat Defense 77 7 A ¥

DEFEN

Radware DefensePro 4 A —% 1 > A h—/L LT Firepower Threat Defense v — N7 7 A X DEHIZY—E X
F = — U EHRETDHITIT ROFIRIHENE T,

) H—tAFz—iF vr—YHNITAF a7 4 Fal— g TIEPR—FENTWERA L,
Radware DefensePro(vDP) 7 7V 7 — g N3 v —Y NI FRAZ S FVFDARAEZ L R7ay avy 7 4 ¥ ab—
vaZEATEET,

1.

Firepower Threat Defense 77 7 A # % % E L £ 3 ([Cisco FXOS Firepower Chassis Manager =7 ¢ ¥ = L —
2 a v HA RIoTFirepower Threat Defense 7 5 2 % DRE | & 5 MR).,

L HNER (2 5 A4 7 > MMAD AR— b % Radware DefensePro TF =L — k L%,

enter external-port-link name interface name ftd
set decorator wvdp

set description ''''!

exit

. Firepower Threat Defense O MEFEHLR— F 250 4 TET,

enter external-port-link mgmt ftd interface name ftd
set decorator '''!'

set description '''"!

exit

. DefensePro OANREEAR— M &2EID B TE T,

enter external-port-link mgmt vdp interface name ftd
set decorator ''''!

set description '''"!

exit
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2. P—E A Fx=— 285 Radware vDP DA & 5% iE

5. (A7 a )R —=bFSNTOLRHAERY Y =R Ta 77 A VeFRLET,

Firepower /ssa/app # show app-resource-profile

1] -

Firepower /ssa/app # show app-resource-profile
a7 RaM A AMB)DT 74N TaTrANDTR Ty ANEEX2 T4 ETNES

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRY9K-SM-56, FPR9K-SM-44, FPRO9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24

6 24576 vyes

VDP-10-CORES FPRO9K-SM-56, FPRY9K-SM-44, FPRY9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24

6. (A7 aHiOTFIEOEHAGEER TR 77 AALD 1 OEFHALTC UV Y—RA 7a 77 A AVERELET,
a. A Aoy M 1IZLFET:

Firepower /ssa*# scope slot 1

b. DefensePro 7 7V r—>a v AV AXZ UV ABATILET,

Firepower /ssa/slot* # enter app-instance vdp

c. 77V r—a vy AV AR AEFENMTLET,

Firepower /ssa/slot/app-instance* # enable

d VY—RA 7774 VEHRELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile name

e. REX=2Iv FLET,
Firepower /ssa/slot/app-instance* # commit-buffer

7. 77 AL R—F FYRVERELET,

enter external-port-link port-channel48 Port-channel48 ftd
set decorator ''''!

set description ''''!

exit

8. DefensePro ® 3 D2DFT X TCOA VAZ LV ADEHT — AT v T HRELET,

enter mgmt-bootstrap vdp

enter ipv4 slot_id default

set gateway gateway address

set ip ip address mask network mask
exit

RICHZ 7R LET,

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
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2. —E A Fx— BT %5 Radware vDP DA L 3% iE

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0

exit
9. BT — MR v IREAT—T KT LET,
exit

10. vAX — T L—RTCEFHIPZREL.Z TAX ) T EAHILET,
device clustering management-channel ip
device clustering master set management-channel ip
device clustering state set enable

M. FEEX=2Iy FLET,
commit-buffer

12. DefensePro 77U 7 —3 a v D/RAT— RERELE T, NAV—=RE2RETHETIE. T 7V r—ra vid4
VIA NI BN EITHERE L TL EE W, BN oW T, cisco.com ([ZFE STV BRadware
DefensePro DDoS Mitigation User GuideJZ# &R L T< 72 &0,

13. Z @illlﬁ%%T L7- 5. DefensePro 4 V AX U ANYT FAXIIREINTNDINE ) NEHERT HLERDY F
3, 2T &AT 9 1ZiL . DefensePro A A % L ADEMATRE L TT 7Y r—3 a o ORMEE £ L DefensePro
AVABADENN T TA )T ENRNEI X U DPEHERLET,
scope ssa
scope slot number
scope app-instance vdp
show app-attri
DefensePro 7 7'V r—ya VIRA LU T A L TH Y TAZALIIL TV RN AL CLHICIRD L H IZFRRINET,

TV r—va ot
TV —va rOREOX— 7 T A —)L
i : AR
Z @ Tunknown [fEN R R ENT25EILVDP 7 5 A 2 ZERk3 % 7= 12 DefensePro 7 7'V r—L a & AL
T~ AZ—IPT RLA%EE E?‘éﬁ%ﬂ nET,
DefensePro 7 7V r—> a v idAd v T4 T ZAXLEIN TV DHEEIT. CLICKRD X D IZFRREINET,
TV r—va rOEME:
TV =y a ORMEOX— 7 T XX —)L
fli: 74~V /8ho &Y
FERIRFIRDOH

scope ssa
enter logical-device 1d ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipve gateway 2010::2
set ipvée pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 ftd
set decorator wvdp
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exit
commi
scope
sc

sc

3. vDP Web #—E 2D A1t

set description ""
exit
enter external-port-link Ethernetl-3 ftd Ethernetl/3 ftd
set decorator ""
set description ""
exit
enter external-port-link mgmt ftd Ethernetl/1 ftd
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 ftd
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit

t-buffer
ssa
ope slot 1
ope app-instance vdp

show app-attri

3. vDP Web #—tE 2 DAL

APSolute Visi

on T FXOS v — Y HNICHELE & 415 Virtual DefensePro 77U 7r—< g U &4 5 7- 912 .vDP

Web A 5 —7 2 A A HNZT DMERH D T,

FIE

1. FXOS CLI 226 WDP 7 7 U r—va v A VA X o AR L £,

connect
connect

module slot console
vdp

2. DefensePro 77V r—va vy A VAR AR T A T DIV FEDO—TF A/ L RAT— K

(radware

3. vDP Web

/radware) Z i L 9,
F—vREHEHLET,

manage secure-web status set enable

4. vDP 77
Ctrl ]

Vhr—yardayy—nLw28TLTFEFXOS £¥=2—/L CLICEY £9°,
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4. UDP/TCP R— b DA —T

4. UDP/TCP " — ~FD A —T7"

Radware APSolute Vision Manager f > % —7 = A A%, & X F£72 UDP/TCP K— r & fEH L T Radware vDP ©7
TV hr—varE@ELET.VDP 0T 7V r— 3 2 )% APSolute Vision Manager L i@{E T 57012, 26D
R=INT I BRAETHY 77 AT U= ML >T TRy 7 SN[V EEZFHERLET A — 7/?“%)4%&0)
B— b OEMIZ OV T, [APSolute Vision =-—% H A RIDRDEESBL T EEW,

B Ports for APSolute Vision Server-WBM Communication and Operating System

B Communication Ports for APSolute Vision Server with Radware Devices

5. &WM’E%

4T FXOS. Firepower 4100, 3 £ OX Firepower 9300 O~ == 7 /LD U > 7 {Z2\ %, Cisco FXOS v = =
TADFEF =2 g E2HBRBLTLLEEN,

B 3 ToO Firepower Threat Defense D~==7 /LD Y > 7|25\ TlX,Cisco Firepower System ¥~ == 7 /LD
n— R~y 72ZL TSN,

B [Radware DefensePro DDoS iEfi>—4 F A4 Flix
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configur
ation-guides-list.html 2> % 7 v — R CX £4,

B [Radware DefensePro DDoS fEf1U UV —=x /— b i
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configur
ation-guides-list.html 2> 5% 7 v — R CE £4,

B Radware @ APSolute Vision Manager @£ DV Tlidk.Radware ® Web ¥ h Tv =27 /L DR—HZ )L

(https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vi
sion) ZZM L T & W, ZDR—=F VI T 7 AT 521 . Radware (2885 2 & BAMETT,

Cisco B LW Cisco 1 =%, v A 2 £ 7213 % OREESHOKER LT OMOEIE T 5 FHE £ 72108 T, O A 2 ORI — &
www.cisco.com/go/trademarks T ZHER W2 £, B SN TV B E = F OREEIX TN ENOMERE O PETE, (/3= F—] £ 720 i
[partner] W9 AFEOHE ATV A3 &fitb e OO = R F—2 v 7BREZERT 2O TEH Y FHAL(1721R)
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