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1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATy T84 ZO BT SR &4 FEY 5 Management Center % 857 E L £,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL.f 7 R L A$5E TX 72 WA,

Management Center T Threat Defense O & .
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B cu %6 L 7= Threat Defense DR EDEFORET

ATy TH

DONTRESOLVE i L £4, F7=. natid bfEE L £3, WD SSL K 5{bi@(E

T FIVE2EDT SA ARNIHESLT D121F,. D7 TH 1 BLLEDT /1 X (Management
Center F 7213 BB xkIT D85 ) ICBEA[GE/RIP 7 RLVARMETT, ZDa<w KT
DONTRESOLVE Z##5ET 5121, BERRE/2 IP 7 R LA £/ 13HR A M0 B xtd
% BEfE (BT,

e reg_key : BB DA &%k 5 & & |2 Management Center CHIRET HILEDO Y
VHA DGR RRE LE T, BE 37 LTFUTICT20ERH Y £3, AR
FITUE, BT (A~Z, a~z, 0~9) . BROANA T () REBDHY £,

enat id : —HOMTEIEARE/RIP 7 RV AL IR A MABEE SN TORWEEAIX, &
B % D 5 % 86k 5 & & 12 Management Center ([ bR ET 2 EEDO—BFEDO T ¥ A
LXFHNERELET, ZOXFHE., Management Center Z DONTRESOLVE [Z3%7E L
TG BT REE T, NATID (37 CFLAFICT 20 ERH Y £3, AMARCFITIE, 53K
T (A~Z, a~z, 0~9) | BLXUONA T () REBRHY 3, ZDIDIEL, Management
Center [ZBEXT DO T A RZIFFEHTE A,

GE) BHICT =2 A =T = A R T 25813, B BB 5 P51
& Management Center D 5 CNATID {5 ETHLE R H D £,

1 -

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADEHRIZH H551E. WROBINIRZT L HIZ, —EHD NAT
ID & & HITEESF—2 ATIL, BmA DRIV IZ DONTRESOLVE ##5E L £1,

1 -

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

BRI D5 23 NAT 7351 AOERZRICH 25E1X, WROBNITRT LI, —ED NAT
ID & & %12 Management Center IP 7 KL A F 723K A M E AT LET,

&1

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

({EE)  (6.7LAF%) ManagementCenter 7 7 A DT —H A L X —T =4 AR ELET,
configure networ k management-data-interface
D%, T—FA L E =T A ADFERNIRR Y NI =T REEATO Lok 27w 7k
WERSNET,

GE) Zoavy REERT L2560, av Y — A R— NEHT20ERHY £5, F

HA U H =T oA AT SSH Z2MEHT 2 & e, =Y —/LR— R

BRI E L DA D Y £, SSHOREMAR A BN T, kE
ZRLTIIZEN,

. Management Center T Threat Defense 0 &
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

Zoa<y ROMERAIZOWTIE, ROFEMEZESRL T EE0,

CF B BT o AL T B A, TEOREA ¥ —7 = A A1 DHCP A ff
HAT&xEHA, Wity 7 v 7RRICIPT KL A& FECRE L7 > 72341%, configure
network {ipv4|ipv6} manual =~ > R ZfHH L TRRETE 5L HICR D E L1, HFEHA
B —T 2 A A — U A % data-interfaces|Zi%E LR o> 12581, 22 CZoa~vy
RTRELET,

o T —H A B —T x A AN D Management Center 7 7 & A 21, IROFHIR1H Y 7,

TR —=UX T VB AEEMITEHDIE, 1 DOMBRT —H A X —T = AD
BT, I A F—T A A& EtherChannel 12 T& £H A,

I DA VHE—T oA ATEHEHICTEEE A,

N—=Ty RA U E =T oA AEMHT ONV—T v T 74T U4 —/LE— FDORT
R

« PPPOE (VAR — F ENTWWEH A, ISP TPPPoE 2N LEEZR A1, PPPoE 7R — b
THN—F T IR B & WAN 7 LAORICEE T 5 LERH Y £,

AU H—T 2 AEEETDHINLENS D DT 12— 3L VRF DHTI,

CEEA U H =T 2 A REAR IR =T 2 A AERIRIHERT D LI TE
A,

¢SSHIZT —H A v X —T = ATIET 7 4/ b THD > T Wiz, % T
Management Center Z il L CTSSHZ AN T 20 ERH Y £9, £z, BFEHA ¥ —
T2 A AT = NIz ANT —H A H—T =2 AZER IS8, configurenetwork
static-routes 2~ R&EfEH L TERA V2 — 7 = A4 AHOF/L— R ZBIML7eWn
RO, VE—FXy U= DLEHA X —T = A AT SSH KT 5 Z I3 TE
FHA,

o BT KT 5 54 % Management Center (ZiB I 9% & . Management Center (31 > % — 7 =
AARE (S B =T =2 ZAHEIPT RV A, 7= FU = A ~DOFHL— b, DNS ¥ —
73— DDNS #— =72 &) Zhit U THERF L £9, DNS H— 13— EDFEAIZ DN T
1L, WEZSMR LT 72 SV, Management Center Cl, % C Management Center 7 7 & A A
V=T 2 f ARELEBEETEETN, B3I 5B F 721X Management Center 73
PRESGEIC KD NI A WGIT D KO RERZMA N E 51 LT3V, F R b
SNTHA . BBITKT B P5 [ZIXLLRTO R 2 %t 9 % configure policy rollback =~
Y EREENET,

DDNS ¥ —/3—H3§1 D URL Z 3 ET 5 & FBUZHT 2 P51 Cisco Trusted Root CA /X
Y RANLTRTOEE CA OFEHEEZ BEBNSENT 2720, BB 204 1%
HTTPS ##¢0 DDNS % — N —ZEAEZ ML T & £, ZBIIdT 585 1Z. DynDNS U
E— k APItE4£ (https://help.dyn.com/remote-access-api/) % {9~ % 3T DDNS H—
N R —FLET,

Zoavwr R, [T A F—T 2 A ADNSH—N—ZRELET, By T v
A2 Y7 T (F720% configure network dnsservers =~ > K& H L C) &%ELZE

Management Center T Threat Defense O & .
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. CLI % {3/ L 7= Threat Defense ¥ {isX EDEITDET

FAIDNS r—_—i3, BHNT 74 v 7 IfERHENE T, 5 —% DNS —3—(%, DDNS
BRESNTWAES) FHIZZoA v —T oA AEHENAEF 2V T4 R o —
WA & E T,

Management Center Ci, Z O &K T 285 (ICHIV B TEHT T > b7+ —LKERY
=TT —H A —T7 xA ADNS I —/N—NFE I FE T, Management Center (Z FJE
(CRITDBE Z2Bd 5 &, v—UVREPHERFS L. DNS —"—3 77 v b 74—
ARRERY BN ESNEE A, 7272 L, DNSREE G ik 2B 2T
Ty h 74— LRER) —ZHVHTDHE, ZOREICL > T —UNVREN EFHEES
AUE T, Management Center & BB T D5 RIS 2121, ZOFREC—EHT D
EIEDNS 77w b7 —LREET VT A TIIRET DI L 2RO LET,

F£72. 7—A/V DNS B —3—F, DNS H— =23 GHPEE TR S NG A IZ D A
Management Center CRREFSNE T, 7L 2, BEHA VX —T = A ZAEZFEHALTT A
A X4 L. & C configure network management-data-interface =~ > K& H L TF—
A =T 2 AR ELIEGE, BRISHT D BE L —Bd 2 & 512, DNSH—
N—2% G Z N5 DOFRE DT T % Management Center CTE) TR ET 2L ENH Y £,

BHA VX —T oA AL, BRI DB % Management Center |28 6% L 721412, &2
AVE—T oA RAELFINOT —Z A L Z—T 2 ADWTINIET T ET,

Tty N T T 4P =R THRELTZEQDN N DA H—T oA AEAENET,

O RO—EE LTT R, AREEEEZ 7 VT TEET, Z0F 7T aii) vy
FUATHEHATEETN, Pty 7y 7R E OB LN T EEN,

T — X EH A NI DI, configure network management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7
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ATvT6

~NO45 4

ATy T

ATv T2
ATvT3

~ M 0% 4 >Management Center .

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:
Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

UEE) (6.7 BEDTR v b U —2 E® Management Center ~DT —4 A X —T7 = A
AT 7 AZMHBRLET,

configure networ k management-data-interface client ip_address netmask

T 74N RETIE, TR_XTORY P =7 BT SNET,

RDBERY
7 /3A A % Management Center (25 &k L 77,

~Management Center
Management Center % {# f] L T, Threat Defense % i &3 L O L E5,

1R BHHIIZ

PR— SN TWDLT 7 UFOFEMIONTE, AT L2 3—Ya o) —2/7—F
(https://www.cisco.com/go/firepower-notes) » &M LT 72 &),

FIE

PR=PSNTWLT T UFEMEH LT, RO URL Z AN LET,
https://fmc_ip_address

a—P—H L R2AT—FE AN LET,
(2274 (Logln) %27V >yZ7 LET,

Management Center T Threat Defense O & .
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. Management Center ® 5 1 2 > X DEF

Management Center D 5 1 > XD ES

T _TCD T A 2 AL, Management Center (Z & > T &I K D05 (cRESnE T, KD
TA B AZWMATEET,

CBE X2 VT ATV VxR LRI IPS
I T = T
“URL : URL 7 A L& Y v

* RA VPN : AnyConnect Plus, AnyConnect Apex, AnyConnect VPN @ %

VAT A AOBMEIZOWTITEE L <L, cisco.com/go/licensingguide B L T 7230,

18 H B HEIIC
* Smart Software Manager (Z~v AX —T 10 NaefibE T,

FETHU U MEBRLTRWERIE, Vo222 )y 7 LTHLW I FEaREL
TL 72 &V, Smart Software Manager Cl, #fkDO~AZ— T h vy MEERTE £,

s (=2 774 T AT T T EEHLTEMEIND) WEEEHEHT 212X, ZHFEHO
Aw—hN VT NoxT T4V T T UL TGS (3DES/AES) 74 &
VAR TEAMLEND Y 1,

FIE

ATy Tl BEDODAY—F TR0V T ThHT NI, BRERTA VU AREGENLTND Z L &
WL TLIZEN,

TAB AT, VAT ELEFRERBEE NG T AN, ZAEWA LRI, Av— Y7 hy=T
TAR DT TAT MY 7 SRTVWES, 72720, FETIA v A%2BNT 2 %E
o 5561, Cisco Commerce Workspace T [t & Y U 2 —3 3 O (Find Products and
Solutions) R ~7 4 —/V REMHLET, WOT A APID ZfMBELET,

H9: 1o RiEER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

G¥) PID N B OB 22WGEIL, FESNCFEHTPID 2BIMTE ET,

B, w27, BLOURL 74 &L ADOMAEDYE
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

+ L-ISA3000T-TMC=
EFEDOPID OWT N EEUTIEBINT 2 & IROWT IO PID TR T 5 I ~— 2D
TRV T a v EBIRTEET,

« L-ISA3000T-TMC-1Y

« L-ISA3000T-TMC-3Y

+ L-ISA3000T-TMC-5Y

*« RA VPN : [Cisco Secure Client 3$1E 4 A4 Rl 2L T Z &V,

AT9 T2 FEHEELTWRWEARIX, A~¥— bk 7427 $—s3—(Z Management Center % 4% L
ij‘o

ek AIT 9 121X, Smart Software Manager THEk b — 7  Z BT DM ENH Y £, FEM7
FMEIZ-DUVTIE, Cisco Secure Firewall Management Center 7 KX = A hL—y 3> A N&EH
LTS 7ZE0,

Management Center ~ Threat Defense D& §%

TNAADIP T RUANKRA MMy LT, F8)T Threat Defense % Management Center |
BEkLET,

1R BHIIZ
» Threat Defense DY) DX E TR E LIZIRDIEHR A INVE L F97,
* Threat Defense DB IP 7 FL A E/213HR A M4, BLXUYNATID

* Management Center 0% §k % —

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /31 AEH (Device Management) | DJIEIZ
HEIRLET,
ATv T2 B (Add) | Faey 7 H oy URRNNL, [T 20BN (Add Device) | 23R L 77,

Management Center T Threat Defense O & .
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. Management Center ~ O Threat Defense 0 & £k

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B EFELET,

o [RA N (Host) ]: iBJ19 5 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center @ IP 7 KL A & NATID Oifi 5% 5E L7=%
BlE, ZOT7 4=V REEOFFIZLTEL I ENTEET,

GE) HA Bg5% ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k C &

%9, 7272 L. Threat Defense % &% % U Management Center (28 $%9 5 (2
X, Threat Defense M IP 7 RL AMNAKRA NG ERET HDLENH Y £,

« [#°:4 (Display Name) ] 7 4 —/V KIZ, Management Center |27~ 3" % Threat Defense @
SHiE ANTILET,

o [B$%*— (Registration key) ] : Threat Defense D YD E CTHIE L7=H O L [F Uk
F—2ANLET,

s [KAA Y (Domain) |: ~¥/VTF RAAL VEREZEHL CWDIHEEX. T4 A2 —T K
AA NZE Y TES,

. Management Center T Threat Defense 0 &
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Management Center ~ (D Threat Defense 0 % §% .

[IA—TF (Group) |: FA—T M LTVBEAEIE. 7310 RS —F 2|0 YT F
j—O

[T/ AZ hr—/LRY 2 — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
FHATLIVERD D Z EBDONOTNDH AL A RFHDORY =N TICHIHE%E
BT, [T LW Y & —D1ERL (Create new policy) | 3R L, [T XTDO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B TCINEEHLELTCRNT T4 v 7 &ZFFA[T
LTENRTEET, [WHNLOANT~D T 7 4 v 7 OFF 34X—) | LT
<&,

[ 10 : New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

(o) (N

e [A~v— kKT A A (SmartLicensing) |: BT H2HEICKE R A~— T/ AL L
T, ["VvU =7 (Malware) | (VT =T A AT v a w2l T25TEDEE) .|

[ B (Threat) | RAEAZEHAT 5 FEDOHRE) . BLO[URL] (BT TV _X—ZD
URL 7 4 VB ) 7 2FATT HTEDOHE) 2RIV L TEY, F: 74 XZBMLEZ
#%. [YRTL (Sygem) [>[54 €Y (Licenses) |>[RY— kS 4V (Smart
Licenses) | X—U 05 AnyConnect 7 7 A4 7> b UE— KT 7 EAVPND T AL X%
WHTEET,

o [ EDONATID (Unique NAT ID) ] : Threat Defense DD E THE L7- NAT ID % 5
E [./ i ﬁqo

o [N v b DRk (Transfer Packets) ] : 7 /3A A 75 Management Center ~0 /37 v NiRk
EIHFALET, 2O T a AL TIPSO Snort 72 E DA X kS U H—& i
THalE, T ABRRER E LTA XY A Z T =25 E X v N — % % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 23 Management
Center [ZIXE S, N7y M —HZIFEEINET A,
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Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

ATw T3 [BEk (Register) | (BIDOT A ZAZ BT 25E1E [BIOT SA ZA%%8k L TEM (Register
and Add Another) 1) #7 VU v 7 L, BRI L7122 & 2R LET,

BERBEEINT DL, TAALZANY X MGBIMENET, RRLEEGSIE. =7 —A v bE—U0
FRINE T, Threat Defense 23BFRITKMLIZGEIT, ROBEHZHER L T ZEV,
s ping : Threat Defense CLIIZ 7 7 A L, IkRD <> R&FH L T Management Center IP 7
KL A~®D ping ZFEITLET,
ping system ip_address
ping BEKEh L7241, shownetwork 2~ > REFH L TRy UV — 7 REEMER L E
9", ThreatDefense HEIP 7 N L ZA &8 3 5(Z1%, configurenetwork {ipv4|ipv6} manual

o~ R&EMHA L E9, Management Center 7 7 Y AfICT —H A U X —T =4 ZAERTE
L7-%&1%. configure network management-data-interface =~ > K2 H L 97,

ek —. NATID, ¥ LU Management Center IP 7 R LA @ [lj ) DT /34 A TR UB ek

F—ZHEALTVDZEa2MRL, AL TWDEAIENATID Z#EHLTWD Z & &
7 L9, configuremanager add =~ > RZffi /] L T, Management Center T $k¥ — &
NATID 3% ETHZ ENTEET,

T TN 2—T 4 T OFEIZ OV TIL, https:/cisco.com/go/fme-reg-error 2 M L TL 72 &
Uy,

EXNGEFXF2L) T 4R O—DHRTE

ZIZTIE ROBREEMA L TEANREF 2V T AR —%2RET D HIECHOWTRH L
iﬁqo

cHNEA v B —T A ZAEHHA B —T oA A NE A v HZ—T 2 A AZAZT 7 1P
T RLURAZEO YT, AL X —T = A AT DHCP #fEH L ¥4,

*DHCP Y —"—: 7 547 FOWEA »F—7 = A ATDHCP Y ——ZfEH L £7,
T T HNIN— b A L F =T 2 A RELTT 74V F— b ERBEMLET,
«NAT : SN v 2 —T 2 A ATA X —7 = A ZAPAT A L E7,

T RARI Fu—L s NN BAMA~D N T T v 7 A LET,

HEARK 22X 2T 40 R —%2RETDHITE, ROX AT #FEITLET,

() | A F =T = ZADFE (25 ~—2)

() |DHCP #— =D& (28 ~—¥)
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| Management Center T O Threat Defense O &R
A28 —T 14 ADHE .

(3) |7 7 AN = OB (29 ~—)

/4\ NAT @E’X‘Lﬁiﬂ (31 ’\O_:/) °

(5) [NEDLAEA~D R T 7 1 v 7 OFFA] (34 X—)

(o) |#Emmm (65<—v) .

A 23— 124 ADKETE

BRI T D A X —T 2 AEHIL, TnbatXa VT 40— 2ED BT
IP7 RLAZRELET, @FIE. VATATERDOSD N T 7 4 v 7 2BBmIES X DI,
P b 20DA L EF—T 2 A AZRETHRLENHY £, @HEIX, Ty 7A M) —2A
N—BEIFA X —Fy MTHE LTEAMNRA 2 —T = A AL RO F Yy hT—27 D 1L
LEORNEA L H =T oA AEFHLET, TROHDA 2 H—T A AD—EIL, Web P —s3—
REDNRTY T IR ANHRERT £y NEEET D [FEEE (DMZ) &R 55A805
nEJ,

— R DN—T 4 T ORIL, NEA X —T 2 A ATAET 4 v I T RUARTERR
45 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 5 2 & TY,

WOHFITIE, DHCPIZ L A AZT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A &
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

ATy T [T/34 A (Devices) [>[T /31 AEH (DeviceManagement) |DNEIZIEIR L, 774 T 74—
ND 7Yy 7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy % System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing I==m Inline Sets DHCP

\ Search by name .;'3" Sync Device | | €3 Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical [EC
B8 Etherneti/a.1 Sublnterface [E| &
Ethernetl/s diagnostic Physical El y
Ethernet1/5 Physical E] y

AT T3 WNEIHEAT A v X —T =2 AD 27V v 7 LET,
[&f% (General) | ¥ 7HRFRRINET,

Management Center T Threat Defense O & .
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B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxARAE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETHIELTEET, Vv FERIIIN—TICHESNTEXF2 VT R —
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry X T YR RND [AZT 4 7IPEMEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,
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Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igi'-ogi-?-é-;-“'255-255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48 LFETOH 4l (Name) ] &2 AT LET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [F%h (Enabled) | T =v /Ry 7 A%EA N LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — b L AHBREEDOL AL [HEEYE (Autoconfiguration) 1T = v 7 7R v
g AEA N LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
== HNLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— b EZE L TWDAEERH Y T3, FETL— F2BMT20ERH 551, ROTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,
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Add Static Route Configuration

Type: ® vt O 1pve
Interface™ outside

Available Network (5 ]

L, Search |

~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking:

[ZA4 7 (Type) ]:

Management Center T 0 Threat Defense DB |

Selected Network

== any-ipv4 @

0K Cancel

BT H5AZT 4y 7 b—RDOF A FIT U T, [IPv4] £721% [IPv6]

FFarvREZ LB ) v LET,

e[ H—TxAA (Interface) |: HIA v H—T7 oA A&EIR L E3, @FEIIINHA

H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ] :

ZDON— DR

JANRYy T TCHDLT— bV = AN—FEZ ANEITERLET, IPT FLRAEZITR Y

ATy T3

NI =V /RA ATV =7 NEFRETEET,

[A NV w2 (Metric) ]: %8564y NT =7 ~DRy TOEEANTTLET, AMEDHIH

X1 ~2557T, 74/ MEIZ1TT,

[OK] %27 Vv 7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% 5E .

Deploy % System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— XA 72 NAT L—/LCldk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEET,

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,
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B wozz

New Policy
Name: interface_PAT
Description:

Targeted Devices

Available Devices

4, Search by name or value |

ARV 2 —73 Management Center (ZiBJ1 XL E T,

NV ET,

Select devices to which you want to apply this poli

| Add to Policy |

elected Devices

521192.168.0.16

| Save | | Cancel |

FlEfiE, AU —— &8T5 3

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule B2
Type: Dynamic i

Interface Objects m PAT Pool

Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A
47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,
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nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule b
Type: Dynamic v

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAdd to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & grtod for Doceingeiog Iocg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
11: [ (Deploy) |

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,
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REDER

12: ¥ R TEH

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

13: S ELER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(J Device Modified by Inspect Interruption  Type Group
> nodel System FTD
> [ 010-2 admin, System FTD
> [ node2 System FTD
> [ 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

Deploy Qm} @© adminv

1Y BRRARAT—2X

es Objects Integration

csce SECURE

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

Deployments Upgrades @ Health O Tasks

0 running 5 success 0 warnings 0 failures

.:) Show Notifications

Q, Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense CLI ~0 7 7 £ 2 ]

Threat Defense CLI~ND7 Y X

ATy T

ATy T2

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

BT A TR ADEBA X — T = A AT SSH THESECTX 3, SSHESHDO A
VE—T 2 A AEBNTVWAEE., T—F A F—T A A LEOT RLRICHEEHETXE T,
Fe B A B —T 2 A~D SSH T 7 R ITFT 7 4V N TN 72> TWET,

FIE

CLIicu /A4 LT, BHarva—F%2aV—niFR—hk, RI45K—F, T =USBHK—F
DOWFTINER LE T, THEAOF NV —FT 4 TV AT DZMERUSBT Y TV RTA
NREBTA VA=V LTLEEN, ROV TIVEEEMHEHL £,

* 9600 7R —

$8F—4 Ly b

e NRUT 472

1 AFy 7 EY L
a—HF—%admin, BLOWHE Y b7 > TRHIERE LT AT — FEEH L TEBICXTT 5
Biffl CLIICm 7 A > LET (77 4/0 MiE Adminl23)

27 A I, CLI THEFTREZR =~ > ROIFMZ R T 2121, help £721X? 2 AL %
Toﬁ%%®ﬁwK0wT@\FQ&MW@WWWW%HM%%Cmmmmwamwﬂ%ﬁﬁb
TLEE,

T7A 74— ILOEIRDYIE

VAT LEMEYNCY vy N H T ENEETY, BMICERT T 72K 35 &

BERR T 7 AN AT LAOREEFIEEITIEBHVET, N7 7T 070 RTIEFEIZEEK
DT aEANFETINTEY, BRT 7 7%k, BRZEOMLIEDVTLDE, 7747

VA=WV AT LT L — AT N Yy NI TERNWI EERATEBNTLS I,

ISA 3000 > v — 21, AMBEIRAA v F13H Y £ A, Management Center D7 /A AEHL
m—y%ﬁ%bf7ﬂ4x@ B AU 57, CLIZfEAT&E £7,
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Management Center T Threat Defense M & FH |
. Management Center ZFFA L1774 70+ — LD ERO LI

Management Center Z{FFI L= 714 7V + — LD EIED LK

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTCIEFEICZHO T a8 ANFATINTWT, BIRT 7 7 EHE\W0 | B Z U
Liz0d5E, 774 T T4 —INETL—A TN %y hETUTERNWI EEREZTBNT
TZEWY,

N

GE) T v ML 702472+ THR— RS TWET,

Management Center Z i/ L T A7 A& @MUNZT v v RF T TEET,

FIE

AT v 71 [Devices| > [Device Management] & ##R L £,

ATY T2 HEEBTIT NS ZAOICHIWRET A2 ) 27V v 7 LET,
AT T3 [F/34 A (Device) | #7 %27V w7 LET,
ATy T8 [VAT L (System) |7 v a v TCTF AL ADV Yy by TAay (&) 27) v LE
7,
AT TS Tur T ERERENTEL, TRALAADY Yy v M U EERLET,
ATYT6 VYyy Mot RrEE=F—LET, T AZEHRTEX20WEAIE, H3 00> T
VATFANR Yy N LD L ERERLET,
e =)L A= VI T AT U =R L CWADEARE. 77 AT U x—b
Ny NATUTHEXIIVAT AT et F—LET, ROT a7 bk
RENET,

Firepower Threat Defense is stopped.
It is safe to power off now.

To restart the device, you must Power cycle to the device.

ATY Tl LEIJSUTERT 7 7 2R Toy — v bR ER AR A 2 LN TEET,

CLIICHEITAT7 747 04— ILOEIRDUIE

VAT AEBMYNI Yy N U UT A EREETY, BMICERT T V2R T5 &,

BERRT 7 ANV AT AOBREEZSI SR ITIENHVET, N7 7T 00 RTIHEICEHK
DT ANFATENTEY, BRT 7 72k 0, BEEZUKLEZVTSE, VAT L%
TU—RATNT %y NI TERVWIEERZTEBW TSV, ISA3000 & ¥ — Ui,
INBEIA A >~ FITH Y £FH A,
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\)

cuizs3277479+—roERoms I

6=

Ty AT AT T7.02472+ THR—FEINTHET,

FIE

ATV 3y —)LiR— MR L CEBICKTT 2858 CLIICT 7 B A L, EEICKT D865 23 v

rNE 7 LET,
shutdown

1

> shutdown

This command will shutdown the system.

Please enter 'YES' or
INIT:
Shutting down sfifd...
Clearing static routes
Unconfiguring default route
Unconfiguring address on brl
Unconfiguring IPv6

Downing interface

Stopping xinetd:

Stopping nscd...

Stopping system log daemon...
Stopping Threat Defense
Stopping system message bus:
Un-mounting disk partitions
device-mapper:
[...]
mdadm:
filesystem or active volume group?
Stopping OpenBSD Secure Shell server:
stopped /usr/sbin/sshd (pid 3520)
done.

'NO': yes

dbus.

Stopping Cisco Threat Defense...

remove ioctl on root failed:

Continue?

OK
OK
OK
OK

[ OK ]
[ OK ]

Device or resource busy

Cannot get exclusive access to /dev/md0O:Perhaps a running process, mounted

sshd

Stopping Advanced Configuration and Power Interface daemon: stopped /usr/sbin/acpid (pid

3525)
acpid.

Stopping system message bus: dbus.
Stopping internet superserver:
no /etc/sysconfig/kdump.conf
Deconfiguring network interfaces...
done.
SSP-Security-Module is shutting down
Sending ALL processes the TERM signal
acpid: exiting
Sending ALL processes the KILL signal
Deactivating swap...
Unmounting local filesystems...

Firepower Threat Defense stopped.
It is safe to power off now.

To restart the device,

xinetd.

ifdown:

interface brl not configured

you must Power cycle to the device.
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B xozx727

ATY T2 BT L vy AT L, ary =l (5T QICBREY A 72T 5] LFER
IN7HEEE, BREIZS L TCERAZHEWVTY Yy —U O EBIRZYFAICE Y 4F L £,

. —_ o
RDAT T
Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Management Center D FIZ B3 2 1 #H 2>V Cik,  [Firepower Management Center Configuration
Guide] ZZM LTI 7Z&EW,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



