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s [AET 4 w7 (Static) |: BEINLWVMERH LT RLAEZEID Y THEAIZX, =
DAFarvE@BIRLET, 7V v VA —TDIPT RLRAEY TRy h~vR 7 %
ANTLET, SN TVDHZY RRA Y MIT T, 203y NU—27 BICHFEET
HTEZRVET, TOT RLVARRy hT—27 ECTTIEHASN TV RN &%
e L £,

EAHMEEZREL, 2O F—T A4 ADHA ZE=Z—LTWAHEAIEL, R
THxy NEDAZUNAPT RUALRELET, AX LA, T RLRAL, AX
NRA TNRAATIDA VA —T =2 AZEVFERHENEST, AZ A IPT FL A
ERELRWEA, 77747 2=y MIFy NUV—7 T AR EHHLTAZ N
A A H =T oA AT TEST, Vo7 AT—h e bT v /952 L LTE
FEA,
[DHCP] : %~ hU—2 E® DHCP ¥ — =57 RLAZEST 25415, 204
ToarEBERLET, 7Y v P I —T Ok A T a rTiEH D £
A, BBIE U THRETEET, SaAHEEZRET L HE. 2037 a ViEfEH
TEERHA, BBIISLT, ROF T a v 2EHLET,

« [DHCPEEM L CF 7 4/ hb— b A Hif5F (Obtain Default Route Using DHCP) ] :

77 %/ hb— % DHCP r— =BG T 20 haRE L E4, @
X, TZFN OO T a o EERLET,

d) [IPv67 KL A (IPv6 Address) | ¥ 7 %27 Vw27 LT, IPv6 7 KL AZHELET,

« [IRRE (State) ]: 72— VL7 R AZRRE LRWGAIZ IPve B ZFEIZ L TY &~
Ja—HhT RURAEZHBPICRET DT, A7 8 %270 v 7 LCANILET
@) . Vo e—HL T RLREIA L F—T =4 ADMAC 7 KL % (Modified
EUI-64 FE) ISV AR INET,

GE) IPv6 DL TH, R IPV6 7 FLAZIEEL TRESN TV D
A B =T A A, FRITEHREDADN/R>TWNDAS o H—T = A A
D IPv6 ALBLI TN IZ 72 D 8 A,
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ATvT3

[AET 4w T RLAETF VLT 7 A (Static Address/Prefix) |: A7 — kL A H#)
REMEH L RWGE, BRRALT 4y 7 Zu—sUbIPv6 7 RLA LRy fU—
7V T 4w I AR AN LET, 7o & xIX, [2001:0DB8::BA98:0:3210/48] D L H I
AN LET,

[RAZ i (SuppressRA) ]: /v—% T RAF AL XX FEIHIT 208 5 EHEE
LET, FANRN=FT XA ART T4 )V DO)N—F T RLRAEZAF I v 7R T
XD L9, BBICHT DI —2 T RARA AL XA NIBINTEET, T 74
VT, —H T RRZ A XA b AyE— (ICMPV6 Type 134) 1%, BREHFH*
DEIPV6 A ' F—T oA ATEMITEE SN E T,

=B T RRE A XA M —FBFEA v E— (ICMPv6 Type 133) 1Z5E LT
EEINET, V—FEFHEA v E—DIE, VAT LADORERFIR X FLEES LD
2, RA NI, WICAZ P 2—LENTWHIL—F T RARZAL XA N Ayt —
CEROZ LR EEBICHBRETE T,

BT D5 TNA A TIPV6 T L7 4 v 7 AT A VBN N, o —T =
AA WA B =T 2 A R ) T, ZThHDRA =V TE £1,

[AH L 3A1PT R L A (StandbyIP Address) |: @/ fMEZHEL, 2O X —T <
AADHAZE=Z VT LTWDEAIEL, RAUY 7 Xy N EICAZ 3L 1Pv6 T R
LALEELET, AZ UL T RLVARIL, RAZ N TNRALATIDOAfH—T =
A ALV EHENET, AZ AL IPT FLAZRELRWES, 7775747 =
=y MIFY NI —7 TRAREHEHALTAZ RN, f B —T o2 A TR TX
T, VT AT — e NT w7 THELNTEERA,

e) [OK]%27 VU vZ7 LET,

TNRAATHEEND NT T4 v I DT 74NV M—FERELET,

TRCDOA L E—T =2 A RF TV o ITN—TFDO—HTHY, NT 7 4 v V7EEICMACT R

VAN 2T w7 EERLET, L. XA ATEEIND N T 7 40 v 7 OEFEEF. T

T ANV = EBMETT, B~ N2 A BT —H A F—T A A (T74/VF) OF

FIZTDHE, ZONL—NMNIBFEHA L H—T A A NTFT T4 v Z7IZHBEHINET,

a) [T/3 A (Device) 1227 Vv 27 LTonb, =7 427 (Routing) |~V —IlcHsbl
I EIY I LET,

[AHXT 4 w7 V—T 17 (Static Routing) | X— TV NFERINET,

b) F ERIE[AFXT 4 v — FOIER (Create Static Route) 147 YV v 27 LET,
Q) TI7ANI— R DT ENRT 4 ERELET,
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Add Static Route :

Name

default

Description

Protocol
@ () Ipvs

Gateway

gateway v

Interface

bvi1 (BVI1) v

Metric

1

Networks

+

IFq any-ipv4

SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor v

1[40l (Name) | Z AN LET, =& 2IF ldefault) & LET,
2. [IPv4] £72I1L[IPv6] 7 VA RZ %7V v LET,
IPv4 & IPV6 (2% L CIEBIDT 7 4V b b— R ZAERT D2 LR H Y 9,

3 [F—hrU=A (Gateway) |27 Uy 27 LTHhH [H LWy hT—27 OFERL (Create
NewNetwork) %27 U > 27 LT, = U xzAIPT RLAZFRAINET V7 heL
TEMULET, [OK] 227V v 7 LTAT V=7 FaBMLET,
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ATvT4

ATvTH

Add Network Object

Name

gateway

Description

Type
@ Host
Host

10.99.12.5

4. [f > #—7 x4 A (Interface) ] T[BVII] Zi& R L £,

5 [y hU—2 (Network) | ¥ 714 a>%27 Vv L, IPvdT 7 4/L hb— DA
I [any-ipv4] . IPV6 T 7 4+ /L b Jb— K DA [any-ipve] Z 3R L £ 5,

d [OK]ZZ7 V27 LET,
e) [OK]Z27 V7 LET,

(LE) CLITOEHX Yy NT—J7REOEL (10—) ZHEALTHLWEERIP T KL
AL =R Y2 A ZRELTORVGAIL, [T/AM R (Device) | > [V R T LERE (System
Settings) | > [EE A 42 —7 x4 X (Management Interface) ]"X—Y CTIP 7 KL A L 7 — |
VA EBETEET, 77UV EHEALTH LW FLRICHERT 20BN H Y £7,
Web X—Df LIZH D [EHEDRER (Deploy Changes) | 74 2> %27 U w7 LET,

ZOTAaVE, BREENTWRWEERLIEAIC Ny b ~— 7 THEAFRRREINET,

&

[REH DT (Pending Changes) 1V 1 ¥ RUIZIE, REDEN—Va v ERBETOEFE L
DN ERRSNE T, TODOERIX, HIFRSNZEFR, BINSEE, F3mESN
TFERERTEOICBTTINTWVET, AOBRIIIONTIE, V4 RUDBIESRL T
<IZ&EW,

AT 76 EENFEICHEN LW EEIT, [T <EB (DeployNow) 127U v 27 LT, Ya7a7 <z

Pt CTE £,
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pmzoxT Gausn

Uy RUICRERBAPETHT TOHLZ LR ENFET, Vv FUZMAL L0, £ITRMDE
TTHE TR TEET, BANEITTOMIZU A FUEZHAL TS, Ya7i3skLEY

A/o

fERlE, 2 A7 VA MREED VTR TEET, Va vy FUERWZERICLIESEA,

[ERERE (Deployment History) 1| V> 27 %7 U v 735 LERBEFRENET,

RDBRY

T T A B ARG EEMAT L LB TEETR, T RAERBE LTI A%
BT a8 LET, 7420 A0RE (195—2) 2R LTIEIN,

cF o, THRAADORELETINT S Z & HTEXE9, Device Manager (6.5 LAE) TOHFT
A ADFE 24 X—) ZBHRLTLITEE N,

=JL = = o] 2
PEAREDSE T (6.4 LLAI)
WIWIER E & 52 T3 5121k, H&AIZ DeviceManager (20 74 > LTz Xty v T v 7w 40—
REFEHLET, By b7 o7 U4 F—=FRDETH, W ODPDOEARRY o —NEUICERE S
NIZHERE L TV D T3, AR ME T,

« 4856 (GigabitEthernet1/1) 35 X O\WHA > ¥ —7 = A A, GigabitEthernetl/2 ~ 1/4 |%, 7
Vol Th—TF AUNR—HNIZHY £,

cNIA VA =T A ALAA v H—T =2 ADEF 2V T 4 =1,
NP BN A~DTXTDNT T 4 v 7 Z2EHT L7 7 A LV—,

s NERA DA A~DTRTCDO N T T 4w T BN A X —T =24 ZADIP T KL ADEAFD
RN— "N ~EH S LA 7 —T =14 ANAT /L—/1,

s NEA > ¥ —7 = A A THERITSH TS DHCP H—r3—,

GE) ({EE) CLI TOEHER y N —7BEDEHE (10 ~—) OFHZETLIEEAIE. Zh
BEOX AT DO—H, BARIITEIE RAT — ROET, BIWMNIA v ¥ —7 =1 2 LEHA
A =T 2 ADRENT TIZE T LTHDIFTTY,
FIR

ATYT1 = R a—F— T4 AZHELFATREL, FRERRAT—REEET L X 91KRD
bNET,
BATT DIZIE, ZNODOFIHEZETTHLERH Y £,
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B oszc0x7 Gavm

ATV T2 WA H—T 2 A ABLOEHA VX —T 2 AR L TROA T > a v EREL, R~

ATvT3

ATy T4

(Next) 1227 VU7 LET,

G¥) [k~ (Next) |27 Vv o THE, BHEDT A RAERINET, 1 ¥—T7 =
A ADLHENE (9835 £ 720, Toutside zone] BF¥ =V T 4V —ITBMESNE
T, REMWENELWZ E&2MERLET,

a) [FMHAA > H—7 A A (Outside Interface) |: ZAUX, F'— TV = A L—FIZHRT HT2
DOT—=F K= TE, T35 ZOHMRRERHI DI A 7 —T = A Za@IRT 5 Z
LIXTEEHA, BHIOT =L AL H—T 2 A ABRT 74V hOIWRA v H—T =24 AT
7

[IPv4D%E (Configure IPv4) ]: #MiA > X —7 = A AHD IPv4 7 KL A9, DHCP %
T2, FRETEHTAYT A7 IPT RLA, 7Ry h~RA7 BIOF—h
VA B ANNTEET, 47 (Off) JZBIRL T, IPv47T RLAZFRE LRV E W) 38R
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZFHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TIVET A, FTIXISP ~OMOBEGIZHEE S LT
B, ISPAPPPOE i L CIP T L AZEM L T 541X, PPPoE BN I|Z /2 585
EVRHVFET, U4 — ROFETHIZ PPPoE A ETE £ 7,

[IPv6 D% E (Configure IPv6) ]: /MiA > ¥ —7 = A4 AHD IPv6 7 KL ACT9, DHCP %
FHT D0, FEEFFFHTRAEYT 4V IPT RLVA, L7497 A BLOWY—Fo=x
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT
%@iﬁ—o

b) [BEA 42 —T x4 X (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 LADOEHT L AHOD DNS H—/3, £ FifiERHIC 1
DOLLED DNS —"D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325E, 74— /L NIZHEERIPT FLARY B — RRINET,

[Z77 AT U4 —/VRA 4 (FirewallHostname) |: VA7 AOEET RLADKRA ML T
hd‘o

VAT LA ERRE L, [k~ (Next) 1227 U v 7 LET,

a) [ZA LY —r (TimeZone) |: VAT LADH A LY/ — U BFRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®O NTP h— & HT 50, AL
TWAHANTP Y —"DT L2 ZFEHTANTLEINERRLET, Ny 77 v 7HICERD
P REBITEET,

LE) VAT LDASY— "I BLUAEZRELET,

Threat Defense 7 /31 AZHEATH &, BEIFNZHEART S B AR WTEET, T XTHIE
MoA v RIAT g T,

A= IABVVADT OO FEREL, VAT ABNELTET A AT 205
NHYFET, HBPIL0 AEOFM A B A2 EHL, B TCAY— 74 BV RAEZRETE
i‘a‘o
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ATy TH

SAEUADETE .

TNA R %STSBET DL, V7% 27 Y » 7 LT Smart Software Manager 7 7% 77 > k
WZrZA4 0 LET, A48 AOKE (193—) 2L T EIN,

P T A 2 A BT DI, EEETTI290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) ] Z 3R L 77,

[#7T (Finish) 1 #27V v 7 LE7,

RDBERY

cTHET A B A EGIEREMMATHZ L TEETN, T/ ALREL, T/ 2%
PRI ezR@oLEYdT, 2ZRLTKESVTI A B RADKRE (19 3—2)

* Device Manager ZffH L TT7 A AZRETHZ L HTEEJ, [Device Manager (6.4
VAT TOZ77 AT U4+—NADRE 26 2—) | aBRLTIZEN,

FA O ADETE

BRI T A5 11X, A B ADBABIRNTIA B A F— L O— BN A RER S A o
Av—h VT b7 T4V T RFERALET,

Uy — T EBET D L. License Authority {2 L > T ¥ — 3 & License Authority [f] O 8{E (Zfif
MEN2 IDFEAERRITSNET, o, BURKRET VY MZyy—URED 4 THR
ij_o

EARITA B AZHBNICEENTT, Av— T4 BV 7T, FEBAL TV W
NSEE AT A Z SIXTEERTAN., ROFTT L 3 VT A & A &AL THEILT 5 04
ERH Y FT,

» Cisco SecureFirewall Threat Defense M IPS: X =2 U T 4 £ 7 U T = A & Cisco Secure
IPS

« Cisco Secure Firewall Threat Defense D < )L™ = FREE : ~/v 7 = 7 B
« Cisco Secure Firewall Threat Defense ® URL Z 4 LB >4 : URL 7 4 VX U 7

* RA VPN : AnyConnect Plus, AnyConnect Apex, ¥ 721% AnyConnect VPN B,

FROTA B RTMAT, 1, 3, FREFSEOT v 7T —NIT 7 BATDHRH, #%4TD
PBTRAI VT a v EHATLOILELHY T,
VAT LADTA RV TOFHMIONWTIE, [FDM 2> 7 4 7 L—va v B4 K] 258
LTLEE0Y,
IR HAETIC

» Cisco Smart Software Manager (Z~ A ¥ — T A7 NeFHLET,

Device Manager T @ Threat Defense O & .
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B >t xozx

FET IO RN ERBRELTRWESIE, Vo727 )y 7 LTHLWT BT REREL
TL 72 &V, Smart Software Manager Tl flfkD~A X — T h o v F&EERTE £,

s (LT IAT AT T EERALTAEMEEIND) HiEaEAT 2i2iE, ZHEHAD
VAaAAw— VT NI 2T TA RIS T Y NTIRI 5 (3DES/AES)
FTABAEHRHATEALENRDY 7,

FIE

ATVl BEVWOR—K T4 vV T TAHATY M, MEBERIABUVAREENTND Z L %2
WMLTLEEN,

TAV L RE, VAT FERITRGERBEEN ST S RAEEA LRI, Av— Y7 huxT
FGAR T T MY 7 ERTWET,

AT 72 Smart Software Manager T, Z DT /A AZBINT BT o hOXEFN—27 o H2FRL
Tatv—LEd,

a) [Inventoryl %7 U v 7 LET,

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] ¥ 7 C, [New Token] #7 UV v 7 LE T,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B4k b—72 »%A{ERL (CreateRegistration Token) %A 7 1 7R 7 AT, LLFOREME
ADLTHrE [ h—2 »%&1ER% (Create Token) 1 %727 V v 27 LET,
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ssevzngz |

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

« [BA (Description) ]
s (IR (Expire After) ] : #E5EEIL 30 H T,

[Z2D b= TGRS LB Tl A PR RE 25T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R S{LFFAI S LTV S

ORI 2 T IAT AT I T EGNLET,
k=27 3 A v _v MicBEmEnE7,

d)
7 AERE,

7
3: =Y VDOERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description Export-Controlled

MjMEZJIhYTITZGOdOSﬁOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

4: r—H2DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Create Token Cancel

b= OEMCHDRANT A2 %27 ) 27 LT[h—2 > (Token) | XA T RIHRY
r—=2v1ID%Z7Y vy TFPR—RIZat—T&xbskLoCLET, BEICHTTD

B DX METR & IR DOTFIRTHEMT 572012, 2O =7 U 28HLTHE £

Created By

Actions

Actions ~
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AT w73 DeviceManager C[7 /XA A (Device) |%#7 U v 7 L, [A~—FT A& A (SmartLicense) ]
DY~ —T[HEDF (View Configuration) | %27 U v 7 LET,

[A<~—]F T4 A (SmartLicense) | X—TNERRINET,

ATV T8 [T AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 0 REGISTER DEVICE
days left.

WIZ, [A~¥—F 7A &2 A%Ek (Smart License Registration) | %A 7 2 7R v 7 ADFERIT
WoT. b= THED AT £,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

.2 On your assigned virtual account, under “General tab”, click on “New Token”
| to create token.

Copy the token and paste it here:

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

(5) Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE
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ATY TS [T/34 AD%4% (Register Device) | %27 U v 7 LET,

[A~— ]k FA4 A (SmartLicense) | X— VIR £7°, 731 ZAEEEHITKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFIORER S, N—VREHFIND L, ROE I ITFKRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATv 76 LELUT, TRENOLT v ay T4 A0 [FiMb/8eh{t (Enable/Disable) ] 22> b
a—nLx7 0y s LET,

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
must have this license to apply intrusion policies in access rules. You also must have this Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
license to apply file policies that control files based on file type. and block malware in files transmitted over your network.

Includes: @. Intrusion Policy Includes: D. File Policy

URL License RA VPN License Type PLUS v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Firepower Device Manager does not support any of the advanced features covered by the
traffic based on category and reputation. Apex license.

Includes: URL Reputation Includes: RA-VPN

« [5%t (Enable) ] : Cisco Smart Software Manager 74 7 > MZ T A B A& %8k L., il
SNT-MEREN BNV ET, FTA B AL THIEIENARY > —%2REL., BET
xFET,

o [k (Disable) ] : CiscoSmart Software Manager 77 7 7 > kD T A & 2 A Z B Gk fiRhr L .
A S T RSBE NN 72 0 £9, HTLWAR U —DEREDRRE L. TOMREE T2
RY—DRML TEEEA,

*RAVPN 7 A B AZGM LIZGAEIE, AT 48 20X A7 ([Plus]. [Apex].
[VPN B4 (VPN Only) ]. 720X [Plus & Apex (Plusand Apex) ] Zi®IR L £,
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. Device Manager (6.5 LIf#) TH T/ RDEE

Wl PLUS ~ DISABLE

VPN ONLY

PLUS
sle remo that
dvanced BREX the

APEX AND PLUS

e BT HE, THIY METFA B AR ITN— V% T 5 LTI RO IEUERL
Ayb—UNFREINET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11
OUT OF COMPLIANCE Next sync: 10 Jul

There is no available license for the device. Licensed features con

GO TO LICENSE MANAGER Need help?

tinue to work. However, you must either purchase or free up additional licenses to be in compliance

AT TT HERe vy 727 RSN [ OFRS (Resync Connection) ] % 3R L C, Cisco Smart
Software Manager & 7 1 & > AfE# & A S & %9,

Go to Cloud Services

Resync connection

Unregister Device

Device Manager (6.5 LIf%) TOT/\Af RDEKTE

WOFNETIL, IBIEREOREOMELZFA L E4, SFEICOWTEMRIEREEFZRT S
X, RX=VDO~NNTHRE (?) BIY I LTLIEEN,

FIE

ATYTN TV oV IN—T ¥ —T oA ABBT DGEEIE, [T/3 A (Device) | ZiIR L, [
v H—7 x4 A (Interfaces) | DMEDY > 27 %7V v 7 LET,

BB —T 2 A ZADMET A3y (@) %70 9/ LTE—REREL, IPT7 FLARY
DHREETEFZ LFET,

WOBTIL, Web — =2 DT v 77 7 v AT REREEARE TS [HEEHhE)
(DMZ) ¢ LTHATA1-0DA 2 —T oA AL LET, 8T L7125 [IR1FE (Save) |
7 Vv LET,
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Device Manager (6.5 L&) TOD T /3 RDEHTE .

K54 8 —T x4 ADwEE

Edit Physical Interface

Interface Name Status
ae @
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static s

IP Address and Subnet Mask

192.168.6.1 24

RATY T2 [KRVU— (Policies) | #RINLTHy hT—2 DX T4 RU—%MkLET,

TNV ETIE, TRTOAS =T 2 A A TTRXTONT 7 4 v 7 PRFFRISNET, o
X2V T4 = EBINTAHAIE. TRODY — D NT T 4 v 7 BFFAITHL—LRN
T, BT, MHENMNEELTOIMREELTOIT, TOMORY > —Z25E LT, BN
P —E RO, TRV AV EWMHETCEET, RORY o—Z2RETEET,

+ [SSLiE%5 (SSLDecryption) ]: R A, ~/L 7 =7 72 EIZOWTH S b S -85kt (HTTPS
Y ERETLIHAIE. BEREEB LT ALERHY T, CowksEETIMEN
oL E IR DIZIZSSLIE SR Y —2fH L ET, VAT A%, MARIZH & P
L ET,

[ TAT T 47T 4 (dentity) ]: fHx DZ—WF—IZFy NT—7 T 7T 4 €T 1 & EAf
J5, Fria—Y—F e — I N —T DA NN— SIS T Ry N T—7
T AEHIET LHAIEL. FEDOY —AIP T RLAICE#EMT O TV D2 —H—%
PETDTeDITAT T 47T 4 R —2HEHLET,

c[BX=2 VT ATV TV A (Security Intelligence) |: 77 v 7 U A MNERERFH D 1P

7 RUVAETIFURL O# A -2 HIZ Fe y 74 512F, X274 407092
AR —FFERLET, BEAORIERYA b2T7 T v 7 VA MIBETIUL, 77ER
ay b= R —TENLEEET DMNENRL 72D FT, CiscoTE, EF%=2V T o
ATV ADT T v 7 VA RPEICEFRESND L2, BEHORERT RLASL
URLDEMEH 7 ¢ — Rt L TWET, 74— F&ElT2& 77 v 27 VA DA
HEBEMEZIZHIBRT 272012 R ) o—2mETLIMLERDH D THA,

¢ [NAT] (v RU—2 T KL AZH)  NERIP T R L RAENIONL—T ¢ T w[fE7RT R
L AR D72 DICNAT R Y o — 2 L £,

o [7 7 & Al (AccessControl) ]: > hU—7 ECHA[T HEEHDOIEICT 78 A a2
Fe— b RY o—ZEALET, EF2VT o0 V=2 IPTRLA, 7rbhan, K-
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. Device Manager (6.4 LIRT) TODI7A 74— ILDETE

k., 77U 4 —3 3>, URL, 2a—HP—F 73—V — I N —T 12k > TT 4 L FUFLT
xFT, T2, T RBABEA—NAEHFHLTRARZ 740 (AT =7) KU —%
WHLET, ORIV —%2FHLTURL 74V ) 7 aFEELET,

« [fZA (Intrusion) ]: BARY —ZHHL T, BEMOEZEERELET, 77 &Rl
VW=V EH L TRARY U —Z2#H LETH, RARY —%&HE L TRHREDRANL—
N EBIRICE D I3 MmNz cE £,

WOFITIX, 77 B AHIEARY > —THNEY —> & DMZ V' —>DORD N T 7 4 v 7 ZdFal4
LR LET, ZOBITE, [BDOHR% T (At End of Connection) | 23EER 4L TV 55
Ay [mF¥ 7 (Logging) | ZFRWTHOWT IO X 7 TH AT v a NIRESNERE A,

H6:7YVEXavbA—ILKRY—

Add Access Rule

Order Title Action
2 b Inside_DMZ
Source/Destination Applications URLs Users Intrusion Policy File paliey Logging
SOURCE DESTINATION
Zones +  Metworks +  Pos +  Zones k I +
B inside_zone B dmz-zone

ATV T3 [T34 A (Device) | Z#RINL T 5, [FH (Updates) ] 7 /V—7T [HEDFR (View
Configuration) 1% 27 Vw27 L, VAT LT —HZRXR—AQEHAT V2 — NV EFRELET,
BARY —&FH L TWDHHAI, L—/L & VDB OF —F _— R & E 72 F i &2 3% & L
FT, EX2 VT4 ERT 4 — FEFEHTLIHEE. TNOOEHAT V2 — L EFHELE
T, —BHEHEL L TEx 2 ) T 4R — CHIPFMIEEREZ T 528812, 07 —4_—
ADEF AT 2a— NV ERELET,

ATy T4 A=a—0[EA (Deploy) | R¥ %27V w7 L, [T <HEATDH (Deploy Now) ] HRH

F +\

CZ0) 2200 LT, BEENEET AL RCERLET
BHE. A0 A RT3 E CF AL ATHMA D 44,

Device Manager (6.4LIEI) TD I 74 7O A4A—ILDEKE

WOFINETIE., IBIEREORTEOWMELZFHH L £, FFEICOWTEEMREREERT DI
X, RXR=VDO~NNVT HRE (?) BT YT LTLIEEN,
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ATy 1

Device Manager (6.4 LIBT) TD 774 74+ —ILORE .

FIE

A7V IN—=T A B =T = AEEBT D551, [7 /34 A (Device) ]| ZiEIRL T
[f X —7xA A (Interfaces) | OWEDOV > 27227V v 7 LET,

ff =T oA ZADRET A2y (@) 270 97 LTE—REBREL, IPT RLARY
DOREETEFRLET,

WOHITIE, Web V—_R—=72 DT v 77 7 v AARERBREAFLE T D [HEEHE )
(DMZ) & LTHHAT AL v 2 —T = AR LET, 58T LI26 [B-1F (Save) ]
7 Vv LET,

B7:408—J 14 ADHE

Edit Physical Interface

Interface Name Status
i ®©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static R

IP Address and Subnet Mask

192.168.6.1 24

ATVT2 HiLnA v E—T A ZAEMRT D561, [F7 =2~ (Objects) [ZFIRL, HRNOH[E

X2 U7 ¢ —> (Security Zones) | ZE#IRL 7,

MEE IV BEIE U TH LW = 2 ERLET, A F—T A ATIE L, X2

T A =BV TRY =R T DD, FA U H—T oA AT =R LT D
ENRHOVET, A F—T oA REEHT D56, V= IlA =T oA A%ELS ZEIET
EFEHA, ZOED, BLWA U H—T oA ZABER LR, £REBEEDOA v —T A A
DORAMELEFE LI-BICXEICY — A7V 27 FaRETHIHERH Y £,

WOHFTIZ, DMZA > B —T 2 A4 ZADF=DIZH LWDMZ Y — U BERT D HiEEZ TR LET,

Device Manager T @ Threat Defense O & .
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. Device Manager (6.4 LIR) TD 774 74— ILDEEE

ATvT3

ATvT4

H8:txalTasV—rFTPzH k

Add Security Zone

Name

dmz-zone

Description

Interfaces

@ dmz

W2 54 7> N TDHCP 2l L TF /3 2B IP 7 FLAEZEFET 2BE81E. [T/IAA R
(Device) 1> [V AT LEE (System Settings) ] > [DHCPH—/\— (DHCP Server) ] % #4R
LTH 5, [DHCPY—/\— (DHCP Servers) | # 7 #i®IR L £,

T TITHEA v X —7 = AR SN TS DHCP — =B H D 328, 7 KL A F—
NERELZY, TNEHIRLZV T2 20 TEET, MONEA v X —7 oA AR L
T29EE. TS DA v Z—T A A RIZDHCP Y —/ =%k v b7 v 7T 5002 —HEHY
T, [HEZV v 7 LTENEA v F—T = ADYP— =T FLAF— L 2R L ET,

[#%5% (Configuration) 1% 7 T2 74 7> Mg Ei15 WINS B L UNDNS D U A k Z a4
TAHZELTEET, ROWFITIE, 7 FLA 7 —/LdD 192.168.4.50 ~ 192.168.4.240 T inside2
A B —T 2 A A LD DHCP r—R—%RET DHHEEZRLTVET,

9:DHCP H—/\—

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[T 734 A (Device) | #HIRLTHH, PL—T 17 (Routing) | 7 /V—7"T[REDFER
(View Configuration) | (E72X[BAIDAZ T 4 v 7 )— hZ{ERK (Create First Static Route) ])
7V w7 L, TN Rb— MERERLET,

T 7 AN b b— NMEIEE ., INBA v H—T 2 A RALUSINTFET DT v T A MY — A FE ISP
N—RERLTHET, T 74/ D IPv4 L— MIEED ipvd (0.0.0.00) . 77 4/ bD
IPv6 /L— MIEED ipv6 (::0/0) T, HHTHIP A=Y a T Ei— bEERLET,
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ATy TH

Device Manager (6.4 LIBT) TD 774 74+ —ILORE .

NEA B —T 2 A ADT R AOHFEIC DHCP 2T 4554, VERLFT 74/ K~ L— |
I TICH > TWAZ ERHY £,

G ZOR—VTERLIA— ML T ALY T 2 A AFOBTT, EHA
H—T 2 A AT BLEEA, [T/NM4 R (Device) 1> [V RATLERE (System
Settings) | > [BEEA 72— 4 X (Management Interface) | CEH /' — b U =
ALZRELET,

WOBNZ, IPv4d DT 7V h b— hERLET, ZOBITIE, isp7— FV = ALISP 7 — h
DxADIPT RLAEZHBNT DRy hU—2 A7V =7 FTT (7 RUATISP BT
HZRENRBHY ET) , [F— b =A (Gateway) | D FHO [H LRy T —27 Z{ERT 5
(Create New Network) | Ky 7% URXA &2 Vw7 LCZOFT V=7 MaAERT 5
ZENRTEET,

10: 77+ ML—F

Add Static Route

Protocol

@ 1Pva O 1pve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

[R Y — (Policies) | ZEIR L THy hU—7 DXV T 4 RY —%HERLET,

FRAZA Yy T v 7 4P —RiZ, REY —r M —o DO T 7 4w 7Ja—%
ML EST, Fiz, A F—T =2 A RAEFATDIHERIC, BA LV H—T oA ATHT D
A =T 2 ANAT bANILET, LA U H—T oA AR LGS TEH, NED
S F Ty MGEMT AESITFNGICT 7' AHIEL— LA BRI SV E T,
=12 L, BEOWNHA v Z—T A ARHDHGETE. Wil — LN —~D T 7 1 v
I 7a—%FFHAT 5T 7 AL — A RNMLETT, otxa )T 4 S — A BNTAEE
X, ZNHDY = D NT T 4 v T BT H—ADBRETT, T OITRIEROZETIZ
AN/ S
B, MNP LT ARERESDL DI, FOMORY) —%2FELT, BIF—E2D
A, NAT B X7 78 A L— L2 WFHRECTCEET, RORY O —%2FRETEET,
* [SSL#E 5 (SSLDecryption) ]: 12A, v/ 7 =772 EITONWTHEB(L S 7o #fe (HTTPS
2 E) EHRETIHAIR. BRAE S LT ALERHY £9, CoBRAE ST HMEN
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. Device Manager (6.4 LIR) TD 774 74— ILDEEE

HOEVEHMT DITIESSLEZRY U—2H L ET, VAT LI, BERICERZ A
b LU ET,

[TAT T 47T 4 (dentity) |: lHxDZ—Y—IZxXy NT—2 T 7T 4 €T ¢ ZES
5, Flia—Y—F i —Y—IN—T DAL NR— S ICESINT Ry NT—7
T 7w 2 EHEET H5A R, BED Y — X IP T FLAZEEMIT b TWE a—F—%
HESTDIDITAT T 474 RV —%HLET,

c[EX 2 VT 4 ATV Tz A (Security Intelligence) ]: 77 v 7 U A NEERHF A D IP

7 RUVAETILURL DA T2 HIZ e y 7751203, EFX207 104070V
AR —EHEHLET, BEBORERY A 2777 X MIBETIUX, 77 EX
a2 b=V R —TENDLEBETLXLENRL 72D ET, CiscoTlE, EX=a2UT 4
AT IV ADT T w7 YA MPRBHCEFIND LI, BBHMORERT FLAR
URLDOEMEH 7 4 — FEREELCWET, 74— F&2HTIE, 7707 U R OIA
HEEBNMELIFHRTDZOICRY U—%2HETIHILERD Y THA,

*[NAT] (ry RT—2 7 RURZHL) - NEIP T L RAZINBON—T 1 T Ha[REIR T R
L AR D7D NAT R Y o — & H L £,

o [7 7 A (AccessControl) ]: F v hU—2 ETCHRATHEEROREIZT 78R 2
fep— R —%ALES, E¥=2UT7 4 V=2 IPT RLA, v hail, R—
k., 77V 47—y a3y, URL, 2—V—F/ida—F— I N —T12 L > TT7 4 VX IHET
TET, Fe, 77 BAHENA—NVEERH L TRALTZ 7 AL (AT =T) R —%
HWHLET, ORIV —Z2FHLTURL 74 V&V 7 E2FELET,

o [ A (ntrusion) ]:BARY > —ZfH LT, MHOEZEEBELET, 77 & AHIE

W=V EHFEHLTRARNY O —2@H LE TN, RARY —2HE L TREDRAL—
VR BRINCA D L 21T ERIC T £,

WOBEITIZ, 7278 ZHIEHRY > —THEY — L DMZ V' —2 DD NF 7 (v 7 ZEFal4
LHEERLET, ZOBITIE, [#5OK% T (At End of Connection) | MBI STV 55
A, [PX 7 (Logging) | #BRNTHONWTNOX 7 TH AT v a VITREINEE A,

1M:79X3avrao—jLRY—

Add Access Rule

Order Title Action
2w Insicle_DMZ B slow ~

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones o Metworks + Ports + Zones + Networks + Ports/Protocols +
g inside_zone B ¢mz-zone

ATV T6 [T/34 A (Device) | Z#RINL T2, [EH (Updates) | 7/ /—7"T [REDFER (View
Configuration) | %27 U w27 L, YAT AT —HRX—ADHEHFAr P a—NVERELET,

[l Device Manager T Threat Defense O &R
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ATy 17

Threat Defense CLI~AD 7 Y X .

RBARY —%MEH L TWEEAEIX, L—/b e VDB OF — & N— 2 & E {070 B & 3% E L
Y, EX 2 VT AR 4 — FEMEAT 56813, TNOOERA TV a— N E2RELE
T, —EEMEL L TEX 2 VT 4R Y — THIBMIEFEREZ N T 25813 207 —2X—
ADEHFAT Y a—NVERELET,

A=a2—0O[EA (Deploy) |R"Z %27 Uy 7L, [T <EATS (Deploy Now) ] RH

( ) 7V w7 LT, BERNEET A AZBEALET,
EHEIZ, ZNOEBEATLETT A ATHDITRY £HEA,

Threat Defense CLI~ND7 Y X

&

ATy T2

A< RNIA A H—T 24 A (CLI) A LTI AT LDy N7 v 7 BTV, FEARE
RYATIADN T TNy a—FT 4 T HT0VET, CLITYy > a v bR —2HRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

BT A TN, ZADEEA X —T = A AT SSH THEHE TX £4, SSHEHD A
VHE—T 2 A AEBHNTWAIES, T—H A F—T 24 A LOT RLAICHEHETE FT,
FeB B =T A A~DSSH T 7R3 TF 7 4V TN > TWET,

FIE

CLIIcr A LT, BHa L a—F&ay)—)LiR—F, RI45K—F, I=USBAHAR—Fk
DVFRNICHSRLET, THEHOFRXL—T 4 T AT NIRHERUSB Y 7 T4
REVTA VA P=L LTLEEN, ROV TAREELHEHALET,

* 9600 R —

87 —4 L b

XU T 472 L

1 Abhy 7 Ev b
a—H—Fadmin, BLOWHE Y b7 v TRFICHRE Lo/ SA T — REEH L TEBUICHT S
Bifl CLIICme 74 > LET (7740 ME Adminl23)

77 A %I, CLI CHEHFTRER 2~ > ROIEFMZ R T 2121, help 721X ? 2 AL E
I, M FAEOFEMIZ OV TIX,  [Cisco Firepower Threat Defense Command Referencel] Z &M L
TLIEEW,

Device Manager T @ Threat Defense O & .
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Device Manager T Threat Defense D &R |
B - 7or—rozr0us

T27AT7 A= ILOEIREDUIB

VAT LEMEEYNCY vy N T H T ENEETY, BMICERT T VA2 RN T 5 &

ERR T 7 ANV AT AOREEZSIERITIENHYET, Nv 7 7700 RTIREICEEK
DTaRANFATINTEY, BRT 77 2HEW0, SR LD T5E, 7747
VA=V AT N T L —ATNYyy NI TERNWI EERATEBNTLSEEN,

ISA3000 > v — 12, SNBEIRAA >~ FiddH Y £ A, DeviceManager ZEH L T7 7147
U+ — NV OEREZLW T 57, CLIZfEHTE£7,

Device Manager Z{EFI L= 74 7O+ — LD ERD U

Device Manager ZfffH L CV AT A& WYY v~ NE T TEXET,

\)

GE) vy ML 702472+ THR— M X TWET,

FIE

AT w71 Device Manager L C7 7 AT U 4—NET vy hFU L LET,
a) [T/3 A (Device) 127 Vw7 LTD, [VAT LG E (System Settings) > [FFEh/
V¥ v FZ 2 (Reboot/Shutdown) 1V 7 %27V v 7 LET,
b) [¥vv &Y (ShutDown) %7 Vw27 LET,

ATYvT2 vy Moyt RreE=F—LET, T AZERTEX20WEAIT, H3 00> T
VAT ANy AT LT LR LET,

e V—)L A= AN T AT T A — VTR L TWARESIX. 7747 U+ —/b
Ny y NET LT HEXICV AT AT P eE=F—LET, ROT a7 MRE
IRENET,

System is stopped.
It is safe to power off now.

To restart the device, you must Power cycle to the device.

ATY T3 REIISUTERT 7 7 2H 0Ty vy — v bR EREZ IR A 2 LN TEET,

CLIICHEIFTAT 74724+ —ILOEIRDYIE

VAT LEWEUNI Y X v MU T LI ENEHETYT, BMICERT T S 2Rk T L.
BRBR T 7 ANV AT LAOBEGEFIER T ENHVET, Ny 77T 00 RTIEEIZEH
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O at AN

s

FAT

cuizs3277479+—roERoms I

SNTRY, BRI 72thnicy, BEZOMLIZVT5E, VAT 0%

TVL—RTNv %y hETUVTERNWI L ERZTEBWTLZEY, ISA3000 ¥+ — 120,

SEBEIRAA » FITDH Y 8 A,

\}

GE) Tvy N ET7024/724 THFR— P ISR TWET,

ATy T

FIE

a2 — )L — MR L RIS DB CLIICT 7' A L, BB T D05 23 v v
rE T LET,
shutdown

&1

> shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok
Shutting down sfifd...

Clearing static routes

Unconfiguring default route

Unconfiguring address on brl

Unconfiguring IPv6

Downing interface

Stopping xinetd:

Stopping nscd...

Stopping system log daemon...

Stopping Threat Defense

Stopping system message bus: dbus.

Un-mounting disk partitions ...

device-mapper: remove ioctl on root failed: Device or resource busy

[...1]

mdadm: Cannot get exclusive access to /dev/mdO:Perhaps a running process, mounted

filesystem or active volume group?
Stopping OpenBSD Secure Shell server: sshd
stopped /usr/sbin/sshd (pid 3520)

done.

Stopping Advanced Configuration and Power Interface daemon: stopped /usr/sbin/acpid (pid

3525)
acpid.

Stopping system message bus: dbus.
Stopping internet superserver: xinetd.
no /etc/sysconfig/kdump.conf

Deconfiguring network interfaces... ifdown: interface brl not configured

done.

SSP-Security-Module is shutting down
Sending ALL processes the TERM signal
acpid: exiting

Sending ALL processes the KILL signal
Deactivating swap...

Unmounting local filesystems...

Firepower Threat Defense stopped.
It is safe to power off now.

Device Manager T @ Threat Defense O & .

OK

OK
OK
OK
OK

OK
OK

OK
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B xozx727

To restart the device, you must Power cycle to the device.

ATY T2 BREITHT 0 BNy hE L, a2y =il 5T SICBR A 71075 LER
SNTEHAEE. HEIS U TEREZENTY Yy — U N EREEICEY AL ET,

. —_ o
RDRAT T
Threat Defense DR E % {13 521X, [Cisco Firepower R = A > & | (ZH D BHEVD
VI RT 2T A= g D=2 T VEBRBLTLIEEN,

Device Manager Off FIZBH 9~ B #HIZ >\ Tik, [ [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &M L T 7ZEW,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



