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AT 71 Chassis Manager T, [fmZl7 /31 A (Logical Devices) | Zi&IR L £,
AT 72 [1BM (Add) ]>[R42 > KF7AY (Standalone) 1 %7 Vw7 L, IRONRTA—REZRELE

R
Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b

0K Cancel

Q) FNAARBEANLET,
TOBHNE, T — Y RS S FREERE R T o TA LA — T 2 A ARE Y YT
FOICHR LET, SIUET 7Y a VERECHASA TS A4 T D ) EH
P,

b) [Template] TiL, [Cisco Firepower Threat Defense] % iR L ¥ 97,
c) [Image Version] Z %R L ¥ 7,
d) [Instance Type] C [Native] Z 3R L £ 77,

a7 A A K AL Device Manager Tl AR — SN TWEHFA,
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o) [OK]ZZ U vz LET,
[Provisioning - devicename] 7 1 > RUDNEKRINVE T,

AT 73 [DataPorts] AL, 731 ATV L THSN v H—T oA REZNTh7 U v/ LE

R
Overview Interfaces JICLITEINEWILETN Security Modules Platform Settings System To
Provisioning - FTD-FDM2 M
St 1e | Cisco Firep Threat Defense | 6.5.0.1159
Data Ports -

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

themett/s ||

Ethenet2/1 |
FTD - 6.5.0.115%
Port-channel3 Click to configure

Rnemetz/2 ||

PIRMZ[A > #—7 =A A (Interfaces) |"—Y THMNI LT —H A v H—T = A ADIHr%E
DY THZ ENTEET, 4T Device Manager TZIHDA U H —7 = A A HMI LT
ELET, ZHUTE, IPT FLAORESEENET,

ATy T4 BEHFROTANA AT A arwr) v 7 LET,

BATOATRy 7 ANEREN, PIIOT— b A M T v TREZITHOZENTEET, b
ORTIX., PIHBEAER, £33 42 Z VAN ATY, @EOEMTIL. #TT7r 7Y
r—39 CCLIRREDIZEAEDEELERETCE £1,

AT w75 [%E#H (General Information) ] 2—C, WO FIEEZEITL £,
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Chassis Manager

Cisco Firepower Threat Defense - Bootstrap ?

: Threat Defense SRET /31 R DB .

Configuration

General Information

Settings Agreement

Security Module(SM) and Resource Profile Selection

SM1-Ok | SM 2 - Ok SM 3 - Empty

5M 1 - 40 Cores Available

Interface Information

a)

b)

<)

d)

e)
f)

Management Interface:

Ethernetl/4 el
Management
Address Type: 1Pv4 only bl
IPv4
Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

(Firepower 9300 DIFE) [EX = U T 4 E Y 2 —/LDER (Security Module Selection) ] D
TC, ZOMBT AL RMEHT 28X 2V T4 EV2—AE27 Y v 7 LET,
[Management Interface] % 2R L F -,

DA E—T oA AE, WRELT AN RAEFEHTALDIFEHINET, 204 HF—
T A AL, T —IFFR— N EIIHOL DT,

BHA A =T oA AEBIRLET, [7 FLAZ AT (AddressType) ] : [IPv4D I (IPv4
only) ]. [IPv6D# (IPv6only) ]. F7=iZ [[Pv4I L OUPv6 (IPv4 and IPv6) ],

[Management IP] 7 KL A Z 3% E L £ 97,
DA VHE—T A A—EDIPT RLAZHZELET,

[Network Mask] & 7213 [Prefix Length] IZ AT L £,
FYLT—O F—broxzA4 T RLAEZATILET,

AT 76 [Settings] ¥ 7 T, IROTFNEZFEATL 7,
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy 17
ATvT8
ATvT9

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) [Management type of application instance] K2 v 7*# 7 > J 2 F ¢, [LOCALLY MANAGED]
ZIEIRL 7,

AT 4T A VAL AX, v —Y ¥ & L TP Management Center & ¥R — kL T\ E
To WIRTNA ADEABIC A=V v A ERT DL REDHEI I, T3 23]
b x7,
by Hr~XEIDUARARELT[HHRHERNAA Y (Search Domains) ] # AJJLET,
c) [Firewall Mode] Tl [Routed] € — FDAHAV R — I TWHET,
d) [DNSServers]) # ~XPO DY A MELTANLET,
e) BIBUZx9 5B5E @ [Fully Qualified Hostname] # A7/ L £,
f) CLI 7 7 & 2AH® BRIk 505 & B2 —H D [Password] & AJ) L E T,
[FIAHA (Agreement) ]# 7T, =2 Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %7 U7 LT, HEXAT TRy 7 AZHALET,
[R1F (Save) 1227 Vv 7 LET,
Yy —UE, MELLY 7 by T A=V arEZyra— KL, TV S—var A AR
VAT = hARNT  TEREEEEA LI =T 2 A AREE T v aTHI LT, BT A
ZEEALET, [RET/NM R (Logical Devices) ]-4— T, B LWGHET A ZAD AT —
XA EMER L ET, BT 3 AD [Status] 21 [online] & FnEIN=H, 77U r— 3T
X2 VT4 R —OREEFMBTEET,
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Device Manager ~D O 45 A .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline (<4 ®)] #* (455

Device Manager ~D O A >
Device Manager |21 27 4 > LT &Rk 205 25 E LET,
38 BRI

« Firefox, Chrome, Safari, Edge. % 7213 Internet Explorer D/ N—2 a &2 H L £,

« Chassis Manager @ [f@#E7 /34 A (Logical Devices) ]<—3 T, Threat Defense Fmfl7 /3
A AD[AT—H A (Status) |23[A4 T A (online) JIZ/R->TWDHI L EMRALET,

FIE

AT Tl 77RO URL # A S LET,

« F B https://management_ip, 7 — FA N7 v TRECAN LA v E—T =4 ZADIP T
FL2AZ AL ET,

ATvw T2 22— —4% admin, Threat Defense DEBHIFIZERE L=/ XAV —FR 2L/ A4 LE

7,
Z2TY T3 90 HEOFMEF A Lo ACRIET D Lo ITkdbNET,

- -~ =JL ==

TJA 1 ADEKRTE
Threat Defense (X, 74 B ADBAB IV T A B A S —LO— BN AfER A~ — K V
Th =T IA RV EERALET,
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ATy T

Device Manager T Threat Defense D &R |

Uy — T EBET D L. Smart Software Manager |3 v — 3 & Smart Software Manager [ O i&(5
MO DAAELIITLET, /o, BWUREET I My —oREID Y ToRET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ AIZABNICEENE T, A~v— T4 B ATIE, FEWAL TN
i OFERE % C% $£ 97, Smart Software Manager (28835 &, T <IZTA4 B ADFEH%
BltECEFET, Flh, B TIA B AZHMATLIZELTEET, ZNIZK - T, HIEDEER
BLOFEHNAREIC 2 | BIFEOEKBICLDBIEN 220 FET, WOTA B A &AL
TLTIEEW,

cIPS: EXaUT 44T Uz A LIPS

« TILY T TRAME - ~ v = TR

*URL : URL 7 4L & Y 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O #

15 H B HIIC
* Smart Software Manager IZ~¥ A X —T B 7 a2 FLET,
FETHU U MeBRLTRWERIE, Vo222 7 LTHLWT AV MEREL
TL 72 &V, Smart Software Manager Tl flfkD~A X — T h o v F&EEHRTE £,

e o TIAT AT T T EMERA L TAIMEEND) BEEAFHT AT, TFEHO
Aw— KNIV T NO=2T T4V T T b Tl S{ (3DES/AES) 71 &
VAERFHATEANENH Y 9,

FIE

BHENDAY—F T4 T THY L M, RBERTABANGTENRTND Z L &l
LTI,

TAB AT, VATEIFRERBEIENLT A ZAEWA LRI, A~— Y7 by =T
TAR DT TAT MY 7 SRTWES, 722l FETIA B A 2BNT 555
MBd HYAETE. Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) |#R#E 7 4 —/V KEFEHLET, ROT A& APID ZMmBELET,

1: 514t ABRE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions
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GE) PID B RONHRWIEEIT, HESUZTFEITPID 2 BIMTEE7,

«IPS. /LU = T4, BEOURL 74 &2 ADMAEDE
* L-FPR9K-40T-TMC=
* L-FPR9K-48T-TMC=
* L-FPRIK-56T-TMC=
EREDPID OWF N ZFEUTEMNT D & ROWVT IO PID K IE T D HEl~— A D
VTRV T a v ERIRTEET,
* L-FPRIK-40T-TMC-1Y
* L-FPR9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPRIK-48T-TMC-1Y
* L-FPRIK-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y
* L-FPRIK-56T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T &0,

AT w 72 Smart Software Manager T, Z DT /XA A& BIMNT 2T 7 hOBFEEN—27 o E2ERL
Tav—LFE7d,

a) [Inventory] %7 U v 7 LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 T, [New Token] #7 U v 27 LE 7,
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B4k h—72 »%A{ERL (CreateRegistration Token) | %A 7 1 7R v 7 AT, LA FOREME
ADLTHrE [ h—2 »%&1ER% (Create Token) | %727 V v 27 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days
Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token @@

Create Token Cancel

+ [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R 5{L23FF Al S LTV B [EH
DGETME 2 T IAT AT T T EENILET, ZOWEEENT L TEDY
By IOAT v are I ZTERTOLERDH Y £, B TIOMEEZAMICT LSS
BlE, TAA AZH LT B X R —THEERL, 731 A% U a— R4 5080
b ET, ZOFT v a URERRINRWGE. T U 2 MMIEHHBSIERE A AR —
FLTWERA,

h—2 3 A o _y MY ICBIMENET,

d) b= OFEMIHIRETAar %7 V7 LT[h—2> (Token) 1 XA 70 TR
J2AE, b= IDEZ Y v T R—=RIZar—CT& 5 X952 L%E$, Threat Defense
DBEGEN N7 L EICBEDOTFIETHEHT 272012, 2O M7 028 FELTBEET,
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K2: =9 DRTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K3:b—HrDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— KT A& A (SmartLicense) ]
DOY~< Y —T[FEEDF T (View Configuration) | %27 U v 7 LET,

[A~—]F T4 & A (SmartLicense) | X—VNFERINET,

ATy T b [FA ADBG (Register Device) 127V v LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90....

WIZ, [A~— K T4 AD%KEk (Smart License Registration) | %4 7 12 77K v 7 ADIF/RIC
WEsT, =27 ICHEO T £,

Device Manager T @ Threat Defense 0 & Fd .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Device Manager T @ Threat Defense 0 & Fd .
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B zxonexa05 0Ky v —omE

Go to Cloud Services

Resync connection

Unregister Device

EXHGEFX1) T 4R O—DHRTE

EARB X2V 7 0 RY —2RET DI, ROF X7 ZFITLET,

NA v E—T7 4 ZADFTE (15 —) |

WNEA v —T 2 A ACAEZT 4 7 IPT RLAZED LT, A F—T = A R
|Z DHCP Z#ffH L £,

| EF2 VT 4 Y= DA H =T A ZADBEM (17 3=2)

T 7 AR LB NEHB L OO 2T 4 —T, R v F—T = A &
CHERA v H—T A A BN L ET,

F 74V hb—FOEM (19 X—) |

SERDHCP Y — " =355 7 4 b b b— F B ZITE S 2 WAL, FEICEMNT 503
NhHFET,

) [NAT OFE (21 =—) .

WA V=T 2 f ATA B —T =4 A PAT ZEH L £7,

WEPDINEA~D BT 7 4 v 7 OFFR] (23 =) ,
WEBDNDINA~D N T 7 ¢ 7 ZFFAI LE T,

(f£E) DHCP #—_—D%E (24 ~—) ,
TIAT v NONEA 2 —T = A A TDHCP V— "—%HH L F9,

EE) B — N2 A DRELT—FA L HZ—T = A ZADEBOFA] (27 ~_—
)

EHS— N2 A BERT DN, T—H A F—T oA APLOERETAILET,

REDRER (28 ~—¥)
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AV8—T 14 RADEE .

A3 —T A RADETE

&

BN T OB A v X —T oA A AL, IPT FLAZRELET, @wiL, P27
ATEWOHD NT7 74y 72 BBMIELLINC, DR b 200, F—T =4 AEZRE
THMENDY £, BFEIX. Ty 7 A M) —2N—FF72031 X —F v Ml L7z A
VHE—=T A AL FHOR Y NU—T D1 DU LEOWNEA v H—T oA AEFEHLET, =
NooOA U E—T7 A AD—HE, Webh— =72 DTV w77 7B ANARERT £y b
ZELE D TEEHAT) (DMZ) E22A08H0 £1,

— Iy V—T 4 T OIRPUL, WA VX —T 2 A ATARAEZT 4 v I T RURAETERR
425 LEFZ, ISP 225 DHCP 2/ L THERA v X —T =2 A AT RL AR BT 52 LTI,
WOETiE, DHCPIC L AAX T 4 v I T RLAREINIA v X —T = ZA&FH LT, NEA
VHE—T A ARRELET,

FIE

[T /34 A (Device) |7 U w27 LThb, [ ¥ —7=AA (Interfaces) |V~ VU —IZH D
Voo &271)y 7 LET,

[ % —7xAA (Interfaces) | ¥ 7 N7 74/ b TRRSNET, /1 ¥ —T =AY A}
W2, BB B —T 2 A REZNTROLHET, T RLVA RENFERESNET,

ATy T2 AR T A v —T oA 2DfFET A2 @) 220 oy LET
AT T3 ROFBEEITNET,

Device Manager T @ Threat Defense O & .
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B sz 1z08%

Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask
10.99.10.1 [ 24

g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

10.99.10.2 /

b)

d)

[ % —7 A A4 (Interface Name) ] Z#&XiE L £7,

AV B =T A ADL4E] (K48 LT ZHELET, BRITNLFEZTLHLERSDY
£9, . [inside] £ 721% [outside], ARTZRELRWE, £ F—T = ADFKYD DFKIE
FEHENET, VT A X =T oA AERETLHEERE, A ¥ —T7 = A ATIF4
RIS EL T,

[£—F (Mode) 1% [/V—7 v K (Routed) 1IZ#ELET,

Wy TA U E—=T A AT 25E 1%, Cisco Secure Firewall Device Manager
Configuration GuideZ 2 L T 723\,

[AF—% % (Status) | AT A ¥ % [f%) (enabled) |3¢E (@) (oL £,
gE F7-. FXOS CA LV X —T =2 A AT HLERH D £,

(f£&) [#M (Description) ] Z#%&E L £,

FLIE 200 SCTFUIN T, SAITE AN TIC 1T TASILET,

[IPv47 KL A (IPv4 Address) | “X— T, AXT 4 v 7 IPT7T RLAZRELET,
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txayFqJ—vanqvs—7x420Em [

f)  (fEE) [IPv67 KL A (IPv6 Address) 1 %2727V w7 L, IPv6 % E L £7,
ATy 74 [OK] 227V 7 LET,

RFY TS SBAICHERT 54 v 24— 7 = A 20fET 42> (@) 22V v L, NEOHBAELFT
T4V RERELET, ZOA ¥ —T A ATiE, IPvd 7 KL A2 [DHCP] 3R L &
R

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this i ill be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

GE) AZT 47 IPT RVAEMMT 256, £712IEDHCP 67 7 4 /v bb— b &
ZELBWEEIE. 774V M— M FEITRET D2LERH Y £3°, Cisco
Secure Firewall Device Manager Configuration GuideZ 2 L T< 72 &\,

LX) TFaIV—~"DA 3 —T 4 ANDIEM
X2 VT4 = I E =T 2 A ADTN—T T TT, S—E, b T T4 v T DE
FRLE SIS DX DRy U= 2B 7 A MISEILET, B0y - 2 EHRTEE
TN, GO H—T oA AFHE—~DY 2 OFIZORGFIETE ET,
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B 207 v—nnros—7z1208EM

ZOFIATIE, WOFEFREY — A v F—T = A AZBMT 2 HEZHOWTHHLET,
s [inside_zone] : ZDOY — 0%, Wy N —2 %2R L ET,

s [outside_zone] : Z DY — L, A X —F v NN EOKIEIARFRE/ZIMT R v N U — 7 B
LET,

FIE

ATV T A7V x7 & (Objects) [Z#RINL, WIZBRNS [EF =2V T 1Y — (Security Zones) |%
BINLET,

A5 w72 [inside zone] @ [tk (edit) 174 2> (@) 22V vr LET,

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

@ @ inside (Ethemet1/2) o “

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

ATYT3 (A% —7 x4 R (Interfaces) |V AT, ¥ %227V w7 L, V=BT HNEHA X —
T oA AEIERLET,

ATV T4 [OK] %7V w7 LTEREZRMFELET,

ATy TS HEA v H—T = A A% [outside_zone] (ZIBMT DX, ZNHOFINEAMBRY KL 9,
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I Device Manager T ® Threat Defense O &

Forrrr—roem [

Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

ystic (Ethernetl/4) -

-

@ (&) outside (Port-channel1) o
innamed (Ethernet1/5) -
1 item(s) selected
Create new Subinterface CANCEL

FI74IL MIL— FDIEM

F 7 F v M b— MA@ INEBA B —T = A ADSEIEFRERT v AR — b — 2 &R
LRLET, INHA v % —7 = A AZDHCP AT 25812, 735 ABRTTIZT 744 b
N—FEZELTWDHAHEERH Y £3, FEITL— N2BNT20ERDLIGEIE, KROTF
6% 3247 L £4, DHCP ¥ — "= 5HF 7 4L bb— b2 %ZE LEEBEAIE. [T/ ADBE
(DeviceSummary) 1>[R AT 4 v IL—T 1 2% (SaticRouting) | X—IIZFKRINET,

FIE

RATY TN [TA A (Device) 1227V v 27 LTinb, Pb—7 47 (Routing) |~V —iZdHDdl 7
7V v LET,

[AXT 4 v V—T 47 (Static Routing) ] X—TNERINFET,

ARTFwT2 *F FF[AXT 47— bOVERL (Create Static Route) 1 %27 U > 7 LET,
ATFY T3 TN M= DT RT 0 EHRELET,
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F I+ FIL— DB

Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor i

a) [4#7 (Name) | AJILET, =& 21T Tdefault)] & LFET,
b) [IPv4] E7-15[IPv6] T VARE L %7 ) v o LET,

IPv4 & IPV6 12 L CEBIDT 7 v b b— s ZERT AR H D £,

¢) [F—hU=A (Gateway) 1227 Uy 7 LT [FHLWFKy U —27 DOFERL (Create New
Network) %27 Vv 7 LT, Y= hUxzA IPT RLAZKRA N T V=2 & LTEMN
L‘i—é—‘o
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NAT D& E .

Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) Y= FrU=zAD[A % —7x4A (Interface) | (7= & 21X M (outside) ) ZIBIR L F
D

e) [ry hT7—27 (Network) ] ¥ 7 A4 2% 27Uy L, IPv4T 74 /L hb— FOEEIE
[any-ipv4] . IPv6 7 7 4 /b b )L— kDA [any-ipv6] 28R L E 37,

ATv T4 [OK1 227V vr LET,

— B0 72 NAT — L Clid, WET RV RAENTA > H—T 2 A ZADIP T KL ADKR— MIE
WLET, ZOXATONATNV—NVDZ tEA LA —T A AR—KT KL RZEH (PAT)
CIEONES, IPVOICA v X —T A APAT I3 TXEH A,

Fig
ATy 1 [RYU— (Policies) 127V v 7 LTHL[NAT| 27 Vv 7 LET,

RTw T2 FFT [NATV— L DIERL (Create NATRule) 12727V v 7 LET,
ATFvT3 ERL—NLDOF Ty g o EFRELET,
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B wozz

Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trar e e or destination addre: f
packet. These rule
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipv4 v Any v Interface N Any v

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) [#A v (Title) | Z&%ELET,

b) [IL—ILDEBRER (CreateRuleFor) 1>[BEINAT (AutoNAT) | Zi®IRL 7,
c) [#4 7 (Type) 1>[FA4F+ =2y (Dynamic) | ZEIR L £,
ATV T8 RONTy NEWA T v a ERELET,

a) [JtD %7 » & (Original Packet) ] C, [Jt® 7 KL A (Original Address) | % [any-ipv4] (T
HELET,
ZON—E AEBDA LV E =T A AMBFEESNDIT X TDIPVE N7 7 1 v 7 &
LET, A F—T7x2A AETT FLRAEHIRT2581E, FFEDO[EEILA ¥ —T =
A A (Source Interface) ] ZEIN L, [JudDT KL A (Original Address) 1I1ZIP 7 R L A %45
ETEET,

b) [EHaF s N v & (Translated Packet) ] T, [Bfiidc A % —7 = A A (Destination
Interface) | Z#AMTA X —T7 = A RATRELET,
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FIFNVRTIE A FZ—T 2 A AP T FUANREHELT FLAIHEHEINET,

ATy 75 (EE) [KoFr (Show Diagram) ] #7 V v/ LT, L—LDOEY 2T VEREF R LE
@—O
ATv7T6 [OK] &7 V7 LET,

NEBNSHEAD T T 4 v U DFFFA

TI7FNETE BF2 VT4 Y= MO NI T4y 73T ny 7 SRk T, ZOFIETIHE,
WERINSAMEA~D T 7 4 v 7 ZfFi T 55 RLET,

FIig
ATw 1 [[R) >— (Policies) |>[7 Y XHI{El (AccessControl) | Zi&IR L £,

ATFwT2 FELF[T 7 EAL—/VOIER (Create AccessRule) %27 U > 7 LET,
RATYT3 ARV NOF TV a v R ELET,

Device Manager T @ Threat Defense O & .
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B &=® owerv—ri—ome

Add Access Rule X

Order Title o Action

1 bt inside_to_outside E Allow v

Source/Destination Applications URLso Users o Intrusion Poh(:g.-o File policyo Logging

SOURCE DESTINATION
Zones e + Networks + Ports + Zones o + Networks + Ports/Protocols +
ﬂ Inside_zone ANY ANY a outside_zone ANY ANY

Show Diagram ()

SOURCE DESTINATION
Users Applications m
Neworks ) > @ O @ O [ B urLs [
Geolocations m ZONES 1 ZONES 1 Networks m
ALLOW .
Ports m v [;' — Geolocations m
v -9 E‘c PortsProtacols [

a) [#4 b (Title) 1 %&£,

b) [V/—A (Source) | C. [V —> (Zones) | ¥ 7 A%V vr L, WEY —rZ&ERL
£7

c) [#%sid (Destination) ] T, [V —Y (Zones) | ¥ 7 A2 &7V v 7 L, Y — 0 &3
RLET,

d (EE) [KoFER (ShowDiagram) %27V v 27 LT, W—LDOEY 2T VKELAZFRL
£

e) [OK]Z27 VU vr LET,

({£Z) DHCP H—/N\—DE&E

7547 N CTDHCP 2 LT &BIZKT B85 ML IPT RLAZESETAHLHIITTH
YA TE, DHCP — _—Z2 G LFET,
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z®) oHep ——oxzE [

FIE

ATy T [T314 A (Device) 1227V v 7 LThE, [VRATLERE (System Settings) 1> [DHCPH—
/N— (DHCPServer) | V2% 27V w27 LET,

ATwvF2 * F£7213 [DHCPY — X—DfEk (Create DHCP Server) 127 U v 27 LE 7,
AFY T3 = nR—DF T 4 EFELET,

Add Server P

Enabled DHCP Seruer()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) [DHCPH— N—%F%Z9 % (Enable DHCP Server) | A7 A X% 27 U w7 LT, Aohe#
wLEt @)

b) DHCP % — "—%HhZT D [ X —7 A A (Interface) | ZIRL T,
AV H—=T 2 A AFFHFNIP T FLAZFS> TV DIRERH Y £, A1V F—T = AT

DHCP % —N"—% 7T 5858, A1 X —T7 A AT RLUADOTHIZDHCP 2 H 35 =
LIITEEEA,

¢) [7 KL 27—/ (AddressPool) | Z# AL ET

IP7 RLAO&RIL, BIR LA ¥ —T 2 AR LY TRy b EICHEETIHLER S
N, AV Z—TxA AFEDIPT KLVA, Ju—Rxy A M T RLVRA, F72E TRy
MRy hT—27 T RVAZEHDH I EIXTEERA,

d) [OK1%Z7VUvr LET,

ATy T4 ({EE) [RE (Configuration) | Z 7% 27V v 7 LT, HEREBLO 0 — ViR E &R E
L/\i‘é—o
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(f£E) DHCP H—/N\—DERE

Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address

Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP HEIFRETIL, FEELIA v F—T = A ATHIEL TWADHCP 7 A4 7 > b6 B
L72DNS H— X RAA 4, BILOWINS —DOEHA, DHCP H— 3225 DHCP 7 7
A7 v MRt SN ET, @E. SMNBA 4 —T7 A ATDHCPZM I L TT R L A& Hi51
HZEAIITHBREEZHEMN LET2, DHCPEZ/ L CT RLAZRETHA X —T = A%
BT 22 CTEET, BEREAHEHTEARAVWEAIZIE, HERAF TV a &2 TEITER
TEET,

a) [HEEXTEZBEZNIZT S (Enable Auto Configuration) | A7 A4 ¥ &7 U 7 LT, AZhEFR
wLEy (@)

by 7I7AT VMR —N—FEEWKT DA X —T oA A% [T A L F—T = R

(From Interface) | K v ¥ 7 o A =2 —CT&EINLET,

) HERXEZADILRWGA, FREFHBREINTREL LEXT LTI, 128 ED
Ja—nNNVF 7 arEFRELET, THHOREIX, DHCP — _—%2 T3 59T
DA H—Tx2AATDHCP 7 747> MZERFESNET,

d)y [fRfF (Save) 127V v 7 LET,
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EB) BES— YA OBREET—21v8—T 11 20ER0HT [

(F8) EBY— IO AMDEREET—FAF3—T A ADEED

#

ATy T

Threat Defense # BT 5 & X2, HHT RLALHNHET — Y = A TR EFHTT, ROT
JECTIE, BHA o H—T 2 A ATERL T —FA L F =T oA A& LTy 7 7T L— kil
TEH NI 7 4 v 7 %2559 5 K 91T Threat Defense ZiRE TE £, ZDHA. HEHERR S
NEEHAR Y U —27 EI2W 58813 Threat Defense 2 FHECTE 42, oy U —27%
TOEHIN I 74 w713, BEHA =T 2 AA ATERL T —H A F =T = RINV—T 4
VITENET,

Fl2, T 7 ANV FTHE, BHEHA X —7 A A (DeviceManager £7-1XCLI 7 7 & &) ZJrL
TP Threat Defense ZEHTEE9, ROFIETIL, 1 DL EOTF—F A2 —T A4 AT
BHEANCTHILELTEET, BHA L H—T oA R T = Tz A1X, T—F A X —
7 = A A®D Device Manager ‘EEE ~ T 7 ¢ v ZIZITEEE KT LET AL, ZOHE, Threat
Defense TIZHlHE ON—T 4 7T —TAPMEHINET,

1R BHHEIIZ
A B =T 2 ADHFRE (153=) IrCT =LA v X —T 2 AZHRELET,

FIE

TR A B =T 2 A ANLDOEET AL ET,

a) [T/ A (Device) 15227V 7 LThb, [YATLBRE (System Settings) 1> [EET
2+t X (Management Access) | V27 DJIEIZZ Y v 27 LET,

b) [T—H A% —7xAA (Datalnterface) | %27 U 27 LET,

o) F*EEI[T—HA X —T A ADERL (CreateDatalnterface) 1227V v 27 L, A4 X —
T2 A AT LTV —VEERLET,

Add Management Access

Interface

inside ke
Protocols
3

Allowed Networks

5 any-ipva

Device Manager T @ Threat Defense O & .
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REDER

ATy T2

E D R

ATy T

Device Manager T Threat Defense D &R |

e[ X —T A A (Interface) |: BT 7/ B AZFHAITHA L H—T = A ABFEINL
i—a—o

o [7v k=L (Protocols) ]: /L—/LAAHTTPS (AN— F443) F£721LSSH (AA— K 22) |
FTEOW G A ERIRL 7,

s [fFAf &z v U —72 (AllowedNetworks) ]: VAT AIZT 7 EATE S IPv4 % v

RNO—27  IPv6 Xy NT =7 FTRERANEERT IR Y NT—I 4TV b
BIRLES, MEE] OF FLAZEET HITIL, [any-ipv4] (0.0.0.0/0) 35 L U [any-ipv6]
(::/0) IR L £ 7,

d [OK]%27VUvyZ7 LET,

F—B A H—T o AEHET B L) IEIS — by = ZRELET,

a) [T/ A (Device) 1227 U v 7 L, WRIZ[VRATLERE (System Settings) | > [EEAS
44— x4 R (Management Interface) | V> 27 %27V v 27 L%,

b) [T—HFAE—Tx2A A&7 — U xA & LTHMHTS (Use the Data Interfaces as the
Gateway) | Z#IRL £,

Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unique Gateways for the Management Interface.

c) [fR1F (Save) |27V v 7 LCTEEEZFHA, [OK]ZZ7 Uy 7 LET,

RIEDEW & ZICkT D058 (B LET, EHEEEHT2ETE. A ALETEOE
EHLT 7T 4 7 FH AL

FIE

Web X—T D EIZH D [EFEDOER (Deploy Changes) | 7 A 2> %27 U w27 LET,
ZOTA i, BEHENTOWARWEERHLLEIC Ry b ~—27 THEAFRINET,
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ATy T2

Threat Defense CLI~AD 7 Y X .

[fREHDZHE  (Pending Changes) |V « > K71IZ REDRBEN—T g v R T OLET L
DN RRINET, TNODOEEIL, ﬁﬂﬁ?éﬂtgfe BINEN-EE, EidmEIN
FEZARTEDICASTENTWET, BOBRIFICHOWTIE, V4 v RO AFIEZSRL T
TZ&EW,

EEANFICRER 20 GET (4T BB (DeployNow) 227 U v 7 LT, Ya7zd<IC
PRAGTE £

U4y RUIZEHPEITH CHLZ ENRINET, UV RUEALU L0, EI3EMANE
TI2ETRECEET, BEIEITHTOMICY 4 FUZBALTH, Ya 7IIFELEY
oo FERIT, ZF A7 VA NREAr V THRTEET, Var v FUZBWEEFRIZLESS
[JEBHERE (Deployment History) 1V > 27 %27V v 7925 LFERNFRINET,

Threat Defense CLI~D 7Y X

ATy I

ATy T2

BRI KT D5 CLIZEH LT, FEA X —T 2 A ARTA—REEFT LD, N TF7
WY a—T 4 T ETHT20 T&EET, CLIWCT 7 AT HI00%, BHA L H—T A A~D
SSH Zffi 42 7>, FXOS CLI 785 L £,

FIE

(AFal) BEICKHT 505 SHA L 2 —T7 A ADIP T R AIZEHESSH 55 L F
K

BHIPT FLAIZ, GBI NS ZAZBELZEZICRELTZDDOTY, YIHEBRRICHE L
72 Tadmin) 7D M ERRAU—REMEHA LT EBICHT D08 e 714 LET,

NAY = REeBENSEIE, Y r—d 3=V TRBl7T A AZiE L TEAETEET,
(AFvar2) ary — AR EIE Telnet e 2 LT, £ = —/L CLLICH:: L %
R
a) BEX2 VT4 BV VITERLET,
connect module slot_number {console| telnet}
Telnet #&f5t 2 3 HFAIE, BV 2 — /VICRFFICEBR O v 29 U ERETE ., #HitR
FENHL 70D Z & TY,
i)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Device Manager T @ Threat Defense O & .
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. Threat Defense CLI ~D7 ¥ £ X

b)

d)

1

Firepower-modulel>

BRI T D058 2 Y — W CBE R L ET,
connect ftd name

BEOT TV Ir—a A VAR AR DGR, A VAKX ADLRIEIRET D03
NHOET, AV AX AL EFRT DI, 4RieffTTIica~ry REATLET,

51

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

exit EAN L, 77V r—varyaryy—nu2&TLTCFX0OSEY2—/LCLIIZEBHEI L E
ﬁ—o

G¥) 63 LVRIONR—=T 5 OEAIL, Ctrl-a,d & AT LET,

FXOS CLI D A —/34 ¥ L~YLIZRE D £97,
AVY—ILERTTBICIE. UTEETLET,
1. ~E AN
Telnet 77"V r— 3 G0 bV 97,
2. Telnet 77V r—va 745123, e A LET,

telnet>quit

Telnet vy a a8 TIBICIE. ULTEEFTLET,
Ctrl-],. £ AJJ

WIZ, EX 2 VT 42— 1 OB D058 128 LT o, FXOS CLI ®
A=A FLYUIZR DB &R LE T,
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RDATY

zoz7v7 I
Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.
CISCO Serial Over LAN:
Close Network Connection to Exit
Firepower-modulel>connect ftd FTD_Instancel
ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.
To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> o~

telnet> quit
Connection closed.
Firepower#

O

J

Threat Defense DX E Z#HifT7 521X, [Cisco Firepower K= A F—E | [2H D BHE VD
VIR 2T NR—=V g O T Ve B L TLFEEN,

Device Manager O IIZBE 92 #HIZ O\ Tik, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | ZZ&M L T 72X,

Threat Defense & Device Manager D FEFE

tRe

N— | BRI

av

AT A TAVARE
A &M L 72 Device
Manager O 7HR— k

6.5.0 |Device Manager #ffH L CRXA T 4 T A LV AZ L AEREATE DL HI1Z720 E LT,
B LVYA T S U
[#RIET /N4 R (Logical Devices) ]>[T/\A4 AMi&f0 (Add Device) ]

GE) FXO0S 2.7.1 36T,
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