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[/f VR R U]R=TNG . A LT EN Y OFT N, ZAEERINL, AN H D [EHE] A
WC—EBEHEREINTWAELT TS g ONTANEERNLET,

Chassis Manager : Threat Defense iHIET/\A X DB

Threat Defense Z A X > K70 DA T A TA L AXZ AL LT Firepower 9300 7> 5 R T
EET, CDO L, AT FTA L ARZ VAR T AL Y R—KFLTWERA,

ZOFETIE, TV r—varTHAENEZT— A NI v TREEEGT, WwHET /NA 2D
B ARECTEET,
1R BHHIIZ

s Threat Defense & —F&ICHEH T 2EBA L X —T 2 A AR ELET, /2 F—T =4 A
DREESBLTLEE N, BHA VA —T oA ARKETT, B TT—L A X —T =
AADPGEREREINCTEET, EL, T EHREENNC LR THERTL TEN
WA TH, WA VX —T oA RERELT AN AZEID Y THMERDH Y £F, Z0OF
A =T oA AL, UV OEBORMEREND ([ F—7 =A A (Interfaces) ]
27O EEIZ [MGMT] & L TEREND) vy —VEHRA—-FERLTIEH THA,

cFl, DL EB I DODT X A X —T oA AERETHHLERHY £,
« ROERENELET,

cZDTNRAADA B —T = A A1d

A LUH =T 2 A APT RLAERY NT =T <R

=V ATPT FLR

*CDO [Z K> TAEM S 4172 CDO R A M4, k¥ —, BLUNATID, 4R —7 «
IO P = REMA LT A, ZADE L R—=F 4 7 (98—) ZBBLTL
EEW,
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ATy
ATvT2

ATvT3

FIE

Chassis Manager C., [##7 /XA A (Logical Devices) | Z 3R L £7°,
[(BN (Add) 1>[RE > K7OY (Standalone) | %27 U v 27 L, IRO/NRNTA—HEHELE
D

8:RR U RFTRAUT/INAZADEM

Add Standalone Loll
Device Name: |ﬁ3d1| ]
Template: Cisco Firepower Threat Defense b
Image Version: 7.2.0.1942 o
Instance Type: Native il

0K Cancel

a) TNARBEATILET,
ZOLAHNE, Yy — Y A= RN PRNERREEI T TA v F—T oA A%EIDH TS
EOHERLET, ZHUEIT 7 r—a VBRETHH SN T AL ZA4TIEH Y 4
/L/o

b) [Template] CiZ. [Cisco Firepower Threat Defense] % 3R L ¥ 9,
¢) [Image Version] Z 3R L 9,

d) [Instance Type] C [Native] Z 38R L £,

¢) [OK] %7V w7 LET,

[Provisioning - devicename] ¥ « & R U MMFRINLE T,

[Data Ports] SEI A BB L, 734 AZHIV B THA X —T = Af AEZNTh7 U v 7 LE
hd‘o
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ATy T4

&

Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethernetl/2
Ethernet1/3.2 FTD - 6.4.0.42

Click to configure

Ethernet2/3

LARTZ [Interfaces] N— Y CHMNC LT —F A v X —T =2 ADRZHEEINV S THI LNTE
E9, BIFECDO TINOLDA v H—T = AEAMMILTHELET, IPT RLADRE
HITWET,

N R 2T R NRRAFEOR— MIRDT A 2 TERENET . &, BEDA L F—
TzAAEV2—NLVTiE, A1 T4 By b AU F—T 24 AZH L TDOIHEN— KT =T N
ANRABREEAICTEE T, "R =T XA RRF, EEBRCNT T I B™A T A
AUE =T 2 A A XTHETHAVEET D Z L 2R LET, ZOWEIL, V7 by =T 2T
N—= R =2 TEEORERIR y MU — Va7 2ol cEEd, N—Ru=7
NARAXT ORI DA 2 FZ—=T 2 A AL BED B THATHRWEE, HI HTHERKT
bDHEEHERTHEEA v E—VUNRFRENET, N— R =T AR EEEEHT S
ME TNz, DA VA —T oA AEFEI VB TH ENTEET,

BEHPRDOTNSA AT A ariEr )y s LET,

EATaTRy I ANFE RSN, IO T— AN v TEREFITHOIZENTEET, Zhb
DOFET, WHPEAEH, 72137402 % U BN HTE, @FEOEMTIE, B T77Y
r— 3 CCLIREDITFE AL EDEAEETXET,

[—f%fE# (General Information) ]-X— T, KD FINEEZFEITLET,
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. Chassis Manager : Threat Defense RIE7 /N1 X DB

9: &M ER

Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

OK Cancel

a) [BEX=UT7 4EY2—/LOER (Security Module Selection) ] D F T, Z DFwBhT /34 A
WERT28F2VT 9 EVa2a— V%22 v 7 LET,
b) [Management Interface] % &R L £ 7,

DA E—T A A, BT AN AEERTLEOIFERHESNET, ZOA X —
T A AL, Uy —VEELR— N EEBO L 0TI,

) BHA LA —T oA ABTIRLET, [7 RLAX AT (AddressType) ] : [IPvdD I (IPv4
only) ], [IPv6DZ# (IPv6only) ]. F7=iZ [[Pv4E L OUPv6 (IPv4 and IPv6) .
d) [ManagementIP] 7 KL A ZFE L £7,

DA E =Tz A—BDIPT RLAEZRELET,

€) [Network Mask] % 7= 1% [Prefix Length] (ZAJ) L E T,
) *YrI—OHF—brozA T RLAEANLET,

ATvT6 [RE (Settings) ] ¥ 7 T, WOBEHAEZALET,
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X 10:%

Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement
Management type of application instance: |CDO b
Search domains: cisco.com
Firewall Mode: Routed i
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes
CDO Onboard:
Confirm CDO Onboard:
Eventing Interface: None i

d)

g)

h)

OK Cancel

[TV r—var A AR ADEE S A7 (Management type of application instance) | K
oy YA KT, [CDO] Zi&IR L E7,

T = XEIY YA e LT[ KA A (Search Domains) | # AJ) LET,

[Firewall Mode] % [Transparen] ¥ 7213 [Routed] (23R L £ 9,

N—T v RE— KT, ThreatDefense | IR~ NV —27NON—F Ky P LRI ET,
N—TFT 4 TETIGA LV E—T 2 A RAFRE LT Xy N RV ES, —FH, FF
AXRT Lo N7 7AT 74— X, [BumpInTheWire| F721% (AT VAT 7 AT 74—
N DEIITHERET DA V27 74T U=V THY, HERINTZT A A~DNL—F
Ry 7 LTRSS EE A,

T AT U A= RIIWRBERICOAREELET, 77— MR NT v 7 OKE % 5
HT 256, ZOREIIMEHINETA,

[DNS Servers] 7 o~ XV DY A & LTANLET,

72 & 21X, Management Center® AR X M4 A f5E 4 5451, Threat Defense (X DNS A L
£

Threat Defense @ [Fully Qualified Hostname] = A 71 L %7,

CLI 7 7 ‘2 A ® Threat Defense & #=—+ ® [Password] # AJJ L £,

CDO = L » TR &= a2~ % [CDOA > HR— K (CDO Onboard) |35 & U8 [CDOA
A— RZ&HEF (Confirm CDO Onboard) | 7 4 —/V Rz — L E 7,

CDO TIEHID [f X v A % —7 = A A (Eventing Interface) ] 23 %7K — bk I TR
7o, ZOREITEHINET,
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B z2svnes07k0o—0mE

AT 71 [FIABK (Agreement) |¥#~7 T, = K=2—H F 14k A (EULA) %#mtA T, RELET,

ATy T8 [OK| %227 Vw7 LT, REXAT IRy 7 AEALET,

ATYT9 [fRT7F (Save) |22 U 27 LET,
VY=V BELLEY 7 Ny =T A=V arvEXyrue—RL, TV =Y a A ARH
VAT = RA NG TREEEBA LA =T A AREE T v aTHIET, w7 A
2AHBEANLET, [RET/NM1 R (Logical Devices) 13— T, H LWERET /A AD AT —
HAEHER L ET, fwmBlT /A AD [Status] 28 [online] & FnENizn, 77— 3T
X2 VT R —DREERBTEET,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

EXNGEFX2) T 4R O—DHRTE

ZIZTIE ROBREEMA L TEANREXF 2V T AR —2RET 2 HECHOWTHI L
iﬁqo

cHNEA L B —T A ZAEHNHA B —T oA A NE A X —T 2 A AZAEZT 7 1P
T RLURAZEO YT, AL X —T = A AT DHCP Z#fEH L £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—Z M L £7,
T T AN RN — b INBA B =T 2 A AEHNLTT 74V Mb— b EBMLET,
«NAT : SMHiA v 2 —T 2 A ATA X —7 = A ZAPAT R L E7,

T RAA Fu—L s NN BAAND N T T w7 EFFALET,

HEARM X2 T 0 RV —%2RETDHITNE, ROX AT EFITLET,

() |1 v 5 =7 =1 208,

() | DHCP ¥ — =D E,
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I CDO T Threat Defense M B
A8 —T 1A ADHE .

::'/3\-, T 7 4V Nb— kDB,

::'/ 4 \'} NAT D E’XL ﬁi_'O

:/5\I W%Kﬁ) 6571\%[5/\@ }\ ? - A 7 @§$m‘o

(e) |ED B,

A 23— 124 ADKETE

BRI T D A X —T 2 AEHIL, TnbatXa VT 40— 2ED BT
IP7 RLAZRELET, @FIE. VATATERDOSD N T 7 4 v 7 2BBmIES X DI,
P b 20DA L EF—T 2 A AZRETHRLENHY £, @HEIX, Ty 7A M) —2A
N—BEIFA X —Fy MTHE LTEAMNRA 2 —T = A AL RO F Yy hT—27 D 1L
LEORNEA L H =T oA AEFHLET, TROHDA 2 H—T A AD—EIL, Web P —s3—
REDNRTY T IR ANHRERT £y NEEET D [FEEE (DMZ) &R 55A805
nEJ,

— R DN—T 4 T ORIL, NEA X —T 2 A ATAET 4 v I T RUARTERR
45 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 5 2 & TY,

WOHFITIE, DHCPIZ L A AZT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A &
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

ATy T [T/34 A (Devices) [>[T /31 AEH (DeviceManagement) |DNEIZIEIR L, 774 T 74—
ND 7Yy 7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 E,cance)
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | @ Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical EHe< &
B9 Ethernet1/3.1 Sublnterface [E| &
Ethernetl 4 diagnostic Physical L&l &
Ethernet1/5 Physical E] y

AT T3 WNEIHEAT A v X —T =2 AD 27V v 7 LET,
[&f% (General) | ¥ 7HRFRRINET,
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CDO T Threat Defense DER |
B s—ozrzonx

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,
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A8 —T 1A ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
I A EF AT LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48T ETO [T (Name) | ZASLET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— EZELTWLAHEERH Y £3, FEITL— N2BNT2LERH LG5 IE, KOTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,

CDO T Threat Defense M E .
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B =o+1tr—roem

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
y Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 4 v 7 )— R DX A TG T T, [IPv4] F 721X [IPv6]
FTarRFEUEI VT LET,

e[ H—TxAA (Interface) |: HIA v H—T7 oA A&EIR L E3, @FEIIINHA
H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

[F—FU A (Gateway) ] £721L[IPv67 — F T =4 (IPv6 Gateway) ]| : ZD/L— F DX
JARNRYy T THLTF— T2 AN—FEZANNELITEIRLES, IPT FLRAEIERY
ND—V/RANAT V2l NEfRETEET,

[ARU w27 (Metric) ]: %55y NU—27 ~DkRy FO¥ZE AT LET, ARMEOH
X1 ~2557T, 74/ MEIZ1TT,

AT9T3 [OK] &7 Vw7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,

CDO T Threat Defense M E .
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B wozz

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&R L £,
[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,
ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

. CDO T Threat Defense M E R
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nat oz I
Add NAT Rule ? X
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)

CDO T Threat Defense M Ef .




CDO T Threat Defense DER |
B niavonsors70vronT

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

. CDO T Threat Defense M R
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
PR REC eIl © Acd Category | © acd rute | search Rutes

8 Fiteer by e

&8

o Mlow

b ez

in this section. Add Rule or Add Category oy T vu
ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
11: [ (Deploy) |

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,

CDO T Threat Defense M Ef .
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REDER

12: ¥ R TEH

node1

node2

1010-2

1010-3

1120-4

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

13: S ELER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device

> nodel
> [ 1010-2
> [J node2
> [ 10103
> [ 1204

Modified by Inspect Interruption  Type Group

System
admin, System
System
System

System

FTD

FTD

FTD

FTD

FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

1Y BRRARAT—2X

es Objects

Integration

atliailie

csce SECURE

1010-2

1010-3

1120-4

nodel

node2

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

Deployment to device successful.
Deployment to device successful.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

.:) Show Notifications

| Fitter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BWHIP T FLAX, ST A RAZRALZEEICRELZLOTYT, YIHRBARECE
=~ Tadmin] 7O 7 b ENRRT—REMMH LT EBICKTT 05 (ca 71 /Liﬁ‘o

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX2 VT4 BV VIR LET,
connect module slot_number {console| telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BBUCKTT AR 3y — TR L E T,
connect ftd name
BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NHVET, AV AX AL EBFRRTDHIIE, izl dTica~r FE AT LET,
1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

CDO T Threat Defense M E .
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Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

) exitEANL, 77U r—varyary— a7 L TFX0OSEY=—/LCLIIZKEEI L &
T

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

WIZ, BF 2T 4T 22—/ 1 O BBEITKT B0 (28 LTH 5, FXOS CLI D
A=A FL~YLICRE LB 2R L ET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
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RDATY

zozx7y7 ||

'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit
Connection closed.
Firepower#

O

J

CDO % f# ] L 7= Threat Defense DFXE % HifT79 5 1Z1%. Cisco Defense Orchestrator 78— L ~X—
CHEESRLTLIEE N,
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