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Z OFTIX, ManagementCenter il L TAZ > K7 1 @ Ik 50580 faBhT /4 A
T D HIEICOWTHLES, @720 7 22 ZRHT 53551%,  [Firepower
Management Center 21>~ 4 ¥ o L —3a > HA K] 22 LTLEE0,
KBIEF > BT —7 ORI IBEATIE, BEROEHNGET A ANEy NT—T 7 A |k
WA VA=V EINET, BT AR, T 74y 7 ZHI#H, &, B, BXOOHL
T, ‘&P Management Center (2375 L £ 9", Management Center {3, —EXDEFE, o4r, L
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H—HNRy NI =7 R LET,
H—F I I DPEOT A ADBNEENDF Y MU —27 Tk, Management Center D K 9
IREMERE D ZHERET NA Av 32—V v AT 203N 72 <, — (8D Device Manager % fifi
FT& £9, Device Manager ® Web X—ADT A Ay N7 w7 74— RE/HHLT,
INEBER y N — 7 OB ARG KSBEHSNDG Y 7 MU =7 OREARERELZRETEET,
TSANO—ERT— M A2 b : Firepower 4100 (Z 13 fE AGRBIE BT AT, FEMAYIZINE
THZEEHYERA, L, 2—F LR EORETIL., FAFRIEREZFEHTEET,
ZO8E . BREEERFR SNMP Off FHRFIZ, BERE DME AGEBIE R AR TE 2560750 £
R

XU BAENC 2 =)

e RY—= FOFIR 2~—)
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s Threat Defense CLI ~®O7 7 & A (27 ~<—)
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Management Center D #IHIE% E % BB L CT51T L £ 7, Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide & 7213 Cisco Secure Firewall Management Center Virtual
AT A REZRLTITZEN,

ITURY—IVFDFIR

V=TI A AR L CHRET DL, ROX AT BB L TLTEE N,

Chassis @Add the threat
Manager defense
logical device

}

Management 2 Log in to the 5 Register the 6 Register the 7 Configure a
Center management mgmnt center threat defense basic security
center with the Smart —p  with the —p policy
Licensing management
Server center

!

Cisco @ Buy feature
Commerce licenses
Workspace

!

A

Smart @Generate a
Software license token
Manager for the
management
center
T—Y9AR=R | FIE

/.| Chassis Manager

Chassis Manager : Threat Defense i Zl7 /34 ADEM (3 ~X—) |

Management Center

Management Center ~D 2 7' A > (9 ~_X—) |

| Cisco Commerce
/| Workspace

Management Center O 7 A & ADEHF (9 X—) HKiETZ 1 &
AN LET,

/| Smart Software
“—| Manager

Management Center D 7 A & 2 ADHAG (9 ~X—) : Management
Center D7 A BV A N—7 U EERLET,
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D—9AR—=X | ¥FI&

5 | Management Center | Management Center © 7 A £ > ZADHfF (9 ~—2) : A=x— K 7
A&7 Y—s3—|Z Management Center %8k L £ 97,

6 Management Center | Management Center <~ Threat Defense D&% (11 ~X—°)

 [Management Center | JA /2% = U 7 4 K U o —DE (14 <—) |

Chassis Manager : Threat Defense FHIET/\A X DB

Threat Defense % R A 7 4 7 E£2ixa 70T DA A K o A L LT Firepower 4100 2>
DIEFATEET, EX2 VT4 =Py ZTEIEEOa T AV AZ U ARREBTEET
W, RAT AT A VABLAF N D2 TE, €T AT EORRALT T A U RAE AT
ONWTIK, BT NS ADT TV r—yay A VAL A AT R4 T 47 #5RL
TLIZEN,

A AMERT 027 7 A2 % BINT 586 1%.  [Firepower Management Center = 27 f ¥ = L' —
var 4Rl ZZRLTIIZEN,

ZOFIETIE, 7V r—va r THEHENLT— MR NI v TRIEL G, fET S AD
BEERETEET,

1R8O BRI

o Threat Defense & —#ICEAT2EHA L X —T 2 A AERELET, /10X —T A R
DORTEEZZHRLTLLEEIN, BHA VH—T oA ARNNKETT, 6.TLURKTIZ, B TF—
BAUHE—T 2 A ANMLEREANITEET, L, T X EEEAHT L% T
AT 2FENRRNGETH, BEA VX —T oA AT A AZED Y THLERD
VET, ZOFEA =T oA R F, Ty —VOEHOLMEHEND (M F—T =
A A (Interfaces) 1 % 7 D EHHIZ [MGMT] & L TEREND) vy —VEHA—FLFELT
TiEH Y FHA,

cFE AR EB NI ODT—F A F =T 2 A RAERETDHLERDY 7,

AT F A UARE L ADGE, RN Y —RAEMERTOHT 74V N TR T 7 A E
LaWEAIEL, [Ty b7+ —L4KE (Platform Settings) 1>[)VY—X 7B 774l
(ResourceProfiles) | TV YV —A 7u 77 A VEBMLET,

CAVTTALAZLADE G RINCA LTI A VAL L AEA A AT BRI,
TAATIPELWT 4 —~<y MZRDE2C8Fa VT 0 =P r Z2HEYIET 54
ERHVET, ZOT 7 v a rPRERGEIT, WMET AN A B R TEERA, [EF2
)T 4 TPy (Security Engine) | 380 L, [FH#IHL (Reinitialize) ] 74 2> (&)
27 Vw7 LET,

cROfEHREMELET,
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. Chassis Manager : Threat Defense RIET /4 X DB

&
ATFvT2

ATvT3

CZDTNAADA L H—T A X 1d

CEHALE =T A RAIPT RLRAL Ry NT—T <R
e F—=FU=AIPT FLR

* Management Center R L 72 IP 77 K L- A/NAT ID

*DNS #— XD P 7 KL &

FIE

Chassis Manager C., [fmEET /34 A (Logical Devices) ] Z&EIR L F 7,

[3Bf0 (Add) 1>[RAZ >V K7RAY (Standalone) | %#7 U w7 L, IRO/IRTA—HEHRELF
¥

Add Standalone i)

Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v

Instance Type: Container L2

a)

b)

d)

@ Before you add the first container instance, you must reinitialize the

security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

QK Cancel

FTINARBEANNLET,

ZOLAFNE, V=Y A= R R PREREEZITo A Vv H—T oA AZED Y TS
FOIERLET, ZHUIT SV A — a VB ECHEAINDT AL AL TIEH D T4
Po

[Template] Ci. [Cisco Firepower Threat Defense] Z 88 L £79°,

[Image Version] % B&R L £ 7,

[f > AZ 2 AH AT (Instance Type) | : [ 7 F (Container) | 721 [RA T 47
(Native) | 2R L E7,

FATATA AL ATEFR2 )T 4 FV 2=V P OFTRTOY Y —Z (CPU,
RAM, BLOT 4 AV KE) AT L7200, %A T 4T A VAL RE 1 DDIA v
AP=NTEET, AT T AL RZ AT, ¥FXa2 VT4 FV2a— /TP
V=2ADY Ty bEMT LD, BROa LTI A AL A A A R—LTEE
T

[OK1 %27 U v 7 LET,
[Provisioning - devicename] ¥ « & R U MMFRINET,

[Data Ports] fHIZ BB L, 731 BV Y THA v H—T oA RAEZNEN7 Y v 7 LE

B
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Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 [

- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethemetl.-’l
Ethemetl,r‘il 2 arnet/. FTD - 6.4.0.42

Click to configure

Ethernet2/3

[ % —7xA A (Interfaces) | *—I CLANIAMNI LT —HX A v X —T oA AT —H
KEHEA L E—T oA ADHEEIN K THZ LN TXET, % T Management Center T AL 5D
A =T 2 AA AEFAHMILTHRELET, ZHIZIE IPT7 FLAORESEENET,

AT T A VARGV ATEITRRI0 DT = IFA =T 2 A ZAEEVHTHLEBTE
T, Flo, KT —FHEA L F—T oA RX, KK AEOa T F A U AZ L RTEID Y
THZLNTEET, F—F A L H—T = A AlZ[Sharing] T4 2> (%) TRENET,

IN= R 2T NANRRREDOR— MIKROT A 2 TERRENET : &, FFEDA L F—
T2 A ATV 2a—)VTIE, A TA By A —T 2 RH L TOIN— KT =T N
ANRABEREANCTEETST (T4 Uy FOFERIIZOW TR, lTFirepowerManagement
Center 27 4 F¥al—var AR Z288) . "— R =T AR, (ZEBRC
TADITWALTA A F—=T = AT THAKET D Z L 2R LET, ZOEE

V7 M =T EEIAN— R = 7TEEORAERIR Y hT— 7ﬁﬁ%ﬁﬁ?ék®ﬁﬁﬁfﬁ
EFT, N RU T A NRAXT DM GFDOA L F—T 2 A XL BHEID B THRTORWGA,
FOYTHEMOTHL Z L 2R T 2EEA v —UNERRINET, N— KT =7 AR
A FEREE T 2 BTN ed, DA v X —T oA ZAZEIV B TEHZENTEET,

ATV T4 HEPROTNAATAarw27 )y LET,

FATOATRy 7 ANEREN, PIHIOT— b AN T v TREFZITHIZENTEET, b
DFREE., PIHEAEH, 2354V 2% VAR HTY, @BFEOEHATIE, 7 7Y
r—3 a3 CCLIRTEDITEAEDEAEET TE £9,

AT w75 [ (General Information) | -X—C, WO FIAZFZETLET,

Management Center T Threat Defense O & .
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Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

SM 1 - 22 Cores Available

Resource Profile: Default-Small -~

Interface Information

a)

b)

Management Interface: Ethernet1/8 hd
Management

Address Type: IPv4 only £
IPva

Management IP: 10.83.58.239|

Network Mask: 255.255.252.0

MNetwork Gateway: 10.83.56.1

AT FIDAVAZLATIE, UY—RDTAIT7AINERELET,
BCIEISERY Y —AT BT 7 ANEREVBTHE, AL AZ AR B— RIS, 2
ORI S DD ZERHV ET, ML EINTNA TXATEVT 4 XT ERE7Y
FTAZDEHRIT, BRDZYA ZADY ) —AT 0T 7 A NEEVETHLE XL, TITDA
VROPAZXRECTHDHZ EETEHEITRIFER LTI,

[Management Interface] %z 341 L 9,

DA UHE—T A A, WRBET AN, AEEHTADIHEHINET, 204 HF—
T A AL, U —UEHER— N EEBO L 0T,

BHA LA —T oA ABERLET, [7 RLVAX A7 (AddressType) ] : [IPv4DF (IPv4
only) 1. [IPv6DZ (IPv6only) ]. FE 721X [IPv4E L OMPv6 (IPv4 and IPv6) .
[Management IP] 7 KL 225 E L £ 7,

TDOAVHE—T 2 A A —BEDIPT RLAZBRELET,

[Network Mask] & 721 [Prefix Length] (Z A L £ 77,
FYRIT—=O HF—bozA4 T RVAEATILET,

ATw 76 [RE (Settings) ] ¥ 7 T, WDOEHEZANLET,

. Management Center T Threat Defense 0 &
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Chassis Manager

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

a)

b)

d)

Management type of
application instance:

Firepower Management
Center IP:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

FMC v
10.89.5.35

cisco.com

Routed =
10.89.5.67

test

ftd2.cisco.com

Confirm Registration Key: |esss

Password:

Confirm Password:

Eventing Interface:

AT 4T A AE L ADBEIE,

: Threat Defense SRET /31 R DB .

[TV r—yarv A VAR ADERI AT

(Management type of application instance) | K72 > 74 7> U A T [FMC] Zi®R L &

—g_‘O

AT A TAVAZ AL, v F—V % & L TD Device Manager H ¥R — K L TWE
To WM T N AL LRI A=V IA TEEETHILILTEERE A,

BB Management Center @ [Firepower Management Center IP] 72138 A v 2 AN L E
9, Management Center D IP 7 KL AN O LRWEEIX, 207 41—V REZEADE
F {2 LT, [Firepower Management Center NAT ID] 7 ¢ —/L R{ZXAT7 L —X& AL FE

R

FTIDSSH £y >3 vhbIFR/A—k E—F, [Yes],

F72IL[No) ZFFrfLES, =%

A— N E— RClE. S/ N Ty 2 —F 4 > 2|2 Threat Defense ¥ = /L6 7 7
A TEET,

ZOFTarTUEW (Yes) | ZHIRTHE, SSHEY Y aryhbaryTHAf U AH
VARCEBET VAT Ha— =R 28— NE— REFBTEET, [WE (No) ]
BN LA, FXOSCLINS Ay T A VAR VAT 78 AT Ha—P—DHN
THXAN— N E— REBMBTEET, A AHX U A O3BEZ LTI, [No] Zi&R
THZ L EBEIOLET,

~ =27 VOFIETRD 537284 . F 7213 Cisco Technical Assistance Center 7> 53R D 5
NG ED0H, TXANR—F E—FE2EALET, Z0OF— NE2HIET HI2iE, Threat
Defense CLI T expert 2~ RafHLET,

Hr<XYY U ANE LTI RAA L (Search Domains) | # AL FE T,
[Firewall Mode] % [Transparen] ¥ 72 (& [Routed] (23R L £ 7,

Jb—7 v K ®&— NI, Threat Defense Iy T —F7NDL—H ro 7L RAEINE
T =T 4 VT EITIKA LV E—T =2 AFRLL Y T3y b EIZHY 3, 5,

Management Center T Threat Defense O & .
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy 717
ATvT8
ATvT9

NFZVAXRT L N 7747 U4 —VE, [BumpIn The Wire] £721% A7 1R 77
AT T4+—V] ODEIIHETDHLATY2T7 74T U=V ThHY, BfIhicT A
ASDN—H Ry 7 E L TIER#EHINET A,

T7AT VAN ET— REIWHRERARICOZRELES, 77— A M7 v TORELH
HHT %G, ZOREFEHINEEA,

f) [DNS Servers] #7 ~XGIW DY A ~& LTANLET,

7= & Z1X. Management Center® 7~ A h 4, %45 E T 5554 . Threat Defense (% DNS % {if
LET,

g)  Threat Defense @ [Fully Qualified Hostname] % AJJ L 97,
h)  BEkIFIZ Management Center & 7 /34 A [ CIHA T 2 [Registration Key] 2 AJJ L £ T,

ZOF—ITE 1~ 3T LFOEFEDT F A FLFFN 2RI TE £, Threat Defense %
B4 % & &1, Management Center |[Z[F] U —% A LET,

i) CLI 7 7 2 A ® Threat Defense & #i=—H @ [Password] # AJJ L £,
j) AR NORFBIERT DA X T 4742 —7 x4 A (BEventing Interface) | %
BIRLET, BELRVWEAIL. A X —T oA ABMEHSINET,

DA B —7 A A, Firepower-eventing { ¥ —7 = A A& LTERT HLEND
DET,

k) T TAARZUAOYEIE, [y KU = 7K 5{t (Hardware Crypto) | % [ %)
(Enabled) | 721 [#%) (Disabled) 1 IZF%E L E7,
ZORECELY, "—=FU =T DOILSHEFLT 787 L—>a VAT D | FE X
ATDNTT 47 DONRTF—< 2 ANRALELET, sEMIZ-OVTIX, Firepower
Management Center 1>~ 4 ¥ o L —a ¥ A FEZRBLTIE I, ZOHEREIZxX
AT AT AVAZ U ATEYR—FENTHETAL, ZOA L RZ U RZEYETHHI
TWH =Ry =7 H5 k) Y —20EIG 2R3 5121%, show hw-crypto =~ > R %
AHLET,

[FIFHA (Agreement) ] ¥ 7 C, =v Ra—% JF 42X (BULA) %A T, AELET,

[OK]Z27 Vw27 LT, REXATRI RNy 7 AT ET,

[RTF (Save) 1227 U w7 LET,

VY —UiF BELEY 7 U aT NNV arvEFyrya— KL, TV r—va A AH

VAT = N A RN Ty TREEEEA AT 2 A AREE T v aTHI LT, T A

AHEANLET, [#WET/N\/4 X (Logical Devices) ]X— T, HLWIGRET A ADAT —

HAERR L ET, ST /31 AD [Status] 2° [online] & TRENT=H, 7Y r— 3T

X2 VT R —DREERBTEET,
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Management Center ~DE 5 o > .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

[ '?* a

Status
@ online (_L;:' #* (455

Management Center ~D O % A >

Management Center % {# f] L T, Threat Defense % & &+ L OEEMR L E7,

18 BRI
PHR—hEINTWDET T UFOFEMICONTL, HT 23 —Yaro) ) —27—h
(https://www.cisco.com/go/firepower-notes) % ZH L T 72 &0,

FIE

ATYT1 FR—FSNTWL T I UHFEMEHL T, RO URLEZASLET,
https://fmc_ip_address

ATFTYT2 2a—H—ZLXRAU—FEZANLET,
ATF9F3 [vr A4y (Logln) 1227V v7 LET,

Management Center D 5 1 > XA D ES

T RXTDT A XX, Management Center |Z & > T &FBUCK 205 (Z#2ftsnE 4, kO
TA B AZMATE LT,

cIPS: X2 VT 44TV Uz A EREAIPS
e TILY T TR - = v T = T

sURL : URL 7 4 L& U T

Management Center T Threat Defense O & .
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Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEREL <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 F 2L ET,

FEET AT N EBRLTRWEAIE, Vo 2E27 )y 7 LTHLWT ATy REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~A X —Th 7 FEERRTE £T,

s BT IAT AT T EERLTAEMEEIND) HMEEFERAT I, ZFEHO
A—hN VT =T FARVUT T MTH#HNZRRE St (3DES/AES) 74t
VARBHTEALENDY £,

FIE

ATVl BEVWOR—K T4 BV T TAHTY M, MEBERIABUVAREENTND Z & %
RMLTLEEN,

TAB AT, VAIEIFREREIEDLLT AL ZAEWA LRI, A~— Y7 hy=T
TARD T TAT L MZY 7 SRTVWES, 7220, BETIA B A Z2BNT 255
b 551, Cisco Commerce Workspace T [Hfh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,

1: 514tV RBER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWEEIT, BENZTFETPID 2 BMTEE7,

«IPS, v~ U =T Bl, BLOURL 74 &2 ZADOMAE D
« L-FPR4112T-TMC=
« L-FPR4115T-TMC=
« L-FPR4125T-TMC=
« L-FPR4145T-TMC=

EFEEDOPID DWF N ZESUTIBINT 2 &, IROWT IO PIDIZHET 5B ~— 2D
Y TAT Y g EERTEET,

. Management Center T Threat Defense 0 &
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| Management Center O Threat Defense O &
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* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y
* L-FPR4145T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client Z1EH A K] #SR L T &V,

sy VT TAELA
* L-FPR4K-FTD-CAR=

ATFYT2 FERELTOARWVWERIEL, A~<—k 71/ % —s3—|Z Management Center % 8% L
S5

BEkA1T 9121, Smart Software Manager TGk h— 72 VA ERT HHLERH Y £9, FEM72R
FNAIZ DUV TiL, Cisco Secure Firewall Management Center 7 R = A fL—v 3> A REH
LT ZEN,

Management Center ~0) Threat Defense & &k

KEmELT /3 A A % [A] U Management Center (ZfHEBIIZ 2 Gk L £ 9,

1R BHHIIZ

« Chassis Manager @ [F@#E7 734 A (Logical Devices) ]-<—3"C. Threat Defense Fmfi7 /3
A AD[AT—H A (Status) [N [A > T A > (online) [IZ72>TWNDH I & EMERLET,

* Threat Defense DI H)D 7 — b A + T v 7RIE TRIE LIZIROF#HRZINE L £ 3 ( [Chassis
Manager : Threat Defense @7 /3 ZADiEM 3 <—2) | M) .

e Threat Defense D& IP 7 FL A E - 1IHR A M. BLUNATID

Management Center T Threat Defense O & .
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Management Center T (D Threat Defense 0 & |
. Management Center ~ O Threat Defense 0 & £k

» Management Center ® % §% % —

« 6.7 UBECEBIZT — X A VX —T = A A% HT 5513, Threat Defense CLI C configure
network management-data-interface =~ > &2 H L £ 9, FEMIZ-DUVTiX, Cisco Secure
Firewall Threat Defense 2~ > KU 77 LU A ESHRL T ZE0,

FIE

AT w71 Management Center T, [T /31 A (Devices) |> [T /31 AEH (Device Management) | DJIEIZ
HEIRLET,
ATY T2 B (Add) | Fay 7 H oy URRNNL, [T 20BN (Add Device) | 23R L 77,

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRTA—FEHELET,
o [ A~ (Host) ]:iBNN9 5 ThreatDefense D IP 7 KL AR A 4% AL £ 3, Threat

Defense OxMID 7 — b A~ T 73 E T Management Center ® IP 7 K1 A & NAT ID ®
WHERELIESGEIE, 2074V REEOFEICLTEBZENTEET,

. Management Center T Threat Defense 0 &
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| Management Center T O Threat Defense O &R
Management Center ~ (D Threat Defense 0 % §% .

GE) HA BRBZCiL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T7A4~
U Management Center D75 A k IP & 72 (344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% % U Management Center (Z8$%9 5 (2
%, Threat Defense D IP 7 KL AMNMKRA MG ERETHILERH Y £,

« [27”"4 (Display Name) | 7 « —/V RIZ, Management Center |23/~ 9 % Threat Defense @

LHiE AT LET,
o [B$%¥— (Registration key) ] : Threat Defense O YD 7 — h A hT v FHETHE LT
HOLFE UBRERF—F AN LET,

s [KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCHWAEAIL. TXAM A% —T7 K
AATEHID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—7 28D Y CE
R

s [T7®AzZY bu—/LKR Y T — (Access Control Policy) | : #IH#IAR Y > — %@L £7,
FHTEZMLERD DL Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELEELELTCRNT 74 v 7 ZFFA[T
HZEWTEET, HENLIE~D T T 4 v 7 DFFR] (24 ~—2) | ZBRLT
<TEEW,

2: New Policy

New Policy (]

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s [A¥— b7 A4 Z (SmartLicensing) ]: BT DMREICVNERA~V— I/ 2L
T, [ =T (Malware) | (WA T =T A AR T a Ly EEHTLTEOELS) |
(& (Threat) | BABEZHERT L TEOHA) . BLO[URL] (BT TV RX—2D
URL 74 V) U T aFATTHPEORE) 2H0YTET, E: 7/3A4 A%xBMLk
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Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

%, [YATL (System) 1>[F4 2R (Licenses) |>[RY¥Y— kT4 VX (Smart
Licenses) | X—U b X a7 7747 N UE— T 7 EAVPND T A 2% H
TEET,

« [~EDNATID (Unique NATID) ] : Threat Defense Dif]0> 7 — b A b T v 73 E CTHRIE
L7-NATID Zf8EL £,

s [/ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X k3 U H—& i
THaE. T ABRRER E LTA XY A X T =25 E X~ N — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 25 Management
Center [Z3XE &4, N7y MTF—HXITEEINLET A,

AT w73 ek Register) | (BIOT A ZAEBINTDHEEIE [BIOT 34 A %846k L TBM (Register
and Add Another) 1) 227V v 7 L, BEVPKID L2 & 2R LET,

BERNRINT D L, T AN A MaBmanEzd, RIRLEGAIZ, =9 —X v®—UMN
F/RE I E T, Threat Defense D3EERIZKRIC L72GEIE. ROTEH ZHEE L T2 &0,

* ping : Threat Defense CLI (Threat Defense CLI ~D7 7 & A (27 X—) ) [ZT7 7 k&R
L. RO a~> KZ#H L T Management Center IP 7 K L A~ ping % FEIT L £,

ping system ip_address

ping 23K L2V 51T, shownetwork =2~ > REHHA L Cry NI — 7 REEMR L E
7", Threat Defense FELIP 7 KL A2 A H 3 % |21%, configurenetwork {ipv4|ipv6} manual
o~y &AL Ed, Management Center 77 Y AICT —H A L H—T = AL RE
L7=#41%. configure network management-data-interface =~ > F& i H L £,

NTP : Firepower 4100 O NTP #—/3—73 [ A7 L (System) |>[f%7E (Configuration) ]>
[RFZI D[R] (Time Synchronization) | ~<— 3 TiX & L 7= Management Center H—/3— & —
BLTWLZ Lol ET,

BEk¥—. NATID, 3L Management Center IP 7 KL R : [l DF /A A TlA] U HR

F—AEHL TN LA2MRAL, EHL TV DIHEAIENATID 2 H L TWD 2 & 2
B L E7, configuremanager add =~ > K% {#H L T, Management Center THEk¥— &
NATID #%ET 2 Z LN TE LT,

NI TN a—TF 0 7 OFERIZ- OV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

EXNGEXa ) T4R)O—DERE

ZITIE, ROBREZHEHN L TERNR X2 74 W) —2RET DRI >V THAL
£7,
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| Management Center O Threat Defense O &
A28 —T 14 ADHE .

WA v A —T 2 A AENTA VX —T =2 A A NE A v F—T = A AZAXT 4 v 7 IP
T RLVAZBEID YT, AEA v H—T = A AZDHCP 2 L F£7,

«DHCP Y —/N—: 7 5347 FOWEA » #—7 = A ATDHCP Y —"—%fEH L £7,
T 7 AN R —hK AR A —T 2 A ZAENLTT 740 Mb— REBMLET,
*NAT : SN A v 2 —T = A ATA L F—7 = A ZAPAT M L £7,

TR hr—v NI ~D T 7 v 7 ZFFAILET,

EARWREX 27T 4 R O—2RETDHITIE, ROX AT #FATLET,

(1) | A o= 208E (15~—=) ,

() |DHCP #—/S—0i&E (19 <—2)

(3) |7 74N b— DB (20 X—2)

(4) [NAT OFE (21 ~—) |

(5) [WHBBIEAD LT 7 1 7 DFFAT (245=9)

() |[REDEME 25~=—=v) ,

A3 —T A RADETFE

BRI D5 A X —T A RAEADIL, ENHEEX2 VT 4 —NZE Y HTT
IP7 RLAZRELET, BFIX, VATLATENROLD N T 74 v 7 BB SED X 51T,
Pl b 20DAVE—T 2 A AERETHLENHY £F, @BFIX. 7Ty 7 AR —A
N—BFETFZA L F—Fy MTE LTS v 2 —T =2 A&, O FR Yy U —27 D 1oLk
LFORFTA L H =T 2 A ZAEFHALET, INHEDA X —T =2 A AO—FIE, Web¥—/3—
REONRTY 7T IR ANARER T vy NERET S [FEEE ) (DMZ) &b 5ERH
nET,

— B =T 4 T OARBIE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A o X —T = A4 AT RLRAZRET 52 & T,

WOFITIE, DHCPIZ LA AXT 4 v 7T KL AL L—FT v RE—ROHWEA v HX—T = A A
FPHALT, VT v RE—FROWNEA v H—T = AEHELET,
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Management Center T 0 Threat Defense DB |
B s—ozrzoux

FIE

ATYF1 [T314 A (Devices) |>[T /34 A& (DeviceManagement) |DNEISEIR L, 77 A T 74—
ND 7Yy LET,
ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v
Device Management NAT VPN » Qos Platform Settings FlexCaonfig Certificates
10.88.5.20 (M RN
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Iﬂ:m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L3l ‘<: &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical [E] &
Ethernet1/5 Physical E] y
ATV T3 WEICHERHT 24 v 4 —T7 242D 27V v 7 LET,
[&f% (General) | ¥ 7HRFRINET,
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a) 48 LFETOH 4l (Name) ] &Z AT LET,
e ziE, AV F—T oA AT insde &\ LRTEATIT £,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [F—F (Mode) Jix[7eL (None) JIZFZEL-FFIZLET,

. Management Center T Threat Defense 0 &
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A28 —T 14 ADHE .

d) [EF=VUF 1 —> (SecurityZone) | Kt v 727 U X R LEAFONE X2 U T 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
ij‘o

7= & ZI1X, indde zone & WO ARIOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF 4 — o BIRA, B —T oA AT N—FIZE OB TCAELENLYET, (¥ —

TxARE, 120X VT4 —IWZORRETHIEL, HEOA L —T A RT
N—FIBTHZLHLTEET, Vv FRidIN—TIESNTEX 2T 4R v—
ZEALET, e 2IE WA v X —T = A AN —AZE ) BT, HMNBA v H—
T RAEINEES = AZED B TCHRZENTEET, ZOHA. N T 7 4 v 7 BNENS
ICBENCE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

SRS NERIZIHENT TERETE EHA, FEAEDORY o—FF2 VT 4 =2 DR
PR=FLTWET, NATRY —, LT 4 Z R Y — BELOQoSAHY I —T,

= FERFA =T oA AT N—T EEATEET,

e) [IPv4] # 7, [IPv6] # 7. ElEl 27520 v LET,

c[IPv4]: Ry FE T U R RNE [AXT v 7P % (Use Static IP) ] %33
LU, IPT RLVAREY TRy bR EAT v aRil TATILET,

7L %1%, 192168112472 L A S LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B

IP Address: 192.168.1.1/24| fg-z'—agi-?ég-*'255-255-255-'—23 ar

7€ (Autoconfiguration) 15 = v 7 R v

e

o [IPV6] : A7 — F L AHBRREEDHAIL[H )
I AEA N LET,

f) [OK]Z27 Vw7 LET,
ATy T4 THE AT DA X —T =2 2% ) v LET,
[ (General) | % 7 RERRIINET,
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Management Center T 0 Threat Defense DB |

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
G EHT 7 AMCZOA v Z—T oA AEFFNCRELTWDIHAE, AV ¥—T =

b)

d)

A AT T TIAHEPMFT SN TR, AL T FLARRENZET L TVET,
INODOHEARREIZEE LN TLEEW, BH$ 5 &, Management Center D45
M hrsnET, ZOEETSH, M@ r7 74 v 7RV —DtF 2T«
= ERETEET,

48 LT FETO [4H] (Name) | ATILET,
7-E 21X, A v Z—7 x4 AT Toutside] & \WIARIEFHTET,

[£%) (Enabled) ] =v /Ry A%F A LET,

[F—F (Mode) ]1E[7Z2L (None) JIZERELI-FFICLET,

[E¥=2VUT7 4> —2 (SecurityZone) | KRy 7 X7 U R MDLEEFOINTEF 2 U 7 4
V= EBRIRT 50, i (New) 227Uy 7 LTHLWEXF2 YT 0V —r%BIL
£7

7= & z21%. Toutside zone] W) LRIDY —2 ZBIMLET,

[IPv4] %# 7, [IPv6] ¥ 7, ElldW 0% 7% 7 Vv LET,

* [IPv4] : [DHCPOffi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP L CTF 7 /v k /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #—"=nbH7 74V b b— MBS LET,

* [DHCPL— kA NV » 27 (DHCProutemetric) |: 7 RI =AML —FT 47 75 ¢4 X
B REFE LI = MZEID HTES (1~255) . FEHLIEA—FOT 7+
VEDT RI=AML—T 47 T4 AZ AT 1 TT,
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phep H—i—nzE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AT LET,
) [OK]Z27 Vw7 LET,
ATy s [{RTF (Save) 1227V v 7 LET,

DHCP H—/\—DEXE

7547 FCDHCP 2 LT &ZBIZKT B8 MO IPT RLAZRETAHLHICTH
B41%, DHCP —_—ZFh LET,

FIE

ATY 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | Z#3RL, T34 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ##R L £,

RTw T3 [H—\— (Server) | X—C, [18M (Add) %27V >7 LT, ROA T arzZHELE

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

[ H—T x4 R (Interface) |: R YT H T IURARNLA L Z—T =2 AR L F
7T

«[7 RLAZ—/ (Address Pool) ]:DHCP Y— S—2MEH4 5 IP 7 KL AD FALND
I EALOM O ZRE L ET, IPT FLAOFMIL, BRL/IA U F—T = ZL[FEL
BTy b BICHFETHIVENHY, A VX —T =2 AHFDIPT KL AEZEGEHHZ L
ITTEEHEA,
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RATv74
ATvT5

—

ATv T

ATy T2

Management Center T 0 Threat Defense DB |

« [DHCPH— "—Z 029 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A A D DHCP
= N—Z BN LET,

[OK] %27 Uv 27 LET,
[fRTF (Save) |27 U w7 LET,

T4 MIL— FDEN

T 74 hb— NMIEE ., A v F—T = A ADDEGERRER T v T A MU — AV —H E IR
LRLET, INTA ¥ —7 = A AIZDHCP T 2581X. 735 ANTTIZT 7 4V b
N—MEZELTWDHAREERH Y £3, FEITL— F%Lﬂﬂﬂ”é%\ﬁﬁi‘&)é%é\li\ WDOF
JEZ AT LET, DHCP Y — "—2206F 7 4 /b hb— M EZAE LTEHA, [T/A4 R
(Devices) 1>[T/31 AEH (DeviceManagement) |>[JL—T « /7 (Routmg) 1>[R%
T4 99—k (StaticRoute) 73— D [IPv4/L—  (IPv4Routes) ] £721%[IPv6/L— b (IPv6
Routes) | 7 —7 NMICERENET,

FIE

[T/84 R (Devices) |>[T/31 REIE (DeviceManagement) | Z3&IRL., T34 2% 27 U v
7 LET,

[JL—T 4 >% (Routing) |>[RE2 T4 vYI)L— b (Staticroute) | Zi®R L, [/b— hZEM
(Addroute) 1227 U 27 LT, DL HIIHELET,

| Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 (%] Selected Network
| - Search | = any-ipvd &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel
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| Management Center T O Threat Defense O &R
NAT D% 5E .

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] F 721X [IPv6]
FTarRE U ET Y v LET,

(M ¥ —7xAR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 /L b /b— h OBE 1T [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 U2 L
T[ERL7=% >y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRYy T TCHLT— bV 2 AN—FH ANELITERRLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,
ATFv T3 [0K]Z27 V7 LET,
N—F"BARZT 4y I N— T =T VIBMENET,

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

1 O . 8 9 b 20 You have unsaved changes B Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3 .
Network Interface Gateway Tunneled Metric Tracked
RIP
N ﬂ.j BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 &8

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [1FE (Save) 1227V v LET,

=L
NAT D& 7E
— B 72 NAT b— L Clid, WET RLRAENHA > H—T 2 A ZADIP T KL ADKR— MIE
LET, ZOXATONATV—NVDIZ tEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AA R (Devices) |>[NAT] 22 U v 27 L, [#LLVRY S— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

Management Center T Threat Defense O & .



B wozz

Management Center T 0 Threat Defense DB |

ATY T2 RV —ICARTEMT, KU o—2@HT 5710 ZZ2RIR L, [R{F (Save) 1227 Vw7 L

£7,

MNew Policy ? X

Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

24, Search by name or value |

=192.168.0.16

| Add to Policy |

| Save | | Cancel |

AN U 2 —7% Management Center |ZIBM S ES, l&fE, N —I— 2Bt 5058
BV ET,

ATv T3 PL—OiBEM (AddRule) 152V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ AT RT ARy 7 ANRKRINET,

AT T4 EALV—NOF T a BB ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Cynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#R L £,
o [ZA47 (Type) 1:[#AF = >7 (Dynamic) ] 2R L £,

ATV TS [A X —T A A4 T =2k (Interface objects) |X— T, [HHAEE/RA VX —T =4 A

47V =2 b (Available Interface Objects) | fHIE O [ A > H—T = A A4 T V=7 b
(Destination Interface Objects) ] fEIKIZAMER Y — > 2 BIML 7,
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nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule b
Type: Dynamic v

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAdd to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & grtod for Doceingeiog Iocg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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Management Center T 0 Threat Defense DB |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
X 3:[EF (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,
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REDER

4: $_RTEH

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

X 5: S ELRRF

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

2 Device Modified by Inspect Interruption Type Group
> node System FTD
> [ 1010-2 admin, System FTD
> [J node2 System FTD
> [ 1010-3 System FTD
® -l 1120-4 System FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

6:BRRT—4 R

es Objects Integration

csce SECURE

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

.:) Show Notifications

Q, Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense CLI~AD 7 Y X .

Threat Defense CLI~ND7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BELIP T FL AL, ST XA ZAZRBE L ZICRELZ DO T, WIHEHEFIZERE L
7= Tadmin] 7D FERAT—REEHLTEBICHT A0 a1 LET,

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX=2UT 4 =P TR LET,

connect module 1 {console | telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BEUCKIT LB 2 — i EE R L E T,

connect ftd name

BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NV ET, AV ARF AL EFRTHITIT, LEixfTFica~ry REANLLET,

1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

Management Center T Threat Defense O & .
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Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

) exitEANL, 77U r—varyary— a7 L TFX0OSEY=—/LCLIIZKEEI L &
T

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

I, BBk DB 1S L THD . FXOS CLI D A —233A F L~ULIZ R 5
wRLET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
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RDATY

zozx7y7 ||

'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> ~

telnet> quit
Connection closed.
Firepower#

O

J

Threat Defense DF%E & #HifT9 5121,  [Cisco Firepower K¥ = A > h—%& | [ZH B IBHE D
VI RT 2T A= gD T VEBRL T I,

Management Center O BT 2 1FHIZ- DWW TiX,  [Firepower Management Center = > 7 ¢
Fal—rar AR 22RLTIEEN,

Threat Defense & Management Center O & &

HRES N— | BEEEIRER
2=

ASA B X OV BRIk |6.4 ASA B X OB DB GRET /31 A %7 U Firepower 9300 - TR T % &
T 55 AR T TR0 FE LT,
Firepower 9300 D 3l]D . N

i 6.1 DBBETH
T T | G¥) FXO0S 2.6.1 BN S%HETY
Threat Defense 6.4 Firepower 4115, 4125, B L4145 BNEASINFE LTz,

Firepower4115, 4125,
BEO4145 a1

GE) FXOS 2.6.1 SLFETY,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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HEREA N— | BEEEIRER
=
Firepower 4100/9300 & 630 |H—DOEXza2 T 4P FERITEY 22— LT, FHRLE N Threat Defense = > 7 F

@ Threat Defense O~
INTFA L AH o ARERE

A VAR UAND HDEBOGET NA AERHTES L2120 £ Lz, DA,
—DIAT AT T TV r—vary f VAR AEZRBTEAREITTLE,

TRk, B —T = A ADFEA A AREIZT 5728, FXOS TVLAN Y71 # —
T x A RAEER L, HEEDA LA A TA U H—T oA AL HETHZENTE
FI, UV Y—REHCIE, BA VAT ADNNT —< 2 AERER AKX < A TX
7,

2EDOEBIDY v — ETCarTF A ARARZ U ARHH L CE R AR EH X F
T, FTAZY) U TEYR—FENERT A,

Gx) TINTFA AL AREREIE, EBEITE LR ETN, ASASILT ar T
Ak F— NIZELTWE$, Threat Defense TlE~/LVFaLTHF A RhE— K
EHATEEEA,

HTIR/ZE T X 1U7- Management Center [H[f :
« [T/N1 R (Devices) |1 >[T/31 REH (Device Management) | > [#w% (Edit) ]
TAary>[A 3 —7x4 R (Interfaces) | ¥ 7
FHL/ZE B S 472 Chassis Manager [H[ [ :
- [BIZ (Overview) ]>[T/\4 X (Devices) ]

[M252—T x4 R (Interfaces) 1>[FTRXTDA 2 —T x4 X (Alllnterfaces) 1>
[FTFREM (AddNew) | Fry 7 XU Ama—>[HhT A X —T = AR
(Subinterface) ]

[ 3—T x4 R (Interfaces) >[I RXTHDA B —T 4R (AllInterfaces) ]>
(247 (Type) ]

« [#@¥E T /34 X (Logical Devices) ]>[7T /34 XMiBS (Add Device) ]
[FT5Y b TA—LDHFE (Platform Settings) ]>[Mac7F—JL (Mac Pool) ]

[FS5Y b7 —LDHRTE (Platform Settings) 1>[JV—ADTOT7 AL
(Resource Profiles) ]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



