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R

N

(GE)  Threat Defense Z ] CiEENd 5 & 1%, WIHLIZK 15 ~ 30 5300 £97,

ATy I
ATy T2
ATvT3

RATv74

ATy TH

1R BHHIIZ

TN 2K L TEEEORWENZMB T2 2 EAEETT (2L 21, WEEEREE
(UPS) #fEH) . mAIDOY ¥ v N U EITDRWTENNR Kb L, BERXRT7 7 Ay
AT LAOEREEFIEEZTHRERERSH Y £, Ny I 7T 70 RTIEFIZZHRO T ot A%
ITENTWT, BANRKbNDE, VAT LETV—AT Ny y N T TEERA,

FIE

BRI — REFT AL R L, Ear vy MOEELET,
TNA ZADEEHDERAA v T2 LET,

T INA ADREIZH D PWRLED ZHER L E9, SOIZET L TWAIEEIL. T3 ADOER
MA>TUVET,
SYS LED

PEEEEEEE e
PERERPEREEEEREE®
e s
E
i, LI
* = =
|
PWR LED

TR ADHHEIZH D SYSLED #HER LE T, T3 ANEFITEEH L TW\W5D L. SYSLED
DRI TIER L AR L F7,

RIEN S D851, SYSLED 34 L o PEICTIER S L ET, ZOHAE., IT HMICE
LT IZEN,
BT SYSLED # R L3, 534 A7 Cisco Cloud |28t % & . SYSLED AfEalzwp -
< EHBLET,

RIEN B 585501%. SYSLED 234 L o U Ll S L. 7734 A7) Cisco Cloud (ZF5Z=E L
RNl Z LRV ET, ZOHEIE. Ay M= —TANA—V Ry b UL A HF—
T AL WANET MR SN TWHZERMRLET, Xy NTI—I Fr—T L% 8L

CDO %{# A L 7= Threat Defense O E B .
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B cosvrToesazy sERALET AL ROBALR

7%, 10531 F 8l L CTH T 234 A Cisco Cloud [IZEEE L A2 WEEAIT. ITHMPICERK L TL
7ZEW,

RDEZRY

CITHIM L #AE AT > T, BAMEFO LY A ATA L T 7T 4 T 1 ZMR LET, Ao
CDO HHEL L biala=r—va VA EAT ILERDH Y 7,

s ZDH AV BT T D E, CDOEHE L Firepower 7 /34 A% U E— MMM LREER L OE
HTELRERVET, TR TETTY,

tOARyF JOEDIa =T 2FRALETNNA ADEA %S

ATy T

ATvT2
ATvT3

ATv74

ATy Th

Yok yFraela=r s LT A0V ) TAFKE%EMA LT Threat Defense % & A Uifj
LET,

FIE

CDODFEF =2 a7 4 RUT[A b (nventory) 1227V 27 L, HODOTT

ARH () 7 Vv LTT A A% [A R —F (Onboard) ] LEJ,
[FTD] % A /L& 3R L £,
[FELE— F] T, [FID] BRI NTNDZ L 2MRBLET,

BHE— RNE LTC[FID] 2R L72ZIZWDOTH, [Av— T4 ADEH 27V v L
T, TA ATHATRERBEGFED A~— T A B ARG EZIIEF T 4, MHTTHE
TARVRIZOWTIEL, T4 BV RAZHGTDH (T3—) 2L TN,

FrR—=T 4 T HEE LT[ 7 AESEM A (Use Serial Number) ] 28R L £,
6: > T7ILESEER

Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onbearding. Learn more (£
Firewall Threat Defense

ey =) =) &
i L) i i i
- - Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Usa this methoed for low-touch
key generated from CDO and applied provisioning or for onboarding
on the device using the Command

environment
Deploy an FTD to a supported cloud
envirenment; AWS, GCP and Azure

configured devices using their serial
Line Interface. number.

(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.4+)

[FMCOER (Select FMC) 1T, U R 226 [7 70 REEIAIFMC (Cloud-Delivered FMC) ],
[Firewall Management Center] DNEIZZIR L, [k~ Next) |7 Vv 7 LET, >

. CDO % {# F L 7= Threat Defense O E B
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ATvT6

ATy T17

to4vF FoEva=vy sEALET A1 zou kR [

7: FMCO;EIR

o Select FMC Select FMC @ For more details, Click Here

Select -

Cloud-Delivered FMC

Firepower Management Center (Recommended)

o Connection On-Prem FMCs (7.4+) @
FMC-Securex-Onboarding-1654149835633
e Edssward Reset FMC-Securex-Onboarding-1658238180734
o o : FMC-Securex-Onboarding-1681247022490
Policy Assignmen

FMC-Securex-Onboarding-1681762232392
o Subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o Lok + Onboard On-Prem FMC

[#5ft (Connection) | = U 7 T, [T/ AD Y VY 7 )L%ES (Device Serial Number) | & [T /34
A4, (Device Serial Number) [ Z AFI L., [k~ (Next) | &2 U w7 LET,

X 8: 6

o Connection Device Serial Number Device Name ©® Enter the serial number of the FTD device you want to
n h ill mj nni h
[JADZSBSDZGB } [fp-1010-1| J 0 bpard.l en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[IXAT—F®DY+ty b (Password Reset) ] C. [I&Ly... (Yes.) |22 Vv Z LET, ., T/
A ADF LR ZT—REAN L, ZOFHLWWSRRAT — RE2fEZR LT, [k~ (Next) 1 %7
Vw7 LET,

n—XyFTuYa = IOREE. TAAL RTFHRTH L0, HAA—IfSNTVDLE
BV ET,

GE) LA A LTRAY—FE Uy hL, B—H v F7ravya =752
T D EICHREEEL Loz HAE, LW A (No.) 147 v a v 2%8IRT 5
VERHVET, n—F v FFubPa = VEEHCTIRETESEHHT-0, HA
A=V EORERH LG EERE, TS Rl AT 52 LRI ES
Puo

CDO % {# /A L 1= Threat Defense O ERf .
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. €A fyF FOED

ATvT8

ATvT9

A=V EERALETNA ADBA%ER

B9:/1RXT—FDYEY

9 P ) ‘ - . . : @ Password must:
\l) Please review all the ;i‘rerequmltes for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter
(2) Isthis a new device that has never been logged into or - Have at least one d\gil.
configured for a manager? - Have at least one special character.

- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy 7¥ 7 A=a—% LT,
THAADT 78 A a2y br—LRY —2@RLES, R V—BRESNTVRVES
W, [T 74NV DT 7 Ray ha—/LiR Y 2— (Default Access Control Policy) ] %33R L =
D

B 10: K1) —&|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

[h7 A2 U7 a7 A& (Subscription License) ] IZ DWW Tik, AT HKEEET A
v AETF vy 7 LET, Next] 27U v 27 LET,

. CDO % {3 A L 7= Threat Defense M ERd
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1M:Y9ITRI)Toavs4E0R

© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN
Next

AT 710 (EE) [ Y (Inventory) ]»3—YDW~_EEZ &7 4 VHBIESISL D, T3

ATV EBMLET, TV EBATL, FNWTTARE () FERLET, UL
I%. CDO ~DEAYEZIZT A AITHEH S ET,

12: 427

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[f Xy PU]_=Unh, A LZIEND OT S, AZTIR L., AHICH D [EE] A
VIC—ERRENTWALST T a v OWTANEBIRLE T,

FoR—T AT 04— FEERLEDD7AT 04—
VDR

DB a3 TIE, CDO DAY R—F 4 T4 F— R LTEHrR—F 1 7RI
T7AT U —IVERET D HIECHOWTHALET,

CDO %{# A L 7= Threat Defense O E B .
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B - 79r—ror—ores

274 T 9+— LDy —T LIS

ATy I
ATy T2
ATvT3
ATv74
ATvTH

IO Ry 7 TiE, CDOWEHTE 5 X ) IZFirepower2100 & %~ NV — 7 |28t 5 STk
DWTHALE T,

13 : Firepower 2100 0> /7 — 7 JLEC#%

WAN Modem

l—outside
aaEeeAREEARE®

S EEE aaaﬁj‘ S IEEE EEER
aEEAEEAEAE® ‘
N
ss3ssssss seseoasasannanen [F888 T~ 2"
pEE m |m ol ]
L e pem = me L
Console \\
ports
consoleOR ' ..
Ethemett2 | .
Other Data Networks

Management Computer

VY 8T v TR ED A, v —T 2 f A~ X =% T 7 B ARISHRE L= LT,
HFEDOTF—HFA A —T A A, FFEEA L X —T 24 A TCDO IZHEFHETEET, 20D
HA RTIE, A v Z—T oA 2 L TWVET,

FIE

Ty —TEROMITEYT, N— R TERETA REBRLTLEE N,

S A B —T7 = A A (Bthernet 1/1 72 &) ZANT A — X IZHRHE L £,

WA v % —7 = A A (Bthernet 1/2 72 &) ZWE A A v F E£ 21TV — X IZHERH L £,
BODOA L E—T oA ATMOR Yy VT —7 ZHEFRE L E T,

EHaL P a—HX%ary Y —)Lik— b $£701% Ethernet 112 4 % — 7 = A AZEEGE L £,
CLIZBER Loty N7 v 72 FETTH5,EIE, 22 Y — AR — MR T HAULERH Y
FT, IV AAR— NI, N TTNANTa—T 4V TOHENTHOREIZRDLERH 0 7,
Device Manager Z i ] L CTHIMIERE 41T 2 %56 1%, Ethernet 112 A ¥ —7 = — AIZHHfi L £
7T

CDO % {3 A L 7= Threat Defense M ERd
B |


https://cisco.com/go/firepower2100-install

I CDO %1 A L 1= Threat Defense O BB

77479+ —LoEREA |

T77AT70A—ILOEREA

BFRAA v TFIE, Y —VOFHOEREY 2 —/VIDEICHY T, ZHIEVAT A~DE
WEHET D NIV AL v F T, BIRAA v T NRAX U NAL OAEIZH DAL, 3.3V O
AL N EBIRL=y FOBPEBFRED 2 —A0OANMEEN., RVOEBFIZA 7R £
Ty AL v TFNFTUOMBIZHDHEIE. 2VOEEFRERNRL AR, VAT ADEE)LE
R

N

(GE)  Threat Defense Z ] CiEENd 5 & 1%, WIHLIZK 15 ~ 30 5300 £97,

ATy I

1R BHHIIZ

TN 2K L TEEEORWENZMB T2 2 EAEETT (2L 21, WEEEREE
(UPS) #fEH) . mAIDOY ¥ v N U EITDRWTENNR Kb L, BERXRT7 7 Ay
AT LAOEREEFIEEZTHRERERSH Y £, Ny I 7T 70 RTIEFIZZHRO T ot A%
ITENTWT, BANRKbNDE, VAT LETV—AT Ny y N T TEERA,

FIE

B — RET AL A CEE L, By MOBRELET,

ATV T2 FARAAZADOEEICHDHERAAL v F 2L ET,
ATFY T3 FAALAOHNANCH S PWRLED #fEz L3, HAICEIT L TWAEAIE. T34 ZDER

MAS>TWET,
SYS LED

PEEEEEEE e
=1 1. 171l 0 L.
e s

C

= = = e B
= B S

f
PWR LED

ATy T4 FRA ZAORIHENCH D SYS LED ZHER L £, FREAICALT L TWAEAIT, BREARKDS

CEHLTVET,
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B Aot T - FEERLET A RO VK= T 4 v

GE) BRAA v TFE2F7OMBICEINTENINC, VATANTL—RATI LTy y N EHE
1ITC& B L9 Tshutdown 2~ REMALET, KTT5FTITEDDLNIHERD
DET, JL—RTIN ¥y METUNRETTHE, a2V =W IcElRA 732
LRETTERRINET, BIEASRAOFRT—F E—a LED R4 L, VAT
LDOBEREAZICTIHMEF N TECNDLZLERLET, ZNT, AL v F &4 T DN
BEICBEITE 5 L9127 & Lz, Aif/ %L PWR LED 2B SR L, AT L
F9°, PWRLED B5E&ICA 72725 £ TEREZ N2 NTL ZE 0,

ZH 5O shutdown =~ > RO OFEMIZHOWTIL, [FXOS a7 47 L—v g
HA K] #5B LT EEN,

FAoR—T 400904 F—FEFERLIEETNNARADAVR—T 425

ATy T1

ATy T2
ATvT3

ATv74

ATvTh

CLI B$x—%2 A L7 CDO DA v R—F 4 70 ¢ P — K& L T Threat Defense % 4
YAR—KLET,

FIE

CDO Dt —var 74 RUT[A XY (Inventory) 1227V v 7 L, 5ADTT

ARH () 7V w7 LCT /" A% [4 2 AR—FK (Onboard) ] L £,
[FTD] # A &2 Uy 7 LET,
[EHE— F] T, [FID] BRI NTNDZ 2R LET,
BFHE—RNE LTFID] Z&ERLZRITNDOTH, [A— T4 AOEH] 27 v L
T, T ZATHAARERBEFED A~ — h T A B ARG EZIIEFE T 4, MHTREZ
TABAZONWTE, FA B ZAZHGFT D (T_—) ZZRLTIEEN,
F v R—T 4 7Nk E UT[CLIR S F —Z i ] (Use CLIRegistrationKey) ] AR L £7,
B 14: CLI B8} % — & (£ A
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (f

Firewall Threat Defense

[@750] O romo ol .
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
1 i Onboard a device using a registration Use this method for low-touch environment

key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.44)

[7 /734 24 (Device Name) ] # AJJ LT, [IR~ (Next) 1227 V27 LET,

. CDO % {# F L 7= Threat Defense O E B


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
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I CDO %1 A L 1= Threat Defense O BB

ATvT6

ATy T17

ATvT8

FoR—F 428 ¥ — RERRALEFACROA v R—F 125 |

15: TN X%

Device Name

[ far ]
=

[RY L —EY 24T (Policy Assignment) ] ICOWTiX, Ry 7¥ 7 A=a—% LT,
TNRAADT 7®A arba— /LR —Z2FRLET, KU —DRDRESINTORWEGEE
. [TV DT VA3 hr—LR Y — (Default Access Control Policy) ] % 3%R L &
j—o

16: 79X avra—)LRY —

@@ Po Assignment Access Control Policy

l Default Access Control Policy ~ ]

[h7 A2 U7 a7 A+ A (Subscription License) ] 122\ TIL, [#EL FTD 7 /31 A
(Physical FTD Device) | 7 ¥4 A& %27 Vw7 L, AT HEERET A B A ETF =
JLET, Next] 227 Vw27 LET,

R17: TR TFoarvsM4wUR

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

[CLI&$% % — (CLI Registration Key) 1122\ T, CDO L, BékF— & ZDMD/IRT A —H
PEHAL Ca~y FEAERKLET, Zdha~vwr REa b — L T, Threat Defense DOFIHIERE T
EHTHILERDY 5,

CDO %{# A L 7= Threat Defense O E B .
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B Aot T - FEERLET A RO VK= T 4 v

ATvT9

ATy 710

18: CLI &% % —

'-\.1./' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more [
I:-;:] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCoP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name
CLI T®D, #7213 Device Manager Z il L 7= WIHIEREDFE T

« CLIZEH LTI EDFAT (23 ~—)  AX— T v T A7 VT hEET LI,
Threat Defense CLI CZ D a~y Rxab—LET,
« Device Manager Z £ ] L 72 IR E D FELT (28 ~—2) : =3~ Fd cdo_hostname,
registration_key, nat_id ™7 % [Management Center/CDOD 7 A N4 /IPT K LA
(Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO D %5k % —

(Management Center/CDO Registration Key) ]. [NATID (NATID) |7 4 —/L RiZat'—
L/ i h@‘o

B -
CLIty N7y 7OV Tavw s K.

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUltY N7 w7 DT avwy R arf—xo b

[ 19: configure manageradd 1< > K3 U iR—4 > b

cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

FUR—TF 4 LT 4P FT R~ (Next) 12270 v 27 LT, FAA ZA0OBEEBIALE
¥,

(FEE) [1 >~V (nventory) ] X—YDW_EEZ &7 4 NVAMBIESLSE D, T/A

ATV EBIMLET, 7V E AL, HWTTARE () PEIRLET, UL
1L, CDO ~DE AHE R IZT A AT@EA I E T,

. CDO % {# F L 7= Threat Defense O E B
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agzz I
20: 487
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
RDERY

[A Ry FUR=D0 0 BAEER LI OF A 22BN L, HHICH 5 [ERR) 24
VIC—ERRENTWALT L a v OWTANEBIRLE T,

=
Hﬁﬁnlﬂi
CLI % 721% Device Manager Z{# ] L C, Threat Defense D#IWIEEE % FEIT L £,

CLl ZE A L =9 #IERE DRT

Threat Defense CLI (285t L CHIMIRREAITWE T, CLI 2 H L CHIHREL EITT D &
BHA LA —T 2 A ABIOY R =% T BA A LB —T 24 ADREDHDMMEFRI SN E
7, Device Manager Z i/ L THIMEREZFATT D &, BHA U —T oA AB L P~ 3 —
X TIRAAE—T oA ADFEITMA T, FEOTDIZ CDO T Bz - & X1,
Device Manager CT5%¢ | L7723 _XTDA X —7 = A AFERBIMERISNET, 778A a2 b
BV RY =R EOMDT 7 4V FREFHRFFS NN LITERE LTI E S,

FIE

RAFvwT1 2V —)L7R— | T Threat Defense CLI (28567 L1,
oY —LiR— X FXOS CLI 28t L £,
ATFw T2 2—HF—4 admin BLOSZA T — K Admin123 Ca /4 > LET,

HHTFXOSIcn 7 A4 Lz &id, RAUV—FREEFTITLL9>ROONET, ZD/RAT—
RiZ. SSH @ Threat Defense = 74 A bFEHA S NE T,

GE) NRRAT—=RFRNRTTIIEREINTWHWTONLRWESIX, T ZA&2FHA A=Ak LT
AT —=RETFT 74NV MUy hTARERHY £, HA A—JLOFEIZOWT
T, FXOSD N T TNy a—T 47 A RESRLTIEIN,

1

firepower login: admin
Password: Adminl23

CDO %{# A L 7= Threat Defense O E B .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CDO %%/ L 7= Threat Defense D/ER |

B cuzerLraszEozs

ATvT3

ATy T4

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI (24558 L F 1,
connect ftd

51

firepower# connect ftd
>

Threat Defense (2] Ta A>3 5E, =2 Ra—WF—F 4 28 (EULA) IZRIET
HrokponET, TOHk, BEHA LV —T 2 AOFREADOCLITY T v 727 17 K
NERINET,

T—HAH =T 2 AT =Y T IV AEZHEDNLIEEGETH, BHA VX —T A R
DOEENER I ET,
G REZZVT (e, A A—VEFERTAZEICLY) LannhED | CLIty
N7 o704 = REBVIKTZ LT TEETA, 2L, TRHORETXTL, #%
725 CLI T configurenetwork =~ > RZffH L CTAHE CT& 9, Cisco Secure Firewall
Threat Defense 2~ KU 77 LU AZ ML T &0,

T 7 4V MEETZIZLRNC AT LT2ER T v aNIcEz R ENET, LENCAN LicfEsZ0E
AT 25E1%, Enter L £,

ROTA FT7A4 2B LTIESUY,

o [IPv4% 3 E L E 95?2 (Do you want to configure IPv4?) |, [IPv6Zi%E L £ 79 75? (Do you
want to configure IPv6?) |: ZILHDX A T DT RLADDR b 120y 2 AN LE
T, BEA =T oA ZAEERT D TENBRWGETH, 7FAX—=Kr7 RLARED
IP7 NLAZRETOMERDH Y £,

*IPv4[XDHCP BEHEFIFHDEL L THRELEFI N ?IPV6IXDHCP, JL—% ., &Ff=[E
FEOENTRELEFTH? : [FE (manual) |Z IR LT3, EEHA L HX—T A AN
DHCPIZRHE SN TWALE, BHHAOT — 4 A v 2 —T 2 A AEHETHI LTI TEE
A, ZhL, data-interfaces THHME N H DT 7 4+ /L hb— R3S DHCP H— 33— 5
ZELIELV— R CLELEXSNDIAREERH 72D TT,

EBA VA —TDIAADIPVAT I T — DA EANETRIIEBSA V3 —D A
ADIPVETF— 9T A4 ZAN: ©¥— M7 = A )data-interfacesiZ7e b L 9 ICETE L E T,

. CDO % {# F L 7= Threat Defense O E B
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I CDO %{$/H L 7= Threat Defense O B
cu z@AL-mmEEozs ]

TOREL, K=V ¥ T I EBATFT—H A F—T oA AW UTHETE L LT,
Ny P TVL—v BN L CEBRNT 7 4 v 7 2R LET,

[TAA A —J)LTEBLET ) (Manage the device locally?) ]: CDO Z{# 9 221X
o] ZATLET, yesb ATI3 25 &, VT Device Manager 232 Z L1272V
EJ RN

(T AT VA —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJ L
FT, M=V T I BRIE, V=T Y R 77 AT Ut —)L ET— FTOHYR— b
SNTVET,

51

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...1]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
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When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATYTE v F =T T IV AHOHNMA v A —T oA AEFHELET,
configure networ k management-data-interface

LD’ IMIA L F =T = A ADIEKRI R A Y VU= BIEEIT O L OITKROLH T T B
TRINET, ZOa~xr FOEMIZOWTIE, ROFFEMESRLTIZIN,

T A H =T A AERENT D5, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, Iy 8T vy TRRICIPT RLAZFEICRIE L > 728451, configure
network {ipv4|ipv6} manual =~ > R ZfH L CTRETEH L K2 F L7, BHEA
H—T = A — 7 x4 %&data-interfaces|\CHE LR -T2 HAIL. 22 CTZoavy
RCERELET,

Threat Defense % CDO (ZiBMT 5 &, CDO (FA v H—T oA AHE (A F—T A A
LETPT RVA, = b A ~DEH/L— b, DNS ¥—/3—_ DDNS ¥ — 3—72 )
ZRH LU CHERFL £ 9, DNS = =R EOFEMIZ OV TIE, kESRLTIZEN,
CDO Tlt, B T~vF—Vx T/ VA A H—T = A AR EEE CTE £9725, Threat
Defense & 7213 CDO DNEBRBEEDO ML 2T D X O BRELZ MR 2N E I LT
SV, EEEEGE ST SN 7235A . Threat Defense (ZIXLARTD ERR 21859 % configure
policy rollback === > R & ENET,

DDNS #—/3—H#? URL #5% &3 5 &, Threat Defense (% Cisco Trusted Root CA /N> K
ANBTRXTOEECA OFEELY HEIIIZENT 5728, Threat Defense | HTTPS £t
@ DDNS H— N —GEREZ FRFE T £9°, Threat Defense (£, DynDNS U E— ~ API {14k

(https://help.dyn.com/remote-access-api/) #7579 ~T®DDNS #—/N—ZHK— kL
*7,

Zoavr RNt T4 A X =T A ADNS H—N—%HRELET, By T v
727 U7 T (£721F configure network dnsservers =~ > K& L C) RELE
BDNS r— =i, BT 71 v 7 IS ET, 77— DNS %—,3—|%, DDNS

FEESNTWEHA) RIS v F—T oA ACHEASNDIEX 2 T 4R v—
W S E T,

CDO Tli, Z® ThreatDefense (ZHIVM¥THT T v b7+ —LRER) > —TT—F A
A —7 x A A DNS P —/N—3FE I ET, CDO IZ Threat Defense #B13 5 &, 17—
TIVEREDHERF S4U, DNSH—_— 37T v 87— LRGER U U —ITBMSvEE A,

7272 L. DNS#E% &1 Threat Defense (ZE T 7 v N7+ —AFKERY —%H Y YT
HE, FORELL->Tr—INAFREN LEEEX INFET, CDO & Threat Defense % [F1H# &
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cu z@AL-mmEEozs ]

BHITE, ZOREIC—HTHEIICDNS Iy I+ —LREEXT VT 4 TIHRET
LI EEBEDLET,

F72. Bm—H/LDNS H—3—(L, DNS I — =2 FHPEE TRt S 7258120 7~ CDO
THREESNET, xR, BHA LY —T oA RAEHEHLTT A X%ﬁ‘ﬁ% L. &T
configurenetwork management-data-interface =~ > R&H L CF—# A4 X —T7 =4 A
Za%E L7235 A . Threat Defense k& —E9 2 L 912, DNSH—_—%2EFT 26 O
ET T4 CDO CFETRET DLENDH Y 7,

o EHA L H—T = A AL, ThreatDefense % CDOIZEKER L7-1IZ, BEHA L X —T A A
FRFMOT —H A H =T 2 ADNTHDICERE TEE T,

ey hT T 4= R TRELZFQDN R ZDA H—T = A ARSI ET,

AV FO—HE LTT A ARERKZ 7 VT TEET, ZOF T a i)y v
FUATHEATEETD, Yty b7 v 7REE OBREICIIER L2 Tl Zan,

o T XEH A9 B 121X, configure network management-data-inter face disable = <
Y REANLET,
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> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.
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. Device Manager % £ Fi L =¥ HA EDEIT

>

ATv T 6 CDO 2R L7- configuremanager add =~ > K& L C. Z @ Threat Defense %% P4 5

CDO Z#BILET, a~wr FOERIZONWTIE, FrvAR—F 47 T4 —REHEH LT
NRAZADFVR—=F 47 202—2) ZBRLTLLIEEN,

i

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

Device Manager % {8 L /=#)HAERE D EIT

&
ATw T2

ATvT3

W >~ 87 71T Device Manager /35L&, HHHA L X —T oA AL RX—T X TV
TARADRREICMA T, ROA U Z—T = A ANERRESINVET,

e f—HXw F1/1: 48] . DHCP LD IP 7 KL A, IPv6 HENERE
oA —H R 12 TRER . 192.168.95.1/24

« 7T 7 F /L hL— b AN A B —T = A AT DHCP 4 L CHS

oz E (NEO DHCP — N —_, 77X o ra—NL B — X250/ —0 7
E) ITREENZNVZ LICEELTLIEES N,

CDO ([ZH v R—F 1 > 7 DI Device Manager N TIBIMDA > X — 7 = A A[EH DRIE %
FITTH L. TOREFRFFSNET,

CLIZERT DL, BHA L E—T a2 A AL~ =V TV BAREDHEMEE SN ET (12
LI TIANNORNEA v Z—T oA ARERITEF SN ERA)

FIE

BHa v Ea—FE2A—V Ry NIRAVE—T oA ATHERLET,

Device Manager (21 74 > L £,

a) 77 UHIZURL (https://192.168.95.1) # AJJL £,

b) =—F—% admin, 774/ /XAT— K Adminl23 #fHLTa /A v LET,

) TV RaZ—HW—TFA4 U 2ABHELFATHEL, BHEENRU—-RELETLH LI
Ko ET,

WIWIERE & 52 T3 5121, AT DeviceManager (0 7 A > L&ty v T v 7o 40—

REFHLET, BEIDSUT, X=YDOFHICH D [T 31 ADFEER A% » 7 (Skip device

setup) | &7 Vw7 LTy N v 7 U4 PF—RE2RAFy I TEET,
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Device Manager % {5 f L = ) #i5RE D RAT .

vy NT U4 REETTEHE, NEA v X —T 2 A (=P Ry F12) DT T+
JL REREICINZ T, CDO DEFICHI N B2 5 & X ITHERF SN A (A —Y % B /1) AV
H—T 2 A AHLRETETET,

a) INHA U F =T 2 A ABLOEEA U F—T =2 A AK L TROF T > 3 VEREL, [K
~ (Next) 127 Uv 7 LET,

1 A 2 —T7 A4 AT FL A (Outside Interface Address) | —Z DA ' F—T7 = A A
TEHEA =Ry N T = U2 THY, v X =V ¥ T I/ EBEAA U E—T AR
ELTHEHINDSGAERHY £, 75 ZAOHMERERFZHIOINEA 4 —T = A
AEBIRT D LI TEERA, BADT—F A Z =T oA ANT 7 4V kDI
A B =Tz A ATT,

=V T 7 RHER (FTENE) SdR AR =T o REEAT D
BlE, By b7 T4 = ROETRICTFE TRET HDLENH Y £,

[IPv4DFEE (ConfigureIPv4) |: HMERA > #—7 = A A DIPv4 T KL AT, DHCP
EHERT 20, FRETFHTAYT v 7 IPT RLA, 7%y h~A7 BIO
TPtz B ANTEET, [A7 (Off) 1Z2TBRL T, IPV4T RLAZFRE LR
EVWIHIBRBRE LSV ET, By N T v U 4 P — NEMH L TPPPOEZRET HZ &
TTEEFA, AV F—T 24 ANRDSLETFT A, F—T)LETFT A, £721T ISP ~Ofth
DOHEGC R ST Y | ISP 28 PPPoE #fH L TIP 7 KL A&k L TW A5
%, PPPOE WMLEINZ 2 550 H Y £3, U4 ¥ — ROFETHIZ PPPoE Zi%E TX &
R

[IPv6 DR E (ConfigureIPv6) | : SMifA > % —7 = A AHDIPv6 7 K L A9, DHCP
EEMATL0, FREFEBHTAYT v IPT RFLVA, L7 4y 7 A B —
Nz AZANTEET, (A7 (Off) [ZEIRL T, IPv6 7 RLAZFHELRNEWN
IR H Y ET,

2. [E¥EA 32— x4 R (Management Interface) ]
CLI THIHREEFEITLIEHE, BHA VX —T7 2 AOREIFTERSNEEA,
Fe BB =T 2 f AT =X T 7B RAEZENC L EAETEH, A 2 —
T2 A ADREMERSNET, 722X T—H A F—T oA AN LTy
T RBHTNN—T 4 VT ENDIERNT T4 v I X, T—HF A F—T AR
DNS H—/"—T37e <, HFA ¥ —7 = A ADNS % — —%{FH L T FQDN % fi#
wLET,

[DNSH—/% (DNSServers) |: ¥ AT LADEHT KL A D DNS Y —/3, £ Fifigik
W21 2L EDDNS =37 RLAZ A LET, 7 7 4/L M OpenDNS /X7 U >
27 DNS H—"TF, 74—V REMEL. 774 /L MIELIZWEEIE, [OpenDNS
ZfiH (UseOpenDNS) %7 U w7325 &, 74 —/L NICHEIRIPT RLARY m—
RENET,

[Z77A4 T U4 —/VKA N4 (FirewallHostname) |: v A7 ADOFEHT KLU ADKA k
Z"(“.ﬁ‘o

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&XE L. [IR~ (Next) %27 U 27 LET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATV

ATvTh

ATvT6

ATy T17

1 [#A LV —>2 (TimeZone) ]: VAT LDHA LY — EBEIRLET,

2. [NTP# A L —,3 (NTP Time Server) |: 7 7 # /L h®D NTP H— "% fE 5 h, f#F
HLTWANTPH— D7 RLAZFECTANTINEZRRLET, Nv 277 v 7 H
WCEHOY—NEBINTEET,

c) [BEETIZ 90 B O %2 BA4h (Start 90 day evaluation period without registration) ]
EIRL £,

Threat Defense % Smart Software Manager I8 &k L 72 WV TL Z &V, TXTOT A &L A
CDO THEITSNET,

d) [#%7T (Finish) 1227V v7 LET,

e) [7 77 F&EE (CloudManagement) JE72IL[AF > K7 12> (Standalone) | %R T % K
IR BNET, CDO 7 7 v R Management Center DAL, [AX > KT BV
(Standalone) ] IR L T2 6, [T (Gotlt) ] Z#INL £,

[7Z 7 K& (Cloud Management) ] 4 7Y 3 1%, L —0D CDO/FDM HEED 7= D
HOTT,

(MEZIELTC) BHEA X —T =2 ZAERELET, [T/34 X (Device) |>[f ¥ —7 =
A A (Interfaces) | DEEA X —T =2 A4 A% S LTI EEW,

BEHA LA —T oA AL, T—EA LV F—T oA RATRESNTF— N T = A BDULETT,
FIT 4N NTIE, HHA X —T 24 AXDHCP "B IP 7T LA — = 2% E L%
T, DHCP 267 — b7 = A ZZE LeWGH (e xiX, BEA X —T oA A% Xy b
T—JICHR L TWeWEE) \ F— NV =X T 7ANV N TCT—F A Z—T = A A2
D, MHRETHLENLHY £ A, DHCP L7 — U =A 2%E LTI=HAE, b IcE
AL E—T oA RTFHIPT RLAZREL, F'— b V=2 2T =X A X —T A AT
RETHHLENRDY 7,

VRN T B AEAT HINBE TN DA v F—T = A A FTEINDA v —
T2 A RAEFRETHHEE, [T/3 A (Device) JZEIRL, [ ¥ —7 =4 A (Interface) ]
DY~V =DV 7%7 0 v 7 LET,

Device Manager (235172 A % —7 = A ADOFREDFEMIT OV TIL,  Device Manager T?D
Ty AT T4 —NDRE] ZBFL T X, CDOIZTF /A R4 %4k9 % & . Device Manager
DM OHERIIRFF SN EE A,

[T /7314 A (Device) [V AT Li%E (Device System Settings) ][FF 442 (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[P (Central Management) ] [Management Center] DNEIZIEEIN L, [#ifT (Proceed) ] % 7
J v 7 L Management Center D& B &R E L E 7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £77,
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21: Management Center/CDO O 5%

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDO R A N F 721X IP 7 KL A% F1> TWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1ZV (Yes) 1227 U v 7 LET,

CDO % {# /A L 1= Threat Defense O ERf
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
FoR=T 4 T U= REEA LTS ADF L AR—=T 1 7 Q0 °—Y) &%
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name
£

22 : configure manageradd A< > FaViR—R 2 k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DB EkF— (Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 1 —/b
Nizae—L%ET,

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN (%, A v —7 = A A, FE721F [Management Center/CDO 7 7 A A L X —
7 = A A (Management Center/CDO Access Interface) [FHIZEIR L7 A > ¥ —7 = A AITff
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

¢) [Management Center/CDO 7 2 ¥ A A % —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEHIZ DWW TIX,  Device Manager TO 7 7 A 7 7 4 —/VORE] 2B LT
AN

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,

CDO %{# A L 7= Threat Defense O E B .
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23: [EE#ER

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

EXMGEXa) T4R)O—DERE

ZITIE, ROREZHEH L TEARNREX 20 74 WY —2RET D HIEI >V THRMAL
£7,

NI A B —T oA RALITA L H—T oA A NI A F—T = A AZAZT 4 7 1P
T RLAZEDYCET, v X VXTIV BAREO—HE L TINA v H—T = A AD
FEARBRELERLE LN, FEZOA L H—T 2 A Xa VT 4/ — 28D 4T
LUMEMRHY FT,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SN A v H—T = A A TA U H—T7 = A XAPAT I L £7°,
T BRI hr—b NEWOIE~D T T 4 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T = A ATSSHZHMZLET,

=JL o
A 23— x4 XADEFE
0—4%yF7ueya =7 ERIINEEIC Device Manager T 555 IROA > & —
Tz A ANHERRESNET,
oA —H Ry F1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HENRE

e A=Yy b1/2: THER) . 192.168.95.1/24

. CDO % {3 A L 7= Threat Defense M ERd
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ATy T

ATy T2

ATvT3

AB—T 1A ADHKTE .

« 7T 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHS

Management Center (Z &% 3 % RijlZ Device Manager N CiIBIMD A > ¥ —7 = A AEHFORE %
FAT LG E . TOREITRFISNET,

WTFTHICZLTH, T, ADBRBEZITBINDOA  F—T oA ARELEFITTHLERDY £
F, ThreatDefense 1 ' ¥ —7 = A AEFHIL, TNbrxXa2UT 0V — 28D B TT
IP7 FLAZRELET, .

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL IL—FT v RE—ROHWEA v H—T = A A
EHALT, VT v RE—FROWNEA v H—T = AEHELET,

FIE

[7 /34 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
Lo [#RE (Edit) ] (£) 227V vy s LET, >
[f % —7 =4 A (Interfaces) | %27 V27 LET,

B24:4203—4R

Device Routing Interfaces  Inline Sets ~ DHGP  VTEP.
e
Q Search by name " Sync Device | | Add Interfaces v

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorine Virtual Router

® Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled Ve
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled Vi
GigabitEthemet0/3 Physical Disabled 4
GigabitEthernet/4 Physical Disabled Y
GigabitEthemet0/s Physical Disabled rd
GigabitEthemet0/6 Physical Disabled 4
GigabitEthemet0/7 Physical Disabled rd

WEIZEHE 540 v 2 —7 =4 20 [#R&E (Edit) | (#F) 22V v 27 LET,
[ (General) | % 7 RERINET,

CDO %{# A L 7= Threat Defense O E B .
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25:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

. CDO % {# F L 7= Threat Defense O E B
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AVB—T A RADETE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
26:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

27:[IPv6] B T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUvZr LET,
ATy Th AR \HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,

CDO %{# A L 7= Threat Defense O E B .
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28:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy TS5 [{#fFE (Save) 127V v LET,

DHCP H—/\—DHE

7 A7 > N CTDHCP i L CEBICKTT A5 225 1P 7 RLRAZESET 5L 512958
A%, DHCP —_—ZHFZ LE T,
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

X 29: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

30:H—/\—Ds3EMm

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT

CDO %{# A L 7= Threat Defense O E B .



CDO %%/ L 7= Threat Defense D/ER |
B wozz

7y N RICHFET ORNENRHY, A =T =2 AAHDIP T RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D% 7E

—f&BI72 NAT V—/L Tk, WET RV RAENEA LV H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATL—NDZ tEA L H—T oA R—KT KL RAEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) ]>[NAT] %27 U v 7 L, [ LUK > — (NewPolicy) ]>[Threat Defense
NAT] %27 U v 7 LET,

ATw T2 R —IZL4RIEFMT, R —%2FHTET A ZAE@ER L, [R1E (Save) 127V v 7 L
ij_o

. CDO % {# F L 7= Threat Defense O E B
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NAT D& E .

3M:FHLLKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
32:NATR1) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 oo o ‘s;'::'“:m :)nf::"';“['s"’" Original Original Original Translated Translated Translated B
. L . Sources Destinations Services Sources Destinations Services pEios

Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

CDO % {# /A L 1= Threat Defense O ERf
I
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BERIL—IILOAF T3V

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H#:AB—TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

. CDO % {# F L 7= Threat Defense O E B
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NPETN |

35 &k
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %2 U v 7 LT, +_CTOIPv4 FF7 1 v
7 (000000) DXy hT—sFTVx s FEBEINLET,

B3:FHLWRY FI—0FTOH b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZDO—EE LTNAT BT 2720, VAT A
EFOany-ipvd 47 V=7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DFEEIE (Translated Source) | : [5855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,

CDO % {# /A L 1= Threat Defense O ERf
I
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BT D00 2 Rgk LTz L X, BARD [TRXTONT 74 v 7% Ty 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =& ELTELEE. T A 2@RT5 877 1
T HEHFA[T DDA ==V Z BT H24ERHY £9, ROFIETIZ, N —>
MO = ~DNT T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W72 Rry NT—=T~D TG T 4w I BFFR[THL— NV EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY — (Access Policy) 1. [7 7 AR U I — (Access
Policy) ] DNAIZERIR L, BEUCHT L ICE VY ToRTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 22Uy sLEF, > >

RTw T2 [JL—I)LEEM (AddRule) |27 U > 7 L, IRONTA—ZEHELET,
X 37:)L—)LDEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None e File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All  Collapse All Remove All

NE | v 1 object

NE | v 1 object

i wixAutomationZone

«[&8T (Name) | : ZON—/VIZARTEMFTET (72 & 21X, indde-to-outside) .

« EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exx—2%ENM (AddSourceZone) | %7 U v 7 L%,

«[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — AR L, [FEEY — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

ATY T3 [Applyl 227 VU v LET,
L= =L (Rules) ] 7 — 7 /WIZIBEME L ET,

. CDO % {# F L 7= Threat Defense O E B
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IH—T TIOEVRATFT—RA2B—T 24 ATH SSH DKTE

A B =T 2 AP E DT —H A ¥ —7 = A AT Management Center 7 7 & A &4 2hiZ
LESAE. COFIEICHESTEDA X —T7 = ATSSH A HAHT HLERH Y 7,
Z T TIX. ThreatDefense C1 DL DT —4% A % —7 = A A% LC SSH #ke & A2 7
DB OWTEB L ET,

N

GE)  SSHIZEHA L X —T 2 A A LTF 74V FTHINI 2> TWETA, 2 OFEEIXEH SSH
T BRITHELEE A,

BHA B —T oA AL, T ADOMDA o Z—T = A AL TBESIV TV ET, Management
CenterlZ 7T NA AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
L, A X —T7 A AD SSH ENHBEB LU H2—F VR MEHFLET, ZOMOE
EXERNCRESNET, T—H A X —T=A ATIE, ZOEEEZFHALTSSH L7 7%
AYVAREAMMILET, T—F 44— 7i42@$HF?74/7iLﬁ@W%?4V
TRERMEN L, RERFICRESNIEAZT 4 v 7 =R CLI TRESNTAZT 4 v 7
J— MIEH L EEA,

BHA L Z—T 2 A ADE, SSHT 778 A Y A N EHERT 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ > REHRLTLEEN, AH
T4 v — NEBRET HITIE, configurenetwork static-routes 2~ > REZZH L T Z &
Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELF
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R V—/LEIVEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA v X —T =2 A AZDOIEHTEET, SSHER NP A v H—T = A
2N DGE ., INERA v A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —#izaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 : hmac-sha2-256

— A H#4 : dh-groupl4-sha256

\}

GE)  SSH #fEH L7z CLI ~D 1 7' A E3RITHS 3 [Bh8f L CRIT 2 L. /351 2D SSH #5134
T [_/i‘a‘o

CDO %{# A L 7= Threat Defense O E B .
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CDO %%/ L 7= Threat Defense D/ER |

B <o 7rex7-5108—Tz12TnSSHOEE

1R BHHEIIZ

« SSH N —#—I%, configureuseradd =~ RZfEH L CCLITOARETEET, .
T 7 4V T AIIRRERHZ N A U — R&230E L7ZAdmine—F—2F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N 74— L5 E T [IMHBFRE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A bERIEFR Y NU—J 2EHKTDLIF Y hU—7 %
TVl MRMETT, A7V e ar—U 00— e LGEINTEETR, IPT
RLAZADITN—F M ETH-0ICA T V=7 N I —T 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry NU—2 AT V=7 MIEHATEE
A, KOV IT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKTE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERETZITRELET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft 27l 4564 #—7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHEZZ T AND A v F—T =24 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHKIBLET, HlLxDIPT FLAFRL, Fv hTI—27 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTE LWL—AZ2BINT 50 [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFaRT 4 EEELET,

o [IP Address] : SSHEi #7Frl T DR A MEIZFR Y NV =V 2/ET LRy hT—7
FT 2l NERIZITN—T, ATVl MRy XA a—0bLERT S
N FREFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTATREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
TEHA L E—T oA RAEEFLY) — v EBNMLES, VY —UilWnWAg U —T A AT
X, BIRLFY -4 2 —T 24X (Selected Zones/Interfaces) ] U A D FD
TA—=IVRZA L E—=T A 2% % AL, BN (Add) 122V v 7 LET, L—
TNy I A B =T oA A BMTHZLLTEET, BRSNTWNWDHA U F—T =
ARERZY =V MBT RN RAZEENTND EXZDH, TNHDN—)LIRT/NA R
WA I ET,

) [OK]ZZ7 VU v7 LET,

. CDO % {# F L 7= Threat Defense O E B
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zzorn [

ATvT4 [Save (RTE) 127 Vv LET,

5% TE 0D R B

Zi T, [EE (Deploy) 1>[EB (Deployment) 1227 VU w7 L, B0V Y THT A AR
V—ZRETEDLLIICARY E L, BHIIRY -2 BT E THEMICRY A,

REDOEF % BRI 20 ICBBELET, Z2EEZREATIETIE. XM A LETEDOE
BHET 7T 47120 FH A,

FIE

ATy 1 HLEO[EB (Deploy) 127V v27 LET,

£ 38: BB

Q °€_3 I+ @ adminv | luh SECURE

ATy T2 HERBEOEEIL., BEDT AL ZADF = v 7Ry 7 Z%A A2 LT[R (Deploy) 1% 7

Vw7320, [TXTER (DeployAll) 127 U 7 LTTRTOT N, AZREBELET,
LS OGEE, BIMORMA T Y a U ERET D720, [mIE72ERM (Advanced Deploy) ]
Vv LET,

B 39: 9 RCTEM

Q, Advanced Deploy [EeEIl]

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment i

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment 2 9

CDO %{# A L 7= Threat Defense O E B .
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0 5ETER

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPKIH LI 2R LET., BEORAT =X A%FIRTHITE, A=a——0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

41 BRART—5 X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

ST a—TFT42o0EATFHF R

Threat Defense 5 KU FXOSCLI~ADT7 o £ X

avy RIA A B —Tx AR (CLI) #FEH LT AT LDy N7 v 75TV, HAN
RYAT LD T TNy a—T 4 T HTVET, CLITy > a bR —2HRETHZ
LITTEERA, CLIIZIE, v Y=L R— R NIEEHELTT 72 TEET,

N TN 2—T 4 T DTDIZH FXOSCLIIZT 78 A Tx £9,
A\

((¥)  F7-1%. Threat Defense 7 /3A ADEHA L H—7 = A AIZSSH THfe C&x £4, vV —b
tyvarEidEARY, SSH v g id5 7 # /L b T Threat Defense CLIZ72Y . connect
fxos 2~ R&fH L CFXOSCLIZEfm Cx £4, SSHERHDOA ¥ —7 =4 Z%ZFHNT
WHEA, B TT— 4 A2 —T 2 A ALDOT RLAICE G CEET, T—HF A F—T = A
ASNDSSHT 7B A X7 7 4 /v b THHZ /2> TWVET, ZOFIMETIE, 774/ h TFX0S
CLI 725 ay Y — ViR— R T 7 BRAZOWCHBLET,

. CDO % {# F L 7= Threat Defense O E B
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ATy

ATy T2

ATvT3

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

FIE

CLIiCu 7 A T2, FHlarYa—FEar Y —/LiR— MIER LET, Firepower2100
{ZIZDB-9toRI-45 > U 7 )L —T7 R L TV D72, 85kt d 53— K3—=F 4 D
DB-9-t0-USB > U 7 W — T AR 5355000 7, THEHOANL—FT 7 v R
T AIMERUSB YU TNV RIARNESTA A N—LLTLLEE, Y —/LikR—ME
774/ N TFXOSCLIIZZ2 Y £3, ROV T AREEFEHLET,

* 9600 7R —

87 —H B b

e NUT 472

1 AFy7 EYEH
FXOS CLIIZ#fi L £7, =—V¥ —4 admin &, HIiE > N7 v THECHRE LT12/SA D — F&
EHLTCCLLICr 7 A LET (F 740 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A %IZ, CLL CERARER 2~ > FOIGFHMA MR T 2121, hep £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LT 7EE,

Threat Defense CLI Z#& T3 5121%, exit £72i% logout 2~ RE A LET,

Zoa<wy FZEY, FXOSCLI 7u 7 MIEY £9, FXOS CLI TR 2~ FiC
DNTIL, ?ZASLTLIEENY,

1

> exit
firepower#
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_\\

— B A B —DIARATOEEBEGEDO NS IV a—TFTa0 Y

HHOEA X —T A ZAEHHTHROVIC, v~ 3=V ¥ T I/ RRIT—H A ¥ —T =
A AT 5851, CDO T ThreatDefense DA v X —T 2 A AL Xy NU—7 DRELZE
ET B, :IL’%%/L%':PU?LED‘J: I ZHEE LE 9, ThreatDefense 2 CDO (BN L 7= I EH A
VHE—T 2 A AXA THEERT LGS (T2 NLEBA FRFEENST X)) | AV
=Tz A RAELFy NT—7 OFRENIEL MR I LTV W E | EEEEG N Kb 5 Al ReE
BHFET,

IOy 7, BEHERNKDONEGED N T TN a—T 4 U TITENL L ET,
EHEHRAT—FADERTR

CDO T, [T/3( R (Devices) |>[T/34f REHE (DeviceManagement) ]>[T/34 X
(Device) 1 >[EH (Management) |>[YRx—T v 7Y X - #EBEFHM (Manager Access

- Configuration Details) | > [t X 7—4 X (Connection Status) | ~X— ¥ CEELHE A
—ZAETERLET,

R PR D AT — 2 A A3~ T HIZI%. Threat Defense CLI T. sftunnel-status-brief =~
v REASNLET, stunnd-status ZEHA LT, LY BEeRFEREBRTHLELTEE
ER

A REOBEG O I 2RISR LET, BT F v 3210 [EEGE] HRen— b —
MERNFTRENTOERA,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

T R EEDESEOH IHERICTELET, BT F ¥ R EN— FE— MERBRFRIN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v k7 —2 HERD KT

Threat Defense CLI C, BB IR~ —V ¥ TI7BAT—H A X —T =2 ADFR
Y —IBEEF R LET,

show networ k
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> show network

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

===============[ System Information ]===============

Hostname ftd-1
DNS Servers 208.67.220.220,208.67.222.222
Management port 8305

IPv4 Default route

Gateway data-interfaces
IPv6e Default route

Gateway data-interfaces

[ managementO ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500

MAC Address

28:6F:7F:D3:CB:8D

Configuration Manual

Address 10.99.10.4

Netmask 255.255.255.0

Gateway 10.99.10.1
______________________ 1 ————
Configuration Disabled
===============[ Proxy Information ]

State Disabled

Authentication Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces Ethernetl/1
———————————————[ Ethernetl/l ]=—==——==————————

State : Enabled

Link Up

Name outside

MTU 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration Manual

Address 10.89.5.29

Netmask 255.255.255.192

Gateway 10.89.5.1
______________________ 1 ————
Configuration Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN T LI Z 2R LET, Zoa~vwr Nk, B
OBAED AT —Z A FoRkT D HDO TRV LITHERE LTI EE N,

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed
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Management type : Configuration

CDO ~® ping

Threat Defense CLI C, RO a~> REFEH LT, 7—X A X —T7 A A5 CDO IZ
ping L7,

ping cdo_hostname

Threat Defense CLI C, (RO~ REFEH LT, FBHA ¥ —7 =4 A5 CDO IZ ping
LET, UL, Xy T L= N LT —Z A F—T oA RIN—T 4 7 EE
R

ping system cdo_hostname

Threat Defense HEA A —T T A A TODINT Y FDF v TF ¥

Threat Defense CLI C, NN 7 S L—> A X —T x4 A (nlp_int tap) T/ v b
XY 7Ty LT, BHEHATZ Yy PBREEINTWHDLNE I AR LET,

capture name interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —TIARADRAT—R R, #fidt. BELVNT7 Y F RO

Threat Defense CLI C, WN#NNv 7 FL—r 4 ¥ —T A A (nlp_int_tap) (ZEHT 51K
WESBLTLIIEEN,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up,
Hardware is en vtun rev00, BW Unknown Speed-Capability,
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

line protocol is up
DLY 1000 usec

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
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F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 20 & NAT OWER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMENTWEZ &, BXOEHEA
4 —7 x4 A (nlp_int tap) ([ZNHE NAT L— A3 FEET H 2 L 2t LET,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp int tap) to (outside) source static nlp server 0 sftunnel ipvé intf3 interface
ipv6é service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipv6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

ZTDDERTE DHESE
WDa<v REBRLT, MOTRCORENFET DI EE2MERLET, Zhbnav

> RD% <%, CDO O[FT/31 X (Devices) | > [T/31 RAEHE (Device Management) | >
[T/314 R (Device) 1>[BHE (Management) |>[¥r—I ¥ 7V X - 1B (Manager

Access - Configuration Details) ]>[CLIH 1 (CLI Output) | ~—Y THiEE TE LT,

show running-config sftunnel
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> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDEHAR LI=-HNE S Hh ZHERT S
Threat Defense CLI C, DDNS OFEHBLII L7 E ) D EMR L ET,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

WHNZ R L= 85A1%, debughttp =~ > K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN KL L7258 1E, v— FFEHENRT SA R VA F—L SN TWD 2 & & HERR
LET,

show crypto ca certificates trustpoint_name
DDNS O#EIfEZ M2 4 21213 ¢

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

CDO BY 774 LOHERR
https://cisco.com/go/fmc-reg-error &M L T 720,
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274794 —LoERONE [

274 T 04— ILOEIREDUIE

VAT LEHEYNCY vy MU UTH I ENEETT, BMICERT T V2R ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEE T ZENHY £, Ny
7Ty RTCIEFEIZEZHOTav ANFETEINTEY, BRT 7 7k, &Rz YK
L7058, 774 T VA —NVATLET L—AT )Yy y NI UTERNWI EERZ
TENTLL XN,

Management Center D7 /N A ZAFHN—T 2 H L TT A ZOEJRZ T 575>, FXOS CLI
A TEET,

CDO ZERAL=7 74 7oA —ILDERD LI

AT T1
ATvT2
ATvT3
ATv74

ATy T5
ATv7T6

ATy T17

VAT LEBEEYNC Y vy MU UTH T ENEETY, BMICERT T V2R EIRA
A yFEMLIEVTHE, BRRTFAN VAT LAOBEEEZSIZEZITZERNHY £, Ny
7770y RTIEWIZEZEO T vt ANRFETIN TN, BERT 7 72k, EIRZ W
L7E0T D8, 774 T U4 NET L—AT LYYy AUV TEXRWNWI EERLATENT
<TEEV,

Management Center ZfEf L T A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
BRI 271 20ICH D [#RE (Edit) 1 () 22V y7LET,

[7 /34 A (Device) | ¥ 7 %27 V27 LET,

[ AF L (System) | 227 3 a  CITNRA RN vy &A™ (Shut Down Device) | ()
7 Vv LET,

Ta T ERBRENTED, TAALADY Yy MU UEERLET,
A=A T AT U F— VR L CWDERIE. 77 AT U= Ny T
THEXWIVAT AT v M4 —LFET, ROT v 7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L CWRWEER, R30I/ TV AT ANy MO LTz Z %
MR L ET,

VNS CTEBAAS v F 24720, BRT 7 7 2R 0Ty ¥ — 2 b EIR 2 Y
AT PR TETET,
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CLI TOT /NS ADEIRA 7

FXOSCLI Zfifld4 5 &, VAT AEZLZRIIV Yy MUV L, T, ADERE A 7IZTE
F£9, CLILIZIEZ, v Y —biR— MIEEEL C7 78X LE 7, Threat Defense 35 &2 T FXOS
CLI ~DO7 717 A (48—) LT ZEN,

FIE

AT w71 FXOS CLI T local-mgmt (Z8%#5¢ L 97,

firepower # connect local-mgmt

ATw 72 shutdown =2~ RERITLET,
firepower(local-mgmt) # shutdown
il -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFYT3 77 AT I — DI vy NEUUVHICVRAT AT P e F—LET, kOTa 7
M FIREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T4 VEISUTERAAL v F a4 7L, BRT 7 72K Ty v — 2 BECER 2 B Y
Sz LN TE LT,

O

RDORXTv D

CDO #Z i ] L 7z Threat Defense DX E %119 5 I21%, Cisco Defense Orchestrator 73— ~<—
CESBBLTLIIEE N,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



