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IR B E T, Management Center DEFERIZDOWNTIE, [AF¥ > K7 =2 (Standalone) |
ZBEIRL T 6, [Gotlt (THE) 1 Z&INL £,

(WEIZSELT) BEA VX —T = ADOFFIPT RLAZFHELET, [7354 A (Device) |
PEIR L, [VAT LARE (System Settings) |>[EHLA > % —7 = A A (Management Interface) |
Vo777 U v 7 LET,

Iy NT—ZIZDHCP —R_R—NFE L WGE0 Y VRERMAETEHIIP 7 RV AEZRET
H5E%. T7ANV M — b2 A T —Z A L Z—T 2 ATIIRL —BEDF— 7= A1C
BELTLEEV, DHCP #fFHT 25613, (MLRETHILEIIH Y WA,

Management Center T Threat Defense O & .
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T4

ATy TH

ATvT6

IR ETNINELND A v H—T 2 A A ETBINMOA X —T = A AEHETDHHAX, [T
NA A (Device) | Z&INL, [f > ¥ —T7 =4 A (Interface) | OV~ V—iZHDV 7 %7
Vw7 LET,

Device Manager (2372 A % —7 = A ADOFREDFEMIT OV TIL,  Device Manager T?D
T AT VA —NVORE] S LT E IV, ManagementCenter |27 /34 A &gk 5 & |
Device Manager DAl DR EITRFF S EE A,

[T /734 A (Device) [V AT Li%E (Device System Settings) ][FH -4 2 (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[P (Central Management) ] [Management Center] DNIEIZIEIN L, [#ifT (Proceed) ] % 7
J v 7 LT Management Center DB &R E L E 7,

[Management Center/CDO®ME¥#H (Management Center/CDO Details) ] ##%E L 7,

. Management Center T Threat Defense 0 &


firepower-2100-gsg_chapter4.pdf#nameddest=unique_26
firepower-2100-gsg_chapter4.pdf#nameddest=unique_26

I Management Center C O Threat Defense @ &

Device Manager % L 7= Threat Defense D #IHAEXEDTE T .

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

Management Center T () Threat Defense O & .
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T17

ATvT8

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

BITE10 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESLT H12iF, D7e<Th 1
BLLEDT N4 A (Management Center & 72 % Threat Defense 7 734 &) (ZE|ZEFEZR IP
7 RUADBLEETT,

b) [TV (Yes) 1 2R L7Z5A1E, EBEUH—/ICDODKRR RE/NPF7 RLAZANLE
@—O
¢) Management Center/CDO &8k ¥X— % EL 7

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

d) [NATID] #fREL 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
NRAADIPT RLADBERETDHHE, ZD7 4 —)L RIINETT, MGTDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8& L £,
b) [DNSH#—,3—7L—=7 (DNS Server Group) | #fiE L ET,

BEFED T N—T 28N 50, LW N—T%2ERLET, T 74/ D DNS 71—
71 CiscoUmbrellaDNSServer Group & IE(E41, OpenDNS H— S—RNE FE v E T,

¢) [Management Center/CDO7 7 A4 % —TJ x4 X (Management Center/CDO Access
Interface) JIZ oW TIL, [ F (management) ] 23R L FJ,

[#%#%¢ (Connect) 1% 7 U 7 LET, [BEFAT—H X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y HRZ (2T HBED AT — X ANRERINET,
[Management Center/CDOZ & E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center (BB L T7 7 A4 7 U4 —/L&2BIMLET,

Management Center ~DU) VW B x % &% ¥ /T 5541%, [B#DO X v /L (Cancel
Registration) 127 U v 7 L£T, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N%E T+ 5 £ T
DeviceManager D7 7 UHD 4 RUZ LT 72, LGS, 7t R E—KHsE
1t L. Device Manager (ZF-#6E L7256 DA SV E T,

[Management Center/CDOZ %35 E D1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (286t L7 £ £ICT 5546, £ D% [Management

. Management Center T Threat Defense 0 &
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

Center £1=IECDO & M IEE#HESE (Successful Connection with Management Center or CDO) ] 4
AT TIRy7 APRER S, Device Manager 2> LYW S v E T,

R 6: IEE

Registration Status

~afi1l Cannartinn with the
sstul Connection wit £

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration , or
CDO configuration guide [ to configure your device.

CLI Z{#FH L 7= Threat Defense #)EARENDEITDET

AT v I

Ty N7y TU4 P —REMALT, BHIPT FLA, F—hUxA, BLOZOMOIER
Xy PI—UBEERATVET, GFHOEHA L F—T A 2T, MAOXR Y MU — I RELFF
ORFRIRA =T 2 A ATT, 6.TURE : v =T % T 7 B RITEHA L —T oA A %AH
MLanGaid, AbVICCLU 2L TTF =4 A 2 =T = A=RETEET, £,
Management Center {5 D% E # 17V £ 9, Device Manager (7.1 LAF%) ZfEH L CHI#i& > b
Ty TwaFTTLL, BHA LI =T 2 A ABIOI R =¥ T VAL =T = A ADiX
ENTN AT, EEDT- DI Management Center (28] 0 5 2 72 & Z(Z, Device Manager T5% | L
T RXRCOA U E—T oA ARENRFFSNET, 778X ar be—L KU =722 E0fh
DT 7 4V PREFHRFF SRV LITERELTIE SN,

FIE

A — VIR — S, FRITEHEHA X —T = A A~D SSH #{#i ] L T. Threat Defense
CLICES LET, T 74/ N TDHCP Y —"—M5IPT FLADNEREESHET, Xy hU—
JREEERTLHIELIL, OIS n2 Nk olicary Y — R — N2 EHT L2 L 2R L E
T,

2 —)LiR— FX FXOS CLI 28562 L £9°, SSH & v 3 3 »i% Threat Defense CLI |2 [E 542
e LET,

2Fw T2 2—HF—4 admin BLUOZAT — K Admin123 e /4 > LET,

Management Center T () Threat Defense O & .
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T3

ATy T4

2/ — AR — N CFXOSCLICEHE LE T, #IHTEXOSIZu /A v Licé X, /"AT—
REZEFETLH LI kOONET, 2D XAT— ik, SSH @ Threat Defense = 271 212 &
IhET,

GE) RRT—= KR4I TIZEFTINTWT, RXRT—=RKB¥bnbARWEAE., T35 A2 HA
A=V LTCRAT—=REFT 7 4L MYy FTAMLERHY £, A A =0
FIEIZHDOWTIE, FEXOS D RTINS a—F 47 HA RESRLTLIE X0,

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

oY —)LiR— T FXOS 12855 L 7-3545 1%, Threat Defense CLI (ZH5%E L £9°,
connect ftd

1 -

firepower# connect ftd
>

ThreatDefense (ZH]D T /A FT5HL, = Ra—%—F 4k 28K (EULA) IZREL
SSHEEHG A L CW A AL, BHE ARV —=RE2EFETLZLIICROONET, TOH#
CLIty b7 v 7RI VT BERENET,

GE) BEZZ VT (TeezlE, A A—VEBERTHZEICLY) LARWnED | CLIty
774 P = RE@OIRTZ LI TEEEA, 2L, TRHLORETXTE, #%
7»5 CLI T configurenetwork =t~ & R&ffEf] L TAE T& £7, Cisco Secure Firewall
Threat Defense 2~ > KU 77 LU AEZHRLTLEI0,

T 7 A MEFETZIFLARNZ AT LT ER T v aNICERINET, URIZAN LIExF 0 F
FHAT AL, Enter 2 L £97,

WDHTA RTA4 2B L TLIEIN,

o [IPv4% 3 E LET 5?2 (Do you want to configure IPv4?) 1. [IPv6%i%E L £ 32?2 (Do you
want to configure IPv6?) |: ZNHDX A T DT RLADLREH 1Dy EZ AN LE
T Ry FU—ZEBH B2 va rdhTna Ty VEAOFHTIE, F—ho A
DWERA % —7 = A AT DHCP h— =R FEFLE TSN TV RN, #IP 7 FL
AaBELET,

. Management Center T Threat Defense 0 &


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Management Center O Threat Defense O &

CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

EBAVE—TIARADIPVAT IANLN T — b I A ZARELIIEBSA V8 —T 14
ADIPV6T— DA EAH : B v U —2 TManagement 1/1 D7 — 7 = A IPT
FLRAZRELES., TRy hU—=7DOEA] DI _réﬂfwéi/v%%®mf
WA 2 =T oA RFEH T — b oA & L THREL £, ﬁm\7W%?I4W
7va%5%®W%4V&—7:4x97va_ﬁﬁTéz%#%DiT %®T
Management Center Z ] L THHELIP 7 L AZ R ET 54BN H VY £9°, data-interfaces
% EIL, U E— I Management Center & 72 |% Device Manager & EEIZ DA S E 7,

e 3y FI—ORBHRALERESINSEIBEHRENUE  SSHTHER L TWHDIZ, #idtE v

N7y TCEDIP T RVAZERTH &, BB tlfrsivEd, HrLWIP 7 R R &N
AU— RTHEER LT E, oY — i B2 £8 A,

s [TNA A — )V TEELL £7 72 (Manage the device locally?) ] : Management Center %

1 :

S 2121% Tno) ZANILET, yes& AJ)T 2 & 0V IZ Device Manager % {7
é — (E \—71;& D i—a—o

[ TFAT VA —IVE— RERELETH (Configure firewallmode?) |: FIHIRETT 7 A
TUA—INE—RERETDHI EaBED LET, WIIRERIZZ 7 A T U+ —/LE—F
EEETLHE, Efiar7 o Xab—varMEHESnET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

-]

[..

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Management Center T Threat Defense O & .
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z @ Threat Defense % & #9"% Management Center % 7€ L £7°,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 N L ZAf5E TE e WIGA L,
DONTRESOLVE #fif L £4, £7=. natid bfEE L £3, WD SSL K =5{bi@(E
F v XN E2EDT A AL T D11, D7 TH1RUEDT /31 2 (Management

Center ¥ 7-1% Threat Defense ) ([ZEZFEA[RE/RIP 7 RL ARMKETY, ZDa~vw RT

DONTRESOLVE Z{8E T A I121%. BEFRIRE/RIP 7 K L A E 721373 A b4 25 Threat Defense

@CJZ\E'C“?—O

« reg_key : Threat Defense % %§%9 % & X |Z Management Center CHIFET DIER DT ¥
A DBERF—ZRELET, BEX—1X37 XFUTICTHILERH Y £9, BT

WZIE, 35T (A~Z, a~z, 0~9) | BXUNA 7> () Endbv T,

enat_id : —FOMTEIEWRER IP 7 L AL /2ITHR A FADBEE SN TORWIGAIE,
Threat Defense % %#k 3% & % |Z Management Center (Z HFEET HDIEEDO—BED T X A A

LFHNEfRELET, ZOLFH)IEL, Management Center 2 DONTRESOLVE |23 E

L7z

BECMIETT, NATID (Z37 XL FICT LN H Y £9, ARRILFITIT, 5T
(A~Z, a~z, 0~9) . BLUNA 7 (1) Z2ERHY £7, ZDIDIL, Management

Center (28T DMMDT S, AIIEA T FHA,

51

. Management Center T Threat Defense 0 &
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Management Center~D 05’ 1 > .

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ADEHIZH H551E, WROFINIRZT L ST, —ED NAT
ID & & HITEEEF—Z2 AL, A MO DI DONTRESOLVE ##67E L £,

&1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7734 ZADERIZH L5 81F, ROFUIRT L IIC, —EDONATID &
& $ 1T Management Center [P 7 R LU A E 72 1IAR A M2 AN LET,

1 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U+ —/L &2 B ek L £,

Management Center~D 0% A >

ATy T

ATy T2
ATvT3

Management Center % {# f] L T, Threat Defense % i E3 L O L £,

FIE

PR=—FSINTWDLT T UHFEMEH LT, WO URL Z AN LET,
https://fmc_ip_address

2P RRT—REANLET,
[mZ A4 (Logln) 1227V vyZ7 LET,

Management Center D 5 1 t > XA D ES

T _XTDT A XX, Management Center |2 & > C Bk D5 12t s E 3, kD
TA B AZMATEET,

» Essentials (#ZEH) Essentials 71 & A,

cIPS: X2 UT 4 AT UV xR E KA IPS

Management Center T Threat Defense O & .
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. Management Center ® 5 1 2 > X DEF

I T TR - ~ T = T
*URL Z4)LB YT :URL 74 V2 Y
» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client

VPN D7~

VAT A ADEIZOWTIEFE L <X, cisco.com/go/licensingguide 2 L T < 72Xy,

Ia s BRI
* Smart Software Manager ® 7 71 7 > h BHLEETT,
FEETHT U NEBRELTRWERIE, V7% 27 )y 7 LTHLWT I REREL
TL 72 &V, Smart Software Manager Tl ffkDO T 7 R &EAERRCTE £,

s (W=7 I7A4 T AT T 7 EFERALTHEMMEEIND) WiEEEHTICIX. ZHFEHO
Aw—hN VT oxT TARVUT T UL MTHAZRRES{t (3DES/AES) 714 &
VAR TE ANENH Y 9,

FIE

ATYT1 BENDODAY—F TRV T TAT L M, RERIABCAREENTND I LA
BLTLEEN,
TABRT, VAT EFWMENRBE NS T AL Z WA LRI, Av— Y7 U =T
TAR T T M) 7 SRTWET, 7220, B TIA B AEBNT 20
D& DA 1, Cisco Commerce Workspace C [N THiZE (Search All) 17 4 —/LV R&EMH L
£

B7:54 o XEHR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFRN G, (B &Y — 1 A (Products and Services) | Z 3R L 77,

8: 1R
e All Results
T Orders 6
[* Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

. Management Center T 0D Threat Defense 0 &


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

I Management Center T () Threat Defense 0 & FH
Management Center D 5 A 2 > X D .

DI AL APID ¥R LET,
GE) PID BREONS WAL, X FETPID 2BMTX 97,

«IPS, U =T Wiffl, BLUURL 7 A & ADMAE DY
* L-FPR2110T-TMC=
« L-FPR2120T-TMC=
* L-FPR2130T-TMC=
* L-FPR2140T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVTHD PID (XI5 HlE~— A D
YTA7 YT a VEBRTEET,
* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
« L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T E 0,

RT9T2 FEZRELTORWESIE, A~v— K 74127 % —/3—|Z Management Center % %58k L
i‘j‘o

ek A AT 9121%, Smart Software Manager CH sk b — 727 VAT D MERH Y 9, FEMIAR
FNEIZ-DVTIE, Cisco Secure Firewall Management Center 7 KX =A hb—Y a3 > A N&H
LTS 7EEN,

Management Center T Threat Defense O & .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
http://www.cisco.com/go/firepower-config

Management Center T (D Threat Defense 0 & |
. Management Center ~ @ Threat Defense M & %

Management Center ~0) Threat Defense )= &k

TNRAADIP T RUADKRA MG %H LT, F#E)T Threat Defense % Management Center |Z
TEkLET,

B8 HHEIIZ

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /31 A& (Device Management) | DJIEIZ
IR L E7,

ATv 72 EM (Add) 1 FryZH o UR RS, [T 20BN (Add Device) ] 2R L 9,
EBRYX—HFANT 7L P TRBIREN TV ET,

. Management Center T Threat Defense 0 &
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Management Center ~ Threat Defense 0 % £ .

9:BHBF—EEALLT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o[/ A b (Host) ]:iBNN9 % ThreatDefense ®IP 7 R L AR A M A2 AJJLE T, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,

Management Center T () Threat Defense O & .
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
LZEMTEET, THRENOIBE~D FTF 7 4 v 7 OFF] (40 X—2) | B LT
TEEW,

10: 5 LLVKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk
F—ZHL TSI 2B L, FHLTWAEAIENATID 2H L TW5 Z & &k
7 LE7, configuremanager add =~ > RZ i L T, Threat Defense TXkF — & NAT
IDEZFETDHIENTEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,

Management Center T Threat Defense O & .
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B sz 1z08%

Management Center T 0 Threat Defense DB |

(| A F =7 = ZADFE 283—=) |

() |DHCP H—3—DftE (33 ~—)

(3) |7 7 AN b= bEDEM (35 ~—)

(4) |[NAT OFE (37 ~—=2)

(B) | BN BAEA~D £ 57 1 v 2 OFA (40 ~—D)

(6) |[BEDEM @1~<—)

A3 =4 ADHEE

ATy I

ATvT2

WIWIEX E T Device Manager #7325 &, LN DA & —7 = 4 ANFERHRESINET,

e —HFv F1/1: 48] . DHCP LD IP 7 LA, IPv6 HENERIE

e A=W F1/2: THER) . 192.168.95.1/24

« T 7 v hb— b HERA X —T = A AT DHCP %41 L CTHUS
Management Center (Z8$#%3 2 RiflZ Device Manager N CiIBIMD A > ¥ —7 = A AEHORE %
FAT LA, TORTEIIMREINE T,
WTAIUZLTH, T3 ADBERIZIBMOA > —T 2 A AREEEITTHLERDHY F
7, Threat Defense { > ¥ —7 = A A%HFHIL, ZTNbrxEX 2T 0 — 28D HTT
IP7 RLAZFRELET, .
WOFITIL, DHCPIZEDAHXT 4 v 7T RLAENL—T v RE—RONEA L H—T = A A
EPHEHALT, T v RE—ROWNFHA > F—T = AEFHELET,

FIE
[7 /314 A (Devices) |>[7 731 A (Device Management) [DNEIZERINL, 77 A T U+ —

O [k (Bdit) 1 (#F) %27V v7 LET,
[ % —7xAA (Interfaces) &7 U7 LET,
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M:A23—2J14RX

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
[

Interface Logical Name Type Security Zones MAC Address (Active/Standby)
@ Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical
GigabitEthernet0/2 Physical
GigabitEthemet0/3 Physical
GigabitEthemet0/4 Physical
GigabitEthernet0/5 Physical
GigabitEthernet0/6 Physical
GigabitEthernet0/7 Physical

ATy T3 NENHERT A v % —7 =4 20 [fatk (Bdit) ] ()

[&f% (General) | ¥ 7HRFRINET,

B 12:[General] 2 T

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AL ET,

AB—T 1A ADHKTE .

Q, Search by name Add Interfaces v

Sync Device |

IP Address Path Monitoring Virtual Router

Disabled Global aQ<
Disabled rd
Disabled 4
Disabled &
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

27Uy 7 LET,
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Management Center T 0 Threat Defense DB |

Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [£%) (Enabled) 1 F = v /Ry s A&AIcLET,

¢) [F—F (Mode) JiZ[72L (None) JICikEL-FFICLET,

d) [EF=VUF 12— (SecurityZone) ] Kt v 727 U X R LEHFEONE X2 U T 4
V= ERINT B0, T (New) 1227 Vw7 LTHLWWEXR2 U T 0 —&BIL
=7,

7= & 21E, indde zone L W HLAFIOY —2 EBIMLET, KA X —T =4 AL, EF=
V74— BIOAS U H =T 2 A AT N—TIZED Y CHLERDY £3, (¥ —

TxAAZ, 1 O0F 2T 4 —ICORETIHLEEL, BEOA X —T A AT
N—FBTHZLHLTEET, Vv FEid I Nn—TIESNTEX 2 VT 4R v—
ZEALET, ez, WA v X —7 = A AN —ZE ) YT, SMNRA v H—
Tz AR = NCEID S TCHZERTEET, ZORA. N T T4 v I BRREND
BB CX A LT 78R a3 bha— L R —FHRETHI LT TXETR,

B LNEIZIFT TUIRETE T A, FEAEDRY —ldEXa T 4/ —2DH
PHR—FLTWET, NATRY >—, TV 740 HF K —, BIOYQoS KRV »—T,

V= FRFA S H =T 2 A AT N—T A TEET,

e) [IPv4] %7, [IPv6] ¥ 7, F=lZWi DX 7% 7V v 7 LET,

c[IPv4]: Ky T XTI YR INE [AZT v 7IPEEHT 2 (Use Static IP) ] % i
WU, IPT RLAREF TRy NSRRI EAT v aRi TAHLET,

7-& 21X, 192.168.1.124 72 ¥ & AL £,
X 13:[IPv4] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP v
IP Address:

I 192.168.1.1/24

« [IPv6] : A7 — F L AHERREOSA 1L [HEERE (Autoconfiguration) 1 F = > 7 A v
J AT AT LET,
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14:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
Basic Address Prefixes Settings
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 V27 LET,

ATv74
[&f% (General) | ¥ 7HRFRRINET,
[ 15: [General] 7 T

Edit Physical Interface

General IPv4 IPv6 Hardwart

Path Monitoring

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LT ETO [4HT (Name)

(o6 ST D4 v —7 = A A[FE (Bdit) | (#)

AB—T 1A ADHKTE .

Hardware Configu

DHCP

270y LET,

12 A LET,
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72 z2E, A X —7 A AT Toutside] WO LARTEATET,

b) [£7%h (Enabled) ] F = v 2 Ry 7 2% ic LET,

¢ [F—F (Mode) 11X [/2L (None) JICR¥EL-EEICLET,

d) [Ex=VUT 1 —r (SecurityZone) | K v 7 X U A NNLEEFONEEX2 Y T 1
V= ERINT B0, T (New) 1227 Vw7 LTHLWWEXR2 U T 0 —&BIL
3w D

7= & %1%, loutside zone] L\W\HEHIDY —>ZBMLET,
e) [IPv4] ¥ 7, [IPv6] ¥ 7, ETIZWFDOX T %7 ) v 7 LET,

* [IPv4] : [DHCPOf#EH (Use DHCP) ] #iEIR L, IROF T 3 > D/RT A —F ZRIE
L/iﬁ‘o

« [DHCP Z{H L T7F 7 4 /v bk /b— h ZHif% (Obtain default route using DHCP) ] :
DHCP #—/"=nbH7 74V b b— M aBfFLE T,

« [DHCP/L— h A v U w7 (DHCProutemetric) |: 7 RIS =AML —F 47 5 4 A
HURABLEB LI — MBI Y TEST (1~255) ., FELIEAV—MDOT 7%
WEDT RI=ZARN—T 47 T4 AX AT 1 TT,

16: [IPv4] 2 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP - |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — b L A BEEEDOS AL [H B
72%1—/ \—-L/ji—g—o

iE (Autoconfiguration) | T = v 7 7R v

e
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phep H—i—nzE |

17:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z27 Vw7 LET,
ATv TS5 [R1F (Save) 1227V w27 LET,

DHCP H—/\— DT

7747 N TDHCP 2 L CEBICKT 2058 MO IP T RLAZRST L9127 55
A%, DHCP —R_—%FZh LE T,

FIE

ATY T [T34 & (Devices) . [T /31 AEH (Device Management) | DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/3i— (DHCP Server) | Z &R L £7-,

Management Center T Threat Defense O & .



B oucry——omE

18 : DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP
—

DHCP Server Ping Timeout
50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

Domain Name

Primary DNS Server

Secondary DNS Server

Server Advanced

Interface

Address Pool

Override Auto Configured Settings:

Primary WINS Server

Secondary WINS Server

Management Center T 0 Threat Defense DB |

.+

+ Add

Enable DHCP Server

ATw T3 [H—N— (Server) | <— T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE

B
19: 4 —/\—DiBM

Add Server

Interface™

inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

(A H—T7 x4 (Interface) |: Ry I Xy YA RNLA U F—T x4 ZAEERLE

‘j—o

o [7 KL A7 —)L (Address Pool) ]: DHCP — _"—NEHTDHIP 7 KL ADE FAL D
e PALOBOFHAZRE L LT, IPT FLAOMIL, BRL/IA U F—T = ZALFET
7 Xy N B ETDMERHY, AV F—T A AAHFDIPT RLAZEDDHZ &

ITTEEEA,

o [DHCPH— "—%FHWZT % (Enable DHCP Server) ]: IR L7=A % —7 = A AD DHCP

P=R—=2 AL ET,

ATvT4 [OK] %27V v r LET,
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ATy TS [fRTF (Save) 1227 U w7 LET,
T4 RIL— FDENM

T 7 v Mb— NMETlE, A o F—T 2 A ADBEGERRERT v A RN — AL — X B
LR LET, SMBA v % —7 = A AIZDHCP 2T 25613, 735 AR TIZT 744 b
N—MEZELTWHAEEMENH Y £9, FEITL— FNZBNT 2 0ERH H551F, IROF
JIEZ 54T L E3, DHCP H——nH7 7 4L hb— 25 LTSI, [THNM R
(Devices) | >[T/31 RAEHE (Device Management) |1>[JL—T « >4 (Routing) ]>[RX %
T4 v7I)L— bk (SaticRoute) [“X—® [IPvd4/L— & (IPv4Routes) | F72IE[IPv6/L— K (IPv6
Routes) | 7— 7 /WMIZFERENET,
Fg

ATY 1 [T31 A (Devices) 1. [T /341 AEH (Device Management) | DIEIZEIR L, T34 2D [#®
% (Edit) ] (4) 22VvrLEd, >

ATv 72 [JIb—TFT 4 >% (Routing) ]>[#KIJL— b (Static Routes) |Z L F 7,
20: Static Route
Manage Virtual Routers
Network & Interface bﬁfﬁ:f‘d&'ﬂ; Gateway Tunneled Met Tracked

ATv 73 [JL—r%EM (Addroute) 127V v 7 LT, ROXHITHELET,

Forntn—troen [

Management Center T Threat Defense O & .
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B =o+1tr—roem

21:58)L— FEIMDHRE

Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

(AT (Type) 1: BT DAXT 4 v 7 )—bDHEA ST U T, [IPv4] £ 7213 [IPv6]
FTarvRB Y v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIEHLA >
H—T A ATT,

s A FEEZ2 R v R U —7 (AvailableNetwork) | : IPv4 7 7 /L k/b— k O54 13 [any-ipv4]
Z@INL, IPv6 7 7 4 /L b Jb— b DAL [any-ipv6] Z 3R L, BN (Add) 12727V v
JLTCHEIR L7y hU—7 (Selected Network) | U A MZBEISHF7,

[F— b x=A (Gateway) | £72IX[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hDF
JARNRy T THLTF = T oA N—FEZAETITETIRLES, IPT FLRAEIERY
NI —=ZRANFT TV =7 FEBETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKy 7O EANTTLET, HMEOHFH
1L 1~255T, T 74/ MEIZX1TY,
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NAT D

ATvT4

ATy TH

=L =2

axX A&

ATy T

ATy T2

NAT D& E .

[OK] %227 U »7o LE9,
= WA T 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L—/LClE, N7 RLRAENEA v Z—T =2 A ZADIP T RLADER— MNIE
BLET, TOXATONATLV—NVDIZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY > — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY =4 EMNT, RN =2 T 273 28R L, [IR1F (Save) |22 U v L
£7,

B 22: 3 LLVERY o—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

Management Center T Threat Defense O & .
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B wozz

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— L ZBINT 5 0E

WY £,
B0 23: NAT 1) & —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 07 Ry 7 ANRFRINET,

ATFYTE EALV—NOF T arEBRELET,
R 24: EXRIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings

Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

« [NAT/L—/L (NAT Rule) ]: [HENAT/L—/L (Auto NAT Rule) ] Z =R L £,

«[#A 7 (Type) |:[# 4+ 27 (Dynamic) | Zi&IR L 7,

ATV TS [A X —T A A4 TP =2  (Interface objects) |X— T, [HHAEERA VX —T =4 A
F 7Y =2 (Available Interface Objects) | fHI NG [5ideA v F—T = AA AAT V=7 |k

(Destination Interface Objects) | BEIKICAME Y — L Z BN L £37,
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R25: A3 —TARFTPxy b+

NAT 3

%
H
-

Add NAT Rule (]
NAT Rule:
| Auto NAT Rule v |
Type:
| Dynamic ¥ l
Enable
Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone ]
inside_zone Add to Source
1 outside_zone 4 Add to Destination
wfxAutomationZone
AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,
26: %
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type: _
i Dynamic vl
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F5F7 1 v
7 (000000) DXy NT—sF7 Ve FaBEINLET,

Translated Packet

Translated Source:
Destination Interface IP
@ The values selected for

Destination Interface Objects in
'Interface Objects' tab will be used

Management Center T () Threat Defense O & .
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B navons~o 574 v o0

B27:H LRy bO—0FTPxH b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEO—HE LTNAT ZiBIT D572, VAT A
EFRDany-ipvd 47 V=7 MEfEATHZ LT TEETA, T, VAT LAERD
FTV el NeRETHI EITTEERA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,

ATv T [URAE (Save) 1227 U w7 LTL—L%EBMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

NEBNSHEAD T T 4 v U DFFFA]

BB KRT D5 ARk LT X0, BAD [TRTDO NI 7 v 7 %7y 7 (Blockall

traffic) | 727X ar buo— L RY —&ER LIESEIE. T AZBRT DT T4 v
I HFTATHTOITARY ==V Z BT 2 0ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— BB LET, i — BN SEAIT.
W2ty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

. Management Center T Threat Defense 0 &



| Management Center O Threat Defense O &

ATy

ATvT2

ATvT3

ATv74

5% TE O R B

ATy T

zzorn [

FIE

[R Y — (Policy) ]. [7Z®AKRY I — (Access Policy) |. [7 7 AR Y 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH D ¥ TonTnWDd T 7R ary ha—L R
V=0 [#REE (Edi) ] (£) 27V yrLET, >>

DL—LZEBM (AddRule) [ %727 U v 2 L, RKOAF A—2 2iE LET,

28: )L—)LMDEM

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j
Insert | into Mandatory @ Intrusion Policy | None Eo File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ty Zo Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <l inside_zone Collapse All Remove Al Collapse All Remove Al
=) <& outsid NE | v 1 object ZONE | v 1 object
<1 wixAutomationZone

«[&HT (Name) ]: ZDON— V4RI ZAHTE£3 (72 & 21X insde-to-outside) .

« ER L1=F{ET (Selected Sources) ] : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
fExy—>%ENM (Add SourceZone) | %7 U v 7 L%,

[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %EM (Add Destination Zone) | % 7
Uy LET,

oFETZFOEFICLTEEET,

[Applyl 27 U v 7 LET,
=L 3 =L (Rules) | 7 —7 /MTBEMSNET,

[fRT7F (Save) 1227 U w7 LET,

REDEEZ BRI T DB BB LET, BHEEZ2RBEATIETIL. XM ALETEDOE
BHET 7T 47120 FXH A,

FIE

Lo BB (Deploy) 127V v 27 LET,

Management Center T Threat Defense O & .
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REDER

X 29: B

Q @ 1 @ adminv Ul SECURE

ATy T2 BEREMOEAX, BEDOT NS, ADF =y 7Ry 7 A4 A2 LCER (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTTRXRTOT A AZREHLET,
FNLAOLETX, BINDORERA T Y a3 U &2RET SO, [FERER (Advanced Deploy) |
270y 7 LET,

X 30: 9 RCTEMF

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment i)
node2 I Ready for Deployment £
[
@ 5 devices are available for deployment iz 9
N EELER
1 device selected
[ Q  Search using device name, user name, type, group or status l Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Proviow  Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
2 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

ATYyT3 RENKID LI L 2B LET, BEDOAT =2 AEEFZT2HITE, A=2——0 [JEH
(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,

. Management Center T 0D Threat Defense 0 &



| Management Center O Threat Defense O &
Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

2:BEART—42 R

es Objects Integration Deploy Q © adminv  luth cee Ry
Deployments Upgrades @ Health O Tasks (}I Show Notifications

P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense B LU FXOSCLI~AD 7o+ X

a<w RIA4 A F =T x4 X (CLI) A LT AT L0y N7 v 7 %ITV, AL
RYATIDNTIT TNy a—FT 4 T HTVET, CLITYy S a v bR —ZHRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

N TNY a—FT 4 T D=DIZH FXOSCLIWZT 7 B A TE £,

\)

6=

F721%. Threat Defense /XA ADEH A X —7 = AZSSH TR CTExF4, vV —ib
o ar TR e, SSHE® v g iEF 7 4/ kT Threat Defense CLI 1272V . connect
fxos 2~ RZ2fEH L TFXOSCLIIZH T E9, SSHERHD A v Z—7 = A A%V T
WAEBE, B TT—HA L H—T oA A LOT RLAICEHR TE XY, T—F A F—T A
ASDSSHT 7B AXT 7 4V hTEHIZ /> TOVET, ZOFIATIL, 7 7 4/ h TFX0S

CLL B ay Y —LiR— T 7B RIZDOWTCHBALET,

FIE

ATy CLIicu /A4 4 52iF, FHar EBa—F&2ar /) —)LR— MNIBEH LEd, Firepower2100
IZIZDB9toRI-45 > U TN r—T AR E L TWATED., HETA I3 — N —F 1+ D

DB-9-t0-USB ¢ U 7 AT — T ABRBNC R D56 0300 £, THEHAOF~L—FT 47 VA
T AIMERUSB YU TN RIANEYTA A R—LLTLLEI, a Y —/LiR—MX

T 74/ N TFXOSCLIIZ/R W £9, ROV Y TAREEHHALET,
« 9600 AR —
85 —X% Ew bk

e NUT 472 L
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B - 7vr—rosroums

ATy T2

ATvT3

1AMy 7 EYFH
FXOSCLIZHHe LE T, =—H—F admin &, ¥ty v 7 v FHRFICHRE L2/ SA Y — K%
fEALTCCLIiCu /A LET (T 74/ ME Adminl123) ,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

&1

firepower# connect ftd
>

77 A %I, CLI TR 2~ RO AR T 2121, hep £ 2?22 AL E
T, FHTIEICOW T, [Cisco Secure Firewall Threat Defense =~ KU 77 L > A ] 2%
L TLIEEN,

Threat Defense CLI Z#& T3 5121%, exit £721% logout 2~ RE AN LET,

Zoa<wy RIZEY, FXOSCLI 7 r 7 MIEY £9, FXOS CLI T fR[GE/Z 2z 2~ RiZ
DONTIE, 2B AL TL &N,

51

> exit
firepower#

F27A 74— ILOERDYE

VAT LAEBUNC Y Yy NI ENEE T, BMIZERT T 2Rz EBIRA
AvTFEHLIZVTHE, AR T 7 ANV AT LAOBRERBIZE-FTERHY T, Ny
7T RTIEFICEEO T av ANFETENTEY, BT T 7 &kWizo, EIRZ YT
L7E0T D8, 774 T VA —NVATLETL—AT )NV vy NI UTERNWI EERZ
TEBWTLEEN,

Management Center D7 /NA ZAEBR— V2 L CTT /3 ADOERZYIWr9 %2>, FXOS CLI
REHTEET,
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Management Center ZEA L1774 70+ — LD ERD LI .

Management Center Z{FFI L= 74 7V + — LD EIED LR

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy FT .

VAT LEBEUNC Yy NE T T H T ENEETYT, HMMIZERT 7 S 2R EIRA
AvFEMLIZVTDE, BERRT7AN AT LAOREGESISRITZENRHY ET, Ny
7779y RTIEEIZEZHDOTa B ARTATINTWT, ERT 7 7 &2k EIRA YT
L0 DE, 77 AT 03— NETL—ATNY vy hET U TERVWIEERZ TBWT
<TZEW,

Management Center Z £ L T AT AZ@UIIT v v hA DU TEET,

FIE

[T/31 R (Devices) |1>[T/\1 REH (Device Management) [A &R L £,
HEET 571 20MICh D [#RE (Edit) | (£) 227V v27 LET,

[7/34 A (Device) | #7 %7 Vv 7 LET,

[ AF 2 (System) | ©2Z 2 a v T[TFNARAD ¥y ™2 (Shut Down Device) | (@)
7 Vv LET,

Tar T ERRRENTEDL, TRAADY Y NE T U HHERLET,
AN T AT U AR L TWAEAIE, 7747 U4 — ARy vy hE T
THLEWZ VAT AT P eE=Z—LFET, ROTa T IRNERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=R L T RWEAE, K30 TUAT AR Yy N LD %
MR LET,

VIS U CTEFRAA v F o472, BRT T 7 E2KNTY v — 0 BRI EIR 2 B Y
Sz N TEET,

CLITOT/INA ADERA

ATy T

FXOSCLI Zfifd 5 &, VAT AEZLZRIIV Yy MUV L, T, ADERE A 7IZTE
F9, CLIIZIE, a2 Y —/LiR— MIEER L CT 7 &AL FET, Threat Defense 35 L X FXOS
CLI~DOT 7t Ax (43 =) ZRBLTLIEE N,

FIE

FXOS CLI C local-mgmt (Z#%f5¢ L £ 7,

firepower # connect local-mgmt
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B xozx727

RTwF2 shutdown 2~ RERITLET,
firepower(local-mgmt) # shutdown
11

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ARTFYT3 T7AT T —NADyvy NETUVEHI VAT AT Oy T e —LET, koTar7
FRFERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

RT YT 4 BB U TERAL v F A 710 L, RS T 7 2500 Ty — 2 DRI iR A B Y
AL TEET,

O

RDORXTv D

Threat Defense D% E & #e179 5121,  [Cisco Secure Firewall Threat Defense K3 = A MMZ T
TR WZHLIBENDY T NI =T R—=VarD~v=a T )V ESR LT IEEN,

Management Center O FIZES T2 1E#IZ OV TiX,  [Cisco Secure Firewall Management Center
TN AREEATA K] 2ZRLTIEE,
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



