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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]
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Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..

-]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **x*kxkkx

Your password was updated successfully.

[..

-]
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>

AT w73 Threat Defense (ZfJO T/ A 45L, = Fa—V—F 1 A8 (EULA) ([ZEET
HErizkwohEd, 2O%, CLIEYy "7 v 7 A7V P IREFRINET,

T 7 AV MEETZIFLAENC AT LTZER T v aNICE RSN ET, PENCA LIZEExZF 0 F
FHEHT 861X, Enter #H L 9,

RDOHA RT7A4 2L TIIZSN,

[(BHA L H—T 2 A ADIPVAT 74NV 87—~ =A% AJJLET (Enterthe [Pv4 default
gateway for the management interface) |: F#E)IP 7 N L A Z 3% E L2 HE 13,

ldata-interfaces) £7-137—h Y =AL—FDIP T KL ADOWTE AT LET,
data-interfaces #f%ETH &, TV MUV REENT 7 4 v 70BNy 7 7 L— 4%l T
EESN, T—HA =T oA ABRKTLET, ZORET, A ¥ —Fy MZT 7 &
ATXDLEBIOERR Y T =7 BN WGEICENHET, FEA VX —T oA ADBH
BENDET 74w 7I2E, AV F—Fy NT IV BREMBELT LT AREGKET —
B R—ZDEFNEGENET, data-interfaces 2T 254, FER Y U — 7 [CEHE
P L CUOIVIEE BA o ¥ — 7 = A AT DeviceManager (F721XSSH) %5l &f& M T
TETN, FFEORY NI =7 FFHA DY £— MEBELOEA X, configurenetwork
gtatic-routes =2~ RZMEHA L CHL— hEZEBMTA20ERH D £3, T—H A ¥ —
7 = A ATO Device Manager DEHUL, ZOREDEELZ TRV LITHEELTLE
SV, DHCP ZEM T 28A. A7 AEDHCPIZ Lo Tk s s 7 — b = A 2
LEd, DHCP 27— h U = A ZRAELL2WEAIT, 74— ANy 7 AV y FELT
data-interfaces il L &7,

Ry PU—ZIEHRNER SN HE IS LB IC 72V £9° (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ D IP 7 K L AT
FBLTWADIL, Uiy R T v FTEDIP T RLAZLEETLH L Bkt

Device Manager T @ Threat Defense O & .
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. Device Manager ~D O %' 1 >

T, FHLWIP T RLRAERRAT— RTHEER LTIV, ay Y — LRI ELY %
TJEEA

[T R —J )V TEB L E7 ) (Manage the device locally?) ] : ¥ 7213 Device Manager
ZRERATHIZE TV (yes) 12 AN LET, [V 2 (no) ] &M% D &, Management
Center 7 /3 ADEHIZIIA VT VIREIIZ T U REGEEZHEMATLHIZ LI £,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T4 FHLWEHEIP 7 KL AT Device Manager (2127 4 > L TL7ZE0,

Device Manager ~D A5 A >

Device Manager (21 274 LT &Rk T 205 #3E L E7,

FIE

ATy 1 77 U0PICHRD URL AN LET,
o (7.0 LLER) WN¥E (A —H x> F 1/2) : https://192.168.95.1,
« (6.7 LIBE) NES (A —H x>k 1/2) : https//192.168.1.1,
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« (6.6 LK) &EL : https://management_ip, EPEA > ¥ —7 =4 ALIDHCPZ 747 . h T
HBH=D, IPT FLUAZDHCP y—_"—|2 k> THRAYV £+, CLI®y b7 v 7 TEH
IP7 RLAZEFE LIZSGEE, TOT7 RLAEZ AN LET,

« (6.5 LAFT) &L : https://192.168.45.45, CLIt v F7 v 7 CEHIP 7 KL AZEH L=
Lalx, #OT7 RLAZATILET,

AT T2 2—HF—Z admin., T 74/ FRAT—RFAMINI23 &2 fFHL el A v LET,

RDEZRY

* Device Manager v N7 v 70 ¢ P— REZFATLET, HIHIREDOTET (13 —2) %
ZHLTLZEN,

NPREDNTET

WIWIERE A 52 T3 5121, H&AIZ DeviceManager (0 74 > LTz Xty b T v 7w 4 —
NTHERE L CTW AT A ADRME T,

« #ME5 (Ethernetl/1) 3B X OWHEA > % —7 = A A (Ethernetl/2) .
cHNE A v F—T A AN F—T oA AD X2 VT 4 —
s WEBINBANIHA~DTXTDO N T 7 4 v 7 ZEHET DT 7 A L—)L,

s NEED BN A~DTXTDNT T 4 v T BNA A —T = ADIP T KL ADEA D
RN— F~EH A D 1A 0 H—T =14 ANAT L—/1,

s NEA ¥ —T = A ATHEITSH TS DHCP H—/3—,

A\

GE) T RTOYHREL CLI TEITLESEAIL. 2NbDX 27 O—HF., BAREIZITEEE X
U— ROEFRR, A v X —T oA ALEHA A —T 2 f ADRENT TIZZT LTS
T,

F|iE
ATFYT1 2o Ra—V— T4 28N ELFATHEL, BHERAUV—FE2LEFTDLLHI12KD

bIET,
BATT DIZIE, ZHODOFIHEZETTHLERH Y £,
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ATy T2

ATvT3

ATy T4

Device Manager T Threat Defense D &R |

PERA B2 —T 2 A AB L OEHA V=T 2 AH L TROA T a AR EL, KR~
(Next) 1227 VU7 LET,

GE) [k~ (Next) 1227 Vw7 325&, RENT A RZEBHEINET, A2 —T AR
DOA4RNE FMHB) 720 loutside zone] EX = U7 ¢V —ZBMENET, &E
ENRELWZ 2R LET,

a) [INIA > H—7 = A A (Outside Interface) |: ZAuE, 7F'— hv oA N—XIZHHRiT D70
HDOT—H K= TT, T, ZAOYMHERFHBIDOINA v H—T = f AZRINT 5 Z
LI TEFERA, BYIOT =2 A B2 —T 2 A AT 7 4V NOINEA o H—T =2 A AT
R

[IPv4D%E (Configure IPv4) ]: #MiA > X —7 = A AHD IPv4 7 KL A9, DHCP %
T2, FRETEHTAYT A7 IPT RLA, 7Ry h~RA7 BIOF—h
VA B ANTEET, (47 (Off) [ZEIRL T, IPv4T RLAZHE LR EV D IR
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZFHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TIVET A, FTIXISP ~OMOBEGIZHEE S LT
BY, ISPAPPPoE ZfH L CIP 7 FL AZ#A L TV D84 1%, PPPoE B EIZ 7R D5
ARHVET, V4P — FOZETHIZPPPoE #RETXET,

[IPv6 D% E (Configure IPV6) ]: #MEA v ¥ —7 = A A D IPv6 7 KL AT7, DHCP %
T 50, ERFFHTRAYT 4 v/ IPT LA, FLT7 4 w7 A BEOSF—hT=
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT
HoET,

b) [BEA 42 —T x4 X (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 LADOEHT L AHOD DNS H—/3, £ FifiERHIC 1
DOLLED DNS —"D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325E, 74— /L NIZHEERIPT FLARY B — RRINET,

[Z7 AT U4 —FEA R4 (FirewallHostname) ]: AT LADOEHT RLADKA N4 T
hd‘o

VAT LA ERE L, [k~ (Next) 1227V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA LY — U HRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®O NTP h— & HT 50, AL
TWANTPH— DT RLAZFEICANTH0ERIRLET, v 77 v 7 HICERD
P—REBENTE £,

UEE) VAT LDAR— I AERELET,

Threat Defense 7 /31 AZHEATH &, BEIFNZHEART S B AR WTEET, T XTHIE

MoA v RIAT g T,

A= IABVVADT OO FEREL, VAT ABNELTET A AT 205

NHYET, HINL0 HEOFEM T A o AZ2EHL, B TAS— I BV AEZRETE

i‘j‘o
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TNA AT BET HIZIE. V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > K
WA LET, 748 RA0RE (15—Y) Z2ZRLTIEE,

P T A 2 A BT DI, EEETTI290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) ] %&£ 7,

ATv 75 [#T (Finish) 1227V v7 LET,

RDBERY

cTHET A B A EGIEREMMATHZ L TEETN, T/ ALREL, T/ 2%
BRI Z ez LET, 2ZRLTKESVTI A B RADKRE (15 3—Y)

* Device Manager ZffH L TT7 A R&ZHRETHZ L TEE7, [Device Manager TP
TrAT UA—NORE 223—=) ] ZBRLTILEIN,

—_ N SJLce

T4t ADEXTE
Threat Defense 1%, 74 B ADBALB LRI A v ATV O— BN ARER A~ — b Y
ThU 2T IA VU T EERALET,

Uy — T EBET S L. Smart Software Manager [Z 3 ¥ — 3 & Smart Software Manager [ D i&(5
Mo IDAEAEFEZRITLET, /o, BOREHET T My —o BBV B THNAET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ A XAEPICE ENE T, Av—F 74 BV ATIEL, EEHAL TR0
mDORERE % H T £ 97, Smart Software Manager IZ%8k 35 &, T <IZTIA4 B ADEM%
G CEET, o, BTIA BV AZMATHZ L TEET, ZHICL - T, HreDERH
BROMEHNFEEICRY | BEEOKBICK DBIEN 2L RV £, ROTA B AZHERL
TLEE,

» Essentials (#2H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY T TR - T = TP

*URL 4R YT :URL 74 LE U T

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN D7~

LY o RsY- 1] b
* Smart Software Manager ® 7 1 7 > kPR HLE T,

ELET IO N EBROLTRWERIE, Vo222 )y 7 LTHLW I FEREL
TL 72V, Smart Software Manager Tl #HfkDO 7T 1w M &ERTE £,

Device Manager T @ Threat Defense O & .
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B st ozozx

ATy T

o (a7 I7A4 T AT T T EFERALTHEILEND) BEEZMEHT 121X, ZHHO
A<v—hKNIV T T T4 T Thy Ly hT®RARE S (3DES/AES) 7 A &
VABBHATEALERHY 9,

FIE

BHEWORY—K TV T T AT M, RBERTABCARGEENTND Z & &k
LT 7EEN,

TAv AT, VAIERIIRGEREIEN ST N, AEEA LI, Av—F Y7 T
TARL YT THU MY 7 ERLTWET, 72720, BETI7A B A& BT 505
N 5 Y451%, Cisco Commerce Workspace T [TXCTHi%E (Search All) | 7 4 —/V K& L

3

R2: 542 R K%

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G, (B LY —E A (Products and Services) | Z 3R L £,

K 3: 458
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WDF A 2PID #HRLET,
GE) PID SR LRWEAIE, EXZTFETPID 2 BMTE £,

«IPS, v /LU =T, BELURL 74 & ADMAEDYE :
« L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
« L-FPR2140T-TMC=

EFOPID OWT I ZFESUEMNT 5 & IROWT IO PID TS T 2 HifH~— 2D
YT 27 T g U EERTEET,

. Device Manager T O Threat Defense 0 & FA


https://apps.cisco.com/Commerce/home
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* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client J81EH A Rl 2L T 7Z &V,

AT 72 Smart Software Manager T, Z DT /A AZBIMNT BT B> hOBGEN—27 v &2FRL
Tabt—LET,

a) [Inventory] #7 U v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 U v 7 LE T,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&kh—72 > &1ER (CreateRegistration Token) |44 7 0 VR v 7 AT, L FOREME
AL THhE [ b—2 »%&{ER (Create Token) 1 %7 U 27 LET,

Device Manager T @ Threat Defense O & .
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B st ozozx

d)

Device Manager T Threat Defense D &R |

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

l Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

‘ Create Token Cancel
I

- [§%BA (Description) ]
o [HZHHAR (Expire After) ] : #E5HEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

[ZD b= TEERS R Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ] : & ER SALAFFAT SN TN D
DEHEFMH 2 T IAT AT 7 EGIICLET, ZOWREENT L TEDS
B IOF T arE I ZTERIRT OMLERSY T, B TIOREBEARICT 55
BliE. TRALAZH LW o F 7 bXF—THEEL, 731 A& U a— KT 508N
HVET, ZOFTva yRRRENRVEE, T U MR 2 YR —
FLTWEHA,

h—=27 3A o _ M VIEMENET,

h—=2 OFEMCHDLRHATA 2% 7 ) v 7 LT[ =2 (Token) | XA T 0Ky
I 2%kHE. b= IDEZY v FR—RNIZa b —TX %1952 LFE T, Threat Defense
DBEGEN MBI L ZIZHOFIETHAT DI, 2O =27 2L TRBEET,

. Device Manager T O Threat Defense 0 &
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J
RN
d_
v
N
S
%I?II
it
|

4: b= DX

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

B5: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— T A& A (SmartLicense) ]
DY~V —T[REDF (View Configuration) | %7 V v 7 LE T,

[A~— ]k TA & A (SmartLicense) | X—VNFRINET,
ATy T8 [T AD%Ek (Register Device) 1 %7 ) v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90

Wiz, [A~— T4 & ADXHEL (Smart License Registration) | A 7 1 778 v 7 ADFRRIZ
o T, b= T T £,

Device Manager T @ Threat Defense 0 & Fd .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

. Device Manager T O Threat Defense 0 & FA
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ssevzngz |

‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Device Manager T @ Threat Defense 0 & Fd .
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. Device Manager TD 7 7 A1 79+ —ILDERTE

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, X=CO~NVT RE () BV LTLEE N,

FIE

AT TN MDA ¥ —7 = A AHGRERET DHAIEL, [T 3 A (Device) 2R LT[ ¥ —7 =
A A (Interfaces) | DED IV 7 %27V v 7 LET,

Bl B —T A ADMET A2y (@) %70 97 LTE—FEREL. IPT7 FLARY
DBERTEELET,
WOBITIE. Web H—_—T2 EDRT Y w7 7 b R ARG ERTET 2 TEmH

(DMZ) ¢ LTHHT DDA v 2 —T oA AR LET, 58T L2b [fR1fF (Save) ]
7 Vv LET,

HB6:1428—7 14 ADwRE

Edit Physical Interface

Interface Name Status
= ©
Description

IPv4 Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24
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Device Manager TD 7 7 1 7+ —ILDEEE .

ATV T2 HLWA U —T oA ZAEERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATvT3

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
7:ttxa)T4 V=2 FTTzH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,

Device Manager T @ Threat Defense O & .



Device Manager T Threat Defense D &R |

. Device Manager TD 7 7 A1 79+ —ILDERTE

ATv74

8:DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

GE) ZOR—VTERLIEAL—NMI, T—F A F—T 2 A AHOHRTT, A ¥ —
T oA AITHELEEA, [T/AM R (Device) |>[VRATLERE (System Settings) 1>
[BEA 2 —T 4R (Management Interface) | TEHY — b oA/ ZRELET,

ROBFNZ, 1IPv4d DT 7+ b— e LET, ZOFITIE, isp7— b7 = AIXISP 7 — b
TxADIPT RLAZ#HNT D3y hU—27 A7V b TT (7 RLURTISP 6T
LMENRHY £T) . [F—FU=A (Gateway) | D FED [ LWF Y N —7 BERT S
(Create New Network) | Ky 7% VA &7 Vw7 LCZOFT V=2 MaAERT 5
ZEMTEET,
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Device Manager TM 7 7 4 7+ —LDEETE .

B9:T I+ FIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 75 AU — (Policies) | #BINLTHy hTV—2rDEX2 VT RN —%HRLET,

THRAA Y b7 v 7 U F=RiF, WEY = Y = ORIO N7 4 v 7 Tu—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV = MOEBMT A5AIEFNSICT 7 & AL — L BB E T SV ET,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvT6

ATy IT1

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
ET, Fo, 77 BRAEHEA—NVEEHA L TRARLTZ 740 (A7) R —%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WROBEITIE, 727 B AHBERY > —THEY — & DMZ V=0 DD N7 4 v 7 A+
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K10:75€Rarra—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
g inside_zone B dmz-zone

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —%2H L TWDHEAIE, L—/LE VDB DF — X RX— 2 Z EHR R TH 2% E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEEFAT Y 2 — N EHELET,

A=a2—0 [JBH (Deploy) | A% %27 Uy 7 L, [T <ERMTS (Deploy Now) ] A¥

ot
(0) 2200 LT, BENEET A ACEHLET,
EHIE, D EEIT 5 E TF A ATHMARD £ A,
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WA, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S

ATy T

ATy T2

CLI ¢ 7B ay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIiZCu 7 A 35100k, BHarva—FEar ) —/LiR— MIEEG L EJ, Firepower2100
ICIE DB-9toRI45 S U T NI —TIUNfHE L TCWA 0, T 53— R X—F 0D
DB-9-t0-USB >V 7 Vo — 7 VN RBIC R D258 08H 0 £3, ZHHOARXL—F 1 7 v A
FAICKMTERUSB VU TV RIANREYTA LA R—LLTLEE, 2y —AFR— hE
7T 74/ N TFXOSCLIICZR Y £9, ROV Y TAREELEHLET,

* 9600 7R —

87 =% L b

e NUT 472 L

1 Aby 7 Ev b
FXOSCLIIZ#fe L £9, =—HF—% admin &, ¥ty b7 v 7RICRE LI NAY— K%
EHLTCCLIICr A LET (F 740 M Adminl23) .
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,

connect ftd

Device Manager T @ Threat Defense O & .
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. Device Manager # R L =7 7 1 7+ — LD ERD LI

ATy T3

1 :

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LTS 7EEN,

Threat Defense CLI ##4& T3 51213, exit ¥7zid logout 2~ FEZ AN LET,

ZOawr FIZk Y, FXOSCLI 7oy 7 MZEY £9, FXOS CLI T aER =< R
DWNTIE, 22 AL TL7EE W,

&1

> exit
firepower#

Device Manager L= 74 7O A —ILDOEIEDY]

I*J?

ATy T

ATy T2

Device Manager # i L CL AT L&YY v v MU LET,

FIE

Device Manager #fEH L C7 7 A T U — &y ¥y T LET,
GE) 6.4 LD A1E, Device Manager CLI C shutdown 2~ > R&Z A LET,
a) [T/5A % (Device) 1%27 U v 7 LTHE, [V AT LF%E (System Settings) ]> [FEALH)/

¥ v h# 2 (Reboot/Shutdown) [ U 27 %27 U w2 LET,
b) [¥ v h¥ DY (ShutDown) %7V v LET,
AN T AT U AR L TCWAEAIE, 7747 04— ARy hE T
THLEWIVAT AT e b4 —LFET, ROT a7 IRERINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

a2V =B L TR WEERIE, RI3AHMF TV AT AR Yy y MU LD &%
e LET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Device Manager T @ Threat Defense 0 &4
zozx7y7 ||

ATY T3 VEIUSUTERASL v F 2472, BRI T 7 2R Ty v — LI ERE2 Y
NN TEET,

. —_ o
RDAT T
Threat Defense DFXEZ #1179 521X, [Cisco Firepower R = A~ | |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEEN,

Device Manager O FIZRHT 2 1EHIZ D\ TlE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &ML T 7230,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Device Manager T Threat Defense D &R |
B xozx727
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



