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1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkkkk

Your password was updated successfully.

[...]
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Threat Defense DR E DT T .

firepower#

ATw T2 FXOSCLI T, EfTHoON—Ya v 2FRrLET,
scope ssa

show app-instance
i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ATFYvT3 HLWAR—g 0 E A A =L T 5%, ROFEEZFEITLET,

a) BEA LA —T A RATHEMIPT RLAZHETHLEND H5E1F, TCLIZHEMA L
Threat Defense FIIFX EDFEITOET 21 X—2) | 2B LT L&, 774NV KT
1T, BEA L X — 7 A AT DHCP ZfEH L F9,

BHA =T 2 A ADET IV EATELY == H LA A=V EaF Ty rn— T
DMEEDND Y T,

b) FXOSD NI 7Ny a—T 47 WA RICREBEENTHEHA A—LOFEEZFEITLE
—é—O

T7AT U —/VRFEE L7256, FXOS CLIICHERR L £7,
¢) FXOSCLI C, HHHEZRU— NEHERET DI IIROLNET,

Threat Defense D#EAZTEDTET

CLI 7> Device Manager % f# ffl L C Threat Defense OFIMIRELZE T SEHZ ENTEET,

Device Manager % {#F L 7= Threat Defense D #IHIZEDSE T

WM >~ 87 7T Device Manager /35L&, HEHA L X —T 2 AA AL RX—T X TV
T ADHREIMZ T, WDA U H—T = A ANHFRRESINE T, MORE (NEH D DHCP
P—R— T EAar b= R — X2V T 44— IREESNBRNT &
ICHEE LT EE,

oA —H v M1/ 4% . DHCP 226D IP 7 KL A, IPv6 BEIRE

o f—H Ry b 1/2: THNEY . 192.168.95.1/24
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. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

&

ATy T2

« 7T 7 F /L hL— b ANEA v H—T = A AT DHCP 4 L CHS

Management Center (Z%#% 3 % RiflZ Device Manager N CiIBIMD A > ¥ —7 = A AEHFORE %
FITTH L, FOREIFRFENET,

CLIZEEHT 5L, BHA LA —T oA AL X =V ¥ T 7 EAREDHPRFFSNET (12
LRIFE TTHNFONEA F—T = A AMERRITRFTF SNEEAL)

FIE

Device Manager (212 74 > L £,
a) 77 UPIZRD URL DWW Tz A LET,
« NES (£ —H 3% b 1/2) : https://192.168.95.1,

« & : https://management_ip, EEEA X —7 = A AL DHCP 7/ AT b THDHT-
D, IPT7 FLAIEDHCP Y — = K-> THERV 7, ZOFIHO—FRL LT, EH
IP7 RVAZFHFHT RUVRAICERETDHILERND D120, LU oici
WA E =T A RAEMERT L 2BEIDLET,

b) =—¥—% admin, T 74 /L k NAT— K Admin123 ZfEH L Te /A1 LET,
o) —MEKETHATHEL, BHESRRATV—FE2EET LR ET,

VMR E & 58 T4 5121, #IZ DeviceManager (C12 7 A Lzt &ty N T v 70 4 H—
REfRHLET, BBEISUT, X=YOFHICH D [T /3 AOREZE A% v 7 (Skipdevice
setup) |27 Vw7 LTy b7 v 7 U4 —REAFZy S TEET,

Ty N7y T U= RNEETT S L, WA ¥ —7 A X (Ethernetl/2) D7 7 4 /L Mk
FEIZHIZ T, Management Center DEFLIZEI D B 2 5 & X CHRr SN 2488 (A —F x> b
V1) A2 =724 ZAbRETEET,

a) IBA L F—T oA ABLOERA V¥ —T = AX L TROA T v a U EREL, [KX
~ (Next) 1227 U v7 LT,

1. M#BA v Z—7 A A7 KL A (Outside Interface Address) | —Z DA ' F—T = A A
FlHEA A —FR Y N =RV 2/ THY, ~F =V X T I EAA L F—T AR
ELTHERENDBERH Y £7, 734 ZADOHMIRERH R DOINEA > F—7 = A
AEBRT D LI TEERA, BHIOT —F A F =T = A ZRT 7 /0 kOIS
AV B =Tz A ATT,

CR=TX T C RS (FTINE) SRR A L H =T 2 A AEERT B
BlX, By b7 v T YA F - NORTRICTFH TRET ZLERH D £,

[IPv4DRE (ConfigureIPv4) |: SMiA > 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEATAN, FRETFETRAEY T 47 IPT RLA, 7 Xy b~wRA7 BLW
F—=hrT A B ATITTEET, 47 (Off) |ZBIRLT, IPv47 FLRAERE LW
EVWOBERBELHVET, By N Ty T U 4= REHEH L TCPPPOEZRET HZ &
TCEERA, A X —Tx2A ANDSLET L, F—7LET b, £ ISP ~Dfh
DOEEGZHEE ST Y | ISP 28 PPPoE #fEH L TIP 7 KL A&k L TW A5
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ATvT3

Device Manager % {f ff L 7= Threat Defense DR EDT T .

IZ. PPPOE MBI BEENRH Y £, U 4P — RO THIZPPPoE Z#i% ETE £
TO

[IPV6DEE (ConfigureIPv6) |: SMifA > 2 —7 = A AFHDIPv6 7 KL A9, DHCP
PHHATAN. R TFETAXT v JIPT RLA, V74097 A BLOWF—
My xA B ASITEET, [47 (Off) 1ZBIRL T, IPV67 RLAZERE LRV EW
IR H Y T,

2. [B¥EA 22— x4 R (Management Interface) ]

CLI TR EZFAT LI, BHA LV — T oA ADOREITFEREINEEA, &
AL H—T oA ZADIPT RLADOHKREIX, By "7 v 774 F— RGN T\
WZLICHEBELTLEEY, BHIPT FLADOHREIZHONTIE., 2773 (17
N=) ] EZRLTLES N,

[DNSH—,3— (DNS Servers) |: 77 A7 V4 —/VOEHA ¥ —7 x4 AP DNS

P R—=TF, AR DU EDODNS Y — D7 FLAZ AN LET, T7 4
JU Ni% OpenDNS /X7 7 DNS —/"T9, 74—V R&EfREL, 77 4/L MR
L7=W5A 1L, [OpenDNSE ] (Use OpenDNS) 1% 27V v 7 95&, 74—/ RIZ
WE72 P 7 RLARY m— REnETd,

[Z77A T U4 —/KRA 4 (FirewallHostname) ]: 7 7 A4 7 U 4 —/VOERA L X —
T A ADKRA ML T,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) |27 U v 27 LET,
1. [#A LV —r (TimeZone) |: VAT LDHA LY — L ZBIR L £7,

2. [NTP¥ A LH—s% (NTP Time Server) |: 7 7 4 /L h® NTP H— & {3250,
HLTWANTPH— DT RLAZFEBTANTLI0ZBRLET, Ny 27T v 7 H
ICHEH O — " EBMTEET,

c) [EEAETIZ 90 H ORI A BA4A (Start 90 day evaluation period without registration) ]
IEIRL 7,

Threat Defense % Smart Software Manager [Z 8§k L 72 W\ TS 723V, T_XTO T A AT
Management Center CHAT S4LE T,

d) [# 7T (Finish) 1227V v 27 LET,

e) [7 77 REHE (Cloud Management) |E721L[A 4 > K7 v (Standalone) | %Z&EINT 5 &
IR B E T, Management Center DEFERIZDOWNTIE, [AF¥ > K7 =2 (Standalone) |
BRI TG, [Gotlt (THE) | Z&INL E7,

(MEGELT) BHA VX —T 2 AOFHHIPT RLAZFELET, [T/314 A (Device) |
BBINL, [V AT LFRE (System Settings) ]>[EBA % —7 = A A (Management Interface) ]
Vo7 DEIZZ Y v o LET,

Iy NT—ZIZDHCP —R_R—NFE L WGE0 Y VRERMAETEHIIP 7 RV AEZRET
H5E%. T7ANV M — b2 A T —Z A L Z—T 2 ATIIRL —BEDF— 7= A1C
BELTLEEV, DHCP #fFHT 25613, (MLRETHILEIIH Y WA,
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATvT4

ATy TH

ATvT6

SN ETIINERUSN DA o F—T 2 A R FGEBIMNMDOA o F—T = A AR ET HHEE. [T
/XA A (Device) | ZBIRL, [ ¥ —T =1 A (Interface) | DY~V —ZHB VI %7
Uy LET,

Device Manager (2372 A % —7 = A ADOFREDFEMIT OV TIL,  Device Manager T?D
T AT VA —VORE (134X—2) | ZBH LTSV, Management Center (27 /3 A
BBET 5 & Device Manager DLOFREIFRFFSNER A,

[T /734 A (Device) [V AT Li%E (Device System Settings) ][FH -4 2 (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[P (Central Management) ] [Management Center] DNIEIZIEIN L, [#ifT (Proceed) ] % 7
J v 7 LT Management Center DB &R E L E 7,

[Management Center/CDO®ME¥#H (Management Center/CDO Details) ] ##%E L 7,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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Device Manager % L 7= Threat Defense D #IHAEXEDTE T .

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T17

ATvT8

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

BITE10 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESLT H12iF, D7e<Th 1
BLLEDT N4 A (Management Center & 72 % Threat Defense 7 734 &) (ZE|ZEFEZR IP
7 RUADBLEETT,

b) [TV (Yes) 1 2R L7Z5A1E, EBEUH—/ICDODKRR RE/NPF7 RLAZANLE
@—O
¢) Management Center/CDO &8k ¥X— % EL 7

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

d) [NATID] #fREL 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8& L £,
b) [DNSH#—,3—7L—=7 (DNS Server Group) | #fiE L ET,

BEFED T N—T 28N 50, LW N—T%2ERLET, T 74/ D DNS 71—
71 CiscoUmbrellaDNSServer Group & IE(E41, OpenDNS H— S—RNE FE v E T,

¢) [Management Center/CDO7 7 A4 % —TJ x4 X (Management Center/CDO Access
Interface) JIZ oW TIL, [ F (management) ] 23R L FJ,

[#%#%¢ (Connect) 1% 7 U 7 LET, [BEFAT—H X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y HRZ (2T HBED AT — X ANRERINET,
[Management Center/CDOZ & E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center (BB L T7 7 A4 7 U4 —/L&2BIMLET,

Management Center ~DU) VW B x % &% ¥ /T 5541%, [B#DO X v /L (Cancel
Registration) 127 U v 7 L£T, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N%E T+ 5 £ T
DeviceManager D7 7 UHD 4 RUZ LT 72, LGS, 7t R E—KHsE
1t L. Device Manager (ZF-#6E L7256 DA SV E T,

[Management Center/CDOZ %35 E D1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (286t L7 £ £ICT 5546, £ D% [Management
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

Center £1=IECDO & M IEE#HESE (Successful Connection with Management Center or CDO) ] 4
AT TIRy7 APRER S, Device Manager 2> LYW S v E T,

R 6: IEE

Registration Status

~afi1l Cannartinn with the
sstul Connection wit £

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration , or
CDO configuration guide [ to configure your device.

CLI Z{#FH L 7= Threat Defense #)EARENDEITDET

AT v I

Ty N7y TU4 P —REMALT, BHIPT FLA, F—hUxA, BLOZOMOIER
Xy PI—UBEERATVET, GFHOEHA L F—T A 2T, MAOXR Y MU — I RELFF
ORFRIRA =T 2 A ATT, 6.TURE : v =T % T 7 B RITEHA L —T oA A %AH
MLanGaid, AbVICCLU 2L TTF =4 A 2 =T = A=RETEET, £,
Management Center {5 D% E # 17V £ 9, Device Manager (7.1 LAF%) ZfEH L CHI#i& > b
Ty TwaFTTLL, BHA LI =T 2 A ABIOI R =¥ T VAL =T = A ADiX
ENTN AT, EEDT- DI Management Center (28] 0 5 2 72 & Z(Z, Device Manager T5% | L
T RXRCOA U E—T oA ARENRFFSNET, 778X ar be—L KU =722 E0fh
DT 7 4V PREFHRFF SRV LITERELTIE SN,

FIE

A — VIR — S, FRITEHEHA X —T = A A~D SSH #{#i ] L T. Threat Defense
CLICES LET, T 74/ N TDHCP Y —"—M5IPT FLADNEREESHET, Xy hU—
JREEERTLHIELIL, OIS n2 Nk olicary Y — R — N2 EHT L2 L 2R L E
T,

2 —)LiR— FX FXOS CLI 28562 L £9°, SSH & v 3 3 »i% Threat Defense CLI |2 [E 542
e LET,

2Fw T2 2—HF—4 admin BLUOZAT — K Admin123 e /4 > LET,
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T3

ATy T4

a2V —)LAR— F TFXOSCLIICH R L £, WO TEX0SIZr /A Lz &iE, NAU—

REERETHEIROBNET, ZD/RATU— KL, SSH ® Threat Defense = 7 A 2 4

SnET,

GE) MRAT—=RFRTTIZELEINTNT, NAT—= KRN LRWERIE, T3 A&HA
A= ML L TRAT—=RET 73V MV By T2 ERH Y 3, A A—LD
FINEIZDOWTIZ, FXOSD RTINSy a—F 4 7 A RESR LTSN,

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

oY —)LiR— T FXOS 12855 L 7-3545 1%, Threat Defense CLI (ZH5%E L £9°,
connect ftd

1 -

firepower# connect ftd
>

ThreatDefense (ZH]D T /A FT5HL, = Ra—%—F 4k 28K (EULA) IZREL
SSHEEHG A L CW A AL, BHE ARV —=RE2EFETLZLIICROONET, TOH#
CLIty b7 v 7RI VT BERENET,

GE) BEZZ VT (TeezlE, A A—VEBERTHZEICLY) LARWnED | CLIty
774 P = RE@OIRTZ LI TEEEA, 2L, TRHLORETXTE, #%
7»5 CLI T configurenetwork =t~ & R&ffEf] L TAE T& £7, Cisco Secure Firewall
Threat Defense =7~ > KU 7 7 LU ZZZHL T 7E S0,

T 7 4V MEETZIZLRNC AT LTEER A v aNIicEz R EnET, LA LicEs 0 E
FHAT AL, Enter 2 L £97,

WDHTA RTA4 2B L TLIEIN,

o [IPv4% 3 E LET 5?2 (Do you want to configure IPv4?) 1. [IPv6%i%E L £ 32?2 (Do you
want to configure IPv6?) |: ZNHDX A T DT RLADLREH 1Dy EZ AN LE
T IRxy FU—ZEM] B v a VITRENTWD Ty VEAOHITIE, V= =A
DWERA % —7 = A AT DHCP h— =R FEFLE TSN TV RN, #IP 7 FL
AaBELET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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| Management Center O Threat Defense O &

CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

EBAVE—TIARADIPVAT IANLN T — b I A ZARELIIEBSA V8 —T 14
ADIPV6T— DA EAH : B v U —2 TManagement 1/1 D7 — 7 = A IPT
FLRAZRELES., TRy hU—=7DOEA] DI _réﬂfwéi/v%%®mf
WA 2 =T oA RFEH T — b oA & L THREL £, ﬁm\7W%?I4W
7va%5%®W%4V&—7:4x97va_ﬁﬁTéz%#%DiT %®T
Management Center Z ] L THHELIP 7 L AZ R ET 54BN H VY £9°, data-interfaces
% EIL, U E— I Management Center & 72 |% Device Manager & EEIZ DA S E 7,

e 3y FI—ORBHRALERESINSEIBEHRENUE  SSHTHER L TWHDIZ, #idtE v

N7y TCEDIP T RVAZERTH &, BB tlfrsivEd, HrLWIP 7 R R &N
AU— RTHEER LT E, oY — i B2 £8 A,

s [TNA A — )V TEELL £7 72 (Manage the device locally?) ] : Management Center %

1 :

S 2121% Tno) ZANILET, yes& AJ)T 2 & 0V IZ Device Manager % {7
é — (E \—71;& D i—a—o

[ TFAT VA —IVE— RERELETH (Configure firewallmode?) |: FIHIRETT 7 A
TUA—INE—RERETDHI EaBED LET, WIIRERIZZ 7 A T U+ —/LE—F
EEETLHE, Efiar7 o Xab—varMEHESnET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

-]

[..

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z @ Threat Defense % & #9"% Management Center % 7€ L £7°,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 N L ZAf5E TE e WIGA L,
DONTRESOLVE #fif L £4, £7=. natid bfEE L £3, WD SSL K =5{bi@(E
F v XN E2EDT A AL T D11, D7 TH1RUEDT /31 2 (Management

Center ¥ 7-1% Threat Defense ) ([ZEZFEA[RE/RIP 7 RL ARMKETY, ZDa~vw RT

DONTRESOLVE Z{8E T A I121%. BEFRIRE/RIP 7 K L A E 721373 A b4 25 Threat Defense

@CJZ\E'C“?—O

« reg_key : Threat Defense % %§%9 % & X |Z Management Center CHIFET DIER DT ¥
A DBERF—ZRELET, BEX—1X37 XFUTICTHILERH Y £9, BT

WZIE, 35T (A~Z, a~z, 0~9) | BXUNA 7> () Endbv T,

enat_id : —FOMTEIEWRER IP 7 L AL /2ITHR A FADBEE SN TORWIGAIE,
Threat Defense % %#k 3% & % |Z Management Center (Z HFEET HDIEEDO—BED T X A A

LFHNEfRELET, ZOLFH)IEL, Management Center 2 DONTRESOLVE |23 E

L7z

BECMIETT, NATID (Z37 XL FICT LN H Y £9, ARRILFITIT, 5T
(A~Z, a~z, 0~9) . BLUNA 7 (1) Z2ERHY £7, ZDIDIL, Management

Center (28T DMMDT S, AIIEA T FHA,

51
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Management Center~D 05’ 1 > .

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ADEHIZH H551E, WROFINIRZT L ST, —ED NAT
ID & & HITEEEF—Z2 AL, A MO DI DONTRESOLVE ##67E L £,

&1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7734 ZADERIZH L5 81F, ROFUIRT L IIC, —EDONATID &
& $ 1T Management Center [P 7 R LU A E 72 1IAR A M2 AN LET,

51 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U+ —/L &2 B ek L £,

Management Center~D 0% A >

ATy T

ATy T2
ATvT3

Management Center % {# f] L T, Threat Defense % i E3 L O L £,

FIE

PR=—FSINTWDLT T UHFEMEH LT, WO URL Z AN LET,
https://fmc_ip_address

2P RRT—REANLET,
[mZ A4 (Logln) 1227V vyZ7 LET,

Management Center D 5 1 t > XA D ES

T _XTDT A XX, Management Center |2 & > C Bk D5 12t s E 3, kD
TA B AZMATEET,

» Essentials (#ZEH) Essentials 71 & A,

cIPS: X2 UT 4 AT UV xR E KA IPS
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. Management Center ® 5 1 2 > X DEF

I T TR - ~ T = T
*URL Z4)LB YT :URL 74 V2 Y
» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client

VPN D7~

VAT A ADEIZOWTIEFE L <X, cisco.com/go/licensingguide 2 L T < 72Xy,

Ia s BRI
* Smart Software Manager ® 7 71 7 > h BHLEETT,
FEETHT U NEBRELTRWERIE, V7% 27 )y 7 LTHLWT I REREL
TL 72 &V, Smart Software Manager Tl ffkDO T 7 R &EAERRCTE £,

s (W=7 I7A4 T AT T 7 EFERALTHEMMEEIND) WiEEEHTICIX. ZHFEHO
Aw—hN VT oxT TARVUT T UL MTHAZRRES{t (3DES/AES) 714 &
VAR TE ANENH Y 9,

FIE

ATYT1 BENDODAY—F TRV T TAT L M, RERIABCAREENTND I LA
BLTLEEN,
TABRT, VAT EFWMENRBE NS T AL Z WA LRI, Av— Y7 U =T
TAR T T M) 7 SRTWET, 7220, B TIA B AEBNT 20
D& DA 1, Cisco Commerce Workspace C [N THiZE (Search All) 17 4 —/LV R&EMH L
£

B7:54 o XEHR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFRN G, (B &Y — 1 A (Products and Services) | Z 3R L 77,

8: 1R
e All Results
T Orders 6
[* Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

I Management Center T () Threat Defense 0 & FH
Management Center D 5 A 2 > X D .

DI AL APID ¥R LET,
GE) PID BREONS WAL, X FETPID 2BMTX 97,

«IPS, U =T Wiffl, BLUURL 7 A & ADMAE DY
* L-FPR2110T-TMC=
« L-FPR2120T-TMC=
* L-FPR2130T-TMC=
* L-FPR2140T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVTHD PID (XI5 HlE~— A D
YTA7 YT a VEBRTEET,
* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
« L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T E 0,

RT9T2 FEZRELTORWESIE, A~v— K 74127 % —/3—|Z Management Center % %58k L
i‘j‘o

ek A AT 9121%, Smart Software Manager CH sk b — 727 VAT D MERH Y 9, FEMIAR
FNEIZ-DVTIE, Cisco Secure Firewall Management Center 7 KX =A hb—Y a3 > A N&H
LTS 7EEN,
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http://www.cisco.com/go/firepower-config

Management Center T (D Threat Defense 0 & |
. Management Center ~ @ Threat Defense M & %

Management Center ~0) Threat Defense )= &k

THRAADIPT RUANKRA M2 LT, F&)T Threat Defense % Management Center |Z
BERLET,

B8 HHEIIZ

FIE

AT 71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ] DJIHIZ
BIRLET,

ATv 72 EM (Add) 1 FryZH o UR RS, [T 20BN (Add Device) ] 2R L 9,
EBRYX—HFANT 7L P TRBIREN TV ET,
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Management Center ~ Threat Defense 0 % £ .

9:BHBF—EEALLT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense D IP 7 KL A7) A b4 & AL %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZENTEET, THRENOIB~D T 7 4 v 7 OFF] (44 X—2) | ZBHRLT
TEEW,

10: 5 LLVKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk
F—ZHL TSI 2B L, FHLTWAEAIENATID 2H L TW5 Z & &k
7 LE7, configuremanager add =~ > RZ i L T, Threat Defense TXkF — & NAT
IDEZFETDHIENTEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,
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B sz 1z08%

Management Center T 0 Threat Defense DB |

(| A F =7 =4 ZDFE (323—=)

() |DHCP #—_—0DFE (37 ~—¥) ,

;:’/3\] T 7 4V hb— hoBEIM (39 X—)

(4) |NAT DFGE (41 ==

(B) | HEBIBAEA~D 857 1 v s OFA (44 ~—D)

(6) |EDREB (45 ~<—2) .

A3 =4 ADHEE

ATy I

ATvT2

WIWIEX E T Device Manager #7325 &, LN DA & —7 = 4 ANFERHRESINET,

e —HFv F1/1: 48] . DHCP LD IP 7 LA, IPv6 HENERIE

e A=W F1/2: THER) . 192.168.95.1/24

« T 7 v hb— b HERA X —T = A AT DHCP %41 L CTHUS
Management Center (Z8$#%3 2 RiflZ Device Manager N CiIBIMD A > ¥ —7 = A AEHORE %
FAT LA, TORTEIIMREINE T,
WTAIUZLTH, T3 ADBERIZIBMOA > —T 2 A AREEEITTHLERDHY F
7, Threat Defense { > ¥ —7 = A A%HFHIL, ZTNbrxEX 2T 0 — 28D HTT
IP7 RLAZFRELET, .
WOFITIL, DHCPIZEDAHXT 4 v 7T RLAENL—T v RE—RONEA L H—T = A A
EPHEHALT, T v RE—ROWNFHA > F—T = AEFHELET,

Fg
[T /34 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—

O [k (Bdit) 1 (#F) %27V v7 LET,
[ % —7xAA (Interfaces) &7 U7 LET,
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M:A23—2J14RX

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
[

Interface Logical Name Type Security Zones MAC Address (Active/Standby)
@ Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical
GigabitEthernet0/2 Physical
GigabitEthemet0/3 Physical
GigabitEthemet0/4 Physical
GigabitEthernet0/5 Physical
GigabitEthernet0/6 Physical
GigabitEthernet0/7 Physical

ATy T3 NENHERT A v % —7 =4 20 [fatk (Bdit) ] ()

[&f% (General) | ¥ 7HRFRINET,

B 12:[General] 2 T

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) |2 AL ET,

AB—T 1A ADHKTE .

Q, Search by name Add Interfaces v

Sync Device |

IP Address Path Monitoring Virtual Router

Disabled Global aQ<
Disabled rd
Disabled 4
Disabled &
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

27Uy 7 LET,
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Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [£%) (Enabled) 1 F = v /Ry s A&AIcLET,

¢) [F—F (Mode) JiZ[72L (None) JICikEL-FFICLET,

d) [EF=VUF 12— (SecurityZone) ] Kt v 727 U X R LEHFEONE X2 U T 4
V= ERINT B0, T (New) 1227 Vw7 LTHLWWEXR2 U T 0 —&BIL
=7,

7= & 21E, indde zone L W HLAFIOY —2 EBIMLET, KA X —T =4 AL, EF=
V74— BIOAS U H =T 2 A AT N—TIZED Y CHLERDY £3, (¥ —

TxAAZ, 1 O0F 2T 4 —ICORETIHLEEL, BEOA X —T A AT
N—FBTHZLHLTEET, Vv FEid I Nn—TIESNTEX 2 VT 4R v—
ZEALET, ez, WA v X —7 = A AN —ZE ) YT, SMNRA v H—
Tz AR = NCEID S TCHZERTEET, ZORA. N T T4 v I BRREND
BB CX A LT 78R a3 bha— L R —FHRETHI LT TXETR,

B LNEIZIFT TUIRETE T A, FEAEDRY —ldEXa T 4/ —2DH
PHR—FLTWET, NATRY >—, TV 740 HF K —, BIOYQoS KRV »—T,

V= FRFA S H =T 2 A AT N—T A TEET,

e) [IPv4] %7, [IPv6] ¥ 7, F=lZWi DX 7% 7V v 7 LET,

c[IPv4]: Ky T XTI YR INE [AZT v 7IPEEHT 2 (Use Static IP) ] % i
WU, IPT RLAREF TRy NSRRI EAT v aRi TAHLET,

7-& 21X, 192.168.1.124 72 ¥ & AL £,
X 13:[IPv4] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP v

IP Address:
I 192.168.1.1/24

« [IPv6] : A7 — F L AHERREOSA 1L [HEERE (Autoconfiguration) 1 F = > 7 A v
J AT AT LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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14:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
Basic Address Prefixes Settings
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 V27 LET,

ATv74
[&f% (General) | ¥ 7HRFRRINET,
[ 15: [General] 7 T

Edit Physical Interface

General IPv4 IPv6 Hardwart

Path Monitoring

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone -

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) 48 LT ETO [4HT (Name)

(o6 ST D4 v —7 = A A[FE (Bdit) | (#)

AB—T 1A ADHKTE .

Hardware Configu

DHCP

270y LET,

12 A LET,
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72 z2E, A X —7 A AT Toutside] WO LARTEATET,

b) [£7%h (Enabled) ] F = v 2 Ry 7 2% ic LET,

¢ [F—F (Mode) 11X [/2L (None) JICR¥EL-EEICLET,

d) [Ex=VUT 1 —r (SecurityZone) | K v 7 X U A NNLEEFONEEX2 Y T 1
V= ERINT B0, T (New) 1227 Vw7 LTHLWWEXR2 U T 0 —&BIL
3w D

7= & %1%, loutside zone] L\W\HEHIDY —>ZBMLET,
e) [IPv4] ¥ 7, [IPv6] ¥ 7, ETIZWFDOX T %7 ) v 7 LET,

* [IPv4] : [DHCPOf#EH (Use DHCP) ] #iEIR L, IROF T 3 > D/RT A —F ZRIE
L/iﬁ‘o

« [DHCP Z{H L T7F 7 4 /v bk /b— h ZHif% (Obtain default route using DHCP) ] :
DHCP #—/"=nbH7 74V b b— M aBfFLE T,

« [DHCP/L— h A v U w7 (DHCProutemetric) |: 7 RIS =AML —F 47 5 4 A
HURABLEB LI — MBI Y TEST (1~255) ., FELIEAV—MDOT 7%
WEDT RI=ZARN—T 47 T4 AX AT 1 TT,

16: [IPv4] 2 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP - |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — b L A BEEEDOS AL [H B
72%1—/ \—-L/ji—g—o

iE (Autoconfiguration) | T = v 7 7R v

e
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phep H—i—nzE |

17:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z27 Vw7 LET,
ATv TS5 [R1F (Save) 1227V w27 LET,

DHCP H—/\— DT

7747 N TDHCP 2 L CEBICKT 2058 MO IP T RLAZRST L9127 55
A%, DHCP —R_—%FZh LE T,

FIE

ATY T [T34 & (Devices) . [T /31 AEH (Device Management) | DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/3i— (DHCP Server) | Z &R L £7-,
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18 : DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP
—

DHCP Server Ping Timeout
50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

Domain Name

Primary DNS Server

Secondary DNS Server

Server Advanced

Interface

Address Pool

Override Auto Configured Settings:

Primary WINS Server

Secondary WINS Server

Management Center T 0 Threat Defense DB |

.+

+ Add

Enable DHCP Server

ATw T3 [H—N— (Server) | <— T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE

B
19: 4 —/\—DiBM

Add Server

Interface™

inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

(A H—T7 x4 (Interface) |: Ry I Xy YA RNLA U F—T x4 ZAEERLE

‘j—o

o [7 KL A7 —)L (Address Pool) ]: DHCP — _"—NEHTDHIP 7 KL ADE FAL D
e PALOBOFHAZRE L LT, IPT FLAOMIL, BRL/IA U F—T = ZALFET
7 Xy N B ETDMERHY, AV F—T A AAHFDIPT RLAZEDDHZ &

ITTEEEA,

o [DHCPH— "—%FHWZT % (Enable DHCP Server) ]: IR L7=A % —7 = A AD DHCP

P=R—=2 AL ET,

ATvT4 [OK] %27V v r LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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ATy TS [fRTF (Save) 1227 U w7 LET,
T4 RIL— FDENM

T 7 v Mb— NMETlE, A o F—T 2 A ADBEGERRERT v A RN — AL — X B
LR LET, SMBA v % —7 = A AIZDHCP 2T 25613, 735 AR TIZT 744 b
N—MEZELTWHAEEMENH Y £9, FEITL— FNZBNT 2 0ERH H551F, IROF
JIEZ 54T L E3, DHCP H——nH7 7 4L hb— 25 LTSI, [THNM R
(Devices) | >[T/31 RAEHE (Device Management) |1>[JL—T « >4 (Routing) ]>[RX %
T4 v7I)L— bk (SaticRoute) [“X—® [IPvd4/L— & (IPv4Routes) | F72IE[IPv6/L— K (IPv6
Routes) | 7— 7 /WMIZFERENET,
Fg

ATY 1 [T31 A (Devices) 1. [T /341 AEH (Device Management) | DIEIZEIR L, T34 2D [#®
% (Edit) ] (4) 22VvrLEd, >

ATv 72 [JIb—TFT 4 >% (Routing) ]>[#KIJL— b (Static Routes) |Z L F 7,
20: Static Route
Manage Virtual Routers
Network & Interface bﬁfﬁ:f‘d&'ﬂ; Gateway Tunneled Met Tracked

ATv 73 [JL—r%EM (Addroute) 127V v 7 LT, ROXHITHELET,

Forntn—troen [
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B =o+1tr—roem

21:58)L— FEIMDHRE

Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

(AT (Type) 1: BT DAXT 4 v 7 )—bDHEA ST U T, [IPv4] £ 7213 [IPv6]
FTarvRB Y v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIEHLA >
H—T A ATT,

s A FEEZ2 R v R U —7 (AvailableNetwork) | : IPv4 7 7 /L k/b— k O54 13 [any-ipv4]
Z@INL, IPv6 7 7 4 /L b Jb— b DAL [any-ipv6] Z 3R L, BN (Add) 12727V v
JLTCHEIR L7y hU—7 (Selected Network) | U A MZBEISHF7,

[F— b x=A (Gateway) | £72IX[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hDF
JARNRy T THLTF = T oA N—FEZAETITETIRLES, IPT FLRAEIERY
NI —=ZRANFT TV =7 FEBETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKy 7O EANTTLET, HMEOHFH
1L 1~255T, T 74/ MEIZX1TY,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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NAT D

ATvT4

ATy TH

=L =2

axX A&

ATy T

ATy T2

NAT D& E .

[OK] %227 U »7o LE9,
= WA T 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L—/LClE, N7 RLRAENEA v Z—T =2 A ZADIP T RLADER— MNIE
BLET, TOXATONATLV—NVDIZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY > — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY =4 EMNT, RN =2 T 273 28R L, [IR1F (Save) |22 U v L
£7,

B 22: 3 LLVERY o—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save
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B wozz

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— L ZBINT 5 0E

WY £,
B0 23: NAT 1) & —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 07 Ry 7 ANRFRINET,

ATFYTE EALV—NOF T arEBRELET,
R 24: EXRIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings

Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

« [NAT/L—/L (NAT Rule) ]: [HENAT/L—/L (Auto NAT Rule) ] Z =R L £,

«[#A 7 (Type) |:[# 4+ 27 (Dynamic) | Zi&IR L 7,

ATV TS [A X —T A A4 TP =2  (Interface objects) |X— T, [HHAEERA VX —T =4 A
F 7Y =2 (Available Interface Objects) | fHI NG [5ideA v F—T = AA AAT V=7 |k

(Destination Interface Objects) | BEIKICAME Y — L Z BN L £37,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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R25: A3 —TARFTPxy b+

NAT 3

%
H
-

Add NAT Rule (]
NAT Rule:
3| | Auto NAT Rule v |
Type:
i Dynamic ¥ |
Enable
Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone ]
inside_zone Add to Source
1 outside_zone 4 Add to Destination
wfxAutomationZone
AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,
26: %
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type:
I Dynamic v|
Enable
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F5F7 1 v

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

7 (0.0.0000) DXy hUV—7F TV x7 FEBMLET,

Cisco Firepower2100 22— +7 v T4 K [}
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B27:H LRy bO—0FTPxH b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEO—HE LTNAT ZiBIT D572, VAT A
EFRDany-ipvd 47 V=7 MEfEATHZ LT TEETA, T, VAT LAERD
FTV el NeRETHI EITTEERA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,

ATv T [URAE (Save) 1227 U w7 LTL—L%EBMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

NEBNSHEAD T T 4 v U DFFFA]

BB KRT D5 ARk LT X0, BAD [TRTDO NI 7 v 7 %7y 7 (Blockall

traffic) | 727X ar buo— L RY —&ER LIESEIE. T AZBRT DT T4 v
I HFTATHTOITARY ==V Z BT 2 0ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— BB LET, i — BN SEAIT.
W2ty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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ATy

ATvT2

ATvT3

ATv74

5% TE O R B

ATy T

zzorn [

FIE

[R Y — (Policy) ]. [7Z®AKRY I — (Access Policy) |. [7 7 AR Y 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH D ¥ TonTnWDd T 7R ary ha—L R
V=0 [#REE (Edi) ] (£) 27V yrLET, >>

DL—LZEBM (AddRule) [ %727 U v 2 L, RKOAF A—2 2iE LET,

28: )L—)LMDEM

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j
Insert | into Mandatory @ Intrusion Policy | None Eo File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ity Zos Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <l inside_zone Collapse All Remove Al Collapse All Remove Al
=) <& outsid NE | v 1 object ZONE | v 1 object
<1 wixAutomationZone

«[&HT (Name) ]: ZDON— V4RI ZAHTE£3 (72 & 21X insde-to-outside) .

« ER L1=F{ET (Selected Sources) ] : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
{Exy—>%3EM (Add SourceZone) 1 %7V v 7 LE7,

[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %EM (Add Destination Zone) | % 7
Uy LET,

oFETZFOEFICLTEEET,

[Applyl 27 U v 7 LET,
=L 3 =L (Rules) | 7 —7 /MTBEMSNET,

[fRT7F (Save) 1227 U w7 LET,

REDEEZ BRI T DB BB LET, BHEEZ2RBEATIETIL. XM ALETEDOE
BHET 7T 47120 FXH A,

FIE

Lo BB (Deploy) 127V v 27 LET,
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REDER

X 29: B

Q @ 1 @ adminv Ul SECURE

ATy T2 BEREMOEAX, BEDOT NS, ADF =y 7Ry 7 A4 A2 LCER (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTTRXRTOT A AZREHLET,
FNLAOLETX, BINDORERA T Y a3 U &2RET SO, [FERER (Advanced Deploy) |
270y 7 LET,

X 30: 9 RCTEMF

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment i)
node2 I Ready for Deployment £
[
@ 5 devices are available for deployment iz 9
N EELER
1 device selected
[ Q  Search using device name, user name, type, group or status l Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Proviow  Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
2 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

ATYyT3 RENKID LI L 2B LET, BEDOAT =2 AEEFZT2HITE, A=2——0 [JEH
(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,

[l Cisco Firepower 2100 2 4 — + 7 v FH 4 K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

2:BEART—42 R

es Objects Integration Deploy Q © adminv  luth cee Ry
Deployments Upgrades @ Health O Tasks (}I Show Notifications

P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense B LU FXOSCLI~AD 7o+ X

a<w RIA4 A F =T x4 X (CLI) A LT AT L0y N7 v 7 %ITV, AL
RYATIDNTIT TNy a—FT 4 T HTVET, CLITYy S a v bR —ZHRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

N TNY a—FT 4 T D=DIZH FXOSCLIWZT 7 B A TE £,

\)

6=

F721%. Threat Defense /XA ADEH A X —7 = AZSSH TR CTExF4, vV —ib
o ar TR e, SSHE® v g iEF 7 4/ kT Threat Defense CLI 1272V . connect
fxos 2~ RZ2fEH L TFXOSCLIIZH T E9, SSHERHD A v Z—7 = A A%V T
WAEBE, B TT—HA L H—T oA A LOT RLAICEHR TE XY, T—F A F—T A
ASDSSHT 7B AXT 7 4V hTEHIZ /> TOVET, ZOFIATIL, 7 7 4/ h TFX0S

CLL B ay Y —LiR— T 7B RIZDOWTCHBALET,

FIE

ATy CLIicu /A4 4 52iF, FHar EBa—F&2ar /) —)LR— MNIBEH LEd, Firepower2100
IZIZDB9toRI-45 > U TN r—T AR E L TWATED., HETA I3 — N —F 1+ D

DB-9-t0-USB ¢ U 7 AT — T ABRBNC R D56 0300 £, THEHAOF~L—FT 47 VA
T AIMERUSB YU TN RIANEYTA A R—LLTLLEI, a Y —/LiR—MX

T 74/ N TFXOSCLIIZ/R W £9, ROV Y TAREEHHALET,
« 9600 AR —
85 —X% Ew bk

e NUT 472 L
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B - 7vr—rosroums

ATy T2

ATvT3

sl Ay EY L
FXOSCLIZHHe LE T, =—H—F admin &, ¥ty v 7 v FHRFICHRE L2/ SA Y — K%
fEALTCCLIiCu /A LET (T 74/ ME Adminl123) ,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

&1

firepower# connect ftd
>

27 A I, CLI THEFTRER =~ > ROIFMZ MR T 2121, help £72i3? 2 AL &%
T, EHAFEICDOWTIL,  [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] %
LT EEN,

Threat Defense CLI Z#& 79 %1%, exit £7id logout =2~ > RE AN LET,

Zoa<wr Rk, FXOSCLI 7 r v 7 MIEY £4, FXOS CLI CHEAfERa~ 2 RiZ
DONTIE, 2B AL TL &N,

51

> exit
firepower#

F27A 74— ILOERDYE

VAT LAEBUNC Y Yy NI ENEE T, BMIZERT T 2Rz EBIRA
AvTFEHLIZVTHE, AR T 7 ANV AT LAOBRERBIZE-FTERHY T, Ny
7T RTIEFICEEO T av ANFETENTEY, BT T 7 &kWizo, EIRZ YT
L7E0T D8, 774 T VA —NVATLETL—AT )NV vy NI UTERNWI EERZ
TEBWTLEEN,

Management Center D7 /NA ZAEBR— V2 L CTT /3 ADOERZYIWr9 %2>, FXOS CLI
REHTEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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Management Center ZEA L1774 70+ — LD ERD LI .

Management Center Z{FFI L= 74 7V + — LD EIED LR

AT T1
ATvT2
ATv73
RTvT4

ATy TH
ATvT6

ATy FT .

VAT LEBEUNC Yy NE T T H T ENEETYT, HMMIZERT 7 S 2R EIRA
AvFEMLIZVTDE, BERRT7AN AT LAOREGESISRITZENRHY ET, Ny
7779y RTIEEIZEZHDOTa B ARTATINTWT, ERT 7 7 &2k EIRA YT
L0 DE, 77 AT 03— NETL—ATNY vy hET U TERVWIEERZ TBWT
<TZEW,

Management Center Z £ L T AT AZ@UIIT v v hA DU TEET,

FIE

[T/31 R (Devices) |1>[T/\1 REH (Device Management) [A &R L £,
HEET 571 20MICh D [#RE (Edit) | (£) 227V v27 LET,

[7/34 A (Device) | #7 %7 Vv 7 LET,

[ AF 2 (System) | ©2Z 2 a v T[TFNARAD ¥y ™2 (Shut Down Device) | (@)
7 Vv LET,

Tar T ERRRENTEDL, TRAADY Y NE T U HHERLET,
AN T AT U AR L TWAEAIE, 7747 U4 — ARy vy hE T
THLEWZ VAT AT P eE=Z—LFET, ROTa T IRNERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=R L T RWEAE, K30 TUAT AR Yy N LD %
MR LET,

VIS U CTEFRAA v F o472, BRT T 7 E2KNTY v — 0 BRI EIR 2 B Y
Sz N TEET,

CLITOT/INA ADERA

ATy T

FXOSCLI Zfifd 5 &, VAT AEZLZRIIV Yy MUV L, T, ADERE A 7IZTE
F9, CLIIZIE, a2 Y —/LiR— MIEER L CT 7 &AL FET, Threat Defense 35 L X FXOS
CLI~DOT 78 Ax (47 —2) ZRBLTLIEE N,

FIE

FXOS CLI C local-mgmt (Z#%f5¢ L £ 7,

firepower # connect local-mgmt
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B xozx727

RTwF2 shutdown 2~ RERITLET,
firepower(local-mgmt) # shutdown
11

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ARTFYT3 T7AT T —NADyvy NETUVEHI VAT AT Oy T e —LET, koTar7
FRFERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

RT YT 4 BB U TERAL v F A 710 L, RS T 7 2500 Ty — 2 DRI iR A B Y
AL TEET,

O

RDORXTv D

Threat Defense D% E & #e179 5121,  [Cisco Secure Firewall Threat Defense K3 = A MMZ T
TR WZHLIBENDY T NI =T R—=VarD~v=a T )V ESR LT IEEN,

Management Center O FIZES T2 1E#IZ OV TiX,  [Cisco Secure Firewall Management Center
TN AREEATA K] 2ZRLTIEE,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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==
=% =R

') & — b ThreatDefense [Z & 5 Management
Center 0D E B

CDEDOHRRE

ERTFREZR T R COT SV r—v g b~ —U XY BFRRT DR, w27 7V r—yay
LR =V 2o 575k 1=Y) 22U TSN, ZOEOHNAEIL, Management
Center TD ZHIZx3 BB ORERICEH I ET,

ZDOFETIE, FRAKIZH D Management Center % i F L C &Ik 2 BAtH 2 & B3 5 Hik
\ZOWTHI L £ 9, Management Center 73 12— W /VEFBER v~ MU — 7 |[ZIFET D r— VR
BAIZ DU Tld, Management Center C Threat Defense DJER] (5 X—) 2R LTLES
AN

T7AT724—ILIZDONT

/N— R =7 Clt, ThreatDefense Y7 b T =7 E/2IXASA V7 Ny =T 2FEITTEET,
Threat Defense & ASA ORI TUI W B2 217 2 BRIZIZ, T3 ADFA A—ALRMEIZ/R Y F
To BUEA VA P— L ESNTWDLbDEITRRDY 7 MY =T =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A R 2SR TIESN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TSAND—ERT—RAD b 77 AT U4 —VITIXEAGEBESRITRE T, FERIIZIYL
L£TH2HVERA, L, 2= AR EORETIE, BAFIEFRAMEHTE X
T, ZO%AE. REMEERFC SNMP ORI, BHEEDEABIEHREZHER TE 25505
D ET,

« UE— MEHOMAAMA (52 X—)

XL HBENT (56 2—)

¢« LU RY—Z U RDHXAY :¥Bu XyF Tuneya=rr (56 2—)

Cisco Firepower2100 22— +7 v 7454 K ||}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

CTURY—TZ U ROHFARY  FEITubEYa =7 (58 N—)
o FIROFEHHFIZ L D FREE (60 X—)

o fEA~DA A =L (75 X—D)

s PROEHEFEIZ LD ERRE (77 —)

E— FEEOMLEAS

Management Center CA % —> > k%4 L C Threat Defense #EELTE 5 X 92T 51213,
Management Center ¥ 1r—3 % 7 7 BZ AZOWTEIHA V2 —7 =4 ADRD Y IZHTA v 2 —
Tx2AREHEMLET, 1ZLALOY = AT 1 DDA X —F v MER LRV
D, SN R— VX ICT VA L THREEEITZ 5 LI LET,

N

GE)  FHBERIL. 2B T3 AOR O 47 TLS-1.3 K5kl F v x/V T3, X% =

T4 LOBRNG, A FE VPN R EDBEMOEFL N RV ERTIO N T 7 4 v 7 BE
TTHMEEHY FHA, 2R, VPNRE T T L, FHERENRKDNLIT-O, 0
IWIRERR A BEID L ET,

BHRAE
Threat Defense # 7' R BV a =2 7§ 521X, ROWT IO EEFEHLET,
Yo 4yF JAEY 3 =% (Management Center 7.4 LL[%, Threat Defense 7.2 LLFE)

1. BRI A 2V F— MEHLSICRELES, Yo yF o yas=r 7 1 3F
BIERTEFEAHDT N, A TITHIE L2 WEERNDH D72, T8 A LTI LT LW T
<TE&EW,

)

GE) T A& HHLICE(E T HAC, Threat Defense DY 7 V%5 % {#H L T Threat Defense
% Ffi1|Z Management Center |Z%#% C & £ 77, Management Center [X, Z OFEEED 72T Cisco
Security Cloud 3 XU CDO A S E T,

2. S7ELS T, Threat Defense % /77— 7 /VEski L. TBIRAEZA I LET,
3. CDO #f# M L T Threat Defense D& &ka 52T LET,

FEgIJOEC 3=y

1. CLI % 7-1% Device Manager % {# /] L C Threat Defense % FHIXE L T H, UE— MK
#LIZ Threat Defense % 2515 L 97,

2. HULET, BRICKT OB 2 — T VR L, ERAE A I LET,
3. Management Center & /] L C &3 25 OBk a4 7w T LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

Threat Defense Y ~—L v PO R A V2 —T (4R

ZDHA RTENEA >V H—T = A AT 7ROV THBALET, ik, UE— Mo
MCRAETDHEMENRLEWS T IV A THLIDTY, v~ 32—V vy T 27 B RN A % —
T2 A ATHRAELETHN, FHOEHA LV X —T o4 AL &x@ELFEFT, B A ¥ —
7 = A A%, Threat Defense 7 — % A 4 —7 = A AL FPNTRESNDERRA v X —T =
AATHY, MADORY NT—IFRENRDH Y 7,

CF AU H =T = ATYR— N T IR AR LEHATY, FEA LS —T =
A ADF Y b7 RERER S ET,

T RTOFENT 7 4 v 7%, BIEmEEHAN L ¥ —T = AERETLE-ITI5k L LE
‘ﬂ‘o

e T—HAHE =T 2 A ATYR =X T IV BAZAMNIT 5 L, Threat Defense [Z/3v 7
TL—rEN LTEEA U —T oA AIEREENT 7 4 v 7 2L LE T,

CREEFFNT T 4 v I DBE, BHA LA =T 2 AFINRN I T = FB N LTCT—H A
VH =T 2 AN T T 4 v I EBEELET,

IrR—TvDT7 I EREHR

F=H AR —=T 2 ANEDX =% T 7RI, ROFIBERH Y 1,

X=X T I B RAEAMMITELDIL, | DOMFART — S A B —T = ADIKT
I, VT A X —T A AL EtherChannel IZfEHATEFHF A, TEMZHKE LT,
Management Center D —DE D XV A L H—T 2 f AT X =V % T 7 BRAEZHHIC
THZEHLTEET,

IO UH =T o AFEHERIITEEEA,
=Ty KA VST w A AR BT 2 KT 74T U —LE— KORTT,

« PPPOE |ZH R — F SN TWEH A, ISP TPPPoE NLEREAIT. PPPOE # 4R — T 5
JL— % % Threat Defense & WAN 57 ADMICEHETAIVLENH Y 47,

A =T A AEBET DMENH DHDIE T v —s3L VRE DH T,

s SSHIZT —# A v X2 —T = A ATIET 7 4/ N THZ 725 TRz, % T Management
Center A LT SSH Z AN T HLENHY £, £io, BEHA X —T =2 R F—
N2 A RNT =LA B —T oA AEHEINDH7-%, configure network static-routes =
~ U REERLUTERA V=7 = AHOFIL— FZBIMLRVRY . UE—FxRy
N — O BEHA X —T 2 A ATSSH T 5 Z LIXTEEHA,

N TRASEY T+ EH

FRAZDNATRA FEVT 4 R IT =S A 5 =T = A ZEMHT 2581, ROE
HFEBRLTI &,

e X=X TV RBRAIZIL, WMSHTDOT NN, ATRIUT—HA 2 —T =2 ABFEHRLET,
IRV T IR T —H A Z—T oA AT FR—FENTHET A,
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1) £— k Threat Defense [= & % Management Center D& |

«DHCP XX EHA, B#BHIP T RLZAOLNHR— FEINTWET, DDNS X P
ZyFFuvya=rr 7L, DHCP ITIKFET AR TX 8 A,

cRUY TRy PNICRZRZEFROIP T RLARSHY £77,
o IPv4 721X IPV6 DWTH N EERALET, MHFEZRETHIEITTETEEA,

c A L~F—Y v T (configuremanageradd =~ K) AL T, #EHARLTHD 2
LEMERLET,

e F— AN B —T 2 A A T 2— V== I FEZAT— ) 7 L LTHERT S
ZEIITEEREA,

to4ayF JOED 3= Ry bI—4
KON, 77 AT O+ —NDO—MRxy NT— 7 RHZRLET,
« Management Center (X RALEIZH D FF,
* Threat Defense (X~¥ R —Y v 7 7 B RHMNBA v X —T = A AEHEH L ET,

» Threat Defense & ManagementCenter TiZEH L, A T v REHPHG LT 5720
DTV w7 IPT RUAERIIRA MBBETT R, BEROTZDIZIP T LA LR
LTHEBLIMETHY T/ A, 72(4) LV ETB I V7.3 /3= 3 > O Threat Defense DA,
Management Center (X737 U v 7 [CEEREETH L MLERH D £77,

* Management Center & Threat Defense Diij 573, H#IIZ Cisco Security Cloud 3 & TN CDO &
W(E L OB A L L 5

s W ORENLF, SRR S H Il S 751 CDO 2 U CE Bz &2 L L £ 57,
7= & Z20E. #H LV DHCP OEI Y 24 TD 7= 1T Threat Defense D IP 7 R L ANZEHE S 7-
%A . CDO X% D% % % Management Center (Zi8HI L F 97,
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Ethernet1/1 Computer
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inside

r 1

FHIOEDa =y Ry kT4
WOBNZ, 77 AT T+ —NDO—#KNR1y MU — 7 RBHZRLET,
* Management Center |[ZH RAFIZH D F5,
* Threat Defense |$~ % —V ¥ T 7 B ACHMA v 4 —T = A4 Z&AEH L E T,

* Threat Defense & Management Center Tl EHLH 6, A V3T ¥ REHER ARl T 5720
DONRXT Vw7 IPT RUVAEFIIHRA MABRKETHY , YIHIREDT-OIZZD X 572 1P
7 R AZAERE L TR 2NIER Y F8 A, DHCPIP OFEIV 4 COEFIZHIET D720
W2, A7 arTHRA v X2 —T 24 ADHXA4F v 27 DNS (DDNS) #RETHIEDH
TEET,
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Server

Management
@& Center
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outside (Manager Access) Management
Computer

Threat
Defense

inside

T C& BRI

Management Center D #JHIE%E Z BB L TEITLET, MHET VDAL — T v 7 WA F&
ZMLTIES N,

IVRY—IFRDARY Oy FJAOED Y
2

%

CrvFrueya =7 &{#H L T Management Center |Z J V) Threat Defense % BT 5
WZIE, RDOF A7 B TTIEEN,
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IVRY—IvED4aRY  €osvF Foeva=vy |

R3:ITVRY—IRDERY €A 4yF FREDa=Vy

CLI

(Central admin)

Physical
Setup

(Branch admin)

Management
Center

(Central admin)

Cisco
Commerce
Workspace

(Central admin)

|'/_-H\|
\1 ) (optional)
~ Check the
software and
install a new
version

(2)
\ < / Cable the
firewall

N
3/,1 Power on the
— firewall
—>

A v
-.\4 - ) Log into the
~ management
center

(B i

\ 3 ) (optional)
Obtain feature
licenses

o

-

N

(7 )Register the
management
center with
Smart
Licensing

A

|/-_-\|
\.8 Jintegrate with
Cisco Security
—p Cloud

o

\10) confi
basic
policy

Smart .6 )Generate a
Software license token
Manager for the
management
(Central admin) center
CDO Add the
device to the 4
(Central admin) management
center using
CDO
/| CLI
W (60 ~<—2)
(PR DE L) °

HEE) Y7 hU=T OREREFLNA—=Tg DA A F—)b
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o |WER ey N | T AT U A ADT =T (75 5—)
T
CUE DEEE)
3 WER 72t > b TRA ADEREAN (76 ~—)
A
G DEELEE
("4 | Management Center | Management Center~D 1 7 > (25 ~—Y)
T (hRo g B
/é\ Cisco Commerce HEEEZ A 2> A (Management Center © 7 A & 2 ADHGE (77 <—
~—| Workspace V) ) HEEALET,
(PR DEHRF)
: 6 Smart Software Management Center D7 1 > A h—2 % 4K L %4 ( [Management
| Manager Center DT A L ADEE (77 5—) 1) .
(h D E B
(7| Management Center | 2~ — | A & > 37 H—/3—|Z Management Center % %4k L &
— (s D EE) 9 ( [Management Center ® 7 A &> ADEAF (77 X—) 1) ,
:.""8"'\. Management Center | ¥ 0 % 5 7’1 &Y 3 = 7 % f# | L 7= Management Center ~0 7"
ANy S . o o3 . N JE 2. O
(kDL XA ADBI (79 A~ 4/) : CI?O 777‘7< FOBIEEZD,
Management Center % Cisco Security Cloud & #4 L £,
@ CDO o ¥y F Fuv g =7 %A L7 Management Center ~07
([P%@%ﬁ%) /\/]) X@Ej]ﬂ (79 J\D_y) o
::f"c"}\-: Management Center | Jo A7 = U F 4 R Y —DF/E (90 ~2—7)
O hkogEE) |,

IVRKRY—IVFRDARY - FHTO

2si

Eog=

FH) 7Y g = 7 %M L T Management Center (Z & ¥ Threat Defense % JEB 7~ 51213,
KDL A7 EZMLTIEEN,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

B:IVRY—IVEDARY - FHIOES gy

(1) .
CLI or Device | \'/Pre-configura-
Manager tion

(Central admin)

I

-

SN
(3 )Cable the

I Ry—IvR0szy  EBTaevaz=yy |

'3.\_4 ) Power on the

(Central admin)

}

7 /Generate a

/ ™\
Physical (2 ) Install the 3
Setup ~ firewall ~ firewall
—
(Branch admin)
e v
Management | \ 2 Log into the
Center management
center
(Central admin)
1
Cisco \ 6 ) (optional)
Commerce Obtain feature
Workspace licenses

~ firewall
—
|
— —~ _

'i@ JRegisterthe (9 JRegister the '@_@'Coqﬂgure a
mgmt center firewall with basic security
with the Smart —p the manage- —p policy
Software ment center
Manager

A

Smart

Software license token

Manager for the
management
center

(Central admin)

("1 )|CLI £721% Device
| Manager

(h D& )

s (BEB) Y7 FNUTOMEREFH LWAR—=T a0 DA A h—
L (60 X—72)

* Device Manager Z i Fl L 72 SRR E (62 ~—)

o CLI ZffEH L7=FRiRRE (69 ~<—2)

2 %fiﬁ@fi'{z b4 k
T

(G EHRE)

Ty AT U —/VEA A M—/LLET, CiscoFirepower2100 Series
Hardware Installation GuideZ 2 L CT< 72 &),
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B ~xos=zcsasm

1) £— k Threat Defense [= & % Management Center D& |

B

axX ;&

3 |PERE Y b Ty AT U =D — T (75 2—)
T

(Gt )

4 WY 72 v b TN ADEPRHRN (76 X—)
T

Gtk eiE)

(5 )| Management Center | Management Center~D 1 74 > (25 <X—7)

(gD FERH)

(8) Cisco Commerce | Management Center 7 1 &> ADHG (77 2—) :HET A &
/| Workspace VAEANLET,

(P BB
(7| Smart Software Management Center 7 A & > ZDH4SF (77 ~<~—7) : Management
*/| Manager Center DT AL A N—27 U HERLET,
(P BB

(g "|Management Center | Management Center 7 A & > ZADHifF (77 X—2) : A=—1F 7
— (D A PR A&7 Y—s3—|Z Management Center %88k L £9°,

(g |Management Center | T-)(Z J. % Management Center ~0D7 /314 ZDE/ (87 ~—2)
BRGE i E

(10| Management Center | JA /2 % 2 U 7 4 R Y L—0fE (31 4—2)
| hrogmE)

hROEEBEIZKDERIRTE

EE

Threat Defense &, 70 BHLSIZIEET ARNCTFEN CHANCRET ILERH D £7°,

YILITT7DEREHFLLVN—3 0D VR =)L

VI RT 2T DONR—=Y g &R L, BREISCTHON—=V g UE A VA M=V 512
WOTFNEEFITLET, 77 AT VA —NVERETDRNCHB A=V a i A N—LT D
TEEBEIOLET, BMOHELE LT, B#%RICT vy S — REFETT LI L TEET
N, REERFFTH7 v 77— Tk, ZOFEEZFEHT 2 L0 BEERR» 02580850
£7,

EFTHN—Ta

VIR aT Zyra— R N=Y0) Y —=AFEZOICH D, BEOEPTNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
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| 1) &— | Threat Defense [Z & % Management Center O &

ATvT1

ATvT2

B vItvrrorBRLHFLLA—Cavor v b—L [

security/firewalls/bulletin-c25-743178.html |ZFEH AL TV D Y U — B H B L TS 72 &0,
el 21X, ZoEHRTIE, (EFEEZET) EH) )V —2XFKE, BRHNRY IV —2FKE
(KO RMIMOA LT F AV Y=Ly F) | FRFHEFITERHNRY ) —2FS (BUF
REEZTHTEDOOREMMDA LT F 2 Y=Ly F) ITONWTHHA L TWET,

FIE

CLIIZ#: LE3, 2EMIIZOUW T, Threat Defense 33 X ONFXOSCLI ~D 7 7 & A (104 ~<—
D) EBBLTLEEY, ZOFETIEHa Ly Y — R R—  E2EHLTOETN, £V IZSSH
EHEHTAZ L TEXET,

admin 2—H% &L F 7 3L bR T — KO Adminl23 ZfEfH L Cu 71 o LE T,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRODONET,
Z DA T — RiX, SSH @ Threat Defense 2 7' A 2B H S E 1,

(B) RNRAT—=RPFTTIZELEINTNT, NRT— RO RWVGEE, PIERE~D Y
Ty FEFATL T, NAT—RET 74V MUty NT2D2RERH Y 3, IIHEEE
~D VY ¥y FRIAIZOWTIL,  [FXOS troubleshooting guide ]| &M L T 7231,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

FXOS CLI T, FEfTHDO =V a v 2R RLET,
scope ssa

show app-instance

il -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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1) &— b Threat Defense |Z & % Management Center O & |
B ossx0x=r EBroeca=y)

ATFYT3 HLWAR—=Ta A A =L T 5881, ROFEEZETLET,

a) BEA LA —T oA RTHMIPT RUAEZHRET DLENH LH5E1E, ICLIZEH L
Threat Defense #JHIGR EDFEITDRE T 21 X—) | B LT EE, T 74/ T
X, WA ¥ —7 oA AXDHCP Z{ER LET,

BEHA LA =T 2 A AMBT IV BATED S —=N"=nLH LA A—=VEF Ty n— Kt
HVLERH Y £,

b) FXOSD T 7Ny a—T 4 7 A FIZRBMINTWDLHA A =IO FIEZETLE
R

T AT VAV EEE) U725, FXOS CLI I L £ 7,
¢) FXOSCLI C, BHENRAU—RNEHERET LI IICROLNET,

Yoo Frueya=vT7 0583, T Aed Y R—T 4 7T HEE TTIINR
U— RRREESNTNDHED, AU —FRD Uty b (Password Reset) | = U 7 T4
[Wz (No..) JEIBRLTIZEW,

d) TNA A%V ry NETULET, CLITOT A ADEFRAT7 (1123—2) ZZHL
TLIEENY,

PMHEEDNDEIT (FEB7BEY3aZ=2Y)
FEICTT Y a =7 %7281, CLI £ 721X Device Manager % ffl L C. Threat Defense
DR EEFEITLET,

Device Manager % {#H L /=ERIXE

WMt~ N7 v 7T Device Manager #fEHT 5L, HEHA V¥ —T A AL~ X —V X T
TADOREITMA T, RDOA »Z—T oA ANPFARESNET,

e f—HXv F1/1: 4] . DHCP 2B D IP 7 KL A, IPv6 HENERE

oA —Y X b1/2: TP . 192.168.95.1/24

e FT7F ) ML— |k S A v H—T =4 AT DHCP 24 L THUE
fOFE (WO DHCP H—1N— 77 RA avba—L R v— EXa T/ =2
E) WEBREINRNWI EIEBLTLIEEY,

Management Center (2% 3 5 HijlZ Device Manager N CIBIND A > X —7 = A A[EH DORE %
FITTH L. FOREIFMRFENET,

CLIZEHT DL, BHA =T A AL X =V T 7 EAREDHMRFFSNET (2
LRF. TTHNFOREA v F—T = A AT SN EREA)

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

| 1) &— | Threat Defense [Z & % Management Center O &

&
2ATFw T2

ATvT3

ATv74

Device Manager % {& /i L f=EAITEXE .

FIE

B oL P2 —%%2NE (Bthernet 1/2) A 2 —7 = A A LE T,
TrAT T F—IVOEREANET,

(GX) Threat Defense Z#)O CRENIT A & 1%, #IHMLIZH 15 ~30 00020 £97,

Device Manager (22 74 LET,

a) 77 UHIZURL (https://192.168.95.1) # AL 7,

b) Z—H¥—4% admin, ¥ 7 #/L k XATU— K Admin123 ZfEA L e /A LT,

) TURaZ—HW— T4 2ABHELFATHEL, BHEENSRAY—-RELEETLH LI
KOBILVET,

WIHIERE A58 T3 5121, &2 DeviceManager (20 74 Lz X2ty v T v 7w 40—
REFEHLET, BEIELT, X=YDOTFHIZH D [T /31 ADFEEE AX 7 (Skipdevice
setup) | &7 Vw7 LTy N v 7 U4 P —RE2RAF¥y S TEET,

Ty NT T4 REETTHE, WA ¥ —7 =1 A (Bthernetl/2) OF 7 4 /L Mk
2% T, Management Center O HCTI D B % 5 & EITHERF S AL DM (1 —H %> |k
V) A2 =724 ABRETEET,

a) HEBA B —T 2 A ABLOERA L —T = RAK L TCRDA T a v EREL, [IK
~ (Next) 127 Uv 7 LET,

1 [FMNBA v Z—7 =A AT KL A (OutsideInterface Address) ]| —Z DA X —T7 = A A
FEHEA LV H =Ry E = h VA THY, vRx—V X TIEAA L HX—T AR
ELTHHEINDGARS D £9, T34 AOYBRERFRIONERA X —T = A
AEERTDEZEITEEFYA, BADOT—HF A F—T A ANT 7 5/ kOIS
Ao H—=T A ATT,

YRV T 7R A (RTITNE) LI3RRL A =T oA RN T 5%
B By MYy T4 P FORTRICFH TRET 2LERHY £,

[IPv4DRE (ConfigureIPv4) |: iAo % —7 = A AfADIPv4 T KL A9, DHCP
EHAT O, FTRETFITRAEYT 47 IPT RLA, 7 Xy b~Rx7, BIY
TF=RUz2A B ANTEET, [4A7 (Off) [ZHINL T, IPv4T RLAZFHE LR
EVWIHIBRBRBELHVET, By N v 7T 4 P— NEFEH L TPPPOEXZRET HZ &
T CcEFERA, £ HF—T 2 ANDSLET L, F—TNET L, £72IL ISP ~Dih,
OEEFCICHERE ST Y, ISP PPPoE A L TIP 7 KL Az L TV A 54
%, PPPOE NULBEIZRHGENHV T, U4 P — FOETHIZPPPOE 5% E TE £
7T

[IPv6DFE (ConfigureIPv6) ] : SMEA > % —7 = A A DIPv6 7 KL AT, DHCP
EHAT 0. FEFETRAYT v JIPT RLA, L7 4 v 7 A BIOF—
YA B ANTEET, [4£7 (Off) [ZBINL T, IPv67 FLAZRELARNE W
DB L H Y T

2. [BEA 42— x4 R (Management Interface) |
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. Device Manager % FA L /=B /i[5 E

ATy TH

ATvT6

CLI THIMIRR E & EAT LIcha, A V4 —T =4 ZAOREFTFRRINEEA,

FeBA B =T 2 ATI R =X T VB RAZHEMLTBHETEH, BHA 2 —
Tz A ADFENMERSINET, e, T—H A H—T A AEH LTy
TU—URBHTN—T 4 VT INDEBRNT 74w 71, T—HA L F—T A A
DNS H— "—Tl37e <, HHA ¥ —7 = A A DNS $— —%fH L T FQDN % fi#
WLET,

[DNSH#—,% (DNSServers) ]: VA7 ADEET KL ZAHO DNS H—3, 4 wifiEsH
W21 2LLEDODNS =07 KL AZ AT LET, 7 74 /L M OpenDNS /X7 Y
7 DNS = _Td, 74—V REREL., T 74/ MIELTZWEAIL, [OpenDNS
ZfEH (UseOpenDNS) 1% 7 U v 745 &, 74—/ FITHEIRIPT RLARY m—
RENET,

[77 AT UA4—LiKA 4 (FirewallHostname) |: VA7 LAOFBT KL ADKRA k
4 TY,

b) [REZIEXE (NTP) (Time Setting (NTP)) | ZfXE L. [IR~ (Next) 1227 U v 7 LET,
1. [#A LYV —r (TimeZone) |: VAT LDHA LY — L ZBIRL£7,

2. [NTP¥ A ALH—,% (NTP Time Server) |: 7 7 4 /L h® NTP % — & fHT 250,
HLTWANTPH—DT FRLAZFETANTL0ZBRLET, Ny 27T v 7 H
WCEBDOY—N"EZBINTEET,

c) [EEAETIZ 90 H W ORI A BA4A (Start 90 day evaluation period without registration) ]
ZIEIRLE7,

Threat Defense % Smart Software Manager [Z 8§k L 72\ T 723V, T_XTOT A AT
Management Center CHAT S E T,

d) [#7T (Finish) 1227V v 27 LET,

e) [7 77 R&EH (Cloud Management) |E721L[A 4> K7 v (Standalone) | %&EINT 5 X
IR HIE T, Management Center DEFERIZDOWNTIE, [A ¥ > K7 12 (Standalone) |
ZBEIRL T 6, [Gotlt (TH#) 1 Z&INL 9,

(WMEIZRLTC) A X —T 2 A AEHRELET, [T/3 A (Device) |>[f > F—T =
A4 A (Interfaces) | DEIA > H —T = A4 AEBR LTI IV,

BHA LA —T oA AZE, T—HFA X —T oA AIRESNTZT — N = A BDLETT,
F7 4N NTIE, BEHA LA —T 24 AXIDHCP S IP T KL AL — = 2ZE L E
T, DHCP 267 — h U = A ZZE L WGEE (e 2, BEA VX —T oA X% %Xy b
T—JZIZHR L TCWRWES) | F— MU= A X T 74NV N TT—F A 2 —T = A AT}
D, LR ETHLEEHY FHA, DHCPA L7 — T = A 22 L72GEIZ. (Vb IZ®
BALH =T oA RTHHIP T RVAZHEL, ¥— NV A 2T — XA X —T oA R|Z
RETHVLENRDHD T,

TRV T IR AMERT HINTE IS DA o H—T = f AEETBMDA v H —
T2 A AEFRET DHHEEE. [T3 A (Device) ]&EIRL, [ ¥ —7 A A (Interface) ]
OV~ —DY %7y 7 LET,
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ATy T17

ATvT8

Device Manager % {& /i L f=EAITEXE .

Device Manager (2351} 5 A % —7 = A ZADOREDFEMIZ OV TIL,  [Device Manager T?
T AT A —IDOEE (134°—) | 2L T &V, Management Center (27 /31 A
BT 5 & Device Manager DLOFREIFRFFSINEF A,

[7/34 A (Device) 1[> AT L% E (Device System Settings) ][ 4/ (Central Management) ]
[Management Center] [Management Center] [7 /31 A (Device) ][ AT Li%E (System Settings) ]
[HF9ZH#E (Central Management) ] [Management Center] OJIEIZEER L, [T (Proceed) ] % 7
U v 7 LT Management Center D& B A% E L E 7,

[Management Center/CDOM &£ (Management Center/CDO Details) | Zi%E L £,
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. Device Manager %/ L /=A% E

37 : Management Center/CDO 0) 548

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLVET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F 72134 A b4 A& f#H L T Management
Center |IZEETEZ 525 A% 1LV (Yes) 1% 7 U w2 L, Management Center 75 NAT D1y
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b)

c)

d)

Device Manager % {& /i L f=EAITEXE .

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL[WNZ (No) 1227 Y v
7 LET,

WIFIE D TLS-1.3 B SALEE T v RV & 2 BOT 3 ARICHESLT D121E, 27 Th ]
BLLEDT N4 A (Management Center & 72 (% Threat Defense 7 /34 &) (ZE|ZEFEZR IP
7 RURADBLEETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR FRENPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X5k d % & X2 Management Center C b 157E 3 51T
B AR OBERF— T, B —1L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) . BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2HE DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z ® ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RVADRERET DG, D7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 25845 Z L 2453 L 9, NATID i
37 LFLATICT 20BN S £7°, ARRCFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEATE EH A, NATID (X, IELWT A AL DER CTHDH 2 & 2 ERT 57
DIZIPT RLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INFET,

ATY T [HEHOERE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAAICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 7" )L —= (DNS Server Group) ] #+5& L £,

O I N—T &R 50, L WI—T&ERKLET, T 74/ D DNS 7 /L—
7% CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— N—RNE FE L E T,

COREICEY, T A H =T A ADNS b—R_R—NREINET, By T v
74 P—= N THELLLEHEDNS r—_—%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—(X, DDNS (BREINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKE T DNS = R_—(ZBET 5720, HBHIZEHLZL O LH
U DNS ==V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense ([ZH| V4 TH 7T v M7+ —LARERY v —
TTF—H#A B —7 x4 ADNS P — "= E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHEFRFSIL, DNSH— =27 T v b7 4 — L5%iE
AU —lBmsivE®A, 7272 L, DNSERIE % & Tp Threat Defense [ZE T 7 > b7 4 —
LRERY) —ZH VY THE, ZOREIZL>Tr—IAREN LHEEINET,
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. Device Manager % FA L /=B /i[5 E

ATy 710

ATy IN

ATvT12

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—HT % L 912 DNS
T N THA—LREET VT A TIIRETDH EaBEIDLET,

F72, m—H /L DNS H—s3—F, DNS H— =25 TRt S5 81c o R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T 4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

WREFEHLDEEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEHA L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV IM—ERDDH I EEHERTHEIICRDDLA v E—V
MWFRSNET, SMFEZBRLUZGEIE, By My 7O 4 P—FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L7285 1X. Management Center (4%
BET DRNCT 74V hb— b &2 FE)CRET DLENH Y £9, DeviceManager (23517 H A ¥
T A v I N— NOREDFEMIZOWNTIL,  [DeviceManager THO 7 7 A 7 7 4+ —/LOi%E (134
N=V) | ZBRLTIESN,

[#A4 )3 v ZDNS (DDNS) S=XDiEN (AddaDynamic DNS (DDNS)method) 1% 27 U v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L AN 2 8 7255512 Management Center 7355 2 fEfifi K
AA >4 (FQDN) TC Threat Defense ([CR|ZETEX 5 L9 LET, [T /354 A (Device) 1> [
2T WNFRE (System Settings) ]>[DDNSH— 1t % (DDNS Service) | 2% L T DDNS % % &
LET,

Threat Defense % Management Center (23813 % AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE #E A4 #REE T & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T ?D DDNS ¥ —/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27 H v
7 A1Z1X, Management Center ~DY) Y HR 2 |2 T HBIED AT — X ANRERINET,
[Management Center/CDOZ £%E%E D 1RTF (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [ZBEEI LTV 7 A4 7 V4 —/LZBILET,

Management Center ~DU) W Bz % % ¥ /T 55E1%. [BEkDO X ¥ /L (Cancel
Registration) %2 U v 27 L7, Fv B LANEAIL. [Management Center/CDOZ §35%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7N T4 5 £ T
DeviceManager D7 7 UH D 4 RUZP LW TLZEW, UGS, 7ot R E—KHsE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ARKIRIHL, Device Manager 7> LYW SivE 7,
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cuz@mAL-EnEE [

38: EEESR

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{E M L =FHIRE

ATy 1

ATy T2

ATvT3

vy N7y TP REFEHLT, BEHIPT FLA, Y~ U =A, BIXOZOMOIEAR
Xy N —=UREXITVET, PIEECCLIZHT L, BHA VX —T oA AL v R —
X TIEAA B =T 2 A ADFEDHDPRFFEIVE T, Device Manager (7.1 LARE) % ff
ALy N7 v 72FETTHE, BEHA VI —T oA ABL O —Vx T/ A A
VHE—T 2 A ADREIIIMZ T, EFELO 7= 9|2 Management Center (28] Y £ 2 72 & X2, Device
Manager C5& T L7cT_XTDOA ¥ —T7 oA AREDRFFSNET, 77X v ba—b
R =R EDMDT 7 4 /v FREIRFFESNRNT LITER LT ZE 0,

FIE

T AT U A —NVDEREANET,
(G¥) Threat Defense Z#]D CEENIT 5 & &%, #IHMLIZH 15 ~30 5000 £97,

=1 — LR — | C Threat Defense CLI (Z#55: L £,
21 —)LiR— ~E FXOS CLI (Z#5f¢ L £,

2 —H—% admin B LOVIAY— K Admin123 Ta /A > LE 7,

WHTFXOSIZu 7 A LIz &iX, WAUV—REERTLHIHIROONETST, ZO/ AT —
KiZ. SSH @ Threat Defense & 74 I bEHA S VE T,

GE) RMAT—=RRTTICEREIN T THONRLRWERIL, T, ZA&HA A =L L TR
AT —=RETFT 7NV My NTEHILERHY £, HA A—JLOFEIZDONT
X, FXOSDO T TNV a—T 407 A4 RZEZSHRLTLITEE N,
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1) £— k Threat Defense [= & % Management Center D& |

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E55E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OCTu A o35 &, = Ra—F—F 4 28K (EULA) IZ[RIE L.
SSHESG A L TV AEAIL, BHE SRV —REZEFETILHCROLNET, FOH#
EEA ‘/5'~7:c4’10>3)’%7£ﬁﬁ@ CLIty N7 w7 A7 U7 "RFEREINET,

T—=HAE =T 2 A ATYX =X TV BERAEHNILEGETH, B X —T A R
DREMER SN ET,

GF) BREZZVT (TelziE, A A—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
225 CLI T configurenetwork =~ > RAfi ] L TZ®E T& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LTS 7ZEVY,

T 7 4 MEETIZLENZ AT Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £795? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADMRL b 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEERT L TENLWEAETH, 774 X—K T RLARED
IP7 RUVAZRET DMENRDH Y £,

«IPVA I DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FilE
FHOENTHRELEITHI?  [FE (manual) | Z@BIRLET, BHA L H—T oA AN
DHCPIZRE SN TWDHIGA, BHHADOT — 4 A VX —T oA AERETHILILTEE
A, ZIUZL. data-interfaces THDHMENH DT 7 4/ bb— 5 DHCP r—/3— b
ZELIELV— P CLEESNDAEMERHDL72DTT,
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| 1) &— | Threat Defense [Z & % Management Center O &

cuxwmL-Baae [

EBA V=T IAADIPVAT I T — DA EANTIIEBSA V3 —T A
ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IZRE L £,

DRET, ~F =V ¥ TIEVAT—Z AL H—T 2 AZ@BLTCHEETED LT,
/\/771/~/%§: LCEB NI 7 4 v 7 iRk LET,

[TNA A — NV TEBE L E7 72 (Manage the device locally?) ] : Management Center %
FHT 521X Thol ZATILET, yes& AJ1T % &, RV IZ Device Manager % fii 9
ZD — k ‘—fzﬁ D i—é«o

[T AT UA—NE— FEHRELETH? (Configure firewallmode?) ] : routed & AJJL
9, M~ F—V ¥ T 7B AR FI, V=T v R 77 AT U4 —)L T— KTOHPR— |
INTWET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.
Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do
Do

you want to configure IPv4? (y/n) [y]:
you want to configure IPv6? (y/n) [yl: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If

your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy
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1) £— k Threat Defense [= & % Management Center D& |

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR ARHOHNEA =T A AERELET,

configure networ k management-data-inter face

ZD&, IMIA L F =T = A ADIEKI R A Y VU=V BIEEIT O L OITKROLH T T B

FRINET, ZOa~xr FOEMIZOWTIE, ROFFMESRLTIZIN,

T B A E =T A AEEIMENT 556, A ¥ —7 = A A TIEDHCP 2 H
TEFEHA, 9Ty 87T v TRRICIP T RLAZFEICRIE L > 72851, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =

A A — F U = A % data-interfaces (TR E L7g o 7o H/1E, 22 TCZoavy
LET,

bR

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A

ARE A B—=T A A EPT LA, F— b7 =A ~OFH)/L— k| DNS H#—

/3=, DDNS #—s3—72 &) ZMith L TR L £9. DNS = S—BIEDFEMIC SN T
X, WEZSW L T 7Z 3V, Management Center ClX, B TR —T % 77 E8A A & —
7 = A AR AT TE £33, Threat Defense & 7213 Management Center 238 BRZ#5E D Ff

WESLZWIT D KO REFEZMARNE I LT IS, EHEER A il S iz

5ia

Threat Defense (ZiELLRTO BB 218 T3 5 configurepolicy rollback =< > R & L E

‘ﬂ—o

DDNS ¥ —/"—F D URL % ET 5 &, Threat Defense i Cisco Trusted Root CA /N2 K

NS TRTOEE CA OFEFAEA BEIIZ BN 572, Threat Defense | HTTPS #f5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) #3259 TDDDNS —/—ZHR—F L

i‘j—o

Zoavw R, T—%] A X =T x4 ADNSY—NR—%ZHTLET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE

FEDNS r— "3, BN T 74 v 7 IR ENET, T —% DNS — 33— X

. DDNS

(BESNTWVBES) FRIFDA v A —T oA AZBAINDIEXF 2T 4R 2—

WA S ET,
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| 1) &— | Threat Defense [Z & % Management Center O &
cuxwmL-Baae [

Management Center CiX, Z @ ThreatDefense |2V 4 THF T v M7 4+ —AFERY v —
TTF—H# A H—7xAAXDNS P — N—P3E I FE T, Management Center |~ Threat
Defense ZiBMY % &, B—A/VBEDHERF S, DNS— =37 T v b7 4 — LIE
AU —lTBMSNEEA, 7272 L, DNSEIE % 7 ¢s Threat Defense (22 T/ 7 v h 7 4 —
LRERY —2HIVETHE, TORFEICL>Tr—IAREN EEXINET,
Management Center & Threat Defense Z [FH] S 2 121L, ZOREIZ—ET 5 L 92 DNS
TTRNTA—LREET VT ATIIRETDHEHBEIOLET,

F72, B—H/VDNS P —/3—[L, DNS H— =B TR S -8 E DA
Management Center CHREF SN ET, 72 & 21X, BEHA X —T oA AEFEHLTT A
A %84k L. £ T configure network management-data-interface =~ > K&ff L CF—
BAH—T 2 A A%FHE LT, Threat Defense #X7E & —E 7% & 912, DNS H#—
N E T T D OFE DT T % Management Center TF8) T ET DL ENH D £,

BH A #—7 = A AL, ThreatDefense % Management Center (Z88k L 727210, EHELA >
B—T 2 A AFTINDOT —H A L F =T =2 ADVTIUNICEETEET,

Ty Ny T 4P = R THELTZEQDN N DA F—T = A AEHENET,

avy RO—HE LTFAL AREREEZ VT TEXET, 04733 HAY S
FUATHATE S48, B v b7 v ZRmE ORI LR T 2 &,

T — HEH A B4 A 12i. configure networ k management-data-inter face disable =2~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:
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1) £— k Threat Defense [= & % Management Center D& |

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —7 L® Management Center ~D7 —4% A L H—T = A AT JEA
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESNET,

Z O Threat Defense % & Fi9~ % Management Center % H5E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#27 N L Af5E TX e WAL,
DONTRESOLVE Z L 3, W7o SSL i HALfE T v 1% 2 B DT /A AMIC
ST 212i%, 272 < TH 1 AL EDT /34 X (Management Center & 72X Threat Defense
) \ZEIEFEAREZR IP 7 KL ARWMEETY, 2D~ KTDONTRESOLVE Z45ET 512
WX, BIERREZR IP 7 R U A FE /iR A b4 ) Threat Defense (2% T,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT ¥
A LBEEF—ERELET, BEEF—1X37 XFUTICTHIXLERDH Y £9, BT
WZiE, T (A~Z, a~z, 0~9) \ BIOANA T2 () REVRHY 7,

* nat_id : Management Center CTHH5ET 5, EET—ED 1R OXLFHZHEE L £,
BFHIZT =2 A 2 —T7 oA A&MEHT 5561, B8k I Threat Defense & Management
Center D] J7 T NAT ID ZHET 24N H D £, NATID (3 37 LFLUFIC T 242N
HYET, AHRILTFITIE, BT (A~Z, a~z, 0~9) | BRUOANA T2 () 2 EDR
HVFEF, ZDIDIX, Management Center [ZEEXT HMOT A A IIEHTE EHA,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNA A% ) T— P HAITHEE TE S L 51T Threat Defense v v FF 7 LET,

VAT A EBYNCY vy NE DT A ENEETY, BMICER T 7R\, B A

AVFEMLIEVTEE, BRR T 7AN AT LAOBRELSIER-ITZERNHYET, Ny

I 7T RTIHFICSEDO T a ANEITEINTEY, EIRT 7 7 &k \i=v, EIRZ Yk

L7Z0T25E, VAT AETL—ATN Ty y NI UTERNIEERZTEBNTLLEE

AN

a) shutdown =~ K& AHLET,

b) EIRLED & A7 —4% A LED #8£LC, Vv — Y OBFENUIM SN TND Z & &R L
x4 (LED 2NH4T)
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N |

¢ VY —YOBENIEFICUE SIS, LEISCTERT 7 7 2h&E, Yy —v b
HEIZEREZBR D A LR TEET,

XHEADA R =)L

D AKE )Y & Threat Defense 52 11 HL-> 726, A v X —T = ANDA X —F v MZ
TIRATEDLLEINE, 774 T U —NIr—7 Ve L CEBRE A T 5720 TH,
EoTBHE, FROFHEFIIREEZRE T CTEET,

274 T 94— LD — T )L

ATy

ATvT2
ATvT3
ATvT4
ATvTH

Management Center & FE 2 > B — X XU E— M OAKRMIZH U | Threat Defense (ZiFA ¥ —
v MEH CEIETE £9°, Firepower 2100 % 7 — 7 /LA T H121%, IROFIEEZ S L TL
7ZE0,

X39:)E— FEBEERRAOT—JILIER

(" Outside "
b _/’l

l_ outside (manager access)
fHiemm aaam‘@ﬁa 2 EEEL S

=]
[SRala]s] [=]=]
aeEeAAAAAAAAARAAAR mpmel I 1 T lem
) 2 PSS
@255 am

L LT

L L)
BEE®E
ams

o]
amEm
HEE
amm

Console
ports

[ Inside

h -

Oiher- Data NeMorks

Management Computer

FIE

Ty —T &Y AT E£9, Cisco Firepower 2100 Series Hardware Installation Guide &z 2 L C < 72
é 1/ \O

SNERA > H —T =4 A (Ethernet 1/1) Z4MEBL— 2 I8t L £ 97,

WA > &2 —7 = A A (Ethernet 1/2 72 &) ZWNEAA v FETNV—FITHHRE L £7,
BODA L HE—T oA RO Fy N —7 B8R LET,

(B BHa Ya—FEary—LiR— MIERLET,
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1) £— k Threat Defense [= & % Management Center D& |
B 7« xommEEA

T, BERIERT 372002 0 Y —VEERIIVNEL Y A, 72770, T TNV a—
T4 TIIRBRIGENH Y 77,

_\\ 47\0) /J?:]:R/-\

BFEAA v FIT, ¥ —VOHRDOEBRES 2— L 1 OLEICHY T, T AT L~DE
BEGIET D R AL v FTT, BRAAL v TFRAZ UL DNEIZHDGETT, 33V O
AR NA By NOBRNEREY 2 — AN HMESN. RVOEERIZIA IR0 £
Ty AA v TFNAOMNMBIZHDEEIL. 2V OEBENRA AR . AT ANEEILE
7

\)

(GX)  Threat Defense % #)® CEBIT 2 & &%, FIHHMKIZK 15 ~ 30 500020 £,

48 H RIS

T AR L TEEEOSWEN 2T 2 Z ENEE T (& 2E, BEEEREE
(UPS) #fEH) . BHIDY ¥ v NE T U EHITDIRWTENNKRDND & Ejtiﬁ774’ﬂ//
AT LOBREZERI SR T AR H Y 3, Ny 7 7T T RTIEEICEZEDO T 1t ZH3 5%
ITENTWT, BAINKRDNDLE, VAT LAETL—AT Ly vy N T TEERA,

FIE

ATY 1 BRa—RET A AR L, BRI Mo L £,
ATV T2 TARALZAOEMEIHDEIRAL v F 2L E9,

ATV T3 FAL AOHHENICH D PWRLED 2R LE T, OIS L TWAEEIE. T34 ZADER
MASTNET,

SYS LED

(il il il il
PEERAEREREREEEAERERE®
mEmmEmEmr -,

E

= E [ B B
= B S

f
PWR LED

ATV T4 TN ADHEIZH D SYSLED ZHER L £9, SEAICAT L TWDEAIL. BIRKEAREZE
AL TWET,
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progEscks5mEE [

GE) BIRAA v F 2T 7OMBICENTHINC, ATLINT L —RA TN vy N EE
1TT& DX 9 Cshutdown 2~ > REMHLET, R TTD2ETITEID»NDIHEND
NET, JL—RTIN ¥y METUNRETTHE, a2V =W CIcEli4 7+ %
LTt EFRREINET, BIHASARLOF RS —F B =2 LED BAAT L, VAT
LDOBEREA 7T L[N TECNDLZEERLET, ZNT, AL vF &4 T DN
BEICBEITE 5 L9127 & L7z, Aif/ %L PWR LED 2B SR L, AT L
F9°, PWRLED B5E&ICA 72725 £ TEREZ N2 NTL ZE 0,

Z 5O shutdown 2> ROMHOFEMMZOWTIL, [FX0S 2> 747 L— gy
HAR] #5R LT,

FROEEEICKLDIBRETE

WA B —T 2 A ADDBA L F—Fy MIT 7 EATE D L HICY E— F3HEOEEHE N
Threat Defense % %7 — 7 /L 4%#i9 % & . Threat Defense % Management Center (Z88k L CT /3 A
ADERELTE T TEET,

Management Center~D O %4 A >

Management Center % {# ] L T, Threat Defense % i E3 L OB L £,

FIE

ATYT1 FR=FSINTWL T I UHFEEH LT, RO URLEZASLET,
https.//fmc_ip_address

ATV T2 a—HP—Z L2 TU—-FE2AHLET,
AT9 T3 [vr A4 (Logln) 1227V v7 LET,

Management Center D 5 1 = > X D E{F

FT_XTDT A& A%, Management Center |Z & > T Bkt D5 IcfftsnE 4, 47
varT, WOBETA B AZWATEET,

» Essentials (#47H) Essentials 7 A &z v A,
IPS: EXx2 VT 4 AT UV AL REAR TIPS
e T T TR : ~ v = T BAE

*URL Z4J)LB YT :URL 74V ) T
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1) &— b Threat Defense |Z & % Management Center O & I

. Management Center ® 5 1 2 > X DEF

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN @ #

VAT A AOEEIZOWTIEFE L <X, cisco.com/go/licensingguide 22 L T 72 &0,

1a s BRI
* Smart Software Manager ® 7 71 7 > N BMLEETT,
EETAHT U NEBRELTRWERIL, V7% 2 )y 7 LTHLWT AT REREL
TL7Z&EVY, Smart Software Manager Tl kDT 7 o M &ZERCTE £7,

o (=774 7 A7 7 FERLTHMMEIND) WiEEEHRTICIX, ZFEHO
A=K VT 02T T4V T THU L NTHRE S (3DES/AES) 74 &
VABRFHTEALENDY £,

FIE

AT TN BECORA~Y—F T B VT TR M, BBERITABCANEGENTND Z L &
BLTLIEEN,
TAB AT, VAIETIFREREIENLT A ZAEEA LRI, A~— Y7 by =T
TARL T TAT MY 7 SRTVWET, 72720, BFTIA B A %2BINT 5 %E
D& 5856 1E, Cisco Commerce Workspace T [N THiZE (Search All) 17 4 —/LV R&fEH L
iﬁ‘o

B40:5 4t R1E%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFR G, (B LY —E A (Products and Services) | Z 3R L 97,

41555
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A APID #HELET,
GE) PID BAEONLAWEGAIE, EICTFEITPID B TE £,
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https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense 0 &% .

«IPS, /LT = TP, BELONURL 71 & ADOMAEDE :
« L-FPR2110T-TMC=
+ L-FPR2120T-TMC=
+ L-FPR2130T-TMC=
+ L-FPR2140T-TMC=
EFEDOPID DWF N ZESUTBINT 5 &, IROWT IO PID TGS D B ~— 2D
YT 20 g EEIRTEET,
+ L-FPR2110T-TMC-1Y
+ L-FPR2110T-TMC-3Y
« L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
+ L-FPR2120T-TMC-3Y
« L-FPR2120T-TMC-5Y
« L-FPR2130T-TMC-1Y
+ L-FPR2130T-TMC-3Y
+ L-FPR2130T-TMC-5Y
+ L-FPR2140T-TMC-1Y
« L-FPR2140T-TMC-3Y
+ L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A Rl 2B L T &0,

ATw 72 FIEOHEIE, Smart Software Manager (& Management Center % %6k L &7,

BEkAIT 9 121X, Smart Software Manager THEk b — 7 VA BT 20BN H Y £97, FEMIC
DWW TIE, [Management Center 2> 7 4 7' L— 3y A R] 22 LTI,

i

Management Center ~ Threat Defense &k

fEFH LT 5 BEBH J77512)85 U C Threat Defense % Management Center {286k L £ 97,

Yo 42yF JAED 3 =24 %£HL - Management Center ~D 7 /3 X MDIEN

Yo 2y F Fueva=v 7 2\l TLE, TAAMATHUIRELZETTHZ L, VY
T IVE G TT /3 A % Management Center [Z%$$% T & £7°, Management Center |, Z DHERED
7212 Cisco Defense Orchestrator (CDO) & #ASivET,
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1) £— k Threat Defense [= & % Management Center D& |

. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

&

ooy Fruebeva=m T BEATAHE UTOA ¥ —T =2 ADRFERRESINET, il
OFE (NHODHCP Y ——, T ERartg— LR ) — XU TFT 4/ —r )
IERESNARWVWZ LICHERLTLTEE N,

s A=Yy ML SN . DHCP b D IP 7 R LA, IPv6 HENRE
A=Yy 12 THE | 192.168.95.1/24

«F 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHS

YoXoFuobePa = EDHCP A LETN, T—H A X —T A A LG Ak
TIEDHCP YA — h STV RN, @A AMEIIEEA V74— T oA AT 5551
DOHYHR—FENET,

1R BRI

cHLWT AL RZHNVYTHZENTEDLLIC, el b 1oDT 78X a3y hua—
JL 7R Y 3 —7% Management Center ([Za% & S TWDH Z & 2B LE T, CDOZMEH L TR
U—%BMT5Z LIxTEERA,

« TNA RZRTY v 7 IPT RUALTILFQDN e WA, F/IdFBA v 4 —T = A
A& 554614, Management Center ™37 Y » 7 IP 7 K L A/FQDN % & L
(Management Center EH A > % —7 = A ADIP T KL A L BIp D4, 72L& 2iE. NAT
DBERICHDLE) . T ANERER A cE A Lol LET, 2L TLES
VW, ZOFEFIZCDO T/XZ U w7 IP T RLA/FQDN 3% ETHZ L b TEXET,

FIE

VUTNEGEER L TT A AZPOTEMT 5 & &%, ROFHRSEGZHZ L T 505

NV FET, WIEILEL, A%y 7 LT, CDOICT A AZEHFBMTEET,

a) Management Center C, [T/31 X (Devices) |>[T/\1 A& (Device Management) ] %
EOET,

b) [EM (Add) [ Fey 7 XU A=a—nb, [T/3 A (Device) | &R L ET,

) Imbeva=r7hRAD [ TNES (Serial Number) 227 Vv 7 LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

42: ) TILEETT/INA R%EEM

Add Device ()

Select the Provisioning Method:
Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) CDOT7Hhvy hZERLET,

GE) BEFORI % @ SecureX 3 X NCDO 7 A ¥ > M & T TICR > TV A HEE, Zib
BV SEDHRERDVET, THV Y bDYU 2T OFERIZOWTIEL,
https://cisco.com/go/cdo-securex-link 2 &M L T 72 &0,

FET AT FRBRWEEIE, ROFINEEZFATLTIZI Y,

» Cisco Security Cloud (IH SecureX) 74 v v h&ER L T, ERIFIEIZONTIE,
CDO D~ =27 VEZRLTIIZIN,

cCDOTF v raVIZZARLET, HFLWCDOTF > rDU 7 & MTOWTIE,
CDO D~=a T IIVEBRL T EEN,

e) Management Center % Cisco Security Cloud (IH SecureX) &#ALES, Vo722V v s
L C. Management Center O [SecureX & D& (SecureX Integration) ] -<— I & B & £,

[SecureX?DEH XN (Enable SecureX) 1427 VU v 7 LCHIOT T o447 %%, Cisco
Security Cloud 7 7 7 > MZm 7 A L, Rahlea— FE2fERLET, ZOX—UNR
Ry TT o7 TRy H—ICEoTT Ry 7 SN TRV LR LTSN,

FEZ WL, 2ZRL T3,

Management Center & Cisco Security Cloud Z#t & L72#%. CDO (34 7L I A Management
Center # 4> AN—7 47 LEY, CDO X, BnZyFrnbeya=r7 2@ESES
722 A X | U IZ Management Center Z 4% & L £ 9, CDO (T & % Management Center
DY R— NI, TAADFVR—T 4 7 EHEKRGRT /SA ADF/R, Management Center
BB T B4 7 V=27 FOFRR, $ LU Management Center O FH ALE BN BRE Z 41
TWET,
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

((¥) Management Center /~1 7 XA 7 U 7 ¢ X7 OEAIL, B4 U Management
Center % Cisco Security Cloud AT HLELH Y £,

f) EEBEVTWARWEAIZ[CDONEEE) (LaunchCDO) (%227 U v 7450, Ainrbnu s
A > L %79 : https://www.defenseorchestrator.com/,

CDONRy 7T v 77 uyI—IlL> Ty 7 SNTWRNI EZHER LTIV,

ATw 72 CDO#FviaiR—FK (https://www.defenseorchestrator.com/) T, [A>7R— K (Onboard) ]

{ + onoud \EEUPIIENPREES
ATw 73 [FID] XA V&7V v 7 LET,
R 43:FID 2 4 )L

FTD

Cisco Secure
Firewall Threat Defense

ATw T4  [FIDT /A ZADEAUESE (Onboard FTD Device) ] [T, [V 7 /A&FE 5O (Use Serial
Number) | %7V v 27 LET,

H:I)F7ILVESEER

ToD | {, Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
2 = manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (£
Firewall Threat Defense

Eicm. .2 a .
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
R Gnboard a device using a registration Use this method for low-touch environment

key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ £ 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

ATvT5  [FMCOER (Select FMC) ] T, VAR5 [A 27 L I AFMC (On-PremFMC) | 3R L,
[k~ (Next) 127V v 7 LET,
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| 1) &— | Threat Defense [~ & % Management Center O & B
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

45: FMCO#E IR

o Select FMC Select FMC @ For more details, Click Here

|l Select v]

Cloud-Delivered FMC
Firepower Management Center (Recommended)
Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset

FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (/37 U » 7 IP 7 R L A E 72X FQDN VR E SN TWAHEAE L. #IRZIC
FRINET,

46:/X71) v 7 IP7 K L X/FADN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BN WEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 7 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 RLA/FQDN 2R ETEET, MOXAT O TRy 7 ANKRINE
o
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

47: FMC/ 7)< & IP/FADNOD % TE

r -

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 Y Z7IP7 RVAFQDN Z#3%ET H46EHH Y £9, CDO i L THARXE
THZLITTEERA, B F Y Management Center TiXET D LERHY 3, %
ZRLTIESN,

ATw 76 [ (Connection) | T, T XA ADV VT NEEELETNA AL EALET, Next] 227V v
7 L\ijﬂo

48 8

0 nnectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
é h vill attel S ] h
[ JAD253802GB J [fp-1010-1| ] onboard, then CDQ will attempt to connect to the
device
Next

Important: Only FTD 1000, 2100 or 3100 series devices
(running on software version 7.4 or later) are supported.

ATF9 Tl [INRART—FEDYtvy bk (PasswordReset) | T, [lELY... (Yes.) 227 Vv 7 LET, T34
ADHF LWWRAT —RE AN L, ZOHLWARRAT— REHEZRL T, [k~ (Next) %7 U v

7 LET,
YuZyFrueya=r 7 Oa, T ATHHTH L0, A A =S T D %E
NV ET,

GE) 7/ 4R a7 Ay L TRRAT—RKE ey bL, ErZyF o ya=r7 2
T DEICREEET L2286, Wz, (No.) 147 v a v 2%IRT 5
VENHVET, PuXoFrabeya=r 7 28T 53R EIIZEH D20, HA
A=V EORBERH LG EERE, TS Rl A 0352 LRI ER
Ao
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| 1) &— | Threat Defense [~ & % Management Center O & B

Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

49: X RXT—FD Yty b+

0 : - - . . © Password must:
1) Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

2
number. Learn more (7 - Have at least one lower and one upper case letter

) Is this a new device that has never been logged into or - Have at least one digit

configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

ATy 78 [HRYUT—FHYET (Policy Assignment) | C, Favy 7 Xy A=a—%Hf LT, T/3 A
D7 7EA ay br—L R —%RR L EJ, Management Center |2 Y > —2 B L TV
72VGATE. 2 2 C Management Center ([CEEI L, BINT 2 X4ERH Y £, [Next] 227 U v
7 LET,

B 50: K1) —&|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

AF9 T [T AV VT3 T4 A (Subscription License) ] T, T /3 AD T A & A%ER L
F9, Next| 27 Vv 7 LET,
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

51:4 TRV Foavs4€0R

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN
Next

ATV 10 [T (Done) 1T, CDOILHERENDT /A AT~V ABMTE T, T4 51 Management
Center TIIMEH SN EH A,

B 52:487

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

=
b
Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~— 2B ME N E
o [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZA&EEKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHEBITCDO A X2 K
IR R TEET,

N A v H—T 2 ATy FTubva=r 7 AT 554, CDOIEDDNS 7z
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHNBTDDNS 2N LET, ZoHNL, Er¥ v F7rn
EVa = TR ATORYR—FENET,

e IR IP 7 R L A% 7R A M4 serial-number.local (2~ > B 7 LET,

¢IP 7 RV A/RA NG~ v B 7 % Management Center (22l L, RA RNAEZIELWIP 7
RURICHERCTEX A LI LET,

*DHCP UV —ANHH INTHERE, IP 7 L ANEE iz 84|12 Management Center
(AL ET,

BEHA L —T A AT Yy FTuya=r7 2HHAT 554, DDNS IV KR — b X
NEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZF|
TRETHLIMNENH Y £,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| 1) &— b Threat Defense |Z & % Management Center O &
F )12 & 5 Management Center ~D T /34 X D:EMN .

CDO %#75| & #i& DDNS 'u A X —& L THEMT 5 Z &b, % T Management Center ¢ DDNS
HEERDOFNICEE T L L TEET,

F (- & %5 Management Center ~D T /31 X DB

TNAADIP T RUAETIIARA MMy & BEkF—Z2H LT, F#)T Threat Defense %
Management Center

FIE

AT w71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A% H (Device Management) ] DJIE|Z
HEIRLET,

ATv T2 B (Add) | Fay7H oy URARNML, [T ZADBN (Add Device) | 2R L £,
BHRX— AN T 7L P TEIRERL TV ET,
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1) &— b Threat Defense |Z & % Management Center O & I

. ZF&)(Z & % Management Center ~D T /31 A DB

53: BB FX—ZFERALI=T /N1 RDiEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

WDINT A =R EBELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense M IP 7 KL AR A b4 & A L %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L7-%
HlE. ZOT7 4=V REEOEFFIZLTE I ENTEET,

[l Cisco Firepower 2100 2 4 — + 7 v FH 4 K
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| 1) &— b Threat Defense |Z & % Management Center O &
F )12 & 5 Management Center ~D T /34 X D:EMN .

GE) HA BREZCiL. M5 Management Center 73 NAT OERIZHDHE. 774~
Management Center D75 A | 1P & 721344 /72 L C Threat Defense % 5§k CTX 97,
7272 L. Threat Defense % &% >4 U Management Center |2 %%k % 21X, Threat
Defense D IP 7 RLUANKRA M ETRET D MENH Y £7,

[ =4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%%— (Registration key) ] : Threat Defense DI FIDOFHE THE L1=H D & [F Uk
F—x2ANLET,

s [KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCHWAEAIL. TXAM A% —T7 K
AATEHID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—7 28D Y CE
R

s [T7®AzZY bu—/LKR Y T — (Access Control Policy) | : #IH#IAR Y > — %@L £7,
FHTEZMLERD DL Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELEELELTCRNT 74 v 7 ZFFA[T
HIZEWMTEET, HENLIEA~D T T ¢ v 7 DFFR] (44 ~—2) | ZBRLT
<TEEW,

B 54: 5 LULvKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
WA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V b tX=2T7 27747 N VE—FTI7EAVPND T
A B AZEHATEET,
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1) £— k Threat Defense [= & % Management Center D& |
B zxonerausokys—omE

* [~EONATID (Unique NAT ID) ] : Threat Defense DHE#IDiRE CTHE L7z NATID % &
E l./ \i j—O

s [’ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFALET, 2O T a U EAMIL TIPSO Snort 72 EDA X "3 U H—& i
THalE. T ABRRER E LTA XY M AZ T =25 E X v N7 — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MER T 23 Management
Center [ZIXE &4, N7y MTF—HZITEEINLET A,

AT9 73 [BE Register) |27V v 7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY A MBS ET, KRLESGEIE, =7 —AyE—UN
FREAVE T, Threat Defense 7238 ERICKRIM L 725G 13, IROEH Z#HER L T IZS W,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4 L T Management Center O IP

7 KL A~ ping Z#FE4T7 L £,
ping system ip_address
ping 23N L 72V A0E, shownetwork 2~ > REMH L CTxry NU— 7 REL MR L F
7, Threat Defense HHIP 7 KL A ZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHEHL TV aMR L, AL TVDHEAIEINATID 2 H L T\ Z & &
7 LEJ, configuremanager add ==~ > R4 i L T, Threat Defense Tk — & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72X
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI LTIANRE R 2 ) F 4 Y R BIET BRI CH L
\i—a_ﬂo

A v A =T =2 A AL A A —T 2 A N, L H—T = A ATAZT (v 7 1P
T RULRAZED LB TES, v K=V ¥ TV EAREDO L LTA L H—T =2 A AD
BEARBRELER LE LN, FEZ0A 0 H—T 2 A Fa )T 4= 2EI) 4T
LMENRHY £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T =2 A APAT A L7,
TR hr—b NEWOIE~D T T v 7 ZFFAI L LT,
*SSH: ¥~ —V ¥ 77 8A A F—Tx A ATSSHEZHMZLET,
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| 1) &— | Threat Defense [Z & % Management Center O &

AB—T 1A ADHKTE .

A3 —T A RDHKE

ATvT1

ATy T2

ATvT3

0—%yF7ru ey a =7 E IR EIC Device Manager 256 IROA 2 —
T A APFHRRE SINET,

A=Yy U/1: 4B . DHCP HD 1P 7 R LA, IPv6 HEIREE

oA —Hxy 12 THER) | 192.168.95.1/24

« 77 AV hb— bk SNIA X —T = A AT DHCP 24 L CHufS
Management Center (2% 2% RiflZ Device Manager W TiBIND A > ¥ —7 = A A[EH ORE %
FITLI%A . TOREIIRFSNET,

WFIIZLTh, T AOBREBITEMDA v F—T 2 AREEFITTIHLEND Y £
9, Threat Defense f v Z—7 = A ZAZHHIL, FNbortxa VT 40— 2FD B TT
IP7 RLRAZFRELET, .

WOFHIClE, DHCPIZ L AARX T 4w 7T RL AL L—F v RE— ROWNIPA L HX—T =1 &
PHEAHLCT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

[T /34 A (Devices) |>[7 /3 A& H (Device Management) |DNEIGERIRL, 77 AT V4 —
Ao [HRE (Bdi) ] (£) 227V vyr LEF, >
[ ¥ —7xAA (Interfaces) | %7 U7 LET,

E55: 43— AR

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
[
Q Search by name Sync Device Add Interfaces ¥
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q
GigabitEthemet0/0 Physical Disabled v
GigabitEthernet0/1 Physical Disabled d
GigabitEthernet0/2 Physical Disabled d
GigabitEthernet0/3 Physical Disabled rd
GigabitEthernet0/4 Physical Disabled rd
GigabitEthemnet0/5 Physical Disabled Vi
GigabitEthemnet0/6 Physical Disabled Vi
GigabitEthemet0/7 Physical Disabled Vd

WEBICHE 254 2 —7 =4 2D [#m&E (Edit) | (£) 2270 v 7 LET,
[&f% (General) | ¥ 7HRFRINET,

Cisco Firepower2100 22— +7 v 7454 K ||}
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B s—ozrzoux

56 : [General] & 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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AB—T 1A ADHKTE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
57:[IPv4] 3 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

58: [IPv6] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUvZr LET,
ATy Th AR \HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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59:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy TS5 [{#fFE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 L CEBICKT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

[X| 60: DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

61:H9—/N—D3EM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

R —
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT
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B wozz

Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D E
—f&E 72 NAT b— L Clidk, WET RLRAENBA > H—T 2 A ZADIP T KL ADKR— MMIE

Bl EdT, ZOFATONATL—ILDZ bZ AL —T A A R— KT KL AZLH (PAT)
EIENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 V 7 L, [#LLKY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w2 LET,

ATy T2 KY)o—lhiiathr, R o—2EMT 274 AL, [fR(F (Save) |27 U v L
ij—o
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NAT D& E .

62: 5 LR >—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
63: NATR!) > —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

Cisco Firepower2100 22— +7 v T4 K [}
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64: EAXIL—ILDFTay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

E65: 4B —TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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NPETN |

66 : Tifh
Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %2 U v 7 LT, +_CTOIPv4 FF7 1 v
7 (000000) DXy hT—sFTVx s FEBEINLET,

B67:HLWARY bI—0F TPy b

New Network Object (2]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZDO—EE LTNAT BT 2720, VAT A
EFOany-ipvd 47 V=7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DFEEIE (Translated Source) | : [5855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,
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B navons~o 574 v o0

ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BB K T D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall
traffic) | 77 ®A arbra— L R —FERLIZGEEIL. T AZ@BRTAH T 7 4 v
I EFTATDHEOICRY —I— AV ZBINTH20ERH Y E3, IROFIATIE, NHY —
NI — ~D T T 4w I EFATHNL— BB LET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR Y 2 — (Access
Policy) ] DNEIZIEIR L, ZRUTKHT DB ICHI D Y THNATWDLT 7R av hr—L R
o [#RE (Edit) ] () 22V rsLET, > >

ATY 72 [Jb—ILEEM (AddRule) 127U v 7 L, RONTA—=ZEBELET,

68:)L—ILDEN

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory W@ Intrusion Policy | None B File Policy | None

q Zones Networks Ports. Applications Users. URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
Collapse All Remove All Collapse All Remove All
ZONE

~ 1 object ZONE | v 1 object

- [&8] (Name) | : ZON—VIZARTEITET (72 & 21X, insde-to-outside) .

« ER L1=#{ET (Selected Sources) | : [V —2 (Zones) | InHLINHEEY — 2 IR L, [#
{ExJ—%EM (Add SourceZone) | 227V v L,

c[EIRLT=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —>
(Zones) 1 P BANEE Y — AR L, [3B5% Y —>2 % BN (Add Destination Zone) | % 7
Vv 7 LET,

MOREFZDOEFIZLTRBEET,

AT T3 [Applyl 27 U v 27 LET,
L=/ Jb—/L (Rules) |7 — 7 /VITBMEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 24 XTOH SSH DEETE

A v H—T 2 A AT EDT —H A X —T = A AT Management Center 7 7 & A & AN
L7eBa1E, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,
Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5# 2 A 023
% HFECOWTHALET,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH
TR L ERA,

BHA L F—T oA AL, T ADOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ 7T NA AZFHRE L, BT D70 SNET, T—F A ¥ —T = A AD SSH
X, BHEA X —T 2 A AD SSH ENFEB L OB —Y VA N E2HFLET, 2Otk
EITBEPNCRESNE T, T—F A F—T A ATE., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 24— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — R CLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA 2 —T A AOA, SSHT 72 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =~ KU 77 L . A @ configuressh-access-list =~ > RZSMML TS, A¥
T A w7 — NEFRET HITIL, configure network static-routes =~ > KA LT 72
WV, T 74V FTIE, PIHIERERICEREA VAT A ANBT T A b — N ERELE
7

SSH #3521, FARIP T RLREZHFTHT 78R LV—LIHVEHY FHAL, ZD
Y7 arOFMEIES>T, SSHT 7 B2AEZRTETHILERH LHET T,

SSHIZ, ZEERRERA L F—T = A AZOAEHTE LT, SSHAEA MDA o F—T = A
ANZHDEGE . ANA B —T 2 A A~DEBEE RGO BB TE 97,

SSH I%, DK FHE LI NF—MER— N L TWET,
« 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
« 524 : hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSHZMFEM L7 CLL~Dwu 7 A 3RATH 3 Bl L TRIT 5 &, /54 20D SSH #5513
TLET,
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1) £— k Threat Defense [= & % Management Center D& |

B <o 7rex7-5108—Tz12TnSSHOEE

1R BHHEIIZ

« SSH N —#—I%, configureuseradd =~ RZfEH L CCLITOARETEET, .
T 7 4V T AIIRRERHZ N A U — R&230E L7ZAdmine—F—2F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N 74— L5 E T [IMHBFRE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A bERIEFR Y NU—J 2EHKTDLIF Y hU—7 %
TVl MRMETT, A7V e ar—U 00— e LGEINTEETR, IPT
RLAZADITN—F M ETH-0ICA T V=7 N I —T 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry NU—2 AT V=7 MIEHATEE
A, KOV IT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKTE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERETZITRELET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft 27l 4564 #—7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHEZZ T AND A v F—T =24 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHKIBLET, HlLxDIPT FLAFRL, Fv hTI—27 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTE LWL—AZ2BINT 50 [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFaRT 4 EEELET,

o [IP Address] : SSHEi #7Frl T DR A MEIZFR Y NV =V 2/ET LRy hT—7
FT 2l NERIZITN—T, ATVl MRy XA a—0bLERT S
N FREFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTATREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
ToHA LV E =T oA ARGy —2BMLEST, Y=l 2 —T x4 AT
X, BIRLFY -4 2 —T 24X (Selected Zones/Interfaces) ] U A D FD
T4 =NV RIA o F =T =24 242 AL, B (Add) 1227V v 7 LES, L—
TNy I A B =T oA A BMTHZLLTEET, BRSNTWNWDHA U F—T =
ARETNL =BT N RCEENTND EXZDIH, ZIHDIL—)LRNT /A A
WA S VET,

) [OK]ZZ7 VU v7 LET,
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zzorn [

ATvT4 [Save (RTE) 127 Vv LET,

RED R

Zi T, [EE (Deploy) 1>[EB (Deployment) 1227 VU w7 L, B0V Y THT A AR
U REATELLOICARD E L, BHEIRY -2 BT E TEMICRY A,

HEDEE 2 BB T HP IR L £, ZRZRFHTLETE, 74 A ETEOR
BHT 7T 4712700 £H A,

FIE

ATv 1 ALEO[EB (Deploy) 127V v27 LET,

X 69: ERH

Q €@ # @ adminv Ul sEcURE

2Ty T2 REARRBEOBAIL. BEDT A ADF = v 7Ry 7 ZeAd Az LT BB (Deploy) 1% 2

U 2B [FRCTEM (Deploy All) 157 U 27 LTHRTOF AL 25 EHLET
ENLSNDOGEIE, BINOREHA 7 Y a AR ET D720, [mEREB (Advanced Deploy) ]
7 Vv LET,

70:3 NTERM

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment &

node2 I Ready for Deployment £
5 devices are available for deployment iz
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1) £— k Threat Defense [= & % Management Center D& |
DT IR

7 SEGER

1 device sel

lected

Ad]

>
>
>
>
>

Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BEANSESH LI L2l LET, BEORAT =X 22T/ T 5121, A==2——0 [EH
(Deploy) 1 HRZ > OEMCHALT A a7 v 7 LET,

H72:BART—% X

=]

|

i
l'

O 0 0 00

Objects Integration Deploy Q @ adminv  ludh sEcuR

Deployments Upgrades @ Health O Tasks (/‘. Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
1010-2 Deployment to device successful. 2m 13s
1010-3 Deployment to device successful. 2m 4s
1120-4 Deployment to device successful. 1m 45s
node1 Deployment to device successful. 1m 46s
node2 Deployment to device successful. 1m 45s

Threat Defense 5 KX U FXOSCLI~ADT7 o £ X

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT2DE Yy N7 v 72T, AR
WYATLDRNT TNy a—T 4 T HITVET, CLITy v a bR —2RTETHZ
LITTEER A, CLIIZIE, av Y=L R— R MNIEEHELTT 72 TEET,

~Z

\}

TNy a—F 4 T DEHIZS FXOSCLIIZTY 7 B AT £,

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —7 = A AZSSH THEfi Cx£9, a2/ —/L
ToTg LT8R, SSHY v g 135 7 /b kT Threat Defense CLI 1272V . connect
mm:vyP%ﬁmLTmecum%ﬁﬁ%iﬁo$H%ﬁm@4y&~7:4x%%wf
WHBA, B TT— 4 A2 —T 2 A ALDOT RLAIZE R CEET, T—HF A F—T=A
x«@%ﬂ?&kxm?7¢whfﬁ%ﬂ&ofwiﬁo:®$@Ti\77¢whfmms
CLI 725 ay Y — ViR— T 7 BRAIZOWCHBLET,
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ATy

ATy T2

ATvT3

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

FIE

CLIiCu 7 A T2, FHlarYa—FEar Y —/LiR— MIER LET, Firepower2100
{ZIZDB-9toRI-45 > U 7 )L —T7 R L TV D72, 85kt d 53— K3—=F 4 D
DB-9-t0-USB > U 7 W — T AR 5355000 7, THEHOANL—FT 7 v R
T AIMERUSB YU TNV RIARNESTA A N—LLTLLEE, Y —/LikR—ME
774/ N TFXOSCLIIZZ2 Y £3, ROV T AREEFEHLET,

* 9600 7R —

87 —H B b

e NUT 472

1 AFy7 EYEH
FXOS CLIIZ#fi L £7, =—V¥ —4 admin &, HIiE > N7 v THECHRE LT12/SA D — F&
EHLTCCLLICr 7 A LET (F 740 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A %IZ, CLL CERARER 2~ > FOIGFHMA MR T 2121, hep £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LT 7EE,

Threat Defense CLI Z#& T3 5121%, exit £72i% logout 2~ RE A LET,

Zoa<wy FZEY, FXOSCLI 7u 7 MIEY £9, FXOS CLI TR 2~ FiC
DNTIL, ?ZASLTLIEENY,

1

> exit
firepower#
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B s s—orrzxcoemEEGEO ST A—F 100

_\\

— B A B —DIARATOEEBEGEDO NS IV a—TFTa0 Y

5 L DY R — b : Threat Defense

HHOEMHA 2 —7 = A AZEHT 518 V2, Management Center |27 — % A X —7 =
A A& 5%4 1%, Management Center C BB T D O A v 4 —T7 =24 XLy b
U—J OREEEETH LR EZTW LWL D ICER LET, BRI DB %
Management Center (2B L7 BRICEBRA L H —T = A AXA T2 ERBT 56 (F—2nhb
B~ FREEENLT—HFN) | A F =Tz AL Xy NT—7 OFENIE L K S
TV & EEEER N KDL D PR H Y £7,

IOy 7, FEHERN KON ED N T TN a—T 4 VTR ET,
EEBEHGAT—2 ADERTR

Management Center C, [7 /NA A (Devices) |>[7 /31 A& # (Device Management) ]>
[7 /34 A (Device) |>[&# (Management) |>[FMC7T 7 & ADFEM (FMC Access Details) ]

[ﬁé‘ﬁfx 7 —# A (Connection Status) ]3— Y DJEIZER L TEBERLD A T — X R & fife
HALD L/ i —é«

BHEEEHG DO AT — X A& FKorT BIZiE, BRIIKT B85 CLI T, sftunnel-status-brief =
<~ F&2 AN LET, sftunnd-status 25 LT, LV 2R ERE2FRTHILELTE
9,

A AR OEGEOH I EZRIR LET, 7 F v oo [Edk] HHRe/n— kb —
MERPERINTWER A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

7y RO OH A 2 RITRLET, E7F v rbin—he— MERRFR SN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J RO KT

BB KRS 2 B5 CLI T, 4 BLE L O Management Center 77 B A 7 —H A4 X —T7 = A
ADRy U=V REEZFKRLET,
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show networ k

> show network

Hostname
DNS Servers

Management port

[ System Info

IPv4 Default route

Gateway

IPv6 Default route

Gateway

State

Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers
Interfaces

MTU
MAC Address

Configuration
Address
Netmask
Gateway

Configuration

[ brl

[ Proxy Infor
Information -

[ GigabitEthe

[ ITPv4

IPV6

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled

Up

Management & Events
Non-Autonegotiation
Auto/MDIX

1500
28:6F:7F:D3:CB:8D

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces ]

GigabitEthernetl/1
rnetl/1l ]===============
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F

] ______________________
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

Management Center ~® Threat Defense D& FDIER
BBk 2B CLI ¢, Management Center Bk T L7 Z L 2R LE T, ZD=

<~ RiE, BHEROBRED AT =X A2 ERTHLOTIERWE

Y,

show managers

> show managers

Type
Host

LTLZs

WCHEE

Manager
10.89.5.35
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Registration : Completed

>

M anagement Center [Z ping 9%

1) £— k Threat Defense [= & % Management Center D& |

BRI T D5 CLI ©, ko a~> REFEHL T, T—4A v Z—T A AND

Management Center {Z ping L ¥ 77,
ping fmc_ip

BRI DICLITC, RDa~» REEH LT, HH8A ¥ —7 = A A7) b Management
Center [Zping LET, ZHUE, Nv 7S L—r N LTT—H A U F—T = A RA|T)V—

TATINET,
ping system fmc _ip

Threat Defense RERA 22— T T A AT Y FDXY TF ¥
BT BB CLI T, WEl Ny 7 T L—r A4 v ¥ —T7 oA A (nlp_int_tap) T/37 v

Xy 7Fx LT, HEEAT Yy RFEEESNTODLINE I DEMHERLET,
capture name interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

NI B —T A RADRAT—R R, ffet. BLXUNTry FEOHR
BN B BAE CLI T, Wiy 7 FL—r f v Z—T7 =4 A (nlp_int_tap) (2T 5

HMEZRLTIZEN,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up,
Hardware is en vtun rev00, BW Unknown Speed-Capability,
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

line protocol is up
DLY 1000 usec

0 ignored, 0 abort

0 interface resets

O O O O Ul oo o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
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5 minute output rate 0 pkts/sec,
5 minute drop rate,

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

0 bytes/sec
0 pkts/sec

Control Point Interface States:

Interface number
Interface config

is 14
status is active

Interface state is active

IL—T 4 > & NAT OFERR
BB T ABEEICLI T, 7 4/ hl— K (S¥) 2SBMSh TS 2 b, BLovEHEs

VB2 —7xA A (nlp_int tap) T

show route

> show route

Codes: L - local,

D - EIGRP,

N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,

i - IS-IS,
ia - IS-IS
o - ODR, P

P NAT V— A BNFAET D 2 L AR L E T,

C - connected, S -
EX - EIGRP external,

static, R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

E2 - OSPF external type 2, V - VPN

IS-IS summary, L1 IS-IS level-1, L2 IS-IS level-2
inter area, * - candidate default, U - per-user static route
- periodic downloaded static route, + - replicated route

su -

SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside)
service tcp 8305 8305
translate hits
(nlp int tap) to
tcp ssh ssh
translate hits =
3 (nlp int tap) to
ipv6 service tcp 8305 8305
translate hits 0, untranslate hits

source static nlp server 0 sftunnel intf3 interface

0, untranslate hits = 6

2 (outside) source static nlp server 0 ssh intf3 interface

0, untranslate hits 73

0

4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
T DD ERTE DHE

service

(outside) source static nlp server 0 sftunnel ipvé intf3 interface

WDa<y FEBRBLT, thoT_XCORENFEET DI 2R LET, Zhbnav

v KD < 1%, Management Center @ [7 /34 A (Devices) |>[7 /3 A& H (Device
Management) |>[7 /34 A (Device) |>[®# (Management) ]>[FMC7T 7 & X DAl
(FMC Access Details) ]>[CLIH{ /] (CLIOutput) ] X—Y CTHiEiR T& £,

v

Cisco Firepower2100 22— +7 v 7454 K ||}



1) &— b Threat Defense |Z & % Management Center O & |
B s s—orrzxcoemEEGEO ST A—F 100

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDE#HARIM L - ES M EHERT S
BT 5 B4 CLI ©, DDNS OBEHRR L= E ) nE iR L 9,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

WHNZ IR L2 35A1%. debughttp =~ K& debugsd =~ > R&EMAL £, iEAE
DORGEN R L= 5E1E, b— FEEHERT AL AL VA =L ZNTWDH Z L 2R
LET,

show crypto ca certificates trustpoint_name
DDNS OEEZ AR 21213

show ddns update interface fmc_access ifc_ name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225
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274794 —LoERONE [

Management Center 0% 7 7 A JLDFER
https:/cisco.com/go/fmc-reg-error S L T 721,

T77AT7 04— ILODEIRDO I

VAT AEBUNI VY N HI ENEETY, BMICERT T 7 E2kWicy | EIRA
Ay FEfLiznTrL, BERRT ANV AT LOREGZFIERITZIERDY £, Ny
77T RTIREICEEO T o ANFEITSNTEY, BRT 7 7 &2k\izo . BRI
L0 T25E, 77AT U4 — NV AT LETL—A TNy NI TERWI EE2H X
TEBWTLEE,

Management Center D7 /N ZAFN—T 2 L CTT A AOEJRZ YN 575>, FXOS CLI
A TEET,

Management Center ZfERA L= 714 70 A — LD EIRD YT

AT T1
ATvT2
ATvT73
RTv74

ATy TH
ATvT6

VAT LEBEEYNC Y vy MU UTH I ENEETY, BMICERT T V2R EIRA
AvFEMLIZVT DL, BRRTV AN AT IAOREGERFIERITZENHY £, Ny
7T 0y RTIEFIZZHOT o ARFETINTNT, BRT 7 7wk 20, EIR%Z W
LT BE, 77 AT 03— NVETL—RATNY Yy hETUVTERNWILERZTBWT
<&,

Management Center 2/ L C A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
HRET 57 20MICH 5 [fRE (Edit) | (#) 227V v LET,

[T /3 A (Device) 1 #7 %27V >7 LET,

[ AF A (System) | B2 3 a V CITNRL RN vy &A™ (Shut Down Device) | ()
Vw7 LET,

Ta T INRERENTEL, TRAADY Y v NE U UEERLET,
AN T AT U=V L TCWDHERIE. 77 AT U — ANy hE T
THEXIVAT AT e T =X —LET, ROT a7 ERERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

Y= ANBEER L T RWGEAIE, K30 CTU AT ANy Yy RE TV LD &%
R LET,
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B cucosrzxomrso

ATy 717

VEIS U TCERAA v F 24712, BRI 7 H2KNTY v — 0 bR EIR 2 By
NN TEET,

CLI TOT/NA ADEIRA 7

ATy T

ATy T2

ATvT3

ATv74

RDATvT

FXOSCLI Zfifd 5 &, VAT AEZLZRIIV Yy MUV L, T, ADERE A 7IZTE
F9, CLLIZIX, =Y — /bR — MZEfE L TT7 7 A LEF, Threat Defense 33 L N FXOS
CLI ~DO7 7 A2 (104 —) LT TIEEW,

FIE

FXOS CLI C local-mgmt (Z#%f5¢ L £ 7,

firepower # connect local-mgmt

shutdown =~ > RZFIT L ET,
firepower(local-mgmt) # shutdown
i -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Tr7AT I — DYy NET U AT AT a4 —LFE T, kROTar T
MRFERENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIR U CEIRAA v T 24720, BIRT 7 7 &KW T v — v bW ERICEIRZ ELY
Ndzncxxd,

Threat Defense DR E #Hif{T79 B2, [Cisco Secure Firewall Threat Defense K& = X MZ T
THA|WZHAIBHENDY 7 2T A= a D=2 TV EBRB LT EE N,

Management Center D FIZB 3~ B FRIC- DOV Tik,  [Cisco Secure Firewall Management Center
TNA AREHATA R 2ZRLTIIES0,
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4.
=% =R

Device Manager T @) Threat Defense O EFH

CDEDOHRRE
ERAFRE2 T R COT TV r—v gt~ —U Y BHRRT DI, @7 7V r—vayv

X =V x Z/lOT5E (1~—Y) 2ZRLTIEZEIV, ZOEOHNEIL, Device
Manager TO ZBUZKRET 2 B OREBAICEH S ET,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA ORI TV B 2 217 2 BRIZIZ, T34 ADFA A—LRMEIZ/R Y F
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MBETH, Cisco Secure Firewall ASA 35 & OF Secure Firewall Threat Defense FF1 A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TS3AND—RERT—FAV b 774 T 05 —/WZHENGERIERITRE T, BRI
ETHLLHVERA, ZEL, 22— L7 EORETIL. ﬂﬁlkpﬁz/‘%lﬂﬁ%&%{ﬁﬁﬁf%i
T ZOHA. REEERFCSNMP O RS, EEENEABIERE R T 25506
nET,

LU RY =z ROZ R (114 =)

e Xy FU—IRE LT 7 4L FEREOHE (115 <—)

« TA ZDEHE (118 <X—2)

o TNA ZADERKEN (119 <X—2)

e (fER) Y7 hU=TOHEREFLWWAA—Ta DA A =/ (120 2—2)

« (&) CLITOEHX Y NUY—JHREOEE (122 %—)

* Device Manager ~D 1 71 > (124 =—7)

« IR EDTE T (125 X—)

¢« TA B ADHE (127 X—)
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 EIEEIYEY)

Device Manager T Threat Defense D &R |

* Device Manager CTD 7 7 A 7 U 4 —/LOFKE (134 ~X—)

* Threat Defense 35 X TONFXOS CLI ~®O7 7 & A (139 ~<—)

* Device Manager Zfifl L7277 7 A4 7 U 4+ —/LOBEJROUIWr (140 ~—)
CKDAT 7 (141 R—)

IFRY—IRKDARARYD

Device Manager % {8/} L T Threat Defense Z BB 2I121E, ROF A7 2B L T ZE 0N,

A 7 N P
Pre- W, Install the |2 )Review the 3) Cable the 4) Power on the
Configuration firewall network and firewall firewall
—p default —
configuration
v

CLI 5 ) (optional) 6 ) (optional)

Install a new Change Mgmt

software —» Network

version Settings at the

CLI
|
N N N i

Device \7 _/Log into the '\?_ ) Complete the '\'_|__‘_|/-'Fiegister the '-J_%-'Conﬂgure the
Manager device initial firewall with firewall in the

manager —p configuration the Smart —p device

Software manager
Manager
| A
a '/a\l .

Cisco \ 2/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart :::\]_Q,\? Generate a
Software license token
Manager

TrAT I+ —NEA LA =N LET, N—FRU=THRBEHTA R
ZZMLTIZS N,
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| Device Manager T @ Threat Defense 0 &4
wyro—vEEETF I raEORE [

(o)) FHIRE Xy FU—IBREET 7 4V MREOHEE (115 X—)

3| FHIE T ADRR (118 ~—2)

4 )| FHIRE FAL AOBRHEA (119 ~—2)

5 | CLI (EE) Y7 U2 T OMRBEHF LN A= 3 0D VA h—)b
(120 ~—2)

6 | CH1 (L) CLI TOEEF Y hU—27 REOEE (1225—) ,

7\ Device Manager Device Manager ~D 1 7 A > (124 ~X—) |

:-"'8"'\: Device Manager PR EDET (125 ~—) |

(‘9" Cisco Commerce (LE) HRETZA L AZBBLET (A BV AORE (1273
\=/| Workspace )

~—

:1.-0| Smart Software SAtLARN—VUEERLET (5S4 20BE (127 ~—
—'| Manager 2) )

(17)| Device Manager Aw—h T4 VU TP NRZT A AEHELET (T4 E
VADRE (127 %—=Y) )

(19)| Device Manager Device Manager TOD 7 7 A 7 7+ —/VORE (134 X—)

2y bI)—OBEET 74 FEEEDHER

Management 1/1 A > % —7 = A APWNEA X —7 = A AH 5 Device Manager % ffl L T
Threat Defense #EHCX£3, FHOEHA V¥ —T7 oA XX, MEOX Y NV —V RESL
ROkl A v 2 —T = A4 AT,

KON, HERSND Ry U=V BIARLET, NS v F—T oA RE T —T NVET A
M DSL EF AT LT&T&%T%*HA X. Threat Defense 3N > h T —27 OFTXTONL—T 4
VIENAT ZF 7355012, ET 2527V vy VE—RNICTHZLa2BEOLET, SNBA
VH—T 2 A ANISPICEERT TE 5 X D IZPPPoE 2 X ET D XLENH H5A1E. Device Manager
THMEY N T v T ERET LERIIT) ZENRTEET,
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Device Manager T Threat Defense D &R |

) TI7FNVIOEBIPT FLAZMEHTE WSS (BHE*R Yy MU —27IZ DHCP H— —3 5
FNTWARWEERY) | v Y— A — MR LT, CLITH#E Y v 77 (FHEIPT
RLA, F—broxA, BIOZEOMOEAR Y N -V REDIRERY) #FETTEET,

WESIP 7 R L AZZEH T 5 0E)N & 555 1%, Device Manager TRl > h7 v 7 Z25%E T L
TRBRICERTEET, L 2E RO XS 72RBUTIBNT, WENIP 7 R L ADEEPLEID

ROLGENH Y £,

e (7OLFE) WNESIP 7 R L Z13192.168.95.1 TF, (6.7 LR ANEBIP 7 N L A
192.168.1.1 T4, A A v X —T =2 A AN—MRIRT 74NV %y NU—7 TH D
192.168.1.0 x> hU—27 EDIP 7 KL ADOEGZ AL 584, DHCP U — A3 L,

NHA L E—T A ANRIPT RUVAZEG L EHA, ZORIEIL, Threat Defense H3[A U
Py NT—7 EIZ20DA v H—T 2 A AEFFOT LM TERWVWEDIIRAELET, 20
e, WENIP 7T RLUADBRH LWy hU—7 FICHFET AL OIWCERTIHILERH Y F

D

* Threat Defense ZBEfEDONERFR » U — 27 IZIBMT 55681%, NEIP 7 N L AREEIED

Xy FU—7 BIAFET D XD ICERT LM ERH Y £7,

WOKIZ, Device Manager % {# f] L 7= Threat Defense TDOT 7 4/ D31 T —7 B %R

LET (F740 PREEMEM)
B 73:#EINDRY FI—VEE

Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat

Defense
Management 1/1

DHCP from
management nw

inside
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

[l CiscoFirepower2100 2 4 — 7 v FH 4 K




| Device Manager T @ Threat Defense 0 &4
FI+IEEE .

\)

GE)  6.7LEIOYA, A —F %> M12NEHIP 7 FL A1 192.168.1.1 T,
6.5 LLRTO 4. Management 1/1 @7 7 4 /L~ IP 7 K L A% 192.168.45.45 T,

T 74 FRE
WMRREBRD 7 7 AT U+ —/VOREIIL, LR EENET,
« &R : Ethernet 1/2, IP 7 L2 (7.0 LAR%) 192.168.95.1, (7.0 & VAl 192.168.1.1,
« 5V &8 : 4 —H %> K~ 1/1, IPV4DHCP 2°5HD IP 7 KL A, BXOVIPv6 BHEERE
cHE-NB T T v T E—
« &1 : Management 1/1 (& ER)
« (6.6 L) DHCP 225D IP 7 KL-A

e (6.5LLFN) IP 7 KL 2 192.168.45.45

\)

(G¥)  Management 1/1 A > % —7 = A AL, HH, A~v— 714>
A, BROT = R_X—ROEHIMMEHINLGT —F A v F—T =
A R TR ORI A B =T = A ATE, WA L F—T =LA
ZiE, WA v F =T =24 ATHD 2EFHDOwREA v —T = A
ALIHEINES, BWNIT —4 A2 —7 A ATTH, syslog
RSNMP 72 & DX A TOEH T 7 4 v 7 (THAALALTA
A AM) ITRESNET, BWiA o F—7 =/ RT@EFEEH S
FH A, FEMIZ OV TIE, Cisco Secure Firewall Device Manager
Configuration GuideZ# Zf L T 723\,

. SO DNSH—/5— : OpenDNS : (IPv4) 208.67.222.222, 208.67.220.220, (IPv6)
2620:119:35:35, £72i1dt v b7 v FRECEE Lz ¥ —/3—, DHCP 2> 5 Hifd L 7= DNS
F—R—IMEHINER A,

« NTP : Cisco NTP #—/3— : (.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org, F 7zt v N7 v FREICHE LIz — 33—

e TIHILKMIL—F

TR AL UBR—TIAR HAEDHCP L EE L LD, £-ldt Y N7 v SRS
ELEF = Tz IPT FLA

B LUA—T AR (6.6LIF) HHEDHCP O EEEINET, F'—hu=A%
ZELRWGEA, T 74V ML—MINY I L —0 %N L TCT—H A v H—T A
AEBEBLET, (65U Ny 7 FL—r BN LTCTF—FA 2 —T oA A%
mLES,

Cisco Firepower2100 22— +7 v 7454 K ||}


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Device Manager T Threat Defense D &R |
B = zoms

BEA VA —T 2 A ATIH, Ny 7 T —VE N LESETHEBOA VZ—F v b
TPt 2 BHHTIHATH, 74 B ARESLCEHOTZDIZA VF—F v b T
JREAPMETHDZ LIZERE LT ES N, BHA U Z— 7:4%%%%Eéht
N7 497 DHPBNY 7 T L— @R TE 5 EIZER LTSN, st
DB, Xy NT—IMBEBA LB —T oA ZATAD NTF T ¢ v 7 OfmIEE S

NER A,
¢ DHCP H—/\—: WA v #—7 = A ZAB LW (6.5 LARIOH) HFHA X —T = A AT
BN E£9,
s DeviceManager 792X : T X TORA NPEHRA X —T oA ZALENEHA L F—T =
A AT ESNET,

* NAT : WESNBAEE~DT X TD N T 7 4 v 7T HDA X —7 =1 A PAT

T INA A DERHR

Qutside
(Alternative) Management 1/‘i

management
DHCP from mgmt nw —i

Ethernet 11
r outside, DHCP and IPv6 autoconfig from outside nw
A

ALl lals]

SRR !'!'\_4‘,: -J|:lll ||||";J|:.-\‘

IPEEEEEEEEEEEE ggﬂgl_[_"_]_m—
" '_] [_]'_‘:::EH .':-\=_\,|||||

o] s Jr-1
@ -

| [ [ [ [

Nl BEEE

%%\\%

Management Computer : ' )
DHCP from inside ifc: 192.168.95.x Other Data Networks

(Optional) Console port J T

Ethernet 1/2
inside, 192.168.95. 1

\}

GE) 6 TUAIOHE, A —V 2y N 12NERIP 7 KL A% 192.168.1.1 TY,
6.5 LLAiO ;4. Management 1/1 7 7 4 /L k1P 7 K L A% 192.168.45.45 T,

A=

Management 1/1 & 7= (% Ethernet 1/2 D\ 3 412>C Firepower 2100 Z 5B L £9°, 7 7 4 /L Fi%E
T%. Ethernetl/l Z4MHBE L TRELET,

FIE

ATYT1 =V EBROVMNTET, N—FU=TRETA FEZRLTIEEN,
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ATYT2 BHI L2 —FERONTNDDOA X —T = A AR LET,

e Ethernet 1/2 : FIMIERE D 7= DI EH a2 ¥ o — X % Ethernet 1/2 |2 [EFE85t9 5 7>, Ethernet
12 %NEXy NU—Z1ZHRLET, A=V Xy NRIZIET 74V EDIPT KRR
(192.168.95.1) W"dHV, 7747 b BHa ryEa—X%&25T) IZIPT L A&t
T HDIZDHCPH— "= (FATEND T2, TIDDOERENBFONTR v b T — T %
EEHELBRVEIICLTLLEZN (T 740 FEE (117 8—=2) 250) |

« Management 1/1 (7L MGMT) : Management 1/1 Z&# x> NU— 7 i L, B
A —EPERR Y U= B D, FTRET 7 BEATE LI 2R LET,
Management 1/1 1%, EFBR >y NV —27 EODHCPH— =56 1P 7 KLU AZEG L E7,
DA HE—T oA AEEMHTHYA X, Threat Defense (ZHEI D 4 THNDHIPT RL A%
RELT, BHALYE2—IN0IPT FLAHERTE DL )T OLERDHY £,

Management 1/1 [P 7 KL A% T 7 4 /L b BEE L, FFUIP 7 KL A ZHET DN
%5ﬁAi BHaL Ea—HEar ) —)ViR— M —T VT D0ELH Y 9,
[ (&) CLITOEHE Ry NT— VR TEDOEE (1223—) | 2B LTSN,

#%C, oA X —T = A XM Device Manager LT 7 Z A EFHRETEET, FDM =2
T4FXalb—vary A REZRLTIEEND,
ATFY T3 NEx >y hU—2 % Ethernet 1/1 A VX —7 =A A (T [WANJ ) IZH#i L £9,

T 74V M TliE, IPT7 KLU AIZIPva DHCP B L OV IPv6 HENEREZHEH L CTHRE L 4725, 4]
IR ERRICHNT FLAZRETEET,

RATFYTE HBODA L E—T 2 A RO FR Yy NT—7 i LET,

—\™ W E%: J'L

TN ADEREA
FRAAL v FIT, P — VO HEDOEIRES 2— N 1OLEIZHY ET, ZHIEV AT LA~DE
BRERIETS RV AL v T TT, BRAAL VT BAZ A DONEIZHDHDHGEIL, 33 VDO
ABUNRABRL= Y hOBPNEBREY 2a— AL EMEEIN. R2VOEEFRIIA 71220 F
Ty AA v TFNAOMNMBIZH DAL, 2V OEEENA AATRY . AT ADEEILE
—g—o

\}

(GE)  Threat Defense Z 1 CHEENT 5 & 1%, WIHALIZKI 15 ~ 30 5903020 £97,

1R BHEIIZ

TN ANZK LT EEEOEWENZ MG T 2 2 ENEETT (o 21X, MEEERLE
(UPS) ZfEH) . BHIDY v v NE T Z{TDIRWTENIN KOS &, ik&77%w/
AT LOBEEESIEEZTARRERH Y T, Ny 7 7770 RTIEEICZHDO T n& A035%
ITENTWT, BINRKbIDE, VAT LETL—AT VT yy N TXERA,
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B e&® vorvzromzesLnsi—vavnorozb—i

ATy
ATy T2
ATvT3

ATy T4

FIE

BRI — RE2F N R G L, BlRa vy Mo LET,
TNA ADYMENZH DERAA v TF =L ET,
TNA ADREIHEIC & D PWR LED Zff8 L7, #EICEIT LTV AHEEIEL. 7351 ADER
BASTNET,
SYS LED

(wllululalalaldlulululalal

s,

= o = E R RS E
T = B e
PWR LED

TR ADHIEIZH D SYSLED ZHFE LE T, OIS LTV AEAEIT. BIREARE
AR LTWET,

GE) BEAA v T o247 OMNBEIZENNTHINZ, VAT LRI L—AT )Ty N7V EE
ITTED X9 Cshutdown 2~ REFEALET, BT TI5FTITES L LEEEND
VET, JL—RIN ¥y NETUNRETTHE, a2V =W FIcEEA 75
LERETTERRINET, BIEASRAOFVRFS—F B —a LED BNRAT L, VAT
LDOBEREA 7T LN TETCNDL I EERLET, TNT, AL v T &4 7 DAL
EICBEITE 2 L9127 £ L7, Aif/ $%/L® PWR LED 2B SR L, AT L
F9, PWRLED N5ERICA ZIZR D E TEREZENZNTI I,

ZN 6D shutdown 2~ > FOMEHDOZFEMIHONWTIX, [FXOS 27 4 7/ L—3 g
HA K] #5B LT EEN,

EE) VIO T7OMEEHFLLIN—3 0004

Abk—=IL

V7R 2T ON—=Ta rEERL, LEEUTHIONR—=Va v E A R =T BT,
WOTFNEEFEITLET, 77 AT UA—NEXETDHANCHGNA—Var i A A N—LT5%
ZEEBEIOLES, BloFEE LT, BBRICT v 7L — REETTHI L TEET
N, REERFFT AT v 77— T, ZOFIEEZFEHTD L0 LEFRER2L 5550350
iﬁqo

RT¥H/1\—Yar

V7R T Xura—RX=UDY ) —AFEOMICH DL, &EOENFF VTV D Gold

Star U UV — A% F(T9 5 Z &2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178 html ([ZFEH S AL TNH U U —RERIE HE SR L T 7230,
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ATy T

ATy T2

B vItvrrorBRLHFLLA—Cavor v b—L [

72e zIE, ZoEEm TR, (RFRELZ ST EHR Y ) —2F 5, BEHNRY ) —2%5
(ZVEHROA T F LAY =R RyTF) | FRITIEFICEMMR Y Y —XEFE (BT
MEEZITAEOOREMEIOA LT F AV Y —2E Ry F) IZOWTEHLTWET,

FIE

CLLICHHE LET, FEMIZ DUV TIX, Threat Defense 3 X TXFXOS CLI ~D 7 7 & A (139 ~2—
D) BEZBLTLLEXY, ZOFETCIEay Y —AR— EFRHLTOETRS, £V IZSSH
PERHT AL TEET,

admin 2—H% &L F 7 4L XA T — KO Adminl23 ZfEH L Cue 71 o LET,

FXOSCLIICHEGE L ET, fldbTurs A Li-bx, RRAUV—FE2EETLLIROONET,
Z DA T — RiX, SSH @ Threat Defense & 7' A 2B H S E 1,

(F) mMRU—=RBRTTIEREINTNTC, NAT— FRONLRWEEE, HIRE~DY
Ty hEFITLTC, NRAT—FRET 74V MYy NTH20ERD Y £, PIRE
~D V¥ FRIAIZOWTIL,  [FXOS troubleshooting guide ]| ZZ M L T 7230,

51 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

FXOS CLI T, E{THDO =V a v 2R R LET,
scope ssa

show app-instance

15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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B &® wcossty ro—s8EozE

ATvT3

HLWAR—=Ta vl VA M= VTE5EIT, WOFNEEZFEITLET,

a) BHAUH—T oA RAZFHIPT RLRAERETLHILENLL5E61E. [ ((FE) CLIT
DEFR Y N =R EOEHE (1223—) | Z2BBLTLEEN, 74/ hTIL,
BHEA L H—T = A AL DHCP L £,

BEHA LA =T 2 A AMBT IV BATED S —=N"=nLH LA A—=VEF Ty n— Kt
HVLERH Y £,

b) FXOSD T 7Ny a—T 4 7 A FIZRBMINTWDLHA A =IO FIEZETLE
R

T AT VAV EEE) U725, FXOS CLI I L £ 7,
¢) FXOSCLI C, BHENRAU—RNEHERET LI IICROLNET,

(FE) CUTOEEXRY FT—URENDEE

TI7XNVEDIPT RLREFEHTE WS (e 21X, T M REBRFORy NU—27(C
BT 58%6) a2y Y —/R— MIEFHE LT, CLITH#tE Y N7 v (BHEIPT FL&,|
F=brTxA, BIORZOMOIEAR Y N =V REDIRERE) 2#FITTE£4, BHA
BT 2 ADIEFHRETEET, WA v X —T = ARHEA  F—T = A ATRETE
FHA, INHIFETGUI ZEA L CRETE T,

\)

G BREEZZVT (RExE AA—VEFERTL2ZLICEY) LRWNEY CLIty hT v
TR VT PEAVIKTZEITTEETA, 2L, TRUHORETXTUL, %25 CLIT
configurenetwork ==~ > R&flE ] L TEBE T& £, Cisco Secure Firewall Threat Defense =1~
YR 77 L REBRLTIES N,

FIE

ATy T

Threat Defense 2> Y —/L 7Rh— M LE 9, FEMIZ- DUV TiX, Threat Defense 35 L OVFXOS
CLI~DO7T 7t A (139 %—2) ML TLITEEN,

admin =—HF—¢F 7 4L h3ZT— RO Adminl23 #fEH L Tre 71 > LET,

FXOSCLUZHHE LE T, HbTrr A LicbE, NAUV—FE2ERTL LI ROONET,

ZO/RAYT— RE, SSH @ Threat Defense = 27 A NI b SN E T,

GE) RNAT— KRBT TICEFINTWNT, RRAT— KRR WNWEAIT. 731 A2 HA
A=PLTRAT—=R&EF 744 Moy FFDRERD D EF, FA 2 —IfkD
FNEIZSWTIX,  [FXOS troubleshooting guide] #Z ML T 72 &0,

1 :
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B cucogEry r7—s8EnzE

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..

-]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **x*kxkkx

Your password was updated successfully.

[..

-]

firepower#

ATy 72 Threat Defense CLI IZ#5%: L ¥4,
connect ftd

&1

firepower# connect ftd

>

AT w73 Threat Defense (ZfJO T/ A 45L, = Fa—V—F 1 A8 (EULA) ([ZEET
HErizkwohEd, 2O%, CLIEYy "7 v 7 A7V P IREFRINET,

T 7 AV MEETZIFLAENC AT LTZER T v aNICE RSN ET, PENCA LIZEExZF 0 F
FHEHT 861X, Enter #H L 9,

RDOHA RT7A4 2L TIIZSN,

[(BHA L H—T 2 A ADIPVAT 74NV 87—~ =A% AJJLET (Enterthe [Pv4 default
gateway for the management interface) |: F#E)IP 7 N L A Z 3% E L2 HE 13,

ldata-interfaces) £7-137—h Y =AL—FDIP T KL ADOWTE AT LET,
data-interfaces #f%ETH &, TV MUV REENT 7 4 v 70BNy 7 7 L— 4%l T
EESN, T—HA =T oA ABRKTLET, ZORET, A ¥ —Fy MZT 7 &
ATXDLEBIOERR Y T =7 BN WGEICENHET, FEA VX —T oA ADBH
BENDET 74w 7I2E, AV F—Fy NT IV BREMBELT LT AREGKET —
B R—ZDEFNEGENET, data-interfaces 2T 254, FER Y U — 7 [CEHE
P L CUOIVIEE BA o ¥ — 7 = A AT DeviceManager (F721XSSH) %5l &f& M T
TETN, FFEORY NI =7 FFHA DY £— MEBELOEA X, configurenetwork
gtatic-routes =2~ RZMEHA L CHL— hEZEBMTA20ERH D £3, T—H A ¥ —
7 = A A T® Device Manager DEHIL, Z DR EDKELELZIT /N LITHEBRLTLE
SV, DHCP ZEM T 28A. A7 AEDHCPIZ Lo Tk s s 7 — b = A 2
LEd, DHCP 27— h U = A ZRAELL2WEAIT, 74— ANy 7 AV y FELT
data-interfaces il L &7,

Ry PU—ZIEHRNER SN HE IS LB IC 72V £9° (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ D IP 7 K L AT
FBLTWADIL, Uiy R T v FTEDIP T RLAZLEETLH L Bkt

Cisco Firepower2100 22— +7 v 7454 K ||}



Device Manager T @ Threat Defense O f&Fd |
. Device Manager ~D O %' 1 >

T, FHLWIP T RLRAERRAT— RTHEER LTIV, ay Y — LRI ELY %
TJEEA

[T R —J )V TEB L E7 ) (Manage the device locally?) ] : ¥ 7213 Device Manager
ZRERATHIZE TV (yes) 12 AN LET, [V 2 (no) ] &M% D &, Management
Center 7 /3 ADEHIZIIA VT VIREIIZ T U REGEEZHEMATLHIZ LI £,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T4 FHLWEHEIP 7 KL AT Device Manager (2127 4 > L TL7ZE0,

Device Manager ~D A5 A >

Device Manager (21 274 LT &Rk T 205 #3E L E7,

FIE

ATy 1 77 U0PICHRD URL AN LET,
o (7.0 LLER) WN¥E (A —H x> F 1/2) : https://192.168.95.1,
« (6.7 LIBE) NES (A —H x>k 1/2) : https//192.168.1.1,
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omzzozT [

« (6.6 LK) &EL : https://management_ip, EPEA > ¥ —7 =4 ALIDHCPZ 747 . h T
HBH=D, IPT FLUAZDHCP y—_"—|2 k> THRAYV £+, CLI®y b7 v 7 TEH
IP7 RLAZEFE LIZSGEE, TOT7 RLAEZ AN LET,

« (6.5 LAFT) &L : https://192.168.45.45, CLIt v F7 v 7 CEHIP 7 KL AZEH L=
Lalx, #OT7 RLAZATILET,

AT T2 2—HF—Z admin., T 74/ FRAT—RFAMINI23 &2 fFHL el A v LET,

RDEZRY

* Device Manager & v b7 > 70 ¢ — RZFATLET, #IHEEDTET (125 3—) %
ZHLTLZEN,

NPREDNTET

WIWIERE A 52 T3 5121, H&AIZ DeviceManager (0 74 > LTz Xty b T v 7w 4 —
NTHERE L CTW AT A ADRME T,

« #ME5 (Ethernetl/1) 3B X OWHEA > % —7 = A A (Ethernetl/2) .
cHNE A v F—T A AN F—T oA AD X2 VT 4 —
s WEBINBANIHA~DTXTDO N T 7 4 v 7 ZEHET DT 7 A L—)L,

s NEED BN A~DTXTDNT T 4 v T BNA A —T = ADIP T KL ADEA D
RN— F~EH A D 1A 0 H—T =14 ANAT L—/1,

s NEA ¥ —T = A ATHEITSH TS DHCP H—/3—,

\}

GE) T RTOYHREL CLI TEITLESEAIL. 2NbDX 27 O—HF., BAREIZITEEE X
U— ROEFEC, M A v A —T oA ALEHRA L H—T 2 ADFRENT TIZE T LTWD
T,

F|iE
ATFYT1 2o Ra—V— T4 28N ELFATHEL, BHERAUV—FE2LEFTDLLHI12KD

bIET,
BATT DIZIE, ZHODOFIHEZETTHLERH Y £,
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ATy T2

ATvT3

ATy T4

Device Manager T Threat Defense D &R |

PERA B2 —T 2 A AB L OEHA V=T 2 AH L TROA T a AR EL, KR~
(Next) 1227 VU7 LET,

GE) [k~ (Next) 1227 Vw7 325&, RENT A RZEBHEINET, A2 —T AR
DOA4RNE FMHB) 720 loutside zone] EX = U7 ¢V —ZBMENET, &E
ENRELWZ 2R LET,

a) [FMHAA > H—7 A A (Outside Interface) |: ZAUX, F'— TV = A L—FIZHRT HT2
DOT—=F K= TE, T35 ZOHMRRERHI DI A 7 —T = A Za@IRT 5 Z
LIXTEEHA, BHIOT =L AL H—T 2 A ABRT 74V hOIWRA v H—T =24 AT
7

[IPv4D%E (Configure IPv4) ]: #MiA > X —7 = A AHD IPv4 7 KL A9, DHCP %
T2, FRETEHTAYT A7 IPT RLA, 7Ry h~RA7 BIOF—h
VA B ANTEET, (47 (Off) [ZEIRL T, IPv4T RLAZHE LR EV D IR
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZFHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TIVET A, FTIXISP ~OMOBEGIZHEE S LT
BY, ISPAPPPoE ZfH L CIP 7 FL AZ#A L TV D84 1%, PPPoE B EIZ 7R D5
ARHVET, V4P — FOZETHIZPPPoE #RETXET,

[IPv6 D% E (Configure IPV6) ]: #MEA v ¥ —7 = A A D IPv6 7 KL AT7, DHCP %
T 50, ERFFHTRAYT 4 v/ IPT LA, FLT7 4 w7 A BEOSF—hT=
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT
HoET,

b) [BEA 42 —T x4 X (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 LADOEHT L AHOD DNS H—/3, £ FifiERHIC 1
DOLLED DNS —"D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325E, 74— /L NIZHEERIPT FLARY B — RRINET,

[Z77 AT U4 —/VRA 4 (FirewallHostname) |: VA7 AOEET RLADKRA ML T
hd‘o

VAT LA ERE L, [k~ (Next) 1227V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA LY — U HRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®O NTP h— & HT 50, AL
TWANTPH— DT RLAZFEICANTH0ERIRLET, v 77 v 7 HICERD
P—REBENTE £,

UEE) VAT LDAR— I AERELET,

Threat Defense 7 /31 AZHEATH &, BEIFNZHEART S B AR WTEET, T XTHIE

MoA v RIAT g T,

A= IABVVADT OO FEREL, VAT ABNELTET A AT 205

NHYET, HINL0 HEOFEM T A o AZ2EHL, B TAS— I BV AEZRETE

i‘j‘o
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TNA AT BET HIZIE. V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > K
W74 LET, 74 BVADORE (127 =) 2L TIZEN,

P T A 2 A BT DI, EEETTI290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) ] %&£ 7,

ATv 75 [#T (Finish) 1227V v7 LET,

RDBERY

cTHET A B A EGIEREMMATHZ L TEETN, T/ ALREL, T/ 2%
PRI LzB@oLET, 2ZRLTKESVNTI A B ROKRE (127 =) ,

* Device Manager ZffH L TT7 A R&ZHRETHZ L TEE7, [Device Manager TP
T AT UA—NOHEE (134 2—=2) | 2L TSN,

—_ N SJLce

T4t ADEXTE
Threat Defense 1%, 74 B ADBALB LRI A v ATV O— BN ARER A~ — b Y
ThU 2T IA VU T EERALET,

Uy — T EBET S L. Smart Software Manager [Z 3 ¥ — 3 & Smart Software Manager [ D i&(5
Mo IDAEAEFEZRITLET, /o, BOREHET T My —o BBV B THNAET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ A XAEPICE ENE T, Av—F 74 BV ATIEL, EEHAL TR0
mDORERE % H T £ 97, Smart Software Manager IZ%8k 35 &, T <IZTIA4 B ADEM%
G CEET, o, BTIA BV AZMATHZ L TEET, ZHICL - T, HreDERH
BROMEHNFEEICRY | BEEOKBICK DBIEN 2L RV £, ROTA B AZHERL
TLEE,

» Essentials (#2H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY T TR - T = TP

*URL 4R YT :URL 74 LE U T

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN D7~

LY o RsY- 1] b
* Smart Software Manager ® 7 1 7 > kPR HLE T,

ELET IO N EBROLTRWERIE, Vo222 )y 7 LTHLW I FEREL
TL 72V, Smart Software Manager Tl #HfkDO 7T 1w M &ERTE £,
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B st ozozx

ATy T

o (a7 I7A4 T AT T T EFERALTHEILEND) BEEZMEHT 121X, ZHHO
A<v—hKNIV T T T4 T Thy Ly hT®RARE S (3DES/AES) 7 A &
VABBHATEALERHY 9,

FIE

BHEWORY—K TV T T AT M, RBERTABCARGEENTND Z & &k
LT 7EEN,

TAv AT, VAIERIIRGEREIEN ST N, AEEA LI, Av—F Y7 T
TARL YT THU MY 7 ERLTWET, 72720, BETI7A B A& BT 505
N 5 Y451%, Cisco Commerce Workspace T [TXCTHi%E (Search All) | 7 4 —/V K& L

3

74:54 0 REER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEF G, (B LY —E A (Products and Services) | Z 3R L £,

B 75:#58
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WDF A 2PID #HRLET,
GE) PID SR LRWEAIE, EXZTFETPID 2 BMTE £,

«IPS, v /LU =T, BELURL 74 & ADMAEDYE :
« L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
« L-FPR2140T-TMC=

EFOPID OWT I ZFESUEMNT 5 & IROWT IO PID TS T 2 HifH~— 2D
YT 27 T g U EERTEET,
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* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client J81EH A Rl 2L T 7Z &V,

AT 72 Smart Software Manager T, Z DT /A AZBIMNT BT B> hOBGEN—27 v &2FRL
Tabt—LET,

a) [Inventory] #7 U v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 U v 7 LE T,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&kh—72 > &1ER (CreateRegistration Token) |44 7 B VR v 7 AT, L FOREME
AL THhE [ b—2 »%&{ER (Create Token) 1 %7 U 27 LET,

Cisco Firepower2100 22— +7 v 7454 K ||}
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d)

Device Manager T Threat Defense D &R |

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

l Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

‘ Create Token Cancel
I

- [§%BA (Description) ]
o [HZHHAR (Expire After) ] : #E5HEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

[ZD b= TEERS R Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ] : & ER SALAFFAT SN TN D
DEHEFMH 2 T IAT AT 7 EGIICLET, ZOWREENT L TEDS
B IOF T arE I ZTERIRT OMLERSY T, B TIOREBEARICT 55
BliE. TRALAZH LW o F 7 bXF—THEEL, 731 A& U a— KT 508N
HVET, ZOFTva yRRRENRVEE, T U MR 2 YR —
FLTWEHA,

h—=27 3A o _ M VIEMENET,

h—=2 OFEMCHDLRHATA 2% 7 ) v 7 LT[ =2 (Token) | XA T 0Ky
I 2%kHE. b= IDEZY v FR—RNIZa b —TX %1952 LFE T, Threat Defense
DBEGEN MBI L ZIZHOFIETHAT DI, 2O =27 2L TRBEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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J
RN
d.
v
N
S
%I?II
it
|

76: b—9 Vv DRR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

K77: b= 2DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— T A& A (SmartLicense) ]
DY~V —T[REDF (View Configuration) | %7 V v 7 LE T,

[A~— ]k TA & A (SmartLicense) | X—VNFRINET,
ATy T8 [T AD%Ek (Register Device) 1 %7 ) v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90 ...

Wiz, [A~— T4 & ADXHEL (Smart License Registration) | A 7 1 778 v 7 ADFRRIZ
o T, b= T T £,

Cisco Firepower 2100 R 2 — +7 v THA K .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

[l Cisco Firepower 2100 2 4 — + 7 v FH 4 K



I Device Manager T @ Threat Defense 0 & Fd
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,
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. Device Manager TD 7 7 A1 79+ —ILDERTE

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, X=CO~NVT RE () BV LTLEE N,

FIE

AT TN MDA ¥ —7 = A AHGRERET DHAIEL, [T 3 A (Device) 2R LT[ ¥ —7 =
A A (Interfaces) | DED IV 7 %27V v 7 LET,

Bl B —T A ADMET A2y (@) %70 97 LTE—FEREL. IPT7 FLARY
DBERTEELET,
WOBITIE. Web H—_—T2 EDRT Y w7 7 b R ARG ERTET 2 TEmH

(DMZ) ¢ LTHHT DDA v 2 —T oA AR LET, 58T L2b [fR1fF (Save) ]
7 Vv LET,

78: 408 —T 14 ADRE

Edit Physical Interface

Interface Name Status
= ©
Description

IPv4 Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| Device Manager T @ Threat Defense 0 &4

Device Manager TM 7 7 4 7+ —LDEETE .

ATV T2 HLWA U —T oA ZAEERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATvT3

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
®79:txa )74 J—2AFTTH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATv74

80:DHCP H— /53—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

GE) ZOR—VTERLIEAL—NMI, T—F A F—T 2 A AHOHRTT, A ¥ —
T oA AITHELEEA, [T/AM R (Device) |>[VRATLERE (System Settings) 1>
[BEA 2 —T 4R (Management Interface) | TEHY — b oA/ ZRELET,

ROBFNZ, 1IPv4d DT 7+ b— e LET, ZOFITIE, isp7— b7 = AIXISP 7 — b
TxADIPT RLAZ#HNT D3y hU—27 A7V b TT (7 RLURTISP 6T
HZMENRHY ET) . [F— b =A (Gateway) | D FEHO HLWOF >y T —27 ZEHKT 5
(Create New Network) | Ky 7% VA &7 Vw7 LCZOFT V=2 MaAERT 5
ZEMTEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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B 81: 774 MIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 75 AU — (Policies) | #BINLTHy hTV—2rDEX2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvT6

ATy IT1

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
L ACERT D72 DICNAT R Y v —a AL £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K8:7ot€RarraO—)LKRYI—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

A=a2—0 [JBH (Deploy) | A% %27 Uy 7 L, [T <ERMTS (Deploy Now) ] A¥

B
(@;)%7UV7LT\%EW§%?N4ZK%%LiTO
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WA, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S

ATy T

ATy T2

CLI ¢ 7B ay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIiZCu 7 A 35100k, BHarva—FEar ) —/LiR— MIEEG L EJ, Firepower2100
ICIE DB-9toRI45 S U T NI —TIUNfHE L TCWA 0, T 53— R X—F 0D
DB-9-t0-USB >V 7 Vo — 7 VN RBIC R D258 08H 0 £3, ZHHOARXL—F 1 7 v A
FAICKMTERUSB VU TV RIANREYTA LA R—LLTLEE, 2y —AFR— hE
7T 74/ N TFXOSCLIICZR Y £9, ROV Y TAREELEHLET,

* 9600 7R —

87 =% L b

e NUT 472 L

1 Aby 7 Ev b
FXOSCLIIZ#fe L £9, =—HF—% admin &, ¥ty b7 v 7RICRE LI NAY— K%
EHLTCCLIICr A LET (F 740 M Adminl23) .
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,

connect ftd
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Device Manager T Threat Defense D &R |

. Device Manager # R L =7 7 1 7+ — LD ERD LI

ATy T3

1 :

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LTS 7EEN,

Threat Defense CLI ##4& T3 51213, exit ¥7zid logout 2~ FEZ AN LET,

ZOawr FIZk Y, FXOSCLI 7oy 7 MZEY £9, FXOS CLI T aER =< R
DWNTIE, 22 AL TL7EE W,

&1

> exit
firepower#

Device Manager L= 74 7O A —ILDOEIEDY]

EEff

ATy T

ATy T2

Device Manager # i L CL AT L&YY v v MU LET,

FIE

Device Manager #fEH L C7 7 A T U — &y ¥y T LET,
GE) 6.4 LD A1E, Device Manager CLI C shutdown 2~ > R&Z A LET,
a) [T/5A % (Device) 1%27 U v 7 LTHE, [V AT LF%E (System Settings) ]> [FEALH)/

¥ v h# 2 (Reboot/Shutdown) [ U 27 %27 U w2 LET,
b) [¥ v h¥ DY (ShutDown) %7V v LET,
AN T AT U AR L TCWAEAIE, 7747 04— ARy hE T
THLEWIVAT AT e b4 —LFET, ROT a7 IRERINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

a2V =B L TR WEERIE, RI3AHMF TV AT AR Yy y MU LD &%
e LET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Device Manager T @ Threat Defense 0 &4
zozx7y7 ||

ATY T3 VEIUSUTERASL v F 2472, BRI T 7 2R Ty v — LI ERE2 Y
NN TEET,

. —_ o
RDAT T
Threat Defense DFXEZ #1179 521X, [Cisco Firepower R = A~ | |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEEN,

Device Manager O FIZRHT 2 1EHIZ D\ TlE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &ML T 7230,

Cisco Firepower2100 22— +7 v 7454 K ||}
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Device Manager T Threat Defense D &R |
B xozx727
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B,
=% =R

CDO % {1 L 1= Threat Defense O ER

CDEOXMRHE

ERAFRERT R TOT IV r—ra kv RX =X 2RRT DL, @27 7 ) r—va v
X =V x RO HE (1_—=Y) 2ZRLTIEIN, ZOEOHNEFIL, Cisco
Defense Orchestrator (CDO) @ 7 7 7 R#2{7 Firewall Management Center % i 1 92 &2
R D ARG L LTUWET,

)

GE)  CDO I Bz xt3 285 7.2 Uz YA — s LET,

T77ATI4—ILIZDNT

/N— R =7 Cl&, ThreatDefense ¥ 7 hU =7 £70I1XASA V7 MU =T #FITTEET,
Threat Defense & ASA D] TUI D R X %17 9 BRICIZ, T35 ADFHA A= ALR BT/ F
To BUEA VA M= L INTWDLbDEITRRDY 7 Ny =7 =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1. O Secure Firewall Threat Defense f§1 A —
M A R 2SR L T ZEN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7 ¢ > 7 v A7 A (FX0S) & IEEh
DEMEL I DAN L —T 4 VT VATAEFITLET, 77 A T U4 —/LIXFXOS Secure Firewall
ChassisManager # 7R — F L CWEHAL, T T7 VT a—TFT 4 7HELTROLIZCLIOAR
MY R—bhENTHET, FEMIZONTIX, CiscoFX0S N7 7V a—F 47 HA K
(Firepower Threat Defense % 21T L T\ % Firepower 1000/2100 35 J TF Cisco Secure Firewall

310074200 [f)1)) ZZML T IEEW,
TIAND—RERT—FAD L 77 AT U —/VIZIIENGERNERIIAE T, BRI
ETDHILbHYERA, LEL, 2=V AR EOBRETIE, MABNEREZEH T
T ZOHE. BRIEFHERFC SNMP O HIRFIC, EHEDMEABLIIE R R TE 55606
nET,

+ CDO |Z & % Threat Defense FERIZDOWT (144 ~X—7)

s LU RY—Z U ROXAY cBu Xy F Fureva=rr (146 X—)

TV RV RDX AT A R—=F 4 T 4 PF— K (147 =)

s PROEHAIC L DHEATRE (149 =)

cm—XyFTOTa = TEER LT AT U+ — VDR (153 *X—)
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CDO %%/ L 7= Threat Defense D/ER |
B oo =& % Threat Defense &Iz DL T

VR =T 4 T T 4= REHHA LT 7 A T U — VDR (159 _X—)
s AR X2V T 4R U—DOKE (176 —)

s RTINS a—T g T AT I A (190 =)

CWRDAT w7 (198 X—)

CDO [Z & % Threat Defense BIE[(ZDIVT

42 57 K242 Firewall Management Center [ZD (VT

7 7 v RigftA Firewall Management Center |£, 427" L I A Management Center & [A] UH#E
DL L, MLy 2Ty F7 4=V T0ES, CDOE7 T/~ v x—Ty
L THERT 854G, 427 1 I AD Management Center % /0T OAIEHTCEET, A7
L I 2 ® Management Center (X, YU > — DT v 77 L— FehAR—FLTWEEA,

CD0 > R—F 4 AR
RONVTNNDOFEEFH LT, T 224 R—FLET,
to42yF JOoES3I=S

BT BRI 2V T— MyBALSICEELET, BrxyTFrureva = s 3HE
BIRRTER A DT NA ATITHE L2 WEERH D720, T3 A ETIEMHRE L RN T
<TEEW,

\}

GE) TS AL EET DHNC, Threat Defense D U 7 /b
5 & H L T Threat Defense % ZFRi[IZ CDO IZ& G TE £ 9,

o Z3BHILE T, Threat Defense &7 — 7 /VEEGE L, BRAE A4 I LET,
« CDO #{#f LT Threat Defense DA >R —F 4 v 7 &5 T LET,

FEIOES I =LY
FRIRTEEZITOMERND LGS, i ¥nXyFrneya =7 BNYER—F L TR
=V A H =T 2 A RAEEA L TWBEEIE., FEIOA VR —T 47U 4 — K&
CLI BxAafEAH L £7,

Threat Defense Y ~—L v 7R A V3 —T 4R

ZOHA RTENERA v H—T 2 A AT 7B AZOWTHHLET, Zhid, UE— Foriil
MRCRATDHARENROEWVW YT I A TH LD TT, v~ F—T % T 7 BRI A > & —
T A ATHRAELETN, EHOEHA L —T =4 A b5 &Sl L £, FHA 4 —
7 = A A%, Threat Defense 5 — % A ' Z—7 = A A LIIRNTHRIESNDER oA v X —T =
ARATHY, MADORY NT—IRENPDHY 7,
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| cDO %#FA L 7= Threat Defense OB
€DO (< & % Threat Defense Z2(< > T ]

T BB =T 2 A AT X =Y T VR AEZHEDNLEHATH, B V4 —T =
AADFRy MU= REMEFSNET,

T RTOEHNT 7 4 v 713, SIEWMEEHA I —T = ZAERETEITSHE LE
j—O

T —HAE =T 2 A AT =X T 78 AZHHIT 5 L Threat Defense 173y 7
TL—r et LTS V=T =2 REREER N7 7 4 v 7 2k LE T,

cREEENT T 4 v 7 OBE, BEA L —T 2 A RF Ny I F L= EHLTT— 44
VHA—T 2 A A NT T 4w I EBEELET,

IR—YDTIEREH

Fe BB =T 2 AMPEDT R =% T 72 AL, ROFIRNRH Y £97,

IR =T XTI EREEMITE DO, 1| DOYEMRT —H A L H—T =2 ADHT
T, BT A H—T = A AL EtherChannel I3fEH TE A, TUEMEEZHE LT,
Management Center D —Dv o Z VA VA —T 24 ATV 31—V X T 78 AEHIC
THZEHTEET,

e I DA VA —T A ATFHEHICTEEE A,
e N—FT v RA VB =T 2 A AZERTHL—T v K77 AT 7 4 —LE— FOHTT,

e PPPOE [ZV R — F &N TWEH A, ISP TPPPoE N LB AL, PPPoE 2V AR — 12
JL— & % Threat Defense & WAN £7 ADOBICEET A MLERH Y £9°,

A A =T 2 A AEETDHNEND D DL 1 —s3L VRF DB TY,

*SSHIZT —H# A v 2 —T = A ZATIET 7 4V E THZZ /2> T2 o8, % C Management
Center ZFH L CSSH Z#EMNITHLERHY F3, /o, BEHA LV H—T A A F—
NIV ART—H A2 —T oA RAEHE I D729, configure network static-routes =
Y REH L TERA =7 = ZHOFHL— R ZBMLRWRY | UE— 3y
RN = DOEBA V4 —T A AT SSHEHIT H Z LIXTE EHA,
N TRASEY T+ EH

TNAADNATRATEVT 4 BAGRT2T —H A H—T = A AT 285813, ROE
BB LT ZEN,

VXU X T 7 RRIE, MEDTAAATRLT—FA 8 —T7 A A& LET,
TRV XY TV EAT—F A =T 2 AT R—FINTHEEA,

«DHCP I X EHA, BHHIPT RL ZAOLNHFR— FINTWET, DDNS X P
ZyFFuvya=rr 7L, DHCP ITIKFET AR TX 8 A,

cRUY TRy PNICRZRZFRIP T RLARSHY £77,
o IPv4 721X IPV6 DWTIEERALET, MHFEZRETHIEITTETEEA,

Cisco Firepower2100 22— +7 v 7454 K ||}



CDO %%/ L 7= Threat Defense D/ER |
B - rv—1or0szs ¥tnsyF FoEvazLy

¢ [fL~v3r—Y v #&E (configuremanageradd =~ R) AL T, #ARI L THD Z
xR LET,

o F—HAHE—T 2 A AT T 2 —)LF—_"— T FI1ZIAT— Y 7 LTHEHATS
ZEiIFTEEEA

IVRY—IVFRDARY YOy FJAOED 3=y
9

%

Yoo F o va=r7 Z#H L TCDOIZ LY Threat Defense % EEIT 212X, RO X
AT ESZRLTLLTEE N,

K8:TVRY—IVFRDERY . ¥OAyF JOEYa=vy

Cisco @ Obtain
Commerce licenses
Workspace

(CDO admin)

}

CLI @ (Optional)
Check the

(CDO admin) software and
install a new
version

CDO @Log into CDO Onboard the @Configure a

device by basic security
(CDO admin) serial number __,,  policy
Branch Office @Provide serial @Install the Cable the @Power on the
Tasks number to firewall firewall firewall and
CDO admin  _, —> —» monitor LEDs
(Branch admin) for Cloud
connection

:.f’.i"\-. Cisco Commerce FA® L AEFETS (149 X—) |
/| Workspace

(CDO EH#H)

[l CiscoFirepower2100 2 4 — 7 v FH 4 K




I CDO %1 A L 1= Threat Defense O BB

IVRY—IVkDaRY Fuk—F1oi905—1 |

5 )|CL EB) Y7 hU =T OEREFH L A=V a DA VA R—)L
(CDO ‘&) (151 ~2—2)
(3| PO CDO ~Du 7 A+ (153 ~<—)
| (cpo )
(g XD 5 A7 FRDFEE T DT 7 AT 7 — DT ) TAFSORME (153
i PREEN N
(D EE) 7).
5| Xttox = TIAT I A —NEA A M= LET, N— R = TREHA R
(6 ) XtLDHZ R TP AT I F— D —T AR (154 ~2—) |
| HomEng)
(ko z 2 T AT gL OEREOEAN (155 2—)
(7,
(o EE)
(8) PO YrHyF TaEYa =S e LT A ZAOEAYER (156
| cpommE) [T -
(9)CDPO HAW X2 )T 4R o—ORE (176 2—)
| (cDO EEH)

. H
\l

FY—ITVRDRARY : FVoR—TFT 2T 4H—

o R—F 4 77 4 W — F&#HEH LT Threat Defense % CDO (24 AR — R4 5121%, kD
HAT B LT TEEN,
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https://cisco.com/go/firepower2100-install

CDO %%/ L 7= Threat Defense D/ER |
B o= cv—zor0szs  Auk—FoTo ¥k

R8: TV RY—TURDERY A oR—F 42T 94 —F

3 1) :
Cisco -\_1_‘ / Obtain
Commerce - licenses
Workspace
CLI \ 2 ) (Optional) ( 8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO \ 2 /Log into CDO \./_/Onboard the \9 /Configure a
device using basic security
the onboard- policy
ing wizard
N N N T
Physical Tasks | | 4 /install the (5/'Cable the {6 JPower on the
— firewall ~ firewall ~ firewall
— > —>
:./’i'\ Cisco Commerce FAB L AERETD (149 ~—) |
/| Workspace
5 |CLI BB Y7 MU =TOERBLEF L= a DA A =L (151 =) ,
|/§\-| CDO CDO ~pu 7 A (153 —Y)
NtV
;/_,1\ MBI 72 5 A T T7AT VA —NeA A=V LET, "RV TRENA FEZZRL TS
NS
AR
(5 |DEN R Z AT TrAT A —NDT =TGR (160 X—)
N
(6) | WER 2 2 27 T AT U+ —AOERKEAN (161 X—) |
2/
(i}CM) FR=T AT AP =R LT A AT R —=F 1 »7 (1625—2)
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I CDO %{$/H L 7= Threat Defense O B
progEscss5mEE [

g |CLI £721% Device o CLI 2 LI EDFEIT (165 X—2)

Manager B . ;
* Device Manager & [ L 7= IR E DEIT (170 ~—2) |

(g) |CDO EARH L2 )7 4 K o—OfE (176 2—Y)

FROEEEICK DBRHETE

ORI ar TR, T AT UL IVOBRET A v R ERIST D HE, BT AEIZHTL
WY 7 "7 R=Va A A M= TBHE, CDO W JA 2325 FEICOWTHA
L/i—a—o

FALLVRAERET S

TRTCHOT A AL, CDOIZ X - T ThreatDefense (k& £, 47> a T, kO
BEI7A B AEBATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY TR - T = TP

*URL 4R YT :URL 74 VE ) T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

VAT A AOBMEIZOWTITEE L <IE. cisco.com/go/licensingguide 2 L T 7230,

18 AR
+ Smart Software Manager ® 7 5 7 > h BPHLEL T,

FIET AT N EBRLTRWGAIE, Vo 2a 7 V7 LTHLWT AUy MaREL
TL 7ZEVY, Smart Software Manager Tl ffkDO T 7 o R &E/ERRCTX £,

s (=2 TIAT AT T T EEHLTEMEEIND) WEEEMEHT 212X, ZHEHO
A<w—NYT7 b OxT T4V T THUL NTHRALEE S/ 3DES/AES) 74 &
VAR TE ANENH Y 9,

FIE

ATy Tl BEDORAY—F T VT ThHT NI, BRERITA BV AREGEENLTND Z L &
WLTLIZEN,
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https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer

CDO %%/ L 7= Threat Defense D/ER |

/B8

=

EXs)

TAv AT, VAIEIIRBREIEN ST AL A WA LRI, A~— Y7 by
FGARL YT TR MY 7 ENTWET, 2L, BEATIA B A% BNT 5035
b H451%, Cisco Commerce Workspace C [T X THi%E (Search All) | 7 4 —/V R&EMEAH L
iﬁ‘o

H85: 54t RiEkR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFR G, B &Y —E A (Products and Services) | Z 3R L 97,

86:F5R
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WDFA L APID #HELET,
GE) PID BEONLAWEGAIE, EICTFEICPID B TE £,

«IPS, v /U =T, BELURL 74 & ADMAEDYE :
+ L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
« L-FPR2140T-TMC=
EFEDOPID OWT NN EEUTIBINT 2 & IROWT IO PID TR T 5 ~— 2D
TRV T a v EBRIRTEET,
« L-FPR2110T-TMC-1Y
+ L-FPR2110T-TMC-3Y
« L-FPR2110T-TMC-5Y
« L-FPR2120T-TMC-1Y
« L-FPR2120T-TMC-3Y
+ L-FPR2120T-TMC-5Y
« L-FPR2130T-TMC-1Y
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https://apps.cisco.com/Commerce/home

I CDO %1 A L 1= Threat Defense O BB

EE

(FEE) VIrDzT7OMEREFLLVNA—=D3 0D VR =)L .

* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client Z8{EH A K] #&R L T &,

RATv T2 FEOEAIT, Smart Software Manager |2 CDO % %% L £ 7,

o

ATy T

ek A AT 9 121%, Smart Software Manager CE sk b — 727 VA AT O MERH Y £9, FELW
FIEIZSWTIE, CDO D~ =27 VEBHRLTIZE0Y,

cYTT7DHEREFLLVANA—23 DA VR B—)L

/7b¢17mﬂ%ya/%%mb\%E’muf%wﬂwyay%4yxbww¢é’
KOFNEEEITLET, 77 A7 VA=V ERET DR AA—Ta & A A ]~~/1/3“5
ZlaBEIOLET, HOHEE LT, BERICT v 77 L= REETTLH52 L b TEET
B, REZWFTL27 v 77— RTIE, ZOFIEZHEMNT L E0 ERNADNLHERH Y
£
RT¥HNN—Dar
VIR 2T Zyra—= R N=Y0) Y =AFESZOICH DL, BEOEPNTN D Gold
Star U UV — A% F(T79 5 Z & 2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html IZFLHE SN TN DH U U —AERIEH L TS 72 &0y,
Tl 2 ZOEMTIZ, (AR EZ &) B Y ) —2FKE, RENRY Y —2%F5
(KO RBIBOA T F AV =Ry F) | FRIFFHFEFICEMNR Y Y —2%K5 (BUF
WEEZTDEODOEREMEDOA LT F AT Y=Ly F) ITONTHH L TWET,

FIE

T AT T4 —VT A ZADEEEF AL, T Y —)LiR— MR L £, FEcoONT
X, 7747 A= LOEFEZRA (161 ~—) I X UThreat Defense 35 L ) FXOS CLI ~D 7"
7 A (190 X—2) ZBRLTLEIN,

admin 2 —H#F &7 7 3L h AT — RO Admin123 2L e /1 LET,

FXOSCLIWCEHt LET, Ml TR A LIl E, RATU—FREEFTTLHILIRODLNET,
Z DA T— R, SSH @ Threat Defense = 7' A X bR &£,

GE) MAT—RFRTTIZEFEINTWT, NRAT— RBRbNLRWEEIT, HIHERE~DY
Ty FEFITLTC, NAUY—RZT 74 MUy FT2A2RERSHY £3, #IHIRE
~D VU Ty FFNEIZOWTIE,  [FXOS troubleshooting guide J| & L T 72 &0,
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CDO %%/ L 7= Threat Defense D/ER |

(EB) VILIzT7OHREHFLLN—Da DA VR =)L

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

ATw 72 FXOSCLI T, F4T7HDONN—Y 3 v 2FRLET,
scope ssa

show app-instance
1 -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State
Startup Version Cluster Oper State

ATV T3 HLWA—=Va i A =L THHEAF, ROFIEEZFEITLET,

a) BHALH—T oA ATHEWNIPT RLRAEZRET DMLER D HHAET.

Running Version

[CLIZfEM L7z

PR E DT (165—2) | B LT &, T 74/ FTlE, BHA V¥ —T =

A AZ DHCP i L £,

BHA L =T 2 A ANDT IV EATELY == H LA A=V EaF Ty rn— T

DMEND Y T,

b) FXOSD NI 7Ny a—T 47 WA RICREEENTWEHA A =D FIEEZFEITLE

j—o
T 7 AT U A —/VBFERE L5, FXOS CLLICHERR L £,

¢) FXOSCLI T, HHENATU— REHERTETHLIIRKOLNET,

TryFraeya=r 7 ORAIE. T AEFUR—T 4 7T HER. TTICRA
U— RNFREINTWDHZD, [SAT—FKDUE v b (Password Reset) | =V 7 T

[z (No..) JTEZBIRL TS ZEN,
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d) TRARETV vy hEDT L LET, CLITOT A, ZADOEFRA 7 (198 2—2) 2BML
TLTEEN,

cDO~DOJ A Y

CDO 77> FOAEpk & v 7' A » DFFHNZ SV T, CDO D RF = A2 b
(https://docs.defenseorchestrator.com) %S L T 72 &0,

O—42yFJOEDa =V ERLI-D 747 04—
LD R B

H LD AR #)y 5 Threat Defense 521l ->72 6, HA X —T = A AINHA X —F v T
TIRATEDLLIT, 77 AT U4 — W —7 V& L CERZ A AT 57207 T,
ZHoTDHE, FROBEHEIIHRTEERE T TEET,

PROEEBZIIHRTHI7AT0+—ILDI) TILESDIRH

Ty AT U —NET vy ZICRETINEER Y 7 2B TAHENC, PRoOEGHYE LT
LIV TNNEEEFRELTEEET,

FIE

ATYT1 Vv —T iy —TarR—xr MRl ET,
b —TNVEERT AT, IR AT U A — VOEBEREANLTNC., T AT TF— L
N lr—DA Xy N BB LET, Yy —DLAT TR, ariA—3xr b BIO
LED IZOWTHEE L T MLE R H D £,

ATFYT2 IJ7 AT 04— NOV Y TILEREZILEHLET,
T AT T —IDI Y T LRI, M%f/ax_ﬁﬁénfwiﬁoit\7747v¢%
AHTEOB X L T IChH B AT v h—Icb i sncnEd,

ARTYT3 77 AT U 5—NDY I T NEKSEIT @M/ ROALD CDO % v b U — 7 EBFEITEEL
7,

Fw NU—IBHET, vo—F o F T la = TERGICL. T AT U — VIR L
TUVE—FCRETDEDICT AT UA—NADOL Y TIESNLEILRD 7,

CDO BHE LEEEBM T, AV R—FT 4L T DI LTA L ERELET,
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ATvT1
ATvT2

ATvT3

ATvT4
ATvT5

ZORME Y7 T, CDOBNEETE 5 L 5T Firepower2100 % % > N U — 7 (28 4 5 HIkIC
DWTHALE T,

KT T AT A NEZTRS TRy NUV—2IZHRT25A1F. ZOeT4%2 872
SV, ETATIE, 77AT 04— NET7AT T IVDAT—H AL R_RT T 7 AT U4 —
WV EDLED ¥ —7 L AZOWTHB L TWET, SEZS T T, ITHM E —FIZ LED % /L5
PITT77AT U4 —NVDAT—H AR TEET,

87 : Firepower 2100 0 7 — 7 )L EC4R

WAN Modem

Ethernet 1/1
’ outside, DHCP from outside nw

JBBBBBBBBBBBBB‘

] )
@Q@@@@

(ogtionan \\ % % %
Console ports

(" Inside
\ v
Management Computer Other Data Networks

aEeAAARARRAAAMER

=88 1T

[ Je [ |
Em
[ Jo [ |

n—X%yFrurea=r T A=Yy /1 (FMER) TOCDO ~DEHGEEZ VAR — R LT
I/\ibé—o

FIE

T —VEROMTET, N R TRETA FEBRLTIEEN,

A—HVXy NN AE =Tz A ANBTA R T Xy hU—2 (WAN) ET AIZX > b
T—0r—T7NEHER LET, WANTET AL, b A U2 —xy NaET 2 ToH 0,
T7AT A=A Z—Fy b~D— MIbH7e ) ET,

WA o Z—7 = A A (Ethernet 12 72 &) ZWEA A v FE 73NV —Z T8 LET,

WEIZIZEEDA v A —T = A ERTEET,
BRODA LB —T oA A DXy MU — 7 L ET,
EE) BHa v a—XFrkary—LR— MNEGELET,

TR, BEICERT 00 ay y — VEERITVNEH Y T A, 72720, T TV a—
T4 TIIRBEBRIGENH Y 97,
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77479 +r—LoEE0RA ]

T77AT70A—ILDEIRERDEA

BFRAA v TFIE, Y —VOFHOEREY 2 —/VIDEICHY T, ZHIEVAT A~DE
WEHET D NIV AL v F T, BIRAA v T NRAX U NAL OAEIZH DAL, 3.3V O
AR N BRIy FOZRNEBRED 2— O FMEEN., RVOEERIIA IR F
Ty AL v TFNFTUOMBIZHDHEIE. 2VOEEFRERNRL AR, VAT ADEE)LE
R

N

(GE)  Threat Defense Z ] CiEENd 5 & 1%, WIHLIZK 15 ~ 30 5300 £97,

ATy I
ATy T2
ATvT3

RATv74

ATy TH

1R BHHIIZ

TN 2K L TEEEORWENZMB T2 2 EAEETT (2L 21, WEEEREE
(UPS) #fEH) . mAIDOY ¥ v N U EITDRWTENNR Kb L, BERXRT7 7 Ay
AT LAOEREEFIEEZTHRERERSH Y £, Ny I 7T 70 RTIEFIZZHRO T ot A%
ITENTWT, BANRKbNDE, VAT LETV—AT Ny y N T TEERA,

FIE

BRI — REFT AL R L, Ear vy MOEELET,
TNA ZADEEHDERAA v T2 LET,

T INA ADREIZH D PWRLED ZHER L E9, SOIZET L TWAIEEIL. T3 ADOER
MA>TUVET,
SYS LED

PEEEEEEE e
PERERPEREEEEREE®
e s
E
i, LI
* = =
|
PWR LED

TR ADHHEIZH D SYSLED #HER LE T, T3 ANEFITEEH L TW\W5D L. SYSLED
DRI TIER L AR L F7,

RIEN S D851, SYSLED 34 L o PEICTIER S L ET, ZOHAE., IT HMICE
LT IZEN,
BT SYSLED # R L3, 534 A7 Cisco Cloud |28t % & . SYSLED AfEalzwp -
< EHBLET,

RIEN B 585501%. SYSLED 234 L o U Ll S L. 7734 A7) Cisco Cloud (ZF5Z=E L
RNl Z LRV ET, ZOHEIE. Ay M= —TANA—V Ry b UL A HF—
T AL WANET MR SN TWHZERMRLET, Xy NTI—I Fr—T L% 8L
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B cosvrToesazy sERALET AL ROBALR

7%, 10531 F 8l L CTH T 234 A Cisco Cloud [IZEEE L A2 WEEAIT. ITHMPICERK L TL
7ZEW,

RDEZRY

CITHIM L #AE AT > T, BAMEFO LY A ATA L T 7T 4 T 1 ZMR LET, Ao
CDO HHEL L biala=r—va VA EAT ILERDH Y 7,

s ZDH AV BT T D E, CDOEHE L Firepower 7 /34 A% U E— MMM LREER L OE
HTELRERVET, TR TETTY,

tOARyF JOEDIa =T 2FRALETNNA ADEA %S

ATy T

ATvT2
ATvT3

ATv74

ATy Th

Yok yFraela=r s LT A0V ) TAFKE%EMA LT Threat Defense % & A Uifj
LET,

FIE

CDODFEF =2 a7 4 RUT[A b (nventory) 1227V 27 L, HODOTT

ARH () 7 Vv LTT A A% [A R —F (Onboard) ] LEJ,
[FTD] % A /L& 3R L £,
[FELE— F] T, [FID] BRI NTNDZ L 2MRBLET,

BHE— RNE LTC[FID] 2R L72ZIZWDOTH, [Av— T4 ADEH 27V v L
T, T A THHTRERBMGFED A~ — T A B ARG EZIIERE T £, HHTRER
TAEBRIZONWTIE, FA4 BV AZHGT 5 (149 X—2) ZZRLTIZIN,

FoR—=T 4 7 HEL LT[ T NAESZMM (Use Serial Number) ] iR L £,
H88:2 ) TIESEHER

Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onbearding. Learn more (£
Firewall Threat Defense

ey =) =) &
i L) i i i
- - Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Usa this methoed for low-touch
key generated from CDO and applied provisioning or for onboarding
on the device using the Command

environment
Deploy an FTD to a supported cloud
envirenment; AWS, GCP and Azure

configured devices using their serial
Line Interface. number.

(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.4+)

[FMCOER (Select FMC) 1T, U R 226 [7 70 REEIAIFMC (Cloud-Delivered FMC) ],
[Firewall Management Center] DNEIZZIR L, [k~ Next) |7 Vv 7 LET, >

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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ATvT6

ATy T17

to4vF FoEva=vy sEALET A1 zou kR [

89: FMCO:EIR

o Select FMC Select FMC @ For more details, Click Here
Select ~ |
Cloud-Delivered FMC
Firepower Management Center (Recon

o Connection On-Prem FMCs (7.4+) @
FMC-Securex-Onboarding-1654149835633

e Edssward Reset FMC-Securex-Onboarding-1658238180734

o Dy Arcnrent FMC-Securex-Onboarding-1681247022490
FMC-Securex-Onboarding-1681762232392

o Subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o Cone + Onboard On-Prem FMC

[#5ft (Connection) | = U 7 T, [T/ AD Y VY 7 )L%ES (Device Serial Number) | & [T /34
A4, (Device Serial Number) [ Z AFI L., [k~ (Next) | &2 U w7 LET,

B 90 : %%

o Connection Device Serial Number Device Name ©® Enter the serial number of the FTD device you want to
n h ill mj nni h
[JADZSBSDZGB } [fp-1010-1| J 0 bpard.l en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[IXAT—F®DY+ty b (Password Reset) ] C. [I&Ly... (Yes.) |22 Vv Z LET, ., T/
A ADF LR ZT—REAN L, ZOFHLWWSRRAT — RE2fEZR LT, [k~ (Next) 1 %7
Vw7 LET,

n—XyFTuYa = IOREE. TAAL RTFHRTH L0, HAA—IfSNTVDLE
BV ET,

GE) LA A LTRAY—FE Uy hL, B—H v F7ravya =752
T D EICHREEEL Loz HAE, LW A (No.) 147 v a v 2%8IRT 5
VERHVET, n—F v FFubPa = VEEHCTIRETESEHHT-0, HA
A=V EORERH LG EERE, TS Rl AT 52 LRI ES
Puo
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. ton4ayF JoE

v

ATvT8

ATvT9

A=V EERALETNA ADBA%ER

B 91:/1XT—FDY+EY

9 P ) ‘ - . . : @ Password must:
\l) Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

2
number. Learn more (7 - Have at least one lower and one upper case letter

(2) Is this 2 new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.

- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy 7¥ 7 A=a—% LT,
THAADT 78 A a2y br—LRY —2@RLES, R V—BRESNTVRVES
W, [T 74NV DT 7 Ray ha—/LiR Y 2— (Default Access Control Policy) ] %33R L =
D

B 92: K1) —&|Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

[h7 A2 U7 a7 A& (Subscription License) ] IZ DWW Tik, AT HKEEET A
v AETF vy 7 LET, Next] 27U v 27 LET,

[l Cisco Firepower 2100 2 4 — + 7 v FH 4 K
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FoR—F 1o —REEALET 74 79— LoER [

9B:HTRYVTFTavsM4EUR

© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN

AT T (EE) [1 > Y (Inventory) ]-3—Y DWW R & 7 4 )V HALEIZHST

TGN EBMLET, FAEANL, BT F2Rx (0

X, CDO ~MD#E AWE(HRIZT A ATEA I E T,
® 94: 48T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[f Xy PU]_=Unh, A LZIEND OT S, AZTIR L., AHICH D [EE] A
VIC—ERRENTWALST T a v OWTANEBIRLE T,

FoR—T AT 04— FEERLEDD7AT 04—
VDR

DB a3 TIE, CDO DAY R—F 4 T4 F— R LTEHrR—F 1 7RI
T7AT U —IVERET D HIECHOWTHALET,
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ATy I
ATy T2
ATvT3
ATv74
ATvTH

IO Ry 7 TiE, CDOWEHTE 5 X ) IZFirepower2100 & %~ NV — 7 |28t 5 STk
DWTHALE T,

95: Firepower 2100 ) /7 — 7 JLER#R

WAN Modem

l—outside
aaEeeAREEARE®

S EEE aaaﬁj‘ S IEEE EEER
aEEAEEAEAE® ‘
N
ss3ssssss seseoasasannanen [F888 T~ 2"
pEE m |m ol ]
L e pem = me L
Console \\
ports
consoleOR ' ..
Ethemett2 | .
Other Data Networks

Management Computer

VY 8T v TR ED A, v —T 2 f A~ X =% T 7 B ARISHRE L= LT,
HFEDOTF—HFA A —T A A, FFEEA L X —T 24 A TCDO IZHEFHETEET, 20D
HA RTIE, A v Z—T oA 2 L TWVET,

FIE

Ty —TEROMITEYT, N— R TERETA REBRLTLEE N,

S A B —T7 = A A (Bthernet 1/1 72 &) ZANT A — X IZHRHE L £,

WA v % —7 = A A (Bthernet 1/2 72 &) ZWE A A v F E£ 21TV — X IZHERH L £,
BODOA L E—T oA ATMOR Yy VT —7 ZHEFRE L E T,

EHaL P a—HX%ary Y —)Lik— b $£701% Ethernet 112 4 % — 7 = A AZEEGE L £,
CLIZBER Loty N7 v 72 FETTH5,EIE, 22 Y — AR — MR T HAULERH Y
FT, IV AAR— NI, N TTNANTa—T 4V TOHENTHOREIZRDLERH 0 7,
Device Manager Z i ] L CTHIMIERE 41T 2 %56 1%, Ethernet 112 A ¥ —7 = — AIZHHfi L £
7T
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77479+ —LoEREA |

T77AT70A—ILOEREA

BFRAA v TFIE, Y —VOFHOEREY 2 —/VIDEICHY T, ZHIEVAT A~DE
WEHET D NIV AL v F T, BIRAA v T NRAX U NAL OAEIZH DAL, 3.3V O
AL N EBIRL=y FOBPEBFRED 2 —A0OANMEEN., RVOEBFIZA 7R £
Ty AL v TFNFTUOMBIZHDHEIE. 2VOEEFRERNRL AR, VAT ADEE)LE
R

N

(GE)  Threat Defense Z ] CiEENd 5 & 1%, WIHLIZK 15 ~ 30 5300 £97,

ATy I

1R BHHIIZ

TN 2K L TEEEORWENZMB T2 2 EAEETT (2L 21, WEEEREE
(UPS) #fEH) . mAIDOY ¥ v N U EITDRWTENNR Kb L, BERXRT7 7 Ay
AT LAOEREEFIEEZTHRERERSH Y £, Ny I 7T 70 RTIEFIZZHRO T ot A%
ITENTWT, BANRKbNDE, VAT LETV—AT Ny y N T TEERA,

FIE

B — RET AL A CEE L, By MOBRELET,

ATV T2 FARAAZADOEEICHDHERAAL v F 2L ET,
ATFY T3 FAALAOHNANCH S PWRLED #fEz L3, HAICEIT L TWAEAIE. T34 ZDER

MAS>TWET,
SYS LED

PEEEEEEE e
=1 1. 171l 0 L.
e s

C

= = = e B
= B S

f
PWR LED

ATy T4 FRA ZAORIHENCH D SYS LED ZHER L £, FREAICALT L TWAEAIT, BREARKDS

CEHLTVET,
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B Aot T - FEERLET A RO VK= T 4 v

GE) BRAA v TFE2F7OMBICEINTENINC, VATANTL—RATI LTy y N EHE
1ITC& B L9 Tshutdown 2~ REMALET, KTT5FTITEDDLNIHERD
DET, JL—RTIN ¥y METUNRETTHE, a2V =W IcElRA 732
LRETTERRINET, BIEASRAOFRT—F E—a LED R4 L, VAT
LDOBEREAZICTIHMEF N TECNDLZLERLET, ZNT, AL v F &4 T DN
BEICBEITE 5 L9127 & Lz, Aif/ %L PWR LED 2B SR L, AT L
F9°, PWRLED B5E&ICA 72725 £ TEREZ N2 NTL ZE 0,

ZH 5O shutdown =~ > RO OFEMIZHOWTIL, [FXOS a7 47 L—v g
HA K] #5B LT EEN,

FAoR—T 400904 F—FEFERLIEETNNARADAVR—T 425

ATy T1

ATy T2
ATvT3

ATv74

ATvTh

CLI B$x—%2 A L7 CDO DA v R—F 4 70 ¢ P — K& L T Threat Defense % 4
YAR—KLET,

FIE

CDO Dt —var 74 RUT[A XY (Inventory) 1227V v 7 L, 5ADTT

ARH () 7V w7 LCT /" A% [4 2 AR—FK (Onboard) ] L £,
[FTD] # A &2 Uy 7 LET,
[EHE— F] T, [FID] BRI NTNDZ 2R LET,
BFHE—RNE LTFID] Z&ERLZRITNDOTH, [A— T4 AOEH] 27 v L
T, T ZATHAARERBEFED A~ — h T A B ARG EZIIEFE T 4, MHTREZ
TA B AZONWTIE, FA B ZAZHGT 5 (149 "—2) ZZRLTIEIN,
F v R—T 4 7Nk E UT[CLIR S F —Z i ] (Use CLIRegistrationKey) ] AR L £7,
[ 96: CLI B4} % — % {5 A
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (f

Firewall Threat Defense

[@750] O romo ol .
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
1 i Onboard a device using a registration Use this method for low-touch environment

key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.44)

[7 /734 24 (Device Name) ] # AJJ LT, [IR~ (Next) 1227 V27 LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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I CDO %{$/H L 7= Threat Defense O B
FoR—F 4 05 D F— REEALET A 20Fvk—F 125 ||

97: TINA X%

Device Name

[ far ]
=

ATv 76 [RY—EYLET (Policy Assignment) | IZDOWTiX, Favy Xy 2A=a—% LT,
TNRAADT 7®A arba— /LR —Z2FRLET, KU —DRDRESINTORWEGEE
. [TV DT VA3 hr—LR Y — (Default Access Control Policy) ] % 3%R L &
j—o

K98: 7YX artA—)LR)I—

@ Policy Assignment Access Control Policy

l Default Access Control Policy ~ ]

AT9 Tl [T AV VT 3T A& A (Subscription License) 122\ CliE, [#H FTD 7 /34 A
(Physical FTD Device) | 7 ¥4 A& %27 Vw7 L, AT HEERET A B A ETF =
JLET, [Next] #7 U w7 LET,

9:9TRHYTLavs/4teUR

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

ATv T8 [CLIEEEF— (CLI Registration Key) 122\ Tid, CDO X, Bigk¥—LZDMD T A —X
AL Ca~ry REAERLET, Z0a<wr Rz a b — L ., Threat Defense DR E T
EHTHILERDY 5,
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ATvT9
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100 : CLI 2535 —

'-\.1./' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more [
I:-;:] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCoP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name
CLI T®D, #7213 Device Manager Z il L 7= WIHIEREDFE T

s CLIZ M L2 E D FAT (165~—2) « AZ— 7 v T A7 V7 b&EFET LIk,
Threat Defense CLI CZ D a~y Rxab—LET,
« Device Manager Z ] L 72 IR E D FELT (170 ~—) @ @~ KD cdo_hostname,
registration_key, nat_id ™7 % [Management Center/CDOD 7 A N4 /IPT K LA
(Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO D %5k % —

(Management Center/CDO Registration Key) ]. [NATID (NATID) |7 4 —/L RiZat'—
L/ i h@‘o

B -
CLIty N7y 7OV Tavw s K.

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUltY N7 w7 DT avwy R arf—xo b

[ 101 : configure manageradd 1< > K iR—+ > k

cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

FUR—TF 4 LT 4P FT R~ (Next) 12270 v 27 LT, FAA ZA0OBEEBIALE
¥,

(FEE) [1 >~V (nventory) ] X—YDW_EEZ &7 4 NVAMBIESLSE D, T/A

ATV EBIMLET, 7V E AL, HWTTARE () PEIRLET, UL
1L, CDO ~DE AHE R IZT A AT@EA I E T,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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agzz I
102: %27
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
RDERY

[A Ry FUR=D0 0 BAEER LI OF A 22BN L, HHICH 5 [ERR) 24
VIC—ERRENTWALT L a v OWTANEBIRLE T,

=
Hﬁﬁnlﬂi
CLI % 721% Device Manager Z{# ] L C, Threat Defense D#IWIEEE % FEIT L £,

CLl ZE A L =9 #IERE DRT

Threat Defense CLI (285t L CHIMIRREAITWE T, CLI 2 H L CHIHREL EITT D &
BHA LA —T 2 A ABIOY R =% T BA A LB —T 24 ADREDHDMMEFRI SN E
7, Device Manager Z i/ L THIMEREZFATT D &, BHA U —T oA AB L P~ 3 —
X TIRAAE—T oA ADFEITMA T, FEOTDIZ CDO T Bz - & X1,
Device Manager CT5%¢ | L7723 _XTDA X —7 = A AFERBIMERISNET, 778A a2 b
BV RY =R EOMDT 7 4V FREFHRFFS NN LITERE LTI E S,

FIE

RAFvwT1 2V —)L7R— | T Threat Defense CLI (28567 L1,
oY —LiR— X FXOS CLI 28t L £,
ATFw T2 2—HF—4 admin BLOSZA T — K Admin123 Ca /4 > LET,

HHTFXOSIcn 7 A4 Lz &id, RAUV—FREEFTITLL9>ROONET, ZD/RAT—
RiZ. SSH @ Threat Defense = 74 A bFEHA S NE T,

GE) NRRAT—=RFRNRTTIIEREINTWHWTONLRWESIX, T ZA&2FHA A=Ak LT
AT —=RETFT 74NV MUy hTARERHY £, HA A—JLOFEIZOWT
T, FXOSD N T TNy a—T 47 A RESRLTIEIN,

1

firepower login: admin
Password: Adminl23
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CDO %%/ L 7= Threat Defense D/ER |

B cuzerLraszEozs

ATvT3

ATy T4

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI (24558 L F 1,
connect ftd

51

firepower# connect ftd
>

Threat Defense (2] Ta A>3 5E, =2 Ra—WF—F 4 28 (EULA) IZRIET
HrokponET, TOHk, BEHA LV —T 2 AOFREADOCLITY T v 727 17 K
NERINET,

T—HAH =T 2 AT =Y T IV AEZHEDNLIEEGETH, BHA VX —T A R
DOEENER I ET,
G REZZVT (e, A A—VEFERTAZEICLY) LannhED | CLIty
N7 o704 = REBVIKTZ LT TEETA, 2L, TRHORETXTL, #%
725 CLI T configurenetwork =~ > RZffH L CTAHE CT& 9, Cisco Secure Firewall
Threat Defense 2~ KU 77 LU AZ ML T &0,

T 7 4V MEETZIZLRNC AT LT2ER T v aNIcEz R ENET, LENCAN LicfEsZ0E
AT 25E1%, Enter L £,

ROTA FT7A4 2B LTIESUY,

o [IPv4% 3 E L E 95?2 (Do you want to configure IPv4?) |, [IPv6Zi%E L £ 79 75? (Do you
want to configure IPv6?) |: ZILHDX A T DT RLADDR b 120y 2 AN LE
T, BEA =T oA ZAEERT D TENBRWGETH, 7FAX—=Kr7 RLARED
IP7 NLAZRETOMERDH Y £,

*IPv4[XDHCP BEHEFIFHDEL L THRELEFI N ?IPV6IXDHCP, JL—% ., &Ff=[E
FEOENTRELEFTH? : [FE (manual) |Z IR LT3, EEHA L HX—T A AN
DHCPIZRHE SN TWALE, BHHAOT — 4 A v 2 —T 2 A AEHETHI LTI TEE
A, ZhL, data-interfaces THHME N H DT 7 4+ /L hb— R3S DHCP H— 33— 5
ZELIELV— R CLELEXSNDIAREERH 72D TT,

EBA VA —TDIAADIPVAT I T — DA EANETRIIEBSA V3 —D A
ADIPVETF— 9T A4 ZAN: ©¥— M7 = A )data-interfacesiZ7e b L 9 ICETE L E T,
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I CDO %{$/H L 7= Threat Defense O B
cu z@AL-mmEEozs ]

TOREL, K=V ¥ T I EBATFT—H A F—T oA AW UTHETE L LT,
Ny P TVL—v BN L CEBRNT 7 4 v 7 2R LET,

[TAA A —J)LTEBLET ) (Manage the device locally?) ]: CDO Z{# 9 221X
o] ZATLET, yesb ATI3 25 &, VT Device Manager 232 Z L1272V
EJ RN

(T AT VA —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJ L
FT, M=V T I BRIE, V=T Y R 77 AT Ut —)L ET— FTOHYR— b
SNTVET,

51

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...1]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
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B cuzemLr-anzEoss

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATYTE v F =T T IV AHOHNMA v A —T oA AEFHELET,
configure networ k management-data-interface

LD’ IMIA L F =T = A ADIEKRI R A Y VU= BIEEIT O L OITKROLH T T B
TRINET, ZOa~xr FOEMIZOWTIE, ROFFEMESRLTIZIN,

T A H =T A AERENT D5, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, Iy 8T vy TRRICIPT RLAZFEICRIE L > 728451, configure
network {ipv4|ipv6} manual =~ > R ZfH L CTRETEH L K2 F L7, BHEA
B —T 2 A A — U A %&data-interfaces|\ZEE L2 o2 AE, 22 TCZoav
RCERELET,

Threat Defense % CDO (ZiBMT 5 &, CDO (FA v H—T oA AHE (A F—T A A
LETPT RVA, = b A ~DEH/L— b, DNS ¥—/3—_ DDNS ¥ — 3—72 )
ZRH LU CHERFL £ 9, DNS = =R EOFEMIZ OV TIE, kESRLTIZEN,
CDO Tlt, B T~vF—Vx T/ VA A H—T = A AR EEE CTE £9725, Threat
Defense & 7213 CDO DNEBRBEEDO ML 2T D X O BRELZ MR 2N E I LT
SV, EEEEGE ST SN 7235A . Threat Defense (ZIXLARTD ERR 21859 % configure
policy rollback === > R & ENET,

DDNS #—/3—H#? URL #5% &3 5 &, Threat Defense (% Cisco Trusted Root CA /N> K
ANBTRXTOEECA OFEELY HEIIIZENT 5728, Threat Defense | HTTPS £t
@ DDNS H— N —GEREZ FRFE T £9°, Threat Defense (£, DynDNS U E— ~ API {14k

(https://help.dyn.com/remote-access-api/) #7579 ~T®DDNS #—/N—ZHK— kL
*7,

Zoavr RNt T4 A X =T A ADNS H—N—%HRELET, By T v
727 U7 T (£721F configure network dnsservers =~ > K& L C) RELE
BDNS r— =i, BT 71 v 7 IS ET, 77— DNS %—,3—|%, DDNS

FEESNTWEHA) RIS v F—T oA ACHEASNDIEX 2 T 4R v—
W S E T,

CDO Tli, Z® ThreatDefense (ZHIVM¥THT T v b7+ —LRER) > —TT—F A
A —7 x A A DNS P —/N—3FE I ET, CDO IZ Threat Defense #B13 5 &, 17—
TIVEREDHERF S4U, DNSH—_— 37T v 87— LRGER U U —ITBMSvEE A,

7272 L. DNS#E% &1 Threat Defense (ZE T 7 v N7+ —AFKERY —%H Y YT
HE, FORELL->Tr—INAFREN LEEEX INFET, CDO & Threat Defense % [F1H# &
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I CDO %{$/H L 7= Threat Defense O B
cu z@AL-mmEEozs ]

BHITE, ZOREIC—HTHEIICDNS Iy I+ —LREEXT VT 4 TIHRET
LI EEBEDLET,

F72. Bm—H/LDNS H—3—(L, DNS I — =2 FHPEE TRt S 7258120 7~ CDO
THREESNET, xR, BHA LY —T oA RAEHEHLTT A X%ﬁ‘ﬁ% L. &T
configurenetwork management-data-interface =~ > R&H L CF—# A4 X —T7 =4 A
Za%E L7235 A . Threat Defense k& —E9 2 L 912, DNSH—_—%2EFT 26 O
ET T4 CDO CFETRET DLENDH Y 7,

o EHA L H—T = A AL, ThreatDefense % CDOIZEKER L7-1IZ, BEHA L X —T A A
FRFMOT —H A H =T 2 ADNTHDICERE TEE T,

ey hT T 4= R TRELZFQDN R ZDA H—T = A ARSI ET,

AV FO—HE LTT A ARERKZ 7 VT TEET, ZOF T a i)y v
FUATHEATEETD, Yty b7 v 7REE OBREICIIER L2 Tl Zan,

o T XEH A9 B 121X, configure network management-data-inter face disable = <
Y REANLET,

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.
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CDO %%/ L 7= Threat Defense D/ER |

. Device Manager % £ Fi L =¥ HA EDEIT

>

AT w76 CDO AR L 7= configure manager add =~ > K& LT, Z ® Threat Defense % & H# 4 %

CDO Z#BILET, a~wr FOERIZONWTIE, FrvAR—F 47 T4 —REHEH LT
NRAZADF v R—=F 47 (162 2—2) ZHBRLTLIEEN,

i

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

Device Manager % {8 L /=#)HAERE D EIT

&
ATw T2

ATvT3

W >~ 87 71T Device Manager /35L&, HHHA L X —T oA AL RX—T X TV
TARADRREICMA T, ROA U Z—T = A ANERRESINVET,

e f—HXw F1/1: 48] . DHCP LD IP 7 KL A, IPv6 HENERE
oA —H R 12 TRER . 192.168.95.1/24

« 7T 7 F /L hL— b AN A B —T = A AT DHCP 4 L CHS

oz E (NEO DHCP — N —_, 77X o ra—NL B — X250/ —0 7
E) ITREENZNVZ LICEELTLIEES N,

CDO ([ZH v R—F 1 > 7 DI Device Manager N TIBIMDA > X — 7 = A A[EH DRIE %
FITTH L. TOREFRFFSNET,

CLIZERT DL, BHA L E—T a2 A AL~ =V TV BAREDHEMEE SN ET (12
LI TIANNORNEA v Z—T oA ARERITEF SN ERA)

FIE

BHa v Ea—FE2A—V Ry NIRAVE—T oA ATHERLET,

Device Manager (21 74 > L £,

a) 77 UHIZURL (https://192.168.95.1) # AJJL £,

b) =—F—% admin, 774/ /XAT— K Adminl23 #fHLTa /A v LET,

) TV RaZ—HW—TFA4 U 2ABHELFATHEL, BHEENRU—-RELETLH LI
Ko ET,

WIWIERE & 52 T3 5121, AT DeviceManager (0 7 A > L&ty v T v 7o 40—

REFHLET, BEIDSUT, X=YDOFHICH D [T 31 ADFEER A% » 7 (Skip device

setup) | &7 Vw7 LTy N v 7 U4 PF—RE2RAFy I TEET,
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I CDO %{$/H L 7= Threat Defense O B
Device Manager % {5 f L = ) #i5RE D RAT .

vy NT U4 REETTEHE, NEA v X —T 2 A (=P Ry F12) DT T+
JL REREICINZ T, CDO DEFICHI N B2 5 & X ITHERF SN A (A —Y % B /1) AV
H—T 2 A AHLRETETET,

a) INHA U F =T 2 A ABLOEEA U F—T =2 A AK L TROF T > 3 VEREL, [K
~ (Next) 127 Uv 7 LET,

1 A 2 —T7 A4 AT FL A (Outside Interface Address) | —Z DA ' F—T7 = A A
TEHEA =Ry N T = U2 THY, v X =V ¥ T I/ EBEAA U E—T AR
ELTHEHINDSGAERHY £, 75 ZAOHMERERFZHIOINEA 4 —T = A
AEBIRT D LI TEERA, BADT—F A Z =T oA ANT 7 4V kDI
A B =Tz A ATT,

=V T 7 RHER (FTENE) SdR AR =T o REEAT D
BlE, By b7 T4 = ROETRICTFE TRET HDLENH Y £,

[IPv4DFEE (ConfigureIPv4) |: HMERA > #—7 = A A DIPv4 T KL AT, DHCP
EHERT 20, FRETFHTAYT v 7 IPT RLA, 7%y h~A7 BIO
TPtz B ANTEET, [A7 (Off) 1Z2TBRL T, IPV4T RLAZFRE LR
EVWIHIBRBRE LSV ET, By N T v U 4 P — NEMH L TPPPOEZRET HZ &
TTEEFA, AV F—T 24 ANRDSLETFT A, F—T)LETFT A, £721T ISP ~Ofth
DOHEGC R ST Y | ISP 28 PPPoE #fH L TIP 7 KL A&k L TW A5
%, PPPOE WMLEINZ 2 550 H Y £3, U4 ¥ — ROFETHIZ PPPoE Zi%E TX &
R

[IPv6 DR E (ConfigureIPv6) | : SMifA > % —7 = A AHDIPv6 7 K L A9, DHCP
EEMATL0, FREFEBHTAYT v IPT RFLVA, L7 4y 7 A B —
Nz AZANTEET, (A7 (Off) [ZEIRL T, IPv6 7 RLAZFHELRNEWN
IR H Y ET,

2. [E¥EA 32— x4 R (Management Interface) ]
CLI THIHREEFEITLIEHE, BHA VX —T7 2 AOREIFTERSNEEA,
Fe BB =T 2 f AT =X T 7B RAEZENC L EAETEH, A 2 —
T2 A ADREMERSNET, 722X T—H A F—T oA AN LTy
T RBHTNN—T 4 VT ENDIERNT T4 v I X, T—HF A F—T AR
DNS H—/"—T37e <, HFA ¥ —7 = A ADNS % — —%{FH L T FQDN % fi#
wLET,

[DNSH—/% (DNSServers) |: ¥ AT LADEHT KL A D DNS Y —/3, £ Fifigik
W21 2L EDDNS =37 RLAZ A LET, 7 7 4/L M OpenDNS /X7 U >
27 DNS H—"TF, 74—V REMEL. 774 /L MIELIZWEEIE, [OpenDNS
ZfiH (UseOpenDNS) %7 U w7325 &, 74 —/L NICHEIRIPT RLARY m—
RENET,

[Z77A4 T U4 —/VKA N4 (FirewallHostname) |: v A7 ADOFEHT KLU ADKA k
Z"(“.ﬁ‘o

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&XE L. [IR~ (Next) %27 U 27 LET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATV

ATvTh

ATvT6

ATy T17

1 [#A LV —>2 (TimeZone) ]: VAT LDHA LY — EBEIRLET,

2. [NTP# A L —,3 (NTP Time Server) |: 7 7 # /L h®D NTP H— "% fE 5 h, f#F
HLTWANTPH— D7 RLAZFECTANTINEZRRLET, Nv 277 v 7 H
WCEHOY—NEBINTEET,

c) [BEETIZ 90 B O %2 BA4h (Start 90 day evaluation period without registration) ]
EIRL £,

Threat Defense % Smart Software Manager I8 &k L 72 WV TL Z &V, TXTOT A &L A
CDO THEITSNET,

d) [#%7T (Finish) 1227V v7 LET,

e) [7 77 F&EE (CloudManagement) JE72IL[AF > K7 12> (Standalone) | %R T % K
IR BNET, CDO 7 7 v R Management Center DAL, [AX > KT BV
(Standalone) ] IR L T2 6, [T (Gotlt) ] Z#INL £,

[7Z 7 K& (Cloud Management) ] 4 7Y 3 1%, L —0D CDO/FDM HEED 7= D
HOTT,

(MEZIELTC) BHEA X —T =2 ZAERELET, [T/34 X (Device) |>[f ¥ —7 =
A A (Interfaces) | DEEA X —T =2 A4 A% S LTI EEW,

BEHA LA —T oA AL, T—EA LV F—T oA RATRESNTF— N T = A BDULETT,
FIT 4N NTIE, HHA X —T 24 AXDHCP "B IP 7T LA — = 2% E L%
T, DHCP 267 — b7 = A ZZE LeWGH (e xiX, BEA X —T oA A% Xy b
T—JICHR L TWeWEE) \ F— NV =X T 7ANV N TCT—F A Z—T = A A2
D, MHRETHLENLHY £ A, DHCP L7 — U =A 2%E LTI=HAE, b IcE
AL E—T oA RTFHIPT RLAZREL, F'— b V=2 2T =X A X —T A AT
RETHHLENRDY 7,

VRN T B AEAT HINBE TN DA v F—T = A A FTEINDA v —
T2 A RAEFRETHHEE, [T/3 A (Device) JZEIRL, [ ¥ —7 =4 A (Interface) ]
DY~V =DV 7%7 0 v 7 LET,

Device Manager (235172 A % —7 = A ADOFREDFEMIT OV TIL,  Device Manager T?D
T7AT U ANORE (134 ~—2) | 2ZML TS, CDO T /NA AZHRT 5
L. Device Manager O DRERIFIRFF SN E R A,

[T /7314 A (Device) [V AT Li%E (Device System Settings) ][FF 442 (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[P (Central Management) ] [Management Center] DNEIZIEEIN L, [#ifT (Proceed) ] % 7
J v 7 L Management Center D& B &R E L E 7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £77,
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Device Manager % /L F=#1 AR E D EAT .

103 : Management Center/CDO 0) 34

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDO R A N F 721X IP 7 KL A% F1> TWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1Z\V (Yes) 1227 Vv 7 LET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
FrR—=T 4T T4 = REFEH LT A ADF R —T 4 7 (1623—2) &5
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name

&1

104 : configure manageradd 1< > K3 iR—R 2 k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DB EkF— (Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 1 —/b
Nizae—L%ET,

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN (%, A v —7 = A A, FE721F [Management Center/CDO 7 7 A A L X —
7 = A A (Management Center/CDO Access Interface) [FHIZEIR L7 A > ¥ —7 = A AITff
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

¢) [Management Center/CDO 7 2 ¥ A A % —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEMIZ DWW T,  [Device Manager TD 7 7 A 7 7 4 —/VOFKE (134 —) |

EHBL TSN,

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,
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CDO %%/ L 7= Threat Defense D/ER |

B 2xvnera07 oty s—onE

B 105: E #1156

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

EXMGEXa) T4R)O—DERE

ZITIE, ROREZHEH L TEARNREX 20 74 WY —2RET D HIEI >V THRMAL
£7,

NI A B —T oA RALITA L H—T oA A NI A F—T = A AZAZT 4 7 1P
T RLAZEDYCET, v X VXTIV BAREO—HE L TINA v H—T = A AD
FEARBRELERLE LN, FEZOA L H—T 2 A Xa VT 4/ — 28D 4T
LUMEMRHY FT,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SN A v H—T = A A TA U H—T7 = A XAPAT I L £7°,
T BRI hr—b NEWOIE~D T T 4 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T = A ATSSHZHMZLET,

=JL o
A 23— x4 XADEFE
0—4%yF7ueya =7 ERIINEEIC Device Manager T 555 IROA > & —
Tz A ANHERRESNET,
oA —H Ry F1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HENRE

e A=Yy b1/2: THER) . 192.168.95.1/24
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ATy T

ATy T2

ATvT3

AB—T 1A ADHKTE .

« 7T 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHS

Management Center (Z &% 3 % RijlZ Device Manager N CiIBIMD A > ¥ —7 = A AEHFORE %
FAT LG E . TOREITRFISNET,

WTFTHICZLTH, T, ADBRBEZITBINDOA  F—T oA ARELEFITTHLERDY £
F, ThreatDefense 1 ' ¥ —7 = A AEFHIL, TNbrxXa2UT 0V — 28D B TT
IP7 FLAZRELET, .

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL IL—FT v RE—ROHWEA v H—T = A A
EHALT, VT v RE—FROWNEA v H—T = AEHELET,

FIE

[7 /34 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
Lo [#RE (Edit) ] (£) 227V vy s LET, >
[f % —7 =4 A (Interfaces) | %27 V27 LET,

106: 1 >3%—2T AR

Device Routing Interfaces  Inline Sets ~ DHGP  VTEP.
e
Q Search by name " Sync Device | | Add Interfaces v

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorine Virtual Router

® Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled Ve
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled Vi
GigabitEthemet0/3 Physical Disabled 4
GigabitEthernet/4 Physical Disabled Y
GigabitEthemet0/s Physical Disabled rd
GigabitEthemet0/6 Physical Disabled 4
GigabitEthemet0/7 Physical Disabled rd

WEIZEHE 540 v 2 —7 =4 20 [#R&E (Edit) | (#F) 22V v 27 LET,
[ (General) | % 7 RERINET,
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a)

b)
<)
d)

CDO %%/ L 7= Threat Defense D/ER |

107 : [General] 7 T

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone

nterf

ace ID:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

48 LT FE TO [4HT (Name) | Z AN LET,
ez, A F—T A AT indde W IL4HETESITES,

[£%) (Enabled) | TF =y 7Ry 7 AEF NI LET,

[E— K (Mode) 1iX[72L (None) IZF&ELZEFIZLET,

[E¥x=VU7 1Y —> (SecurityZone) | Ky 7 XA RMLEEFONTHEX 2 U 7 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,
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AVB—T A RADETE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
108 : [IPv4] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

109: [IPv6] 2 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z=7VUvZr LET,
ATy Th AR \HEHTHA 2 —T7 =4 20 [#R&E (Edit) | (#) 227V v27 LET,
[&f% (General) | % 7 RERRIINET,
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110 : [General] 7 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy TS5 [{#fFE (Save) 127V v LET,

DHCP H—/\—DEF

7 A7 > N CTDHCP i L CEBICKTT A5 225 1P 7 RLRAZESET 5L 512958
A%, DHCP —_—ZHFZ LE T,
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FIE

DHCP H—/\— DR E .

ATY T [T314 A (Devices) |, [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22 Vv2rLET, >
R 5y 72 [DHCP] > [DHCPH—/S— (DHCP Server) | Z &R L £7-,

| 111 : DHCP H—/\—

Device  Routing  Interfaces

DHCP Server

DHCP Relay

DDNS

ATv T3 [—nN— (Server) | X—V T,

‘j—o

112: 9 —/\—D:EM

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Inline Sets DHCP VTEP
—

Ping Timeout
50

Lease Length
3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

v | + v |+
Secondary DNS Server Secondary WINS Server
v+ v+
Server Advanced
Interface Address Pool Enable DHCP Server

Enable DHCP Server

—
Cancel m

+ Add

[0 (Add) 1227V v 27 LT, ROATvaraZ&kELE

[ ¥ —T7xAA (Interface) |: Fa v 7 X TR RN U H—T oA ZA%HINLE

’9“0

«[7 KL 27—/ (Address Pool) ]: DHCP H— S—23MEHT 5 IP 7 KL ADH Frb
I EALOR O ZRE L ET, IPT FLAOFMIL, BIRL/IA o F—T = ZL[FELT
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Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D% 7E

—f&BI72 NAT V—/L Tk, WET RV RAENEA LV H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATL—NDZ tEA L H—T oA R—KT KL RAEH (PAT)
LIEONE T,

FIE

RATY 1 [T/ R (Devices) |>[NAT]#27 V v 7 L, [#LLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] %27 U v 7 LET,

ATw T2 R —IZL4RIEFMT, R —%2FHTET A ZAE@ER L, [R1E (Save) 127V v 7 L
ij_o
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NAT D& E .

1M13:HLULKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices ] Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
114: NAT K1) > —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 oo o ‘s;'::":ce :)nf::"';“[':" Original Original Original Translated Translated Translated B
. L . Sources Destinations Services Sources Destinations Services pEios

Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 7 0 VR y 7 ARFRINET,

ATFYT4 EAL— NS a BB ELET,
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1M5: EXIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

M6: AV B3—TARFTPxH b+

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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NPETN |

117: i
Add NAT Rule o

NAT Rule: )
Auto NAT Rule v |

Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %2 U v 7 LT, +_CTOIPv4 FF7 1 v
7 (000000) DXy hT—sFTVx s FEBEINLET,

New Network Object (2]

Name

" all-ipva

Description

Network
) Host ) Range (®) Network _) FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

GE) HEINATL—/UIA TVl FEZDO—EE LTNAT BT 2720, VAT A
EFOany-ipvd 47 V=7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DFEEIE (Translated Source) | : [5855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z&IRLET,
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BT D00 2 Rgk LTz L X, BARD [TRXTONT 74 v 7% Ty 7 (Blockall
traffic) | 727X ar ba— L RNY —%ER LTSGR, T AZBBTDHNT 7 4>
T HEHFA[T DDA ==V Z BT H24ERHY £9, ROFIETIZ, N —>
MO = ~DNT T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W72 Rry NT—=T~D TG T 4w I BFFR[THL— NV EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY — (Access Policy) 1. [7 7 AR U I — (Access
Policy) ] DNAIZERIR L, BEUCHT L ICE VY ToRTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 22Uy sLEF, > >

RTw T2 [JL—I)LEEM (AddRule) |27 U > 7 L, IRONTA—ZEHELET,
X 179 )L—I)L D&M

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None e File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All  Collapse All Remove All

NE | v 1 object

NE | v 1 object

i wixAutomationZone

«[&RT (Name) | : Z O/ —iZ4hiE A E7 (72 & 21X, inddeto-outside) .

« EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exx—2%ENM (AddSourceZone) | %7 U v 7 L%,

«[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — AR L, [FEEY — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

ATY T3 [Applyl 227 VU v LET,
L= =L (Rules) ] 7 — 7 /WIZIBEME L ET,
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IH—T TIOEVRATFT—RA2B—T 24 ATH SSH DKTE

A B =T 2 AP E DT —H A ¥ —7 = A AT Management Center 7 7 & A &4 2hiZ
LESAE. COFIEICHESTEDA X —T7 = ATSSH A HAHT HLERH Y 7,
Z T TIX. ThreatDefense C1 DL DT —4% A % —7 = A A% LC SSH #ke & A2 7
DB OWTEB L ET,

N

GE)  SSHIZEHA L X —T 2 A A LTF 74V FTHINI 2> TWETA, 2 OFEEIXEH SSH
T BRITHELEE A,

BHA B —T oA AL, T ADOMDA o Z—T = A AL TBESIV TV ET, Management
CenterlZ 7T NA AEREL, BT H7-0IFEHINET, 7—F A ¥ —7 =4 AD SSH
L, A X —T7 A AD SSH ENHBEB LU H2—F VR MEHFLET, ZOMOE
EXERNCRESNET, T—H A X —T=A ATIE, ZOEEEZFHALTSSH L7 7%
AYVAREAMMILET, T—F 44— 7i42@$HF?74/7iLﬁ@W%?4V
TRERMEN L, RERFICRESNIEAZT 4 v 7 =R CLI TRESNTAZT 4 v 7
J— MIEH L EEA,

BHA L Z—T 2 A ADE, SSHT 778 A Y A N EHERT 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ > REHRLTLEEN, AH
T4 v — NEBRET HITIE, configurenetwork static-routes 2~ > REZZH L T Z &
Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELF
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R V—/LEIVEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

SSHiZ, BEFRERA v X —T =2 A AZDOIEHTEET, SSHER NP A v H—T = A
2N DGE ., INERA v A —T 2 A~DOEBEEHEG OB TE £,

SSH X, DI FH LN —#izaR— L TWET,
« 551k : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
o 554 : hmac-sha2-256

— A H#4 : dh-groupl4-sha256

\}

GE)  SSH #fEH L7z CLI ~D 1 7' A E3RITHS 3 [Bh8f L CRIT 2 L. /351 2D SSH #5134
T [_/i‘a‘o
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CDO %%/ L 7= Threat Defense D/ER |

B <o 7rex7-5108—Tz12TnSSHOEE

1R BHHEIIZ

« SSH N —#—I%, configureuseradd =~ RZfEH L CCLITOARETEET, .
T 7 4V T AIIRRERHZ N A U — R&230E L7ZAdmine—F—2F{E L £, LDAP
F 721X RADIUS LA —H —1%, 77 v N 74— L5 E T [IMHBFRE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A bERIEFR Y NU—J 2EHKTDLIF Y hU—7 %
TVl MRMETT, A7V e ar—U 00— e LGEINTEETR, IPT
RLAZADITN—F M ETH-0ICA T V=7 N I —T 2T 585813, LV—/LT%
I SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

Y

ATy T

ATy T2
ATvT3

GE) VAT AT Sany ry NU—2 AT V=7 MIEHATEE
A, KOV IT, any-ipvd £7-1F any-ipv6 2 H L £,

FIE

[T/314 R (Devices) 1>[FT v b T+ —LEKTE (Platform Settings) ] #3##U L, Threat Defense
AU =% ERETZITRELET,

[SSH7 7t R (SSH Access) ] &R L £,

SSH #ft 27l 4564 #—7 =4 AL IPT RLAZIEELET,

TOREFEH LT, SSHEHEZZ T AND A v F—T =24 A, BIOENLOEREZTF SN
577AT 2 DIPT RLAZHKIBLET, HlLxDIPT FLAFRL, Fv hTI—27 T R
AEfEATEET,

a) (B (Add) 1227V v 27 LTE LWL—AZ2BINT 50 [feE (Edit) 1227V v 27 LT
BEfFONL— LV ERmELE T,
b) N—ADTFaRT 4 EEELET,

o [IP Address] : SSHEi #7Frl T DR A MEIZFR Y NV =V 2/ET LRy hT—7
FT 2l NERIZITN—T, ATVl MRy XA a—0bLERT S
N FREFEMHEZ V7 LTH LRy NV = 3T V=7 MEBMLET,

«[ERTATREAR Y — U4 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
ToHA LV E =T oA ARGy —2BMLEST, Y=l 2 —T x4 AT
X, BIRLFY -4 2 —T 24X (Selected Zones/Interfaces) ] U A D FD
T4 =NV RIA o F =T =24 242 AL, B (Add) 1227V v 7 LES, L—
TNy I A B =T oA A BMTHZLLTEET, BRSNTWNWDHA U F—T =
ARETNL =BT N RCEENTND EXZDIH, ZIHDIL—)LRNT /A A
WA S VET,

) [OK]ZZ7 VU v7 LET,

Cisco Firepower2100 R 2 — k7 v FHA K
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zzorn [

ATvT4 [Save (RTE) 127 Vv LET,

5% TE 0D R B

Zi T, [EE (Deploy) 1>[EB (Deployment) 1227 VU w7 L, B0V Y THT A AR
V—ZRETEDLLIICARY E L, BHIIRY -2 BT E THEMICRY A,

REDOEF % BRI 20 ICBBELET, Z2EEZREATIETIE. XM A LETEDOE
BHET 7T 47120 FH A,

FIE

ATy 1 HLEO[EB (Deploy) 127V v27 LET,

120: BFA

Q °€_3 I+ @ adminv | luh SECURE

ATy T2 HERBEOEEIL., BEDT AL ZADF = v 7Ry 7 Z%A A2 LT[R (Deploy) 1% 7

Vw7320, [TXTER (DeployAll) 127 U 7 LTTRTOT N, AZREBELET,
LS OGEE, BIMORMA T Y a U ERET D720, [mIE72ERM (Advanced Deploy) ]
Vv LET,

121 : ¥ X TR

Q, Advanced Deploy [EeEIl]

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment i

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment 2 9
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122: S EGRAER

1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATy T3 BEAPKIH LI 2R LET., BEORAT =X A%FIRTHITE, A=a——0 [JEH
(Deploy) 1R v OAEMCHDT A a2 %7 v LET,

123: RARAT—42 X

es Objects Integration Deploy Q © adminv  luth cee Ry

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

ST a—TFT42o0EATFHF R

Threat Defense 5 KU FXOSCLI~ADT7 o £ X

avy RIA A B —Tx AR (CLI) #FEH LT AT LDy N7 v 75TV, HAN
RYAT LD T TNy a—T 4 T HTVET, CLITy > a bR —2HRETHZ
LITTEERA, CLIIZIE, v Y=L R— R NIEEHELTT 72 TEET,

N TN 2—T 4 T DTDIZH FXOSCLIIZT 78 A Tx £9,
A\

((¥)  F7-1%. Threat Defense 7 /3A ADEHA L H—7 = A AIZSSH THfe C&x £4, vV —b
tyvarEidEARY, SSH v g id5 7 # /L b T Threat Defense CLIZ72Y . connect
fxos 2~ R&fH L CFXOSCLIZEfm Cx £4, SSHERHDOA ¥ —7 =4 Z%ZFHNT
WHEA, B TT— 4 A2 —T 2 A ALDOT RLAICE G CEET, T—HF A F—T = A
ASNDSSHT 7B A X7 7 4 /v b THHZ /2> TWVET, ZOFIMETIE, 774/ h TFX0S
CLI 725 ay Y — ViR— R T 7 BRAZOWCHBLET,
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ATy

ATy T2

ATvT3

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

FIE

CLIiCu 7 A T2, FHlarYa—FEar Y —/LiR— MIER LET, Firepower2100
{ZIZDB-9toRI-45 > U 7 )L —T7 R L TV D72, 85kt d 53— K3—=F 4 D
DB-9-t0-USB > U 7 W — T AR 5355000 7, THEHOANL—FT 7 v R
T AIMERUSB YU TNV RIARNESTA A N—LLTLLEE, Y —/LikR—ME
774/ N TFXOSCLIIZZ2 Y £3, ROV T AREEFEHLET,

* 9600 7R —

87 —H B b

e NUT 472

1 AFy7 EYEH
FXOS CLIIZ#fi L £7, =—V¥ —4 admin &, HIiE > N7 v THECHRE LT12/SA D — F&
EHLTCCLLICr 7 A LET (F 740 ME Adminl2l)
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,
connect ftd

1 -

firepower# connect ftd
>

07 A %IZ, CLL CERARER 2~ > FOIGFHMA MR T 2121, hep £/ 22 AL E
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] &
LT 7EE,

Threat Defense CLI Z#& T3 5121%, exit £72i% logout 2~ RE A LET,

Zoa<wy FZEY, FXOSCLI 7u 7 MIEY £9, FXOS CLI TR 2~ FiC
DNTIL, ?ZASLTLIEENY,

1

> exit
firepower#
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CDO %%/ L 7= Threat Defense D/ER |

B s s—orrzxcoemEEGEO ST A—F 100

_\\

— B A B —DIARATOEEBEGEDO NS IV a—TFTa0 Y

HHOEA X —T A ZAEHHTHROVIC, v~ 3=V ¥ T I/ RRIT—H A ¥ —T =
A AT 5851, CDO T ThreatDefense DA v X —T 2 A AL Xy NU—7 DRELZE
ET B, :IL’%%/L%':PU?LED‘J: I ZHEE LE 9, ThreatDefense 2 CDO (BN L 7= I EH A
VHE—T 2 A AXA THEERT LGS (T2 NLEBA FRFEENST X)) | AV
=Tz A RAELFy NT—7 OFRENIEL MR I LTV W E | EEEEG N Kb 5 Al ReE
BHFET,

IOy 7, BEHERNKDONEGED N T TN a—T 4 U TITENL L ET,
EHEHRAT—FADERTR

CDO T, [T/3( R (Devices) |>[T/34f REHE (DeviceManagement) ]>[T/34 X
(Device) 1 >[EH (Management) |>[YRx—T v 7Y X - #EBEFHM (Manager Access

- Configuration Details) | > [t X 7—4 X (Connection Status) | ~X— ¥ CEELHE A
—ZAETERLET,

R PR D AT — 2 A A3~ T HIZI%. Threat Defense CLI T. sftunnel-status-brief =~
v REASNLET, stunnd-status ZEHA LT, LY BEeRFEREBRTHLELTEE
ER

A REOBEG O I 2RISR LET, BT F v 3210 [EEGE] HRen— b —
MERNFTRENTOERA,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

T R EEDESEOH IHERICTELET, BT F ¥ R EN— FE— MERBRFRIN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v k7 —2 HERD KT

Threat Defense CLI T, BB LN~ —V ¥ T/ E8ATFT—H A L X —T =2 ADF
Y —IBEEF R LET,

show networ k
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> show network

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

===============[ System Information ]===============

Hostname ftd-1
DNS Servers 208.67.220.220,208.67.222.222
Management port 8305

IPv4 Default route

Gateway data-interfaces
IPv6e Default route

Gateway data-interfaces

[ managementO ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500

MAC Address

28:6F:7F:D3:CB:8D

Configuration Manual

Address 10.99.10.4

Netmask 255.255.255.0

Gateway 10.99.10.1
______________________ 1 ————
Configuration Disabled
===============[ Proxy Information ]

State Disabled

Authentication Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces Ethernetl/1
———————————————[ Ethernetl/l ]=—==——==————————

State : Enabled

Link Up

Name outside

MTU 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration Manual

Address 10.89.5.29

Netmask 255.255.255.192

Gateway 10.89.5.1
______________________ 1 ————
Configuration Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN T LI Z 2R LET, Zoa~vwr Nk, B
OBAED AT —Z A FoRkT D HDO TRV LITHERE LTI EE N,

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed
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Management type : Configuration

CDO ~® ping

Threat Defense CLI C, RO a~> REFEH LT, 7—X A X —T7 A A5 CDO IZ
ping L7,

ping cdo_hostname

Threat Defense CLI C, (RO~ REFEH LT, FBHA ¥ —7 =4 A5 CDO IZ ping
LET, UL, Xy T L= N LT —Z A F—T oA RIN—T 4 7 EE
R

ping system cdo_hostname

Threat Defense HEA A —T T A A TODINT Y FDF v TF ¥

Threat Defense CLI C, NN 7 S L—> A X —T x4 A (nlp_int tap) T/ v b
XY 7Ty LT, BHEHATZ Yy PBREEINTWHDLNE I AR LET,

capture name interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —TIARADRAT—R R, #fidt. BELVNT7 Y F RO

Threat Defense CLI C, WN#NNv 7 FL—r 4 ¥ —T A A (nlp_int_tap) (ZEHT 51K
WESBLTLIIEEN,

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

O O O O Ul o o o

(GG, BN I
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Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 20 & NAT OWER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMENTWEZ &, BXOEHEA
4 —7 x4 A (nlp_int tap) ([ZNHE NAT L— A3 FEET H 2 L 2t LET,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp int tap) to (outside) source static nlp server 0 sftunnel ipvé intf3 interface
ipv6é service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipv6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

ZTDDERTE DHESE
WDa<y FEsRB LT, thoT_XCORENFEET DI EEMERLET, Zhbnav

> RD% <%, CDO O[FT/31 X (Devices) | > [T/31 RAEHE (Device Management) | >
[T/314 R (Device) 1>[BHE (Management) |>[¥r—I ¥ 7V X - 1B (Manager

Access - Configuration Details) ]>[CLIH 1 (CLI Output) | ~—Y THiEE TE LT,

show running-config sftunnel
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> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDEHAR LI=-HNE S Hh ZHERT S
Threat Defense CLI C, DDNS OFEHBLII L7 E ) D EMR L ET,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

WHNZ R L= 85A1%, debughttp =~ > K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN KL L7258 1E, v— FFEHENRT SA R VA F—L SN TWD 2 & & HERR
LET,

show crypto ca certificates trustpoint_name
DDNS O#EIfEZ M2 4 21213 ¢

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

CDO BY 774 LOHERR
https://cisco.com/go/fmc-reg-error &M L T 720,
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274794 —LoERONE [

274 T 04— ILOEIREDUIE

VAT LEHEYNCY vy MU UTH I ENEETT, BMICERT T V2R ERA
AvFEMLIZVT DL, BERRT ANV ATLAOBRERFIEE T ZENHY £, Ny
7Ty RTCIEFEIZEZHOTav ANFETEINTEY, BRT 7 7k, &Rz YK
L7058, 774 T VA —NVATLET L—AT )Yy y NI UTERNWI EERZ
TENTLL XN,

Management Center D7 /N A ZAFHN—T 2 H L TT A ZOEJRZ T 575>, FXOS CLI
A TEET,

CDO ZERAL=7 74 7oA —ILDERD LI

AT T1
ATvT2
ATvT3
ATv74

ATy T5
ATv7T6

ATy T17

VAT LEBEEYNC Y vy MU UTH T ENEETY, BMICERT T V2R EIRA
A yFEMLIEVTHE, BRRTFAN VAT LAOBEEEZSIZEZITZERNHY £, Ny
7770y RTIEWIZEZEO T vt ANRFETIN TN, BERT 7 72k, EIRZ W
L7E0T D8, 774 T U4 NET L—AT LYYy AUV TEXRWNWI EERLATENT
<TEEV,

Management Center ZfEf L T A7 A& WYY v~ hE T TEET,

FIE

[T/84 R (Devices) |>[T/31 REIE (Device Management) &R L £,
BRI 271 20ICH D [#RE (Edit) 1 () 22V y7LET,

[7 /34 A (Device) | ¥ 7 %27 V27 LET,

[ AF L (System) | 227 3 a  CITNRA RN vy &A™ (Shut Down Device) | ()
7 Vv LET,

Ta T ERBRENTED, TAALADY Yy MU UEERLET,
A=A T AT U F— VR L CWDERIE. 77 AT U= Ny T
THEXWIVAT AT v M4 —LFET, ROT v 7 MRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

=B L CWRWEER, R30I/ TV AT ANy MO LTz Z %
MR L ET,

VNS CTEBAAS v F 24720, BRT 7 7 2R 0Ty ¥ — 2 b EIR 2 Y
AT PR TETET,
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B cucosrzxomrso

CLI TOT /NS ADEIRA 7

FXOSCLI Zfifld4 5 &, VAT AEZLZRIIV Yy MUV L, T, ADERE A 7IZTE
F£9, CLILIZIEZ, v Y —biR— MIEEEL C7 78X LE 7, Threat Defense 35 &2 T FXOS
CLI~O7 7&®A (190 X—) 2L T 7EEN,

FIE

AT w71 FXOS CLI T local-mgmt (Z8%#5¢ L 97,

firepower # connect local-mgmt

ATw 72 shutdown =2~ RERITLET,
firepower(local-mgmt) # shutdown
il -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFYT3 77 AT I — DI vy NEUUVHICVRAT AT P e F—LET, kOTa 7
M FIREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T4 VEISUTERAAL v F a4 7L, BRT 7 72K Ty v — 2 BECER 2 B Y
Sz LN TE LT,

O

RDORXTv D

CDO #Z i ] L 7z Threat Defense DX E %119 5 I21%, Cisco Defense Orchestrator 73— ~<—
CESBBLTLIIEE N,
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ASDM Z{#F L 7- ASA D &R

*ASDM I L7 ASA 777 A4 7 v AE— RTORERM (201 ~<X—)
* ASDM & Chassis Manager #ffi ] L7 ASA 77 v N 7+ —AF— N TORER (223 3—)






=6~
=% =R

ASDMZ{#EFR L-ASAT7 TS5SA4A 7 RAE—
KT ER

CDEORREE

Firepower2100 1X, FXOS & MHIN D FME L 70 DA RV —T 4 VTV AT AEFITLET, ASA
[A1F Firepower 2100 I%, IROE— RTHEITTEET,

T TIAT U AE—R (T7HNK)  TTIAT U AE— RTliE, ASADTRTOHRT
17O ZENTEEY, FXOSCLINDIE, MER NI TN a—T 47 a<y RDH
fECE 9, FEMIZ oW T, [FXOS troubleshooting guide] &ML T 72& 0,
Chassis Manager |V — F S TWER A,

« Iy NI —LEF—FR: STy T+ —L5 F— FTIE, FXOS T, EAHZREHE S
A—BEN=RT 2T AU F =T oA ADRKELXITILERHY £T, ZHHDOREIC
%, A v & —7 A ZADOHFN. EtherChannels DFESL, NTP, A A —IEHAQRENEEN
F 9, Chassis Manager Web { > % —7 = A AF 72X FXOSCLI ZfEHCTE £7, ZDtk,
ASDM F 721X ASACLI L CASA AR L —FT 4 V7 VAT AZEFxF 2T 4 R
V—EARETEET,

ZOETIL, ASAT7 7 I7A4T 2 AF— RTxRy U —27IZ Firepower 2100 % B~ % J1EIC D
WTCHBA L 9, 7 7 4/ b Tid. Firepower 2100 (L7 754 7 AE— R CEITSNE T,
77 v N7 A —LF— ROMFHHTIEIZOWTIX, TASDM & Chassis Manager %1 L 72 ASA
7Ty 74 —LE— RTORENM 223~—Y) | 2Z2RL T3, ZORETIILUTOR
BIICOWTIZERY EIF TWERADT, TASA =74 Falb—ar A4 R] Z28RLT
<TEEW,

o 7 — )L — —

« CLI %7
ST, EANREF2 YT R S OREFIC OV THHRALET, L0 EEAE
RS DGEITRET A REZBM LT ZEN,

Firepower 2100 /~— K7 =7 TiX, ASA Y 7 U =7 £721% Threat Defense 7 b0 =7 %5
T C& £9, ASA & ThreatDefense & D THIV X 24T 9 BRICIE, 7 /34 ADFHA A=Ak
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B ssazouc

ASDM %A L1- ASADER |

DB/ 0 F£9,  [Cisco ASA # L U Firepower Threat Defense 51 A — AL A K] 25
LTL7EEN,

TSANS—UNERT— kA > b : Firepower 2100 (2138 A GBS RITARE T, BRI ICIE
THZIELHY ERHA, L, 22—V A7 EORETIE, BAGRIEHREFEH T ET,
ZO%E . BREMEERFC SNMP O AR, EFHEDMENGERIER AT L5E08H0 £
R

« ASA (22T (202 =—)

e TV RY—Z U RDHF AT (204 2—)

e Xy NT—VEME LT 7 0 FEREOHER (206 X—3)
« TA ZADEME (209 X—2)

« 77 AT I A —ILDOERHEAN (210 =2—)

s ((EE) IPT7 RLADZERE (211 _—)
*ASDM ~Dnu 7 A v (212 =)

c TABVADERE (213 X—)

* ASA DFXE (219 ~<—Y)

¢« ASA BEUFXOS CLI ~DO7 7 k& & (221 ~—%)
cRDAT w7 (222 =)

ASA [CDUNT

ASA X, 1 DDFRA ATEETCAT— NIRRT 7 AT 7+ —/UESREB LV VPN ot v
hL—& —Bpe Rt L E 7,

HR— b SNE L ERE

KD ASA B§REIX. Firepower 2100 TIIH AR — SN TWEH A,
BN —T A TBIOT Y vy
cTLREAVE—T = AR
c JTRH
*KCD 2/l L7=7 7 A7 > b LA SSL VPN
* ASA REST API
* ASA FirePOWER £ = —/L
* Botnet Traffic Filter
e RDA UV ART g

*SCTPA v AT vary~<v7 (ACLEMEHLIZSCTP AT —RT7L A L AXRT g
VIV AR—FENET)

* Diameter
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| AsDM % & L 1= ASA DERE

ASA 5500-X X EDFZIT

asass00x BE0T |

* GTP/GPRS

ASA 5500-X D#E&E 2 — LT, 77T 47 > AF— KD Firepower 2100 [ZAE Y} 5 Z &
MTEET, LEL, REZELETLHILENRDHY EF, £z, 77 v M7+ —ARBOBHEDOH
EAICER LT E SN,

4.

5.

REZ I —79 5ITIEL. ASA 5500-X T moresystem:running-config 2~ K& A L%
7

REIECTREZmELET UTZEHR) .

T 7T AT AT — KD Firepower 2100 D 1 Y —)LR— MM L, /' n—/0 a2
TJA4F¥alb—vary E—RERBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***%%%

Repeat Password: *****x%

ciscoasa# configure terminal

ciscoasa(config) #

clear configureall =~ > R&EFEH LT, BITEOKEEZZ VT LET,
ASA CLI TEH SR EZ VAT £,

ZDOHA RTIE, LEHEMEREOT 7 4 /0 FREERITRE LTWA72D, BEFEOREIZALY 17
L. ZOHA RO—EOFIE L ASA IZHEA I NFEE A,

ASA 5500-X % F

7 7547 2 RE— KD Firepower 2100 D%

PAK 71 & A

Aw—hF TR

HEZAE— LT T 5 &, PAK 71 &2 AL H
ENFERA, TNV FTIETA BV RIFA VA P—L &
NTWEHAL, Aw— b I TIE, Aw—F
T4 VT =N THR LTI A B R ARG T
LDVENHYET, Av— T4V 71X, ASDM =
7ZIZSSH 7 7B A HEBELET UUTE22MH) |
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| EEPIPEESTYEY

ASDM %A L1- ASADER |

ASA 5500-X % E

7 754 7 > XE— RO Firepower 2100 D% E

A ASDM 7 7 & A

ASDM IZHE CE R\, Av— bk IA4 BT $—
N={TBERCERWVGEEIEL, VB LOAZRE LTS
A TH. VPN F 72132 OO T 72 K5 5L RE DRE E %
HIBR L £,

sl 7aE ek (3DES) IA B RAEFEAL-BIC, Zh
LOMEEAHEANCTLHZ ENTEET,

ZOMBEORRIEL, ASAIZiX, BHT 7RI LTo
FHT 7 4V N TIDESHERENZENTNWDHZ & TT, iy
e LREZ A ohic T 5 & ASDM B L OVHTTPS k&7
T4 vT (Av—hTA BT —R—=L D2 L)
NTay 7 ISNET, ZOL—LOFISMNE, G117 E
DOEHHERA 2 —7 oA AT SN TV DHLAETT,
SSH I3 2= 1T 8 A,

A H—=T7xAAID

FLWNA—FRY =7 ID&—HTLEIICA v F—T=A
ZIDEEHEL T ESV, 7oL 21X, ASA5525-XIT13,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
9, Firepower 1120 {Z1%. Management 1/1 35 X T" Ethernet
111~ 18 BEENTVET,

boot system =~ >

ASA 5500-X TlE. K 4O boot system =< > R Z i ]
LT, T A A=V EBETEET,

77T AT AE— RO Firepower 2100 TlX 1 -2 boot
system =~ ROAPFFAI SN D72, BED AT DRI 1
Ou%®¢&f®37yF%m@Té%%ﬁ%Dif
T M A=V &R D 72 DI BRI G AA e
LN %WLEE@ZV/F%§E75w5MEi%Di
A, bootsystem U m— REREZIX, HZICr— RS
T—= kK A A=TDNE ;%TT%%L&@‘

boot system =1~ > Nix, ANBHCT 7 v a v &FTLE
To VAT AIFA ATV EREEL TR L, 7 — MNEFT
(FXOS IZ & » CTEH &N D disko DN 7r—3 3 V)
WZab—LEF, ASAZUVn—FRT5&, HLOAA—
UhRn—RFInET,

IFRY—IRKDRARY

ASA ZJEBA L TRIET DITIE, IRDF A7 2B LT IZE0,
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| AsDM % & L 1= ASA DERE

tory—zvrnszs

a0 Py -'/“\. it
Pre- l\l /Install the [\%/I Review the '\?/. Cable the [\4_./I Power on the
Configuration firewall network and firewall firewall
—» default config —p s
v
ASA CLI 5 ) (optional)
Change the IP
Address
(6) . l ‘a) , e e
ASDM \6 ) Log into (.9 ) configure \10) coniigure the
ASDM feature ASA
licenses —»
l A
|/-§\'
Cisco \/_/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart 8 ) Generate a
Software license token
Manager for the chassis
(1) | FHIRE TIAT U A —NEA VAPV LET, A= RFU = TRETA FEBRLTIES
S A [/ \O
(o)) | FRIERE Xy NT—VELEET 7 4V NEREDHEGE (206 X—)
&/
(=) | FRIEEE T ZADFLE (209 X—)
2/
(a) |FRIRE T AT A — N OBRBEA (210 <—) |
5) |ASACLI (L) IP7 FLADEE (211 4—) ,
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B < ro—vEBLTF I+ rBEORR

ASDM %A L1- ASADER |

(=) |ASDM

ASDM ~pua 7 A (212 _2—)

7= | Cisco Commerce
L7 )
~— | Workspace

TAV L ADERT Q13 X—) T/ AZRELET,

8 Smart Software Manager | 7 f & ZDFE (213 =) v —vDIA VLA b=T U EARLET,

) |ASDM

FTAV L ADERTE (213 X—2) HEITA B AEERTELET,

:I d ASDM

ASA OFE (219 X—) |

2y bI—OBEET T4 FEREDHER

WO, ASA TOTF 74V DRy NU—VBHZRLEST (T FI79A4 T AEF—RKTT
T AN NREEHEH)

A B —T = A AT —T7 T LA E721E DSL T AICEEERT DA 1E. ASA BN
WAty hT—=7DOFTRTCDOIL—T 4 7 ENAT ZFEITTHL9C, EFT L5277V v VF—F
T B2 aBEIOLET, IMNEA v H—T = A ADISPIZHEHET 5 7202 PPPOE 3% &1 %
MENG DAL, TOEEE ASDM AX — "7 v 77 4 F—RNTITH ZENRTEET,

)

GE)

ASDM 7 7 B RICT 7+ /L NEHIP 7 FL A ZFEHTEX R4 1%. ASACLI CEHIP T R
VAZERETEET, [ (TE) IPT7T RLVAOER (211 X—) | 2R LTIEIN,

WHESIP 7 KL AZERTH5ME NS H551F, ASDM AX — 7 v 7o 4 — R&EH LT
BETEET, 2 2E, RO LD ZRRWITEBNT, WENIP 7 RV ADOE RN NI/ D5
AENRHY £,

A H—T 2 A AN T T ANV E Ry RU—T TH 5 192.168.1.0 k> hU—7
LD 7 FL2OEEEZRAL DA, DHCP U — AN KL L, SNBA v Z—T = A AN
IP7 RLAZEAELEEA, ZOREIT. ASARRURY hU—27 EIZ25DA 4 —
T2 A ABFEOZLENMTERWEOICEALET, ZOHA, WP 7 RLANH LW
Xy T —7 BIFET AL HICETTHLERH Y 77,

s ASA ZEETFORNE R~ U —Z7IZIBMT 25681F. AEIP 7 RUARBEFEO R Y F U —
7 FICFETDEIDICEETHIMLERNHY £9,
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| AsDM % & L 1= ASA DERE
Firepower2100 7 754 72X E— KD T 74 J)L hEEE .

Outside

outside
Etherneti/
DHCP from outside nw

)

Management 1/1 Management
DHCP from (Optional)
management nw Management

inside Computer

Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower2100 7 754 7V X E— KD T 7+ L FERE

77 # )V h TliX, Firepower 2100 17 77 A 7 A T— R CTEI TSN E T,

\}

G 913 LEION—=Ya TR, 77 b 74 —LFT— KRBT 74V THY, Mi—DA 7 3
VCLT, YTy NI A=A E—R0LT v T T L—RTLH5A, 7Ty N 74 —AF— K
DHERFSNVE T,

T FTA T A F— KD Firepower 2100 O LI HATRF DT 7 4L FEEIL, kD LEBY TT,
« REMDHER~D S5 T 4 w49 T HA— : Ethernet 1/1 (4M4F) . Ethernet 1/2 (PNER)
« DHCP OB IP 7 FLR, REBIP 7 KLX : 192.168.1.1
*DHCP O OEEIP 7 FLR : &E 1/1 (FH)
s WA > % —7 = A A0 DHCP $—/3—
* #M58 DHCP, ¥ DHCP 5L DT 74 )Lk JL— b

«ASDM 77 & % : FHR A N ENEARA MIFFT SN ET, NER A ME 192.168.1.0/24
Sy FU—ZICRESNET,

* NAT : NESNBAEB~DTXTD RN T 7 4 v 7 DA X —T7 = A A PAT,

« DNS #—/3— : OpenDNS % ——|TdH 6 L O SN TV E T,
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ASDM %A L1- ASADER |
B rrerover2i0 7 554702 2—ROFTHLE

ks
filt

DAy 4 Xal—vgikOawy RTHEERINTHWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE
71 zous ||

TN A DEEHR

Outside
(Alternative) Management 1/1

management
DHCP from mgmt nw —i

Ethernet 11
r outside, DHCP from outside nw

PRl |

eem e L |ETnee L

mMme ol s} — 1 h h P r r b - n—dik s Koemit?
1] :

apem - pued] |1 L L L | -] [a]]

e 1 I EEEEEET =] ,—[—r'—]—

—— Sl Emmmm | SO as

— | 1 — = EELE = 3 -

E L—" L AN Al b A Almee 1T T 1 leme & | T 1 e

(Optional) Console port J T
Ethernet 1/2

inside, 192.168.1.1
—

Management Computer : ' )
DHCP from inside ifc: 192.168.1.x Other Data Networks

Management 1/1 & 721 Ethernet 1/2 DV 9 315> C Firepower 2100 ZEB L £3, 7 74/ b
T%, Ethernetl/l Z4MBE L THREL 7,

R
it

FIE

ATYT1 Uy —VEROMTET, "R TRETA FEZBL TS0,
ATy T2 BHa L Ca—HEROWNTNNDOA L H—T = A AZEHRELE7,

« Ethernet 1/2 : Ethernet 1/2 (217 74 /L RO IP 7 KL A (192.168.1.1) BBV, 7 74T
Y (FHarEa—FEET) IZIPT KLU AZERMT 572912 DHCP ¥—/3— ¢, F{T
SNDHT2D, ZTNHDOHRENBEFONRR Y NU—T7 ORELHFHALBRNEIICLTE
S\ (Firepower2100 777 A4 7 A E— ROT 7 4/ hRE (07 X—2) #5H) |
192.168.1.024 LD 27 S A4 T FOIHMN ASA LT 7B A TE 7,

Fo. A=V XY FIR2OIPT RV AET 7 4L I ERTHLEND HHEE1T. &R
AV VEa—FEa =R — NIRRT ALELHY T, ((TE) IPT KL
ADEFE (211 =) ZBRL T &,

+ Management /1 (7L IMGMT] ) : Management1/1 %, EF#* v NV —72 |- DHCP
P—=R=InS P T FLRAZRGLET, 2O v Z—7 oA ZEMHATHEBE61%, &8
AL 2= ENBIPT RUAIZHFR TE HE 91T, Cisco ASAIZHID Y THNLIPT R
VAERET DUERD D 77,

BTHDOA L B —T oA AE ASABEHT 7 8 2 52HETEET, [ASA O—ERRI R EED
MENA K] 25 L T a0,

RTFY T3 ARy hU—2 % Ethernet 1/1 f v Z—T7 = A A (5L TWAN| ) 128k LF 9,
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ASDM %A L1- ASADER |
B o 7vr—rommEEA

A=K YT YT T4V UT DA, ASAILIFA VX —Xy 8T 7B ARRLETT,

ATFYTE BOVDA L E—T oA ROy NT—7 B85 LE T,

T27AT704A—ILDERKA

BIRAA v FIE, Vv —VOEROBIRES 22—V 1 DEIC %Diﬁo:niyz?AA@ﬁ
WAEGIET D N7V A4 v F T, BIRAA v T NAZ A AL OAEIZH H5ETE, 33V O
ABZ NA B = N DIRE ﬁ%/:~ww6ﬁmmém UV@I@ﬁiﬁ7;&Di
T A O TFNE L ONBIZHDEAIL. 12V OEBFENA AR, VAT AN EE L E
7

FIE

ATYT1 BRI—FET /A AT L, ER=a s MOERLET,
RTYT2 THAAZOHEETH LBRAA v F a2 LET,

ATY T3 TAL ZAOHIEIZH D PWRLED R L £ 7, FRAICHIT L TOWEEAIEL. T3 ADER
MA->TWVWET,
SYS LED

mEEEEEEr D
Y 111 LT
mEEEEEEREEEEE®m

E

= = = e B
= B S

f
PWR LED

ATY T8 FAL ZOHHEICH D SYSLED iR LET, fEAICET L TWAHE AL PN T
WAL TWET,

GY) BRAA vFE2FT7OMBEICEDNTENZ, SATLART L —2A TV yy NE T EE
1T T&x 5L 9T shutdown 2~ > REFHALET, BT T2ETITEHSHDLDEER”H
VET, JL—RIN V¥ y NETUNRETTHE, 22— UET<IcEEA 732
aﬁ@ﬁt%fémiio%ﬁﬂiw®%wmﬁ%&fwnyum#mﬂb AT

OEREA 7T HERN TE WD LERLET, TNT, AL v T &4 7 DN
_%%T%éiﬁmﬁwibto%ﬁﬂﬁw@PWMEDﬁ%Wm_“mb HAT L
F9, PWRLED NREEIIA ZIZR D E TERREZENZ2NTI I,

25O shutdown =~ > RO DOFEMMIZOWTIL, [FXOS a7 47 L—va v
AR 22 LTLLIEEN,
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| AsDM % & L 1= ASA DERE

& P7rLzozE ||

(FZE) P7 FLADEE

ASDM 7 7 B AIZT 74V FDIP 7 RL A ZHHTE R4 1%, ASA CLI THERA v & —

T2AADIPT RLAZZETXET,

\}

GE) ZOFETIE, 774NV INREEETLL, BRLZIPT RLALERELET,

ATFY 1 ASA Y —)LiR— ML, Je—L a7 4 X¥alb—y gy F— RIIAD £,

ATy T2

ATvT3

FFd 25 ASA REICEEZMAT-5A81T. ZOFEEZEH LN T ZEEN,

oD, AR

FIE

Tk
+

FZHOWTIEZ, TASABLOFXOSCLI~DOT 72 (221 —2) | 2B L TLIEEN,

BIRLZIP T RLRAEFEHLCT 740 MREEZETLET,
configure factory-default [ip_address [mask]]

(F) Zd=~ > Rid. Firepower 2100 DBUERE SN TWELE—R (77 I7A4 7 A ET0T

TTy hT7x—L) BZUT LERA,
1 :

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FTIFNN AT 4K al—arE 7Ty a2 AEVIRELET,
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ASDM %A L1- ASADER |
B rsom~oosay

write memory

ASDM ~D O 45 A >

ASDM Z B LT, ASAZRETEDLHITLFET,

ASAIZIE, BT 7 ¥ AD I % KGUT LTZ 3DESHERENS T 7 4 /L F THENTWH DT, Smart
Software Manager ([t C&, T <IZASDM Z2fHHT 52 &4 T&EF£4, KIZCASA TSSHT
JEAERET DHEIE. SSHBEXWSCP 2T 5Z2 &b TEET, mERNS(LE LE
LT HZDOMOBEEE (VPN 72 &) TlE, AT Smart Software Manager (2883 5 L E N H 5
FER SR A D> TV DIHERH D £,

)

GE) %ﬁﬁéw R B LA CTE DHEDRTEER AL & (el B b0 HETE L TV

BAETYH) . HITPS #5135 DA v X —T = A AT Rey 78, B TExEtA, =

@»—»@W%i\ﬂﬁhnﬁf@ﬁﬁ$%4y& T A AEFRE SN TV AHEHATY, SSH

TR EZ T A, HITPS # kb= 1x, a2 Y —)L R— NI LT ASA & F

RET D), BHEHA ¥ — 7:41_§ﬁ¢5m FliEEER SRR IR E ST
W&“475%7142K%ﬁ¢51kﬁf%i¢0

IR& HEIIC
« ASDM % E17T 5 72D OEHIZ- DWW TiL, Cisco.com® [ASDM UV UV —2 /J— L] &M
LTL &N,
Fig

RTYT1 77 7HIZKRO URL # AN LET,
* https://192.168.1.1 : N&S (Ethernet 1/2) A > ¥ —7 A ADIP 7 KL A,

» https://management_ip : DHCP 22 HEI D B CTHNIZEHA X —T7 = ADIP T KL X,

GE) http:// RIP 7 RL A (F 74/ MEHTTP) Tid/e< ., 43 https// 2 FEL TL 2 &
VN, ASA IZ. HTTP Y 7 = A k% HTTPS {Z HEIAYICHEE L EH A,

[Cisco ASDM]Web — U N FER SN E T, ASAIZGEAENA A h—/LEN TR
TI70VFOEX2 VT 4 BERKRRINDGZERDHD ETH, Zb0BE TR L T, Web
R=DWIT Vv ATEET,

ATy T2 [ASDMS U F v —®DA >~ R k—JL (Ingtall ASDM Launcher) 1 %27 U v 7 LET,
AT w73 HiEOIERICHEV, ASDM ZiEHE) L £,
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| AsDM % & L 1= ASA DERE
sttvzoiz |

[Cisco ASDM-IDM 7 > % — (Cisco ASDM-IDM Launcher) ] 3#/RSVE 7,
ATy Tl 22— L LRXAT—RDT7 4 — /L REZEOFFIZLT, [OK]ZZ7 U7 LET,
AA L ASDM U 4 ¥ RUNRFRINLET,

— - =

SA4 2 ADERTE
ASAIZFA~Y— K A4 BV RAEMMHLES, BFHOAY— T4 VT (L% —FR Y B
TR ANKE) BERATEES, £ AT ITA UEBEOBEA. kit AU ATTRER
I% Smart Software Manager On-Prem (LARDOH T Z A4 h—N) 2 ETEET, ZNHDA 7
FTA L TA B AFTROFEMHONTIEL, [CiscoASA U —XDERET A L 2] ZHML
TLEEY, ZOHA RIZBFOAS— 7AYo ZICEBanEd,

VAT A AOEIZOWTIEEE L < IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Uy — & BEkT D & Smart Software Manager (X7 7 A 7 U 4 —/L & Smart Software Manager
FOEEHOIDFEAELFITLET, o, AT ON—F XY AT IV NI 7 AT U4 —
IVRNEIY BT HE T, Smart Software Manager (2889 5 £ Tl RELEFEAITH T LI T
TP BRI A B AL LT OMRES, BEITOMO R TIIREEZ T EEAL, T4
A E SN HERRITIRD LB TT,

* Essentials

ctX2 T 4 aTHFAL

EE/eRE 5k (3DES/AES) : A~— T A 72 FCTEERR SLDNTF R STV,
EEREE A ALOERARNT I TWAS & A ad il LIzREe,. BELRK (LT A 2 A
Ty MIFEICEBINTE T,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, I 723 Secure Client VPN
D Iy

ASAIZIE, HET 7 & ADH ARG LT 3DESHEREDST 7 4 /L F THEILTVDH DT, Smart
Software Manager [ZHfit T&, T IZASDM i+ 52 &6 TE £ 7, I ASA TSSHT
7 BAERIET D5 A13E, SSHBEUSCP 252 L b TEEd, MmERK S LELE

ETHEOMORERE (VPN 72 &) TlE, i #IIZ Smart Software Manager (28 §k 92 LN H 5
EERSAER AN > TODRERH Y £9,

N

GE) BT HANCEERE S b2 TX 2BREORELZH AL L (MEFHRIF S LD A E LT
HPEAETY) . HTTPS 32 DA v X — T 24 A TRy &8, BHEETEXETAL, =
D= OFINE, EEIN 72 EOEHERA ¥ —7 = A AT SN T 55 T9, SSH
B EZ T EE A, HTTPSE KON T-GEIX, 2 Y — /L AR— MIHHE L TASA &
RET D, BHEMRA o F—7 = A AT D0, L ER SRR IR E ST
WA B —T oA RAZEe T 5 ENTEET,
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ASDM {5/ L= ASADERM |

B st ozozx

&

Smart Software Manager 7> 5> ASA D&k b — 72 L 2 BRTH5E, [ZD b—27 VU &EH L T
Lo T 7 AR — MAEEEEE Z 7 T (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A& AN LT, MBARKELOTERT A AN
WHENDEICLET (THEHOT T FTEOHEAPTF I SN TWARLERHY 7)) .
TR FAET A B AR, Uy = TRER M=V U EREHT DL, MR ERDBERDES
HEWIZHEME SN D T2 OBMOBIEIARECTY, A~— T H 7> N TR K S(L03 T Al
STV BN SALDBERRFF A STV D & R ar il Licsa, ek
K748 2A%T Uy MCFETBEINTE £,

18 H B HIIC
* Smart Software Manager [~ AKX —7 07> N afibE T,

FETHU U MeBRLTRWERIE, Vo 2&22 )y 7 LTHLWT AU PEREL
TL 72&EVy, Smart Software Manager ClE, flfkD~ A% — T h o v FEEHRTE ET,

s = TIA4T7 27T 7L CREMEEND) Bigz M 512i%, 2D
Smart Software Manager 7 %7 7 & k T /) 72§ 5k (3DES/AES) 7 A4 B A& TE %
VENRBH Y £,

FIE

THMOASR—F FA A TAT S M, BRERITABAPFTEALTND (Db

Essentials 7 1 £ ANEFEENTND) T 2R LTSN,

TAB AT, YA EREFREBREE NG T AN RAEWA LRI, Av— Y7 =T
TARL T TAV MY 7 SRTWET, 7L, BETIA B 22BN 2 0%
D& 5561, Cisco Commerce Workspace T [T X THeZE (Search All) 17 4 —/V F&fER L

S5

124: 54 2R &%

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FERN G, (B &Y —E R (Products and Services) ] ZiER L £,
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| AsDM % & L 1= ASA DERE

125: §5 8

e All Results

T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WDF A APID #HRBRLET,

GE) PID BAEONB72WEEIL, FXZFEITPID B8N TEET,
« Essentials 7 A &> A : L-FPR2100-ASA=, Essentials 7 A & > A TR T3 28, Z~— |
VIR =T TAR T THY Y NMTBMTH2LERH Y £,

53T X% AT AL A L-FPR2K-ASASC-5=, 2T %A h T4 B A LEBMNMKTH
D, =—RZBEbETEEDITA v AEBEALET,

e 10T F AT AL A L-FPR2K-ASASC-10=, =T F A h A & 22BN T
HY, =—RAEDLETHEDTA B A EHFEALET,

o #7172 15 5. (3DES/AES) 7 A £ > A 1 L-FPR2K-ENC-K9=, 7 % 7 > MZHF1 7215573
BINTWVWRNWGEEIZOHMETT,

* Cisco Secure Client : [Cisco Secure Client 37EH A NJ] 25 L T 7ZEV, ASA Tl
ZDITA BV AZEEANMILRNTIEI N,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT DT FOBGEE —27 o &2ERL
Tav—LFE7,
a) [Inventory] %7 U v 7 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 V v 7 L7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10
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©)

d)

ASDM %A L1- ASADER |

B4k b —2 > % AERL (Create Registration Token) | %A 7 02 7R v 7 AT, L TFOREME
AT TS [ b—2 v %&{ERK (Create Token) ] %7 VU v 7 LE9,

: . o
Create Registration Token
This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

« [EBA (Description) ]

« (AR (Expire After) ] : HELEEIZ 30 H T,

o e RAEHEE (Max. Number of Uses)

[ZD b= ATEER S TG Tl N E B RE A 7T ]9 5  (Allow export-controlled
functionality on the products registered with this token) ] : #iti=2 > 74 72 75 7
EAEIMILET,

=2 A R MBS ET,

=7 v OEMCHDIRAIT A2 %) 7 LT[ =2 (Token) | ¥ A 707Ky
JAFRBRE, b= IDE7 Vv TR—RIZart—Cx5 L9 LFET, ASA DBEN
VB2 L ZIZHOFIETHERAT L0, 2O M7 U 2HHLTBE £1,

126: k—20 2 ORT

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
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ssevzngz |

127: k=9 >OaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTN%3AN%ANA

Press ctrl + ¢ fo copy selected text to clipboard.

ATwv 73 ASDM T. [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] M JIE 23R
LT,
ATv T4  [Register] 7 Vv 7 LET,
Configuration > Device Management > Licensing > Smart Licensing
To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration

Feature Tier: —MNong —

Throughput Level: |—None —

Privacy Host Mame Version

Transport Call Home Smart Transport

Configure Transport URL
Default URL

Registration | |
Utilty [ |
|
|

Proxy URL |

Proxy Port |
Configure Utility Mode

Enable Standard Utility Mode

Custom ID

Customer Company Identifier

Customer Company Name

Customer Street

Customer City

Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register | | RenewIDCertificate | | Renew Authorization

Effective Running Licenses

License Feature License Value
Maximum VLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled w
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ASDM %A L1- ASADER |
B >t xozx

AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v 2 AN LET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MEZG UC, [BEk&TEE] (Forceregistration) [T = v 7 /R v 7 A% 42 LT, SmartSoftware
Manager & RISV TWRUWATREMEDSN B 2 B ERFT 2D ASA 88k L E T, 7o & 21X, ASA N
725 C Smart Software Manager 7> 5 HIFR S 755512 [ B8k % 5] (Force registration) % {#

L/i‘g‘o

ATw 76 [Register] &7 Vv 7 LET,

ASA IE, FHRHIRE SN A &2 —7 = A A% L T Smart Software Manager (2 84k L |

RIEWEHY 7 N = 7RI B OFAEE 2R L E 9, Smart Software Manager X, ZfEHD 7

B0 v RS AUT R ER S B3DES/AES) 7A B AbBEHMLET, TR XT—
AANEFEND &, ASDMIZE o TR—U RN SN ET, o, BEPRBLIZGARE

\ZiE, [E=42—1U >4 (Monitoring) 1>[Z70/8F ¢ (Properties) |>[A¥—rSA4 €2 R
(Smart License) | DIAIZEIRL T, A B ARZ —F AZMHRTEET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

AT Tl RONRTA—FEFRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 74 > 1Z L 97,
b) [#&AE/E (Feature Tier) | Fu v 7% 7 U X k5 [Essentials] i8R L £ 7,

i [l & % D% Essentials 721 T,
¢) (fEE) [Context] 7A L ADA., A TF A NOEAEANLET,

2aVTHFANMITABVAZLTHATEE T, 207X FogkEIE, 701k o
TR £7,

e Firepower 2110 : 25 27 F X |

* Firepower 2120 : 25 227 F X |k
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| AsDM % & L 1= ASA DERE
ASA DERTE .

* Firepower 2130 : 30 = > 7 % A |1

* Firepower 2140 : 40 =7 % X |

72 & 21X, Firepower2110 TR K25 DT F A & HHAT5121F, 20 TF A ok
LTC23HANLET, ZOEIE, 7740 FDO2ITBIMENET,

ATv 78 [Applyl 227 Vv LET,

ATFYT9 V= R—=D[Save]l] TA 2 %7 Vw7 LET,
ATv 710 ASDM ##& T L., HEEhL £,

TA R AEEES D56, HHSICEiE 2R 51213 ASDM 2 HiEB 2 LE B8 H Y
£7,

ASA DEXTE

ASDM Z A3 HBR, JEAMERES L OMERIERE DR EIZ Y 4 W — REMEHTE £d, v ¥—
FIZEEN TV RWEREZ FEITRETHZLHTEET,

FIE

AT v F1 [Wizards] > [Startup Wizard] DJIHIZEEIR L, [Modify existing configuration] 47> 3 > R ¥ % 7
Uy LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,
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| AsDM % & L 1= ASA DERE

ATvT4

R YR T |

ASA OFRE & FATT 212X,  [Navigating the Cisco ASA Series Documentation] TY 7 k7 =7
N= g NG LT~ =a T VA2 LT IEEN,

ASAHE KU XOSCLI~ADT7 U X

ATy T

ATy T2

ASDM #4251 b0IC, ASACLIZHH L TASAD N T TNy a—TF 4 0 TRREET
T ENTEET, CLIKIK, arY—bR— MR L TT 7 A TEET, B THEEDA
VA =T 2 A ATASA~DSSHT 7 EAZFHETEET, SSHT 7 ERIET 7 4/ b THEZ)
W7o TWET, FEMIC OV TIEL, ASA O RIREBEOREN A REZL T EEW,

N TNY a—FT 4 T DT, ASACLINS S FXOSCLIIZT 7 B A TE £,

FIE

BFHoa Y a—FEaryY—LiR— Ml LET, SHEHAOFRL—F 4 VTV AT MK
BTNV RIANRELTA A =L LTI, ROV Y TILREERFEHALET,

* 9600 R —
87 —4 v b
e NUT 472 L
1 Abhy7 Evh

ASACLUCH( LET, 74 FTIEZ, 2V — AT 7B A CKhERa—F— 7 LF vy
WEH Y FH A,

¥i#E EXEC T— RIZ7 7B AL %7,

enable

enable 2~ RERMIIAN LTIz &2, RRTU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x*x*x*x*

Repeat Password: *****xx*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED 2 —HF — AT —RFTHLH Y. ASA
ORI FIE LA 13, FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOav NiF, BHEEXECE— RTCHEHATEX 4, HHEEXECE— Kb =
Y74 X2l —Tary B—RICASLZ L TEET,
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B xozx7v7

ATvT3

ATvT4

ASDM %A L1- ASADER |

F5HE EXEC E— R&#& 79 51213, disable, exit, F£7ziT quit 2~ FKEZ AL ET,

Ju—r\) a7 4 Fal—ary EB—RNIT77EBALET,
configure terminal

1

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r\) a7 4 Xal— g ET—RNnE5ASADOREXFBTCEET, Fa—UL oy
T7A4FXalb—rvary T—REKTTHITIE, exit, quit, £72idend a2~ REASNLET,

({£E) FXOSCLIIZHE L E 1.

connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, 2O T arERELRVE, 2—F—
DT 7 ZETFHALMOERAT 722204, BHET—-FTHoThH, =74
Fal—vagy avry RIMEATERWI LIZEELTLEEN,

=P —[FI7 LTy VDA ERDENFEE A, BIED ASA 2 —HF—4£ 73 FXOS IZJE S
NH7ED, Boa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & A LE7,

FXOS N T, scopesecurity/show audit-logs 2~ > R&EH L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

RDATY T

« ASA DFREZEHATT HITIL, CiscoASA ¥ ) — XD E~ =27 /L OHnd . BEHO Y
TR 2T A=V g NG U= T A EZBB LT &N,

e "TTNL a—TF 4 IOV TUL, [FXOS NI 7Ny a—F 47 HA K] 28R L
TLEEY,
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/rh-7=:=
5 2

ASDM & Chassis Manager Z={& A L 7= ASA
T35y b I74+—LE—FTOEMR

CDEORREE

Firepower2100 1X, FXOS & MHIN D FME L 70 DA RV —T 4 VTV AT AEFITLET, ASA
[A1F Firepower 2100 I%, IROE— RTHEITTEET,

7Ty N7 —LE—F: 7Ty N7 —LF— RTIL, FXOS T, EAWZRENE T
A—=BEN=RT 2T A B =T 2 A ADREXATIMLERDY £T, ZTHDDREIC
X, A v Z—7 = A ZADHENE. EtherChannels DN, NTP, A A —VEHRENE TN
%9, Chassis Manager Web f > % —7 = A AE 72X FXOSCLI ZfFEHCTE £7, ZDtk,
ASDM 721X ASACLI ZfiHH L CASA A XL —T 4 V7 VAT AZEX=2UT 4 R
V—HERETEET, EEBRFXOS DFEN A RIZOWTIEL, [FXOSASA > 7 X
L—yar A4 Rl Z28BRLTLKEE WY, FEXOSO T TNy a—T 47 a<y RiZo
WTIE, [FXOS ASA configuration guide] Z#ZM L T 7E &0,

N

GE) A H—TxA ADshow 2~ RDEL TIHASA 2~ RE&ff
HATEewnd, Flida~y NIZEERFEHERRH Y £ A,
FXOS @~y R&EMP LT, KMl ¥ —7 = A A EH%E
FRTDVENRDY 7, FBHIZOVWTIL,  [FXOS troubleshooting
guide]] ZZMR L T ZE0,

T TIIAT LV AE—R (FT74/ 1K) T TIAT 2 AE— RTIL, ASADTRTORE
EITHZEMMTEET, FXOSCLINOHIE, BER NI TN a—T 47 a<w ROk
T %9,

ZOETIL, ASAT 7 v M7+ —LF— R Tx v hU—7|Z Firepower 2100 % &3 2 F7{EIZ
DWTHBILET, 7 74/ b TIX, Firepower 2100 L7 77 A 7 AE— R CIFEITINDH -
D, ZTOFETIFE—RET Ty F 7+ —LEF— NIRETDHHECONTHALES, 2o
TIEUTORBEICOWTITRY EFTWERADT, TASAZ 7 4 X2l —a A K]
EHRRLTLLEEN,

o 7 o — )L — —
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ASDM %A L1- ASADER |
B ssazouc

« CLI R E

ZOFETE, EANLEX 2 T 4R v —OREFMECOWTHHRPLE T, L0 Mm%
Do DG EITRENA FESRLTIEIN,

Firepower 2100 /~— K7 =7 TiX, ASA Y 7 U =7 £721% Threat Defense 7 b =7 %5
7T C& £F, ASA & ThreatDefense & D TUIY B2 21T 5 BRICIX, 731 ZADfEA A—1k
D720 £7,  [Cisco ASA 3 L U Firepower Threat Defense 1A A — AL A K] 258
LTLEENY,

TS3AN—RERT— kA2 b Firepower 2100 (21BN GRBIE ST AT T, FEBAYIZINE
THZELHY EHA, 2L, 2V LR EORETIE, EAGKBIERZHEH T ET,
ZO%E, REMEERRC SNMP OfE R, FHEEMENFRIERE R TCEZL2H5803H0 £
T

¢ ASA IZOWT (224 ~=—7)

s RY—x ROFNE (226 RX—)

e X NU—JHE#E LT 7 40 NEREDOMEGR (229 X—)

o TA ZADRRE (232 X—)

« 77 AT U A—IIVOERFEN (233 X—)

Ty N7 A —LFT— REAHCT D (234 —)

« (fEE) FXOSBLWASAEEIP 7 RLAE IS — oA OEE (237 =)

+ (fEE) Chassis Manager ~D 127 A > (243 ~<—)

+ ({E) Chassis Manager CIBIIDA v X —7 = A AEHINZT 5D (243 X—)

« ASDM ~D 1 71 > (246 ~=2—)

e TABLUADRE (247 X—)

« ASA DFXE (253 ~—)

e (JEE) T—HA L H—T =2 ATDFX0S DEHT 7 ADFKE (255 L—)

* ASA BEXOFXOSCLI ~D7 7 & A (256 _—)

cRDAT w7 (259 _—7)

« 7 v N7 4 — LT — KO Firepower 2100 DJEFE (259 ~<—)

ASA [ZDLVT

ASAX, BERAT— IV 77 AT U4 —/LEVPNaL v ML —XOMHEELZ 1| DOIEE
ICHAEDLEELD T,

Firepower 2100 | ASA HHOW—7 7V r—ya v 7774 T ATY, ASAX, 77 v b
T4 —LE—RELET T IA TV AE—R (T 74V E) OWTRUNTEITTEET,
Firepower 2100 |%, FXOS L MEIN LML R DAL —FT 4 VTV AT LEFATLES, 7
7w F 7 —LF— FOLGAIL. FXOST, EANRENEASTA—F =Ry =T (2 —
T2 A RERETHUHENDY £T, ZRHLOREITIX, A ¥ —7 =1 ZOHEME,
EtherChannels OffENr., NTP, A A —UE M 83 E £ E T, Chassis Manager Web 1 & —
72 A AEIXFXOSCLI 2 TE £4, Z0H, ROX—Y v DTzl T,
ASA AN —F 4 U VAT AR 2T 4R O— R ETEET,
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| AsDM % & L 1= ASA DERE
asa & rxos oz

¢ ASDM : T3 RAZEEND VTN BREMOT N, A~ —V vy, ZOHA RTIX
ASDM Zfif fH LT ASA 2 H T2 HIEICHOW T LET,

* CLI

« Cisco Security Manager : B —/N— LD /L FTFNA A v —T v,

TTIAT U AE—RTH, ASADTRTCOREEITI) ZENTEET, FXOSCLI B IE
BER NI TN a—T 4 av s RORMEATE £,

ASA & FX0S O EHE

ASAB L OFXOS DAL —F 4 7 VAT AT, BN A H—T oA A LET,
DA HE—T oA AITIT,. ASA BLONFXOS 1T T A0 DOMHBIDOIP T RLARHY £
7,

N

GE) oA ¥ —T7 A ATASATITEHE /I EMEENE T, FXOS Tlid, MGMT, management0,
FRIEFEROMDOAFI TR RINET, ZOHA RTIE, —HMEL@EREOD, FH 11 &
LTCZDA v E—T A A BB LET,

FXOS 1 LTV ASA CHERT 2 MR S HDIEREIX R/ 2720, kiR R5F Cili O A= 1 —
T AT VAT NEERTAMENRSH Y 7, FXOS OYIHIFHETIX, SSH 72137 7 v
(https://192.168.45.45) Z{EA L CTT 7 4 /L h D 192.168.45451P 7 R L A |k T& £7,

ASA OFIMFE TIL, ASDM Z{# ffl L T https://192.168.45.1/admin |2 Hft T& £9, ASDM T
X, B CEBEDA X —T A ANBDSSHT 7/ B A5HETE £,

MDA —F 4 v T AT Lk ay ) —)LiR— FhBERTE £, I TIZFX0S
CLLIZT Z7&®ALF?, ASACLIIZIZ connectasa =~ > REEH L TTr 72 TE 1,

ASAT—H A LA —T 2 A AMLFXOSZEH x5 L9152 &, BLUSSH, HTTPS.
BLOSNMP O&T 7B AZRETHZ ELARETT, ZOMEEIZY = — NMEBIE YL HE
—éﬂo

HiR— kb SR UViEEE

HAR— bk L7 Ly ASA BEEE

WD ASA HEHREIX. Firepower 2100 T HHR— &N TV EH A,
cHEN—T 4 TBIOTY v
CTRAVE—T AR
VT RH
«KCD ZfEifi L7 7 A7 > LA SSL VPN
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B -orv-—zorozE

* ASA REST API
* ASA FirePOWER & ¥ = —/L
* Botnet Traffic Filter
cIRDA VAR g
*SCTP A v AR v ar~vy7 (ACLZMM LIZSCTP A7 — F 7 /b A LV AXRT =
YEYAR—FESNET)

* Diameter

* GTP/GPRS

HR— b SN FXOS HEEE
R FXOS ¥§HEIL. Firepower 2100 TiXV A — F &R TV EH A,
*FXOS HED Ny 7T v 7 LT

K IZ, show configuration 2~ > RZHEH LT, REDT X TELIT -HMERRTE
7

\)

GE)  showa~<~> RTiEY—71 v b (XRTU—=FR7 1 —)L K) RFER
ENZWEH, LTSS RTREZALY T 2B E1F, EEE
DNRAT—REEGHDH L )T show HHEEEFETHZLERHD £
ﬂ—o

« FXOS D4 AAA 383

FXOS (connect asa) 7>5H ASA 22 Y — /WL T 256, 2 /=LA77 B AHD ASA
AAARENBEH I D Z EIZEE L TL 72 &V (aaaauthentication serial console)

IVFY—IVFDOFIR

ASA ZBEA L CERIET DHITIE, MOFX A7 S TIIEEW,
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ASDM % {#FA L 7= ASA D EFRH

rvry—zvroFiE [

2\ < A~
Pre- \ 1) nstall the @' Review the \.3 JCable the 4 JPower on
Configuration firewall network firewall the firewall
—p and default — —
config
v
ASA CLI 5 ) Enable 6 ) (Optional)
platform Change the
mode —» Management
IP: ASA
‘ |
(7 o
FXOS CLI \/_/ (Optional)
Change the
Management
IP: FXOS
Chassis @ (Optional) @(Opffonaf) (Optional)
Manager Loginto Enable Add access
the Chassis —p interfaces lists for
Manager mgmt;
enable SNMP
| !
v
ASDM 10 Login to 13 Configure 14 Configure the 15 (Optional)
ASDM feature ASA Enable FXOS
licenses —» —» remote
management
l A
Cisco @ Obtain feature
Commerce licenses
Workspace
Smart (12) Generate a
Software license token
Manager for the chassis
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ASDM %A L1- ASADER |
B -orv-—zorozE

T7AT A= NEL L A=V LET, "~ RU=THEIA FERRLTLEE

./ v \O

#
=
z
i

{? TR AE Fv NT—FJEEET 7 4V MEREDHER (229 X—)

é} HATRE TA ADER (232 3—)

‘4 | FHIE T7AT U —/LVOERKRA (233 =)

5 |ASACLI 7Ty N7k —LET— REGHICT D (234 =)

6 |ASACLI (EE) FXOSBLUASAEHIP T NLAEZIZF—F 7oA DERE (237 4—)
CEPLIP O ASA,

(7)) [FXOS CLI ({EE) FXOSBLASAEHIP T RLAEIEZY — h U= A OEF (2373—)

— CEELIP OZ R : FXOS,

/&) |Chassis Manager (f£:#&) Chassis Manager ~D W 27 A > (243 ~—2) |

e

(g |Chassis Manager (&) Chassis Manager TIBIIDA > ¥ —T7 = A4 AZHHTDH (243 2X—)

>/

10 |ASDM ASDM ~D 1 7' A 2 (246 X—7)

@ Cisco Commerce FTA VL ADERE (247 X—) HERETA B AZRELET,

Workspace

1) |Smart Software Manager | 51 L2 A DR (247 <—P) VX —YDIAELYR b=V VEERLET,

(13) [ASDM FAE L ADRE (247 %—2) HRETA R AEBRELET,
(14) |ASDM ASA DFRE (253 <—)
(15) |ASDM (L) F—H A2 ¥ —T =4 AT FXOS DEET 7 ¥ ZADIE (255 ~—)

FXOS U E— MEBZANT L, FXOS 23 ASA A & —7 = A A6 & B 7 BhG
T&E5X21CLET,

o

Chassis Manager UEE) T—F A v X2 —T A ATDFXOS DERT 7B ADHRTE (255 2—)
- BT RLRAEHRITAEH9CT 7R R NERHER LET, SNMP #6430 LET
(HTTPS 3 X UNSSH IZF 7 + /L Fh THhNZ 2> TWET)

=
\&
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| AsDM % & L 1= ASA DERE
v ro—sEEeF oL rEE0RE [

2y bI)—OBEET T4 FEEEDHER

RO, Firepower2100 TOT 7 4/ hDFy FU—27 EIAZRLET (ASAT T v 74—
LE—RTT 74V FREEMH)

A B —T 2 A AT —T T L E 721X DSL T AICEEERT D5 A 1T, ASA BN
WAty hT—=7DFTRTCDONL—T 47 ENAT ZEITTHL9C, FETF L5277 Y vVF—F
T B aBEIO LET, IMEA v H—T = A ADISPIZHEHET 5 7202 PPPOE 3% €T %
VERHDEARIE. TOHREE ASDM AX— T v 7 U 4 P—FNTITH Z EMTEET,

)

CE) T 7L PFDOFXOSBLONASAEMIP 7 FLAZFHATERWEAIX., ((FE) FXOS Bk
RASAEBIP 7 RLAELIFZA—F T2 A DEFE 237 3—) 2B LT,

WESIP 7 KL AZER T H5ME NS H551F, ASDM AX — 7 v 7o 4 — K& LT
BETEFET, & 2E, RO LD ZRRWICEBWNT, WENIP 7 RV ADEENNIEIZ /2D
ENRHY T,

A B —T 2 A AR T T ANV Ry RU—T TH 5 192.168.1.0 k> hU—7
EDIP 7 FLADOESERADHE. DHCP J — AR KL, SMEA v Z—T =4 AN
IP7 RLAZEALEEA, ZOREIT. ASARRURY hU—27 EIZ25DA 4 —
T2 A ABFOZLENTERWEOICEAELET, ZOHEA, WP 7 RLARH LW
Xy hT—7 BIFET AL HICETTHLERH Y 77,

s ASA ZEETFORNE R~ U —ZIZBMMT25E81F. AEIP 7 RUARBEFO R Y F U —
7 FICFEETALOICEFTTHILERH Y £47,
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ASDM %A L1- ASADER |
. Firepower2100 75 v F 7+ —LE— FOT 7 4L FEE

128: 2y 7 —% A D Firepower 2100

Qutside

= .

outside
Ethernet1/1
DHCP from outside nw

S _@— management FX0S:192.168.45.45
& Management 1/1  ASA: 192.168.45.1
inside

Ethernet1/2

192.168.1.1

‘g ! Management Computer
DHCP from management ifc

Firepower2100 75 v 4 —LE—KDT 74+ J)L FEETE

ax ;e
Firepower 2100177 v F 74— E— R TETTDLIIIRETEET, 774V MNIT T
FGAT VA E— RTT,
)
GE)

9.13(DLLEIDNR—2a v TliE, 7T b 74 —LF— KRBT 74/ ThHY, M—DF 73

YTLlle 77y b 74 —LMF— 67 v 77 L—FT2558, ZOE— FBfERicSE
‘j‘o

ASA DEETE
Firepower 2100 £ ASA @ THFHMREOT 7 4V M EIL, RO LY TH,
s NEMSHNEAD S5 T 4 w4 70— : Ethernet 1/1 (4+ER) . Ethernet 1/2 (FNEE)
« DHCP OHEBIP 7 FLR, WHEIIP 7 L A @ 192.168.1.1
« WA > % —7 = A AD DHCP $—/3—
« M58 DHCP 65 DOFT 74 )L b JL— b
EHE EF /1 (BED) [ IPT LA :192.168.45.1

*ASDM 7 7 A WEAR X MMZFFA S E T,
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| AsDM % & L 1= ASA DERE
Firepower2100 75 b 7+ —LE— FDT I+ /L FRE .

* NAT : NEIDBHAEEA~DTXTDNT 74w VDA H—T7 = A A PAT,

*FXOSEE T 7 4 v 7 OBth : FXOS v — 0%, ASAMNGA v X —T = A A L CEH
No 747 BB TEET,

* DNS #—/3— : OpenDNS #— 3— 3 & 52> U O S AV TWVET,
DAy 4 Xal—vgqikOawy RTHERINTHWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FX0S D&% E

Firepower 2100 F® FXOS & TRt DT 7 /L FEREIZ, IRO LB TT,
« B UL:IP 7 FL R 192.168.45.45
cTIAINENHT—FITA (ASAT—H AL H—T = A A
« ChassisManager & U SSH 7V R : BHAX Y NT—I M bD A,
s TIAILEDI—H—4F :admin, T 7 4+ /L hD/IAT— K : Admin123

eDHCPHY—/\—: 7T A4 T FIP T KL A#ilf 192.168.45.10 ~ 192.168.45.12
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ASDM %A L1- ASADER |
B = zoms

e NTP #—/3— : Cisco NTP #—/3— : (.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org

* DNS #—/3— : OpenDNS : 208.67.222.222, 208.67.220.220
cA—HRY k ULBEUA—YFy b V2: G5

TN ADEHR

Outside

— —

Ethernet 111
r outside, DHCP from outside nw

Management 1/1
management
FX0S:192.168.45.45

0

o o o (@mee see @) @ee: G
HHHEHHHH- o WL LLLLLLLLLE LT e e o
== m=:= ArAbAb o [T 1T _Immm i) ST T 158
Console Port
For CLI access
fo enable
Platform mode Ethernet 1/2
inside, 192.168.1.1
inside
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

Management 1/1 A > % — 7 = A AT Firepower 2100 # & B L £7°, FXOS & ASA |Z[6] UEH =
YEa— ST EET, 7740 MRE TS, Ethernetl/l 24N E L TREL £,

FIE

ATV vy —VEROMITET, "~ RV =THETA RESHLTIEI N,
RTw T2 FHa Vo —H% Management 1/1 (7L TMGMT] ) (ZE#H#ERET 57>, Management 1/1
EEEHR Y NU—ZIC8ER LT,

By NU—2 b FAT 2 T ASA 721X FXOS 1T 7B ATE 520, EHa
VEa—PERRy NT—7 BIZHDH T L EMGE L £T, Management1/1121X, 7 7 4/ bk
DFXOSIP 7 FL A (192.168.45.45) & ASAT 74/ FIP 7 KL A (192.168.45.1) 75%@1
4, FXOS TlZZ 947 b (BHaL P a—X%5E1) IZIPT RLAZEET 5729
DHCPH— "= ETINDH720H, 2D DORENBEFOEHRLR v %U~7@§£ﬁ&mmu&
WX HIZLTL 72 & (Firepower 2100 77 v b 7 4 —AF— RDOT 7 4 /L FaRE (230 ~2—
V) )
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| AsDM % & L 1= ASA DERE

ATvT3

ATvT4

ATy TH
ATvT6

77179+ —LoEREA [}

FXOS BIXNASAEHIP T RLAEZF 74 /L " OEFETAVNERHLESIT. (TE)
FXOS BELIUASAEHIP 7 RLAEIIF— b oA DEHE (237 =) LT
él/\o

BT, T=HA 2 H—T 2 A A5 FXOS BLWASA EHT 7/ ¥ 2 &25%ET& £¢, FXO0S
TR AONWTIE, (FE) T—FA X —T7 = A ATOFXOS DEHRT 7 ZDORE (255
NR—=) EBRLTLIEE, ASA T 7 ZAIZHOWTIL, ASA O— R BIEDORRENT A R
EHRL T EEN,

Mo P a—Frar Y —LR— MR LET,

TIITATVAE—RNL STy N7+ —LF— RIZEETHIZIE. ASACLIIZT 7 &AT %
MBI BV F7, Firepower2100 (21X DB-9toRJ-45 2 U 7V 7 —T U RfHE L TN D728, #
BT A0IiZ—F =T 8- U T to USB 7 — 7 AN TE, THHOA L —
T AT VAT AR USB Y U TV RIANRNELT A A =L L TLTEEN,

SRy FU— 2 % Bthernet 1/1 A ' Z— 7 = A 2 (5L TWAN] ) 1286 LE7,

Aw—hK VT 72T TR T DEA. ASA I License Authority (27 7 Z A T& 5 X
T DDA Z—Ry N T 7 BAZMLEE LET,

¥R > b 7 —2 % Ethernet 1/2 128565 L £ 97,
BODA L H—T 2 A MOy b —7 B LET,

2747 0+—ILOERKEA

&
ATy T2
ATvT3

BIRAA v FIT, Yy —POERDOEBREY 2— NV 1OEICHY FF., UL AT L~DE
BEGETD RV AL v FTT, BIRAA T NAZ A DAEIZHDHEIEL. 3.3V O
AR N BRIy FOBDBIRES 2 — LA ISN., RVOEEBRIIA 7R E
T AA v TFNE U ONBIZH DAL, 12V OEEBRNF AR, AT AN ERL £
7

Fig
FBIRa— RE2T 3 ZZ8F L, BRa B MIBERELET,

TNA ZADEHZHDERAA v TF 2 LET,

T3 ADHIHEIZSH S PWRLED Z il L £ 77, FEIAUT L TWDL5RIE, 7731 2ADOE]R
DAS>TWET,
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ASDM %A L1- ASADER |
B 5oror—re—reamzya

SYS LED

mEEEEEEr D
PERERPEREEEREE®
mEEEEEEREEEEE®m

E

= = = e B
= B S

i
PWR LED

ATy T4 FA ZAOHHENCSH D SYS LED ZHER L £, FREAIZAL LTWAIEEIL., BIFEKRARZE
B L TVET,

GE) BIRAA v FE2F 7OMBIZEINTEINC, VATLINTL—RA TNy y NI E2E
1T C& D X9 Tshutdown 2~ REFHLET, K TT2FETITEID»NDIHEND
DET, JL—RAT7N ¥y NMEUUNRETTLHE, 2V — LI CIcEBRA 735
LA TTEFRRINET, BIE/ASARALOF RS —X BE—a LED BAAT L, VAT
LDOBEFEEAZICT DN TECNDZEERLET, ZNT, A v F 247 DAL
EICBEITE 2 L5127 £ L7, Aif/$%/L PWR LED 23N BRI SR L. AT L
F9, PWRLED BNREEIZA ZIZR D E TERREZENZNTI I,

Z 5O shutdown 2> ROEHOZEMIZHOWTIE, [FXOS 27 4 L—3 3 v
HA K] #5B LT EEN,

TSy N IA—LE—FRZERZT S

F 7 b hTi&. Firepower21001%X7 754 7 v AF— RTEITSNET, ZOFIETIE, £—
R&E7Fy N7 r—LE— NIEETDHHEE, WEIOSLTTY 7947 v AE— RICRET S
FBIZOWTHALET,

A

B T FREETBHA, VAT AR B KT BUEAD Y, BERS VT SNET, F74
v R, Y — R SR E T,

FIE

ATy FHa s Ca—FEar Y —)LAR— M LE T, Firepower2100 (21X DB-9toRJ-45 > U 7
N =T NREB LTS, BT H57-0idh— R =7 4 8o U 74 to USB 77—
TNAPKETT, THEHOFRV—TF 4 7 VAT AR USB VY T BT A4 &0
AAR=LLTLES, ROV TAREZFENLET,

* 9600 7~ —

8T —X Bk
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| AsDM % & L 1= ASA DERE

ATy T2

ATvT3

ATv74

I35y k7r—LE—FeEMTS |

e NUT 4721

sl ARy EYH
ASACLIICHHE LE T, T 74/ FNTlE, vV — AT RRAINELRa—F— 7 LF iy
WEH Y FHEA,

GE) 77y b7+ —LF—RNEHETLE, 3V —/LHHIT ASA CLI TlE72 < FXOS CLI
W77 v ALET, 2L, 79y b7 —LFT—FDa Y —/nb ASACLIICT
JEATEET, ar Y —)bAR— MIEH L TFXOS 8L WASACLIIZT 7 AT %
(257 =) ZZRLTLIIZIN,

HibE EXEC E— RIZT7 7 BA L% T,

enable

enable 2~ RERMIIAN LTIz &2, RRU—REEETIH LIk ET,
5 -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x

ciscoasa#

RELSNDTRTOa~wy N, BHEEXECE— FTHEHATEX X4, BHEEXECE— b o
V74 X2l —va = RNIIABZ L TEET,

Bt — R&#& T4 51212, disable, exit, 721 quit =~ FEAHLET,

Ja—sLarZ 4 X¥al—vary E—RICT778ALET,
configureterminal

11

ciscoasa# configure terminal

ciscoasa (config) #

EFE—FRE2T7 Ty P74 —LE— NIIRELET,

no fxos mode appliance

write memory

reload

EF—RERELIEDL, REZRFLTT A A2 n—RTL50ERHVET, Ve—RT5
AN, 52 &<, E—FELOEICRT Z N TEET,

FE Un—F95L, REFZITENET, 7740 MEREE, U o— FRHICEH S E
—g‘o
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ASDM %A L1- ASADER |

B 750 ror—snx—remmcTa

ATy TH

ATvT6

1 :

ciscoasa (config) # no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config) # reload

Proceed with reload? [confirm]

HEsh%, BIEOT— RE2RR L CEFEEHALET,
show fxos mode

B -

ciscoasa(config)# show fxos mode
Mode is currently set to platform

LB T—FR&ETTIAT UV AE—ROREICRLET,
fxos mode appliance
write memory
reload

B FERELED, WEERIFLTT M 2% ) n— T 0ERHY ET, Ju— kT2
BT, S5 2 LK, B FELOMICRT 2 LR TEET,

AR Un—PR95L, REFZITENET, 7740 MREL, YV o— FRHICEH S E
RS

&1

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]
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(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

(FEE) FXOS B L UASABEIP 7 KL R EF= L5 —
DA DER

ATy I

ATvT2

FXOS CLI 5 Firepower 2100 * v —3® FXOS FHLIP 7 KL AZ AR &9, T 74/ k
DT KL A1L192.168.4545CTY, FXOSEEH N T 7 4 v I DT 74NV MF— T oA ZEHT
HZELTEET, 774NV M= =A130.000ICRESNTEBY, FXOS N7 7 4 v 7
IRy 7 T —V BB TEE SN, ASAT—HA LU H—T A AN L T—T 47 IE
T, ROVICEHRIN Xy NT—T TA—FIZNT T4 v T e N—T 4 7T DA, 7—Fh
UxAIPT FLAZERLES, FHEGOT 72 VA MZH LR Y BT —22—8F
HEEFTINELHYET, '~V xA%ET 74/ 5D0.0.0.0 (ASAT—H A 2 X —
TxAR) WOERTLHE, T—HA U H— 7:4%(mea77tzf%ﬁ<@0 FXOS
X7 —HA LB —T 2 A ATIIT 74 vV G TE R RVET ( (EE) T —FA ¥ —
T A ATOFX0S DEHT 7 ZA0ORE (255 2—) ZHMW) |

WE, FXOSEHH 1/1IP 7 RLAIXASAEB I/IIP 7 RLREFE TRy NT—2 RliZdh D F
T, TDD, ZOFIETIZIASA D ASAIP 7 KL AEEFTT 5 kb RLET,

18 H B HEIIC
*FXOSEHHIP 7 RLAZAEE L% T, HrLnT KL A% H L T Chassis Manager 35 X
U" SSH #ifot & FHHENL § D B B ) £,

« DHCP —"—|3IF 7 /)L b TIXEH 1/1 TADIZR>TWH =D, BEIPT RL AEE
3 5 DHCP Z #5022 08N H D £,

FIE

:yy—wﬁ—hmﬁﬁbiﬁ(nyy—wﬁ—bc?%LTFME%;UAMCUK 7
295 (2573—) BBM) , BEALDNRNE T EDIT, v Y —VIicEERT
HZ EEBEID LET,

DHCP #—/"—Z M2hiZ L £ 7,
scope system

scope services

disable dhcp-server

commit-buffer

BHIP T RLAEZERLIHZT, HiLWI IA4 7 MNP T RLUA%ZMH LT DHCP % OVE
T % Z £ TE EF, Chassis Manager T DHCP — _—2 2B L O TH2 L b
T&FET (F7 v b7+ —25%E (Platform Settings) ]>[DHCP]) .

51

firepower-2110# scope system
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B &5 MossLUAAEEIP7 FLRE LIRS — FY A OEE

ATvT3

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

IPv4 EEIP T RL A, BLOMEIZGE LT~ oA ZRELET,

a)

b)

¢)

fabric-interconnecta O A a2 — 7 ZERE L F 7,

scope fabric-interconnect a

1 -

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

HIEOEHIP 7 FLAZFRLET,

show

1 -

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6
Gateway Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

HLWERIP 7 FL A, BIOREIIELTHLWT 740 F— U =A 2R E L%
D

set out-of-band static ip ip_address netmask network _mask gw gateway ip_address

BIERESNTWD T — My oA ZHERFT2100E, gwdF— U — RE2FIE L ET, [FERIC,
BEFOERIP 7 FUAZMRF LI EES — bV = A 2EET 52, ipF—TU— K&
netmask ¥ — VU — K2 L F7,

F—=bR D2 A % ASAT—H A X —T = AIHEETDHITIE,. gw % 0.0.00 ITRELE
T, ZNNT 7V FOFRETT,

&1

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

ATV T4 IPVOEFIP T RLAEFA — NI BB/ TELET,

a)

fabric-interconnecta M A 21— RIZIPVO iRED A A — T R E L F T,
scope fabric-interconnect a

scope ipv6-config
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b)

<)

(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

1 :

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

BAEOEHIPV6 7 FL A X RLET,
show ipv6-if
1 -

firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

FHLWEBIPVG T RLAEF— b U2/ 2R T LET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address
ipv6-prefix prefix_length ipv6-gw gateway address

BUERE SN TWD T — MU = A ZHERFT 2121%, ipve-gw ¥ —U— RZEMELET, [A
BRIC, BEfFOEEIPT RLAZHERFF LT E X~ by =AM 28 F T 5121L, ipv6F—T—
K& ipv6-prefix F—U— R&2Em L £,
TF—=RFIxAZASAT =4 AL F =T 2 AITRET DI, gwZ o ITRELET, =
NIRRT 7 4V hOBRETT,

i

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé6

2001:DB8::34 ipvé6-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

AFw 75 HTTPS. SSH. BLUSNMP 7 7t 2 U R FEHIRLTHLWLWT 7R U X MEEML.
HLWRy T — 7 0O A AIREIC LE T,

a)

b)

VAT LAY —EAOFKHEERELET,
scope system
scope services

1

firepower-2110# scope system
firepower-2110 /system # scope services

BIEOT 78 A YA MEFRLET,
show ip-block

51

Cisco Firepower2100 22— +7 v 7454 K ||}



ASDM %A L1- ASADER |

(FE) XOS LU ASAEEIP7 FLRAFREFS— bV A1DERE

ATvT6

<)

a)

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

HLWT 7R VX MEBENLET,

IPv4 D5 -

enter ip-block ip_address prefix [http | snmp | ssh]

IPv6 DIGAE -

enter ipv6-block ipv6_address prefix [https| snmp | ssh]

IPv4 DY e, TXTOFRy FU—27 27T 2512130000L 77 1 v 7 202 AL

T, IPVO DA, TRTORy P =7 Z2fFaf 451037V 7 4 v 7 202 AL E

7, ChassisManager C7 27 AU A FZBMT 22 L TEET (P77 v M7+ —LKIE
(Platform Settings) ]>[7 7t AU Ak (Access List) ]) .

1 -

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

HTWT 7R UX NEHIBRLET,

IPvd DE

deleteip-block ip_address prefix [http | snmp | ssh]

IPv6 DA -

delete ipv6-block ipv6_address prefix [https| snmp | ssh]
1 -

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

({£&) IPv4 DHCP Y — "—ZHORET L £,
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ATy FT17

ATvT8

(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

scope system

scope services

enable dhcp-server start_ip_address end_ip_address

Chassis Manager C DHCP — \—Z A B IO T 52 TEET (I b7 4+—
L% E  (Platform Settings) ]>[DHCP]) .

i

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

REZRAELETS

commit-buffer

1 -

firepower-2110 /system/services* # commit-buffer

ASAT RV A%, IELWARyY hU—27 LERDEIICERLET, 774/ FOASAEH1/1

AV HE—=TxA AP T RL AL 192.168.45.1 TT,

a) ALY —/nb, ASACLLICHEHRIL T, /m— L a7 4F¥alb—3 gy B— RIT
I ALET,
connect asa

enable

configureterminal

ASA RN—T 3 9.12() IETIE, A F—T WAV —RERETLHLIRDOONET,
PRION—=2 2 > Tk, T 74NV DA X =T NIRRT —RNIEIT 77 TY,

&1

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: **x**x*x*

Repeat Password: *****xx*

ciscoasa# configure terminal

ciscoasa(confiqg) #

b) HFHEINIPT FLAZEBELET,
interface management1/1

ip addressip_address mask
11
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ASDM %A L1- ASADER |
B &5 MossLUAAEEIP7 FLRE LIRS — FY A OEE

ciscoasa(config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) ASDMIZT 7B AHEER Ry NT—ZIZEHE L ET,
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

1 -

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) BEEZHRHFLET,

write memory

e) FXOS =2 YV —/UIZEDIZIX, Ctri+a, d E AT LET,

!l
ROBITIZ, IPVAEHRA =T =2 AL TF— U= ZRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

WOHITIE, IPV6 FBRA L —T oA AL — N oA BHRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001:DB8::2
ipve-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
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({£E) Chassis Manager ~ODO %5 A > .

firepower-2110 /fabric-interconnect/ipvé6-config #

(4/£E.) Chassis Manager ~D O A >

Chassis Manager Z i/l L T, A % —7 = A4 ZADOH LS EtherChannel DIERLR &, v ¥ —
DFREZATVET,

1R BRI

cHR—FSNDT T UFOFEMZOVWTIE, LTI NN—=Va Dl ) —R /) — %
ZRLTIZEWN
(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html
% § lﬁ/\g\ ) o

*FXOS BLIUASAEHIP 7 FLAZERTHMLERNH HLGE1E.  ((EE) FXOS BL O
ASABBIP T RLAFERIZAFA— NI = OEFHE (237 3—) 2L TLFEE N,

FIE

AT w71 Management 1/1 A > % —7 = A AZHHE L TWDHEB L Ea—% T, IRO URLIZT 7 & A
L T Chassis Manager % @) L 9,

https://192.168.45.45

ATV T2 adminzF 74V hOa2—HF—ZIZ AN LET, XRAT—RFROBREERDAZA vE—INER
IhET,

(4£Z.) ChassisManager CEMDA V3 —T A4 R %&H
2T B

TNV ETIE, BEUL, A= Fy b1/, BEOA =V Xy MR2OKA v H—T A A
L, Uy — T TIEEWBIRIC AR, ASARRE CILmBIMICAH NI /e > TV ET, BIIDOA v & —
T oA AEFHTHIE, WOFNEEZFEHAL TEDA v X —T = A ¥ —V THIZL
ZDH% ASARTETHNZT 2 MENH Y £9°, EtherChannel (AR— N F ¥ L EMEEND) %
B+ sZ b TEET,
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ASDM %A L1- ASADER |
(f£&) Chassis Manager TEBIMODA >4 —T A AEZFHIZT S

\)

(B Tz F— = HEM LB TEXOSDA v 4 —T = A A ERTIHA1T (R hU—
IV a— )V BINELITHIRT 5. H DV T EtherChannel 5REZEH T 572 L) . AZ N
A=y FOFXOS TA v Z—T =2 A RAEZEHLL, T7/T7472=y FCRILEREZITWE
7
FXOS TA v Z—7 = A ZA%HIBRLTHG (& A *y N —7 Y 2— /L OHIER,
EtherChannel O HIER, F 721X EtherChannel ~DA ' H —7 = A AOFEIY YTk L) | SLER
FEEITO ZENTEAHLIIC, ASARETIHILOa~vy RBREFEINET, RENLDLA
A =T xA Z%HIRT D& MBIRWVEEEN D RN H Y £7, ASAOS DA & —
7 oA AREFTFETHIRTE £,

)

GE) A ¥ =Tz ADshow a2~ RD%EL TIEASA A~y REERATERW, £ida~v
RIZSERREHERNH Y T A, FXOS o~ REMFEHA LT, LVEMRA v Z—T =14 R
BWERRTHILENLY £,

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

FEMEIZ DUV TCIE,  TFXOS troubleshooting guidel| 2R L T 7230y,

1R BHHIIZ

« Chassis Manager (22 7 A > L£d, [ (ffE) Chassis Manager ~D 1 7 A > (243 ~<—
V) ] ZBRLTIESN,

* Firepower2100 /X, Link Aggregation Control Protocol (LACP) ®7 27 7 ¢4 7 E&— NE 72134

¥ — R T BtherChannel Z %R —h LEd, 774/ FTiE, LACPE—FIT 77 47
ICRESNTVWEY, CLITE— P24 CEFE T, RliZe A 215572012,
Bt A v F R—baT /7 47 E— NICRETDHZ L E2HRLET,

cEHIIPT RLRAZT 74V hIBAEFT A%, ((EE) FXOSBLWASAEHIP 7 R
LAEZEIY =M oA DEFE (237 =) 2R L T EEN,

FIE

AT 71 Chassis Manager C [ > ¥ —7 = A (Interfaces) | %7V v 7 LET,
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| AsDM % & L 1= ASA DERE

({£&) Chassis Manager TEBIMNDA 42— A AEZHMIZT S .

[T_TDA v FZ—7xAA (All Interfaces) ] ~—I TiL, EIIZBIEA A b —/L AT
HAUHE—T oA ADBFRINZRR S, FHORIZENSGDY A MPRRRINET,

x%wjz4V&~7I4x%ﬁ@itﬁﬁﬁmﬁémi[&wmx§4ﬁ(ﬁzgj)itmﬁ@

(Disable) | A7 A 4 (m) Vw7 LET,

(G¥) Management 1/1 4 > Z —7 =A AL, ZDOT—7/LT[MGMT] & L TERENET,

ATvT3

({£&) EtherChannel #iBML £,

(G£) EtherChannel A > 73— AR— FI ASA IZF/ RSN FE T, EtherChannel 35 L VR — kb X

VR —y FILFX0S TOREETEET,

a) A X —TxARXT—7/LD LD [Add Port Channel] %7 V v 7 L E7,

b)

¢)

d)

Add Port Channel 7%
Port Channel ID: |1 Enable

Type: Data v

Admin Speed: 10gbps v

Admin Duplex: Full Duplex v

Auto Negatiation: @ Yes No

Available Interface Member ID

| , Search 3 Ethernet1/3 ]

[E3 Ethernet1/1 [Ed Ethernet1/4 ]
[ Ethernet1/2

Ethernetl1/3

Ethernetl/4
[E3 Ethernet1/s
[ Ethernet1/s
[E3 Ethernet1/7

Add Interface

.__.I Ethernetl/8
[E3 Ethernet1/g
[E3 Ethernet1/10

Tl Etharnat 111

0K Cancel

[Port Channel ID] 7 4 —/L RIZ, A— bk F¥ XA DIDE AT LET, ARRMEIL, 1 ~47
<7,
A=k F¥ R EZEHETT HIIE, [Enable] F= v 7Ry 7 A4 N2 LET,

[Type] K> 7 Z oy A MIBERLET, FEHAHE/RZ A 7L [Data] D& T,

[Admin Speed] KRy X T YA RNT, §RXTDORAN— A F—T A ADEE %3
WLET,

ZOHE (BELOBRLIZZOMOBE) ITHISELTWRNA U —T = ZAZBERT S
& ATREZR P TROROHEE S HERIZE M ShE T,
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ASDM %A L1- ASADER |

e) T RXTDAUN— A HF—TxA ARTDOWT, [Auto Negotiation] T [Yes] F 7213 [No] DA
TrarREoEI )y LET,

f) [AdminDuplex] Fr >y X7 URART, $X_XTDAN— A =T =2 ADT 27
Ly 7 2% L ET,

g) [Available Interface] U A FC, BT HA ¥ —7 = A A% RN L, [Add Interface] & 7
Vw27 LET,
FUZATEREDRKR16 DA L F—T = ZAZBMTEET, F¥ /L 7 —7I1058
MENTRDOA A —T 2 A AZX 5T, ELWHA T EHENRED £5,

EVhBEBOA U H—T 2 A —EIBINTEET, EEOERA ¥ —T = A
WEDHIT, Cel F—Z2 LN SHENDOA v Z—T = 2% 7V v 7 LES, —
HOA LV H—T oA AZRIRT HIZX, ZORPORYI DA 57 —T = A A %8R
L. Shift ¥ =% LN OREDA v X —T =24 A% 7V v 7 LTRIRLET,

hy [OK]%27 YUy 7 LET,

ASDM ~DO 45 A >

ATy T

ASDM Z BN L T, ASA ZRETED LI LFET,

License Authority £7213%7 7 4 b — " —IC8fi T DR1C, mER5{t (3DES/AES) #%&
PP CE 20T, ASDM Z B TEX £3, ASDM 7 7 ERiX, 77 4/v h D1k
ZHMAT2EHENA L F =T 2 A ATORMENTED Z LICHEE LTSV, &ER
TA o AICEEE L CHUS T % £ T, throughthebox F 7 7 ¢ v 7 I3FFAI S EH A,

1R BHHEIIZ
ASDM % FE{T74 B 72D OEMZ-OWTIL, Ciscocom® [ASDM YV U —2x /— K] 2B LT
<TE&EW,

FIE

PR=PFEINTWLT T UFEMEMN LT, IROURL Z AN LET,

https://management_ip/admin

« management_ip : ASA EHA L X —T oA ADIP T FL A (192.168.45.1) F72IEA A k
HEFEELET,

[Cisco ASDM] Web ~2— U MNF R S E T, ASAIZZEHENR A 2 F— /L ENTWVRNTZDIT,
TIUDEX2 )T 4 EENRKRINDIZERHD T, 20 OEEITEN L T, Web
RN T IR THZENRTEET,
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| AsDM % & L 1= ASA DERE
sttvzoiz |

ATw T2 EHAEE/R A" 9 [Install ASDM Launcher] % 721% [Run ASDM] DWW a7 U v 7 LE
ﬁ—o

ATY T3 BAOHERICNE>TAH T v a 2R L, ASDM &g L £4,
[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 3R SV E T,

ATV Tl 22— —ZEZZDEFICLT, ASAEZRBELIZEZICRELTEA X—T IV RAT— & AT
L. [OK]ZZ7 VU vZ L%ET,

AL ASDM ¥ v RUBFERENET,

5S4t ADETE

ASAFA~—h FA BV REMHLES, BFROAY—F I8 (A Z—Xy b
TR ANKE) BEATEET, £RF A7 TS VEHOES, KT A B ATRE
I% Smart Software Manager On-Prem (LARTOYT 7 A b H—) ZRETEET, ZNoLOF7
TA L TA R AFTROFEMIOWNTIL, [CiscoASA VU —XDRET A B A ZBL
TLEEN, ZOHA RITEFEDOA~S— R IA By o ZICEAENET,

VAT AU AOBEIZOWTIEFEL < IX, cisco.com/go/licensingguide Z# &M L TL 72 &1,

X — T & BERT H & Smart Software Manager (X7 7 A 7 7 4+ —/L & Smart Software Manager
BOBEHADIDREHELZ T LE T, £, AT OINN—FXYAT AV NI 74T U4 —
NNEID BT HLET, Smart Software Manager (2887 5 £ TlX, BRELEZITH Z LIET
ST FHRRTA B A NEL T HMAE~. BIEXEOMO R TIIRELZTEEA, T4
TR G SNDHEREITIRD LB Y TY,

* Essentials
etX2 T4 3 UTHFAL

« BRI B L (3DES/AES) : A~ — R T H UL b TTEERREBALATFA] STV,
ERE IR BAL O N S TWNA L U R a Nl LT-E . BERRE(LS A R
T AT MCFEBTENTEET,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client VPN
D F

License Authority £7213%7 7 4 b H— —ITHefid 2A0Z, =R 5{t (3DES/AES) %%

HEHEIH TE 20T, ASDM #EE) T&E £7, ASDM 7 7 B AL, 77 4/ b D1k

AT O2EHRENA L Z—T 2 A ATOREHNTE L ZLICTHEE LTS, @ERK
T4 A L TS 5 £ T, throughthebox T 7 ¢ v 7 I3FFrl SNLER A,

Smart Software Manager 7> 5 ASA DX Gk h— 7 L #HRTHGE, [2O h—27 & LT
gk L7o 8L Cm AR — NHIEBERE 2 FF 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A% AL T, BRSO TERT A £ AN
HHAINDE2ICLET (THEAOT I Yy M TEOHEABFAI SN TVWOIRERHY £7)
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ASDM {5/ L= ASADERM |

B st ozozx

SRR FAL T A B AL, X —VTCRER NV U EREHT D & R LR DBEROLS
BEWICAME SN D T2 OBMOBIEIIARETY, A~— 7B 7> Tl 5bn3F ]
SHTWRWA, FRAREESALDOERBTF T ST D &2 ar il Li-a. W17k
o4t 27 Hhor MCFBITENTE T,

)

(GE)  Firepower 4100/9300 3 v — L DA L I1THR Y | T _XTD T A & ARE %L FXOS % E Tld/e
< ASA THEITLET,

15 H B HIIC
* Smart Software Manager |IZ~v A X —7 WU MaeFEbHET,

FETHU U MeBRLTRWERIE, Vo222V vy LTHLWT Y MEREL
TL 72 &V, Smart Software Manager Tl&, #fkDO~AZ—Th 7 M EERRTE £ T,

s (=274 T A7 T 7 EERLCAEMMbIND) WA ERT 5I12%, ZFERO
Smart Software Manager 7 %7 7 .k CTHR /) 7¢ 5 5. (3DES/AES) 7 A B A& TE 2
WERH D FT,

FIE

ATFYT1 THHOA~—h TAR AT AT M, BRERIABUVARGEATND (Dt b
Essentials 74 U ANEENTWND) ZEEZMHERLTIIEIN,
TABL AT, VAT EFEGRBEEN DT AN, AEEA LB, A~— Y7 by =T
FTARL YT TR MY 7 ERTWET, 722l B TIA B A& BNt 505
Bd HYAETE. Cisco Commerce Workspace C [T TSR (Search All) [ 7 4 —/V R&EFEHL
iﬁ‘o

129: 54 £ R &%

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFR G, B LY —E A (Products and Services) | Z 3R L 77,
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| AsDM % & L 1= ASA DERE

130: #5 8

e All Results

T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WDF A APID #HRBRLET,

GE) PID BAEONB72WEEIL, FXZFEITPID B8N TEET,
« Essentials 7 A &> A : L-FPR2100-ASA=, Essentials 7 A & > A TR T3 28, Z~— |
VIR =T TAR T THY Y NMTBMTH2LERH Y £,

53T X% AT AL A L-FPR2K-ASASC-5=, 2T %A h T4 B A LEBMNMKTH
D, =—RZBEbETEEDITA v AEBEALET,

e 10T F AT AL A L-FPR2K-ASASC-10=, =T F A h A & 22BN T
HY, =—RAEDLETHEDTA B A EHFEALET,

o #7172 15 5. (3DES/AES) 7 A £ > A 1 L-FPR2K-ENC-K9=, 7 % 7 > MZHF1 7215573
BINTWVWRNWGEEIZOHMETT,

* Cisco Secure Client : [Cisco Secure Client 37EH A NJ] 25 L T 7ZEV, ASA Tl
ZDITA BV AZEEANMILRNTIEI N,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT DT FOBGEE —27 o &2ERL
Tav—LFE7,
a) [Inventory] %7 U v 7 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 V v 7 L7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10
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©)

d)

ASDM %A L1- ASADER |

B4k b —2 > % AERL (Create Registration Token) | %A 7 02 7R v 7 AT, L TFOREME
AT TS [ b—2 v %&{ERK (Create Token) ] %7 VU v 7 LE9,

: . o
Create Registration Token
This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

« [EBA (Description) ]

« (AR (Expire After) ] : HELEEIZ 30 H T,

o e RAEHEE (Max. Number of Uses)

[ZD b= ATEER S TG Tl N E B RE A 7T ]9 5  (Allow export-controlled
functionality on the products registered with this token) ] : #iti=2 > 74 72 75 7
EAEIMILET,

=2 A R MBS ET,

=7 v OEMCHDIRAIT A2 %) 7 LT[ =2 (Token) | ¥ A 707Ky
JAFRBRE, b= IDE7 Vv TR—RIZart—Cx5 L9 LFET, ASA DBEN
VB2 L ZIZHOFIETHERAT L0, 2O M7 U 2HHLTBE £1,

131: =0 D ORT

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
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ssevzngz |

132: h~—Y >OaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTN%3AN%ANA

Press ctrl + ¢ fo copy selected text to clipboard.

ATwv 73 ASDM T. [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] M JIE 23R
LT,
ATv T4  [Register] 7 Vv 7 LET,
Configuration > Device Management > Licensing > Smart Licensing
To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration

Feature Tier: —MNong —

Throughput Level: |—None —

Privacy Host Mame Version

Transport Call Home Smart Transport

Configure Transport URL
Default URL

Registration | |
Utilty [ |
|
|

Proxy URL |

Proxy Port |
Configure Utility Mode

Enable Standard Utility Mode

Custom ID

Customer Company Identifier

Customer Company Name

Customer Street

Customer City

Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register | | RenewIDCertificate | | Renew Authorization

Effective Running Licenses

License Feature License Value
Maximum VLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled w
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ASDM %A L1- ASADER |
B >t xozx

AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v 2 AN LET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MEZG UC, [BEk&TEE] (Forceregistration) [T = v 7 /R v 7 A% 42 LT, SmartSoftware
Manager & RISV TWRUWATREMEDSN B 2 B ERFT 2D ASA 88k L E T, 7o & 21X, ASA N
725 C Smart Software Manager 7> 5 HIFR S 755512 [ B8k % 5] (Force registration) % {#

L/i‘g‘o

ATw 76 [Register] &7 Vv 7 LET,

ASA IE, FHRHIRE SN A &2 —7 = A A% L T Smart Software Manager (2 84k L |

RIEWEHY 7 N = 7RI B OFAEE 2R L E 9, Smart Software Manager X, ZfEHD 7

B0 v RS AUT R ER S B3DES/AES) 7A B AbBEHMLET, TR XT—
AANEFEND &, ASDMIZE o TR—U RN SN ET, o, BEPRBLIZGARE

\ZiE, [E=42—1U >4 (Monitoring) 1>[Z70/8F ¢ (Properties) |>[A¥—rSA4 €2 R
(Smart License) | DIAIZEIRL T, A B ARZ —F AZMHRTEET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

AT Tl RONRTA—FEFRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 74 > 1Z L 97,
b) [#&AE/E (Feature Tier) | Fu v 7% 7 U X k5 [Essentials] i8R L £ 7,

i [l & % D% Essentials 721 T,
¢) (fEE) [Context] 7A L ADA., A TF A NOEAEANLET,

2aVTHFANMITABVAZLTHATEE T, 207X FogkEIE, 701k o
TR £7,

e Firepower 2110 : 25 27 F X |

* Firepower 2120 : 25 227 F X |k
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ASA DERTE .

* Firepower 2130 : 30 = > 7 % A |1

* Firepower 2140 : 40 =7 % X |

72 & 21X, Firepower2110 TR K25 DT F A & HHAT5121F, 20 TF A ok
LTC23HANLET, ZOEIE, 7740 FDO2ITBIMENET,

ATv 78 [Applyl 227 Vv LET,

ATFYT9 V= R—=D[Save]l] TA 2 %7 Vw7 LET,
ATv 710 ASDM ##& T L., HEEhL £,

TA R AEEES D56, HHSICEiE 2R 51213 ASDM 2 HiEB 2 LE B8 H Y
£7,

ASA DEXTE

ASDM Z A3 HBR, JEAMERES L OMERIERE DR EIZ Y 4 W — REMEHTE £d, v ¥—
FIZEEN TV RWEREZ FEITRETHZLHTEET,

FIE

AT v F1 [Wizards] > [Startup Wizard] DJIHIZEEIR L, [Modify existing configuration] 47> 3 > R ¥ % 7
Uy LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,
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| AsDM % & L 1= ASA DERE
EB) F—21v8—T 1 2TOXS EET I 20HE |

ATY T4 ASA DFFREEKFITT D121, [Navigating the Cisco ASA Series Documentation] TY 7 h 7 =7
N—=V g FELK’\?%JT/I/%Z%HE LTLEEN,

— Far'an
(F8) T—RAUH—TTARATOXOS DEET ¥

=1L =
T ANDEXTE

T—H A B —T A AMND Firepower 2100 ® FXOS &3 554, SSH, HTTPS, LW

SNMP 7 7 £ A% ETXET, 0)1%% I, T A&V E— MCTEH LSS, B 11 &

RHES =Ry B U— 2 ICHERF T A8 IcZsr b £4, it BEtSh %y hUV—72 Lo

Fxos@:77?2#571&)@%4’747&&55&1% COWMEEEBEINCTDHE, vn—INT Y

T RH L TCORER I ZHEH LT 2R TEEd, 2720, ZOMEEZFHLANS

FXOS OEH 1/l WHD Y ET— T 7V ATFHFAITHZ LI TEEHA, ZOEREICIT, Ny

JTVL—v (T74V0) ERALIEZASAT —H A H—T A A~DNT 7 4 v 7 DRk
DT, FXOSEHF— b U =A% 1 DFETHRETEET,

ASA IE, FXOS 7 7 B RZHMERER — M AEH L ET, HEER— MIFLCA ¥ 72—AT

ASA MERAT B0 TFHENTHWET, ASANFEXOSIZ T 7 4 v 7 2inkd 5 & &2, IE
DS AR— MI 7 1 b3/ Z L2 FX0S R— MIZE# S E£4 (FXOS @ HTTPS AR— b

IIEELERA) , N7y FEkEIPT LA (ASAA X —7 A AIPT FLR) %, FXOS
THEATLINET RLRACERINET, #HELT RLARAELTIhERA, N T 710 v 0%
WA, ASAIZTBEDT =X V=T 47 T—TNVEHHLTELWEIIA v F—T = A
AHEPELET, BHT 7V 75— a3V ODASAT—HIPT RV AIZT 7 AT 584, FX0S
a—H—LEFEHLTal A o THLERDY £3, ASA 22—V —ZITASAEIHT 7 EAD
T S ET,

ASAT—H A2 —T A ATFXOSEH N7 7 4 vV BEEFENCTH L HTEET,
ZhiuE, 72E Z21E. SNMP R w7 NTP & DNS OH—/_R— 7 7 ¥ R PICHETT, T
7 4V hTiE, FXOS EB F 7 7 « v 7 BAthiZ, DNS BLOINTP OH — —i@f5 (A~— |
VT RNT2T TAB U TWETHE) HO ASANRA VX —T = A ZATHBT/R> T
7

1R BHHIIZ
TN AT HRA N B— RDA,
c ASA EHEH A X —T7 oA AT L E1,

CASAT—H A H—T 2 A AZVPN RNV EFEHLT, FXOSIZHEET 7®8AT5 2
LT TCEEH A, SSH DEHER & LT, ASAIZ VPN it L. ASACLIIZT 7 &AL,
connect fxos:rv‘/ RFZ2HH L TFEXOSCLIIZY 7 A L%d, SSH, HTTPS, BL W
SNMPV3 Xl 5L TE D720, T—H A VX —7 = A A~OEBEFEGRITLZETT,

*FXOS 7 — bV =ADBASAT —H AL H—T AR (TTHNE) IZT T4 w7 %R
ETDIICHESNTVDZ L EMRELET, F—hU =AM ZEBRLZHEIE. (E
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ASDM %A L1- ASADER |

B ssassumoscu~o7swz

ATy T

ATy T2

ATvT3

ATvT4
ATy

ATvT6

ATy 717

F) FXOSBLXOASABRIP 7 FLAELIFZFA— U= A DEFE (237 —2) 2R
LTL7Z&EW,

FIE

ASDM T, [§%%E (Configuration) ]>[7T/\4 R & (DeviceManagement) |>[EEB7 I X
(Management Access) |>[FXOS!) £— FE# (FXOSRemoteManagement) | Zi&R L £,

FXOS U E— NMEEHEBENC L E T,
a) FTEXS—Tar v RUT, [HTTPS]. [SNMP]. F7-1% [SSH] #i&IR L £,
b) [Add]Z7 Vv 7 L, EHEFFAT 5 [Interface] Z i E L. B4 7F 7] 3 % [IP Address] &
HEL, [OK]ZZ7 Y7 LET,
Ta hav AT TEIEHOT M) AR TEE T, LTOT 740 MEEER L7
WA, [Port] Zi%E L £,
«HTTPS & 7 4 /L k A"— b : 3443
*« SNMP 5 7 # /L b &R— |k : 3061

«SSH 7 7 4/ b AR— K : 3022

FXOS N ASA A VX —7 = A ANLEMERZRKRcEA oI LET,

a) T E&— 3 v KT [FXOS Traffic Initiation] % 3&R L £,

b) [Add]Z 27 Vv 7 L, FXOSEB NI 7 4 v 7 kG THOMENHD ASAAL v F—T A
AEAIMILET, T 74N BTIE, A F—T = A AFAEDTTR>THET,

[Applyl #7 V v 7 LET,

Chassis Manager (286t L £7 (7 7 4/ b TlE, https://192.168.45.45, ==—H—% : admin,
PNAT— Rigglala 74 URHIZRE LT DA H M) .
[Platform Settings] %# 7% 7 U v 7 L, [SSH]. [HTTPS]. F72I%L[SNMP] ZH iz L £7,

SSH & HTTPS 135 7 + /L F THINZ 2> TWET,
[Platform Settings] % 7 C, BT 7 ¥ A ZFF w5 & 5T [Access List] i EL£T, 77+

JbV ki, SSH B L OVHTTPS i3EH 1/1192.168.45.0 % v b U —27 OB AR LE9, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV AEFH AT HLENH Y £,

ASA B KU XOSCLI~ADT7 U X

T ZTIE, FXOS BLWASA o Y — )WZHEi T 5 Hik &, SSH Z{FH L C FXOS (23
2B DWW T L E1,
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| AsDM % & L 1= ASA DERE
vy —Lk— ML TX0S B&UASACL 272255 [

OV —I)LIR—KZEHELTIXOS 8 LU ASACLIIZ7VERT B

LET, &IZ, FXOSCLI 25 ASA =

it

IS

Firepower 2100 =1 >~/ — /L /R— kT FXOS CLI (Z#%§
Y WZHEERE L, BERD LN TEET,
—EIRFFTE 23— KT 1 D72 T, FXOS 22 Y — b ASA DY —)b
\ZHERE T D56, Telnet £7-213 SSHHEHEDLE L1320 | Z ORI TY,

FIE

ATy FHarCa—FEar Y —)LAR— M LE T, Firepower2100 (21X DB-9toRJ-45 > U 7
N =TI LTV AT, BT 2 7201idh— R o8—7 o 8o Y 7L to USB 7 —
TNANRRETT, THEROARV—TF 4 2 7 VAT NILBEIRUSB YU T RIA N &
AVAR=NL LTS, ROV TAREEHEHLET,

9600 7R —
8T —H B b
e NRUT 472 L
1ALy ZT EY
FXOSCLIIZHE LE T, =2—HF— 7 LF ooy B AN LET, 574/ FTlE, admin

2P =L F T F N FDONRAT—RAMINI2BZEA LT 7 A o TEET, FlOTr A
5L, admin SAT—REZEETLH LI TR ENFET,

ATw T2 ASAIZHERE L ET,
connect asa

1 -

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ATv T3 FXOS 22 Y —/VZREAIZIE, Ctrl+a, d & AHLET,

SSHT FXO0S |Z 14k

T 74N EDOIPT R A 192.168.45.45 # i L CTEBL 1/1 ® FXOS IZ#i T £4, VE—
FMEHARETLIHE ( (BB T—F AL Z—T A ZATOFX0S DEIT 7 & ZADRE
(255~—2) ) | FHEEHER—F (T 74V FTIH3022) TTF—HA X —T A AIPT KL
AT HZ LB TEET,
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B sstcmxos icig

ATy T

ATy T2

ATvT3

ASDM %A L1- ASADER |

SSH Z{#fH L T ASA I3 5121k, £9°. ASA O— kIR BMEDRE N A RIZHE-> T SSH
TR AERET DMLENDY 7,

ASA CLI7>5 FXOS., BXONFOW HIMICHEGTHZ N TEET,
FXOS I3 K 8 f > SSH #f A #F 7] L £,

1R BRI

BHIP T RLAZERT 5I1C0E, (EE) FXOS BLUNASAHELIP 7 KL A £ 73/ — b
U OEE (237 5—V) ZBRLTIIZE N,

FIE

BEHINIZHER L TCWAEHa L Ea—4 T, HHIPT RLRICSSHER LET (T 741
kCIE. https://192.168.45.45, —H—4; : admin, /<A 7U— K : Admin123) .

FXOS Ca—H#H—%BMLEEEe1E. TEOa2—F—4Tu s CxFE$, VE— NEHE
BETAEE. ASAT—F A X —T oA XAIPIZER— 13022 (F7+/L FDOFR—F) TSSH
Pefe L £,

ASA CLIIZEEE L9,

connect asa

FXOS CLIIZEE%IZiE, Ctri+a, d L ASLET,

i

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ASA 2 SSH #:54 5354 (ASA TSSHT7T 7B RAERELT-%) . FXOSCLIIZHEF: LFE7,

connect fxos

FXOS ~DEFFEZ RO ONET, T 74/ hOa—F—4 : adminB L/ AT — | : Admin123
AL FET, ASACLIIZEREDITIE, exit & A9 50>, F£7=1% Ctrl-Shift-6, x & AL F
j—o

1 -

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1
Successful login attempts for user 'admin' : 4

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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| AsDM % & L 1= ASA DERE

RDATY

Jov k7

zozx7y7 ||

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

firepower-2110#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

7
« ASA DFXEHFATT H1Z1%.  Navigating the Cisco ASA Series Documentation| T 7 K

VT NV g NS L= a T ARSI TL &N,

cFXOS % —LDOFEIZHOWTIL, [FXO0S =7 4 Fal—ar A4 R 2B LT
<TZEW,

c T TNY a—T 4TI OWVWTIE, [EXOS h T TNy a—T 407 A4 K] Z5RL
TLIE&EW,

4 —IE— F D Firepower 2100 0 & FE

HaE

N

N— | HERETEER

PED

T T H N NE— KRBT
TIAT AE— RIT
ERINE L,

S| 7T FIAT U AE—ROBEANIZELY, T 74NV N E— KRBT T T4 7T LV AE— RIIE
WENFE L, BEIOV Y —ATE, 77 v N 74— LF— ROAPEMAFHEE—
TL7Z, 9.13() IZ7 vy 77 L —RLTWAHAE, = RNI7F7y b7 +—LF—R
DFEFIZRY ET,

/AT I 2~ K fxos mode appliance, show fxos mode

R R AT — RODE%
TExROBHTa 7 b
NFRINFET,

9.13(1) | Chassis Manager (28] TR 7 A 35 & admin SAT— REEFTLHLIIRD 5
nET, URIOT 7 4L h3A T — Rid Admin123 TL 7=,
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ASDM %A L1- ASADER |
B 75 74— L% ko Firepower 2100 DETE
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