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FIE

ATvT1 Web 77 74T, https://sign-on.security.cisco.com/% B & F 7,
ATFY T2 [2—%—4 (Username) ] & [/XATU— K (Password) ]IC AN LET,
ATy T3 v A4 (Login) |22 U2 LET,
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B o505 70Evaz rsBRLETI 74794~ LOER

AT v 78 Duo Security Z i L THIOWAEERZ 22T, a7 A UV EKRLET, VAT AILEST
07 A VU OHERR S HU. Cisco Secure Sign-On % v ¥ 2R — RN F/RENE T,

AT 75 Cisco Secure Sign-on & ¥ 2 /R — RN Tiiit)72 CDO ¥ A V%7 Vv 7 LET, CDO XA /L%
Y w735 & https://defenseorchestrator.com [Zf &) L, CDO (EU) ¥ A rz27 Vv I35k
https://defenseorchestrator.eu (B8 L £9, 7, CDO (APJC) # A rzr Vv I35k
https://www.apj.cdo.cisco.com (2 E L F 9,

[ 7: Cisco SS0 %y & 1 7KR— K
il . -
Cisco
Work

CDO CDO (EV) DO (APJC) CDO Docs SWC

ATYT6 WHOA—v T 4 r—2E2RELTWDLEAIE, A=k T4 r—4%0ua%r ) vy 7 1LT
[Duo Security] 7> [Google Authenticator] % %R L &7,

cBEfFDT S MITTIla—F—L a—RFRBI5A1F. 0T Mo s/ LE
ﬁ—o

e T TIEEDOT F v Moa——La— FRH DAL, BRiEo CDO 77> b &38R
TEET,

BEFOT T M= =L a— FRRNEEIEL, CDO Oz s 220, 72T b
TATAT AT P EBERTEET,

O—42yFJOEDa =V % ERLEI7AT7 04—
)LD ER

LD ALK DY S Threat Defense 252 1 J -7 6, AMA v X —T = ANDA U HX—F v MZ
TIRBATEDLLIZ, 77 AT U —MIr—T V%R L CEREZ A T D720 T,
FOTBHE, PROFHFIIREEZTE T TEXET,

PROEEBZIIHRTHI7AT0+4—ILDI) TILESDIRH

TrAT VA —NVETy JIZRETDPEER Yy 7 A2 ETHANT, TROEEHE LEE T
DXV TNAFESEREERL TBEET,
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ATy

ATy T2

ATvT3

D7 AT I F—INDT— T IR .

FIE

vy—vbvy—varF—3x FEBEELET,

=T NEERTDE. FRET7 AT U —VOERE ANDEIC, TrA T Uxr—E

Rolr—VDA v _ M) EHERLET, YY—YDL AT U b, arvkR—%rb BLO
LED IZOWTHHE L TBL LENDH D £,

T7AT =D TINEESETEELET,

T AT U =D T AESL, BEERy 7 A EHINLTWET, /2. 77 AT U4 —
NOEBEIIT 7 AT V=N Yy —TDEBICHD AT v h—IZbHFHINTWET,

T7 AT UA—NDY ) T NESEIT fHA/FROARLLED CDO * v U — 7 EHEIZIEE L
S

2y NU—I8HEIT, a—F v Frablamr TERBICL. 77AT T+ — WL
TUVE—FNCRETDEDICT 7 AT UA—NADOV Y TIVESNLEILRY 7,

CDO BHE LEEERM T, AV R—TFT 4T DI LTA L ERELET,

274 T 94— LD — T )LIER

ZORME Y7 T, CDOMWEHETE 2% XL 9 IZFirepower 1100 2 1~ b7 — 7 (28325 HiEIC
DWW L 97,

XTI 7 AT O —NEZTMS THRy NI —JIZHERTIHAIE. o742 T E< 72
SV, BT, 77 AT VA NET AT OF—NVDARAT =R RERT T 7 AT T4 —
NV EDLED =7 ZZHOWTHB L TWET, MEIZG U T, ITHM & —FEIZLED # /.5
PUTT 7 AT I —VDAT —H ALl TE£4,
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B o 7or—rozrorA

8: Firepower 1100 07— 7 JLECH#R

WAN Modem

- Ethernet 11
outside, DHCP from outside nw

()-{her”Data Nefﬁrorks
Management Computer

n—4yFrueya =7 A=y /1 ) TOCDO~D#HEGE A AR — b LT

WET,

FIE

ATVl Uy —vERVHTET, "RV THEEIA FESRLTIEIN,

ATFYT2 A=V Ry FUIAH =T A ADLYA R T Xy hU—27 (WAN) ET ALIZF > b
=0 =T NV EEE L ET, WANET AL, b A v —xy N T 2@ CTh Y |
T7AT TA—IVinbA LV H—Fy h~D— MIHR D 7,

ATY T3 WA % —7 A A (Ethernet 12 72 L) ZWNEAA v F 13— X I L E9,

WEIZITfEE DA v A —T = A ABBIRTE E7,
RTFYTE BODA L HE—T oA RO FR Yy NT— 7 8 LE T,
ATFwTE (EE) BHa va—FZary—LR— MR LET,

THTIE. BERIERT 7200230 Y —NVEERIIVEH Y A, 7Z7FL, T TN a—
T4 T BRGAENHY £7,

T27AT7 04— ILDERERDEA

VAT AOERIT. TAAADOEEICH D0 v B —BRAA v FIT Lo THIEI S E S, R
ALy FIE, VT MEHAL v F L LTRESATOET, ZHUSED, VAT LO7 L—2R
TN Xy FETURYR=—FEN, VAT LAY T M =T BIOT —ZOBHRD Y 27 753
RS E T
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77479 +r—LoEE0RA ]

A\

(GX)  Threat Defense % #)® CEBIT 2 & &%, FIHHKIZK 15 ~ 30 500020 £,

ATy T

45O SRS

TNA AR L TEEEO S WEN 2T 2 Z ENEE T (& 2E, BEEEREE
(UPS) ZfEH) . IO ¥ v MU EIfTDRWNTEAN KDDL Ejtiﬁ774’ﬂ//
AT LOEGEGIER T AREMERHV £, Ny 7 7T 00 RTIEEICEZEDO T a2 %E
ITENTWDTD, BIIBRKONDE, T77AT VA= NV AT RAET L—AT )V Yy N
VU TEEY AL

FIE

BFO— R2F A, 22 L. BEaL vy MOESELET,

ATFY T2 v —vOEET, B a— NICBEET 2EENRe v I — 2 A TOBRA /47 A4 v F

ML TEREZ A I LET,

ATV T3 FARAAOEMEICHHEW LED 2R LE T, EAICAT L TWAEHERIT. T340 ADER

MA>TUVWET,

Y Lt | P N

Power LED 4}]‘

Status LED

ATV T FRAAOEMENCH D AT —F XA LED R LET, BAIET L TWAHEAIE. EEEA

B AK L TWET,

G¥) AA v F % ONMMPS OFF [ZHIVEEZ B &, VAT AOBIRDEENZEIND FT
BRpmAaZ RNV ET, ZoMIX. v — Y ORIE/ SRV OEIR LED 2356k
IR L ET, B LED NI A 7R 5 E TERAT L2V TLEE N,

ATV TS FARAZADOEMENCSHDH AT —F ALED 2R LET, T ANEFIZEEBHL TS L, X

5 — & Z LED DRI TR S L £,

RIS D A5 1E. AT —F A LED AL o PEICTIERL AR LET, Z0HEA1E. ITH
PRZIERS LT 72 &,

ATYT6 HFHDAT—H ALED #fER LEJ, T34 A Cisco Cloud (2855t 95 &, AT —HX ALED

DFREIZD - D ERIELET,

BIEN S AEEIL. AT —H ALED A L > P LI AR L. T34 A Cisco Cloud |2
BIFELRD-TZ 20 ET, ZOHEIE. Xy NI~ 75—TANRA—H% Ry M1/ AV
B —T o f AL WAN BT AR ISNTWAZ AR LET, Xy NU—2 4 —T A%
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B o—sv57neva-vrcsa7rrouAER

L%, 105 ERE L THT 251 A Cisco Cloud 125 L2 WA TE. IT EPICHER L
TLIZEW,

RDEZRY

CITHIM L #AE AT > T, BAMEFO LY A ATA L T 7T 4 T 1 ZMR LET, Ao
CDO HHEL L biala=r—va VA EAT ILERDH Y 7,

s ZDH AV BT T D E, CDOEHE L Firepower 7 /34 A% U E— MMM LREER L OE
HTELRERVET, TR TETTY,

O—AyFTAED I TI2&BT/N ADEAESHE
R—HyFTuEYa =TT N ADY Y T IVE G M L7z Threat Defense D3 AME(

FIE

ATYF1 CDODF S~ a4 RUT[A kY (Inventory) 1227 U w7 L, HEDTT

ARH () 7V w7 LTCT/NA A% [A R —FK (Onboard) ] LET,

ATw 72 [FID| XA NVEERLET,

ATv T3 [[FHE—F] T, [FID] NERENTWEZ L 2HRLET,
FHE— RE LC[FID] Z &N L12ZITWVOTEH, [A~v— A 2DEE (Manage Smart
License) | %7 U v 27 LT, 7 A ATHEHAARERAY— T4 BV AZEEH LD, BEFOD

A= IA B RAEEE LY TEET, HHAARERT A B RTHONWTR, T4 A%
WiE+s (1==) 2ZRL TSN,

ATV T8 AR —=T 4 7 HEE LT[V Y TAERSEMA (Use Serial Number) | Z3#R L £9°,
9: ) 7ILBEEHEA

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense

= =
=
- FDM &
m Use CLI Registration Key
C ion

Use Serial Number

hod f

Manage Smart License

AT v T [kt (Connection) ]fEIKT. [F/34 ZAD VU 7 /L& S (Device Serial Number) ] & [F /34 A
4 (Device Serial Number) | Z# AJJL., [k~ (Next) 1227 Vv 7 LFET,

. CDO T Threat Defense M R
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ATvT6
ATy 17

ATvT8

ATvT9

—

A oR—T

LD R

FoR—F 1oy —rEEALEI 7479+ —L0EE [

[XAT—=FRO Yty bk (Password Reset) ] fEIK T, [1TV, ZOFHLWT AL AT /A0
TRV ¥ ORED STV EH A (Yes, this new device has never been logged into or configured
foramanager) | A7 v arRFrE 7Yy 7 L, IR~ (Next) |27 Vw7 LET,

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy F¥ 7 A=a—%2H LT,
THRAAOT 78X 2y b= RK) —2BRLET, NI —DBRESNLTORVWES
X, [T 74NV DT VA2 ba—/LR Y 2 — (Default Access Control Policy) ] %% L £
R

[V T7T A7 V7 arT A& A (Subscription License) 122V TiE, BN T HEHERET 1
oA TF 2y 7 LET, Next] 7 Vv 7 LET,

UER) [M>_X> FU (nventory) |"X—T DA~ Z &7 4 VHZBIIENL DL D, T3

ATV EBMLET, LB AL, FWNWT T ARK () FERLET, T
X, CDO ~DEAYEFRIZT A A SN E T,

RDEZRY

[ X P UIR=Un 6 BAWE L72IE0 0 OF A ZZ@IRL, AN H 5 [EH] ~A
VNCERFRSN TV LA T v a Oz @E@RLET,

4G4 F— FEEALI T 7 A 74—

DRI a T, CDODA Y R—TFT 4 v T4 —ReEHLTAVR—FT 4 7 HIZ
T7AT VA —VERETDHIEIOWTHEHALET,

274 T 94— LD — T )LIEk:

IO MYy TiE, CDOMREEETE % L 9 T Firepower 1100 &2 1 v b U — 7 (8T 5 HIEIC
DWTHH L ET,
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B - 79r—ror—ores

10: Firepower 1100 0 /7 — 7 JLBC#¢

WAN Modem

(Alt.) management

—— outside
Console ports —

console OR
Ethernet1/2 / |nside -

) \ )\
0-1.her'Data Nefworks
Management Computer

Ty b T v TR~ 2=V T VB RARAICHE LA VX —T = RTUL LT, FEED
Fe BB —T 2 f AFTITEFA B2 —T 2 ATCDOWCERTEXES, ZOHA KT
X, AEA v X —T 2 A AR L TWVET,

FIE

ATY T Uy —vERVMTET, "= RO TRETA RS LTI EE0,

AT T2 A Z—T =4 & (Ethernet 1/1 72 &) Z AL — Z \ZHawt L £,
TRV T I RVANE, fEBEOT A A E—T oA AFTNTERA H—T oA A%
TEFET, 27FL, ZOHA RTIEEIIHAEBA L X —T 2 A AT T BRIZOWTHALET,
I, VE— FEAETHROHWONDAREENRE W T I A TH L7 TT,

AT S3 WA Z—7 =14 A (Ethernet 12 72 ¥) ZWEAA v F F 7213 —FITHER L £,
NEBIZIFEEDA VX —T = A BIRTEET,

ATV T8 BYDA LU H—T oA AMDFR y MU —7 B L £97,

ATy FHaLPa—FEFar ) —)Lin— NE7- L Ethemet 12 4 > X —7 = A AIZHHi LET,

CLIZEH LTty b7 v 72 FATTH581E, a0 Y — A R— NIEHT OMLERDH Y
£, AV —AR—ME FTTNANTa—=T 4 TORNTOLBEIIRLGENHY £7,
Device Manager THI#It >~ h7 v 7% FE(TT 58618, Ethernet 1/2 A Z — 7 = — AT HEfi
LET,

. CDO T Threat Defense M R
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77479+ —LoEREA |

T77AT70A—ILOEREA

VAT LADERIL, TAA AOHEIIH L0 v —EFRAL vFICL o> THIE S E 7, EIR
AL v FiE, VT MEMAL v F L LTHERESRTHET, 2K, VAT LADTL—2R
TNy RETUNRBR—=FEN, YATA VT NI 2T BLRNTF—ZOWEDO Y 27 M
BRI S E T,

N

(GE)  Threat Defense Z @] CiEENd 5 & 1%, WIHLIZKI 15 ~ 30 530020 £97,

ATy I
ATvT2

ATvT3

ATy T4

1R BRI

TN AR L TEEEORWENZMHE T2 2 ENEETT (L 2, BEEEREE

(UPS) ZfEH) . BUIOY ¥ v hE T EITORWTEIN KD &, BERRT7 7 A4 1Y
AT LOBEEGEFIEEZTHREERH Y £F, N7 7T 0 RTREICZHDO T mE ANE
ITENTWDD, Bhnkbnbd e, 77 AT V4= NV AT AET L—AT )V vy hT

7 TEERA

FIE

BRI — RE2T A AL, BRa 'y MOERLET,

X —vOEET, ERI— NICBEET EENRe v I — X A TOBEBRA /AT AL v F

PREHLCEREZA IZLET,

TNA ZADEMEIZH D EIRLED 2R L E 7, SHFAIZET L TWBAEEIL, T3 ADOER
PowerLEDgT

MA->TWET,
Status LED

TNA ZADEMIZHD AT —H ALED ZHER LE T, FEAICAIT L TWBEEAIT. EFREA
B AR LTV ET,
G¥) AA v F & ONMNDS OFF ICHI Vx5 &, VAT AOBENRKEICEINDS £ T

BmBbZ ENnHY ET, ZOMIL. ¥v— T ORIHE/ SRV DOEIR LED HHEIC
BIRLET, BIF LED BNERICA IR D2 ETEFRERAY L RN TEE N,

)l |
o I
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B Aot T - FEERLET A RO VK= T 4 v

FoR—=—TFT A4 T04F—rEERALETNA AR VR—T 427

ATy 1

ATy T2
ATvT3

ATvT4

ATvT5
ATvT6

ATy T1

ATvT8

CLIBFkF—ZfH L. CDO DAV R—F 47 ¢ ¥ — K%/l L T Threat Defense % 7 >
A—KLFET,

FIE

CDO DT —rar 74 RUT[A XY (Inventory) 1227 Vv 27 L, BADTT

ATRH () 7 Vw7 LTCT A A% [4 R —F (Onboard) 1 LET,

[FTD] # A V&R L ET,

[FHE— R]C, [FID] BRI TNWD Z & & fiEB L E T,

BTHE— RNE LTC[FID] Z&INL12ZITWVWOTEH, [A~v— A ZXDOEE (Manage Smart
License) | %7 Vv 7 LT, T/ A TCHHARERA~Y— M7 AU AR LIZY | BEfFO
A= IA B RAEER LY TEET, HHFARRIA Ao, T4 A%
B4 5 (7—) 22RLTIIEEN,

F v R—=T 4 7 HiEE UT[CLIR S F —Z i H] (Use CLIRegistrationKey) ] & 8R L £7,
11:CLIEFF—%ER

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
e

CDO after onboarding. Learn more &
Firepower Threat Defense

Manage Smart License

[T /34 24 (Device Name) ] # AJJ LT, [IR~ (Next) 1227V 7 LET,

[V —ED YT (Policy Assignment) [IZDOWTiX, Fryv 7 H o A=a—%{fHLT,

TNNAADT 7R ary ba—/L R ) —%RRLET, R O—DNREINTORNGS

X, [T 74NV EOT A3y ha—/LAR Y v — (Default Access Control Policy) ] 3R L &

7

[ 7 A2 U7 3T A+ A (Subscription License) |22\ Tik, [#BEEFTDT /3 A A
(Physical FTD Device) | A7 v a v R& %27 ) w7 LT, AT L5HET A L 2%

Fzv 7 LET, [Next] 27 Vv 7 LET,

[CLIE &k — (CLI Registration Key) ]IZ-2\TliX, CDO L, BEkx— L ZDMDI/RIT A —X

PEALCa~y FEARKLET, Zdha~vwy REa b — L T, Threat Defense D #IHIHERL T

T 20ERHY 3,

configure manager add cdo_hostname registration_key nat_id display_name

CLI T®, F721% Device Manager % L7=WIHEREDE T

. CDO T Threat Defense M R
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agzz I

s CLI A LTI EDFEIT (23 %—2)  BEIR IV VT NE25ETH#%,. FIDCLI TZ
Da<wy Feav—LFET,

» Device Manager %z i l L 72 JHIER € D FEIT (28 <X—) : =<2 K® cdo_hostname,
registration_key. nat_id ™54y % [Management Center/CDOD R A 44 /IPT K L A
(Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO D % fk % —
(Management Center/CDO Registration Key) ], [NATID] 7  —/L RiZa ' —LE7,

i

CLIty b7 v 7FOHV T ra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUL Y hTy7OH o7 avr R ayR—3y ke

[ 12: configure manageradd 1< > K3 iR—3% 2 k

cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9OE
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

ATYT9 FUR—=FT T4 —=FT[R~ (Next) |27V 27 LT, T3 ADBGEFMG L E
j—o

ATFY T  (EE) [4 XU (nventory) |- S—Y DI~z &7 4 L F PRI S L 5, T34

AT EBMLET, LB AL, EWTTARE () FENLET, TUL
X, CDO ~DE AHEHRIZT A ATEAINE T,

RDBERY

[f Ry hUIR=U0 b BARE LT2IE0 D OFT S ZERIRL, ARICH 5 [EEE] <A
NEBRRENTWELE TV a v OWTEER L E9,

=i

FHAER TE
CLI 721 Device Manager % f# [} L C. Threat Defense D#JHIFRE % EIT L £,

CLI Z{E A L F-#I AR E D ETT
Threat Defense CLI (Z#2f5¢ L CHIMIER E ATV E T, CLIZEH L Tty N7 v 7237
THE, BHA LA -T2 A ABLR X =T TIEBR AU H—T 2 A ZADFHEDHFDME

FFSiLEd, DeviceManager ZfEH LTIl > b7 v 7234745 L, BHEHA X —T A
ABIPY X =V X T I AL U HA—T 2 A ZAOFREITMZ T, EEOZHIZ CDO Y] Y

CDO T Threat Defense M E .
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B cuzemLr-anzEoss

ATy T

ATy T2

ATvT3

ATy T4

Z 7o & =T, DeviceManager C5E T L72 T XTDA ¥ —7 = A AERDIRFEFSNET, 77
A Ay b= RY =R EDMDT 7 4V FREIFRFFS RN EITERL TS
AN

FIE

=1 — LR — | C Threat Defense CLI (255t L £,
21 —)LiR— ME FXOS CLI (285 L £,

2 —H%—4 admin B L OVIA T — K Admin123 a7 A > LE7,

WD TEXOSICR 7 A v Li-E &iE, NAT—FREEFTLHIIROONET, 202U —
Ri%. SSH @ Threat Defense & 7' A T HHEH I E T,

G¥) NRAT = RRTTIEFEN T TONLRWEEIE, T3 2 &HA A—I{kL
TRRAT—=RET 74V My NTAHAXLERH Y 3, HA A =D TIEIC
SWTIE, FXOSD RT3 a—TF 47 HA REBRLTLIEE N,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkk*

Confirm new password: **kkkxkk*
Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI (Z855E L £,
connect ftd

51

firepower# connect ftd
>

Threat Defense (28] TR A FhL, v A2Aaxy Fa—H¥— 54 2E8% (EULA) I
FETHEIROONET, FO%, EHA L F—T A ADBEHDOCLIEY T v SR
V7 ERFERINET,

Fe BB =T 2 A ATIX =% T VBRI LT HAETH, BEA LV E—T = A
DOFENMEHENET,

. CDO T Threat Defense M R
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| CDO T Threat Defense O &R
cu z@AL-mmEEozs ]

GE) HEEIZ VT (T2 xiX, A A—VEHBERTLHZEICEY) L&D, CLI
Ty N T4 = REBDIKTZEIETEERA, 272, ZNHOERET
%, #%7°5 CLI T configurenetwork =< > RZ{EfH L TEFE T& £9, Cisco
Secure Firewall Threat Defense =~ KU 77 LU A SR L TLEE W,

T 7 4V MEETIZLENZ AT Lizf@n3 B v aNIicFr S 3, URICAN LIZfEE 0 F
I 2856 1%. Enter 2 L £97,

WDOHA RT7A4 BB LTLIZEN,

o [DHCP#EH £ 72 (X F8E) CIPv4 % 5% E L £ 9 2>? (Configure IPv4 via DHCP or manually?) | :
[FE (manual) [ZBIRLES, EHA X —T7 oA 22EHATHTERRVBATH,
TIAR=RT RLAREDIP T RVAZRETHHLERNHY £F, BEHA X —Tx
A AMDHCPIZERE SN TWAGE, BHHOT —4 A ¥ —T7 oA AEHRETHZ LI
T FEHA, X, data-interfaces Th H L ENHHT 7 + /L hb— K723 DHCP #—
N=BZFE LT — N T EEEZINDARENH 5720 TT,

c[EEA L H—T = A ADIPVET 7 4V N7 — ~ 7 = A % A7) (Enter the IPv4 default gateway
for the management interface) ]: % — k7 = A % [data-interfaces] {ZFRE L ET, T DHKE
X, ~ %=V % TIRAT—H AV A =T A AZBLCREETEDL L HI1C, RNvr T
L= BN LTER N 70 v 7 BiRE LET,

 [THA R —H)LTEB L E7 ) (Manage the device locally?) | : CDO ZfE/H 3 25 121%
lmol ZANLET, yes& AT 5 &, oV IZ Device Manager i3 % Z £1272 0
EJ e

(T AT VA —E— RERELETH? (Configure firewallmode?) | : routed & AJJ L
T, X =V TR RIF, V=T v R 77 AT Ut —/LE— RTOHYPFR— |k
SNTVET,

51 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

CDO T Threat Defense M E .
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If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

AT9TE v Rx—=Ux T 7B AHONEA v X —T 2 A REFRELET,
configure networ k management-data-inter face

Tk, A H—T 2 A ADFEARN 2Ry MU= REEITY LHIRDBZ T 7 by
ForENET, Zoa<wr ROBHAIZHOWTIE, ROFEMEZSBL T EEW,

CF B S =T = AE G B, A L # —7 = A A TILDHCP & {1

TEETA, Iy b7 v 7RICIP Y R R ZFECTRIE LR > 72551, configure
network {ipv4|ipv6} manual =~ > R ZfHH L TRRETE L L HICRD E LT, HFHA
B —T = A A F— 7 x4 % data-interfaces | E LR > AL, 22 TCIoawy

RELET,

* Threat Defense % CDO IZiBNT 5 &, CDOWIA v A —T =2 A ARE A F—T A A

L ETPT RLA, =T ~OFH)L— K, DNS % —,3—_ DDNS H—/—7p L)
ZRHE LU CHERF LE 7, DNS = —FREDFFMIZ YW TIE, REZBL T EEN,

CDO CTit, TR =V TV VA A H—T A AFEREEE TEET )3, Threat

Defense % 7213 CDO 2 X 2 EHPHE O ML A 51T 2 £ 5 BREFIIMZ 72 0T EE 0,
BHPHE P W S 7255 . Threat Defense (ZIZLARTO B 218 t7 % configure policy
rollback =~ FR&EENET,

* DDNS Y —/ X—H# D URL %% 7ET 5 & . Threat Defense i Cisco Trusted Root CA /X2 K

BT RTOEE CA OFEAELY BEMNTEMT 5728, Threat Defense (% HTTPS £t
@ DDNS H— R —FEE 2 FFE C& £4°, Threat Defense |£. DynDNS U E— k API {LkE
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(https://help.dyn.com/remote-access-api/) Z {9 5§ <T?D DDNS % — \—Z PR — KL
\i ‘g—O

Zoavwr NI, [F—=%] A X =T 2 A ADNS Y —N—%2FELET, By T v
722 )7 T (£7-1% configurenetwork dnsservers =~ > K& L C) #&%E LI2%
BDNS —_—i%, FH T 7 4 v 7 IEHINLET, 7 —4 DNS H— 3—(X, DDNS
BEESNTWDELEE) £HEF 0 =T o AHEAENE2EX 2V T 4R v—
WEHSNET,

CDO Tli%. Z® ThreatDefense (ZHIV M TDH 7T v h 7+ —LRERY —TTF—F A
S —7 = A A DNS P — =35 EZIET, CDO IZ Threat Defense #8325 &, 17—
TINVEREDHERF S, DNSH— =37 T v 87 3 — LAFRER U > —ITBMSvEE A,

7272 L. DNSFXE % & te Threat Defense (2B TT' T v N7+ —LARERY o —%EH Y ¥ T
e, FOHRTEBICEL>Ta—INAFEN EEEX SN ET, CDO & Threat Defense % [FIHf X
FHIE, ZOREIC—KTDHEIICDNS 7T NI+ —LREET 77 4 TITHET
HT LEBEIOLET,

F72, B—H/LDNSH— 3=, DNS P — =GR TR S 72355120 A CDO
THREESNET, 2exE, BEHA LY —T oA RAEHEHLTT A AZBEL, % T

configurenetwork management-data-interface =~ > FZFH L CTTF—H# A v X —T = A
ZiXE LT-¥A . Threat Defense % /& & —EH3 25 L 912, DNS ¥y — "—% G T3 X TOK
E% CDO TFHITRET 2MLENH Y £,

EHLA X —T7 = A A%, ThreatDefense & CDO |Z& Gk L7-1%Ilc, WA L X —T oA A
FHIROT—H A H—=T 2 ADWVT NN EE TE F1,

Ty N T T 4P =R THELTZEQDN N DA F—T oA AMEHENET,

aw U RO E LTT NS AREEREE 7 VT TEES, Z0F T a iz hy v
FUATHEHATEETN, vl y N7 v PRl E OBEIZIIEH L2V T,

T2 EH AT 5L, configure network management-data-interface disable =~

Y READLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51
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D

kg
filt
M

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % & H9 5
CDO ##AILET, a2~ ROAERIZOWTX, A R—FT 47 U4 F—ReEf LT
NAADF U R—=FT 47 (223—=) ZZRL TSN,

51

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

Device Manager % L /=#)HAERE D EIT

&
ATFw T2

Device Manager [Z#%ft L C. Threat Defense D #JHIFE % 31T L £, Device Manager % {2 1]
LTIty N7 v 723730 L, BEHA LV I—T oA ABL PR =T ¥ T 7 B AREIC
Mz T, FEEHOZHIZCDOIZYIY Bz 7= & X2, DeviceManager T5E | L2 _XTHOA U HF—
T A AEEBMEFFENE T, T/78A arbar— A R =Rk Xa VT =R ED
OT 7 0 MREIFRFFENLRNZ LIZTHEEL T ESV, CLIZEMRT 5 &, EHA
BTz A ALvRX—=Vx T 7 EAREDHBRFFENET (2L 2T 774V FOWNEA
YH =T oA AERBRFF S ERA)

FIE

BH o B2 —4 % Bthernet 1/2 A X —7 = A AR LFET,

Device Manager (212 271 > LE7,

a) 77 UHIZURL (https://192.168.95.1) # A/ L £,

b) =—H¥—% admin, T 74 /L k XA T— K Admin123 ZfFH L Te /A LET,

) TR a—W—IA4 L ABHELFTATHEL, BHE AV —-RFE2ETT5 L9512
KdDbNET,
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ATvT3

Device Manager % {5 f L = ) #i5RE D RAT .

WIWERE A2 52 T3 5121, AT DeviceManager (0 7 A L&ty b T v 70 40—
REFHLET, REISLT, X=YDO FNHICH D [T 351 ADFKER A% » 7 (Skipdevice
setup) |27 Vw7 LTy N v 7 U4 PF—RERAXy I TEET,

Yy " NT T4 = REETTBHE, NEA % —7 =4 A (Ethernetl/2) DOF 7 # /L bk

BN Z T, CDODERIZY) Y B2 5 & ZICHERF S D4 (Ethernetl/1) A VX —7 =4 A

LERETEET,

a) WAL H—T 2 A ABIOEIHA V=T 2 ATH L TROA T a U EFRE L, [IR
~ (Next) 1227V vZ LET,

1. [IAERA v 2 —7 =A AT KL A (OutsideInterface Address) | — Z DA X —7 = A A
FlRHEA =Ry N =Rz THY, v K=V TI7EA A F—T AR
ELTHHINDGAER SV £, 75 ZOHMIRERFZHIOINEA > 4 —T = A
AEBRT D LI TEEXA, BMUOIDT =S A F =T =A ZABT 7 4/ h O
A B =T 2 ATT,

TR T 7B RHES (FTENE) CER A =T A AT D
Bl By b T T U4 = FRORTHRICTFEI CTRETHILENH Y 7,

[IPv4DRE (ConfigureIPv4) |: SMifA v 2 —7 = A AFHDIPv4 T KL A9, DHCP
EHEATAD. FRETFETRAEY T 47 IPT RLA, 7 Xy h~wRx7 BLY
F—=b U2 ANTEET, [4£7 (Off) |ZJIRNLT, IPv47 FLAZEE LW
EVWOBERBELHVET, By N7y T U 4= REHEH L TCPPPOEZ R ET H Z &
ICEERA, A X —T 24 ANDSLET L, F—T7LET A, E72I1X ISP ~Dfh
DOEHGEICHERE SN TE Y, ISP PPPoE i L CIP 7 KL 2 &ML T\ 254
%, PPPOE WMEIZ 2 55508 H 0 3, V4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) |: iAo % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v 7 IPT FLVA, L7 4y 7 A B —
NI oA B ASITEET, [F7 (Off) |ZEIRL T, IPv67 RLAZRELRNEWN
IO H Y £97,

2. [EEA A7 —7 x4 R (Management Interface) ]
CLI CHIMIERE & FAT LTI Gh ., BHA V=T oA AORTEIFERRINET A,

T—HAH =T 2 A AT =X T 78 AZHEMLIZHATH, BHA LV H—
T oA ADFENMEHSINET, & xR, T—HF A F—T A AEH LTy T
TU—URBHTL—T 4 VT INDEBR N T 74 v 71, T—HA L F—T A A
DNS H— =TI <, HH A X —7 =1 A DNS ¥ — "—%{f i L T FQDN % fi
rLET,

[DNSH—/% (DNSServers) ]: A7 LADEHT KL ZH D DNS H—3, 4 §ifigs
\Z12LLEDDNS —"D7 RLAZ AJJLET, 7 7 4/L MJ OpenDNS /X7 Y
7 DNS H—/"TF, 74—V REREL, 774/ MR LTEWEATX, [OpenDNS
ZfiH (UseOpenDNS) 1227 Vv 7 45&, 74—/ NIZHEEYIRIPTY NLARY o —
FEhET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT4

ATvT5

ATvT6

ATy T17

[77 A7 74—/ A L4 (FirewallHostname) |: A7 LAOEBET RLADKRA k
Z’T‘a‘@

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) 1227 U 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — IR LET,

2. [NTP# A LH—,% (NTP Time Server) |: 7 7 # /b b NTP H— & H 4255, i
HLTWAONTPH— DT RLAZFEBTCANTLINZERLET, Nv o7 v 7H
WO — R EBINTEET,

c) [BEHETIZ 90 HF ORI A BA4A (Start 90 day evaluation period without registration) ]
IR E7,

Threat Defense % Smart Software Manager (28 &k L 72 W TL 723V, T XTOT A B AT
CDO THEITESNET,

d) [T (Finish) 1227V v 27 LET,

e) [Z7 77 REHE (Cloud Management) |E721L[A %> K7 a1 (Standalone) | Z&ENT 5 &
IR BLNET, CDO 7 7 v R Management Center DA 1L, [AX > KT r
(Standalone) ] Z®IRL T2 6, [THFE (Gotlt) ] Z@INL £,

[7Z 7 K& (Cloud Management) | 47> 3 L%, L H I —d CDO/FDM HREH T,

(WMENZE L TC) A X —T oA ZAEHRELET, [T/34 X (Device) |>[f > F—7 =
A A (Interfaces) ] DEHA L X —T oA AEBRL TS0,

BHA H—T 2 AL, T—H A H =T 2 ATRESINTZTF— T = A BLETT,

FIT 4N RTIE, BEA X —T 24 AXDHCP O IP T LA EF— = 2ZELE
T, DHCP 267 — bV = A ZZE LeWGha (e xiX, BEA X —T oA A% Xy b

T—7 28R LTV WGE)  F— b V= IT 74NV N TCT—F A X —T A RA|T7¢

D, MHLBRETHLEEEHY A, DHCPA L7 — MU = A 2% L72GER. (b IZE
AL H =T oA RIHHIP T RLAEREL, Y= bV =2A T XA X —T A AT
RETDHLERDHY 7,

VA=V T 7R R T DINBETIINE LS DA v F—T 2 A REFTBINOA o H —
T oA AEHRETDHHEIE. [T 3 A (Device) [H#IR L, [ Z—7 A A (Interface) ]
DY~V =DV 7%7) v LET,

Device Manager (235172 A % —7 = A4 ADOFREDFEMITDOWVTIL,  Device Manager T?D
TrAT T —NVORE] ZBRLUTITEIV, CDOIZT /A A% Bk % & Device Manager
DM ORERIIRFF SN EE A

[T /734 A (Device) ][V AT Li%E (Device System Settings) ][FF 4B (Central Management) ]
[Management Center] [Management Center] [7 /31 A (Device) ][ AT Li%E (System Settings) ]
[H 9/ H#E (Central Management) ] [Management Center] OJIEIZEER L. [§4T (Proceed) ] % 7
J v 7 LT Management Center D& B ZHE L E7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £7°,
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13 : Management Center/CDO 0 5£#8

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOR A M4 E72IXIPT KL A% F1-> CTWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1ZV (Yes) 1227 U v 7 LET,

CDO T Threat Defense M Ef .
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
o AR—F 4T T4 F— REFEH LT AL ADF Y R—F 4 7 (22 3—) %%
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name

&1

14 : configure manageradd A< > K3 > iR—=x > b

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DA Ek*— (Management Center/CDO Registration Key) ]. [NATID] 7 4 —/L RiZa b —L
i —a‘o

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN X, #MA & —7 = A A, F 7% [Management Center/CDOT 7 & A A L X —
7 = A A (Management Center/CDO Access Interface) | FHIZEHR L7z A % —7 = A AT
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

c) [Management Center/CDO7 7 £ AA 5% —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEHIZ DWW TIX,  Device Manager TO 7 7 A 7 7 4 —/VORE] 2B LT
AN

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,
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15 EEEHR

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

ERNGEXa)T4R) O—DETE
T DT ROBE R L CEANAE R 2 )7 4 K Y S ERET B HC ST L
7.

N A L H—T 2 A REHNBA B —T 2 A A WAV F—T = A ZATEHIP T R
AHENVYBTET, vR3—TV ¥ TV EAFRED—BRE L TINEA ¥ —7 = A ADFARGK
EEBRELE LN, FEZDOA 0 H—T 2 A Xa VT 4 =280 Y THNE
N F9,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SN A v H—T = A A TA U H—T7 = A XAPAT I L £7°,
T BRI hr—b NEWOIE~D T T 4 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T = A ATSSHZHMZLET,

A3 —T 14 ADEKTE
BB HATT D A v X —T 2 A RAEHFDHL, Thbztxa T 4/ — 28048 TT
IP7 RLAZRELET, BFIX. VATLATEKOLD N T 74 v 7 2l SES X951,
I b 20D U H—T 2 A AERETILENDHY 7, BEIF. Ty 7A RN —24
N—BETNIA v F—FRy MIE LA A v Z—T oA AL, HEEORY FT—27 D 1oL
LORFHA L H—T 2 A ZAEFHLET, INHEDOA X —T A AO—F L, WebH¥—/3—
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REDONRT Y I T IR ANARERT vy bEEET S EEHE ] (DMZ) L5580
Di‘é—o

— R =T 4 T OARTUE, NEA A —T 2 A ATAET 4 v I T RV AR ERH
T 25 LFEIZ, ISP2>6 DHCP 2 L THEA v H—T 2 A AT FLAZEBET 52 & TF,
WO TIE. DHCPIZE A AR T 4 v 7T KL ARAENA—F v RE— RONEA v X —T =4 A
PHEHALT, »—T v RE—RFROHRFHA >V F—T =4 AEFHELET,

FIE

ATY 1 [T314 A (Devices) |>[T /34 A& (Device Management) |DNEIZEIR L, 77 A 7 74—
D 7Yy LET,
ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
10.89.5.20 (@ conce
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Iﬂ:m Inline Sets DHCP
}, Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L3l ‘<: &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical [E] &
Ethernet1/5 Physical E] y

ATY T3 NEHAT A v =T A 2D 27V w7 LET,
(&% (General) | # 7R RFINET,
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B s—ozrzonx

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,
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A8 —T 1A ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YR =V T I HARCIDA =T oA AEFHNCHE L TNDD, A X —T AR
WX TIARIBIT 6N TEY, AMEET RLARENTE T LTWVET, Tiuh DA
EIFERE LRNTL &, BET 5 L, Management Center OEF I B S E T, =
DOEETH, BN T 74 v 7RI —DeFa VT 4~V ERETILERNHY £,

a) [EF¥=VUT 1 —r (SecurityZone) | K v 7 H U R NNLEEFONREXF2Y T 1
VU EBIRT L0 B (New) 1227 UV w7 LTHLLWEF2 )T 4 Y — 2Bl
i‘a‘o
7= & %1%, loutside zone] W) EHIDY —2ZBMLET,

b) [OK] %7V w2 LET,
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B oucry——omE

ATY TS5 [R1F (Save) 1227V v LET,

DHCP H—/\—DEFE

7747 N TDHCP [ LT &BICxHT D8 mHIP T RLAZRET L L9127 5
YA d, DHCP — _—Z2 I LE T,

FIE

RT9T1 [T/ R (Devices) | >[T/\4 REHE (DeviceManagement) | ZRIRL, T4 2% 27 U »
7 LET,

ZF w72 [DHCP] > [DHCPH—/i— (DHCP Server) ] %841 L £,

ATY T3 [H—/— (Server) | <—C, [IBM (Add) 1227V v 7 LT, ROAT v araRELE

R
Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

s [f v H—T7xAA (Interface) |: Ku v 7 X T VR INHA U H—T oA ABRINLE
j_o

o [7 KL A7 —/L (Address Pool) ]: DHCP " — _—0 {525 1P 7 KL AD&K FAL 5
oMo ZHRELET, IPT FLAO#MIT, BIRLI-A v Z—T = ALFEDT
BT xy N R FETHVERDD, A X —T A ZAAHFDOIPT RLRAZZFDH L
IXTEEHA,

« [DHCPY— "—Z N9 % (Enable DHCP Server) ] : IR L7=A > % —7 = A A D DHCP
Y= R—EHM L ET,

ATy 74 [OK]Z27 V)7 LET,
ATv TS5 [fR1F (Save) 127V v 27 LET,

A
NAT DX E
— B 72 NAT V—/ L Cik, WET RLRAENEA L H—T 2 AA ADIP T RV ADKR— MIE

WLFET, ZOXALTONATNLV—NDZ Lt m AL H—T A AR—K T L RAEH (PAT)
EIEONE T,
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NAT D& E .

FIE

ATFvT1 [T/IAA4 R (Devices) 1>[NAT] %27 U w7 L, [#HLWLKY >— (NewPolicy) ]>[Threat Defense
NAT] %2 U v 7 LET,

RATwT2 RV U—IZLHIEMT, R —%2 AT 5731 A%RIRL, [fR1F (Save) 1227 U v L
7

New Policy ? X

Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

-}, Search by name or value | =192.168.0.16

| Add to Policy |

| Save | | Cancel |

AU 2 —7% Management Center |ZIBM SN ES, Gl&fHE, AU —Ib—nZBd 5058
NV ET,

RATw T3 L—LDiEN (AddRule) 1227V > 7 LET,
[NAT/L—/L DB (AddNAT Rule) | ¥ A T R TRy 7 ANRKRINET,

ATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Interface Objects it ir ] PATPool  Advanced
« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,
s [#A4 7 (Type) 1:[# AT 7 (Dynamic) | IR L E 7,
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B wozz

ATV TS [f X —T A A4 T =2 b (Interface objects) |X— T, [HHAEE/RA VX —T =4 A
47 =7 K~ (Available Interface Objects) | fEIE2N O [FESEA v F—T =2 A AF TV =7 |
(Destination Interface Objects) ] fEIKIZAMER Y — > 2 BIML 9,

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

8 oA
san/t inside_zone
oi‘outside_zone

Add to
Source

Add to |
Destination |

QK | | Cancel
ATv 6 [ZH (Translation) | X— T, WOA T a rERELET,
Add NAT Rule 7%
MAT Rule: Auto MAT Rule R
Type: Dynamic R

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* all-ipvd v G Translated Source: Destination Interface IP

Original Port: TCP B

s [JEDE{E7C (OriginalSource) 1: 227 Vw27 LT, ¥ XTOIPVE N7 7 4 v 7 (0.0.0.0/0)
DXy NI—7FTVxr bEBMLET,

New Metwork Object ? X
Namea gll-ipw4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel
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w0 +57 ¢ v oo

GE) HEINAT L— U347 V=7 FEZEO—ERE LTNAT 8N4 5720, A
TLEFRDany-ipvdF T =7 NEEHTH I LIITEERA, £, VAT
AEBRBDOA TVl N dT DI LIXTEERA,

o [ D E(E T (Translated Source) | : [#E56A >4 — 7 = A AIP (Destination Interface
IP) | Z@&IRL£7,

ATy FT [fR1F (Save) 127V v 7 L TL—EBIMLET,
L= Jb—b (Rules) 17— 7 /WIRF S E T,

Overview Analysis Policies JBENILEE Objects  AMP Intelligence Deploy % System Helpv adminvy

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT Vou have unsaved changes | [5] save || @ cancel
[ Po
B Fiiter by Device @  AddRue |
[s N\ \
# Direction Tvi S Destinati O 1} Original 1] Original Translated Translated Translated Opti
rface Objects rface Objects ree: st Services Sources Destinations ~ Srvi
v n
v Au
»  Dynamic @ & allip @ Interface @ &

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREZREFELET,

NEBMN B IEBAD 5T 1 v DEFHE

BRI DB 2BER LT &I, RO [TXTONT 74 v 7 %712 (Blockall

traffic) | 77X arbe—L R =% ERLTEGEIE. TA A2 EHTDHNT 7 1w
U BT HIZDICR Y =V EBINT 20 ERSH Y T, ROTFIETIE, WEY —r
MBEINERS =2 ~D T T 4 7 EBHFATHL— L ZBIMLET, i) —r2nh58EE81%.
Wl ry NI—I~D T 7 4 v 7 AT 50— LEBMLTIEEN,

FIE
ATy 1 [RY)— (Policy) |>[7 9 RKR — (AccessPolicy) 1> [7 2 AR — (Access
Policy) 1R L, ZEUCKIT 25 IZHV ¥ TonTnd 7 7R arta—LRY v—

D w7V LET,
ATvFT2 [IL—IL%EEM (AddRule) |27V v 7 L, IRDONNTA—FERELET,
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B <~+—>v70ex 55 1408— 42 TOSSHORE

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
|-h Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

ﬂ%@ﬁf~y(%mmmmw]{ﬁWT%&f~V(Mw%khmﬂ]#EW%YHV
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

o [56%5> — > (Destination Zones) ] : [f£HA[HE72> —> (Available Zones) ] 7B AMHBY —
VAR L, [584612BM (Add to Destination) 1% 7 YV v 27 L¥ 9,

MOREIFEDEFICL TR ET,

ATy T3 B (Add) 1227V v 7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v
ftd ac p()IICy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Prefilter Policy: Default Prefilter Policy SSL Policy: Hone Identity Policy: None
Tz Inh Setd | [F] policy As its {1)
m Security Intelligence  HTTP Responses  Logging  Advanced
# Fitcer by Device ) ehon RUS Conniei= @ © Add Category | @ Add Rule | Search Rules

Name Source Zo... | DestZones  Source Ne.. DestNetw.. VLANTags  Users Applications = Source Po...  DestPorts  URLs 1SE/SGTA.. Action £

v Mandatory - ftd_ac_policy (1-1)

o Allow & @

side_to_outside

ction. Add Rule or Add Category

_ o o A G x|
ATy T4 [1F (Save) 1227V v LET,

IX—O% FIOERRT—ZF A3 —T 24 ATOH SSHDHTFE

A B =T 2 A7 E DT —H A ¥ —7 = A AT Management Center 7 7 & A & 2hi

LEHAEE, ZOFIECHES>TEDA v H—T = ATSSH ZHNCTHLERH Y £7,
1%, Threat Defense T 1 DL EDTFT —% A % —7 = A A% LT SSH #5202

DIEIZOWTH L ET, SSHIZRZHEEA v ¥ —7 = A3 LT AR — FINFEHA,
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

\)

GE) SSHIIBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH
T U AR A,

BHA X —T 2 A AE, T, ADMDA o H—T = A AL FEES N TV ET, Management
CenterlZ T /N AZFRTE L., BT H-DIEHEINET, —X A H—T A AD SSH
X, BEA X —T 2 AD SSH ENFB LU H2—F VR M2 LET, TOMOER
EITEPNCRESNE T, T—F AL X —T A ATlE., ZOHEHAHEHLTSSH &7 7 &
AVANERMNILET, T—F A F— 7I4x®$Hb?74/7iLﬁ®w—%4y
TRELMHL, RERICHEINIZAZT 4 v 27 — RO CLI CREINTCAZT 4 v 7
J— MIEH L EE A,

B AR —T oA ADEEAE. SSHT 7 AU 2 &FiEET 5 1213 Cisco Secure Firewall Threat
Defense =~ KU 7 7 L > A @ configure ssh-access-list =~ > KZHML T &N, AH
T4 v — FNERET ST, configurenetwork static-routes 2~ REZHB LT 2 &
W, 774V MTIE, WIMRERICERAS VX —T oA APDT 74V R L— FMERELE
75

SSH #fi 3 5121%, FARIP T RLARZHFTHT 78R LV—/VIVEDHY FHAL, ZD
v arOFFEICHEST, SSHT 7 BREZRETHLENS L7720 TT,

SSHZ, BEFHRERA VX —T =2 AZOIEHTEET, SSHER NBNHA v F—T = A
ZNZH DA INA A —T 2 A A~DEBEE RGO TE 97,

)

GE)  SSHZMNL7ZCLI~Ou 7 A Likf7)s 3 [mhHfs L CRIRT D &, /3514 A0 SSH #t13fk T
LET,

1R BHHIIZ

« SSH N —#—I%, configureuseradd =~> RZEH L CCLITOARETEET, .
T 7V N T, WIIERERFIZ S A Y — REFRE LIZAdmin=—F —23FE L £ 3, LDAP
F 721X RADIUS EDOANI2—H—1X, 7T v b7 4 — L5 E T [FMFFEGE (External
Authentication) | ZHETH I EICEL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A P ERIEFR Yy NV—J BEHRTLIF Y hU—7 %
TVl FORMETY, A7V =27 b2 T o=y D—E L TBEIMTE LT, IPT
RLZADITN—TF M ETH-0ICA TV = N I —T 2T 585813, L—/LT%
I T N—T NI CICHET H 2 k%%wbiﬁowvy17b~@mw@]ﬂ#jﬁz
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

GE) VAT ABRMET Sany ry NU—2 AT V=7 MIEHATEE
A, KV IT, any-ipvd £7-1F any-ipv6 2 H L £,
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| B

ATy

ATy T2
ATvT3

ATvT4

5% TE O R B

ATy T

CDO T Threat Defense DER |

FIE

[T/34 R (Devices) 1>[FT v b T+ —LERE (Platform Settings) ] %38 L, Threat Defense

R —%ERETIIRELET,

[ =7 > =/ (Secure Shell) ] Z&EINL £,

SSH #ifgi 4 [+ A v B2 —T 2 A AL IPT RLAZIEELET,

CORBFEH LT, SSHEGRZZ T ANDLA LV F—T o4 A, BIORZEROLOHEF TSN

57747 DOIPT RUAZRIRLET, fHxDIPT L AT, Xy hU—2 T KL

A TEET,

a) [BEM (Add) 1227V v 27 LTHLWIL—LEZBINT 50, [ (Bdit) 1227V v 27 LT

BEfFON— IV EREL 7,

b) N—ADTENRT 4 ERELET,
* [IP Address] : SSH¥E#i# 3T r[ T DR A MEIFR Yy NU—2 2FFET DRy RU—7
FTV I NEIITN—T, ATV 2T bRy AT A a— 0 bhERT S
N FREFMHEZV I LTH LRy NU—I A7 V=7 MEEBIMLET,
c[EF¥=2UT ¢ Y —1 (Security Zones) ]: SSH#fEZFFAITHA v H—T = A A %F
e/ =V EBMLET, V=2l o H—T = AT, #REINTZEX2Y
T4 =V DIV ARNDTDT 4=V RIZA B =T x4 24 AL, B (Add) ]
Vw7 LET, BIRENTWVWEAL U H—T oA RAEZFY — VBTN RZEE
NTWALXIIDI, ZHHDOL—LABRF AL R CHEASISNET,

) [OK]%27VUvZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—HEFTEL LRV E L, BFEEFRY C—ERERATLIETHENCR A,

BE DR 2 FRICHT L0 (TR LE Y, BREZRMTL2ETE 7A 2 ETEDE
ELT 7T 4710 A,

FIE

A ED BB (Deploy) 127 Vv 27 LET,
16: [BFd (Deploy) ]

somm—
l Deploy IQ @ & @ adminv
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zzorn [

AT9 T2 [TRTERM (DeployAll) 1527 U v 7 LTTRTOT A RTEHT D0, [ 72
(Advanced Deploy) %7 U 27 L CERIRL7T A RZEMLET,

B 17: 9 RCTEMH

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
@ 5 devices are available for deployment iz
B 18: 5 E L RRA
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATV T3 BEANSESH LI 2R LET, BEORAT =2 22FRT 5121, A=a——0 [EH
(Deploy) 1R v OAMCHLT A a%7 Y v LET,

19:BRARAT—% X

es Objects Integration

Deploy

qm} @ adminv Ul SECURE

5 total 0 running

@ 1010-2
@ 1010-3
9 1120-4
@ nodel
© node2

5 success 0 warnings 0 f;

Deployments Upgrades @ Health O Tasks

ailures

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

.:) Show Notifications

| o Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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B rsonca—soresvrroz

NSO aAa—TFT420EFA0TFHIURX

Threat Defense 5 KU FXOSCLIAD 7o X

av RIA A F =Tz A (CLI) ZHH LTI AT LD Y N7 v &7V, AL
WY AT LD T TNy a—TFT 4 THITVWET, CLITYy Y a v mb R —%2RETHZ
LIITEEHA, CLIIZIE, v Y — b R —MIERLTT 7 EBERATEET,

NG TN a—T 4 T DbIZE FXOSCLIWZT 7 B ATE £,
Y

() FE721%. Threat Defense 7 /3A ADEFEEA X —T = A AZSSH T CEET, 2V —L
vy varbidEe, SSHE v g dT 7 4 /b b T Threat Defense CLI 2729 . connect
fxos 2~ R&fH L CFXOSCLLICE CE £9, SSHEHDOA 4 —7 =4 Z%Z[FANT
WHGG, BRTT—H A H—T 2 A A EOT RLAICERi CEET, 74 A X —T=A
ANDSSHT 7B AXT 7 4V N THHZ /2> TWET, ZOFIETIEL, 7 7 4/v F TFX0S
CLI 725 ay Y —NiR—  NT 7 RRZOWTHBLET,

FIE

ATY 1 CLIicu 74 4512, BHavYa—FE2ary/—)LiR— MR LET, BEOHDOA
L—TF 4 VTV AT NINERUSB Y U TV R TARENLPT A A =L LTLIEEWN
(Firepower 1100 N— RU =7 A F&ZM) , =Y — /LR — MNMEIT 7 4/ b T FXO0S CLI
R0 ET, ROV TAREEFEHLET,

* 9600 7R —

*8F—% £y b

e NRNUT 472

1AMy 7 EYE
FXOSCLLIZHfE L £d, =—HF—% admin &, ¥ty b7 v FRHICRE LI AY— %
EMLTCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

RXFw F2 Threat Defense CLIICT 7 AL £,

. CDO T Threat Defense M R
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| ©DO T Threat Defense D ERA

—

I —

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

connect ftd
&1

firepower# connect ftd
>

27 A I, CLI T TRER =~ > ROIEMZ MR T 2121, help £72i3? 2 A L&
T, FHTEICOW T, [Cisco Secure Firewall Threat Defense =@~ > KU 77 L > A ] &
L TLIEEN,

Threat Defense CLI Z#& 79 212i%, exit £7id logout 2~ RE AN LET,

Zoavy FIZE D FXOSCLI 71> 7 MIREY £9, FXOS CLI T AR 2~ > Ric
DNTIE, ?ZAN LTSN,

51

> exit
firepower#

BAUA—T A ATHDEBEFED S I a—Ta2Y

HAOEBEA VX —T 24 AMHTHRDVIC, ~F—V¥T 7 RACT—H A H—T =
A A FERT H841%,. CDO T ThreatDefense DA v X —T = A AL Ry NT—7 DORTEE
HI A, AT LWL D ICEET D MNENSH Y £9°, ThreatDefense 2 CDO (2B L
TRIZEBA V=T 2 A RBATHERTDE (TP ERS X4 —T A A, FTz
ITEHENLT—H A =Tz A R) | A X =Tz ALy NT—T OFENIE L EE
SN TWAWE | EEBHEN KDL D ARRERH Y 3,
IOy 2iF, BHERPRDNIEBED N T TN a—T 4 BB ET,
EEERAT—2 ADERT
CDO T, [T/3 R (Devices) ]> [T/ 1 R EHE (Device Management) ]>[T/31 R
(Device) 1> [&EHE (Management) |>[¥Rr—2 v 7YX - #EREEM (Manager Access

- Configuration Details) ] > [#&#t X 7—% X (Connection Status) ] ~*— ¥ CTEBEHERE A
T A AEMRLET,

BB D AT — X A% KT HIZ1X, Threat Defense CLI T, sftunnel-status-brief =~
U REANLET, sftunnd-status Z{#EH L T, LV BeRBFRE2FTr-IDHLELTEFE
R

Z 0 AREOHER OB RITTRLUES, BT F v 320 TRk HHRe—he—
MEBRPF RSN THEE A,

> sftunnel-status-brief
PEER:10.10.17.202
Registration: Completed.
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B s s—oz1zxcosEggo ST a—F10Y

Connection to peer
Last disconnect time
Last disconnect reason
down

CDO T Threat Defense DER |

'10.10.17.202"' Attempted at Mon Jun 15 09:21:57 2020 UTC
Mon Jun 15 09:19:09 2020 UTC
Both control and event channel connections with peer went

7y TREBOBEROH I 2 RITRLET, ©7F v rbén— b= MEERRFR SN

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time:
Heartbeat Received Time:

Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

Threat Defense v k7 —J ERD KT
Threat Defense CLI T, BHBI R ~R—V % T I/ BVRA T —H f X —T =2 ADF v

NI — U BREERRLET,
show network

> show network

=============== System Information ]===============

Hostname

DNS Servers
Management port
IPv4 Default route

5516X-4
208.67.220.220,208.67.222.222
8305

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— I o
Configuration Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled
=============== Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers
Interfaces GigabitEthernetl/1
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===============[ GigabitEthe

MTU

—————————————————————— [ IPv4
Configuration
Address
Netmask
Gateway

Configuration

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

rnetl/l ]===============

: Enabled

. Up

: outside

: 1500

: 28:6F:7F:D3:CB:8F

] ______________________

: Manual

: 10.89.5.29

: 255.255.255.192
: 10.89.5.1

: Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN T LI Z 2R LET, Zoa~vwr Nk, B

OBAED AT —H AR R T HLDTIIRWNWI LITER L TLEE N,

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

CDO ~M ping

Threat Defense CLI T, kD=
ping L7,

ping cdo_hostname

Threat Defense CLI C, kD~ REfH LT, A 4 —7 =14 XAH) 5 CDO IZ ping
LET, Zhid, Xy P —v a2 N LT — 4 A Z =T = AIN—T 4 7 3IE

D

ping system cdo_hostname

: Manager

: accountl.app.us.cdo.cisco.com

: accountl.app.us.cdo.cisco.com

: f7ffad78-bfle-1lec-a737-baa2f76ef602
: Completed

: Configuration

<~V REMHHALT, =44 % —7 = A A5 CDO IC

Threat Defense RERA B2 — T T A A TDINT Y DX v TF ¥

Threat Defense CLI T, PN N

v F—r A F—T7 A A (nlp int tap) T/N7 v b

EXYTTFY LT, BEAT Yy FBRREINTODENE I NEHRLET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

NEA VB —TTARADRAT—R R, #fidt. BLVTy F RO

Threat Defense CLI T. PN N
HRESRLTLIIEZEN,

show inter ace detail

> show interface detail

v F—r A H—T A A (nlp_int_tap) (ZEAT B
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[...]

CDO T Threat Defense DER |

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up

Hardware is en_vtun rev00, BW Unknown Speed-Capability,
(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0O overrun,
pause input, 0 resume input

L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored,

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

DLY 1000 usec

output flow control is unsupported

0 abort

1 minute

input rate 0 pkts/sec,

0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

IW—TF 4 >0 & NAT OWER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMEINTWEZ &, BIXOEHEA
4 —7 x4 A (nlp_int tap) ([ZWNHE NAT L— A3 FET H 2 L2t LET,

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary, L1 - IS-IS level-1,
IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

static,
O - OSPF,

i - su -

ia -

R - RIP, M - mobile,
IA - OSPF inter area
N2 - OSPF NSSA external type 2
E2 - OSPF external type 2,

B - BGP

VvV - VPN
L2 - IS-IS level-2

U - per-user static route
+ - replicated route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat
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F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD ERTE DHERR

KOaA~y REBRLT, MOTRTORENFET DI LA LET, ZhbDaw
Y RD%< 1%, CDO O[T/ 1 X (Devices) | > [T /34 REHE (Device Management) |>
[T/31 R (Device) 1>[E¥E (Management) |>[YRr—T v 7V X - (Manager
Access - Configuration Details) ]>[CLIH A (CLI Output) | ~N—Y THiERTE £,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDEFHMEM L I=HE I EHEET S
Threat Defense CLI C, DDNS OFEH NI L7ZE D DEHER L ET,

debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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B cooozsssbnrseomRon—L Y Y

DDNS: IDB SB total = 0

FHNZ R L2 8A0%, debughttp =~ > K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN R L7258 1E, — FREHENRT NA R VA F— L SN TWD Z & & HERR
LET,

show crypto ca certificates trustpoint_name

DDNS OEEZ MR T 5121 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

CDO BY 77 A LDFER
https://cisco.com/go/fmc-reg-error &M L T 720,

CDO DEmAXONI-IEEDEHOO—IL/INY Y

Threat Defense T~ 31—V ¥ 7 7 AT —H A v F—T oA AZEFEH L, *v NU—T 8
T 5 CDO 7 b O % BT 585G, Threat Defense DGR % e 4 12 EBA L 72 4%
iz — Ny 7 UC, BHEEERAETLTEET, TO%, Xy NV —JHROAHEREIND X
D12 CDO THERGER EZ B L, R TE ¥, m— Ay 7RI, Eiinkbh T
WIBATHLHATE, ZORTTIAYa—F 4 L VORI THERTE £,

RDOHA RTA 2L TIIZEN,

o BiE D EREH D Z Threat Defense TR — /WA T F9, X OIZLREIORERIC—/L
Ny FTBHZ LxTEEEA,

e —/LNy 71, CDOCHETEXLDHEICORLELET, X, m—A Ny 7L,
Threat Defense CLI CTORRETE 5 HHEHA o —7 = A ACHET 5 v — I VAL
(I L £8 A, configurenetwork management-data-interface =~ > K& ffi Jf] L 7= 1%
DCDO BRI T —F A v Z—T oA AREZZER L, rollback 2~ > FEEHT 5 &,
ZROOBREIFRFFS NN LICTER LTIV, KEICER S 72 CDOREIC 7 —
Ny 7 ENET,

« LIRTORAPICHEFT SN T U b AT/ RSCEPAEAET —Zldn—n"y 7 TE k4
/\/o

e H— Ly JHNZ BUEDRENZ VT SN2, #Hh Fuy 7S ET,
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ATy

ATy T2

00 i L b BEoHEON—L v [

FIE

Threat Defense CLI T, LLHIOHE L~ —L 3y 7 LET,
configure policy rollback

7 — LNy 7 #% . ThreatDefense (2 —/L N 7 BNIEFIZE T L2 & 2 CDOIZE@E L F 9,
CDO Tit, #lkn o — Ry 7 ENT=Z L Z2pnd A\ =N BB R REINET,

GH) B—/b Ry 7 3R L, CDO B AME T SN2 BiE, — 7 REA OREIC S
U Chttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ ZH L T 723, HAEITE -
TiX, CDOFHLT 7 ¥ ADEAHICa— NNy I NERTHZ B3 H Y £, =
DYE. CDO MO Z R L T, CDO b HEMTE £7,

1 -
TR =N T I BRIT—F A B —T A A& HT % Threat Defense D4 :

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BRSNS N Z E B R L E T,

CDO T, [T/31 R (Devices) | >[T/ 1 REHE (DeviceManagement) ]>[T/34f X
(Device) 1> [EHE (Management) |>[Y¥Rr—2 v 7YX - i (Manager Access-
Configuration Details) ] > [##i R T—4 X (Connection Status) | ~3— 2 CEHEEEG AT — ¥

AuERLET,

TG D AT —H A& FKx T HIZIE, Threat Defense CLI T, sftunnd-status-brief =<2 K
EATILET,

B ORI 10 53 LL ED D561, BDO NI TNy a—T 4 VT EITOLER DD F
T, T A A —T 2 ATOEEGED N T TN a—F 47 47—) 2B
TLIEEN,
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B coozsmLET 74 79— LoBREON

CDO ZER L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATv7T3
ATvT4

ATy TH
ATvT6

ATy 717

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTCIEFEICZHO T a8 ANFATINTWT, BIRT 7 7 EHE\W0 | B Z U
Liz0d5E, 774 T T4 —INETL—A TN %y hETUTERNWI EEREZTBNT
TZEWY,

CDO #fA L T AT ANy Y v N T TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,

HRET L7 A AOHICHDWET A2 @) 27V v7 LET,

[T /34 A (Device) | #7 %27V v 7 LET,

[ AT L (System) 72 a v CTAL ADYV Yy NEULTAay (@) 270y LE
—§—O

TurTEBRERRENTZDL, TRAADY v v MU EHERB LET,

ALY =NINET AT VA= MIER L TWDEEE, 77 AT VA= ABy Yy b T
THLELVAT AT u T b ex=F—LET, ROT a7 FRFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

a2 =D EEH L TCOWRWEEE, K30/ T AT ARy N LI b %
R LET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
NN TEET,

RDATw T

CDO Z{# [ L 7= Threat Defense DX EZ%i{T9 5 121%. Cisco Defense Orchestrator A8 — s ~2—
CHESRLTLIEE N,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



