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ZEIR L, [VAT LAERE (System Settings) |>[EHLA > ¥ —7 = A A (Management Interface)
Uo7 oNEzr7 )y LET,

HHIIP T RLAZRETHHEIE, 774NV M=M= A b T =4 A ¥ —T oA AT
=BT — MU = AIZRE L TLZEV, DHCPZEMT 25613, (MHRET 2 0LH
HYFEE A,

]
]

SNBETNINELAN DA v B —T 2 A R FBENOA o —T 2 A AZHET DHEX. [T
/NA A (Device) | BN L, [/ ¥ —7 =4 A (Interface) | DY~V —IZHBV 7 %7
Uy 7 LET,

Device Manager (515 A > ¥ —7 = A ADOFEREDFEMIZOWVWTIL,  [Device Manager C?
T AT A —IVORKE] S LTL 72 SV, ManagementCenter (27 /31 A& EkT 5 & |
Device Manager DAl DR EITRFF S EE A,

Management Center T Threat Defense O & .
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Management Center T 0 Threat Defense DB |
. Device Manager % {3/ L 7= Threat Defense D # R E DT T

AT TS [T/ A (Device) [V AT L% E (Device System Settings) ][ 544 H (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[FF -4 (Central Management) ] [Management Center] DIEIZIEIN L, [#ifT (Proceed) ] % 7
J » 7 L Management Center D& EL &R E L E7,

AT w76 [Management Center/CDOMEEM (Management Center/CDO Details) | 7% E L £7°,

. Management Center T Threat Defense 0 &
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Device Manager % L 7= Threat Defense D #IHAEXEDTE T .

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

Management Center T () Threat Defense O & .
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T17

ATvT8

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

WIF1E D SSL B SALIEE T v RV & 2 B DT A ARNSHESL T 2 121%, 2722 TH 1R
FDF 34 X (Management Center & 721% Threat Defense 7 /34 A) (ZE|ZEAFE/RIP 7 N
L APETT,

b) [TV (Yes) 1 2R L7Z5A1E, EBEUH—/ICDODKRR RE/NPF7 RLAZANLE
@—O
¢) Management Center/CDO &8k ¥X— % EL 7

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

d) [NATID] #fREL 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8& L £,
b) [DNSH#—,3—7L—=7 (DNS Server Group) | #fiE L ET,

BEFED T N—T 28N 50, LW N—T%2ERLET, T 74/ D DNS 71—
71 CiscoUmbrellaDNSServer Group & IE(E41, OpenDNS H— S—RNE FE v E T,

¢) [Management Center/CDO7 7 A4 % —TJ x4 X (Management Center/CDO Access
Interface) JIZ oW TIL, [ F (management) ] 23R L FJ,

[#%#%¢ (Connect) 1% 7 U 7 LET, [BEFAT—H X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y HRZ (2T HBED AT — X ANRERINET,
[Management Center/CDOZ & E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center (BB L T7 7 A4 7 U4 —/L&2BIMLET,

Management Center ~DU) VW B x % &% ¥ /T 5541%, [B#DO X v /L (Cancel
Registration) 127 U v 7 L£T, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N%E T+ 5 £ T
DeviceManager D7 7 UHD 4 RUZ LT 72, LGS, 7t R E—KHsE
1t L. Device Manager (ZF-#6E L7256 DA SV E T,

[Management Center/CDOZ %35 E D1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (286t L7 £ £ICT 5546, £ D% [Management

. Management Center T Threat Defense 0 &
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

Center £1=IECDO & M IEE#HESE (Successful Connection with Management Center or CDO) ] 4
AT TIRy7 APRER S, Device Manager 2> LYW S v E T,

R 6: IEE

Registration Status

~afi1l Cannartinn with the
sstul Connection wit £

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration , or
CDO configuration guide [ to configure your device.

CLI Z{#FH L 7= Threat Defense #)EARENDEITDET

ATy I

Threat Defense CLI (28 L CHIMIGR EAEITLET, ZhidiE, By 8Ty 7o 4o —R%
HALZEHIP 7 FLA, F— vz, BIOZOMOEAR Yy hU— I REORER E
WEENET, FHOFHA L H—T =2 AL, WADR Yy U — 7 REEFEOREHI 221
=T 2 ATT, 67U v K=V v T 7 EREHA V¥ —T = A AEEH LGS
X, ROVICCLI 2R L TCT—4 A v 2 —7 =4 A%FETE£T, £7-. Management
Center (5 DR EZITWET, (7.1 LAKE) Device Manager ZffH L CHIMIE > b7 v 7% 5
179 % &, BHEOT-HIZ Management Center [ZH] D ki x 72 & 2T, HHA ¥ —T7 (4 AB K
W RX—=T % T RAA UH—T 2 A AOFKEICM AT, Device Manager T [ L7293 XT
DA E—=T A AREVRFTSINET, 778X ar o= KRNI o—REOMDT 7+
UV RRREITHRFEIN W LIZEREL T EE N,

FIE

LV —R— "D EIEERA X — T oA A~D SSH % {# ] L . Threat Defense
CLIICEEGELE T, T 74/ F CDHCP Y — =0 5IP7 RLARESGESNET, Xy hU—
UBREREETHESIT. OIS nEoicary—R— 2T L2 HERLE
KR

22—V — MI FXOS CLIIZ#E#¢ L £ 97, SSH & v 2 = »13 Threat Defense CLI (T [EL44%
BLET,

Management Center T () Threat Defense O & .
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T2

ATv7T3

ATvT4

2 —H#—4 admin BLOVIZ T — K Adminl23 T /A4 > LE,

2/ — AR — FCTFXOSCLICEHE LE T, #IHTEXOSIZu s A v Lk X, /"AT—
REEFFTHLIRDONET, ZDO/XATU— K&, SSH @ Threat Defense = 7 1 212 b
ENFET,

GE) INRAT—= FRTTICEREEINTWNTC, RAT—= RN RWEEIL. T3 2%
HAA—LLTRRAY—=FRET 74V MYy b TAXLERSHY £, HA
A= UEDOFINEIZHDOWTIL, FXOSDO N T TNy a—T 4 7 A4 REHR L TL
72X,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

oY —)LiR— b T FXOS 128558 L7-5%56 1%, Threat Defense CLI (ZH5%i L £9°,
connect ftd

1

firepower# connect ftd
>

ThreatDefense ([ZfJHO TR T A T 5L, =¥ Ra—H—F 4 28K (EULA) IZFRE L.
SSHE 2 L TV A AL, BHE AU —RE2LEETL LI ROONET, FD%,
CLIty N7 v 7 RA7 VT ERFRRINET,
GE) BEEZVT (23X, A A—VERERTDIZLICEY) LAAWrED, CLI
Yty T T U= REHVIETZ LI TEETA, 2L, INHOERET
L. %55 CLI T configurenetwork =2~ > R L CTARE CX £7, Cisco
Secure Firewall Threat Defense =~ KU 7 7 LU 2AZ BB L T 72 &0,

T 7 AV MEFTZIFLAENZ AT LT ER T v aNICERINET, LRI AN LIZExF 0 F
I 28545 1%. Enter 2 L £,
WDHTA RT7A BT IZEN,

cEBAA—TIAADIPVAT I+ )L b5 — b = A %A A : [data-interfaces] DFEE 1L,
Y s&— bk ™ Management Center ¥ 7= /% Device Manager OEFRICOAMH S E 7, BH

. Management Center T Threat Defense 0 &


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Management Center O Threat Defense O &
CLI %{# A L 1= Threat Defense #HIZXEDRITDTET .

> ~NU—7 T Management Center % {#i H1 3~ %354 1%, Management 1/1 %7 — k7 = A [P
T RVAZRETDHUEPRHY ET, Xy FU—ZDEHA] OHITRSATVWLHE Y Y
BBAOBITIX, WHA v X —T = RATEHTS— by oA L L THERELET, 2054,
=R UzAIPT RLRZBHONEA L X —7 A ZAIP T RLRACRET HLENH
D ¥9, 1% T Management Center ZfiH L THEIP 7 RV AZRET HMENH Y 77,

e 3y FI—ORBHRAERESINIBEEBEHRENUE : SSHTHEHR L TWHDIZ, #HidtE v
N7y TCEDIP T RVAZERTH &, BEmBtifrsivEd, HrLWIP 7 R R LN
AU— R THBRE L T E, a v Y — Ui B2 £8 A,

[TNA A — RV TEE L £7 72 (Manage the device locally?) ] : Management Center %
S 2121% Tno) ZALET, yes& AJ)T 2 &, 0V IZ Device Manager % {7
é ~— (E \—71;& D i—a—o

(T AT VA —ILE— RERELETH (Configure firewallmode?) | : FIHRETT 7 A
TUA—NE—RNERETHILEBEIOLET, YIMIRERICT 7 AT U —LE—R
EEEYTDLE, BTar 74 FXal—vardHESRET,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

Management Center T Threat Defense O & .
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % & #i9~% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL.f 7 R L A {5E TX 72 WA,
DONTRESOLVE Z{#H L £9, £/, natid HfEE L x93, WA SSL i 2(LiEE
F ¥ XN E2EDT A AL T HIZIE, D7 TH 1R EDT /34 2 (Management
Center £ 721% Threat Defense ) [CEZEFFE/RIP 7 RLARMKETY, ZDa<w KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A R4 73 Threat Defense
(BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y ¥
A LB —ZEE L ET, B8R 1337 LFUTICTH2RERH Y £3, AR CF
i3, T (A~Z, a~z, 0~9) | BLOANA T2 () EnbHY £T,

enat id : — ORI TELGERRE/R IP 7 R L A E7213HR A MAABRE ST RWEEIT,
Threat Defense % %k 3% & & (Z Management Center |Z bR T T HEED —ED T X A L
XFHNERELET, ZOXTHL, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICLE T, NATID (37 LFLUTFICT 2XENH Y 3, AR CFITIE, T
(A~Z, a~z, 0~9) . BXO~A 7> () Z2ERHY EF, ZDIDIX, Management
Center (2B EXT HMDOT NA RZIFEHTE £ A,

1

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADERIZH H5E1E. WOFINIRZT L HIZ, —EHD NAT
ID & & HITBEEF—2 AL, FA MO IZ DONTRESOLVE #f87E L £7,

1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7 /34 ZADE#%IZH 55 51E, ROPIIRT LI, —EDNATID &
& H 1T Management Center [P 7 R U A E 72 IR A M A2 AN LET,

. Management Center T Threat Defense 0 &
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Management Center ~DE 5 o > .

1 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U 4 — /L&A L E T,

Management Center ~D O %5 A >

Management Center % i} L T, Threat Defense % aXEd L O L 9,

4RO SRS
PR— b SN TWDLT T UFOFEMI OV TE, EHT L2 A—Ya o) —2/7—F
(https://www.cisco.com/go/firepower-notes) & M LT 72 &0,

FIE

ATYT1 $AR=FESNTWELT T UFEMEH LT, RO URL # AT LET,
https://fmc_ip_address

RT9T2 a—HF—HERXRAU—KEAILET,
ATy T3 v A4y (Loghn) 1227V v 7 LET,

Management Center D 5 1 & > X DEE

T _TPD T A 2 AL, Management Center (Z 1 > T BRI D058 (cfE I ET, kD
FA L ABEATEET,

IPS: BX 2 VT 4 ATV VxR LA TIPS
s TILD T TR - v = T BEH
*URL : URL 7 4 V&2 U T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

X%+ U7 (Diameter., GTP/GPRS. M3UA. SCTP)

Management Center T Threat Defense O & .
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Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

VAT A AOEIZOWTIEEE L <IL. cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

FETAHV MERBRLTROEAIZ, V7227 v 7 LTHLWT ATV REREL
TL 72 &V, Smart Software Manager Ti&, #ffkDO~AZ—Th 7 FE{ERRTE ET,

s (a7 I7A4T AT T T EERLTEMEEIND) WEAMHEHT 121X, 2RO
Av—hK VT 02T T4V T THU L N TS (3DES/AES) T4 &
VAT TE AMLENRH Y ET,

FIE

ATYT1 BEVWORAT—F TR DT TAV NI, BERTA B APREENTND Z L&
RMLTLSES N,

TAB AT, VATEIFREREIENLT A ZAEEA LRI, A~— Y7 hy=T
TARD T TAT MY 7 SRTVWES, 7220, BETIA B AZBNT 5 %E
b HY451%. Cisco Commerce Workspace T [#fh & YV U = —3 3 O (Find Products and
Solutions) MR ~7 4 —/V REEHLET, ROTA B APID B LET,

H7:514t0R &%k

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWIEEIT, BSUZTFETPID 2 BIMTEE7,

<IPS, w7 =T P, BEOUURL 71 £ ZDOMAE DR

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPR1150T-TMC=
LEREDOPID OWFNAEELITBMT 5 & ROWVFTIAD PIDITHIET S ~—A D
VTR VT a U EBRRTEET,

* L-FPR1120T-TMC-1Y

* L-FPR1120T-TMC-3Y

* L-FPR1120T-TMC-5Y

* L-FPR1140T-TMC-1Y
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y
* L-FPR1150T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client Z8{EH A K] #&R L T &,

XY VT TR

AT9 T2 FEHRELTWRWEAIX, A~— K 7427 $—s3—|Z Management Center % %% L
i‘ﬂ—o

gk A AT 9 12I%, Smart Software Manager TRk b — 727 VAT 5 MERH Y 9, FEMAR
FJEIZ SOV TCIE, Cisco Secure Firewall Management Center 7 KX = A hL— 3> HA K&H
LTSN,

Management Center ~0) Threat Defense = £k

TNAADIP T RUADKRA MMy % LT, F8)T Threat Defense % Management Center (Z
TERLET,

188 BRI
* Threat Defense DEFIDFRIE TR E LTIZIRDTERAINE L £1,
o Threat Defense DS IP 7 L AFE 3R A 4. BLOUNATID

+ Management Center (%% —

FIE

AT w71 Management Center T, [T /34 A (Devices) ]>[7 /31 A& H (Device Management) ] DJIE|Z
WL FET,
ATv 72 BN (Add) 1 Fey 7 H o UR RS, [T/ 2A0E0 (Add Device) | 28R L 9,

Management Center T Threat Defense O & .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
http://www.cisco.com/go/firepower-config

Management Center T (D Threat Defense 0 & |
. Management Center ~ O Threat Defense 0 & £k

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B EFELET,

o [RA N (Host) ]: iBJ19 5 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center @ IP 7 KL A & NATID Oifi 5% 5E L7=%
BlE, ZOT7 4=V REEOFFIZLTEL I ENTEET,

GE) HA Bg5% ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k C &

%9, 7272 L. Threat Defense % &% % U Management Center (28 $%9 5 (2
X, Threat Defense M IP 7 RL AMNAKRA NG ERET HDLENH Y £,

« [#°:4 (Display Name) ] 7 4 —/V KIZ, Management Center |27~ 3" % Threat Defense @
SHiE ANTILET,

o [B$%*— (Registration key) ] : Threat Defense D YD E CTHIE L7=H O L [F Uk
F—2ANLET,

s [KAA Y (Domain) |: ~¥/VTF RAAL VEREZEHL CWDIHEEX. T4 A2 —T K
AA NZE Y TES,

. Management Center T Threat Defense 0 &
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Management Center ~ (D Threat Defense 0 % §% .

[IA—TF (Group) |: FA—T M LTVBEAEIE. 7310 RS —F 2|0 YT F
j—O

[T/ AZ hr—/LRY 2 — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
FHATLIVERD D Z EBDONOTNDH AL A RFHDORY =N TICHIHE%E
BT, [T LW Y & —D1ERL (Create new policy) | 3R L, [T XTDO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B TCINEEHLELTCRNT T4 v 7 &ZFFA[T
HEmTEET, WELLINT~DNT 7 4 v 7 OFFR 36X—) | 5L T
<&,

[Z] 8: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

(o) (N

e [A~v— kKT A A (SmartLicensing) |: BT H2HEICKE R A~— T/ AL L
T, ["VvU =7 (Malware) | (VT =T A AT v a w2l T25TEDEE) .|

[ B (Threat) | RAEAZEHAT 5 FEDOHRE) . BLO[URL] (BT TV _X—ZD
URL 74 VB U T HFATTHTEDER) ZEFIVLTET, T 74 A&BMLE
%, [V AT, (System) >[5/ 2R (Licenses) |>[RAY¥— 54 2R (Smart
Licenses) | X=X aT7 77447 M UE—KNT 7EAVPND T A & A%
TEET,

o [ EDONATID (Unique NAT ID) ] : Threat Defense DD E THE L7- NAT ID % 5
E [./ i ﬁqo

o [N v b DRk (Transfer Packets) ] : 7 /3A A 75 Management Center ~0 /37 v NiRk
EIHFALET, 2O T a AL TIPSO Snort 72 E DA X kS U H—& i
THalE, T ABRRER E LTA XY A Z T =25 E X v N — % % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 23 Management
Center [ZIXE S, N7y M —HZIFEEINET A,

Management Center T Threat Defense O & .



Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

ATw T3 [BEk (Register) | (BIDOT A ZAZ BT 25E1E [BIOT SA ZA%%8k L TEM (Register
and Add Another) 1) #7 VU v 7 L, BRI L7122 & 2R LET,

BEERRINT B E, TAAL AR A MZBMENET, KRLEBEAEE, =9 —RA vk—U0
FoRENFE T, Threat Defense D3GR L7260, IWROEB iR LT 72 &0,

s ping : Threat Defense CLIIZ 7 7 A L, IkRD <> R&FH L T Management Center IP 7
R L A~D ping % FEITLET,

ping system ip_address

ping BEKEh L7241, shownetwork 2~ > REFH L TRy UV — 7 REEMER L E
9", ThreatDefense HEIP 7 N L ZA &8 3 5(Z1%, configurenetwork {ipv4|ipv6} manual
avy REfMRLET,

ek —. NATID, 3L Management Center IP 7 K LA : i} DT /A A TlA] UARk

XF—ZHL TS Z 2R L, AL TWAEAIENATID 2EHL TWD Z & &k
7 L9, configuremanager add =~ > RZffi /] L T, Management Center T $k¥F — &
NATID Z5%ETHZ ENTEET,

KT TNy 2—T 4 2 7 DOFERINT OV TIE, https:/cisco.com/go/fme-reg-error 2 B L T 72 &
U,

EXMGEXa) T4R)O—DERE

ZITIE ROREZHEH L TEANREX 2 T4 R —2RET D HIETOVTHHAL
ij‘o

NI A B —T 2 ZALHNEA L HE—T A A NEA v Z—T 2 AZAZT v 7 IP
T RLURZE O YT, AL X —T = A AT DHCP 2 L ¥4,

*DHCPY—"—: 7 747 FOWNEA »F—7 = A ATDHCP Y —"—ZfEH L £,
T T AN —hK AL E =T 2 A 2L TCT 74V M— REBIMLET,

e NAT : SMBA v X —T 2 A ATA U X —T = A APAT A L7,

TR hr—b NEWOIEE~D T 7 v 7 ZFFAI LET,

AR EX 274 R —2RETDHITE, ROF AT ZF4TLET,

(| A Z =7 = ZOBE 27 3—=2)

() |DHCP #—_—DE (30 ~—2)

::"’3\"] 57 b hb— DB 31— ,
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| Management Center T O Threat Defense O &R

AV8—T 14 RADEE .

(4) |NAT OFRE (33 =) |

(5) |NEDBIE~D N T 7 1 v 7 OFFF] (36 =)

(o) |BEDRM (37— .

AR —T A RADETE

ATy T

BRI T DR A v X —T = ZAEFIIL, TNbHEEX2 VT 4 —AZEV Y TT
IP7 RLAZRELET, BEIE. VATALATEROHD N T 7 4 v 7 2BiSES K012,
Ll b 20D E—T oA AEFRETHLENRHY 7, @FEIL, Ty T AN —A
N—BFETNIA L —Fy MCHE LA A v Z—T oA AL, O x Yy U —27 D 1oL
FORNEHA 2 —T 2 A REFEHLET, ZHHDA U H—T A AO—HEFIE, WebHh—/3—
REONRT Y T R ANARER T 2y NEELET S [FEEME ) (DMZ) L7 55ERH
nET,

— Iy V—TF 4 T OIRPUE, WA VX —T 2 A ATAEZT 4 v I T RURAETERR
T3 LFRIKFIZ, ISP2>5 DHCP 2/ LTHMBA X —T = A AT RL ARSI 52 L TT,

WOHITIE, DHCPIZC XA AXT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A A
PHEALT, »—T v RE—FOHNFA » F—T =4 AEHRELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) JDNEIZEINL, 77 A T 74—
ND &7y 7 LET,

ATV T2 [ Z—T7xAA (Interfaces) ] %7V v 7 LET,

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy s System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5. 20 2.cancel
Cisco Firepower 9000 Series SM-24 Threat Defen
Device Routing li:m Inline Sets DHCP
4, Search by name .f:}" Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L& & &
B8 Ethernet1/3 Sublnterface [E] &
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical @ ’

ATV T3 WENCHERT 24 02 —T =24 2D %7 ) v 7 LET,

[&f% (General) | % 7 RERRIIET,

Management Center T Threat Defense O & .



Management Center T 0 Threat Defense DB |
B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxARAE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETHIELTEET, Vv FERIIIN—TICHESNTEXF2 VT R —
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry X T YR RND [AZT 4 7IPEMEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

. Management Center T Threat Defense 0 &
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A28 —T 14 ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igi'-ogi-?-é-;-“'255-255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48 LFETOH 4l (Name) ] &2 AT LET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [F%h (Enabled) | T =v /Ry 7 A%EA N LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

Management Center T Threat Defense O & .
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — b L AHBREEDOL AL [HEEYE (Autoconfiguration) 1T = v 7 7R v
g AEA N LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

. Management Center T Threat Defense 0 &
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
== HNLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— b EZE L TWDAEERH Y T3, FETL— F2BMT20ERH 551, ROTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,

Management Center T Threat Defense O & .
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Add Static Route Configuration

Type: ® vt O 1pve
Interface™ outside

Available Network (5 ]

L, Search |

~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking:

[ZA4 7 (Type) ]:

Management Center T 0 Threat Defense DB |

Selected Network

== any-ipv4 @

0K Cancel

BT H5AZT 4y 7 b—RDOF A FIT U T, [IPv4] £721% [IPv6]

FFarvREZ LB ) v LET,

e[ H—TxAA (Interface) |: HIA v H—T7 oA A&EIR L E3, @FEIIINHA

H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ] :

ZDON— DR

JANRYy T TCHDLT— bV = AN—FEZ ANEITERLET, IPT FLRAEZITR Y

ATy T3

NI =V /RA ATV =7 NEFRETEET,

[A NV w2 (Metric) ]: %8564y NT =7 ~DRy TOEEANTTLET, AMEDHIH

X1 ~2557T, 74/ MEIZ1TT,

[OK] %27 Vv 7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% 5E .

Deploy % System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— XA 72 NAT L—/LCldk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEET,

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,

Management Center T Threat Defense O & .



Management Center T 0 Threat Defense DB |

B wozz

New Policy
Name: interface_PAT
Description:

Targeted Devices

Available Devices

4, Search by name or value |

ARV 2 —73 Management Center (ZiBJ1 XL E T,

NV ET,

Select devices to which you want to apply this poli

| Add to Policy |

elected Devices

521192.168.0.16

| Save | | Cancel |

FlEfiE, AU —— &8T5 3

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule B2
Type: Dynamic i

Interface Objects m PAT Pool

Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A
47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

. Management Center T 0D Threat Defense 0 &
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nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule b
Type: Dynamic v

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAdd to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & grtod for Doceingeiog Iocg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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Management Center T 0 Threat Defense DB |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

. Management Center T Threat Defense 0 &
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
B 9:[EE (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,

Management Center T () Threat Defense O & .
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REDER

10: X TEH

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

1. SELER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(J Device Modified by Inspect Interruption  Type Group
> nodel System FTD
> [ 010-2 admin, System FTD
> [ node2 System FTD
> [ 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

Deploy Qm} @© adminv

12:BRARAT—42 X

es Objects Integration

csce SECURE

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

Deployments Upgrades @ Health O Tasks

0 running 5 success 0 warnings 0 failures

.:) Show Notifications

Q, Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE¥)  F7-1%. ThreatDefense /51 ZADEHA L X —T = A AZSSH TH T FE4, =2V —IL

tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHEE, B TTF =2 A =T 2 A A LEDOT FLRAICERTE XY, T—F A X —T = A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S
CLI 725y —NR — T 7B AZOWTCHALET,

FIE

AT 1 CLIICu 7 A 3 512i%, BHarvYa—Far2ary ) —/LAR— MNMIERLET, BEVLOA

ATy T2

V=T A VTV AT DINEERUSB VU TV R T A RNELTA A R—LLTLIEEN
(Firepower 1100 N— R U =7 A &) , 23V —/LR— MNMIT 7 4/ T FXOS CLI
W0 ET, ROV TAFREEFERALET,

* 9600 R —

87 —Z v b

YT 472l

1Ay 7 EY b
FXOSCLIIZ#ft L ¥, =—% —H admin &, #1lE > M7 v TRICRE L2/ AT — R &
AL CCLIIZr 7 A LET (7744 ME Adminl2l)
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firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L E 7,

connect ftd

1

Management Center T Threat Defense O & .


https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html

Management Center T 0 Threat Defense DB |

B - 7vr—rosroums

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, [ JTEIZ W TIL,  [Cisco Secure Firewall Threat Defense =~ KU 77 L A ] %%
LTS EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIEL, 22 AL TLIZEN,

1 -

> exit
firepower#
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I 7T RTCIEFIZZHO T a v ANFATINTEY, GRS 7 7 %K\ 20 | EIRZ Y
L7edDE, 7747 DNV AT EETL—AT VT Yy N TERWI EER L
TEBWTL S,

Management Center D7 /N A ZAFIAN—T 2 L CTF7 A ZOEJRZ I3 575>, FXOS CLI
EEHTEET,

Management Center Z{FFI L= 74 7 2+ — LD EIED LI

VAT LEWEYNCY vy N HZ ENEETY, BMICERT T 2K e EIRA
AVFEMLIEDVTDE, BERR T 7 ANV VAT LAOBREEZSIZEITZENHY T, Ny
I 7 I0y RTCIEEICEZEDO T mE ANRFETINTWT, BRT 7 72k | B Z Yk
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Management Center Z i/ L T AT A& @O v v ¥ T TEET,

FIE
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[ AF 2 (System) |BZ > a v TFRNAL ZADY vy hEY VT Aay (W) 2207 LE
D

T T NRERINTED, TRAADY vy N T U EREERLET,

AUV AN T AT T — I L TCWAERIE, 77 AT U — ARy v hE T
THEXIWL VAT AT v M= —1LFET, RO T MRFRINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

Y= BEHLL TORWERIE, K3FHF> TYAT ARV Yy MU LIZZ e %
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VBN U TEIRAA v TF 247120, BRI T 72N T oy — U ORI ER D
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CLI TOT/NA ADERA 7

ATy I

ATy T2

ATvT3

FXOSCLI Zfifld 5 &, VAT AEZLERIIV Yy FE ULV L, T, ADEREA7IITE
F9, CLIIZIE, v —biR— MIEEEL CTT7 78 2 LE 7, Threat Defense 35 2 T FXOS
CLI~DT7 7% A (39X—) 2L TLEEN,

FIE

FXOS CLI C local-mgmt (285 L 9,

firepower # connect local-mgmt

shutdown =~ > R&#ITL£7,
firepower(local-mgmt) # shutdown

51 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I3 =DV ¥y NET VIV AT A0 S et X—1LFT, ROTa 7
MRFREINFET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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