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3: Management Center/CDO 0 F£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y
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FDF 34 X (Management Center & 721% Threat Defense 7 /34 A) (ZE|ZEAFE/RIP 7 N
L APETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR MREINPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

ATY T [HEHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN (X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAFICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 2" L —= (DNS Server Group) ] #+5& L £,

DT N—T &R 50, FrLWI—T&ERKLET, T 74/ D DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE E v E T,

COREICEY, T A H =T 2 ADNS b—R_R—NEREINET, By T v
74 P—= N THELLLEHEDNS r—_—i%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—{X, DDNS (REINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKETDNS = _—(ZBFET 5720, HBHIZEHLZL O LH
U DNS = =7V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense (ZH| V4 TH 7T > M7+ —LARERY v —
TT—H# A2 —7 x4 ADNS P — "—F%E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHERFSIL, DNSH—_"—27 T v b7 4 — L5%iE
AU —lBmsivEdA, 7272 L, DNSERIE % & ¢p Threat Defense [Z£ T 7 > b7 4 —
LRERY —ZF VY THE, ZOREIZL>Tr—IAREN LHEEINET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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ATv 710

ATvIN

ATvT12

Device Manager % {& /i L f=EAITEXE .

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—FHT % L 912 DNS
T N T A —LREET VT ATIIRETDH EaBEIOLET,

F72, m—H /L DNS H—s3—F, DNS H— =G5 TRt S5 81c 0 R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T =4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

REFEHLDEBEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEH L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZREBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV M—ERHDH I EEHERTHEIICRDDLA -V
MWFERSNET, SMFEZBRLUZGEIE, By My 7O 4 = FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L 72855 13X, Management Center (4%
BT DRNST 74V hb— b &2 FE)CRET DHENH Y £9, DeviceManager (23517 H A ¥
T A v 7 )— FOREDFHEMIZOWTIL, [DeviceManager TD 7 7 A 7 U 4 —/VORE| %
ZHLTESN,

[#A 52 v ZDNS (DDNS) JH:miBEN (AddaDynamic DNS (DDNS)method) 127 Y v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L A8 ZE 8 7255512 Management Center 7355 2 fEfifi K
AA 4 (FQDN) TC Threat Defense |[ZR|ZETEX 5 L9 LET, [7/354 A (Device) 1> [
2T NFRE (System Settings) ]>[DDNSH—t % (DDNS Service) | 2% L T DDNS %% &
LET,

Threat Defense % Management Center (23813 5 AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZIEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE#E A4 #REEC & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T DDNS $—/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y R 2 |\ZB T HBIED AT — X ANREKRINET,
[Management Center/CDOZ £%5%E D 1R7F (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [CBEEI LTV 7 A4 7 U4 —/LZBILET,

Management Center ~D Y)W iz % % ¥ /T 5841%. [BEkDO X ¥ /L (Cancel
Registration) %7 U v 7 LE£d, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7R T4 5 £ T
DeviceManager D7 7 VW 4 R EALZRNWTL &0, AUEEA. 7 ut A3 —HE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ANRKRIHL, Device Manager 7> LYW SivE 7,

1) E— b Threat Defense = & % Management Center O & .


firepower-1100-gsg_chapter4.pdf#nameddest=unique_25
https://help.dyn.com/remote-access-api/
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4: EEES

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{ERA L -FrIEE

ATv 1

ATy T2

Threat Defense CLI (ZHzfE L CHIMIEREZITWE T, FIFERECCLI 235 &, EHA
H =T 2 A A X—T % TICARAA L H—T =2 ADOFREDOHBREEINET, (7.1 L
%) Device Manager ZfiH L CHI# > N7 v 72 EIT79 5 &, FHODT-HIZ Management
Center (IZHJW B x 7o & X2, BHA LA —T2AA ABL VR =V T 7 ®8A A X —T =
A ADEEIZIMNZ T, DeviceManager T7E T L72TXTOA U F—7 = A ARENRFFSNE
T TR arba— b R =R EOMDT 7 4V NEEIFRFFES NN L ICHERL
TLEEW,

1R BRI

Management Center D #J#IE% & % R L CTH1T L £ 7, Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide &2 L C < 72 &\, Threat Defense &t~ 7 v 7
T 5HHiIZ, Management Center O IP 7 KL AL 2IIAR A M AR L TBMLERH Y £7,

Fig
T AT I —ILOEREANET,
G¥) Threat Defense % #)6O CHREEN T2 & 1%, FIHHKITHK 15 ~ 30 000 F97,

=1 —)LiR— b C Threat Defense CLI {288 L £9,
22—V — X FXOS CLI 1285 L £,

. 1) &— I Threat Defense [ & % Management Center O FE B


https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
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ATvT3

ATy T4

ATy TH

cuxwmL-Baae [

2 —H#—4 admin BLOVIZ T — K Adminl23 T /14 > LE,

WIHTFXOSIZu 7 A Lzt &id, NAUV—REERETLILHI>KRDONET, 2O/ AT —
Ki%. SSH @ Threat Defense = 71 b S E T,

G2) SNRAT— RRTTIZERENTOTODRLARVEAIE, T3 A% HA A=k L
THRAT—=FRET 74N M)y hTHHERH Y T, FHA A= (LOTFIEIC
DWTIE, FXOSD T TNy a—T 47 A REZRLTIIEZIN,

51 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ***x*xkkk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2855 L £ 47,
connect ftd

1 -

firepower# connect ftd
>

ThreatDefense |Zf]OCa /A o F5¢, = Fa—Y—TF 14 AEK (EULA) IZEEL
SSHEEHG ZfEH L CWAEAIE, BHEARR TV —RE2EFETL LI ROONET, TOH#
BHALE—T A ADF E%@CUﬂ/b7/7x7)7hﬁ§réniTo

FeBA B =T 2 AT X=X T VB RN LESHATH, B4 —T = A( X
DORENMER S ET,
GE) WEEZZ VT (e xlE, AA—VZFEKRTDHZEICED) LARWED | CLI
Yy Ty U4 P—REBRYIRT LI TEERA, 2720, ZNHDOFRTET
L. %55 CLI T configurenetwork =2~ > R L CTARE CX £7, Cisco
Secure Firewall Threat Defense 2~ R 77 LU AZ B L T2 &0,

T 7 AV MEFETZIFLAENI AT LT ER T v aNICEREINET, URIZAN LIExF 0 F
FHEATAEA1L, Enter ZH L E£7,
WDHTA RT7A4 BT IZEN,

o [DHCP#EH & 721X FE) CIPv4 % 5% E L £ 90> ? (Configure IPv4 via DHCP or manually?) ] :
[F8) (manual) JZ@RLUET, BHA 7 =T oA ALEATL2TERLNEETD,

1) E— b Threat Defense = & % Management Center O & .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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1) £— k Threat Defense [= & % Management Center D& |

TIAN= T RLAREDIPT FLAZRETLDMLENRHY £3, FHA 4 —T =
AANBDHCPIZRESNTWDOGHE, BHHOT =2 A =T oA ZA%ZHET H T &1
TEEHA, ZHUL, datainterfaces ToHHMENH DT 7 4L hL— K3 DHCP ¥ —
N=NHZE LI — T EEXINDATRENRH D72 TT,

[BHA A —T = A ADIPVAT 7 4V 84—~ = A % ANJ] (Enter the IPv4 default gateway
for the management interface) | : 77— K = A % [data-interfaces] |Z5%/E L £T, T DRXE
X, ¥~ %=V X TIBVRAT—H A A —T 2 A ZAEBLCRETE DL, Xvr T
L=V RN LTCER N 7 0 v 7 Bisib LET,

s [Ry NU—ZHFRNEE SNTGE TG M E (If your networking information has
changed, you will need to reconnect) | : SSH THifit L CWAEA I, BRI ivE T,
BHa v Ea—2 N8Ry NU—7 LIZhDHBEE, BILWIP T RL AL AT — R
THEFTEET, (F—EA X —T =4 AFHAT) T 74/ bb— hRERE ST
D, VE—FRy NI NOIRELEHEHRTEETA, a2 Y —UERITEELZ T E
A,

[TAA A —J1LTEBE L £7 ) (Manage the device locally?) ] : Management Center %
T 521E Thol Z AN LET, yes& AJ1T %5 &, 1oV IZ Device Manager % fii 7
ARl N/ L B

[T AT U A —ILE— RERELFEFTH? (Configure firewallmode?) ] : routed & AJJ L
7T, M~ —V T 7 BRI N—T Y R T 7 AT U —/L F— FTOHRYHR— |
SNTWET,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

. 1) £ — b Threat Defense |Z & % Management Center O &
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Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

YR=UXT I AMONEA L F =T = AERELET,
configure networ k management-data-inter face

ZDH&, IMIA L H =T = A ADIEKRI A Y VU= FIEEIT O L OITKROH T T bR
FRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIN,

T A B =T A A ERENT 25 E. BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T vy TRRICIPT RLAZFEICRIE L > 72851, configure
network {ipv4|ipv6} manual =~ > R ZH L CTRETEH LI E L, BHEA
B —T 2 A A — U x4 % data-interfaces|ZEE L2 o2 AE, 22 TCZoav
RCERELET,

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A
ARE A B—=T A A EPT LA F— b7 =A ~OFH)/L— b, DNS H—
/3=, DDNS #—s3—72 &) Zfith L TR L £9°. DNS J— S—BJEDFEMIC DN T
1L, WESW L T 723V, Management Center ClX, B TR —T % 77 E8A A ¥ —
7 = A AR AT TE £33, Threat Defense & 7213 Management Center (2 & % & BRHERE
DEMESLZ T D X0 RERITMALNTLSZE W, FEEES A P S 6. Threat
Defense (ZIZLLRTD R 21859 5 configure policy rollback =~ > Rov& £,

DDNS $—/ X—F D URL %% E 7 5 & . Threat Defense Id Cisco Trusted Root CA /32 K
VBT RTOEE CA OFEHES AEYIZEMNT 5728, Threat Defense (X HTTPS #fi
@ DDNS H— 3 —ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k

(https://help.dyn.com/remote-access-api/) Z i H 7 59 <XT?DDDNS — \—ZH R — KL
7,

Zoavry Rt T A =Tz A ADNS Y —N"—%FRELET, By T v
A7 V7R T (F721F configure network dnsservers 2~ > RZ2EH L T) RELE

1) E— b Threat Defense = & % Management Center O & .
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FAIDNS r—_—i3, BHNT 74 v 7 IfERHENE T, 5 —% DNS —3—(%, DDNS
BRESNTWAES) FHIZZoA v —T oA AEHENAEF 2V T4 R o —
WA & E T,

Management Center Ci&, Z @ ThreatDefense (ZHIV 4 TH 7T v M7+ —LKERY > —
TT—HA ¥ —7 x4 ADNSH—/N—NFREINFET, Management Center |Z Threat
Defense Z B9 % &, B—W/VBEDHERF S, DNS P — =37 T v b7 4 — LF&E
WY =B ENET A, 72720, DNSFRE % & T Threat Defense IZ£CTF' 7w b7 4 —
LRERY =BV Y THE, TOREICL> TR —IAREN EEZINET,
Management Center & Threat Defense # [Al#] & 2121X, ZOREIC—ET 5 X 512 DNS
TIY N T A LREET VT 4 TIIRET DL EBEIOLET,

F72. m—74/L DNS H—3—[F, DNS $— =3 GHPERER THRIL SN 725810
Management Center CRREFSNE T, 7L 2, BEHA VX —T = A ZAEZFEHALTT A
A X4 L. & C configure network management-data-interface =~ > K& H L TF—
HA B —T A A€ LIz84 . Threat Defense a% /€ & —# 9% X 512, DNS ¥ —
N—2% G Z N5 DOFRE DT T % Management Center CTE) TR ET 2L ENH Y £,

BHELA % —7 = A AL, ThreatDefense % Management Center (2% 6k L7221, HEA >
H—=T 2 A AFEFINOT —H A L FZ—T 2 ADWTINDICEETEET,

Tty N T T 4P =R THRELTZEQDN N DA H—T oA AEAENET,

O RO—EE LTT R, AREEEEZ 7 VT TEET, Z0F 7T aii) vy
FUATHEHATEETN, Pty 7y 7R E OB LN T EEN,

T — X EH A NI DI, configure network management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

. 1) £ — b Threat Defense |Z & % Management Center O &
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Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —72 L® Management Center ~DT —4% A U H—T = A AT JEA
ZHIR L E7,

configure networ k management-data-interface client ip_address netmask

T 74N RETIE, TR_XTORY P =7 BT SNET,

Z @ Threat Defense % & 9% Management Center % /€ L £ 77,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#:7 R L AF{E TE RWIGAEIL,
DONTRESOLVE #fi f L £3, M5 SSL B SALIEIE T v 1V % 2 B DT /A AR
WeNL 3 512iE, 72 TH 1 B EDT /34 2 (Management Center & 7213 Threat Defense
) \CEEEFRE/R IP 7 RLAMETY, Zda~> K TDONTRESOLVE Zf&ET 5IC
1Z, BIERTEEZR IP 7 R U A E 72137 X 4478 Threat Defense (2443 CF,

« reg_key : Threat Defense % %%#k9 % & & |Z Management Center THIFET HIEEDO Y 4
A LBERF—FEELET, BRI 1337 XFUTICTH2RERH Y £3, AT
i, T (A~Z, a~z, 0~9) | BEONA TV () REWRDHY 7,

* nat_id : Management Center CTHFEET 5, LET—ED 1 ERY OXLFH|ZHEE L ET,
FEHIZT =2 A 2 —T oA Z WA T 585515, B8 Threat Defense & Management
Center D J;7 T NAT ID Z$5ET 2 M ENH Y £9, NATID (3 37 LFLUTFICT 2 LN
HYET, AHRLFITIE, BT (A~Z, a~z, 0~9)  BRUOANA T2 () 2 EDR
HVFEF, ZDIDIX, Management Center |ZEEXT HMOT A R ZIIEHTE EHA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FRA 2% ) FT— N HFITIEE TE B L 91T Threat Defense #> % v FE 7 LET,

VAT LEMYNCU Yy MU T LI ENEETT, BMICERT 7 7 A2k ERA
A FHEMLIEVTDE, BRRT7AN VAT LAOBEZEFIERITIENHYET, Ny
7770 RCEEIZEEO T aE ARFEITINTBY, BRT 7 7%k b | EIRZ O
LEEDTDE, VAT AETL—ATNAY Yy RADUTERVWIEEZRZTEBNTLEE
AN

1) E— b Threat Defense = & % Management Center O & .
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a) shutdown =2~ R&EZ A LET,

b) ®EIRLED & A7 —4% A LED ##8£ L C, ¥ —YOBFEDUIB SN TND T & 2MERL
9 (LED 25H4T) .

¢ V¥ —VOBENEFICUMESNES, LEIISCTERT 7 7 2Kk&, Vv —v bl
HEICERZ A Z LN TEET,

XHHEADA R =)L

D AR #)> 5 Threat Defense 52 1Tl -7 6, ANA X —T = A AIpHA X —F v T
TIRATEDLLIIC, 77AT U=/ —T7 a8k L CEIREZ 4 12T 57200 T,
FOoTBHE, PROBFHEFIIREEZE T TEXET,

274 T 94— ILDr—TILES

Management Center & PR B2 —Z LV E— FOALEIZH U | Threat Defense (213 A > % —

v MEHTEIFETX £9, Firepower 1100 % -7 — 7 /VERT 21213, RO FIEEZSHR L TL
7230,

5:)E— FEERFEOT— TR

( Outside

— outside (Management Center access)

Console
ports

Inside

_ 0-1her”Data NeiWorks
Management Computer

FIE

ATYT1 v —VEROAMTEST, "~ FR7=2TRETA FEZRBL TS0,
RTFw T2 HEA 2 —T = A A (Ethernet 1/1) ZAENA—ZIZHFE L F T,
AT T3 WA 2 —7 x4 A (Ethernet 12 72 ¥) ZWNEAA v F F 213/ —F T L ET

™ML o

. 1) £ — b Threat Defense |Z & % Management Center O &
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7r1zosREA |

ATYTE BODAS L E—T =2 A RTHOF Y FU—7 ZEEHE LE9,

ATFvTE (EE) BHo o Ya2—ZEar Y —)LR— MR LET,
THTIZ, BERIERT 7200230 Y — 8RN ELHY A, 72720, T T a—
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Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B ZFELET,

o [/RA N (Host) ]: i8I035 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center D IP 7 KL A & NATID Oifi 5% 8E L 7=
BlE, ZOT7 44—V REEOFFIZLTEL I ENTEET,

GE) HA Bg5%ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k T &
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[T/ A hr—/LRY ¥ — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
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7: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery
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— RN IR D —TF 4 T OARTE, NEA A —T 2 A ATARAET 4 v I T R AR ERH
425 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZEIGT 52 & T9,

WOETIE, DHCPIZEAAEZ T 4 v I T RL AL NL—F v RE— RONPA v Z—T = A A
PHEAHLCT, V=7 v RE—FROWNFA v X —T =2 AZHRELFET,

FIE

AT T [T/34 2 (Devices) |>[7 73 A& (Device Management) |DJEIZEIRL, 774 7 74—
O 7V w7 LET,

AT9 T2 [{ ¥ —7xAA (Interfaces) %7 Vv 27 LET,

Overview Analysis Policies eENGEEE Objects = AMP  Intelligence Deploy ; System Help v admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ B cancel |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l==m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces ~

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical @< &
B9 ethernet1/3.1 Sublnterface F] P
Ethernetl/4 diagnostic Physical E &
Ethernet1/5 Physical E] y

ATV T3 NS AL o Z2—T A 2D 227V w7 LET,
[£f% (General) | ¥ 7 HRFERENET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel
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2. A F—T x4 AT indde £\ S &4FTEITET,

b) [£%) (Enabled) 1 F = v /Ry s A&AIcLET,

¢) [F—F (Mode) JiZ[72L (None) JICikEL-FEICLET,

d) [BEX=2VUT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBHFONE X2 T ¢
= BB D0, B (New) 1227V v 7 LTHLWEXR2U T 4 —%BINL
£

7= & 21E, indde zone L W HLAFIOY —rEBIMLET, KA X —T A AL, EF=
V74— BLOA, v E—T 2 A AT N—TIZEN G THMERNDHY FT, A F—
T2 AZ, 100 F 2T 4V —IIORETIHLEEL, BEOA X —T A AT
N—TWBTHIELTEET, V= FERTIIN—TESNTEXF2 VT 4R >—
EHMALET, HEXIE WA V2 —T = A ZAENEY —AZEI0 4T, HMEBA > 2 —
T2 AN = NCEID S TCHZERTEET, ZOHA. NT T4 v I BRREND
NECBEI CEX A LT VA2 ary bo— L B —2BETHI LT TEETMN,
AR LNEIZIAT IR ETE T/ A, FEAEDRY) =3 EXa T 4V —2DH
PR=FLTWVWET, NATHRY > —, L7 4L Z R — BLOQoS KU I —T,
V=V EIFA U E =T oA AT N—T R TEET,

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 7Y v 7 LET,

c[IPv4]: Ky T XTI YR INE [RAZT 4 v 7IPEEHT 2 (Use Static IP) ] % s
WU, IPT RLAREF TRy NSRRI EAT v aRi TAHLET,

7o & xIX, 192168112472 L L AT L ET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

 [IPv6] : A7 — b L A HBREDOSA L [HEEXE (Autoconfiguration) | T = v 7 7R v
JAEF AT LET,

) [OK]%&ZYUvs LET,
ATy T4 T4 ERATAEA v =T A AE ) v LET,
[&f% (General) | ¥ 7HRFRINET,
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YF=TUX T I EARC DA H—T 2 AEFRNCHEEL TWDZD, AV F—T oA A
WX T TIZARINMT SN TEY, b T RLARENZE T LTWET, b DHARHE
ENWIEFE LN TL &, BH 925 & Management Center O BIEE G NPT S E T, =
DOEHTSH, BRN T 74 v 7RV —DEX2 )T 4V = ERETIHILERNDY £7,

a) [EF=VUF 1 —> (SecurityZone) ] 2w 727 U 2 R LEEAFEOHE X2 U T 4
V=BT D0, [F New) 1227 U7 LTHLWEX U T Y —2ZBIL
i‘j‘o

7=& 21X, Toutside zone| &WHLHIDY —r ZBMLET,
b) [OK] %2 Vv LET,
ATy TS [RIF (Save) 1227V v 7 LET,

DHCP H—/\—DEE

7 A7 NTCTDHCP i LT &3 B8 WO IP T RLAZRGET AL 51275
B4A1%, DHCP —_—ZFh LET,

FIE

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z#3IRL, T/1 A&7 U v
7 Lij—o

A5 72 [DHCP] > [DHCPH—/\— (DHCP Server) | #&R L £,
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NAT D& E .

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— =T 25 IP 7 KL AD& FALD
e OB OFHZZHRE L E T, IPT KL AOHFAIL, BRLI-A X —T = ALFT
BT xRy b BICHFETOIHERNDY, A HX—T =2 AHHFDIPT KL AEZEDHDH I &
IXTTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

NAT DR E
NAT D% FE

— 7R NAT L— L Clt. WNET FLRAEANEA v H—T =2 A ZADIP T RL ADKE— MMZE
BLET, ZOXATONATL—ILDZtEA L HF—T A AR—K T KL ZAZEH (PAT)
LIEONE T,

FIE

RATY 1 [T/AL R (Devices) |>[NAT]#27 V v 7 L, [#LLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] %27 U v 7 LET,

RTY T2 KV —ZAMEMT. RY =2 EHT 27 /54 AZ@RL, [(R{F (Save) 1227 ) v 7 L
i‘j‘o
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New Policy
Name: interface_PAT
Description:

Targeted Devices

Available Devices

4, Search by name or value |

ARV 2 —73 Management Center (ZiBJ1 XL E T,

NV ET,

Select devices to which you want to apply this poli

| Add to Policy |

elected Devices

521192.168.0.16

| Save | | Cancel |

FlEfiE, AU —— &8T5 3

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule B2
Type: Dynamic i

Interface Objects m PAT Pool

Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A
47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,
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%
H
-

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic 7

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAdd to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & grtod for Doceingeiog Iocg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,
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1) &— | Threat Defense [Z & % Management Center 0 J& B .




1) £— k Threat Defense [= & % Management Center D& |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management | NAT | VPNw | QoS | Platform Settings | FlexConfig | Certificates
interface_PAT You have unsaved changes [ [=] Save ] [ € Cancel
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services

¥ NAT Rules Before

¥ Auto NAT Rules

E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATV T8 NAT X—T T [_1fFE (Save) 127V v/ LTEFEZREFELET,

NERD S SNEBAD ~F T 1 v T DFFA

BN AR Rk LT XS, BAD [TR_RTDO T 74 v 7 &7 a7 (Blockall
traffic) | 727 8RX ar br— L RY —%ER LIS EIE. 7 AZBRT DT T4 v
I HFTAT DDA ==V EZ BT 2 0ERH Y £, ROFIETIL, NEY —
MBS = ~D ST T 4 IV EHHTHL—LEBINLET, 2 — D851,
W2ty NI =T ~D T T 47 T 5= LEBNMLTIEEN,

FIE

ATy F1 [RY— (Pdicy) > [7I AR >— (AccessPolicy) 1>[7 9 R — (Access
Policy) 123 L, FEUCKIT A [ZEV L4 THORTWAT 7R a2 br—L R v—
D Ty LET,

ATv T2 [JL—ILZEM (AddRule) 1227 VU w7 L, IRONNTA—=FERELET,

Add Rule 7 X
MName |inside_to_outside Enabled Insert |into Mandatory ot
Action |« Allow il 580

m Networks VLAN Tags . Users Applications Parts URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €& Source Zones (1) Destination Zones (1)
| 4 Search by name saw /A inside_zone E| seuloutside_zone @
sau/by inside_zona

sau /1 outside_zone

Add to
Source

Add to
| Destination |
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2 i—Vx 7R TF—2 410874 2TOssHoEE [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,

OREFZDOEFICLTRBEET,

ATy 73 B (Add) 1227V vr LET,

=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Deploy ) System Help v
Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions

ftd_ac_policy You have unsaved changes [ /Ay Show Warnings | [ anaiyze hit counts | [ [ Save | [ @ cancel
Enter Descrptia

Prefilter Policy: Default Prefilter Policy. SSL Palicy: Non

m Security Intelligence  HTTP Responses  Logging  Advance
Filter by Device

ATy T4 [fRF (Save) 1227V w7 LET,

TR—S% FURRT—2 A8 —T 24 ZTOH SSHDRE

IERA B —T A AT E DT —H A H—T = A AT Management Center 7 7 & A &G 2hIZ
LEESEIE. ZOFEHESTEDA v F—T =4 A TSSH ZHINTHLERNH D £3,

::f@\mmMMﬁwﬁloui@? B A B —T A AZxELC SSH ##i 2 A 223
LIFBEICOWTHA L E 9, SSHIZRZWREA v ¥ —7 = A ZK L THR—FENnEHA,

\}

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A IILE P SSH
TR ELEE A,

BHA B —T 2 A AL, T ADMDA B2 —T oA AL 35BS LTV ET, Management
CenterlZ7 NA AEREL, BT H70IEHINET, 7—F A ¥ —7 =4 AD SSH
X, BEA X —T =2 A AD SSH ENFB L OS2 —F U R hE2IFLET, TOMOR
EITBERNCRESNE T, T—F AL F—T A ATlH., ZOHEHAHEHLTSSH & 77 &
AVARNERPNZILEST, T—F A H— 7:4x®$Hb574/7iLﬁ@w—%4V
TREEAMAL, HEMICRESNICAZT v 7 — F R CLI TREISNICAZT 4 v
Jo— MIFEHLEREA,

BHA B —T 2 A ADYA, SSHT 78 A Y A N &R T 5 I1Z1% Cisco Secure Firewall Threat
Defense =~ KU 7 7 L > A @ configure ssh-access-list =~ > KEZHML T &V, AH

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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B <~+—>v70ex 55 1408— 42 TOSSHORE

T4 w7 — MEEET BHIZIE. configure network static-routes =< > K& L T 72 S
WV, T 74V BT, PIMIERERICERA V=T A AN T 74V b = R ERELE

—é—O

SSH #ffi 3451z i ARARIPT RUVRAZHFATAT 7 A L—LFHEHY A, 20O
v 27 a rOFEICEST, SSHT 7 EAEZBETAILERHBEITTT,

%Hi BEA[RE/R A A —T =2 A AZDIMEHTEET, SSHE A MNIEA X —T7 = A
WZHDBE. A v H—T = A A~DOEEEHEG OB T T,

%.

(GE¥)  SSH ZJr L7z CLI ~Du 7 A FRATH 3 Al L CTRIRT D &, 734 A0 SSH B I#& T
Liﬁ‘o

18 H BRI
« SSH N —H—(%. configureuseradd =~ > RZHH L CCLITOARE T £,
T 74V N T, MIIERERFIZ S A Y — REFRE LIZAdmin=——23F7E L £ 3, LDAP
F 721X RADIUS EDSNT 2 — W —1X, 77 v b7 4+ — A5 E T [IMTFEEE (External
Authentication) | ZRETH I LICL-> THRETEET,

« TNA AD SSH $#f5i 2 FF ] T DR A P EITFR Yy NV =2 2 EHKTDI Ry hU—2 F
7917bﬁm£ffoﬁjyl&k%fmy~9¥@~%&bfpmféi¢ﬁ\ET
RLAD I N—TF R ET DDA TV =7 b I —T 5T 58581, Lv—/LTH
BRI N—T T TIFET DL 2R LET, [T 9 + (Objects) |>[A#T >z
2 &I (Object Management) | #i®IRLC, A7 V=7 hERELET,

\)

GF) VAT AT Sany ry NU—2 AT V= MIERATE E
A, RV IZ, any-ipvd £7213 any-ipv6 = fEH L £7,

FIE

ATy T [TINA R (Devices) 1>[F 5y b T+ —LERTE (Platform Settings) ] %#1%4R L. Threat Defense
RN — B ERIRE LT,

ATw T2 [E¥=27 v =/b (Secure Shell) ] ZEIR L 9,

ATw T3 SSHEMAEZTATHA L A —Tx2A AL IPT RLAZRELET,
TOREFEHLT, SSHERZZ T ANDA VX —T 24 A, BLOZENLLOERETFA SN
57 FAT Y FOIPT RLUAEHRIBLES, HAxDOIPT FLRTIRL, Fv hI—27 7 FL
AEfHTEET,
a) B (Add) 12727V v 27 LTHLWL—AABINT 575, g (Bdit) 1427V v 27 LT

BEfF DN — L ZfRE L £7,
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zzorn [

b) N DTENRT 4 ERELET,

* [IP Address] : SSH#%#i 2 #F /3 DR A ME7olidry NTV—J 2EET D1y hU—7
ATy NEFRIIITN—T, ATV "Ry XA Ao a—nbHERT S
M FRFHEZYV 7 LTH LRy NY—2 AT V=7 FEBMLET,

s [EX¥=2VUT 1 Y —2 (Security Zones) ]| : SSH#E & iF a2 v ¥ —T = A %5
Y= ERBMLET, V=il ¥ —T o AT, BIRENTZEF 2
T4 SV DIVARNDTFDT 4=V RIZA v H—T A A% AT, B (Add) ]
Vw7 LET, BIRSNTNWDA U F—T oA AETEXY — VRT3 AZHEE
NTWNLEXITDIR, ZHHDL—LNTF AL R A ESNET,
o) [OK]&Z U w2 LET,
ATy 74 [Save (REF) 1227 U7 LET,

Zh T, [ER (Deploy) ]>[RRE (Deployment) 1 %27V v L, E|0 Y CT=T /A RZKRY
V—HREATELIOICRVE L, BEHEEIRY —2REBETIETHEDICRY THA,

X TE D R

BREDEW & ZICRT 05 (B LET, EEEEHTIETE. T4 AETEOE
FLT 7T 4 7R ER A

FIE

ATv 1 ALEO B (Deploy) 127V v27 LET,
& 8:[RFA (Deploy) ]

—
| Deploy IQ ¢ 1 @ adminv b

AT9 T2 [TRTERM (DeployAll) 1227V v 7 LTERTOT /A ZZEHT D0, [EE R
(Advanced Deploy) 1% 7 UV v 7 L CGEIRLIZT 31 RIZEHLE T,

1) E— b Threat Defense = & % Management Center O & .



1) &— b Threat Defense |Z & % Management Center O & I

REDER

9: I RTEM

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

10: S ELZER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

2 Device Modified by Inspect Interruption Type Group
> node System FTD
> [ 1010-2 admin, System FTD
> [J node2 System FTD
> [ 1010-3 System FTD
® -l 1120-4 System FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

1MERAT—2X

es Objects Integration

csce SECURE

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

.:) Show Notifications

Q, Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 85 XU FXOSCLI~ADT7 U X

a<v LRI A F =T A (CLI) ZHHL T AT LD Y N7 v 2TV, AL
WRYVAT LD RTINS a—T 4 T EITVET, CLITy Y a oo R U—%RETHZ
LITTEEHA, CLIICIE, v Y — L R— ML TT 7 ERATEET,

NN a—T 4 TDDIZE FXOSCLIWZT 7 BATE T,

N

GE) F721%. Threat Defense /XA ADEHA X —T = AZSSH T CTExF4, oV —i

vy varbidfEe, SSHE v g idT 7 4 /b b T Threat Defense CLI (2729 . connect
fxos a2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WABEA, B TT— XA H—T 2 A LOT FLRIZEEHRTEET, — XA F—T A
ASNDSSHT 72 AIT 7 4 )V T/ >TWET, ZOFIETIE, 77 4+/L F TFXO0S
CLI 7B ay ) —)ViR— R T 7 BRZOWTHBLET,

FIE

ATy 1 CLIICu A 4512, BHa Ya—Faary Y —LR— Mg LET, B4~

ATy T2

V=T 4 VTV AT AINERUSB Y U TV RTARNELTA A =L LTLEEN
(Firepower 1100 /N— R 7 =7 A R&ZM) . 2 Y —/LR— MNMITFT 7+ /b T FXOS CLI
W27 Ed, ROV TAAHREEFHLET,

* 9600 7R —

P8 T4 By b

e NUT 4721

1 AFy7 EYEH
FXOSCLIIZHHt L £7, =—H—4 admin & FIflE Y b7 » FRHCRE LTZ/SATY— K%
EMLTCCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

51

1) E— b Threat Defense = & % Management Center O & .
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B s s—orrzxcoemEEGEO ST A—F 100

_\\

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, T EEICDOWTIL,  [Cisco Secure Firewall Threat Defense =<2 KU 77 L > A ] 2%
LT EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIE, 22 AN LTLEEN,

1 -

> exit
firepower#

— B AR —TDIARATOEEBEGEDO NS IV a—TFTa 9

5 L DY R — b : Threat Defense

HHOEHA 2 —7 = A AZEHT 58 V2, Management Center |27 — % A X —7 =
A A& 584 1%, Management Center T B3 T 2858 O A 4 —T7 A XLy b
J—7 DF Hﬂiﬂ%’ﬁﬁﬁ_ék% T AR LW K S ICERE LET, BEICKTT 25 %
Management Center (2B L7 BRIZEBA L H —T = A AZ A T2 ERBTL5E (F—471b
BHA, FREEENLT—H~) | AV F =Tz AL Fy NT—7 OFENIE L HERK S
TR & EEEER N KDL D PR H Y £7,

DR 7IX, BEYPEREN RN SRAD NI IV a—TF o SIS B ET,
EEERAT—2 ADERT

Management Center C, [7 /31 A (Devices) |>[7 /31 A& ¥ (Device Management) ]>
[7 /34 A (Device) |>[&# (Management) |>[FMC7T 7 & ADFEM (FMC Access Details) ]
[T%‘ﬁfx 7 —# A (Connection Status) |3— Y DJEIZEIR L TEBEELO A T — X X & fife

BEEEHGR O AT — X A& FKaRT BIZiE, BREUTKT 585 CLI C. sftunnd-status-brief
a~ 2 REANLET, sftunnd-status 2 LT, KV geeEmsFrd528HT
=F7,

Z RO O N HZRITR LES, 7 Fy 20 [HEk] FRe—he—
MERPFR RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

. 1) £ — b Threat Defense |Z & % Management Center O &
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Last disconnect reason : Both control and event channel connections with peer went
down

Ty TIREOEREO MNP Z TR LET, BT Fypbban—bE— MFRNEREN
/Cl/\jz‘a—o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J FHRDO KT

BB 554 CLI ©, & HLE X O Management Center 7 7 ¥ A 5T —X% 4 X —T =
AADRy MU=V REERRLET,

show network

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

=============== Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

1) E— b Threat Defense = & % Management Center O & .
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B s s—orrzxcoemEEGEO ST A—F 100
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration Manual
Address : 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

Management Center ~® Threat Defense D& §xDHEED

BBk 2B CLI C, Management Center BN 5E T L2 Z L 2R LET, ZD=
~ 2 RE, BEEROBUED AT —F A2 FRT 55D T RN Z

AN

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed

WCHEBELTLEE

>

M anagement Center |Z ping 9%

BEICHT 205 CLI T, koa~y FEfALT, 7= A v F—7 =1 Zinb
Management Center |Z ping L ¥ 77,

ping fmc_ip
BBk T BB CLI T, RO a2~y REHEHALT, B AL —T oA ADD

Management Center |~ ping L £9°, Zi#t, Ny 77— N LT —H A ¥ —T =
A RIN—T 4 T SNET,

ping system fmc_ip

Threat Defense NERA V2 —T A R TD/NT Y bDF ¥ TF v
BB HKTT BB CLI T, Wi Sy 7 FL—r A v H—T7 = A A (nlp_int_tap) T/37 v
FaeXxy7F v LT, FEAT Y PRFEINTWDNE I D EHRLET,
capture nameinterface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

NEBA VB —TITARADAT—R R, #fet. BLUNNTry FIORER
BT 5B CLI T, Wiy 7 7 L—r oA X —7 A A (nlp_int_tap)
BHREZRLTIIZI,

show inter ace detail

(ZBE9 %

> show interface detail

[...]
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Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 >0 & NAT OWESR

output flow control is unsupported

B KTT A5 CLI T, 57 4/L hb— bk (S*) BBMERTWDHZ L, BIOEH

A B —T7xA A (nlp_int tap) [ZNEE NAT V— L FAETH Z AR LET,

show route

> show route

Codes: L - local, C - connected, S -

D - EIGRP, EX - EIGRP external,

static, R - RIP, M - mobile,
O - OSPF, IA - OSPF inter a

B - BGP
rea

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

U - per-user
+ - replicat

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

1) E— b Threat Defense = & % Management Center O & .
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> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 _ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

wKDavy FEBRLT, OTXTORENFET LI LEERALET, ZhbDax

> FDZ% <X, Management Center @ [7 /34 A (Devices) |>[7 734 AL (Device

Management) ]>[7 /34 A (Device) ]>[®# (Management) ]>[FMC7T 7 & X DFEH
(FMC Access Details) ]>[CLIH /) (CLIOutput) | <—Y CTHHERTE 7,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHFMN Y L= E > M EFERT S
BRI S5 CLL C, DDNS QBRI L7z E 5 hE iR L E T,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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Management Center D #EfEAN KON IHEEDHBEOO—/L/NY Y .

DDNS: IDB SB total = 0

FHNZ R L2 85A1%. debughttp =~ K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN R L7235/ 1E, — FFEHENRT SA R VA F—L SN TWD Z & & HERR
LET,

show crypto ca certificates trustpoint_name

DDNS OEEZ MR T 5121 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center 045 7 7 A4 JLDFER
https://cisco.com/go/fme-reg-error &M L T 720,

Management Center DEFEN KON -IGEDERD O—IL/NY D

Management Center C & BUZxIT D5 OF —2 A v Z—T oA AZEHL, *y NU—T$
fElC 289 5 Management Center 2 D DRERK O E L A BT 2856, BEUCKHT 2B OREAL
BB LB — Ny 7 LT, B RAE I CEET, 20%, Xy hU—7
BEGE DS HERF X415 K 9 12 Management Center THERKX EX TR L CHER T 9, m—n Ry
JHERBIL, BN KDL TV RWESTHHEHTE, 2O N F7 7y a—T 0 7 ORELS
THHEHTEET,

RDOHTA RT7A4 2L TIIZEN,

« FIEI DR DI BT 50 Co—h I TEEd, S SICUEToRERIC e —
ARy IFTHZ LT TEERAL

e =Ny 7 SR AL T ALY T OEATEYR— SN THER A,

e 2 —/L 3N 7%, ManagementCenter Cax & C& HFERICOAEEL T, L& 2L, v—
NSy Z0%, BB 2B CLI TOARETE DHMERA & —7 = A A B
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> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:
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System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
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