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REMHLET, RBEIIELT, X=YD FEICH D [T /351 ADFREL A ¥ v 7 (Skipdevice
setup) |27 Vw7 LTy b7 v 7 U4 —REAFZy I TEET,

Ty Ty T4 F—REFETTHE, WEA ¥ —7 = A A (Ethernetl/2~1/8 (VLANI O
AA vy FHR—NR) ) OF 7 /L FEREIZNZ T, Management Center DEFIRIZEIY Bz 5 & &
IZHERF SN D AN (Bthernetl/1) A ¥ —7 = A AbRETETET,

a) AEA L H—T 2 A ABLOEHEA v —T 2 A ZTH LTROA TV 2 v EFEEL, K
~ (Next) 1%2 U v LET,

1. [PMBA 2 —T7 A AT KL A (Outside Interface Address) ]— Z DA X —7 = A A
TEHEA =y P = VA THY, vFX V¥ T/ EA A F—T = A
ELTHEHSINDGEERH Y £3, 7541 ZAOHERERFIZRIDOINEA 2 —T = A
AGBRT D LIITEERA, BHDOT —Z A F—T A ZABT 7 /v DI
AV HE—T A ATT,

YRRV T 7 BRSNS (RTENE) L3RR A =T A AT 5%
BlE By Ty U4 - FORTRICFH TRET 2LERHY £,

[IPv4DFRE (ConfigureIPv4) |: A > 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEHATA, FREFETRAY T 47 IPT RLA, 7 Xy h~wRA7 BLW
TF—=br7 A B ANNTEET, 47 (Off) |ZRIRL T, IPvd7 FLAZERE LR
EVWOBEIRELHVET, By N7 v 4= REMEH L TCPPPOEZRXET H Z &
ICTEERFA, AV F =T ANRDSLET L, F—T)NETT A, £72IT ISP ~Dfth
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ATvT3

b)

d)
e)

Device Manager % {f ff L 7= Threat Defense DR EDT T .

DR SN TERBY, ISP A PPPOE A L CTIP 7 KL A &AL TW A A
IZ. PPPOE XL B BEAENRH Y £, V4P — FD5E THICPPPoE Z#i% ETX £
j—o

[IPv6DRE (ConfigureIPv6) |: SMifA > 2 —7 = A AHDIPv6 7 KL A9, DHCP
EEATL, FRETFEHTRAZT 4 v 7 IPT RLVA, L7407 A B —
Ny =A % ASITEET, [A7 (Off) 1ZBIRL T, IPV67 RLAZEE LRV EW
IR L H Y FT,

2. [BEAS 42— x4 R (Management Interface) |

CLI TR EZFAT LI HA, BHA VA —T oA AOFREITEREINEEA, &
AL H—T oA ZADIPT RLADHKREIX, By v T v 774 F—RiZE&Eh T\
WZLICHEBELTLEEY, BHIPT FLADOHKREIZHOWTIE., 2773 (15
=) | AL TLES N,

[DNSH—/3— (DNS Servers) |: 77 A 7 VA —/VOEEA ¥ —7 = A AD DNS

Y= R—T9, LIRS EODNS — D7 KL AEZ AN LET, T 74
JL M X OpenDNS /X7 Y 7 DNS —/NCF, 74— /L REREL, T 7 4/L MR
L7=W5A1E, [OpenDNSE ] (Use OpenDNS) 1% 27V v 7 95&, 74— RIZ
WEI72 P 7 RLAR Y m— RILETd,

[Z77A T U4 —/KA N4 (FirewallHostname) ]: 7 7 A4 7 U4 —/LVOERA X —
Tz A ADKRANLTT,

[RFZIE%E (NTP)  (Time Setting (NTP)) ] Z&E L., [IR~ (Next) 127 Vv 7 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — U EBERLET,

2. [NTPX A LH—,% (NTP Time Server) |: 7 7 # /b h®D NTP H— &M 4255, i
HLTWAONTPH—DT RLAZFEBTANTLI0ZBRLET, Ny 27T v 7 H
WZEH O — " EBMTEET,

BRI 90 H M ORI 2 BAA  (Start 90 day evaluation period without registration) |
IR ET,

Threat Defense % Smart Software Manager [Z 58k L2 TL SV, TXTD T A 2 A
Management Center T TS AVE T,

(¥ 7T (Finish) 1227V > 27 LET,

[7Z 7 F&EEL (Cloud Management) |E 721X [ A% > F7 v (Standalone) | %Zi&ERNT 5 X
IR B E T, Management Center DEFERIZDWNTIE, [AF¥ > K7 1> (Standalone) |
ZERL TG, [Gotlt (THE) ] 2R ET,

(MEELT) BHEA X —T = AOBHMIPT RLAZFELET, [T/34 A (Device) |
BBINL, [V AT LRE (System Settings) ]>[&BA % —7 = A A (Management Interface) ]
Vo 7ONRIZZ U v 7 LET,

Iy NT—ZIZDHCP —R_R—NFE L WGE0 v VRMETEHIIP 7 RV AZERET
ABEET. TIAN I — R VoA b F—Z A X —T 2 A ATIIHRL —BDOF— 7112
HELTLZEV, DHCP 3 2561%, MbRETHIXLEEXH Y HA,
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATvT4

ATy TH

ATvT6

SBETIINELSND A o Z—T = A 2B ELBINDA o F—T7 oA AZRET 25T [T
/NA A (Device) | BN L, [/ > ¥ —T =4 A (Interface) | DY~V —IZHBV 7 %7
Uy 7 LET,

Device Manager (2372 A % —7 = A ADOFREDFEMIT OV TIL,  Device Manager T?D
T AT VA —VORE (130°—) | ZBH LTSV, Management Center |27 /34 A
BBET 5 & Device Manager DLOFREIFRFFSNER A,

[T/31 R (Device) | >[ R T LERE (Sysem Settings) |>[FREE (Central Management) ]
DONAIZEIR L, [#i1T (Proceed) 1 %2 U »~ L T Management Center DE LA FEE L £ 77,

[Management Center/CDO®ME£#H (Management Center/CDO Details) | ##% & L 7,

[l CiscoFirepower1010 24—+ 7 v FH 4 K



I Management Center C O Threat Defense @ &

Device Manager % L 7= Threat Defense D #IHAEXEDTE T .

3: Management Center/CDO 0 F£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

Cisco Firepower 1010 22— +7 v T4 K [}
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T17

ATvT8

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

BITE10 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESLT H12iF, D7e<Th 1
BLLEDT N4 A (Management Center & 72 % Threat Defense 7 734 &) (ZE|ZEFEZR IP
7 RUADBLEETT,

b) [TV (Yes) 1 2R L7Z5A1E, EBEUH—/ICDODKRR RE/NPF7 RLAZANLE
@—O
¢) Management Center/CDO &8k ¥X— % EL 7

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

d) [NATID] #fREL 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8& L £,
b) [DNSH#—,3—7L—=7 (DNS Server Group) | #fiE L ET,

BEFED T N—T 28N 50, LW N—T%2ERLET, T 74/ D DNS 71—
71 CiscoUmbrellaDNSServer Group & IE(E41, OpenDNS H— S—RNE FE v E T,

¢) [Management Center/CDO7 7 A4 % —TJ x4 X (Management Center/CDO Access
Interface) JIZ oW TIL, [ F (management) ] 23R L FJ,

[#%#%¢ (Connect) 1% 7 U 7 LET, [BEFAT—H X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y HRZ (2T HBED AT — X ANRERINET,
[Management Center/CDOZ & E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center (BB L T7 7 A4 7 U4 —/L&2BIMLET,

Management Center ~DU) VW B x % &% ¥ /T 5541%, [B#DO X v /L (Cancel
Registration) 127 U v 7 L£T, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N%E T+ 5 £ T
DeviceManager D7 7 UHD 4 RUZ LT 72, LGS, 7t R E—KHsE
1t L. Device Manager (ZF-#6E L7256 DA SV E T,

[Management Center/CDOZ %35 E D1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (286t L7 £ £ICT 5546, £ D% [Management

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

Center £1=IECDO & M IEE#HESE (Successful Connection with Management Center or CDO) ] 4
AT TIRy7 APRER S, Device Manager 2> LYW S v E T,

X 4: EE#ES

Registration Status

~afi1l Cannartinn with the
sstul Connection wit £

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration , or
CDO configuration guide [ to configure your device.

CLI Z{#FH L 7= Threat Defense #)EARENDEITDET

AT v I

Ty N7y TU4 P —REMALT, BHIPT FLA, F—hUxA, BLOZOMOIER
Xy PI—UBEERATVET, GFHOEHA L F—T A 2T, MAOXR Y MU — I RELFF
ORFRIRA =T 2 A ATT, 6.TURE : v =T % T 7 B RITEHA L —T oA A %AH
MLanGaid, AbVICCLU 2L TTF =4 A 2 =T = A=RETEET, £,
Management Center {5 D% E # 17V £ 9, Device Manager (7.1 LAF%) ZfEH L CHI#i& > b
Ty TwaFTTLL, BHA LI =T 2 A ABIOI R =¥ T VAL =T = A ADiX
ENTN AT, EEDT- DI Management Center (28] 0 5 2 72 & Z(Z, Device Manager T5% | L
T RXRCOA U E—T oA ARENRFFSNET, 778X ar be—L KU =722 E0fh
DT 7 4V PREFHRFF SRV LITERELTIE SN,

FIE

A — VIR — S, FRITEHEHA X —T = A A~D SSH #{#i ] L T. Threat Defense
CLICES LET, T 74/ N TDHCP Y —"—M5IPT FLADNEREESHET, Xy hU—
JREEERTLHIELIL, OIS n2 Nk olicary Y — R — N2 EHT L2 L 2R L E
T,

2 —)LiR— FX FXOS CLI 28562 L £9°, SSH & v 3 3 »i% Threat Defense CLI |2 [E 542
e LET,

2Fw T2 2—HF—4 admin BLUOZAT — K Admin123 e /4 > LET,

Cisco Firepower 1010 22— +7 v T4 K [}
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T3

ATy T4

a2V —)LAR— F TFXOSCLIICH R L £, WO TEX0SIZr /A Lz &iE, NAU—

REERETHEIROBNET, ZD/RATU— KL, SSH ® Threat Defense = 7 A 2 4

SnET,

GE) MRAT—=RFRTTIZELEINTNT, NAT—= KRN LRWERIE, T3 A&HA
A= ML L TRAT—=RET 73V MV By T2 ERH Y 3, A A—LD
FINEIZDOWTIZ, FXOSD RTINSy a—F 4 7 A RESR LTSN,

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

oY —)LiR— T FXOS 12855 L 7-3545 1%, Threat Defense CLI (ZH5%E L £9°,
connect ftd

1 -

firepower# connect ftd
>

ThreatDefense (ZH]D T /A FT5HL, = Ra—%—F 4k 28K (EULA) IZREL
SSHEEHG A L CW A AL, BHE ARV —=RE2EFETLZLIICROONET, TOH#
CLIty b7 v 7RI VT BERENET,

GE) BEZZ VT (TeezlE, A A—VEBERTHZEICLY) LARWnED | CLIty
774 P = RE@OIRTZ LI TEEEA, 2L, TRHLORETXTE, #%
7»5 CLI T configurenetwork =t~ & R&ffEf] L TAE T& £7, Cisco Secure Firewall
Threat Defense =7~ > KU 7 7 LU ZZZHL T 7E S0,

T 7 4V MEETZIZLRNC AT LTEER A v aNIicEz R EnET, LA LicEs 0 E
FHAT AL, Enter 2 L £97,

WDHTA RTA4 2B L TLIEIN,

o [IPv4% 3 E LET 5?2 (Do you want to configure IPv4?) 1. [IPv6%i%E L £ 32?2 (Do you
want to configure IPv6?) |: ZNHDX A T DT RLADLREH 1Dy EZ AN LE
T IRxy FU—ZEM] B v a VITRENTWD Ty VEAOHITIE, V= =A
DWERA % —7 = A AT DHCP h— =R FEFLE TSN TV RN, #IP 7 FL
AaBELET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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| Management Center O Threat Defense O &

CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

EBAVE—TIARADIPVAT IANLN T — b I A ZARELIIEBSA V8 —T 14
ADIPV6T— DA EAH : B v U —2 TManagement 1/1 D7 — 7 = A IPT
FLRAZRELES., TRy hU—=7DOEA] DI _réﬂfwéi/v%%®mf
WA 2 =T oA RFEH T — b oA & L THREL £, ﬁm\7W%?I4W
7va%5%®W%4V&—7:4x97va_ﬁﬁTéz%#%DiT %®T
Management Center Z ] L THHELIP 7 L AZ R ET 54BN H VY £9°, data-interfaces
% EIL, U E— I Management Center & 72 |% Device Manager & EEIZ DA S E 7,

e 3y FI—ORBHRALERESINSEIBEHRENUE  SSHTHER L TWHDIZ, #idtE v

N7y TCEDIP T RVAZERTH &, BB tlfrsivEd, HrLWIP 7 R R &N
AU— RTHEER LT E, oY — i B2 £8 A,

s [TNA A — )V TEELL £7 72 (Manage the device locally?) ] : Management Center %

1 :

S 2121% Tno) ZANILET, yes& AJ)T 2 & 0V IZ Device Manager % {7
é — (E \—71;& D i—a—o

[ TFAT VA —IVE— RERELETH (Configure firewallmode?) |: FIHIRETT 7 A
TUA—INE—RERETDHI EaBED LET, WIIRERIZZ 7 A T U+ —/LE—F
EEETLHE, Efiar7 o Xab—varMEHESnET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

-]

[..

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z @ Threat Defense % & #9"% Management Center % 7€ L £7°,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 N L ZAf5E TE e WIGA L,
DONTRESOLVE #fif L £4, £7=. natid bfEE L £3, WD SSL K =5{bi@(E
F v XN E2EDT A AL T D11, D7 TH1RUEDT /31 2 (Management

Center ¥ 7-1% Threat Defense ) ([ZEZFEA[RE/RIP 7 RL ARMKETY, ZDa~vw RT

DONTRESOLVE Z{8E T A I121%. BEFRIRE/RIP 7 K L A E 721373 A b4 25 Threat Defense

@CJZ\E'C“?—O

« reg_key : Threat Defense % %§%9 % & X |Z Management Center CHIFET DIER DT ¥
A DBERF—ZRELET, BEX—1X37 XFUTICTHILERH Y £9, BT

WZIE, 35T (A~Z, a~z, 0~9) | BXUNA 7> () Endbv T,

enat_id : —FOMTEIEWRER IP 7 L AL /2ITHR A FADBEE SN TORWIGAIE,
Threat Defense % %#k 3% & % |Z Management Center (Z HFEET HDIEEDO—BED T X A A

LFHNEfRELET, ZOLFH)IEL, Management Center 2 DONTRESOLVE |23 E

L7z

BECMIETT, NATID (Z37 XL FICT LN H Y £9, ARRILFITIT, 5T
(A~Z, a~z, 0~9) . BLUNA 7 (1) Z2ERHY £7, ZDIDIL, Management

Center (28T DMMDT S, AIIEA T FHA,

51
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Management Center~D 05’ 1 > .

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ADEHIZH H551E, WROFINIRZT L ST, —ED NAT
ID & & HITEEEF—Z2 AL, A MO DI DONTRESOLVE ##67E L £,

&1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7734 ZADERIZH L5 81F, ROFUIRT L IIC, —EDONATID &
& $ 1T Management Center [P 7 R LU A E 72 1IAR A M2 AN LET,

51 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U+ —/L &2 B ek L £,

Management Center~D 0% A >

ATy T

ATy T2
ATvT3

Management Center % {# f] L T, Threat Defense % i E3 L O L £,

FIE

PR=—FSINTWDLT T UHFEMEH LT, WO URL Z AN LET,
https://fmc_ip_address

2P RRT—REANLET,
[mZ A4 (Logln) 1227V vyZ7 LET,

Management Center D 5 1 t > XA D ES

T _XTDT A XX, Management Center |2 & > C Bk D5 12t s E 3, kD
TA B AZMATEET,

» Essentials (#ZEH) Essentials 71 & A,

cIPS: X2 UT 4 AT UV xR E KA IPS
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. Management Center ® 5 1 2 > X DEF

I T TR - ~ T = T
*URL Z4)LB YT :URL 74 V2 Y
» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client

VPN D7~

VAT A ADEIZOWTIEFE L <X, cisco.com/go/licensingguide 2 L T < 72Xy,

Ia s BRI
* Smart Software Manager ® 7 71 7 > h BHLEETT,
FEETHT U NEBRELTRWERIE, V7% 27 )y 7 LTHLWT I REREL
TL 72 &V, Smart Software Manager Tl ffkDO T 7 R &EAERRCTE £,

s (W=7 I7A4 T AT T 7 EFERALTHEMMEEIND) WiEEEHTICIX. ZHFEHO
Aw—hN VT oxT TARVUT T UL MTHAZRRES{t (3DES/AES) 714 &
VAR TE ANENH Y 9,

FIE

ATYT1 BENDODAY—F TRV T TAT L M, RERIABCAREENTND I LA
BLTLEEN,
TABRT, VAT EFWMENRBE NS T AL Z WA LRI, Av— Y7 U =T
TAR T T M) 7 SRTWET, 7220, B TIA B AEBNT 20
D& DA 1, Cisco Commerce Workspace C [N THiZE (Search All) 17 4 —/LV R&EMH L
£

B5: 54 XE%*R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFRN G, (B &Y — 1 A (Products and Services) | Z 3R L 77,

6:HR
e All Results
T Orders 6
[* Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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Management Center ~ Threat Defense 0 % £ .

DI AL APID ¥R LET,
GE) PID BREONS WAL, X FETPID 2BMTX 97,

«IPS, v LU =T Hl, BLURL 74 2 ADOMAEDHE
* L-FPR1010T-TMC=
EFEDOPID DWFNNEENTIBEMT 5 & IROWFT D PIDIIET 2 IR ~—2 D
Y TAT Y g RN TEET,
« L-FPR1010T-TMC-1Y
« L-FPR1010T-TMC-3Y
« L-FPR1010T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T E 0,

RT9T2 FEZRELTORWESIE, A~v— K 7417 % —/3—|Z Management Center % %56k L
i‘j‘o

ek AAT 9121%, Smart Software Manager CH sk b — 727 VA BT D MERH Y 9, FEMIR
FNEIZ-DUTIE, Cisco Secure Firewall Management Center 7 KX =A hb—Y a3 > A N&H
L TSIZEN,

Management Center ~0) Threat Defense M & %

TNAADIP T RUANKRA MMyZEH LT, F8#)T Threat Defense 4 Management Center |Z
BEkLET,

58 HHEIIZ

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /31 A& (Device Management) | DJIEIZ
IR L ET,
ATv 72 B (Add) | Fey X0y URRNL, [T34 20BN (Add Device) | 28R L £,

ERBRX—HFANT 7L P TRBIREN TV ET,
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. Management Center ~ @ Threat Defense 0 & £k

7: BRI —EFERALET/A ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

WDINT A =R EBELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense M IP 7 KL AR A b4 & A L %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L7-%

B, ZOT7 4=V REZEOFFIZLTEBL ZERNTEET,
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Management Center ~ (D Threat Defense 0 % §% .

GE) HA BREZCiL. M5 Management Center 73 NAT OERIZHDHE. 774~
Management Center D75 A | 1P & 721344 /72 L C Threat Defense % 5§k CTX 97,
7272 L. Threat Defense % &% >4 U Management Center |2 %%k % 21X, Threat
Defense D IP 7 RLUANKRA M ETRET D MENH Y £7,

[ =4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%%— (Registration key) ] : Threat Defense DI FIDOFHE THE L1=H D & [F Uk
F—x2ANLET,

s [KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCHWAEAIL. TXAM A% —T7 K
AATEHID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—7 28D Y CE
R

s [T7®AzZY bu—/LKR Y T — (Access Control Policy) | : #IH#IAR Y > — %@L £7,
FHTEZMLERD DL Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELEELELTCRNT 74 v 7 ZFFA[T
HZEWTEET, HENLIE~D T T ¢ v 7 DOFFR] (41 ~—2) | ZBRLT
<TEEW,

B8:#HLLVKRY >—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
WA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V b tX=2T7 27747 N VE—FTI7EAVPND T
A B AZEHATEET,
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B aswnexras Ry o—omE

* [~EONATID (Unique NAT ID) ] : Threat Defense DHE#IDiRE CTHE L7z NATID % &
E l./ \i j—O

s [’ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFALET, 2O T a U EAMIL TIPSO Snort 72 EDA X "3 U H—& i
THalE. T ABRRER E LTA XY M AZ T =25 E X v N7 — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MER T 23 Management
Center [ZIXE &4, N7y MTF—HZITEEINLET A,

AT9 73 [BE Register) |27V v 7 L, EFICEEINZZ LR LET,

BERNRINTH L, T AN A2 MaBEmanEzd, RIRLEGSIZ, =9 —A v&—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHZHER LT 7Z IV,

» ping : Threat Defense CLIIZ 7 7 A L, kD a~< > R&fH L T Management Center IP 7
KU A~ ping ZFAT L ET,

ping system ip_address

ping 23N L 72V A0E, shownetwork 2~ > REMH L CTxry NU— 7 REL MR L F
9", Threat Defense ZHEIP 7 KL A2 H 95 (21%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J ¥ Management Center IP 7 K LA : [l 5 DT /A A TR Uk
F—ZHHL TSI 2R L, FHLTWAEAIENATID 2H L TW5 Z & &k
7 LE7, configuremanager add =~ > RZ i L T, Threat Defense TXkF — & NAT
IDZFKETHIENTEET,

NTZ TN a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fme-reg-error Z ZH L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—T = A AT DHCP i L F7,

*DHCPH—/"—: 7 A7 FOREA »#—7 = A ATDHCP Y —"—ZfEH L £,
T 7 AN R — K AN A =T 2 A ZAENLTT 74V Mb— FEBIMLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI A~D ST 7 v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DI, ROF AT ZFTLET,
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AV8—T 14 RADEE .

(| A F =7 = ZDFE (29 =)

(5 |DHCP #—_—0DFE (34 ~—Y)

;:’/3\] T 7 4V hb— hoBEIM (35 =)

(4) |NAT OFGE (37 ~—Y)

(B) | HEBIBAEA~D £ 57 1 v s DT (41 ~—D)

(6) |BEDEM (42<—) .

A3 =4 ADHE

WIWIEX E T Device Manager T 2 &, LN DA & —7 = 4 ANFERTHRESNET,
e A —H % h 1L HE] . DHCP 226D IP 7 KL A, IPv6 HENERIE
« VLAN1 : [PN¥EB) . 192.168.95.1/24

«F 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHS

Management Center (2883 5 HijlZ Device Manager N CIBIND A > % —7 = A A[EH DORE %
FAT LIS 6 . TOREIIRFSNET,

WTHUZLTH, TS ADOEERITIENDA 2 —T 2 A ARELZFITTHLENL Y F
T AU H—T 2 ADHFEFREZIT> TWORWEAIL, WA A »F AR — I VLANL A >~
H—T A A&BNTEILERDHY ET, BMOBRETIE, REISCTASL vTFHR— %
T7AT TN A B =T AIEWWL, A F—T oA RtEX2 YT 4 —I2HID
BCC, IPT RLAEZEHLLET,

WOBHITIL, DHCPIC LD AZT 4 v /T L AL NL—T v RE—RDOHHA X —T = A A
A L (Ethernetl/l) . V—7 v RE—RKONEA X —7 A A (VLAN1) ZHTLF
7,

FIE

RATY 1 [T/AL R (Devices) 1> [T/ 1 AEHE (Device Management) | ZiRIR L, T /31 A[fRtk

(Edit) 1 (#£) 22U v 27 LET,

AT T2 [A % —7=xAA (Interfaces) | %27 U7 LET,
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B s—ozrzoux

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

ATv T3 (EE) [AA vTFAHR—bF (SwitchPort) |FIODATGTA X% V7 LTAAL v FHR—K (f—
P £ b12~1/8) DWFTNNDAAL v FR—bE— REENTH L, HB) () LFRE
ET,

ATy Tl AL v FR— b2 LET,
[&f% (General) | N— Y NFERINET,

a) AA v FR—LOMFE (Bdit) | (£) 227V v 27 LET,

Edit Physical Interface ?x
Hardware Configuration
Interface ID: Ethernet1/2 Enabled
Description:
Port Mode: Access &
VLAN ID: 1 (1 -4070)
Protected: o
oK Cancel

b) [A%) (Enabled) | F=v 7Ry 7 2A%2F NI LT, A F—T A Z2HMELET,

¢) (EE) VLANIDAZZHELET, 74/ Il T, RIC, ZOIDIZ—ET % VLAN
A H—=T A AZBMLET,

d [OK]%7 Vv LET,

ATYTE NEEVLAN A V' Z—7 = A Z&BMLET,

a) [4v8—T7 4 ADEM (Addinterfaces) ]>[VLANA 42— x4 X (VLANInterface) ]
Vv LET,
[2fiX (General) | X—UWERINET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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b)

<)
d)
e)

AUB—T 14 RADHETE .

Add VLAN Interface ? X
T8 IPva IPv6  Advanced
Name: inside Enabled
Description:
Mode: None i
Security Zone: inside_zone 7
MTU: 1500 REE
VLAN ID *: 1 (1 - 4070)
Disable Forwarding on MNone hd
Interface Vlan:
Associated Interface Port Mode
QK Cancel

48 LT E TO [4HT (Name) 1 Z AN LET,
ez AV —T x4 AT insde &£\ S A4FTEITES,

(%) (Bnabled) | F=v 27 Rv 2 %A LET,
[(E—F (Mode) J1EZ[7eL (Nome) JIZERELIZEEIZLET,

[E¥=UF 4 —> (SecurityZone) | Ky 7 X7 U A MMOEEFONTEX =2 7 ¢
V=BT 50 B (New) 1227 Vw7 LTHLWEXR2U T 0 Yy —&BIML
£7.

7=& 2, inddeE WIHARID Y — v BBIMLET, A X—T oA AE, EX=2U T+
= BLUOA =T 2 A AT N—T IR ETODMERBYES, A F—T xR
. 120X VT 4 —VIORETLHZ L, O X —T oA AT N—TIT
BTAZLHTEXET, V0 Fr3 /A —TICE SN TR 2 U T o R > —ZF@A L
F9, X WEA v —T oA AENEY — B0 YT, A —T A R
BN =TIV YTHZENTEET, ZOHAE. N7 7 4 v 7 BNEMHLINBICE
BTE2L0CT7 78 A 3 buo— L R U—ZBRETDHZ LT TEEIN, HE1D
NEIZENT CTIERETE EFH A, FEAEFORT =it Fa VT 4V =0 DOHYFER—
LTWET, NATRY >—, L7 4% K v— BLURQSKY —T, V—rF
T3 v —T oA AT N—T 2 EHTEET,

[VLANID] % 1 IZRRE L £,

TNV TIE, TR_XRTOAAL v FR—MIVLAN L ICRESNET, 22 TH® VLAN
ID &N 55 A1%, H LW VLANID DK A A v FiR— b ERETHLERNH Y 4,
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Management Center T 0 Threat Defense DB |
B s—ozrzoux

A B =T oA ABBRIF L2, VLANIDZER 5 Z LI TEEHA, T2 TOVLAN
ID X, FHESND VLAN ¥ 7 LBRENDA 2 —T7 =4 A ID Ol 5 TT,

g) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

s[IPv4]: Ry 7 X7 R NP [AXT 4 7IPEMHT 25 (Use Static IP) | i3
WL, IPT RLREF TRy N RTEAT v aRLTANLET,

7o & 21X, 192.168.1.56/24 & AL £,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHBERREDH AL [HEFEYTE (Autoconfiguration) | F = v 7 7R >
I AEF AT LET,
hy [OK]%7 U w2 LET,
ATy T 6 HEBHICAE T 5 Ethernetl/l D[Rt (Edit) 1 () 227V v 27 LET,
[&#% (General) | X—YNFREINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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AV8—T 14 RADEE .

GE) BET 7 EARAICIOA v E—T o2 AEERNCHELTWVWAEES, v X —T =1 R

b)

d)

f)

WX TIZARINIToNTEY, AMbET RLARENZETLTWET, Zhb0
HEARREITET LN TLEE, BH 95 &, Management Center O BEE#E )Y H 7
SNET, ZOWMETSH, BHFT 74y 7RV —DEF2 VT 4 =V ERETE
i‘j‘o

48 SLFETO [4HT (Name) | Z AT LET,

T 2iE, A F—T7xA AT Toutside] &9 ARTEAHTET,

[£%) (Enabled) ] F=v /Ry A&F A LET,

[E— K (Mode) 1iZ[72L (None) JICREL-FFIZLET,

[E¥ =2 VU7 4 —2 (SecurityZone) | KRy 7 XU R MDRLEEFOINTEF 2V T 4

V= mBRT 50 I (New) 1227V w7 LTHLWLWER=2U T4 Y — &8

e

7o & 21X, Toutside] EWOARIDY — L ZBMLET,
[IPv4] ¥ 7', [IPV6] ¥ 7, ETxli 04 7% 70 v 7 LET,

* [IPv4] : [DHCPOf#i [l (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP ZfEH L CTF 7 4 /v b /b— h Z K45 (Obtain default route using DHCP) ] :
DHCP #— "= bH7 744 b b— R &R LET,

« [DHCP/V— kA U » 7 (DHCProutemetric) ]: 7 RX=A b —7 47 5 1 A
BUREFEH LI — MCHID Y TET (1~255) . FELIEA— DT 7+
WEDT RI=A =T 47 T AL AT TT,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

s [IPv6] : A7 — M L ZAHBEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
I AkFNTLET,

[OK1 %27 U v Z LET,

AT9 T [RAF (Save) 127U v LET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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B oucry——omE

DHCP H—/\—DEXTE

7747 > N TDHCP 2 L CEBIUCKHT 2058 MO IP T RLAZRST L9127 55

A1, DHCP —"—&HFhz L £,

FIE

ATy T [T34 A (Devices) ]. [T 734 A& H (Device Management) | DJEIZEIR L, T34 ZAD [#w

£ (Edit) ] () 227V 2 L%+, >
A5 72 [DHCP] > [DHCPY—/3— (DHCP Server) ] #3&iR L %7,
9:DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP
—

DHCP Server

Ping Timeout

50
DHCP Relay
Lease Length
DDNS
3600
Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
Interface Address Pool Enable DHCP Server

+ Add

ATv T3 [H—n\— (Server) | ~— T, [{BM (Add) |22 Vv 27 LT, ROFTva v ERELE

R
10: H—/\—D3EM

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Fornti—roen [

c[f B —=T7x=AA (nterface) |: Ry FHX T YR NNbA 2 —T = A ZAZBINLE
j—O

«[7 KL A7 — L (Address Pool) ]: DHCP %— N—23MEH T2 IP 7 KL ADEK FAMD
BV OMOFMERELET, IP7T RLAOHFMIL, IR LA v F—T = ALFED
7%y N EICFETHAVNERHY, A VX —T A ZAAHFDIPT KL AZEDDHZ &
ITTEEEA,

« [DHCPY— "—% 095 (Enable DHCP Server) | : iR L7=A > % —7 = A A DHCP
A ek S ) | Nl D= S

ATy T4 [OK] &7V v 7 LET,
ATy TS5 [fRT7F (Save) |27 U w27 LET,

—

&M

T4 MIL— FDEN

T 7 4V b b— NMEEE, SNA X —T oA ADGEIFERRERT v A N — A V— X B
LR LET, IMBA > 2 —7 = A RAZDHCP ZEHT 254515, 7 /3 ABTTIZT 7 4/ K
N— M & E LTV AMH ﬁ#%@iﬁo%@T»—%%ﬁ%f@ﬁ%#%éﬁAi\&®$
JIEZ 54T L EF, DHCP H— =57 7 4L hb— 25 LG AIE, [THAM R
(Devices) 1> [T/\4 RAEH (DeviceManagement) | >[/L—T « >4 (Routing) ]1>[A#%
T4 v I)L— bk (SaticRoute) |“X—® [IPvd4/L— bk (IPv4Routes) | F 721 [IPv6/L— K (IPv6
Routes) | 7 — 7 /WZEREINET,

FIE

[7 /34 A (Devices) |. [T 31 A& H (Device Management) | DJEIZER L, 7 /31 2D [##&
£ (Edit) ] () 227V vs7LET, >

ATv 72 [Ib—TFT 4% (Routing) 1>[#KIJL— b (Static Routes) ]Z L F,

Cisco Firepower 1010 22— +7 v 744 K ||}
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B o1 r—roem

11: 88—

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global v Leaked from

Virtual Router Properties ¥ IPv4 Routes
ECMP
BFD

¥ IPv6 Routes
OSPF

Routing

Static Route

¥ Multicast Routing

ATv 73 [JL—hr%EM (Addroute) 1 %27 U » 27 LT, ROLHITHELET,
X 12:589)L— MEMNDHRE

Add Static Route Configuration (7]
|
Type: ® IPva IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
default-gateway v | 4+
Metric:
1
(1 - 254)
Tunneled: {Used only for default Route}

Route Tracking:

v |+

|. Cancel

Metric

Tracked

~+ Add Route

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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NAT D% 5E .

(XA T (Type) 1: BINTDHAXT 47— DX A 7IGH U T, [IPv4] F 721X [IPv6]
FFarREZo BT Y v LET,

s[f v H#—7 x4 (Interface) |: /1A v X —7 = A4 ARV E, BEITINLA
H—T A ATT,

« fEMATREZ2 %~ R U — 72 (Available Network) ] : IPv4 7 7 4 /L f/b— kDA [any-ipv4]
BN L, IPVv6 7 7 4 /L b Jb— b DA [any-ipv6] 23R L, B (Add) 12727V v
7 LTCHBIN L%y hTU—7 (Selected Network) |1V A MZBEI S ET,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRY T TCHLT =72 A NV—=F 2 ANETERLET, IPT FLAXZIEIR Y
NT—J /A NET V=7 NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,
ATFv T4 [OK]ZZ7 Vv 7 LET,
N— b BAZT 4 I N— T =T TBMENE T,
ATw TS5 [1FE (Save) 1227V v LET,

NAT D% E

— B 72 NAT V— L Clid, WET RV RAEINTA > H—T 2 A ADIP T KL ADKR— MIE
WLFET, ZOXALTONATNV—NDI LA X —T A AR— KT FLAZEH (PAT)
EIENET,

FIE

RAT9T1 [TINA4 R (Devices) |>[NAT] %27 U v 7 L, [#H LUK > — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

ATV T2 RV —ICARTEMT, KU —2@HT 5710 A& L., [R{F (Save) 127 Vw7 L
£
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13: 3 LLKRY o—
New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 u

=3

AU 2 —7% Management Center |ZIBM S ET, Gl&kE, N —Ib— 28B4 5058
NdHYET,
14:NAT K1) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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NAT D% 5E .

15: EXKIL—ILDAF T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT >7 (Dynamic) | ZE#IR L 7,

AT TS [A ¥ —TxA A4 7Y xZ b (Interface objects) |X—C, [HHARERA ¥ —T =1 A
47 =7 K~ (Available Interface Objects) | fHIK O [56dcA v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

16: 48 —TA R AT b+

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a rERELET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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[l Cisco Firepower 1010 2 4 — + 7 v 74 K

17: v5 AL—Y3 Y

Add NAT Rule

NAT Rule:

Auto NAT Rule
Type:

Dynamic

Interface Objects Translation

Original Packet

Original Source:*

all-ipv4

PAT Pool

Advanced

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

- [FEDE{ET (Original Source) |: Add (T %27 ) v 7 LT, +_COIPv4 FF7 1 v
7 (0000000 DXy hD—sF T V= FEBEINLET,

1B:FLWRY FT—0AFTOx Y b+

New Network Object

Name

" all-ipva

Description

Network

) Host Range

e NMNetwork

[ 0.0.0.0/0

| Allow Overrides

FQDN

Cancel Save

GE) HEINATL—/UIA TVl FEZD—EE LTNAT 2B+ 2720, VAT A
EFOany-ipvd 47V =7 FEFHATLZ LIETEERA, T2, VAT LAERD
FTV el NeRET DI EITTEERA,

o [ZEHaF A DPEEIE (Translated Source) | : [5856A1 > ¥ —7 = A AIP (Destination Interface

IP) ] 2R L £,




I Management Center T () Threat Defense 0 & FH
w0 +57 ¢ v oo

ATy FT [RAF (Save) 1227V v 7 LTL—EBINLET,
=L b—/b (Rules) | 7 —7 MRS ET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD F T 4 v U DFFFA]

BT D00 2 Rgk LIz L X, BARD [TRXTONTI 74 v 7 %7y 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =2 ELTELAE. T A 2@RT25 877 1
T HEHFA[T DDA = — NV E BT H2LERHY £9, ROFIETIZ, N —>
MO = ~D T T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W2 Ry NT—=T~DNTF T 4w I BFFA[THL— N EZBIML T ZEN,

FIE

ATYF1 [RY— (Policy) |. [T 7 BAKRY I — (Access Policy) 1. [7 7 AR U 2 — (Access
Policy) ] DNAIZERIR L, BEUCHT A ICE VY TonTWAT 78X v hr—L R
U0 [#RE (Edit) ] () 2V vyrLEF, > >

RTw T2 [JL—ILEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
X 19:)L—)LDEM

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled ()
Insert | into Mandatory @ Intrusion Policy | None Fe File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object

NE | v 1 object

% wixAutomationZone

«[&81 (Name) | : O —/VIZARTEMFTET (72& 21X, indde-to-outside) .

« [EIRL1=FEIETT (Selected Sources) | : [V — (Zones) | HNERY — 2R L., [
{Exy—2%ENM (AddSourceZone) | #7 U v 7 L%,

[BIRLIFEEET T r— 3> (Sdected Destinations and Applications) ] : [V —Y
(Zones) | MBAMTY — U AR L, [FEE Y — 2 %IEM (Add Destination Zone) | % 7
Uy LET,

OB EITZEDEEICL TREET,

RATY T3 [Applyl 227 Vv LET,
L= Jb—/b (Rules) ] 7 — 7 /WIZIBME L ET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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ATy T4 [R1F (Save) 1227V v 27 LET,

5% TE O R B

REDEF & BRI 2 IR LET, BEEZRATIETIE. T4 A LETEDE
FLT 7T 4 7R F AL

FIE

ATy 1 HLEO[JER (Deploy) 1227V 27 LET,
X 20: BRI

Q €@ # @ adminv Ul sEcURE

AT 72 RERREBEOEEIT, HEDTNAADF = v IRy 7 A4\ LT[R (Deploy) 1% 7
Uo7 350, [TXTERM (DeployAll) 1227 Vv 7 LTTRXTOT A AZEBLET,
NS OEGET, BIMORBA T Y a U ERET D720, [EE72 R (Advanced Deploy) ]
Vv LET,
B 21: 9 X TERM

Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment iz

[l CiscoFirepower1010 24—+ 7 v FH 4 K



| Management Center T O Threat Defense O &R

Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

2:&ETRRA
1 device selected
lj [ Q_ Search using device name, user name, type, group of status | Deploy time: Estimate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status

> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 24 l Ready for Deployment

ATv T3 BEPKALIEZ AR LET, BEOAT —F RE2RFZTHITE, A=a2——0 [EH

(D

eploy) | RZ L OFMICH DT A 227V v LET,

H23:BART—5X

=]

|

Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

1 m 0 running 5 success 0 warnings 0 failures Filter

@

<]

@

) 1010-2 Deployment to device successful. 2m 13s
1010-3 Deployment to device successful. 2m 4s
1120-4 Deployment to device successful. 1m 45s
node1 Deployment to device successful. 1m 46s
node2 Deployment to device successful. 1m 45s

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw R4 A F—T x4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
WY AT LD NI TN a—TFT 4 THITVWET, CLITYy Y a v mb R —%RETDHZ
LITTEEYA, CLIIKIE, v Y — R R— MR L T 72 TEE T,

~Z

N

TNy a—T 4T DO FXOSCLIICT 7 ATE £,

GE)

F721%. ThreatDefense 7 /3 ADEFA L X —T =14 AIZSSH CEEE C&E£4, 2V —)b
vy var iy, SSHE v a T 7 4 /b b T Threat Defense CLI (2729 . connect
fxos 2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WAHEAE, B TT—H AL H—T 2 A LDT FLAIZERTEET, T—HF A H—T=A
ASNDSSHT 72 AXT 7 4/ h TEHIZ /> TET, ZOFIATIL, 77 4/ F TFX0S
CLI 7B ay V) — ViR— R T 7ROV THBLET,
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ATy

ATy T2

ATvT3

FIE

CLIIZr 7 A 3512, BHa v Ea—FE2ar Y —)LAR— ML ET, Firepower 1000
IZiX, USBAtoBT UT N r—TNANREBLTWET, ZHEHOAXL—FT 4 T VAT A
B USBY U TNV RTIANRELTA A =L LTLEEV, a2 Y —)biR—MNIT 7+
JU R TTFXOSCLLIZZR Y £9, ROV TIARELHHLET,

* 9600 7R —

87 —X Ew b

e NUT 4721

1 AFy7 EYEH
FXOSCLLIZHHe L £d, =—H—F admin &, ¥t > b7 v FRICRE LI AY— K%
EMLTCLIIZr 7 A LET (57740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 A L %1,
connect ftd

&1

firepower# connect ftd
>

a7 A %IC, CLI CEMAMRERa~ Y ROEFEREZMRT DI, hdp £T 2?22 AN LE
9, fERHJTIEIZ W T, [Cisco Secure Firewall Threat Defense =~ > KU 77 LU A &%
BLTIEIN,

Threat Defense CLI Z#& T34 5121%, exit £721% logout 2~ K& AN LET,

ZOa<wrRIZEY, FXOSCLI 7'u 7 MIRED £9, FXOS CLI TEHAaEZR 2~ RiZ
DNWTIEL, ?Z AN LTLEIN,

51

> exit
firepower#

[l CiscoFirepower1010 24—+ 7 v FH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Management Center O Threat Defense O &

274794 —LoERONE [

T27AT7 A= ILOEIREDUIB

VAT LEMEEYNCY vy N T H T ENEETY, BMICERT T V2R 35 &

BHRRT 7 ANV AT AOREEZGIERZTZER™HV ET, Nv 77T 70 FTIEEIZEHK
DT aEANFETINTEY, BT 7 7%k, BRZEOMLEDVTHE, 7747

VA=V AT LT L— AT NV yy NI TERNWI EERATEBN TSI,

Firepower 1010 3 ¥ — NZIFINBEIRA A ~ FI1ddH Y £ A, Management Center DT /A AE
ﬁm~v%ﬁmbffn4x® 572 B3 2 2> FXOS CLI 2l & £,

Management Center Z{FFH L= 714 7V +— LD EIRED LI

ATvT1
ATvT2
ATvT3
ATvT4

ATy TH
ATv 76

ATy 17

VAT LEMEYNCY vy N TH T ENEETY, BMICERT T S ARk EIRA
AYFEMLIEDVTDHE, BRI 7ANL AT LAOBEEABEEZT RV 4, Ny
7770y RTIEFIZEZEO T v ANFLTINTWT, R 7 72K EIRZ O
L0 d5E, 774 T I+ INET L —ATNI ¥y NETLUTERNWI LERZTBNT
<IE&EW,

Management Center Z ] L TV AT A& @O v v hH T TEET,

FIE

[T/84 R (Devices) |>[T/\f RAEIHE (Device Management) [&ER L £,
#5734 ZAOMICH S [#RE (Edit) | () 22V vr7 LET,

[T/34 & (Device) | ¥ 7 %27 Vw7 LET,

[ ZF L (System) | &2 2 a2 T[TNAADY ¥y &> (Shut Down Device) | (@)
7 U7 LET,

T INREREINTESL, TRAADYV Yy AT U EERLET,
AN T AT T IV L TWAERIX., 77 AT U+ — AN vy hE T
TRELEWLVAT AT u LT e —LFET, ROTua 7 MRERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

V=D ER L COWRWEEE, R30MfFo TV AT ANy MO LI b %
R LET,

VBEIZISCTER T 7 72Ty — VbR ERZ R0 AT 2 & TE £ T,
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B cucosrzxomrso

CLITOT/NA RADERA 7

ATy T

ATy T2

ATvT3

ATy T4

RDATY

FXOSCLI 25 &, VAT LAELZEIIV Yy AT L, T, ADERE A 7IZTE
F9, CLIITIX, 2> Y — bR — MIEERE L CT7 78 A2 LE9, Threat Defense 35 & O FXOS
CLI ~DT 7FA (43 %—Y) 2L T,

FIE

FXOS CLI C local-mgmt (Z#5#t L £77,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT Ry S " NeE=Z— LT, kOT a7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEIS U TBIR ST 72Ty — oI EBRZR AT Z e N TEET,

O

J

Threat Defense DX E Z #7793 D121, [Cisco Secure Firewall Threat Defense K& = X > MZ T
THAWCHAIBHEND Y 7 2T A= a D=2 TV EBR LT EEN,

Management Center O FIZBE 32 1HHIZ OV Tik,  [Cisco Secure Firewall Management Center
TN AT A K] BB LT EE0,

[l CiscoFirepower1010 24—+ 7 v FH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

==
=% =R

') & — b ThreatDefense [Z & 5 Management
Center 0D E B

CDEDOHRRE

ERTFREZR T R COT SV r—v g b~ —U XY BFRRT DR, w27 7V r—yay
LR =V 2o 575k 1=Y) 22U TSN, ZOEOHNAEIL, Management
Center TD ZHIZx3 BB ORERICEH I ET,

ZDOFETIE, FRAKIZH D Management Center % i F L C &Ik 2 BAtH 2 & B3 5 Hik
\ZOWTHI L £ 9, Management Center 73 12— W /VEFBER v~ MU — 7 |[ZIFET D r— VR
BAIZ DU Tld, Management Center C Threat Defense DJER] (5 X—) 2R LTLES
AN

T7AT724—ILIZDONT

/N— R =7 Clt, ThreatDefense Y7 b T =7 E/2IXASA V7 Ny =T 2FEITTEET,
Threat Defense & ASA ORI TUI W B2 217 2 BRIZIZ, T3 ADFA A—ALRMEIZ/R Y F
To BUEA VA P— L ESNTWDLbDEITRRDY 7 MY =T =2 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A R 2SR TIESN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TSAND—ERT—RAD b 77 AT U4 —VITIXEAGEBESRITRE T, FERIIZIYL
L£TH2HVERA, L, 2= AR EORETIE, BAFIEFRAMEHTE X
T, ZO%AE. REMEERFC SNMP ORI, BHEEDEABIEHREZHER TE 25505
D ET,

« UE— MEHOMAAA (48 X—)

XL HBENCT (52 3—)

¢« LU RY—Z U RDHXAY :¥Bu XyF Tuneya=rr (528-)
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

CTURY—TZ U RDHFRY  FEITubETYa =T (54 )
« MIROEHEEIZ L D FERRE (56 X—)

o fEA~DA A =L (71 =)

« PROEHEFIZ LD ERRE (73 3—)

E— FEEOMLEAS

Management Center CA % —> > k%4 L C Threat Defense #EELTE 5 X 92T 51213,
Management Center ¥ 1r—3 % 7 7 BZ AZOWTEIHA V2 —7 =4 ADRD Y IZHTA v 2 —
Tx2AREHEMLET, 1ZLALOY = AT 1 DDA X —F v MER LRV
D, SN R— VX ICT VA L THREEEITZ 5 LI LET,

N

GE)  FHBERIL. 2B T3 AOR O 47 TLS-1.3 K5kl F v x/V T3, X% =

T4 LOBRNG, A FE VPN R EDBEMOEFL N RV ERTIO N T 7 4 v 7 BE
TTHMEEHY FHA, 2R, VPNRE T T L, FHERENRKDNLIT-O, 0
IWIRERR A BEID L ET,

BHRAE
Threat Defense # 7' R BV a =2 7§ 521X, ROWT IO EEFEHLET,
Yo 4yF JAEY 3 =% (Management Center 7.4 LL[%, Threat Defense 7.2 LLFE)

1. BRI A 2V F— MEHLSICRELES, Yo yF o yas=r 7 1 3F
BIERTEFEAHDT N, A TITHIE L2 WEERNDH D72, T8 A LTI LT LW T
<TE&EW,

)

GE) T A& HHLICE(E T HAC, Threat Defense DY 7 V%5 % {#H L T Threat Defense
% Ffi1|Z Management Center |Z%#% C & £ 77, Management Center [X, Z OFEEED 72T Cisco
Security Cloud 3 XU CDO A S E T,

2. S7ELS T, Threat Defense % /77— 7 /VEski L. TBIRAEZA I LET,
3. CDO #f# M L T Threat Defense D& &ka 52T LET,

FEgIJOEC 3=y

1. CLI % 7-1% Device Manager % {# /] L C Threat Defense % FHIXE L T H, UE— MK
#LIZ Threat Defense % 2515 L 97,

2. HULET, BRICKT OB 2 — T VR L, ERAE A I LET,
3. Management Center & /] L C &3 25 OBk a4 7w T LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

Threat Defense Y ~—L v PO R A V2 —T (4R

ZDHA RTENEA >V H—T = A AT 7ROV THBALET, ik, UE— Mo
MCRAETDHEMENRLEWS T IV A THLIDTY, v~ 32—V vy T 27 B RN A % —
T2 A ATHRAELETHN, FHOEHA LV X —T o4 AL &x@ELFEFT, B A ¥ —
7 = A A%, Threat Defense 7 — % A 4 —7 = A AL FPNTRESNDERRA v X —T =
AATHY, MADORY NT—IFRENRDH Y 7,

CF AU H =T = ATYR— N T IR AR LEHATY, FEA LS —T =
A ADF Y b7 RERER S ET,

T RTOFENT 7 4 v 7%, BIEmEEHAN L ¥ —T = AERETLE-ITI5k L LE
‘ﬂ‘o

e T—HAHE =T 2 A ATYR =X T IV BAZAMNIT 5 L, Threat Defense [Z/3v 7
TL—rEN LTEEA U —T oA AIEREENT 7 4 v 7 2L LE T,

CREEFFNT T 4 v I DBE, BHA LA =T 2 AFINRN I T = FB N LTCT—H A
VH =T 2 AN T T 4 v I EBEELET,

IrR—TvDT7 I EREHR

F=H AR —=T 2 ANEDX =% T 7RI, ROFIBERH Y 1,

X=X T I B RAEAMMITELDIL, | DOMFART — S A B —T = ADIKT
I, VT A X —T A AL EtherChannel IZfEHATEFHF A, TEMZHKE LT,
Management Center D —DE D XV A L H—T 2 f AT X =V % T 7 BRAEZHHIC
THZEHLTEET,

IO UH =T o AFEHERIITEEEA,
=Ty KA VST w A AR BT 2 KT 74T U —LE— KORTT,

« PPPOE |ZH R — F SN TWEH A, ISP TPPPoE NLEREAIT. PPPOE # 4R — T 5
JL— % % Threat Defense & WAN 57 ADMICEHETAIVLENH Y 47,

A =T A AEBET DMENH DHDIE T v —s3L VRE DH T,

s SSHIZT —# A v X2 —T = A ATIET 7 4/ N THZ 725 TRz, % T Management
Center A LT SSH Z AN T HLENHY £, £io, BEHA X —T =2 R F—
N2 A RNT =LA B —T oA AEHEINDH7-%, configure network static-routes =
~ U REERLUTERA V=7 = AHOFIL— FZBIMLRVRY . UE—FxRy
N — O BEHA X —T 2 A ATSSH T 5 Z LIXTEEHA,

N TRASEY T+ EH

FRAZDNATRA FEVT 4 R IT =S A 5 =T = A ZEMHT 2581, ROE
HFEBRLTI &,

e X=X TV RBRAIZIL, WMSHTDOT NN, ATRIUT—HA 2 —T =2 ABFEHRLET,
IRV T IR T —H A Z—T oA AT FR—FENTHET A,
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B = re=otas

1) £— k Threat Defense [= & % Management Center D& |

«DHCP XX EHA, B#BHIP T RLZAOLNHR— FEINTWET, DDNS X P
ZyFFuvya=rr 7L, DHCP ITIKFET AR TX 8 A,

cRUY TRy PNICRZRZEFROIP T RLARSHY £77,
o IPv4 721X IPV6 DWTH N EERALET, MHFEZRETHIEITTETEEA,

c A L~F—Y v T (configuremanageradd =~ K) AL T, #EHARLTHD 2
LEMERLET,

e F— AN B —T 2 A A T 2— V== I FEZAT— ) 7 L LTHERT S
ZEIITEEREA,

to4ayF JOED 3= Ry bI—4
KON, 77 AT O+ —NDO—MRxy NT— 7 RHZRLET,
« Management Center (X RALEIZH D FF,
* Threat Defense (X~¥ R —Y v 7 7 B RHMNBA v X —T = A AEHEH L ET,

» Threat Defense & ManagementCenter TiZEH L, A T v REHPHG LT 5720
DTV w7 IPT RUAERIIRA MBBETT R, BEROTZDIZIP T LA LR
LTHEBLIMETHY T/ A, 72(4) LV ETB I V7.3 /3= 3 > O Threat Defense DA,
Management Center (X737 U v 7 [CEEREETH L MLERH D £77,

* Management Center & Threat Defense Diij 573, H#IIZ Cisco Security Cloud 3 & TN CDO &
W(E L OB A L L 5

s W ORENLF, SRR S H Il S 751 CDO 2 U CE Bz &2 L L £ 57,
7= & Z20E. #H LV DHCP OEI Y 24 TD 7= 1T Threat Defense D IP 7 R L ANZEHE S 7-
%A . CDO X% D% % % Management Center (Zi8HI L F 97,

[l CiscoFirepower1010 24—+ 7 v FH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

R24:¥04yF JAESaZvd Ry kI—4H

Cisco Security
Cloud & CDO

Management

Internet Headquarters

Management
Computer

outside (Manager Access)
Ethernet1/1

Threat
Defense

inside
Ethernet1/2 - 1/8
© !

L :J
FEB}IOEDa=y Ry bT—4
OB, 77 AT U+ —ND—MRxy NT— 7 RHZRLET,
* Management Center (X RAEIZH D 7,
s Threat Defense (I~ —V ¥ 7 7B AIHNTA v F—T = A ZAZEHLET,

* Threat Defense & Management Center Tl EHLH 6, A 3T ¥ REBERG AT 5720
DONXT Yy 7 IPT RUVAETIIARA MABRLETHY | FIEEDT-HIZZ DX 572 1P
T R A& L CRnehidZe v 8 A, DHCPIP O Y Y COEFIZIHET 5729
o, AT a s THEA =T =4 ADFXAF I v 7 DNS (DDNS) Z#RETDHI L b
TEET,
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B scozm-

1) £— k Threat Defense [= & % Management Center D& |

H25:FHIOECa=v Ry kD=5

DDNS
Server

Internet

Headquarters

Management
Computer

outside (Manager Access)
Ethernet1/1

Threat
Defense

inside
Ethernet1/2 - 1/8

FZ L SHIC

Management Center OFJHIFXE X B L CIITLET, FHETNDOARAZ— T v 7 HA R&
ZHL TN,

IVKY—IVERMDARY o4y F7OE 3=y

%

Z

tr&yFrrbeya =7 Z{fiH L T Management Center |Z X ¥ Threat Defense % B9 %
ZiE, ROZ A7 BT EEN,
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IVRY—IvEnsRY €nsvF Taeva=vy ||

R26: TV RY—IRDERY €A 4yF FREDa=Vy

CLI

(Central admin)

Physical
Setup

(Branch admin)

Management
Center

(Central admin)

Cisco
Commerce
Workspace

(Central admin)

|'/_-H\|
\1 ) (optional)
~ Check the
software and
install a new
version

(2)
\ < / Cable the
firewall

N
3/,1 Power on the
— firewall
—>

v

S
@-> Log into the '(? _JRegister the
management management
center center with
Smart
Licensing

(B i

\ 3 ) (optional)
Obtain feature
licenses

o

-

A

|/-_-\|
\.8 Jintegrate with
Cisco Security
—p Cloud

P

\10) confi
basic
policy

Smart .6 )Generate a
Software license token
Manager for the
management
(Central admin) center
CDO Add the
device to the 4
(Central admin) management
center using
CDO
(1) M (L) Y7 o =T OWREH LA—T a2 DA 2 & h—iL
L W o3
(hgeogamg) | (077 .
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IR Y—TY

1) £— k Threat Defense [= & % Management Center D& |

o |BEIE Y b | T AT U A Dr =T A (11 =)
Ty
CE OE B
3 |WEM Sy~ | T AOEREA (72 5—)
77
CGE D& B
:.-"A"\.: Management Center | Management Center~MD 2 27 1 > (23 ~2—3)
T (R
(5| Cisco Commerce (ff:&) Management Center D 7 A & ADHG (73 X—) B
~—/| Workspace RE7A B AEMMALET,
(PR OE B
(g | Smart Software Management Center 7 A & > ADEfG (73 ~—°) : Management
' Manager Center DT AL A N—27 U HERLET,
GES2k:EE )
7\ Management Center | Management Center 7 A & > ADHAG (73 X—) : A~v—hK 7

(D F )

A&7 Y—s3—|Z Management Center %88k L £9°,

8\ Management Center

(gD FEEH)

tr ¥vF Frbeya =% L7 Management Center ~D 7
INA ZADIEIN (75 4—2) :CDO T H v hOEEEED,
Management Center % Cisco Security Cloud & #4 L £,

@ CDO

GEES2k:EE )

o ¥y F Fuv g =7 %A L7 Management Center ~07
A ZOFBM (75 =)

N

L\Q./"I

.

Vs

Management Center

(FFROE )

HAM X2 T 4 R —0FHE (28 2—)

FDARY - FEFTOEYaZ=VT

FEZ 0 Y g =2 7 % L T Management Center (Z & ¥V &Ik 205 % B3 51
I, ROZ A7 B L TLTIEIN,
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| 1) &— | Threat Defense [~ & % Management Center O & B

27: TV RY—TIV KDARY - EHTAOES 3=V

(1) .
CLI or Device | \'/Pre-configura-
Manager tion

(Central admin)

I

-

SN
(3 )Cable the

IvRy—Ivkn4aRy  FHTaeva=vy |

(4 ) Power on the

(Central admin)

}

7 /Generate a

/ ™\
Physical (2 ) Install the 3
Setup ~ firewall ~ firewall
—
(Branch admin)
e v
Management | \ 2 Log into the
Center management
center
(Central admin)
1
Cisco \ 6 ) (optional)
Commerce Obtain feature
Workspace licenses

~ firewall
—
|
— —~ _

'i@ JRegisterthe (9 JRegister the '@_@'Coqﬂgure a
mgmt center firewall with basic security
with the Smart —p the manage- —p policy
Software ment center
Manager

A

Smart
Software license token
Manager for the
management
(Central admin) center
(1) |CLIE % Device| + (ER) Y7 b D=7 OHGRLEH LV A=Y 2 2D VR h—
NS Manager o (56 o ‘/)
(FROBEHE) | L 24 L BHRE (65 ~<—)

* Device Manager Zfili F L 7 SRR E (58 ~—)

2 W2t > b
T

Gtk DB HFE)

T7AT O —NEA ARV LET, N—RU=THEBETA R
EZRLTIEE,
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B ~xos=zcsasm

1) £— k Threat Defense [= & % Management Center D& |

B

axX ;&

3) |PENSEY N (| T AT U ADT =TS (T1S—Y)
Ty

Gt EHE)

4 Wy b | T AOEFERA (72 =)
T

Gtk #E)

(g |Management Center | tfis D L : Management Center~D 1 7' > (23 ~—2)
| (hRomEH)

!./6-\'2' Cisco Commerce | Management Center D 7 A £ > ADEfSG (73 3—) T At
“—/ | Workspace VAEBALET,

(RO EHFH)
(7 |Smart Software Management Center 7 A & > ZADEAF (73 ~4—<°) : Management
" | Manager Center D7 A LA N—T U HEKLET,
(PR DB HE)

(g |Management Center | Management Center © 7 A & > ADHfF (73 _—) : A~v— |
— (i) |7 A ' B —s3—|Z Management Center % &k L £ 7,

(g |Management Center | F-8)(Z J. % Management Center ~D7 /34 ZADIEN (82—)

(s DA FIE)
(70) | Management Center | SoAH) 70t 3 = U 7 ¢ K Y S —DRE (85 ~<—2) ,
| (R )

hROEEBEIZKDERIRTE

EE

Threat Defense &, 70 BHLSIZIEET ARNCTFEN CHANCRET ILERH D £7°,

YILITT7DEREHFLLVN—3 0D VR =)L

VI RT 2T DONR—=Y g &R L, BREISCTHON—=V g UE A VA M=V 512
WOTFNEEFITLET, 77 AT VA —NVERETDRNCHB A=V a i A N—LT D
TEEBEIOLET, BMOHELE LT, B#%RICT vy S — REFETT LI L TEET
N, REERFFTH7 v 77— Tk, ZOFEEZFEHT 2 L0 BEERR» 02580850
£7,

EFTHN—Ta

VIR aT Zyra— R N=Y0) Y —=AFEZOICH D, BEOEPTNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
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| 1) &— | Threat Defense [Z & % Management Center O &

ATvT1

ATvT2

B vItvrrorBRLHFLLA—Cavor v b—L [

security/firewalls/bulletin-c25-743178.html |ZFEH AL TV D Y U — B H B L TS 72 &0,
el 21X, ZoEHRTIE, (EFEEZET) EH) )V —2XFKE, BRHNRY IV —2FKE
(KO RMIMOA LT F AV Y=Ly F) | FRFHEFITERHNRY ) —2FS (BUF
REEZTHTEDOOREMMDA LT F 2 Y=Ly F) ITONWTHHA L TWET,

FIE

CLIIZ#:: L E 4. M DU TiL. Threat Defense 33 L TN FXOS CLI ~D 7 7 & & (99 ~—
D) EBBLTLEEY, ZOFETIEHa Ly Y — R R—  E2EHLTOETN, £V IZSSH
EHEHTAZ L TEXET,

admin 2—H% &L F 7 3L bR T — KO Adminl23 ZfEfH L Cu 71 o LE T,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRODONET,
Z DA T — RiX, SSH @ Threat Defense 2 7' A 2B H S E 1,

(B) RNRAT—=RPFTTIZELEINTNT, NRT— RO RWVGEE, PIERE~D Y
Ty FEFATL T, NAT—RET 74V MUty NT2D2RERH Y 3, IIHEEE
~D VY ¥y FRIAIZOWTIL,  [FXOS troubleshooting guide ]| &M L T 7231,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

FXOS CLI T, FEfTHDO =V a v 2R RLET,
scope ssa

show app-instance

il -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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1) &— b Threat Defense |Z & % Management Center O & |
B ossx0x=r EBroeca=y)

ATFYT3 HLWAR—=Ta A A =L T 5881, ROFEEZETLET,
a) BHAUH—T oA RAZFHHIPT RLRAEHRETHLENHLEEIE. CLIZEHA LR
FHRTERTE (6523—3) | 2B LTLKEE N, T74L FTIE, BHA LV Z—T oA X
!X DHCP ZfEH L FE 7,

BEHA LA =T 2 A AMBT IV BATED S —=N"=nLH LA A—=VEF Ty n— Kt
HVLERH Y £,

b) FXOSD T 7Ny a—T 4 7 A FIZRBMINTWDLHA A =IO FIEZETLE
R

T AT VAV EEE) U725, FXOS CLI I L £ 7,
¢) FXOSCLI C, BHENRAU—RNEHERET LI IICROLNET,

Yoo Frueya=vT7 0583, T Aed Y R—T 4 7T HEE TTIINR
U— RRREESNTNDHED, AU —FRD Uty b (Password Reset) | = U 7 T4
[Wz (No..) JEIBRLTIZEW,

d A RA%&vry NETULET, CLITOT A ADEFRA T (106 X—) ZZHL
TLIEENY,

PMHEEDNDEIT (FEB7BEY3aZ=2Y)
FEICTT Y a =7 %7281, CLI £ 721X Device Manager % ffl L C. Threat Defense
DR EEFEITLET,

Device Manager % {#H L /=ERIXE

WMt~ N7 v 7T Device Manager #fEHT 5L, HEHA V¥ —T A AL~ X —V X T
TADOREITMA T, RDOA »Z—T oA ANPFARESNET,

e A —HY vy M1/1: 4] . DHCP D IP 7 KL A, IPv6 HEIERTE

* VLANI1 : TP¥B) . 192.168.95.1/24

e FT7F ) ML— |k S A v H—T =4 AT DHCP 24 L THUE
o E (NERO DHCP —X—, 77X aryfa—L R — X2 UT 40—
L) IEIRESNARNZLICHEELTLLIEE N,

Management Center (2% 3 5 HijlZ Device Manager N CIBIND A > X —7 = A A[EH DORE %
FITTH L. FOREIFMRFENET,

CLIZEHT DL, BHA =T A AL X =V T 7 EAREDHMRFFSNET (2
LRF. TTHNFOREA v F—T = A AT SN EREA)
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| 1) &— | Threat Defense [Z & % Management Center O &

&
2ATFw T2

ATvT3

ATv74

Device Manager % {& /i L f=EAITEXE .

FIE

EHo Y2 —%%WNES (Ethernet 12 ~1/8) A V4 —7 = A ATHR LET,
T AT I+ —VOEREANET,
(3¥) Threat Defense %] CRBEIT D & 1%, #IHMLITHK 15 ~ 30 5000 97,

Device Manager (22 74 LET,

a) 77 UHIZURL (https://192.168.95.1) # AL 7,

b) Z—H¥—4% admin, ¥ 7 #/L k XATU— K Admin123 ZfEA L e /A LT,

) TURaZ—HW— T4 2ABHELFATHEL, BHEENSRAY—-RELEETLH LI
KOBILVET,

WIHIERE A58 T3 5121, &2 DeviceManager (20 74 Lz X2ty v T v 7w 40—
REFEHLET, BEIELT, X=YDOTFHIZH D [T /31 ADFEEE AX 7 (Skipdevice
setup) | &7 Vw7 LTy N v 7 U4 P —RE2RAF¥y S TEET,

Yty NT U4 = REETTDHE, NEA X —7 = A A (Ethernetl/2 ~ 1/8 (VLAN1 ®
AA v FHR—1K) ) OF 74/ MEREIZHIZ T, Management Center DEFBRIZEID B2 5 & &
WCHEER SN A (A —P 2y P UL A v Z—T oA AbRETEXET,

a) HEBA B —T 2 A ABLOERA L —T = RAK L TCRDA T a v EREL, [IK
~ (Next) 127 Uv 7 LET,

1 [FMNBA v Z—7 =A AT KL A (OutsideInterface Address) ]| —Z DA X —T7 = A A
FEHEA LV H =Ry E = h VA THY, vRx—V X TIEAA L HX—T AR
ELTHHEINDGARS D £9, T34 AOYBRERFRIONERA X —T = A
AEERTDEZEITEEFYA, BADOT—HF A F—T A ANT 7 5/ kOIS
Ao H—=T A ATT,

YRV T 7R A (RTITNE) LI3RRL A =T oA RN T 5%
B By MYy T4 P FORTRICFH TRET 2LERHY £,

[IPv4DRE (ConfigureIPv4) |: iAo % —7 = A AfADIPv4 T KL A9, DHCP
EHAT O, FTRETFITRAEYT 47 IPT RLA, 7 Xy b~Rx7, BIY
TF=RUz2A B ANTEET, [4A7 (Off) [ZHINL T, IPv4T RLAZFHE LR
EVWIHIBRBRBELHVET, By N v 7T 4 P— NEFEH L TPPPOEXZRET HZ &
T CcEFERA, £ HF—T 2 ANDSLET L, F—TNET L, £72IL ISP ~Dih,
OEEFCICHERE ST Y, ISP PPPoE A L TIP 7 KL Az L TV A 54
%, PPPOE NULBEIZRHGENHV T, U4 P — FOETHIZPPPOE 5% E TE £
7T

[IPv6DFE (ConfigureIPv6) ] : SMEA > % —7 = A A DIPv6 7 KL AT, DHCP
EHAT 0. FEFETRAYT v JIPT RLA, L7 4 v 7 A BIOF—
YA B ANTEET, [4£7 (Off) [ZBINL T, IPv67 FLAZRELARNE W
DB L H Y T

2. [BEA 42— x4 R (Management Interface) |
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1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

ATy TH

ATvT6

CLI THIMIRR E & EAT LIcha, A V4 —T =4 ZAOREFTFRRINEEA,

FeBA B =T 2 ATI R =X T VB RAZHEMLTBHETEH, BHA 2 —
Tz A ADFENMERSINET, e, T—H A H—T A AEH LTy
TU—URBHTN—T 4 VT INDEBRNT 74w 71, T—HA L F—T A A
DNS H— "—Tl37e <, HHA ¥ —7 = A A DNS $— —%fH L T FQDN % fi#
WLET,

[DNSH#—,% (DNSServers) ]: VA7 ADEET KL ZAHO DNS H—3, 4 wifiEsH
W21 2LLEDODNS =07 KL AZ AT LET, 7 74 /L M OpenDNS /X7 Y
7 DNS = _Td, 74—V REREL., T 74/ MIELTZWEAIL, [OpenDNS
ZfEH (UseOpenDNS) 1% 7 U v 745 &, 74—/ FITHEIRIPT RLARY m—
RENET,

[77 AT UA4—LiKA 4 (FirewallHostname) |: VA7 LAOFBT KL ADKRA k
4 TY,

b) [REZIEXE (NTP) (Time Setting (NTP)) | ZfXE L. [IR~ (Next) 1227 U v 7 LET,
1. [#A LYV —r (TimeZone) |: VAT LDHA LY — L ZBIRL£7,

2. [NTP¥ A ALH—,% (NTP Time Server) |: 7 7 4 /L h® NTP % — & fHT 250,
HLTWANTPH—DT FRLAZFETANTL0ZBRLET, Ny 27T v 7 H
WCEBDOY—N"EZBINTEET,

c) [EEAETIZ 90 H W ORI A BA4A (Start 90 day evaluation period without registration) ]
ZIEIRLE7,

Threat Defense % Smart Software Manager [Z 8§k L 72\ T 723V, T_XTOT A AT
Management Center CHAT S E T,

d) [#7T (Finish) 1227V v 27 LET,

e) [7 77 R&EH (Cloud Management) |E721L[A 4> K7 v (Standalone) | %&EINT 5 X
IR HIE T, Management Center DEFERIZDOWNTIE, [A ¥ > K7 12 (Standalone) |
ZBEIRL T 6, [Gotlt (TH#) 1 Z&INL 9,

(WMEIZRLTC) A X —T 2 A AEHRELET, [T/3 A (Device) |>[f > F—T =
A4 A (Interfaces) | DEIA > H —T = A4 AEBR LTI IV,

BHA LA —T oA AZE, T—HFA X —T oA AIRESNTZT — N = A BDLETT,
F7 4N NTIE, BEHA LA —T 24 AXIDHCP S IP T KL AL — = 2ZE L E
T, DHCP 267 — h U = A ZZE L WGEE (e 2, BEA VX —T oA X% %Xy b
T—JZIZHR L TCWRWES) | F— MU= A X T 74NV N TT—F A 2 —T = A AT}
D, LR ETHLEEHY FHA, DHCPA L7 — T = A 22 L72GEIZ. (Vb IZ®
BALH =T oA RTHHIP T RVAZHEL, ¥— NV A 2T — XA X —T oA R|Z
RETHVLENRDHD T,

TRV T IR AMERT HINTE IS DA o H—T = f AEETBMDA v H —
T2 A AEFRET DHHEEE. [T3 A (Device) ]&EIRL, [ ¥ —7 A A (Interface) ]
OV~ —DY %7y 7 LET,
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| 1) &— | Threat Defense [Z & % Management Center O &

ATy T17

ATvT8

Device Manager % {& /i L f=EAITEXE .

Device Manager (2351} 5 A % —7 = A ZADOREDFEMIZ OV TIL,  [Device Manager T?
T AT VA —NVORE (130°—) | 25 L T Z XV, Management Center (27 73 A
BT 5 & Device Manager DLOFREIFRFFSINEF A,

[T/314 R (Device) | >[V A TLERE (System Settings) |>[HREHE (Central Management) ]
DNEIZEIR L, [#i1T (Proceed) 1% 2 U 2 L T Management Center D A5 E L £ 97,

[Management Center/CDOME# (M anagement Center/CDO Details) | Z#a% € L £,
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1) &— b Threat Defense |Z & % Management Center O & |

. Device Manager %/ L /=A% E

28 : Management Center/CDO O 5%

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLVET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F 72134 A b4 A& f#H L T Management
Center |IZEETEZ 525 A% 1LV (Yes) 1% 7 U w2 L, Management Center 75 NAT D1y

[l Cisco Firepower 1010 2 4 — + 7 v 74 K



| 1) &— | Threat Defense [Z & % Management Center O &

b)

c)

d)

Device Manager % {& /i L f=EAITEXE .

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL[WNZ (No) 1227 Y v
7 LET,

WIFIE D TLS-1.3 B SALEE T v RV & 2 BOT 3 ARICHESLT D121E, 27 Th ]
BLLEDT N4 A (Management Center & 72 (% Threat Defense 7 /34 &) (ZE|ZEFEZR IP
7 RURADBLEETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR FRENPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X5k d % & X2 Management Center C b 157E 3 51T
B AR OBERF— T, B —1L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) . BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2HE DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z ® ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RVADRERET DG, D7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 25845 Z L 2453 L 9, NATID i
37 LFLATICT 20BN S £7°, ARRCFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEATE EH A, NATID (X, IELWT A AL DER CTHDH 2 & 2 ERT 57
DIZIPT RLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INFET,

ATY T [HEHOERE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAAICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 7" )L —= (DNS Server Group) ] #+5& L £,

O I N—T &R 50, L WI—T&ERKLET, T 74/ D DNS 7 /L—
7% CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— N—RNE FE L E T,

COREICEY, T A H =T A ADNS b—R_R—NREINET, By T v
74 P—= N THELLLEHEDNS r—_—%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—(X, DDNS (BREINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKE T DNS = R_—(ZBET 5720, HBHIZEHLZL O LH
U DNS ==V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense ([ZH| V4 TH 7T v M7+ —LARERY v —
TTF—H#A B —7 x4 ADNS P — "= E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHEFRFSIL, DNSH— =27 T v b7 4 — L5%iE
AU —lBmsivE®A, 7272 L, DNSERIE % & Tp Threat Defense [ZE T 7 > b7 4 —
LRERY) —ZH VY THE, ZOREIZL>Tr—IAREN LHEEINET,
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1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

ATy 710

ATy IN

ATvT12

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—HT % L 912 DNS
T N THA—LREET VT A TIIRETDH EaBEIDLET,

F72, m—H /L DNS H—s3—F, DNS H— =25 TRt S5 81c o R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T 4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

WREFEHLDEEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEHA L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV IM—ERDDH I EEHERTHEIICRDDLA v E—V
MWFRSNET, SMFEZBRLUZGEIE, By My 7O 4 P—FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L7285 1X. Management Center (4%
BET DRNCT 74V hb— b &2 FE)CRET DLENH Y £9, DeviceManager (23517 H A ¥
T A v I N— NOREDFEMIZOWTIEL,  [DeviceManager THO 7 7 A 7 7 4 —/LOa%E (130
N=V) | ZBRLTIESN,

[#A4 )3 v ZDNS (DDNS) S=XDiEN (AddaDynamic DNS (DDNS)method) 1% 27 U v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L AN 2 8 7255512 Management Center 7355 2 fEfifi K
AA >4 (FQDN) TC Threat Defense ([CR|ZETEX 5 L9 LET, [T /354 A (Device) 1> [
2T WNFRE (System Settings) ]>[DDNSH— 1t % (DDNS Service) | 2% L T DDNS % % &
LET,

Threat Defense % Management Center (23813 % AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE #E A4 #REE T & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T ?D DDNS ¥ —/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27 H v
7 A1Z1X, Management Center ~DY) Y HR 2 |2 T HBIED AT — X ANRERINET,
[Management Center/CDOZ £%E%E D 1RTF (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [ZBEEI LTV 7 A4 7 V4 —/LZBILET,

Management Center ~DU) W Bz % % ¥ /T 55E1%. [BEkDO X ¥ /L (Cancel
Registration) %2 U v 27 L7, Fv B LANEAIL. [Management Center/CDOZ §35%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7N T4 5 £ T
DeviceManager D7 7 UH D 4 RUZP LW TLZEW, UGS, 7ot R E—KHsE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ARKIRIHL, Device Manager 7> LYW SivE 7,
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cuz@mAL-EnEE [

29: EE#ERR

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{E M L =FHIRE

ATy 1

ATy T2

ATvT3

vy N7y TP REFEHLT, BEHIPT FLA, Y~ U =A, BIXOZOMOIEAR
Xy N —=UREXITVET, PIEECCLIZHT L, BHA VX —T oA AL v R —
X TIEAA B =T 2 A ADFEDHDPRFFEIVE T, Device Manager (7.1 LARE) % ff
ALy N7 v 72FETTHE, BEHA VI —T oA ABL O —Vx T/ A A
VHE—T 2 A ADREIIIMZ T, EFELO 7= 9|2 Management Center (28] Y £ 2 72 & X2, Device
Manager C5& T L7cT_XTDOA ¥ —T7 oA AREDRFFSNET, 77X v ba—b
R =R EDMDT 7 4 /v FREIRFFESNRNT LITER LT ZE 0,

FIE

T AT U A —NVDEREANET,
(G¥) Threat Defense Z#]D CEENIT 5 & &%, #IHMLIZH 15 ~30 5000 £97,

=1 — LR — | C Threat Defense CLI (Z#55: L £,
21 —)LiR— ~E FXOS CLI (Z#5f¢ L £,

2 —H—% admin B LOVIAY— K Admin123 Ta /A > LE 7,

WHTFXOSIZu 7 A LIz &iX, WAUV—REERTLHIHIROONETST, ZO/ AT —
KiZ. SSH @ Threat Defense & 74 I bEHA S VE T,

GE) RMAT—=RRTTICEREIN T THONRLRWERIL, T, ZA&HA A =L L TR
AT —=RETFT 7NV My NTEHILERHY £, HA A—JLOFEIZDONT
X, FXOSDO T TNV a—T 407 A4 RZEZSHRLTLITEE N,
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1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E55E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OCTu A o35 &, = Ra—F—F 4 28K (EULA) IZ[RIE L.
SSHESG A L TV AEAIL, BHE SRV —REZEFETILHCROLNET, FOH#
EEA ‘/5'~7:c4’10>3)’%7£ﬁﬁ@ CLIty N7 w7 A7 U7 "RFEREINET,

T—=HAE =T 2 A ATYX =X TV BERAEHNILEGETH, B X —T A R
DREMER SN ET,

GF) BREZZVT (TelziE, A A—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
225 CLI T configurenetwork =~ > RAfi ] L TZ®E T& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LTS 7ZEVY,

T 7 4 MEETIZLENZ AT Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £795? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADMRL b 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEERT L TENLWEAETH, 774 X—K T RLARED
IP7 RUVAZRET DMENRDH Y £,

«IPVA I DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FilE
FHOENTHRELEITHI?  [FE (manual) | Z@BIRLET, BHA L H—T oA AN
DHCPIZRE SN TWDHIGA, BHHADOT — 4 A VX —T oA AERETHILILTEE
A, ZIUZL. data-interfaces THDHMENH DT 7 4/ bb— 5 DHCP r—/3— b
ZELIELV— P CLEESNDAEMERHDL72DTT,
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cuxwmL-Baae [

EBA V=T IAADIPVAT I T — DA EANTIIEBSA V3 —T A
ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IZRE L £,

DRET, ~F =V ¥ TIEVAT—Z AL H—T 2 AZ@BLTCHEETED LT,
/\/771/~/%§: LCEB NI 7 4 v 7 iRk LET,

[TNA A — NV TEBE L E7 72 (Manage the device locally?) ] : Management Center %
FHT 521X Thol ZATILET, yes& AJ1T % &, RV IZ Device Manager % fii 9
ZD — k ‘—fzﬁ D i—é«o

[T AT UA—NE— FEHRELETH? (Configure firewallmode?) ] : routed & AJJL
9, M~ F—V ¥ T 7B AR FI, V=T v R 77 AT U4 —)L T— KTOHPR— |
INTWET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.
Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do
Do

you want to configure IPv4? (y/n) [y]:
you want to configure IPv6? (y/n) [yl: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If

your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy
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You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR ARHOHNEA =T A AERELET,

configure networ k management-data-inter face

ZD&, IMIA L F =T = A ADIEKI R A Y VU=V BIEEIT O L OITKROLH T T B

FRINET, ZOa~xr FOEMIZOWTIE, ROFFMESRLTIZIN,

T B A E =T A AEEIMENT 556, A ¥ —7 = A A TIEDHCP 2 H
TEFEHA, 9Ty 87T v TRRICIP T RLAZFEICRIE L > 72851, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =

A A — F U = A % data-interfaces (TR E L7g o 7o H/1E, 22 TCZoavy
LET,

bR

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A

ARE A B—=T A A EPT LA, F— b7 =A ~OFH)/L— k| DNS H#—

/3=, DDNS #—s3—72 &) ZMith L TR L £9. DNS = S—BIEDFEMIC SN T
X, WEZSW L T 7Z 3V, Management Center ClX, B TR —T % 77 E8A A & —
7 = A AR AT TE £33, Threat Defense & 7213 Management Center 238 BRZ#5E D Ff

WESLZWIT D KO REFEZMARNE I LT IS, EHEER A il S iz

5ia

Threat Defense (ZiELLRTO BB 218 T3 5 configurepolicy rollback =< > R & L E

‘ﬂ—o

DDNS ¥ —/"—F D URL % ET 5 &, Threat Defense i Cisco Trusted Root CA /N2 K

NS TRTOEE CA OFEFAEA BEIIZ BN 572, Threat Defense | HTTPS #f5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) #3259 TDDDNS —/—ZHR—F L

i‘j—o

Zoavw R, T—%] A X =T x4 ADNSY—NR—%ZHTLET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE

FEDNS r— "3, BN T 74 v 7 IR ENET, T —% DNS — 33— X

. DDNS

(BESNTWVBES) FRIFDA v A —T oA AZBAINDIEXF 2T 4R 2—

WA S ET,
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Management Center CiX, Z @ ThreatDefense |2V 4 THF T v M7 4+ —AFERY v —
TTF—H# A H—7xAAXDNS P — N—P3E I FE T, Management Center |~ Threat
Defense ZiBMY % &, B—A/VBEDHERF S, DNS— =37 T v b7 4 — LIE
AU —lTBMSNEEA, 7272 L, DNSEIE % 7 ¢s Threat Defense (22 T/ 7 v h 7 4 —
LRERY —2HIVETHE, TORFEICL>Tr—IAREN EEXINET,
Management Center & Threat Defense Z [FH] S 2 121L, ZOREIZ—ET 5 L 92 DNS
TTRNTA—LREET VT ATIIRETDHEHBEIOLET,

F72, B—H/VDNS P —/3—[L, DNS H— =B TR S -8 E DA
Management Center CHREF SN ET, 72 & 21X, BEHA X —T oA AEFEHLTT A
A %84k L. £ T configure network management-data-interface =~ > K&ff L CF—
BAH—T 2 A A%FHE LT, Threat Defense #X7E & —E 7% & 912, DNS H#—
N E T T D OFE DT T % Management Center TF8) T ET DL ENH D £,

BH A #—7 = A AL, ThreatDefense % Management Center (Z88k L 727210, EHELA >
B—T 2 A AFTINDOT —H A L F =T =2 ADVTIUNICEETEET,

Ty Ny T 4P = R THELTZEQDN N DA F—T = A AEHENET,

avy RO—HE LTFAL AREREEZ VT TEXET, 04733 HAY S
FUATHATE S48, B v b7 v ZRmE ORI LR T 2 &,

T — HEH A B4 A 12i. configure networ k management-data-inter face disable =2~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:
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Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —7 L® Management Center ~D7 —4% A L H—T = A AT JEA
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESNET,

Z O Threat Defense % & Fi9~ % Management Center % H5E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#27 N L Af5E TX e WAL,
DONTRESOLVE Z L 3, W7o SSL i HALfE T v 1% 2 B DT /A AMIC
ST 212i%, 272 < TH 1 AL EDT /34 X (Management Center & 72X Threat Defense
) \ZEIEFEAREZR IP 7 KL ARWMEETY, 2D~ KTDONTRESOLVE Z45ET 512
WX, BIERREZR IP 7 R U A FE /iR A b4 ) Threat Defense (2% T,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT ¥
A LBEEF—ERELET, BEEF—1X37 XFUTICTHIXLERDH Y £9, BT
WZiE, T (A~Z, a~z, 0~9) \ BIOANA T2 () REVRHY 7,

* nat_id : Management Center CTHH5ET 5, EET—ED 1R OXLFHZHEE L £,
BFHIZT =2 A 2 —T7 oA A&MEHT 5561, B8k I Threat Defense & Management
Center D] J7 T NAT ID ZHET 24N H D £, NATID (3 37 LFLUFIC T 242N
HYET, AHRILTFITIE, BT (A~Z, a~z, 0~9) | BRUOANA T2 () 2 EDR
HVFEF, ZDIDIX, Management Center [ZEEXT HMOT A A IIEHTE EHA,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNA A% ) T— P HAITHEE TE S L 51T Threat Defense v v FF 7 LET,

VAT A EBYNCY vy NE DT A ENEETY, BMICER T 7R\, B A

AVFEMLIEVTEE, BRR T 7AN AT LAOBRELSIER-ITZERNHYET, Ny

I 7T RTIHFICSEDO T a ANEITEINTEY, EIRT 7 7 &k \i=v, EIRZ Yk

L7Z0T25E, VAT AETL—ATN Ty y NI UTERNIEERZTEBNTLLEE

AN

a) shutdown =~ K& AHLET,

b) EIRLED & A7 —4% A LED #8£LC, Vv — Y OBFENUIM SN TND Z & &R L
x4 (LED 2NH4T)
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N |

¢ VY —YOBENIEFICUE SIS, LEISCTERT 7 7 2h&E, Yy —v b
HEIZEREZBR D A LR TEET,

XHEADA R =)L

D AKE )Y & Threat Defense 52 11 HL-> 726, A v X —T = ANDA X —F v MZ
TIRATEDLLEINE, 774 T U —NIr—7 Ve L CEBRE A T 5720 TH,
EoTBHE, FROFHEFIIREEZRE T CTEET,

274 T 94— LD — T )L

Management Center & FE 2 > B — X XU E— M OAKRMIZH U | Threat Defense (ZiFA ¥ —
o MEH CEIETE £9°, Firepower 1010 T — 7V 21T 2 121E, RO FIEEZ S L T
<TIEEWY,

30:E— FEBRFAO T —JILES

Management
Computer

Ethernet 1/2-1/8 Switch Ports
PoE+ on Ethernet 1/7 and 1/8

Ethernet 11

—

Console ports

@m@ FPRIOO0 SERES.
oofnenfue
Gl2ee

254

TWYDC =484

Modem or Router

\}

() PoE I Firepower 1010E TiI¥ AR — h STV EHA,
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FIE

VY=V EROMNTES, N RV TRENA 2SR LTIIZE N,

ATw T2 HERA v Z—T = A4 A (Ethernet 1/1) ZHNHA—Z 185 L E5,
ATY T3 NEFNA R%E AL v FAR— @ Ethernet 1/2 — 1/8 17— 7V THEE LT,

ATy T4

\f ADE

(EE) BHa a—FEary ) —LR—MEmLET,

AR, BEMICHERT A0y Y — VBRIV EDH Y $HA, 2L, T a—
T4 TICRBRIGENH Y 77,

J?iz]\

VAT LAOBRITER T — FTHEISh TS, BERAZ 13HY T A,

N

(GE)  Threat Defense Z ] CEENT 5 & 1%, MIHMEIZHKI 15 ~ 30 500 £97,

ATy I

ATy T2

1R BHHEIIZ

TN ZNZxF LT REEOEWENZHE T2 2 EAEETT (b 2, BEEEREE
(UPS) %fEMH) . BHIDOV vy N T U EITDLRWTEIN KDL &, Eﬂmew
AT LOEGEGI SR ZTAMREMERHV £, Ny 7 7T 00 RTIEEIZEZHDO T a2 %
ITENTWT, BAONRKbNDE, VAT LETV—ATI Ny y N TEERA,

FIE

B O— REF AL 208 L. BEaL bty MOESE LET,
BT — FE2ELIAT L EEABBIICAY £7,

TNA ADOHEEETIX EBICH D EIRLED 2R L9, BAICSIT LTV AEEIE. T2
A ADBIRNMA> TWET,

Power LED
| Status LED

W E @ rmon s 9|

st nanfua

GIEEE
L]
DU
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| 1) &— | Threat Defense [Z & % Management Center O &
progEscks5mEE [

ATYT3 THAAAOEREINT EIBICH D AT —Z ALED Z i L £ T, #REIZALT LTV DG,
BB ARFZENC A L TWET,

PROEEABICKDFRETE

A v H—T 2 A AP U H—Fy NMIT 7 EBATEDH LIV T— FAEOEBE N
Threat Defense % 77— 7 /W #%f5i 3% & . Threat Defense % Management Center (28 6% L CT /34
ADREETET TEET,

Management Center~D 0O %5 1 >

Management Center % {# fj L C, Threat Defense % i EH L O L E5,

FIE

ATV T $AR—FINTWHT I UFEMEHLT, RO URLZALET,
https.//fmc_ip_address

ATy T2 2a—HPF—ZLXRTU—-FREZ AN LET,
ATFw T3 v A4 (Loghn) 127V v27 LET,

Management Center D 5 1 & > X DEF

FT_XTDT A AX, Management Center |Z & > T &Rk D58 122t s n x4, 47
Ta T, WOKRETA B AZATEET,

» Essentials (78) Essentials 7 1 & 2 A,

CIPS: X2 VT 4 AT VUV ALK IPS
« QI T TR : ~ v = TG

*URL Z4ILAY2YT :URL 7 4 NE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN O #

VAT A AOBMEIZOWTIEEE L <IE. cisco.com/go/licensingguide Z# M L T 7230,

15D HHEIIC
* Smart Software Manager O 7 4 7 > kBB T,
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1) &— b Threat Defense |Z & % Management Center O & I

. Management Center ® 5 1 2 > X DEF

FETHO U MEBRLTRWERIE, Vo 2&22 )y LTHLWT A Y MEREL
TL7Z&EVY, Smart Software Manager Tl kDT 17 o M ZAERCE £,

o (i T IAT AT T T EFER L CEMLEND) MEEAHEAT A2, ZHEAD
Aw—hK VT 02T T4V T THU L NTHE S (3DES/AES) 74 &
VAT TE ALERNH D T,

FIE

ATV BENODRAY— T8V T THYY ML, RBERIABANGENTNDZ L&k
LT TEEN,
TA AT, VAIEFEGERBEIEN LT AN, AEEA LB, A~— YT =T
FTA®RL YT TR MY 7 ERTWET, 2L, BEATIA B A& BNt 505
Bd HEAETE. Cisco Commerce Workspace C [T TR (Search All) [ 7 4 —/V R&EFEHL
iﬁ‘o

H31:54 s RE%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFREN G, B L Y —E A (Products and Services) | Z 3R L 77,

32: 48
e All Results
T Orders 6
[E® Invoices 2
ﬁ, Software Subsc... 1

© Products & Ser... 1

WDF A APID #HRLET,
GE) PID BEONL WA, EICTEICTPID B8 TE £,

«IPS. ~ /L7 =T, BLOURL 74 v ZADMAEDYE :

« L-FPR1010T-TMC=
EEOPID DWT N EETIZIBEINT 5 & . IROWTNHOPID Ik ST AR <— A D
Y720 T g s EEIRNTEET,

« L-FPR1010T-TMC-1Y
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense ()% % .

* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

» Cisco Secure Client : [Cisco Secure Client ZE{EH A K] #HH L T &,

AT 72 FIEOHEIE, Smart Software Manager (& Management Center % %6k L 77,

BEkAIT 9 121X, Smart Software Manager THEk b — 7 A BT D20 ERH Y £, FEMIC
DWW TIE, [Management Center 2> 7 4 7' L— 3y A R] 22 LTI,

i

Management Center ~ Threat Defense &k

fEFH L Cu 5 BEBH J77512)8 U C Threat Defense % Management Center (2 %86% L £ 97,

Yo 42yF JAED 3 =>4 %£HL - Management Center ~D 7 /3 X MDIEN

Yo 2y F Fueva=v 7 2N TLE, TAAMATHUIRELZETTHZ L, VY
T IVE 5 TT 73 A % Management Center [Z%$$% T & £7°, Management Center |, Z DHERED
7212 Cisco Defense Orchestrator (CDO) & #A SivET,

tudoyF e va=r P BERTHE UTOA X —T = AVRFARESNET, il
DOFEE NEODHCPY—N"—, 7R aryrag—LRY)— X2 TF 04— )
TRESNARNZ LITHEE LT &N,

L

e A —HXv F1/1: 48] . DHCP 2B D IP 7 KL A, IPv6 HENERE

o A —H% 3>k 1/2 (Firepower 1010 DFEIL VLANL A VX —7 = A ) [HEL |
192.168.95.1/24

e F 7 F )L Mb— |k HNEA v H—T =4 AT DHCP &4 L CTEE

Yoy FrarPa=r7 XDHCP #EHA L ET, T—F A Z—T = A A L&A A
TIEDHCP YA — h STV RN, @A AMEIIEEA V¥ — T oA AT 5551
DOHYHR—FENET,

458 HHIIZ

LT AL KW ETHZENTELL I, Al Eblo0T 78R ar br—
JL 7R Y 3 —7% Management Center ([Z5% /& S TWDH Z & 2R LET, CDOZMEH L TR
U —%BMTHZEIETEERA,

e TNRA RN T Y w7 IPT FLAFEILFQDN MR WE, I A 4 —T = A
A &9 54 1L, Management Center O/X7' Y v 7 IP 7 K L A/FQDN %R E L
(Management Center ¥ A > X —7 = A4 ZAD P T RL AL B HGE, 72L& 21X, NAT
DERIZHDGE) « T ANERBR ARG TELL2ICLET, 2R TES
VW, ZOFNEFIZCDO TRXT Y v 7 IPT RLAFQDN % ETHZ & TE £,
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1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

FIE

ATy Tl VUTNANEREEMHEHLTCT A AZOTEMNT D & &iE, ROFHESRMG 27 L 0D 05
NV FET, WEILEL, A%y 7 LT, CDOICT A AZEHFBMTEET,
a) Management Center C, [T/34f R (Devices) | >[T/31 AEHE (Device Management) | %
EOET,
b) [EM (Add) ] Fevy 7 XU A=a—0b, [T/3 A (Device) | Zi&IN L E7,
) Imbeva=r7HRAD [ TNES (Serial Number) 1427 Vv 7 LET,
®33:2) FILESTT/AM REERM

Add Device (7]

Select the Provisioning Method:
Registration Key @® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) CDO7Hvr hEERLET,

GE) BEFDOR % D SecureX 3L UNCDO 7 AV M & T TICR > TWHGEIE, £hb
EVUISELZMENRHET, THT DY 7 OFFRIZ OV T,
https://cisco.com/go/cdo-securex-link & 2 L T< 72 &1,

FET AT FRBRWEEIE, ROFIEEZFEITLTIEINY,

» Cisco Security Cloud ([H SecureX) 747> h&{ERK L E T, 1ERGFIEIC OV T,
CDO D~ =27 VEZRL TSN,

eCDOTF v rEIVIJZARNLET, HTILWCDO 7T F > FD YU 7T A MZOWTIE,
CDO D~==aT7 NVEERL TN,

e) Management Center % Cisco Security Cloud (IH SecureX) t#ALES, Vo7&V vs
L C. Management Center @ [SecureX & D& (SecureX Integration) | <— I &R E £,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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| 1) &— | Threat Defense [Z & % Management Center O &

ATvT2

ATvT3

ATvT4

ATvT5

Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

[SecureXD A %ht (Enable SecureX) 147 U v 7 LCHIOT 7 U & 7 %FA X, Cisco
Security Cloud 7 7 U > MZu 7 A L, RSNl a— RefERLET, TOX—IN0%
Ry T T o7 7myN—IlLoTT7 Ry 7 SR TRV AR L TIEINY,

SRR OV TR, 2L TN,

Management Center & Cisco Security Cloud Z#t & L72#%. CDO (4 7L I A Management
Center ¥4 > AR —7 47 LET, CDOIL, EuXyFrabya=r7 Z28fESE5
722 A X | U IZ Management Center Z 422 & L £9°, CDO (T & % Management Center
DOV HR— NI, T ADOF U R—T 4 7 FERGT /314 ADFKR, Management Center
WZRHESHIT o leA 7Y = 7 FOFER, I LU Management Center OFH AR BIZBRE S 41
TWET,

((¥) Management Center /~A1 7 XA 7 U 7 ¢ X7 OEEIL, BH ¥ Y Management
Center % Cisco Security Cloud & AT HLELH Y 9,

) FEHANTWARWEAIX[CDOD#ESE) (LaunchCDO) %27 U v 73250, Hinrbr s
4 > L% : https://www.defenseorchestrator.com/,

CDONRRYy T T v 77Ty —IlkoTT7 w7 SNTWVWARNWI EEMHERL T ZEEN,

CDO #' v a/R— K (https://www.defenseorchestrator.com/) T, [4>7R— K (Onboard) ]

( + orvoors IR
[FID] %A &7 Uy 7 LET,
X 34:FTD % A4 )L

FTD

Cisco Secure
Firewall Threat Defense

[FTDT /31 A D#E A#Efii (Onboard FTD Device) | EfC, [V 7 & SO (Use Serial
Number) | %7 V> Z7 LET,

3B: Y FILEEEER

[ | Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
= manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (£
Firewall Threat Defense

O e w 5 =
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
LECOIN Onboard a device using a registration Usae this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD ta a supported claud
on the device using the Command configured devices using their serlal environment: AWS, GCP and Azure

Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

[FMCO#ER (Select FMC) [T, U A b [ 7 L I AFMC (On-Prem FMC) | Z83&4R L,
[k~ (Next) 127 Vv 7 LET,
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1) &— b Threat Defense [Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

36: FMCO)E 1R

o Select FMC Select FMC @ For more details, Click Here

|l Select v]

Cloud-Delivered FMC
Firepower Management Center (Recommended)

Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset
FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (237 U » 7 [P 7 R L A F 72X FQDN 2R E SN TWAHGA L. #IRZIC
FRINET,

37::37) w9 IPT KL X/FGDN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BNRWEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 27 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 KL A/FQDN 2R ETEET, ROXAT AT Ry 7 ANKRINE
o

[l Cisco Firepower 1010 2 4 — + 7 v 74 K



| 1) &— | Threat Defense [Z & % Management Center O &
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

38:FMC/X7J") v ¥ IP/FADND X E

r -

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 YV Z7IP7 RVAFQDN 3% ET H4EHH Y £3, CDO i L THARXE
THI LT TEERA, B F Y Management Center TRXET D LERH Y 3, %
ZRLTIESN,

ATw 76 [ (Connection) | T, T XA ADV IV TNEEELETNA AL EALET, Next] 227V v
7 L\ijﬂo

39 $&#R

0 nnectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
3 h vill attel o 3 b
[ JAD253802GB J [fp-1010-1| ] onboard, then CDQ will attempt to connect to the
device
Next :
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATF9 Tl [INRAT—FEDYtvy k (PasswordReset) | C, [lELY... (Yes.) 227 Vv 7 LEd, , T2
AAZADHF LWRAT—REAS L, TOHLWASRRAT— REHEZRL T, [k~ (Next) | &7
Vw7 LET,

TryyFraeya =T oA, T ATFHTH L0, A A—MbSN TN L4

BHYET,

GE) 7/ 4R a7 A L THRRAT—RKE ey L, ErZyF o ya=r7 2
T DEICREEET L2261, Wz, (No.) 147 v a v 2%IRT 5
VENHVET, PuXoFrabeya=r 7 28T 53R EIIZEH D720, HA
A=V EORBERH LG EERE, TS Rl A 0T 52 LRI ESE
Ao
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. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

ATvT8

ATvT9

40:2XT—FDYty +

Please review all the prerequisites for onboarding with a serial
number. Learn more (£

@ Password must:
- Be 8-128 characters
- Have at least one lower and one upper case letter

| Is this a new device that has never been logged into or
configured for a manager?

- Have at least one digit
- Have at least one special character.

- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

TR T

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

[RY > —ED 2T (Policy Assignment) | C, KRy 77X U A=a—%2FHL T, 7,514 A
D7 7EA aybr—L R —%RR L EJ, Management Center |2 Y > —Z B L TV
720 GATX. 2 2 C Management Center [ZBEEI L, BINT 2 XERH Y £, [Next] 227 U v
7 LET,

B 41: K1) —F|Y BT

o Policy Assignment

Access Contral Policy

[ Default Access Control Policy -

[ 7 A2 VT a A% A (Subscription License) | T, T/3 ADT A& A%ZENL
F7, Next}] 27 Vv 7 LET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K



| 1) &— | Threat Defense [Z & % Management Center O &
Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

2:9TR9)VFoavs4EUR

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

o 7. I
& carrier (7.3+ FTDs only) M3UA

IPS % Intrusion Policy

Malware Defense Gy File Policy

B urL URL Reputation
RA VPN

Next

ATV 10 [T (Done) 1T, CDOIWCHERENDT /A AT~V &BMTE T, T4 5% Management
Center TIIEH SN EH A,

B43:487

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

=
b
Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~—IZBEME N E
To [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZAERKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHHEAITCDO A X2 K
IR R TEET,

N A v H—T 2 ATy FTub a7 AT 554, CDOIEDDNS 72
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHMNBTDDNS N LET, ZoHNL, Er¥ v F7rn
EVa = TR ATORYR—FENET,

e I IP 7 R LA Z 7R A M4 serial-number.local (2~ > B 7 LET,

¢IP 7 RV A/RA N4~ v B2 % Management Center (22t L, RA RNAEZIELWIP 7
RURICERCTEX B LI LET,

*DHCP UV —ANHH INTHERE, IP 7 L ANEE i85 |2 Management Center
(A L ET,

BEHA L —T A AT Xy FTuva=rr 2HHAT 554, DDNS IV KR — kX
NWEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZE|
TRETHLINENH Y £,

Cisco Firepower 1010 22— +7 v 744 K ||}



1) &— b Threat Defense |Z & % Management Center O & |
. ZF&)(Z & % Management Center ~D T /A DB

CDO % 75| &#i& DDNS 'm A X —& L THEMT 5 Z &b, % T Management Center ¢ DDNS
HEERDOFNICEET L L TEET,

F (- & 5 Management Center ~D T /31 XA DB

TNAADIP T RUAETIIARA MMy & BEkF—Z2 M LT, F#)T Threat Defense %
Management Center

FIE

AT w71 Management Center T, [T /34 A (Devices) ]>[7 /31 A% H (Device Management) ] DJIE|Z
HEIRLET,

ATv T2 B (Add) | Fay 7 H oy URARNML, [T/ ZADBN (Add Device) | Z#IR L £,
BHRX— AN T 7L P TEIREL TV ET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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F&j(Z & % Management Center ~D T /34 A DB .

4 BEX—FFERALET/N RDEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense D IP 7 KL A7) A b4 & AL %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,

Cisco Firepower 1010 R 2 — + 7w THA K .



1) £— k Threat Defense [= & % Management Center D& |

. F )12 & 5 Management Center ~D T /31 X DB

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HTENTEET, THRNENOIBE~D T 7 4 v 7 OFF] (41 X—2) | B LT
TEEW,

B 45: 5 LLVKRY o—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &
gxmntra) 7oy o—ngE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY 2 MBS ET, KRLESGEIT, =7 —AyE—UN
FOREAVE T, Threat Defense 7238 ER(ICKRIM L 725G 13, IROEH 2R L T IZS 0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4l L T Management Center O IP

7 KL A~ ping ZF4T7 L £,
ping system ip_address
ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
7, Threat Defense HHIP 7 KL A EZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHMEHLTVD L aMRA L, AL TWDHEAIEINATID 2 H LT\ Z & &
7 LEJ, configuremanager add ==~ > R4 i f] L T, Threat Defense TXdkF— & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72 &
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI L TIANRE R 2 ) F 4 Y R BIET BRI TH L
\i—a_ﬂo

A v A =T 2 A ALHHA A —T 2 A N A L H—T = A ATAZT (v 7 1P
T RLRAZEDLBTES, v K=V ¥ TV EAREDO L LTUTA L H—T =2 A4 AD
BEARBELER LE LN, FEZ0A 0 H—T 2 A Xa )T 4 —12EI) 4T
LMENRHY T,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T = A APAT A L7,
TR hr—b NEDOIE~D T 7 v 7 ZFFAI L ET,
*SSH: ¥ —V ¥ 7 78R A F—Tx A ATSSHEZHMILET,
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1) £— k Threat Defense [= & % Management Center D& |
B s—ozrzoux

A3 —T 4 RADEFE
0—4%yF7aeya =7 E IR EIC Device Manager T 556, IROA > & —
7 = A ANHRRE SIVET,
oA —HFxy b 1/1: S . DHCP 225D IP 7 KL A, IPv6 HENRRE
« VLANI : [PNEB) | 192.168.95.1/24

e F T F IV MLb— |k AN A v F—T = A AT DHCP &4 L TS

Management Center (2% &% 2% RiflZ Device Manager W TiBID A > ¥ —7 = A A[EH ORE %
FITLIZHA, TORTIIERESNET,

WTHIZLTH, T3 ADOBEBRITEBIMDA VX —T 24 ARTEEFEITTHLENRD D £
T A H—T 2 A ADFRIREZIT> TORWIEEIL., NEBAA v F AR — M VLANL A
H—T oA A BMTHLENRSY FT, BMOFRETIE, LEISGECTAL vFR— &
T7AT TN A E =T o f AEBRL, AV F—T 2 A RAetXa VT 4 —ZED
WMCTC. IPT7T RLAEZEHELET,

WOFETIE, DHCPIZEAARAZ T 4 v 7T KL AL A—F v RE— RO A v X —T =4 A
A L C (Bthernetl/l) . L—7 > RE— RORHA > ¥ —7 x4 A (VLAN1) 2R ELFE
j‘o

FIE

ATY 1 [T314 & (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
AT T2 [ % —T=A A (Interfaces) | %27 U7 LET,

Overview Analysis Policies LR Objects = AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT WPN v Qos Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l : ii I: . Inline Sets  DHCP
Search by nam & Syne D @ Add Interfaces ~

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Etherneti/2 Physical B &
B ethernet1/3.1 Sublnterface E] y
Ethernetl/4 diagnostic Physical E] &
Ethernetl/5 Physical E 4

ATvT3 (LE) [AA vFAHR—b (SwitchPort) |FIDRATA X% 7V v LTAL v FHR—F (f—

By 12~ 18) DNFRIDAL v FHe b KBt 5 & e () v
ERINET,

ATy T4 2L vFR—FEEDTLET,
a) AAvFR—FO[#FEE Edit) | () 227Uy 7 LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Edit Physical Interface

Hardware Configuration

AB—T 1A ADHKTE .

Interface ID:

Description:

Port Mode:

VLAN ID:

Protected:

Ethernet1/.

Access

Enabled

(1 - 4070)

QK Cancel

b) [F%) (Enabled) | F=v /7Ry I R4 NI LT, A X —T A AL ET,
() VLANIDA#ZELEJ, T 74/ ME1 T, KIZ, ZOIDIC—FH T2 VLAN

¢)

A B =T AEBMLET,

d) [OK]%27Yv2r LET,

ATFY TS NEEVLAN A v 2 —7 = A Z&BMLE7,
(413 —T x4 ADENM (AddInterfaces) |>[VLANA 42— x4 X (VLANInterface) |

a)

27V v LET,

[&f% (General) | N—UNFERINET,

Add VLAN Interface

(CUUIEIE IPvda IPv6  Advanced
Name: inside Enabled
Description:
Mode: None &7
Security Zone: inside_zone 7
MTU: 1500 (64 - 9198)
VLAN ID *: 1 (1 -4070)
Disable Forwarding on MNone
Interface Vlan:
Associated Interface Port Mode
QK Cancel

Cisco Firepower 1010 22— +7 v 744 K ||}
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b)

c)
d)

e)

1) £— k Threat Defense [= & % Management Center D& |

48 LT F TO [4HT (Name) | Z AN LET,
ez A F—T x4 AT indde &\ S &4RTEITET,

[£%) (Enabled) ] F = v /Ry 2&F NI LET,

[E—F (Mode) J1X[72L (None) JIZREL-FFIZLET,

[Ex=VUT7 ¢ —>2 (SecurityZone) | K v 77X 7R NOOREFEONIHEF = U T «
V= EBRIRT L0 i (New) 1227 Vw7 LTHLOEXR 2T 4 —UZBINL
£7

=& ziE, Tinside] EWOAFIOY — EBMLET, KA F—T =4 AT, ¥
TAS = BIOA =T 2 A AT N—TZE S THXLENHY T, /X —T =
ARE, 120X VT4 —VIZORETLHZ L, BHOA L F—T A AT N—
TR THIELTEET, V= ERIEIN—TICESNTEF 2V T 4R — %
FALET, 72E20E, WA v —T = A AZNEY — 2B 4T, A v X —T =
ARBEI) —AZEID Y THZENTEET, ZOWHAE. 77 4 v 7 BHEDBIND
BT LH 17782 arba— LR o—%2RETDHZ LT ETN, 4T
MOWNEBICHANT TIERETE F A, FLEAEOR) =3 XF20T 4V =0 DHY
AR—FLTWVWET, NATRV > —, L7 4N Z R Y — BEURQoSHKY o —T, J—
VEREFA V=T A AT N—THEHTEET,

[VLANID] % 1 IZERE L £ 7,

F 74V R TlE, TRTOZAA v FR— MIVLAN L ICRESNET, 22 TH O VLAN
ID Z3&INT 55415, HT LW VLANID OFK A A v FR— b ERETOILENH Y 7,

AVHE—T 2 A AERF L%, VLANIDZERTHZ LidTExEHA, T I TOVLAN
ID X, R 415 VLAN ¥ 7 EBREND A X —T = A A 1D DE 5 TY,

g) [IPv4] & [IPv6] DWTNNETXTEDOR—=V %7 U v 7 LET,

s[IPv4]: Ra vy 7F XU U RRING [AXT 4 v Z7IPEMT 5 (Use Static IP) | %38
WU, IPT RLAREY TRy b~ AT BAT v afil TAHLET,

7o & 21X, 192.168.1.56/24 & ANJ1LE7,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

* [IPv6] : A7 — b L AHBREEDOSA L [HEEXE (Autoconfiguration) | T = v 7 38 v
JAEF AT LET,

h)y [OK]%7 Y w2 LET,

ATy T 6 HERICAE AT 5 Ethernetl/1 O[fatE (Edit) 1 () 227V v 27 LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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phep H—i—nzE |

[&f% (General) | N—UNFERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YRV T IR ARCIDA v H =T 2 AEFRNCEEL TWDED, AV —T oA A
WX T TIZARIBMT SN TEY, AMbE T RLARENZE T LTCWET, b DHARE
ENWIEF LN TL &8, BH 95 L. Management Center O B NPT S E T, =
DOEETH, BBF T 74 v IR —Dx2 )T 4= EARETHLENDHY £,

a) [BEX=UT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBHFONTEX 2 T ¢
V=V EBRINT 0, [FH New) 1227 U7 LTHLWEX=2 YT 4y —2ZBL
ij‘o

72& 21X, Toutside] EWHLARIDY —&BIMLET,
b) [OK]ZZ7 VU7 LET,
ATy 7T [R1F (Save) 1227V v 7 LET,

DHCP 5 —/\—DEE

7547 N TDHCP Z i H L CE&BICHT D 225 1P 7 RLAZESGTA L 512158
A1%., DHCP —_—ZH8c LE T,

FIE

AT T [T/34 2 (Devices) |. [T /31 A& H (Device Management) ] DJEIZRIR L, T34 2D [#&
& (Edit)] () 22V v2rLES, >
AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

Cisco Firepower 1010 22— +7 v 744 K ||}
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46 : DHCP H—/\—

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

DHCP Server Ping Timeout

50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ .|+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

ATw T3 [H—N— (Server) | <— T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE
B

47 :H—/\—D1EM
Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

Cancel m
(A H—T7 x4 (Interface) |: Ry I Xy YA RNLA U F—T x4 ZAEERLE
R

o [7 KL A7 —)L (Address Pool) ]: DHCP — _"—NEHTDHIP 7 KL ADE FAL D
e OB OFHZHRE L £, IPT KL AOHFEIL, BRI X —T = ALFET
7 Xy N B ETDMERHY, AV F—T A AAHFDIPT RLAZEDDHZ &
IETTEEHEA,

o [DHCPH— "—%FHWZT % (Enable DHCP Server) ]: IR L7=A % —7 = A AD DHCP
Y= R—=ZHMLET,

ATvT4 [OK] %27V v r LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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NAT D& E .

ATY TS5 [R1F (Save) 1227V w27 LET,

NAT D E
—f%EY72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ZADIP T KL ADR— MIE
BilEdT, ZOFATONATL—ILDZ b Z AL HZ—T A A R— KT KL AZH (PAT)
EIRENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 U 7 L, [#HLLEY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w2 LET,

RAT9 T2 RN v—IZARTEMT, RY =% EHT 731 A&V, [(R1F (Save) 127U v L
£,

48:FHLLWRY o—

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

7N U 2 —73 Management Center [ZIBIISNE T, Sl&kE, RY —I— vz 8N4 503
BV ET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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B wozz

49:NATRY > —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Source Destination
Objects Objects
~ NAT Rules Before

~ Auto NAT Rules

~  NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 0 VR y 7 ANFRINET,
ATy T4 ERLV— DT T g TR ELET,

50: EXIL—ILDA T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

ervices

« [NAT/L—/L (NAT Rule) ]: [EBINAT/L—/L (Auto NAT Rule) | %R L %7,

s [ZA4 7 (Type) 1:[# AT >7Z7 (Dynamic) | ZE#EIR L £,

ARTYTS [A v F—T A AF T2 bk (Interface objects) |3— T, [HHAIRERA V H—T = A A
47 Y= 7 K~ (Available Interface Objects) | FEIK 2O [FESEA v H—T = Af AF TV =7 |

(Destination Interface Objects) | fEIKIZAME Y — > ZBML 97,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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R51: A=A RFTPxy b

Add NAT Rule

NAT Rule:
| Auto NAT Rule

Type:

| Dynamic

|
Ml

Enable

Interface Objects

Translation

PAT Pool

Advanced

NAT 3

%
H
-

Available Interface Objects

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

] Add to Source

3 Add to Destination

Source Interface Objects

(0) Destination Interface Objects (1)

L]

o outside_zone

AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,

Kb62: b5 AL—3 Y

Add NAT Rule

NAT Rule:

| Auto NAT Rule

Type: _
i Dynamic vl
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F5F7 1 v
7 (000000) DXy NT—sF7 Ve FaBEINLET,

Cisco Firepower 1010 22— +7 v T4 K [}
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B53:HLWARY FO—0F TPy b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEO—HE LTNAT ZiBIT D572, VAT A
EFRDany-ipvd 47 V=7 MEfEATHZ LT TEETA, T, VAT LAERD
FTV el NeRETHI EITTEERA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL—VEBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

REEMNSHNERAND FS T 4 v DEFTA]
BT D 28R L& &I, BAD[TRTHONTF 74 v 27 %2711y 7 (Block all
traffic) | 77 tRA a2 ba— b R =B LTSI, T AZERTDHNT 7 4
I HFFRT DDA Y =l — AV EBINT D MERH Y £, IROFNETIE, NEHY —
MBI — 2 ~DRNTF T 4 I EHFRTHL—LEBMLET, oy —ondh 584813,
WYty NT—T~D KT T 47 EdFa[T 50—V EBMLTIES0,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR Y > — (Access
Policy) ] DNRIZEER L, BEUCKHT D ICH D Y THNTWAT 7R a2 ha—/L R
o [#RE (Edit) ] () 22V rsLET, > >

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

ATv T2 [JL—IL%EEM (AddRule) 1227 U v/ L, IRONTA—=FERELET,
54: )L—)LDEN

“ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports Applications Users URLs

Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove All - Collapse All Remove Al
=) <& outside_zone ZONE | v 1 object

ZONE | v 1 object

<4 wixAutomationZone

[&8T (Name) |: ZO/—iZAHiZAHT £7 (72 & 21X, inddeto-outside) .

[BEIRLT-FEIETT (Selected Sources) | : [V —2 (Zones) | MBNIL Y — U 23RN L, 1%
fETY— > %EBM (Add SourceZone) | %2V v 7 LET,

EBIRLI=FEEET T — 3> (Sdected Destinations and Applications) | : [V —Y

(Zones) | MBAMT Y — U AR L, [FEEY — 2 %EM (Add Destination Zone) | # 7
Vv 7 LET,

MOBREFZOEFICLTREEET,
ATY T3 [Applyl 227 U v 7 LET,
=L [b—/b (Rules) | 7 —7/WZBISIET,

ATy T4 -7 (Save) 1227V w7 LET,

VHR—S % FTUOHERT—2 AV B8—T 1A ZTH SSHDHEE

=]

A B —T 2 A RIpEDT —H A ¥ —7 = A AT Management Center 7 7 & 2 ZH2hiZ
L7EBAIE, ZOFIEICHE>TEDA 2 —T =24 AT SSH ZAMNITHHERHY £,

Z ZClE. ThreatDefense C 1 DLL EDF—% A v % —7 = A4 ZZ%F LT SSH 8k & %09
LI OWTEIA L £,

\)

6=

SSH (3B A v X —T =2 A AL TT 740 hTHNZ > CTWETHN, ZOmEIFER SSH
T U AL ERA,

BHA LA —T oA AL, T, ADMDA o F—T = A R LTS TV ET, Management
CenterlZ T /N AZFRTE L., BT H-DIEHEINET, —X A H—T A AD SSH
L, BEA X —T 2 A AD SSH ENHBB LN B2—F VR MEHFELET, ZOMOE
EITEPNCRESNE T, T—F AL X —T A ATlE., ZOHEHAHEHLTSSH &7 7 &
AVARNERINZILET, T—F A F—Tx2AADSSH N7 7 4 v 7 ZB@HEDON—T 4~
TREAMHAL, MEMICRESNIZAZT v 7 — F R CLI TREINICAZT 4 v
N— MIEHLEREA,
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BHA L Z—T 2 A ADE, SSHT 778 A Y A N &EMEAT 5121 Cisco Secure Firewall Threat
Defense =2~ KU 77 L > A @ configure ssh-access-list =~ > REHR LTI, AKX
T4 w7 — MEEET HIZIE, configure network static-routes =<2 REHM L T 7EE
W, T 74V N T, WIHIERERFCEE A LV H—T A AMDT T AV R b— FERELE
D

SSH #= {7 51T i BRARIPT RLAZHAITAT 7R L—VIFEHY FHA, 2D
v 27 g OFEICEST, SSHT 7 ERAEZBETAILERH BT T,

SSHIZ, EIERGERA v F—T = AZOBMATE £, SSHARR FASIMEFA o F—T = A
A DY B INRA v H =T 2 A AOEEEBEROZBIGTE £,

SSH X, DI FH LV —#z AR — L TWET,
o 551l : aes128-cbc. aes192-cbc, aes256-cbc, aesl28-ctr. aesl92-ctr. aes256-ctr

o 524 : hmac-sha2-256

o X —7H4 : dh-groupl4-sha256

\}

GE)  SSHZMA L= CLL~mr 7o iRIT28 3 [AdH: L TR 2D &, /354 A SSH #5513 #%&
TLET,

1R HHEIIZ

« SSH N —H—(%, configureuseradd 2~ > RZHH L CCLITOARE T ET, .
T 74V N T, MR ERFC S A Y — REFRE LIZAdmin——203F7E L £ 3, LDAP
F 721X RADIUS EOAEL—Y —(X, 7T v b7 4+ — L% E T [FMTFEHE (External
Authentication) | #RET DI EICL - THRETEET,

o TNA A~D SSH R EFF AT HHRA MEIEFR Yy NV =V 2 EHRTDHF Y hT—7 4
TVl FRMETT, 21‘7‘*‘/“:7 Mae7ulr—YyO—EE L GEMTEETR, IPT
RLAD I N—TF 2R ET DDA TV =7 b I —T 5T 58541, Lv—/LTH
BRI N—TINT TIFAET DL 2R LET, [T kb (Objects) |>[A#T>x
2 &I (Object Management) | #IRL C, A7V =7 bERTELET,

N

(6=3) VAT AT Sany ry NU—F AT V= MIEHATE E
A, KOV IZ, any-ipvd £ 7= any-ipv6 2 L £,

FIE

RAT9 T [TINA R (Devices) 1>[FT Ty b T+ —LERE (Platform Settings) ] %3&4K L, Threat Defense
AU —EAERE T ITMRE L ET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| 1) &— | Threat Defense [Z & % Management Center O &

=
ax

ATy T2
ATvT3

ATvT4

E DR

ATy T

ATy T2

zzorn [

[SSH7 7 R (SSH Access) | iR L 7,

SSH¥ A+ HA L Z—T 2 A AL IPT RLAZIBELET,

ZOREMHL T, SSHEREZ T ANDA LV H—T A4 A, BIOZENL Ol S

H77AT L ROIPT RUAERIBLES, HAxOPT RLRTR, Fy NT—27 T R

A TEET,

a) [BEM (Add) 1227V v 27 LTHLWL—LEZBINT 50, [fE (Bdit) 1227V v 27 LT

BEF DL — L B MR L £9,

b) N—ADOTaNT 4 EFEELET,
* [IP Address] : SSH¥E#i# 3§ DR A MEIFR Yy NTV—2 2FFET DRy RU—7
FT 2l NERIFIN—T, ATV e Ry T AT A =N HEIRT D
Iy FREHEZ) v LTHLWR Y hT—2 4TV MEBMLET,
«[EATIEER Y — A4 B —T 4 A (AvailableZonedInterfaces) | : SSH ##t % 7 ]
TEHA LA =T =2 ARG —EBNMLES, V=W U H—T =2 AT
. [BIRLFEY =243 —T 4R (Selected Zones/Interfaces) 1| U A hO T D
T4 N R v =T oA AL EATI L, BN (Add) 1227V v 2 LES, L—
TNy P A E—T oA A BNTHZELETEET, BRENTWAS X —T =
AAFEZEY =0 MNT AL RATEENTND L EIZDI, ZIEDL—LINTINA A
WEA SN ET,

) [OK]%27VUvZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—HBFTEL LR E L, BFEEFRY —EREATOLIETHENCR A,

RIEDEE 2 BT D0 ISR LEd, £ARZEMATLETIE, 7 A LTLEOE
VLT 7T 470 £H A,

FIE

A LD [JEB (Deploy) 1227V v27 LET,
X 55: B

somm—
l Deploy IQ @ & @ adminv

HGEAR BB OBA L, BEDT AL ADF = v 7 Ry 7 2% A LT [JRE (Deploy) % 7
Voo 2 FB0, [TRTER (Deploy Al) 122 U v 7 LTHFRTOF AL ZZEELET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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REDER

LS OGEE, BIMORMA T Y a U ERET H7-DIC, [EE72ERM (Advanced Deploy) ]
Vw7 LET,

[ 56 : 9~ TER
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
B 57 5 E L RR
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATV T3 BEANSESH LI 2R LET, BEORAT =X 22FRT5HI121E, A=a——0 [EH
(Deploy) 1R v OAMCHLT A2 %7 v 7 LET,

58:BRART—4 R

es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 85 XU FXOSCLI~ADT7 U X

a<v LRI A F =T A (CLI) ZHHL T AT LD Y N7 v 2TV, AL
WRYVAT LD RTINS a—T 4 T EITVET, CLITy Y a oo R U—%RETHZ
LITTEEHA, CLIICIE, v Y — L R— ML TT 7 ERATEET,

NN a—T 4 TDDIZE FXOSCLIWZT 7 BATE T,

N

GE) * 721X, Threat Defense 7 /3N ZADEH A L Z—T = A|ZSSH T CTExEd, =/ —)L
Twva IR, SSHE v g %5 7 4V kT Threat Defense CLI IZ72 Y . connect
fxosa2~ > R&EHA L CFXOSCLIIZER T $£9, SSHEHRHD A v ¥ —7 = A A& T
WAEEA, B TCT— XA LA —T A A LOT RLAICEERTEET, 5— XA F—T A
A~DSSHT 7B A LT 7 4 b TEHIZZR>TWET, ZOFIETIE, T 7%/ b TFX0S
CLL By =R — T 78 AIZOWTCHALEI,

Fig
ATFYT1 CLIICu 7 A T 5120, BHa L Ea—FEar Yy —LR— M LET, Firepower 1000

IZiX. USBAtoB I U T r—7ANtREBLTCWEYT, RO —F 47 VAT A
LB USBY Y TV RIANRNENLTA VARV LTLTEZI, 2V —)LiR— N MIT 7+
JV N TFXOSCLLIZ/AR Y £9, ROVY TAREEFHLET,

* 9600 7R —

P8 T4 By b

e NUT 4721

1 AFy7 EYEH
FXOSCLIIZHHt L £7, =—H—4 admin & FIflE Y b7 » FRHCRE LTZ/SATY— K%
EMLTCCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

T w72 Threat Defense CLIIZCT 7 A L%,

connect ftd
51
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B s s—orrzxcoemEEGEO ST A—F 100

_\\

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, T EEICDOWTIL,  [Cisco Secure Firewall Threat Defense =<2 KU 77 L > A ] 2%
LT EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIE, 22 AN LTLEEN,

1 -

> exit
firepower#

— B AR —TDIARATOEEBEGEDO NS IV a—TFTa 9

5 L DY R — b : Threat Defense

HHOEHA 2 —7 = A AZEHT 58 V2, Management Center |27 — % A X —7 =
A A& 584 1%, Management Center C BB T Dl O A v 4 —T7 =24 XL Ry b
J—7 DF Hﬂiﬂé”ﬁﬁﬁ_é EEITHEAREI LWL S ICERE LET, EREICKT 285 &
Management Center (2B L7 BRIZEBA L H —T = A AZ A T2 ERBTL5E (F—471b
BHA, FREEENLT—H~) | AV F =Tz AL Fy NT—7 OFENIE L HERK S
TR & EEEER N KDL D PR H Y £7,

DR 7IX, BEYPEREN RN SRAD NI IV a—TF o SIS B ET,
EEERAT—2 ADERT

Management Center C, [7 /31 A (Devices) |>[7 /31 A& ¥ (Device Management) ]>
[7 /34 A (Device) |>[&# (Management) |>[FMC7T 7 & ADFEM (FMC Access Details) ]
[T%‘ﬁfx 7 —# A (Connection Status) |3— Y DJEIZEIR L TEBEELO A T — X X & fife

BEEEHGR DO AT — X A& KT BIZiE, BRUTKT 585 CLI T, sftunnel-status-brief =
<~ F&2 AN LET, sftunnd-status 25 LT, LV e RE2FRTHLELTE
*9,

Z RO O N HZRITR LES, 7 Fy 20 [HEk] FRe—he—
MERPFR RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Last disconnect reason : Both control and event channel connections with peer went
down

Ty TIREOEREO MNP Z TR LET, BT Fypbban—bE— MFRNEREN
/Cl/\jz‘a—o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J FHRDO KT

BT D BAME CLI ©, & BLE X U'Management Center 77 Z A T —4 A VX —T7 = A
ADHy NT—I R EERRLET,

show network

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

=============== Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled
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B s s—orrzxcoemEEGEO ST A—F 100
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration Manual
Address : 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

1) £— k Threat Defense [= & % Management Center D& |

Management Center ~® Threat Defense D& §xDHEED

BBk 2B CLI ¢, Management Center &k 52 T L7 Z L 2R LE T, ZD=
~ 2 RE, BEEROBUED AT —F A2 FRT 55D T RN Z

AN

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed

WCHEBELTLEE

>

M anagement Center |Z ping 9%

BRICRT 2B CLI T, kO a~y FEHALT, 7= A ¥ =T = A Ainb
Management Center |Z ping L ¥ 77,

ping fmc_ip
BBUKIT DICLIC, RDa~ > REEH LT, HHA ¥ —7 = A )5 Management

Center [Z ping LET, ZhiZ, Rov 7 FL—r &N LTTF—4 A F—T oA AT)—
TATINET,

ping system fmc_ip

Threat Defense NERA V2 —T A R TD/NT Y bDF ¥ TF v
BB HKTT BB CLI ©, NNy 7 7 L—r 4 v H—T7 A A (nlp_int_tap) T/37 v
FaeXxy7F v LT, FEAT Y PRFEINTWDNE I D EHRLET,
capture nameinterface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

NEBA VB —TITARADAT—R R, #fet. BLUNNTry FIORER
BT KT DB CLI ©, Wiy 7 P L—> A4 % —7 A A (nlp_int_tap)
BHREZRLTIIZI,

show inter ace detail

(ZBE9 %

> show interface detail

[...]
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| 1) &— | Threat Defense [Z & % Management Center O &
F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 >0 & NAT OWESR

BB T ABEEICLI T, 7 40 hl— K (S¥) 2SBMSN TS 2 b BLovEHEs

-
—

VA —T A A (nlp_int tap) |

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary,
IS-IS inter area, *

i - su -
ia -

SI - Static InterVRF

static,

E2 - OSPF external type 2,

- candidate default,
o - ODR, P - periodic downloaded static route,

PR NAT V— A WNFAET H 2 L AR L E T,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

IS-IS level-1, L2 IS-IS level-2

U - per-user static route
+ - replicated route

Ll

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat
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B s 5—Tz1xco8BREO NS TLYa—F 1Y

> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 _ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

wKDavy FEBRLT, OTXTORENFET LI LEERALET, ZhbDax

> FDZ% <X, Management Center @ [7 /34 A (Devices) |>[7 734 AL (Device

Management) ]>[7 /34 A (Device) ]>[®# (Management) ]>[FMC7T 7 & X DFEH
(FMC Access Details) ]>[CLIH /) (CLIOutput) | <—Y CTHHERTE 7,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHFMN Y L= E > M EFERT S
BTt D BAHE CLI C, DDNS O HE 3L L72& 9 ina g L E T,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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| 1) &— | Threat Defense [Z & % Management Center O &
274794 —LoERONE [

DDNS: IDB SB total = 0

BN R L7255 i debug http =~ > K& debugsd =~ Fafif LEd, iEAE

DIRFENRIG LI E13, v— FREAFER T A ZZA VA P =L ENTWD Z & 2R
LET,

show crypto ca certificates trustpoint_name

DDNS OB {4 feRT 5 1C

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

Management Center 045 7 7 A4 JLDFER
https://cisco.com/go/fme-reg-error &M L T 720,

27470+ —ILOEIRDYIEHR

VAT LEMEEYNC Y vy N T H T ENEETY, BMICERT 7 V2R 35 &
BERRT 7 ANV AT LAOREGESI R T ERHVET, Nv 7 7T FTIREIZEHK
DT EANPETINTEY, BRI 7 72\, ER2UM LYV T5E, 7747
VA=WV AT LT L — AT NV yy NI TERNWI EERATEBNTLSEEN,

Firepower 1010 ¥ ¥ — NI EIRA A~ F1LdH U £ A, Management Center D7 /34 A
BAR—VEEH L CT A AOER AW 52>, FXOS CLI ZfH T& £,

Management Center Z{ER L= 74 7o+ —ILOERED IR

VAT LEBEEYNCY vy N HZ ENEETY, BMICERT T S ARk e EIRA
A FEMLIZVTDE, BERRT AN VAT LAOREAFIZSHITZENHY £T, Ny
I 770y RTCIEFIZZHO T a v ANFATINTWT, IR 7 7%\ 0 | &EIRZ Y
L7 d2BL, 7747 03— NVETVL—AT NI Yy NET U TERWI EEZRZTEBWNT
TEEW,

Management Center Z ] L TV AT AZ@UII T v v MU TEET,

FIE

RT9T1 [T/IAAL R (Devices) | >[T/314 REE (Device Management) [& &R L 7,
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B cucosrzxomrso

ATy T2
ATvT3
ATvTa

ATy TH
ATvT6

ATy 71

BT 57 31 2A0fICH 5 [RE (Edit) ] (£) 227V v7 LET,

[T /34 A (Device) | #7 %27V v 7 LET,

[ AF 4 (System) | ©®27 3 a2 T[TNARADY vy k4™ (Shut Down Device) | (@)
7V o7 LET,

Tur T NRERENTEDL, TR ADYV Yy N T UEMERLET,

A=A T AT I — IR L TWARESIE., 77 AT I+ —ANB vy NF T
THLEWZVAT AT P eE=Z—LFE T, ROTa T IRERENET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LEH L CWRWEEIE, K30/ TV AT ARy y N T LT b %
MR LET,

VEIS L TBR T 7 72Ty — U OB RAZR AT Z e N TEET,

CLI TOT/NA ADEIRA 7

ATvT1

ATy T2

ATvT3

FXOSCLI Zfifld 5 &, VAT AEZLZRIIV Yy N DLV L, T, ADERE A 7IZTE
F9, CLIIZIE, a2 Y —/LiR— MIEER L CT 7 &AL FET, Threat Defense 35 L X FXOS
CLI ~DO7 77 Ax (99 =) ZHHLTL7ZE,

FIE

FXOS CLI T local-mgmt (285t L %9,

firepower # connect local-mgmt

shutdown ==~ > K& 34T L £,

firepower(local-mgmt) # shutdown
i -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I —NDY Yy NET UV AT ATy " eE=F—LET, kKOTar 7
FREREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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ATY T4 VEISUTCEIR T T 72Ty vy — UMD WBEICEREZBR D AT N TEET,

RDATvT

Threat Defense D% E Z {79 D121, [Cisco Secure Firewall Threat Defense K& = X > MZ T
IR WZHIBHENDY T v 2T R—=T g D=2 TV EBRLTLSIEE N,

Management Center D FIZB 3~ B FRIC OV Tik,  [Cisco Secure Firewall Management Center
T AT A K] BB LTI EE0,
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Device Manager T @) Threat Defense O EFH

CDEDOHRRE
ERAFRE2 T R COT TV r—v gt~ —U Y BHRRT DI, @7 7V r—vayv

X =V x Z/lOT5E (1~—Y) 2ZRLTIEZEIV, ZOEOHNEIL, Device
Manager TO ZBUZKRET 2 B OREBAICEH S ET,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA ORI TV B 2 217 2 BRIZIZ, T34 ADFA A—LRMEIZ/R Y F
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MBETH, Cisco Secure Firewall ASA 35 & OF Secure Firewall Threat Defense FF1 A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIXENGEERITREC, BRI
ETHLLHVERA, ZEL, 22— L7 EORETIL. ﬂﬁlkpﬁzﬁlﬂﬁ%&%{ﬁﬁﬁféi
T ZOA. REMEERFC SNMP O HRFC, BHEEDEANBIIGTHREZHER TE 25606
nET,

e LU RY—Z U RDE R (110 2—)

e Xy NU—JEE LT 7 40 FREDOHR (111 ~—)

« TA ZDFHE (115 =)

77 AT T A —NVOEROEAN (116 ~—)

« (EE) Y7 MU =T OEREFLNA—Va DA A =L (117 _—)

« (&) CLITOEHX Y NUY—IHREOEE (119 <—)

* Device Manager ~D 1 71 > (121 =*—7)

c FIHIEREDTE T (122 X—2)

¢« TA B ADHE (124 X—)

Cisco Firepower 1010 22— +7 v 744 K ||}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

 EIEEIYEY)

Device Manager T Threat Defense D &R |

* Device Manager CTD 7 7 A 7 U 4 —/LOFKE (130 ~X—)
* Threat Defense 33 X TOVFXOS CLI ~D7 7 £ & (135 ~<—)

e N— RT = TIEHMOERR
o« T AT 7 F—)LOEIROGE

(136 2—73)
(137 =2—73)

CcIRDAT 7 (139 X—)

IFRY—IRKDARARYD

Device Manager % ffi H§ L C Threat Defense % J&FH 3 221X, ROF A7 S L T 7E X0,

4 )
(T )install the

7 o 2P
(2 JReview the (3 Jcable the (4 )Power on the
~ network and ~ firewall ~ firewall
—» default —» —»
configuration

6 (Optional)
Change Mgmt
Network
Settings at the
CLI

—>

A ooy
(.8 )Complete the \11)Register the

£y
'\'_|_ 2) Configure the

initial firewall with ~ firewall in the
—p configuration the Smart —p device
Software manager
Manager

| A

Pre- Gl
Configuration firewall
v
CLI 5 ) (optional)
Install a new
software
version
= v
Device \7) Log into the
Manager device
manager
Cisco \ 2/ (Optional)
Commerce C_)btain feature
Workspace licenses
Smart (10) Generate a
Software license token
Manager

ZZRLTIZEN,

T7AT U= NEA A=V LET,

N R TERETA R
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| Device Manager T @ Threat Defense 0 &4
wyro—vEEETF I raEORE [

()| FHTEE Fy U=V BREET 7 4V FRIEOHE (111 5—2)

3 )| FRTEE T 2R (115 =)

2 )| FRTEE T7 AT T A —NVDOBEBROEEAN (11 X—)

5 | CLI (EE) Y7 U2 T OMRBEHF LN A= 3 0D VA h—)b
(117 _—=2)

6 | L (fEE) CLITOEHR Y bU—VREDEE (119 3—2)

7\ Device Manager Device Manager ~D 1 7 A > (121 ~X—2) |

’8\ Device Manager R TEDOET (122 2—)

("g| Cisco Commerce (EE) 74 20RGE (124 ~—Y) HERET A L AZHUS

\=/| Workspace LET,
:‘I.-O. Smart Software TABCAORE (124 ~—¥)  TA BV R b= U E2AERLE
/| Manager 7

11 Device Manager FTA L ADHEE (124 X—) : Avw—h T4 T P—
SNAF S A BRI LET

(19)| Device Manager Device Manager TD 7 7 A 7 7+ —/VORE (130 X—)

2y bI)—OBEET 74 FEEEDHER

Management 1/1 A > % —7 = A APWNEA X —7 = A AH 5 Device Manager % ffl L T
Threat Defense #EHCX£3, FHOEHA V¥ —T7 oA XX, MEOX Y NV —V RESL
ROkl A v 2 —T = A4 AT,

KON, HERSND Ry U=V BIARLET, NS v F—T oA RE T —T NVET A
M DSL EF AT LT&T&%T%*HA X. Threat Defense 3N > h T —27 OFTXTONL—T 4
VIENAT ZF 7355012, ET 2527V vy VE—RNICTHZLa2BEOLET, SNBA
VH—T 2 A ANISPICEERT TE 5 X D IZPPPoE 2 X ET D XLENH H5A1E. Device Manager
THMEY N T v T ERET LERIIT) ZENRTEET,
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Device Manager T @ Threat Defense 0 & |
B <oro—vmELT 700 rBEORR

\)

) TI7FNVIOEBIPT FLAZMEHTE WSS (BHE*R Yy MU —27IZ DHCP H— —3 5
FNTORNWEAREY) | ar Y —LR— MR LT, CLITHHE Yy 7 v (FEIPT
RLA, F—broxA, BIOZEOMOEAR Y N -V REDIRERY) #FETTEET,

WESIP 7 R L AZZEH T 5 0E)N & 555 1%, Device Manager TRl > h7 v 7 Z25%E T L
TRICERTEET, L2 RO X 7RBUTIBNT, WEFIP 7 R L ADE LD LEIT
ROLGERDHY T,

o (7.0 LIFE) WNEBIP 7 R L A% 192.168.95.1 TF, (6.7 LLRT) WNESIP 7 KL &
192.168.1.1 TF, IMNBA » F—T = A AN— RN T 74V h 3y NT—7 Th D
192.168.1.0 * v U —27 LD IP 7 KL ADEG %A 53854, DHCP ) — AN KM L,
NHA L E—T A ANRIPT RUVAZEG L EHA, ZORIEIL, Threat Defense H3[A U
Fv NI —7 EZ20ODA U Z—T oA A FFOZENTEXRWEDIZRELET, 2D
A, WESIP 7 RLARH LW Y NU—7 BICHFEET D L ICEFT T2 0ENRH D %
7T

* Threat Defense ZBEfEDONERFR » U — 27 IZIBMT 55681%, NEIP 7 N L AREEIED
Fy N —7 BFICHEETDEOWCEETHLENRH Y 97,

WODIKIZ, Device Manager % f#i il L 7= Threat Defense TOT 7 4/ b D3> b U — 7 @B %7K
LET (F74NMEEZHBH) .
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| Device Manager T @ Threat Defense 0 &4
T4 MEEE .

59: R EndFy FI—VERE

Internet

outside
Etherneti/1
(DHCP and IPv6 autoconfig)

Threat
Defense

Management mn H

(DHCP)

| ———— |
(Optional)
Management Computer

(switch ports)
192.168.95.1
Ethernet1/2 - 1/8

Management
Computer (DHCP)

\}

GE) 67 URIOEA, WNEIP 7 R L A13192.168.1.1 T,
6.5 LLAiO 5. Management 1/1 ®F 7 4/ kN IP 7 K L A% 192.168.45.45 T,

—

T 74 FRE
VIR ERD 7 7 A4 7 7+ —/LVOREITIE, UTFHAEERET,
«WNEB:IP 7 KL (7.0 L) 192.168.95.1, (7.0 K VA 192.168.1.1,
« (6.5L) N—KTF7RAYF : Ethernet 1/2 ~ 1/8 /X VLAN 1 [ZJ& L TV E§
e (64) YVIFIDIITRAYF AEN—T 4 THBIOT Y v 7HEE) : Ethernet
I2~1IBIFTV Y IN—T A F—=T=AA (BVD) LIZJBLTWET
*HMER . A —H x> b 1/1, IPV4DHCP 225D 1P 7 KL A B XN IPv6 A B E

cRE-HNERET T T T —
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Device Manager T Threat Defense D &R |

« &2 : Management 1/1 (FHE)

N

« (6.6 LIF%) DHCP 26D IP 7 R L&

« (6.5 LLEN) IP 7 F 1L Z 192.168.45.45

GE)

Management 1/1 A > % —7 = A A%, EH, A~—rT714 &

A, BT = X—20FHIFEHENDIT —F A F—T <
A A EIRDOEERN oA B —T =2 A AT, WHA L F—T = A
AlX, BWiA L H—T 2 ATHDH2EHFHOWREA LV H—T = A
ALIFINET, BWNIT —F A 2 —T7 A ATTN, syslog
RSNMP72 &, DX A TOEBRKNT 7 4 v 7 (THRARET AN
A AM) CREEINET, WA ¥ —7 oA ATBEFEHH I

FH A, FEMIZOVTIE, Cisco Secure Firewall Device Manager
Configuration GuideZ Z L T 7230y,

« EIEAD DNSH—/\— : OpenDNS : (IPv4) 208.67.222.222. 208.67.220.220, (IPv6)
2620:119:35::35, F£72i3kt v b7 v FRIZIRTE L7z — 3—, DHCP 75 Hif5: L 7= DNS
PRI INETA,

« NTP : Cisco NTP #—/3— : (.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.poolntp.org, F72idt > N7 v FRRIHEE Lo — 13—

e TIHILMIL—F

TR AB=T AR AMEDHCP LG LIZ b O, F72idt v b7 v TR
ELES—h vz IPT RLA

cEHWA A —T T4 R (6.6 LK) EHE DHCP OEEGENET, F—hy =A%
ZELRWGEA, T 74V ML—MINRNY I L= %N L CT—H A v F—T A
2EFRALET, (65LFND N7 L —r BN LT —F A —T o A%k
mLES,

BHA L H—T 2 A AT, Ny I 7= &N LERETHEBIOA 2 —F b
TF—=br 72 BHFERATIHETH, 74V ARBRCET OO, F—F v T
THANVETHDLHZLITEBR LTS, BHA VX —T oA ANLRE I N
NG T4 DHRBNy 7 T —FFIBTEDLZEITERLTLLEZN, EList
DA, Y NT—INBEHA L HZ—T = AZAND NT 7 4 v 7 O@EBITFE
nEEA,

eDHCPH—/\—: NE A v X —T = A AB L (6.5 URDOH) EBA L X —T A AT
BT F9,

s DeviceManager 77 2R : T XTCOFRAMPEES VX —T 2 ALNEA X —T =
A A THFAENET,

* NAT : NEIDBAEA~DTRTO N T T 4w 7 HDA X —7 = A A PAT
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Frqzoes ||

— »

TINA ADEER

60 : Firepower 1010 0 /7 — 7 JLECAR

Ethernet 1/2-1/8 Switch Ports
inside, 192.168.95.1

. Ethernet 11 poe, on Ethernet 1/7 and 1/8
outside, DHCP and IPv6 autoconfig
from Modem (Alternative) Management 1/1
management,

DHCP from management nw

¥:
TO® @ mmes @ é
otnatfoe
CI2ED

g8

Modem or Router

Management Computer
DHCP from inside: 192.168.95.x

GE) 6.7 VIRTIOHA. WNESIP 7 R L 21X 192.168.1.1 T,

N— 3 2 6.5 LIRTOE . Management 1/1 OF 7 4L h IP 7 K L A% 192.168.45.45 T,

GE) R—=Uar650KTII. A—F %y P12 ~181F"—FRU =7 24 vF R— & LTRE
ENTWET, POEHIIA— Xy P 1/TBLO 18 THlifTcxEd, X—T 364 T,
A=Y Ry MR ~18IZTV v T N—TF A N— (VT T x2T AL vF RK—FK) &L

THREESNTWET, PoEHIZHEH T A, BOIID7r— T IVERRIIE T D/R—2 g o T
D"Gj‘o

\}

6=

PoE /% Firepower 1010E TII¥ AR — F SN TWEH A,

Management 1/1 & 72| Ethernet 1/2 ~ 1/8 D\ 3 #17/>C Firepower 1010 ZE B L 9, 7 7 4L
F%ETH, Ethernetl/1 24N E L TREL T,
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B o 7or—rozrorA

FIE

AFYT1 "— R THRETA FEFEHL TR 7272 EL, "— R 72O TESEHEL
TBEET,
AT9 T2 FHa L Ea—HEZRONTANDOA X —T oA AZHHFE L ET,
e A=Y Xy F12— 18 FH AL Ea—ZENEAAL v TFR— hDUWT N B
LET (A=Y %y b12—1/8) , NEIZIZTT 74/ FDIPT FL2 (192.168.95.1) 28
b, 7747~ EHaEa—F%5ET) IZIP T FLAZRMT 572012 DHCP
P—N—HFITINDTD, ZTNODORTENBEFONIER Y NT—IREEHE LRV
AZLTLEEWY (F7x /0 FRE (113 3—) 25HR) |
» Management 1/1 (5L MGMT) : Management 1/1 Z& x>y hU—27 28k L, FH
a2 PNEERXy U= EIZHD, FRET 7 BATEDL L 2R LET,
Management 1/1 1%, FF Ry hU—27 EODHCPH—R_R—n5LIPT RLAZRE L ET,
DA UHE =T oA AEFEHTLEAE. BT A ICE DS TOENDLIPT R
AHEPELT, BHaO LV E2—2NLIP 7 L AR TEL L9050 ERNH Y £
R
Management 1/1 1P 7 KL 2% T 7 4/ MipHEB L, #HHYIP 7 R AZERET 2 MEN
HHGEEIT. BHa L Ya—HFEay ) —)LiR— NIA—T AT A20ELH Y 9,
[ ({£E) CLITOEHR Yy NU—ZREDOEE (119—) | 2R L TIEE0,

ATw T3 HEx sy N U— 2 % Bthernet 1/1 4 ' Z—7 = A ZIZHGELET,

F 74V FTlE, IP 7 KL A% IPv4 DHCP 3 X OV IPv6 HENRE &2 L CHS L £, 4
IR ERCH T L AZRETE £,

AT Th NETF AL ZEERYD DAL vF R— | (Ethernet 1/2 ~ 1/8) 12k LE7,
A =Py 177 BL1/8 1L PoE+ R— kT,

T7AT7 7+ —ILDOERDEA

VAT ADBRITEFR - FTHI SN E T, BRAZ IZH0 FHEA,

)

(GE¥)  Threat Defense Z ] CEENd 5 & 1%, WIHLIZK 15 ~ 30 530 £97,

1R BHIIZ
FORA ZZK L TREEOSWE N ZMGET 5 2 ENEETT (728 21F, EEEEREE
(UPS) M) . IOV v v "E T U EITORWTEINREbhWS E, BERKR 77 A VY
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ATy T

ATy T2

ATvT3

EE) v

A =L

E® v rvzTorRLHFLOA—Cavnrvz =L |

AT LAOREGESI R ZTARENRH Y 3, N7 7T 0 RTIEFICESEO T mnt AnHE
TENTWT, BHARKRDNAL, VAT AR T L—AT7 LT vy NET U TEXERA,

FIE

BT — F2 73 22kt L, ERa 2y MR LET,
B — F&E LA LEFEPNABICAY £7,

TNRA ADYHEE 21T EEICH 5 EIRLED 2t LET, MEAICAT LTV 5EAIR. 72
A ZADEIRNBDA > TWET,

Power LED
| l—Sta‘[us LED

WE @ rreommm & 4
sofnenfua (=]
CI3ED

T ADWE LT B H D AT —F ALED £#8 L £ T, MREICATL TS558
ERBEAEZWICAH L TWET,

b x7DEZREFHFLLVN—D3 0D

V7 MU 2T DONR=VarEERL. BEIISCTHONRN=Va e VA M—L 5121

ROFIEEFATLES, 77 AT V4= VERETDHANKGNA—Ta v EA VA M—VT 5
ZlEBEOLET, HOHEE LT, BERICT v 77 L—RE2ETT52 L b TEET
DB REERFT DT v 77 L— FTlE ZOFIREHEMT D L0 LRI 25501 H
£7

RT¥EH/1\—Yar

Y7 U7 Fyru—R_X=Y0) ) =AFKTOMIIH D, SOOREP TN TS Gold

Star U UV — A% F(T79 5 Z &2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html IZFLHE SN TN DH U U —AERIE S L TS 2 &0y,
el ziE, ZoEmRTIE, (BFERz ) EHNRY ) —2F 5 BRHRY ) —2%K5
(LD RHIH DA /Tﬁ‘/x VY —=2EyF) | FRIEFICTEHNR Y UV —2%ES (BUF
REEZTHEOOREMEDA LT F LAY Y =2 LNy F) [ZOVWTHBHALTWET,
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(EB) VILIzT7OHREHFLLN—Da DA VR =)L

ATy

ATy T2

ATvT3

FIE

CLLIC#E#: L3, 25DV TIE, Threat Defense 38 X TONFXOS CLI ~DO 7 7 &% (135 ~<—
D) ABBLTLLEEN, ZOFETIEa Y —AR— 2FEHLTWETR, Y IZSSH
PHEATAZELTXET,

admin = —H¥ & F 7 3L h2%ZATU— RO Adminl23 2L Tre 71 LEd,

FXOSCLIICHERE L E T, fldbTuasl A Li-tE, RRAUV—FE2EETLILIRDONET,

Z DA T — RiZ, SSH @ Threat Defense 2 7 A 2 bEH I N E T,

GE) MRAT—=FRTTIZEFEINTNT, NRAT— RRbrL WA, YIHERE~DY
Yy " EFEITLT, RAUV—KZT 74340 M2y FTAMLERH Y £, HIHRTE
~D VYt FRIAIZOWTIX, [FXOS troubleshooting guide ]| &M L T 7230,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOSCLI T, EfTHoR—V g 2R LUET,
scope ssa

show app-instance
£l

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65

L=V g A ANV T 55T, ROFIEEZFEITLET,

a) BHALH—T oA ATHMIPT FLAEZHRETIHILERS 551X, | ((EE) CLIT
DEHR Y MU= REOEE (119—) | 28R LTLIEEN, T 74/ FTIE,
BWHA 2 —T7 = A A|X DHCP Z{EH L £7,
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B cucogEry r7—s8EnzE

BHA L =T 2 A ADDT IV EATELYF == H LA A=V EaF Ty rn— T
DMEEND D T,

b) FXOSD T 7Ny a—TF 47 JiA FICEEHESNTNDHHA A= LOFIEEZFEITLE
—gqo

T AT U —/LNERE L7265, FXOS CLIICHERER LET,
¢) FXOSCLIC, BHENAUV—REHERETDHIIICROLNET,

(FE) CUTOEEXRY FIT—UBRENDEE

TI74NVEDOIPT RLRAEZEHTERWES (21X, T M RAEZBRFORy NU—71(C
BN 2554) . 2 Y —LR— ML T, CLITY#H Y V7 v (BHEIPT KL A,

F—br Uz, BIOFOMOEARSR Yy T =R EDRERE) 2FEITTEET, BHA v
H—T 2 ADHEFRETEET, WEA v X —T = ARHEA V F—T7 = A FTRETE
FHA, INHIFETGUI ZEA L CRETE £,

)

CB) BEE2Z7V7 (L&, A A=VEEERTLILICED) Lannh&Y, CLIty b7 v
TAZ VT PRSI LIITEERA, L. IRLORETRTIE, %25 CLIT
configurenetwork =~ > RZfliH L TZHE C& 9, Cisco Secure Firewall Threat Defense =~
YRV 77 L REBRLTIESN,

F&E

AT T BRI A0 22— R— MR L9, FEMIC OV Ti, Threat Defense 38 KT
FXOSCLI ~D7 7 A (135 —3) &ML T EE0,

admin 2 —H¥—¢F 7 )L h2%ZAT— RO Adminl23 ZfEH L Tue 71 » L9,

FXOSCLLICHERE LT, flbTrrl A Lizt&, mAUV—FELEFETLLIROLNET,
ZONAYT— KX, SSH O FEIZk 2 v 74 bR IET,

(GE) NAU—=FRTTIEREINTNT, NAT—= FRDNLRWEEIE, 73 A& HA

1 -

A=PMELTARY = REF 740 MY £y b 2RERD Y £F. A A— {0
FNEIZSWTIX,  [FXOS troubleshooting guide] #Z ML T 72 &0,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..

-]
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B &® wcossty ro—s8EozE

ATy T2

ATvT3

Hello admin. You must change your password.

Enter new password: **kkkkk*
Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

BB S B5E CLI I8 L £9,
connect ftd
B -

firepower# connect ftd
>

Device Manager T Threat Defense D &R |

Threat Defense (ZHIOTR 7 A T 5L, = Ra—¥F—F 4 XF (EULA) IZRIET
HEoIIROLNFET, FO%, CLIEYy T v 7 A7 V7P MBRERINET,

T 7 4V MEFETIILENC A Lis@nsn b v aNicFzrsnE 3, URICAD LIZfEEZ 0 F

FHEHT %A1, Enter #H L E 9,
WDOHA RTA BB LTLIZEN,

[EHA L H—T 2 ADIPVEAT 73V b — T = A & AJI L £ T (Enterthe IPv4 default

gateway for the management interface) |: T8 IP 7 N L A &% E L= HE 13,
ldata-interfaces) £72137— b7 =AL—FDIP T KL ADOWTE AT LET,

data-interfaces # i ET 2L, 7V MUY REHER NI 7 4 v I PNy 7 T L—URHBT
EESN, T—HA =T oA ABKTLET, ZORET, A1 ¥—Fy MT 7 &
ATCTEDLEBIOEIER Y NT—I BRWGRITELDLET, BEA VX —T = ADHH
BENDIT 747100, AV F =Ry NT IV BRAZMNBELTHT7 4B ABERET —
B R—ZDOHEHNEENE T, data-interfaces AT 2854, EHx Y U —7ICHEE
Bt L COUEEEEA > ¥ — 7 = A AT DeviceManager (F721XSSH) %5 &M T
TEITN, BFEORY NU—27 F£013HA D) T— MEFLOBEA X, configurenetwork
static-routes =~ > REZEH L CHIL— MEZ BT H20ERHY £3, T —H A ¥ —

7 x A ATO Device Manager DEEIL, ZDOERED

BBL S TN LICEE LT

SV, DHCP ZfEHT 54, AT AZDHCPIZ L o> TSN A X — N7 = 1 Z1fF
LEd, DHCP X7 — b7 = A IR LAAWERIZ. 74— 7 AV v RELT

data-interfaces # &/ L £,

[Ry U= ZIEWRPEL SNICGE TR AL EEIT /20 £3 (If your networking

information has changed, you will need to reconnect) | : SSH T7 7 4/ h®D IP 7 K L AT
BELTNDOIL, FIMlEy Ty 7 TEDIP T RLAZEERT L L HERpuIkSnE
To HILWIPT FLAL/ANAT— RTHER L TSV, 2 — VIR L %

TEEA

[T 3 A% a—)LCTEE L E3 7% (Manage the device locally?) ] : & 7213 Device Manager

EHEAT DI [T (yes) ] Z# AN LET, [z (no) ] LIz 5 &, Management
Center 7 /3 ADEHIA LT VI RAET7 T U REMEEEMT 22 L2720 97,
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Device Manager ~D O % o > .

1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T4 FHLWEHEIP 7 L AT Device Manager (2127 4 > LTL7ZE0,

Device Manager ~D A5 1 >

Device Manager (21 274 LT &Rk T 205 #3E L E T,

FIE

AT Tl 77RO URL #AH LET,

o (7.0 LIFE) IR (£ —H x> b 1/2~1/8) : https://192.168.95.1, NI AA v F AR—
(Ethernetl/2 ~ 1/8) OWHET L AIZHH TE £,

« (6.7 LAKE) WL (A —H x> b 1/2~1/8) : https://192.168.1.1, WA A »F F—
(Ethernet1/2 ~ 1/8) DOWNET N L AIZHHE TE £,

« (6.6LLF%) &P . https//management_ip, EFHA ¥ —7 = A AIDHCPZ 747 kT
HH7=0, IP T FLUAXDHCP y— "—IZ L > TRV ET, CLIEY M7 v 7/ CHEH
IP7 FLAZEFELIZGEIE, 207 RLAZ A LET,

« (6.5 LAF) EPE : https://192.168.45.45, CLIt v F7 v 7 CEHIP 7 L AZEH L7z
e, £OT7 RLVAZANILET,
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B ossc0xT

AFw T2 2—P—% admin., T 7 4/ FRAT— K Admin123 2L Ta /A4 v LET,

RDEZRY

* Device Manager & v b7 > 70 4 — REZFATLET, PIHEEDET (122 3—) %
ZHLTLZEN,

NHAREDET

W E & 58 79 2121%, HAIZ DeviceManager (20 7 A L7z & &ty 7 v 70 ¢ HF—
REFRLET, By T o7 T4 P —ROETH., W ONDOEARY o — NI E X
NTFREEE L TN B T3, AR MBECY,

« 546 (Ethernetl/1) B L OWNE A o #—7 = A A, Ethemet1/27>5 1/8 £ Tix. ML VLANI
A B —Tx A4 AL (65LUF) FRIIBVIIOT Y v T NN—F R RN—N (64) DA
A v FR—FTT,

cHE A v F—T A AN A L F—T 2 AD X2 VT 4 —
« NEEDBAEE~DFTXTDONT 7 4 v 7 BEETHT 7 EAL—L,

s NEED BN A~DTXTD N T T 4 v T BZNA L HZ—T = ADIP T KL ADEAG D
N— LA B 1A X —T =1 ANAT L—/1,

s WA > ¥ —7 = A ATHEITSH TS DHCP H—/3—,

\}

GE) T RTOWHRELZ CLI TEITLEBRAIL. 260X 27 O—H., BARICITEEE X
U— ROEFESC, WA v X — 7:4x&£@4/§ T oA ADOFBRENTTIZET LTWD
T,

FIE

ATVl =2 N a—F— S4B ABHELZFATREL, BHERTY—RFEZEFETLLHI1TRKD
LNET,

BATT DIZIE, ZNODOFIHEZETTHLERHY £,

ARTYT2 WA v A —T 2 A ABLOEEHA VX —T = AR L TROA T > a v EREL, KR~
(Next) 1227 VU7 LET,
GE) [k~ (Next) 1227 Vw3 5&, EENT A AEBBEINET, /0¥ —TxAA
DA4RNL S8R 720 loutside zone| ¥ = U7 ¢V —ZBMENET, HE
ENRELWT & 2R LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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ATy T3

RATv74

agsazoxT [

a) [PMEA & —7 A A (Outside Interface) |: 2k, 7V'— bV oA L—ZIZEkiT D7
HOT—H K= T, T3 ADYRERFHIONRA o F—T = ZZRIRT 5 Z
LIXTEERA, BUDOT—H A H—T 2 A ANT T4V NOIERA V H—T = A AT
ﬁ—o

[IPv4 D% E (Configure IPv4) ]: #MEA > X —7 = A AHD IPv4 7 KL AT, DHCP %
ERT 2, FRXFEHTRHT v 7 IPT FLA, 37Xy b~RA7 BLOF— b
Tz BANIITEET, A7 (Off) |ZFIRL T, IPvd47 RLREFERTE L7V &0 9 3R
EbdbvET, By b7 v 7T 4P — REZHEHLTPPPOEZXET D5 Z LILTE EH A,
AV B =T 2 A ANDSLET L, 7—TIVET L, £I2ILISP ~OM OB ST
BY., ISP PPPoE ZfEH L TIP T FLAZ#M L TV DE5E5 1%, PPPoE BB/ 5
AEVRHVET, U — ROFETIHIZ PPPOE AR ETEX E 7,

[IPv6 D% E (Configure IPV6) ]: HMEA > ¥ —7 = A AHD IPv6 7 KL A7, DHCP %
FERHT D, ERIETFITAEYT vV IPT RVA, L7497 A, BIO—Fr=
ABANNTEET, 47 (Off) 2R LT, IPv6 7 KL AZFHE LR E WD B
HYET,

b) [EXEA2H2—T 4R (Management Interface) ]

[DNSH#— 3 (DNS Servers) |: v AT LADOEFET KL A D DNS $—3, ZRifERAIZ1
DLLEDDNS — D7 KL A% AT LET, 7 74/ hE OpenDNS /37 J 7 DNS
P—NTF, 74 =L RFEREL, T 74V MIELEWIEAIL, [OpenDNSZ A (Use
OpenDNS) %227 U w7 3525L, 74— /L RNIZH#YRIPT FLARY a—REIRET,

(7747 U4 —/AHRA RN (FirewallHostname) |: AT ADEFEET RLADKRA ML T
j—o

VAT KRR B E L, [~ (Next) 1227V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA LV — 2 @I L £,

b) [NTP# A L#—,3 (NTP Time Server) |: 7 7 4/ D NTP h—"E{HHT 50, HL
TWANTPY— DT RLVAZFENICTANTEINERBRLET, Nov 277 v 7HICEED
P—REENTEET,

EE) VAT LDAS—FIA BV AEZRELET,

Threat Defense /34 AZMEATH L, BEIMICERTA U ARV TEET, T 3TDEB

MoA v RNIAT g T,

A= hrTIA BV ADTH T  EBIGE L, VAT ARNELE T4 AZ AT 508

NHYET, HUIL90 AOFMTIA L 22 FEHL, B TAY—F I B AEZRETX

ij‘o

TNA AT SBERT HIZIE, V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > |
a7 LES, T4 RA0ORE (124 ~—2) 2ZRLTIZE,

7 A & R AT DI, PRERETIC90 B R OFHE I 2 BA4a 32 (Start 90 day evaluation
period without registration) | % 3&IN L F 7,
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B > txonx

ATw 75 [#8T (Finish) |27V v LET,

RDEZRY

Al A AEGIEHEMENT LI LB TEETN, TS A8 L, T4 2%
BTz LES, 22RLTKESVTI A 2ADOKRE (124 ~—2) |

Device Manager Zfi/H L CT7 /A ZAERETHZ L HTEET, [Device Manager TD
T AT U —NOFRE (130 =) | ZBRLTIES0,

= . SL =

T4V ADETE
Threat Defense (., 74 B ADEALB LRI A L AT~V O— BN ARERA~— K Y
T xT IA VT EFERALET,

VX — T EBERT 5D L Smart Software Manager |3 ¥ — 3 & Smart Software Manager [ D i#15
MO D FEAHEZEITLET, £, @URERT Ty NIy vy —vREID ETonET,

VAT A AOBMEIZOWTIEEEL <IE. cisco.com/go/licensingguide Z# M L T 7280,

Essentials 7 1 £ U ZTHEEICEENE T, Av—F 7B AT, FEBAL TN
i DFERE 2 f F ©& £ 97, Smart Software Manager [Z88%9 5 &, T<ICTA B 2D A%
BAlACEET, Flo, BTIA BV RAZWMATLZ LB TEET, ZHUTL - T, HEEDREH
BLOBEHNATREIC Y | BEZORBIZ L DBIER 2 RV ET, ROTA B A EMERL
TLIEEY,

» Essentials (#7H) Essentials 71 & 2 X,

cIPS: X2 UT 44TV VxR LRI IPS
« TILY T TR v LT = TR

*URL Z4JILB YT :URL 74 NE ) T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D #-

B BRI
* Smart Software Manager O 7 /1 7 > h BMLE T,

EETAT P EBRLTRNERIX. Vo2& 27 )y 7 LTHLWT AV Y FEREL
TL 723V, Smart Software Manager TlX, #fkD 7 1w M &ERTE £,

s (=27 I7A4T7 AT T T EERALTEMEIND) WiEEHEHT 212X, ZFEHO
Aw—h VT 02T T4V T THU L NTHEAREE S (3DES/AES) T4 &
VAR TE AMLENH D ET,
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FIE

ATYT1 BHEVOR~Y—K T4V T T ML, BBERIABVAPREENTND Z &2k
BLTLEEN,
TAB AT, VA EFRBREEN LT AN AEBA LI, A~— Y7 by =T
TABL VT THU MV 7 SNTWET, 2L, BETIA B RAEZBINT 505
N H61%, Cisco Commerce Workspace T [T X THiZR (Search All) 1 7 4 —/V R&EfEH L
7,

B 61: 54 o RiE%k

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFN G B &Y — 1 A (Products and Services) | 3R L 77,

62:#5R
e All Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

DI AL APID ¥R LET,
GE) PID BREOB2WEEIX, EXCTEICTPID ZBMTE £,

«IPS, v U =TI, BEOVURL 7 A1 &2 ADOMAE DY
« L-FPR1010T-TMC=
EFREOPID OWFNZEFEUTIEMNT D & ROWVTIDO PID KT D M ~— 2 D
TRV T a rERIRTEET,
« L-FPR1010T-TMC-1Y
« L-FPR1010T-TMC-3Y
« L-FPR1010T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client 3$1EH A R 2B L T &0,

ATy 72 Smart Software Manager T, Z DT /A A& BT DT B> hOXGEN—27 v E2ERL
Tav—L%7,

Cisco Firepower 1010 22— +7 v T4 K [}
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a) [Inventory] #7 VU v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 V v 7 L7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B4k b—2 »%A{ERL (CreateRegistration Token) 1% A 7 1 7R v 7 AT, LA FOREME
AH LTS [ h—27 »%&{ER (Create Token) 1227 U v 27 LET,

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* [E%BA (Description) ]
o [EZhIABR  (Expire After) ] : #E3EEIZ 30 H T9,
o i XAEAE% (Max. Number of Uses)

[ZD b= TGRS LT B Tl A BB RE 2 FF T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R S{LFFAI STV S
DGETE 2 T I7AT AT T T EENILET, ZOWEEZENT L TEDY
B IOFTF v a B I TBERRT OSERDH Y T3, BTIORELAMICT 55
Bl TS RAEHF LT XY N —TCHEEL, 734 A% U r— T 50ER
HVET, ZOFT v a VRRRENZWGE, T Y2 NI EE A YR —
FLTWEHRHA,

h—2 3 A o _ R ICBIMENET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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d) b= OLMCHIRAITA 2% ) v 27 LT[h—2 2 (Token) | XA T RI ARy
JAERE, b= 1ID%7 YV vy R—RiZabt—CT&2% k512 LFET, Threat Defense
DBGENV B L ZICBOFIETHEHATHZDIC, 2O =7 U E2#HFLTBEET,

B 63: b—9 VDR

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Uses Export-Controlled

OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

K64: b—H oDIE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [T /31 A (Device) ]%#7 U v 27 L, [A~— kT A2 A (SmartLicense) ]
DY~ —T[HEDF (View Configuration) | %227 U v 7 LET,

[A<—F T4 A (SmartLicense) | X—TNFRINET,
ATy T8 [T AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90...

WIZ, [A~— KT 4B AD%KE,E (Smart License Registration) | %4 7 1 77K v 7 ADIFRIC
WoT. b= THED AT £

Cisco Firepower 1010 R 2 — + 7w THA K .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Cisco Firepower 1010 R 2 — + 7w THA K .
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. Device Manager TD 7 7 A1 79+ —ILDERTE

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, X=CO~NVT RE () BV LTLEE N,

FIE

RTYT1 D AL TFR— b 2T 7AT I F =V A U F—T oA AEWMT DHHEEIL, [T314 A
(Device) ] ZBIRLC[A ¥ —7 = A A (Interfaces) | DED Y > 7 %7V v 7 LET,

Bl B =T A ADWET A2y (@) %70 v/ LTE—FEREL. IPT FLARY
DBRERERELET,
WOBITI. Web H— =72 EDRT Y v 7 7 7 ARG A TET 2 TEEHE

(DMZ) L THHAT A0 v 2 —T oA AR LET, 52T L72b [fA1fF (Save) ]
7 Vv LET,

65: 48— T 14 RADHE

Edit Physical Interface

Interface Name Status
= ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Device Manager TM 7 7 4 7+ —LDEETE .

ATV T2 HLWA U —T oA ZAEERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATvT3

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
®66: ¥ )TF4 J—2AFTTzH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATv74

67: DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

GE) ZOR—VTERLIEAL—NMI, T—F A F—T 2 A AHOHRTT, A ¥ —
T oA AITHELEEA, [T/AM R (Device) |>[VRATLERE (System Settings) 1>
[BEA 2 —T 4R (Management Interface) | TEHY — b oA/ ZRELET,

ROBFNZ, 1IPv4d DT 7+ b— e LET, ZOFITIE, isp7— b7 = AIXISP 7 — b
TxADIPT RLAZ#HNT D3y hU—27 A7V b TT (7 RLURTISP 6T
HZMENRHY ET) . [F— b =A (Gateway) | D FEHO HLWOF >y T —27 ZEHKT 5
(Create New Network) | Ky 7% VA &7 Vw7 LCZOFT V=2 MaAERT 5
ZEMTEET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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68: T I FIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 75 AU — (Policies) | #BINLTHy hTV—2rDEX2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL

Cisco Firepower 1010 22— +7 v 744 K ||}
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvT6

ATy IT1

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K69: 7o tRarrO—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

A=a—0 A (Deploy) | RZ %27V v L, [543 <EHATS (DeployNow) | HRH

B
(@;)%7UV7LT\%EW§%?N4ZK%%LiTO
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WA, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S

ATy T

ATy T2

CLI ¢ 7B ay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIICE /A T 5100E, HHarta—FEary Y —)LF— N LET, Firepower 1000
121X, USBAtoB v U7V r—7 AWML CnWEST, ZHEHOAXL—F 47 VAT A
WCHERUSBY U TN RTIANELTA VA =L LTLIEEN, T Y —Lih— NIT 7 4
JV R TFXOSCLLIZR Y £9, ROV T IVRELHBHL £,

* 9600 R —

87 —Z v b

YT 472l

1Ay 7 EY b
FXOSCLIIZ#ft L ¥, =—% —H admin &, #1lE > M7 v TRICRE L2/ AT — R &
AL CCLIIZr 7 A LET (7744 ME Adminl2l)
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L E 7,

connect ftd

1

Cisco Firepower 1010 22— +7 v 744 K ||}
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firepower# connect ftd
>

77 A %I, CLI CHEHTFTRERR 2~ > ROIEFMZ R T 2121, hep 721X ? 2 AL E
T, FHAITEICOWTIL,  [Cisco Secure Firewall Threat Defense =~ > KU 77 L > A ] &
LT ZEN,

Threat Defense CLI Z#& 79 212i%, exit £72id logout =~ FEAHLET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIEL, 22 AL TLIZEN,

1 -

> exit
firepower#

N— K T 7IEHROERT

ATy T

ATy T2

avw R IAf v A —T=4A (CLD) 2HLT, XA RXET /L, N— KU =T /_—
Vary, VITNAES, vy—rari—xr b (BEPLRY NT—TETVa—ARE) 7
E. IHEHON— R =TT 2 1EHMER R LET, CLICIE, 2> Y —/biR— MIHER L
TT7 7B AT&£$, ThreatDefense 3 L RNFXOSCLI~D 7T 7 & A (1353—Y) BT
<IEEW,

FIE

TNRA ADN— R =TTV EFRTHIZIE, showmodd =2~ > FEEHLE9,
> show model

1 -

> show model
Cisco Firepower 1010 Threat Defense

Ty =DV TNANEEEFTRT HITIL, show serial-number =i~ > &R L £,
> show serial-number

51 -

> show serial-number
JMX1943408S

Z OFHIL, show version system, show running-config, 35 X O show inventory i /712 4 3%
RINFET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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ATvT3

274794 —LoERONE [

®ELID (PID) . X—Y 3> ID (VID) . BEIOV U T7TES (SN) BZEHDYTHNTWD
Fv NI =7 TR RNZA VA=A ENTWNDETRTOYABEICET R EFTRT D
(21X, showinventory =~ > K& L £,

> show inventory
a) HBUZxET 25 CLI 225 -
1 -

> show inventory
Name: "module 0", DESCR: "Firepower 1010 Appliance, Desktop, 8 GE, 1 MGMT"
PID: FPR-1010 , VID: V0O , SN: JgMX1943408S

b) FXOS CLI 75 :

firepower /chassis # show inventory
Chassis PID Vendor Serial (SN) HW Revision
1 FPR-1010 Cisco Systems, In JMX1943408S 0.3

T27AT7 0 —ILOEIREDUIB

VAT LEMEEYNCY vy N T H T ENEETY, BMICERT T V2R 35 &

BHRRT 7 ANV AT AOREEZGIERZTZERHVET, Nv 77T FTIEEIZEHK
DT ANETINTEY, BRI T 72BN, ER2UM LTV T5&, 7747

VA=V AT N T L — AT NV yy NI TERNWI EERATEBN TSI,

Firepower 1010 > ¥ — NI IISMBEIRA A » F 1L Y £+ A, Device Manager Z i H L T7 7
AT V&=L OBERZYIWS 57>, FXOS CLI Z il T& £,

Device Manager Z{EFI L= 74 7O+ — LD ERD U

ATy T

Device Manager Z i L CY AT A& @Iy v v hE U LET,
FIE
Device Manager #fEH L C7 7 A T U — V& v ¥y F T LET,
GE) 6.4 LLRiD5A X, Device Manager CLI T shutdown =2~ K& AL L E7,
a) [T/54 A (Device) %727 U v 7 LThb, [V AT L3%E (System Settings) |> [FALH/

¥ v h# 2 (Reboot/Shutdown) [ U 27 %27 U v LET,
b) [v» & (ShutDown) 127V v 27 LET,
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AV —INS T AT U A —IVCERR L TCWDEAIE, 77 AT U4 RN Yy R T
THLEZVAT AT v T NEE=F—LET, ROT 7 FRFRRINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

V=B L T RWEEE, R3fFo TV AT ARy MO LIz 2 %
MR L ET,

VBEISCTER T 7 72Ty — VOB ERZ R0 AT 2 & TE £ T,

CLUTOT/NARADERLT T

ATy I
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ATvT3

ATv74

FXOSCLI Zfifl4 2 &, VAT AZLRIIY Yy NE ULV L, T, ZADERE LA 7 TE
F9, CLIIZIE, v Y —biR— ML CT7 78 A LE 7, Threat Defense 38 2 X FXOS
CLI~DO7 7 A (135 X—) 2L TLEE W,

FIE

FXOS CLI C local-mgmt (25t L %9,

firepower # connect local-mgmt

shutdown =< > R&ERITLET,

firepower(local-mgmt) # shutdown

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT O3 —=NDY Xy NET UV AT AT P et X—1LET, ROTa 7
MRFRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEIS L TBIR ST 72Ty — U O MICEBRAZR AT Z e N TEET,
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o Z3BHILE T, Threat Defense &7 — 7 /VEEGE L, BRAE A4 I LET,
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e I DA VA —T A ATFHEHICTEEE A,
e N—FT v RA VB =T 2 A AZERTHL—T v K77 AT 7 4 —LE— FOHTT,
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Cisco @ Obtain
Commerce licenses
Workspace

(CDO admin)

CLI @ (Optional)

Check the

(CDO admin) software and
install a new
version

CDO @Log into CDO Onboard the @Configure a

device by basic security
(CDO admin) serial number __,,  policy
Branch Office @Provide serial @Install the Cable the @Power on the
Tasks number to firewall firewall firewall and
CDO admin  _, —> —» monitor LEDs
(Branch admin) for Cloud
connection

( i\ Cisco Commerce FA® L AERFETS (147 ~—) |
/| Workspace

(CDO EH#H)
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Cisco -\_1_‘ / Obtain
Commerce - licenses
Workspace
CLI \ 2 ) (Optional) ( 8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO '\§/' Log into CDO '\_ _/Onboard the \9 /Configure a
device using basic security
the onboard- policy
ing wizard
N N N T
Physical Tasks | | 4 /install the (5/'Cable the {6 JPower on the
— firewall ~ firewall ~ firewall
— > —>
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(g) |CDO EARH R E* 2 )7 4K o—ORE (174 <—Y)

FROEEEICK DBRHETE

ORI ar TR, T AT UL IVOBRET A v R ERIST D HE, BT AEIZHTL
WY 7 "7 R=Va A A M= TBHE, CDO W JA 2325 FEICOWTHA
L/i—a—o

FALLVRAERET S

TRTCHOT A AL, CDOIZ X - T ThreatDefense (k& £, 47> a T, kO
BEI7A B AEBATEET,

» Essentials (#7H) Essentials 71 & A,

“IPS: X2 UT 44TV VxR LRI IPS
« TILY TR - T = TP

*URL 4R YT :URL 74 VE ) T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

VAT A AOBMEIZOWTITEE L <IE. cisco.com/go/licensingguide 2 L T 7230,

18 AR
+ Smart Software Manager ® 7 5 7 > h BPHLEL T,

FIET AT N EBRLTRWGAIE, Vo 2a 7 V7 LTHLWT AUy MaREL
TL 7ZEVY, Smart Software Manager Tl ffkDO T 7 o R &E/ERRCTX £,

s (=2 TIAT AT T T EEHLTEMEEIND) WEEEMEHT 212X, ZHEHO
A<w—NYT7 b OxT T4V T THUL NTHRALEE S/ 3DES/AES) 74 &
VAR TE ANENH Y 9,

FIE

ATy Tl BEDORAY—F T VT ThHT NI, BRERITA BV AREGEENLTND Z L &
WLTLIZEN,
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« Cisco Secure Client : [Cisco Secure Client 3$7E 0 A4 Rl 2L T 7Z& W,
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VI RT =T DONA=Va rafEgid L, BBISUTHONR—=T g & A VA M= T 51213,
ROFIEEFATLES, 77 A7 V4= VERET DANIKHENA—Ta A VA M=V T D
ZlaBEOLET, HOHEE LT, BERICT v 77— REETT52 L b TEET
N, REERFFT DT v 77 L—FTiX, ZOFEEEHTL L0 LB DHA08H Y
£,
e VAT
Y7 hy=T Zyra—RKR=Y0) ) =AFESOMIH DL, BAOEBFNTN D Gold
Star UV —RA%F(79 5 Z & 2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html IZFE#k STV A Y U — BRI H ML TS 7230,
Tl ZIX, ZOFEMTIE,  (RAEREZ &) EHRY ) —2F 5, RENRY Y —2%F5
(EOVEBMOA T T RAY Y=Ly F) | EFHERICENNLRY ) —2%FS (B
REEZTDEOOREMMOA LT F LAY Y =R Ly F) [ZONWTHB L THET,

FIE

T7AT T4 —IVT R, ZADEREA AL, T3 Y —bR— MR L9, FEMcoNT
X, 77 A7 U4 — LOEFREA (159 <*—7) £ X OThreat Defense 38 &L O FXOS CLI ~D 7
7B A (188 X—V) ZHMLTLTEEN,

admin = —% &5 7 )L bR T — KO Admin123 Z2fEH L Cua 714 o LFET,

FXOSCLIIZEfE LET, Wb T s A Lict&, NAU—REZERETLHIIROLNET,
Z DA T— R, SSH @ Threat Defense 2 7 A XA & E 1,
GE) MNAT—RFRTTIEFEINTWT, NRAT— RPN LRWEEIT, YIHHERE~DY
o FEFEITLT, RAU—KRKEZT 740 M2V 2y FTOMLERH Y 9, WIHERE
~D VU Ty NFNEIZOWTIE,  [FXOS troubleshooting guide ]| &M L T 72 &\,

B -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

AT v 72 FXOSCLI T, FEfTHDON—Va v ERRFLET,
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scope ssa
show app-instance
11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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WV EDLED v —7  AZOWTHB L TWET, SEIZSET T, ITHME —F#ICLED 2 /.5
P CT7 7 AT T4+ —NVDAT—X A5 FERTEET,
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B - 79r—ror—ores

74 : Firepower 1010 0) 7 — J )L EC 4%

Ethernet 1/2-1/8 Switch Ports
inside, PoE+ on Ethernet 1/7 and 1/8

Ethernet 1/
outside, DHCP from Modem (Optional) Console ports
B F @ reon s
sinanfna
cizce
!
&
(=)]

@cpo._ SN
€ v
Modem or Router

! Management Computer

G¥) A—TFy 12~ 18IFIN—KUxzT AL vFR—FEL LTEREESNTWET, PoE+IIA —
P2y F/TRBIRS THHEHTE X,

N

() PoE I Firepower 1010E TlI¥ AR — h STV EHA,

FIE

ATV vy —VEROMITET, "~ RV =TRETA RESHLTIEI N,

ATYT2 41—y NN ALE =T A ANLTA RZYV T Xy hU—2 (WAN) ET ALK v b
T—7r—T7NEHER LET, WANTET AL, fhe A o2 —xy NaEiT 2 ToH 0,
Tr7AT VA —NiInbA L Z—Ry b~DL— MNMIHRD T,

ATY T3 N RRA >V b AL v TFR—=bDA =V % M 12— 18— VTR LET,

ATy 74 (EE) BHarva—¥Earyy—)LR—MIERLET,
LTI, BEHNMERT 272003 V=R EH Y £ A, 727EL, FTF 70V a—

T A TITRBERGER DY FT,
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I CDO %{$/H L 7= Threat Defense O B
274794 —L0BEROBA |

T27A4AT7 04— ILOEBEDRA

VAT LAOBPFITER T — RTHIEI S E T, BEAZ 3H0 A,

\}

(GE)  Threat Defense Z#] CHEEN I 5 & 1%, WIHALIZHK 15 ~ 30 550000 £97,

FIE

ATY 1 BRa—RET A AR L, BRI Mo L9,
ER o — R&22 LAt S BFERAHBHICAY £97,

ATFY T2 FAALZOEMEZIT EEICH HEWE LED 208 L4, BAICAT LTV DA, T3
A ADEIRNA->TWET,

Power LED
| l—Sta‘[us LED

WE @ rreommm & 4
sofnenfua (=]
CI3ED

ATY T3 TS 2D b@it I EMICHD AT —HX ALED B LE 7, FREIZAA LTV AE5EIE
EIREARFZENIC AR LTV ET,
ATvTAa T/\/f?(@ﬁﬁif: I EEICHDHAT—H A LED ZHER LET, 73 ANEFITEE) LT
Wb & AT —H A LED 3FEEICTIER S L ET,

BIEN B A AL, AT —FZ A LED BA L o PAICHITRL AWM LET, Z08EA1T. ITH
FRICIERE LT 72 &0,

RTFYTE FAALZAOEEERITZ EHFDOARAT—2 2 LED 2R LET, 554 A Cisco Cloud |ZH%%9
He, AT —HALED BRREIZD < D LR LET,

BN D D585, AT —X ALED B34 L o U LRI L, 7734 AN Cisco Cloud |2
BEL RN Z IV ET, ZOERIE, Xy NI —I 5 —TNABA —H Ry b 1/1 A
H—T A AL WAN BT DMIEHR SN TWD I EE2ERLET, Xy NU—7 r—T V%
L%, 10 91F ERGE L CTH 7 /341 A M Cisco Cloud (ZH52 L722WEA X, IT SBFICHE L
TLTEE,
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B cosvrToesazy sERALET AL ROBALR

RDZARY

ITHIA & W& Z B> T, MAMEO I A LTA LTIV T AT 4 2R LET, Ao
CDOEFHEL L HICala=r—ya VEtBZEATILENDHY £9°,

CIDHAARTEETTHE, CDOFBFHEIIT A AEZVT— "N OREBIOEHTE S
LRV ET, TNTETTT,

FtOARAyF JOEDa =T 2FRALET/NNAM ADEA XS

PukoFruorla=r 7 LFR,L RO TIILEE 2 LT Threat Defense %38 A ¥ {i
LET,

FIE

ATYF1 CDODOFESF—vary s RUuT[A b (nventory) |27 Vw27 L, HOADTZ

ARE () 7V w7 LTT/NA A% AR —F (Onboard) ] LET,
ATv T2 [FID] #ALVZEIRL 7,
ATw 73 [FHE—R] T, [FID] BRI TWDHZ 2R LET,
BHE—RFELTFID] 2R LZBIZNSTYH, [Av— b TIA B AOEH 2270 v L
T, T ACTHRARERBFEDA~Y— T A B AR EIIAE CE £, HHTRER
TABVRAZONWTUL, FABVAZIGETS (147 X—2) 2L TS0,
RTvT4 AUHR=T 4T HEL LT[ T AESEMEM (Use Serial Number) ] 28R L £ 4,
K 75:2 ) 7ILESEER

Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (4
Firewall Threat Defense

(=] (=] (=]
(® FTD o
O rome Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
& i Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD t a supported eloud
an the device using the Command configured devices using their serial snvironment: AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.4+)

ATw 75 [FMCOER (Select FMC) 1T, U A S5 [Z7 T 0 REEHAIFMC (Cloud-Delivered FMC) ],
[Firewall Management Center] OJIEIZER L, [k~ (Next) |27 Vv 7 LET, >

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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ATvT6

ATy T17

to4vF FoEva=vy sEALET A1 zou kR [

76 : FMCO)S&1R

o Select FMC Select FMC @ For more details, Click Here

Select -

Cloud-Delivered FMC

Firepower Management Center (Recon

o Connection On-Prem FMCs (7.4+) @
FMC-Securex-Onboarding-1654149835633
e Edssward Reset FMC-Securex-Onboarding-1658238180734
o o : FMC-Securex-Onboarding-1681247022490
Policy Assignmen

FMC-Securex-Onboarding-1681762232392
o Subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o Lok + Onboard On-Prem FMC

[#5ft (Connection) | = U 7 T, [T/ AD Y VY 7 )L%ES (Device Serial Number) | & [T /34
A4, (Device Serial Number) [ Z AFI L., [k~ (Next) | &2 U w7 LET,

B 77 : kR

o Connection Device Serial Number Device Name ©® Enter the serial number of the FTD device you want to
n h ill mj nni h
[JADZSBSDZGB } [fp-1010-1| J 0 bpard.l en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[IXAT—F®DY+ty b (Password Reset) ] C. [I&Ly... (Yes.) |22 Vv Z LET, ., T/
A ADF LR ZT—REAN L, ZOFHLWWSRRAT — RE2fEZR LT, [k~ (Next) 1 %7
Vw7 LET,

n—XyFTuYa = IOREE. TAAL RTFHRTH L0, HAA—IfSNTVDLE
BV ET,

GE) LA A LTRAY—FE Uy hL, B—H v F7ravya =752
T D EICHREEEL Loz HAE, LW A (No.) 147 v a v 2%8IRT 5
VERHVET, n—F v FFubPa = VEEHCTIRETESEHHT-0, HA
A=V EORERH LG EERE, TS Rl AT 52 LRI ES
Puo
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. ton4ayF JoE

v

ATvT8

ATvT9

A=V EERALETNA ADBA%ER

78:1X2RT7— KDYty k

9 P ) ‘ - . . : @ Password must:
\l) Please review all the ;i‘rerequmltes for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter
2 Is this a new device that has never been logged into or - Have at least one digit

~ - Have at least one special character.

configured for a manager?
- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured
for a manager

Enter a new password for devices that have never been

configured for a manager.

Important: If you select this option and the device's

default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy 7¥ 7 A=a—% LT,
THAADT 78 A a2y br—LRY —2@RLES, R V—BRESNTVRVES
W, [T 74NV DT 7 Ray ha—/LiR Y 2— (Default Access Control Policy) ] %33R L =
D

B 79: K1) —&Y BT

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

[h7 A2 U7 a7 A& (Subscription License) ] IZ DWW Tik, AT HKEEET A
v AETF vy 7 LET, Next] 27U v 27 LET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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FoR—F 1o —REEALET 74 79— LoER [

80: TRy )T avs4+EUR

© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

GTP/GPRS, Di ter, SCTP,
Carrier (7.3+ FTDs only) / , Diameter, i

M3UA
IPS % Intrusion Policy
Malware Defense Gy File Policy
B urL URL Reputation
RA VPN

AT T (EE) [1 > Y (Inventory) ]-3—Y DWW R & 7 4 )V HALEIZHST

TGN EBMLET, FAEANL, BT F2Rx (0

X, CDO ~MD#E AWE(HRIZT A ATEA I E T,
8148 T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[f Xy PU]_=Unh, A LZIEND OT S, AZTIR L., AHICH D [EE] A
VIC—ERRENTWALST T a v OWTANEBIRLE T,

FoR—T AT 04— FEERLEDD7AT 04—
VDR

DB a3 TIE, CDO DAY R—F 4 T4 F— R LTEHrR—F 1 7RI
T7AT U —IVERET D HIECHOWTHALET,
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274 T 9+— LDy —T LIS

CDO THEELCTX % XL 9 IZ Firepower 1010 25kt L £97,
82: Firepower 1010 0 /7 — 7 JLER#R

Management
Ethernet 1/2-1/8 Switch Ports Computer
inside, PoOE+ on Ethernet 1/7 and 1/8
console OR
inside

Ethernet 1/1, outside

W 3 & rmon s
sofanfua
Clgee

Eﬂ

EARVDE =1
TWYDC =484

Modem or Router

GE) A=V Ry FI2~1B8IF"—FKU=T AL vFR—FrLLTREENTWET, PoE+IIA —
Xy P /TBLIOS THFEHTEET,

N

() PoE I Firepower 1010E CTiI¥ AR — h STV EHA,

FIE

ATYT1 U —vEBROMTEST, "~ RU=THETA FESRL T EI0,

ATy T2 WA v H—7 = A A (Etheret 1/1) ZINTN— 21T L E7,

ATY T3 N RRA 2V b AL v TFR—=bDA—HF v M 12— 18— NV THRFLET,
A —HF v bk 1/7BIO1/8 X PoE+ R— hTY,

ATy T EHa L a—FErEary ) —)LR— FNEZIENEA v — T = A ATHER L ET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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I CDO %{$/H L 7= Threat Defense O B
77479+ —LoEREA |

CLIZBERH Loty N7 v 72 FITTH5,E1E, 22 Y — AR — MIERT HULERH Y
£9, IV —LR— hi\b77W/;~74/7®EMT%ME ROGENRHY ET,
DeviceManager Z i L CHIIE v N7 v 72 FEITT 55813, WA v ¥ —7 = A A8
L\i‘g—o

T77AT0A—ILOEIREA

VAT LOBFITER = — FTHIEI S E 3, BRAZ L3H 0 £ A,

A\

(GE)  Threat Defense Z ] CEEN T 5 & ik, MIHMEIZHKI 15 ~ 30 530 £97,

1R BHHIIZ

TN AR LT REEEORWENZ MG T 2 2 ENEETT (o b 21X, BEEERE
(UPS) %fEMH) . BHIDOV vy NE T U EITDRWTEIN KDL & Ejvtﬁ77/f/1//
AT LOBEEGEGI SR ZTAMREMERHV £7, Ny 7 7700 RTIEEIZEZHDO T m AN %E
TENTWT, BHINKDND E, VAT LETL—AT NV yy AT TEERA,

FIE

ATy BRI —FET A AR L, BRI MO L £,
ER o — RE2ZELiATe S EENSHEMICAY £97,

ATV T2 FALAOEHEETIT EFICH DR LED Z i L E ¥, fREAIAIT L TW o581, 72
A ADERFBA> THNET,

Power LED
| l—Sta‘[us LED

WE @ rreommm & 4
atfnanfua [=
CI3ED
u
(=) =]
Yo

ATFYT3 TAALAAOE@MEZIT EIBICH B AT —FX ALED R LE9, FEAISET L TWAEAT.
B ARFZENICAK L TVET,
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B Aot T - FEERLET A RO VK= T 4 v

FoR—=—TFT A4 T04F—rEERALETNA AR VR—T 427

CLI Bk —%HH L7 CDO A v R—F (77 4 ¥ — F&{#HH L T Threat Defense % A
VA= FLET,

FIE

ATy F1 CDODOFEHF—var 74 RUT[Ar_ MY (Inventory) 227V v 27 L, FADOTT

ARH () 7 Vw7 LTCT/NA A% [A R —FK (Onboard) ] LET,
ATvT2 [FID|XANV%E27 Y v LET,
ATv 73 [EHE—F] T, [FID] N@ERSNTWDHZ 2R LET,
BFHE—RNE LTFID] Z&ERLZRITNDOTH, [A— T4 ZAOEH ] 27 v L
T, T A THRAFMRERMED A~ — T A B ARG EZIIAT Cx £, HHARER
TABAZONWTE, FABCAZIGT 2 (147 X—2) ZZRL TSN,
ATvT4 FrR—FT 4T JEE UT[CLIEEF — %M (Use CLIRegistrationKey) ] %R L F 7,
X 83: CLI B X— %M
» Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (4

Firewall Threat Defense

p— = = =
© Froeff O rome - f
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.44)

ATv TS [T/ A4 (DeviceName) | Z A LT, [k~ (Next) 227 U v LET,

84:TINA R%E

W Device Name Device Name

[ far ]
=

ATv 76 [RYUT—EYYET (Policy Assignment) | IZDOWTiX, Fay Xy 2A=a—%HHLT,
TNAADT 7R aryba— R —%2FRLET, KU —DREIINTWVRNGE
. [TV DT VA3 hr—LR Y — (Default Access Control Policy) ] % 3#R L &
j—o

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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FoR—F 428 ¥ — RERRALEFACROA v R—F 125 |

R8:7oERarraO—)LKRY—

@ Policy Assignment Access Control Policy

[ Default Access Control Policy - ]

ATF9 Tl [VTAZ VT 3T A& A (Subscription License) 122\ TCliE, [#H FTD 7 /34 A
(Physical FTD Device) | 7 VA RZ %27 Vv o7 L, AMNZTHHMRET AL A E2TF = v
7 LET, [Next] #7 U v 7 LET,

X 8: TR ToarvsA4tUR

@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

ATw 78 [CLIE$EkF— (CLIRegistration Key) ]2\ TiX, CDO %, Bkt — L Z DD /RT A —X
AL Ca~v a4l Ed, 2oa~wr RE a3 — L ¢, Threat Defense DFJIHIFRET
T LERH Y £,

87: CLIZHF—

£y
\l) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£
(é) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCOP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWS7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display _name

Cisco Firepower 1010 22— +7 v T4 K [}
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B Aot T - FEERLET A RO VK= T 4 v

ATvT9

ATy 710

CLI T?, F7-1% Device Manager %1 [ L 7= WJHIFR E D5 T

« CLIZEM LIeAIIREDET (163 —)  AZ— T v T A7 V7T b aFET LI,
Threat Defense CLI CZ D a~w> Rxab—LET,
* Device Manager Z i il L7-#1#IER & DI T (168 X—) : =2~ K® cdo_hostname,
registration_key, nat_id ™54y % [Management Center/CDOMD 7 A h44/IPT K L A
(Management Center/CDO Hostname/IP Address) ], [Management Center/CDO %55k % —

(Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 4 —/L NiZ=z2&'—
LET,

il -

CLIlty NT vy 7 O¥ T rax R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUlEYy hT v 7OV avwr KR arviR—xr b

88: configure manageradd A< > KaUiR—F% 2 b

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlVSha2qSRf8pKFX2E
LzmlHOynhVUWhXYWzstmkjZZW5N3Lb|accountl.app.us.cdo.cisco.com
I

nat_id

FrR—=FT 4T T 4P —RTR~ (Next) |27V w7 LT, T/ AOBEGREFIG L E
‘é‘o

(&) [f > b U (Inventory) ]»—TDW~REEZ L7 4 )V HIBZENL DK S, T34
ATV EBMLET, ZXVEANL, HFWTTARE () FERLET, TV
I%. CDO ~DEANEH{ZIZT A ANTHH S E T

X 89:487T

Your device is now onboarding.

© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

[ 4 ; =
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HAKTE

agzz I

RDBERY

[f >Ry hUIR=U0 G AR LIIEN D OFT S ZERIRL, ARICH 5 [EEE] <A
VNERRENTWEL TV g v OWT U EBER L £9,

CLI % 721% Device Manager Z{#i ] L "C, Threat Defense D#IWIERE % EIT L £,

CLl Z{E A L =¥ IR E DEAT

ATy T

ATvT2

ATvT3

Threat Defense CLI (28 L CHIHIER €217\ F 9, CLI 2 L CHIHIREE FEITT 5 &

BEA L =T 2 A ABIOYR—V % TIERA A U F—T 2 A ADREDHDMEFF SN E
7, Device Manager Zffi /] L THIMIRREAFATT D&, BEA LV H—T =24 AB LV~ R—
VX TIRAA U E =T oA ADRFEITMZA T, FEDOTZDIZ CDO IZHIY R T & &FIT,

Device Manager C5E T L72 T _XTDA » Z—7 = A AR R ESNET, 778X a2 b
H—/L WY =R EDMDT 7 4V MREIFIRFFE RN LITHERE LTI ZEN,

Fg

=1 —)LiR— h T Threat Defense CLI {2456t L %9,

oY —)LR— X FXOS CLI IZ# ke L £,

a—H—4 admin BLOVSA YU — K Adminl23 Tr 71 > L£,

WHTFEXOSIZu 7 A Lzt &iF, WAUV—REERTLIIH>RODONET, 2O/ AT —

RiZ. SSH @ Threat Defense &2 7 A I HEH I E T,

GE) NRAT—=RFRTTIAEFEIN T TOLLRWEAIE, T3 AZ2HA A— L LT
AT —=R&TF 75/ MUy hTAMLERHY £, FHA A —ILOFNEIZOWNT
X, FXOSD b T TNy a—T 407 A RESRLTIEIN,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: **x*kxkix

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2856 L £9,

Cisco Firepower 1010 22— +7 v 744 K ||}
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CDO %%/ L 7= Threat Defense D/ER |

B cuzerLraszEozs

ATvT4

connect ftd
&1

firepower# connect ftd
>

Threat Defense ([CH]O T /A 35E, = Ra—WF—F 4 28K (EULA) IZRIET
HZE9ROONET, FDO%, HHA L X —T oA ZAOREHDOCLIEY T v A7 U7 |
NERRINET,

T—HA L HE =T 2 A ATIRX =X T 7 BAEZFENILIZGETH, BHA VA —T = A R

DOFEPERSNET,

GE) REZZIVT (TeexlE, A A—VEBERTHZEICLY) LARnnhED | CLIty
N7y 4 = RERYVIRTZ LI TEERA, 5L, ZRHORETITUL, %
726 CLI C configurenetwork =~ > R L TE®E TX %7, Cisco Secure Firewall
Threat Defense 2~ RU 77 LU AESRL TS0,

T 7 F /v MEFETZIELENC AN L72ER S v aNICE RSN E T, URICAN LIExF 0 F
AT A1, Enter 2L £97,

ROTA FT7A4 2B LTIESUY,

o [IPv4% 3% E LE 95?2 (Do you want to configure IPv4?) 1. [IPv6%i%E L £322? (Do you
want to configure IPv6?) |1: TNHDX A TDT RLADDRL EH 120y EZ AN LE
T, BEHA LY —T oA AEMHAT D TERRNGEETH, 774 X— 1 7 RLRRED
IP7 RLVAZRETHDLENRDHY £7,

«IPVA X DHCPBHEIEIFENDEL L THRELFI N ?2IPV6 X DHCP, IL—%& ., FiIE
FHOENTHRELETH? : [FE (manual) | ZEIRLET, BHA U H—T oA AR
DHCPIZERE SN TWDOEHE, BEHOT — 4 AV X —T 2 A AZRETHILILITEE
A, ZiUL, data-interfaces THDHMENH DT 7 4 /b bb— 5 DHCP Hr— 3=
ZELIENLV— R CLEEXINDAREERH H72DTT,

BB, V=T IAADIPVAT I T — DA EANETIIEBASA V3 —T A
ADIPV6T—hD A %EAN: 7 — NV = A Ndata-interfacesiZ/2 5 L O ICRE L 77,
ZOREF, ~F =Y TV AT —H A X =T oA AWMU TCHETEDLLIIC
Ny =N L TERNT 7 4 v 7 2L LET,

 [THA R —HVTEBE L E 72 (Manage the device locally?) | : CDO Zf/H 4 25 121%
lno)] ZATLET, yesb AT % &, RV IZ Device Manager 2325 Z £1272 0
EJ N

(T AT VA —E— FERELETH? (Configure firewallmode?) | : routed & AJJ L
FT. B~ X=X T I BRI V=T v R 77 AT Ur—/b E— FTORPR— |
SNTVET,

1 -

You must accept the EULA to continue.

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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cu z@AL-mmEEozs ]

Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATYTE v =V T IR AHOHEA v 2 —T =2 AR ELET,
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CDO %%/ L 7= Threat Defense D/ER |

configure networ k management-data-inter face

T, A H—T 2 A ADFERN 2 F Yy MU= REEITY LHITRDDZ T 7 b
FRENET, Z0a<wr FOFBHIZOWTIZ, ROFMESRBL T IEE N,

T=AA B =T = A EHIMEN T D56, BBA ¥ —7 = A A TIZDHCP & fii il
TEEHA, Py N7 v 7RHCIPT KL AZ FEICRIE LR 72841, configure
network {ipv4|ipv6} manual =~ > R ZfiH L CRETE D LIV £ L7, BHEHA
H—T 2 A A — R~ A % data-interfaces|ZEE L2 > 25 AX, 22 TCZoavy
RCHRELET,

Threat Defense % CDO (ZBMIT 5 &, CDOVEA v H—T =2 ARE ([ H—T = AR
HEIPT RLVAL = U oA ~Of/L— | DNS #—/3—_ DDNS #—/3—72 &)
R U CHERFL 3, DNS — —REDOFEMIZ OV T, RESHL T EE0Y,
CDO TiX, BT —Vx¥ TV BA A U F—T = A AMERAE LT TEET 5, Threat
Defense & 7213 CDO 2N EEHEGE DML AW D L O REEEIMZ NI S LT 72
IV, EEEEHG S S 4735 A . Threat Defense (ZIZLARTO B 218t 7 5 configure
policy rollback =t~ KRR E FFE T,

DDNS H— "—H%F D URL Zi%EJ 5 &, Threat Defense |& Cisco Trusted Root CA /3> K
LB T RTO LS CA OFEHEE AEIICEINT 5728, Threat Defense (£ HTTPS #6t
@ DDNS H—/3—ZEB#E % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k

(https://help.dyn.com/remote-access-api/) Z 329X TDDDNS —/—ZHR—F L
£

ZoavwryRiE, [F=%] A 0¥ =T A ADNS P —R_"—%FRELET, Ev T >
A7 V7R T (F721F configurenetwork dnsservers 2~ > KA L T) RELE
B DNS r—_—(x, BT 74 v 7 Il ENET, 7 —% DNS #—,3—(X, DDNS

FEESNTWDLEHA) FRIEZIOA =T = ACHEAESNDIEF 2T 4R v —
WZEHASNET,

CDO Tli%. Z ® ThreatDefense (ZEIV Y THT T v M7 4 —LRER) o —TTF—H A
H—7 x A A DNS B — "—NFRE X ET, CDO IZ Threat Defense #BIT 25L&, 17—
TIVEREDPHERF 4L, DNSH— =377 v b7 —LRER Y —ITBMS L EE A,
7272 L. DNS&E % & ¢e Threat Defense (2 TT' T v M 74 —LAFERY v —%HE Y 4T
BHE, FOBREIZL>Tua—IAFREN EEEXINET, CDO & Threat Defense % [l X
BHITIE, ZOFREIC—HKTHLIICDNS VI v N7 4 —LREET 7T 4 TIZKET
LT LERBEIOLET,

F72, B—H/VDNSH— N—[F, DNS P — —YHIEER TR S L7255 120 A CDO
THREENE T, - 213, BHA L EA—T oA ZAEEHLTT A RAE2REKL, 4T
configurenetwork management-data-interface =~ > R&ZH L CTTF—HX A X —T = A A
B TE L7cA . Threat Defense fl & —33 5 L 512, DNSH—R_R—%2EHr 25D
ET N Tx CDO TFETHRET 2LERHY £,

BHLA o H—T = A A%, ThreatDefense % CDO T &G L7-%I1C. BHA L X —T A R
FRIBDOT =R A =T 2 ADNTINNIEETEET,

vy FT T4 PR TCRELZFQDN R DA v X —T7 = A ARSI E T,
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ATvT6

cu z@AL-mmEEozs ]

AV FO—FL LTT A ARERKZ 7 VT TEET, ZOF T a iy mny v
FUATHEATEETD, Oty b7 o 7RlE OBEICIIEH L2 Tl Zan,

o T XEHZ BN T HI2IE, configure networ k management-data-interface disable =~
Y REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % &9 5
CDO Z#BILEd, a~r FOERIZOWTL, A R—TFT 17 v 4P —FKafHLET
NAADF U R—=FT 47 (160 X—2) L L T I,

51 -

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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CDO %%/ L 7= Threat Defense D/ER |

. Device Manager % £ Fi L =¥ HA EDEIT

Device Manager % &/ L 7-#IHiEE D E1T

ATy T
ATy T2

ATvT3

WMt~ N7 v 72 Device Manager T 5L, HEHA L ¥ —T A AL~ X =V X TV
TADREIMA T, RDOA »FZ—T = A APFARE S NET,

e A —H v M1/1: 4] . DHCP 2HDIP 7 KL A, IPv6 HEIERTE
* VLAN1 : THHR] . 192.168.95.1/24

e F 7 F ) ML— |k S A v H—T =4 AT DHCP 24 L THUE

o E (NERO DHCP —X—_, 77X arybag—L R >— X2 UT 40—
E) WEBREINRNWI EIEBLTLIEEN,

CDO (24 v R —F 4 > 73 DRI Device Manager N TIBIDA > X —7 = A A[EAGDRE %
FITTH L, FOREIFMRFENET,

CLIZEMT DL, BHA =T A AL X =V T 7 EAREDHMRFFSNET (2
LRF TTHNFOREA v F—T = A AT SN EREA)

FIE

BHa Ea—252 =T Xy N2~ 1B8DONTIHNDA U F—T = AR LET,

Device Manager (22 7' A LET,

a) 77 UHIZURL (https://192.168.95.1) # AL 7,

b) Z—H¥—4% admin, ¥ 7 4Lk /XATU— K Admin123 ZfEA L e /A LT,

) TURaZ—W—TFA4 U 2ABHELFATHEL, BHEENSRAY—-RELEETLH LI
RKDOHNET,

VMR EZ 58 T3 D121, H&HIZ DeviceManager IR 7 A > L7z &l N T v 70 4 ¥ —
REFEHLET, REIDSEUT, X—=YDOFHICH D [T /351 ADKEE AF 7 (Skipdevice
setup) |27 Vw7 LTy N v 74— RE2RAXy S TEET,

Tty NT T4 —REETTDHE, WA X —T =4 A (A —%F> b12~1/8 (VLANI
DAL v FR—1F) ) OF 75 /L FREICMZ T, CDO OFFIZEI D B2 5 & =TSN
HHE (=P Ry F /1) A B —T oA ALBRETEET,

a) HNEBA B —T 2 A ABLOERA X —T = A RATK L TCROA T a v EREL, [IK
~ (Next) 127 Uv 7 LET,

1L Mo v H—7 A AT KL A (Outside Interface Address) | —Z DA ' Z—7 = A A
TEEA =2y N = U2 THY, v X=X T I/ EBEAA U H—T AR
ELTHRHINDEGARHY £, 75 AP ERFZHIOINEA 2 —T = A
A BRT L2 LI TEERA, RNDOT =5 A =T A ZANT 7 4 /v b O
AR =T A ATT,

TR X T VBRI (FEREINE) EIFRERDA =T A AT DY
Bl By hT v 4 = ROBETRICTFE TRET DL ERNH Y £,
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Device Manager % {5 f L = ) #i5RE D RAT .

[IPv4DF%E (ConfigureIPv4) |: #MA > X —7 = A A D IPv4 7 KL AT, DHCP
EHAT A, FRETFEATRAEY T 47 IPT RLA, 7 Xy h~wx7 BLY
T=R U x2A B ANNJTEET, [4F7 (Off) [ZFIRL T, IPv47 RLRAZFHE LR
EVWIHOBRBRELHET, By NT v U 4P — NEMH L TPPPOEARET HZ &
TCTEERA, AV F—T 24 ANRDSLET A, F—T)LET A, £721T ISP ~Ofth
DOHHGICHHE SN TE Y, ISP PPPoE i L CTIP 7 KL 22 L T\ 254
%, PPPOE WMLEIZ 2 5550 H 0 £3, UV 4 ¥ — ROETHIZPPPoE ZiX ETE £
7

[IPv6DFRE (ConfigureIPv6) |: SMiA > % —7 = A AHDIPv6 7 K L A9, DHCP
EEMATL0, FREFEBHTAYT v IPT FLVA, L7 4y 7 A B —
Nz AZANTEET, (A7 (Off) ]ZEIRL T, IPv6 7 FLRAZFRELRNEWN
IR L HY 5,

[BEA 22— 14X (Management Interface) ]
CLI CHIMIEREZ FAT LIz A, BEA V¥ — 7 o4 ADOREIFE RSN EE A,

T—HBAH =T 2 A AT =X T 78 AZAMLIZHATH, BHA LV H—
T2 A ADFRENPEREINET, e 2L, T XA H—T A A& LT
TU—URBHTLN—T 4 VT SINDEBR RN T 74 v 71, T—HF A F—T A A
DNS H%——Tj372< |, BHA ¥ —7 = A A DNS ¥ — —%ff [ L T FQDN % fi
mLET,

[DNSH—/% (DNSServers) ]: A7 LADEFT KL ZH D DNS H—3, 4 §ifigs:
\Z12LLEDDNS =07 RLAZ AJJLET, 7 74 /L MJ OpenDNS /X7 Y
27 DNS H—"TF, 74—/ FEHEL. 774+ /L MIEL7ZWEEIE, [OpenDNS
ZfiH (UseOpenDNS) 1227 Vv 7 45L, 74—/ RIZHEEIRIPT RLARY o —
FEET,

[Z7A4 T U4 —/KA L4 (FirewallHostname) ]: ¥ AT LADOEHT KL ADKA |k
%‘(“‘a_‘o

b) [RZla%E (NTP)  (Time Setting (NTP)) | Z&X&E L, [k~ (Next) 1227V v 27 LET,

1

2.

[#A LY =2 (TimeZone) |: VAT LDX A LY — @R L ET,

[NTP# A L H—,3 (NTP Time Server) |: 7 7 4/ h®D NTP H—NEMHT 50,
HALTWANTIPY— DT RLZAZFETANTLOI0EZRIRLET, Xy 7T v 7 H
WCEBOY— " EBNTE £,

c) [BERETIZ 90 HFDOFHMmBIE % B4h (Start 90 day evaluation period without registration) |
IR E7,

Threat Defense % Smart Software Manager |88k L 72V TL &V, TXTDO T A 2 XX
CDO THEITSNET,

d) [# 7T (Finish) ]2 Vv 7 LET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT4

ATy TH

ATvT6

ATy T17

e) [7 7 U R&EEE (CloudManagement) JE72IL[AF > K7 12> (Standalone) ] ZERT 5 K
IRDENET, CDO 7 7 7 REEMHHA! Management Center DAL, [AX v KT 2
(Standalone) ] ZiBIN L T o, [THE (Gotlt) | #BINL 9,

[7F 7 K& (Cloud Management) ] 473 3 >, LA —d CDO/FDM KERED 72 8 D
HDOTY,

(MEELTC) BEA X —T = ZAERELET, [T/ X (Device) |>[f ¥ —7 =
A4 A (Interfaces) | DEFA LV H —T = A4 ZAEBR LTI IV,

BHA A —T oA A, T—HFA L H—T oA AR ESNTZF— T = A DR TT,
F7 4N NTIE, BHA X —T 2 A AEDHCP 5L IP 7T KL AL — = #ZE L
T DHCP 267 — MU = A ZZE LWGEE (e 2, BEA VX —T oA A% Xy b
T— IR L TCWRWESR) | F— MU= A XT 74NV N TT—F A 2 —T = A AT}
0. MHHETHILETH Y FHA, DHCP L7 — h U = A 2525 L-HAE, b IicE
BA L H—T oA RIHMIP T RLAEZREL, Y~ V=2 A BT XA H—T A AT
RETHLERDHY £7°,

YR=UX T 7B AT DAMBETIINELSN DA S F—T = A A EFLBINDA o F —
T2 A RAEHRET DHEEE. [T3 A (Device) 1&&EIRL, [f ¥ —T =1 A (Interface) ]
DY~V =D 7%7) v LET,

Device Manager (28T DA & —7 = A4 ZADFREDFHEMIZOWVWTIL,  [Device Manager TD
TrAT U —NOFRE (130 <—2) | 2B LTS, CDOIZT /A A&k 5
& . Device Manager Ot ORI SN EH A,

[T/31 R (Device) | >[ AT LEKE (Sysem Settings) |>[FREE (Central Management) ]
DIEIZER L, [FefT (Proceed) 1 %72 U v 7 L C Management Center DEFRZFRE L £ 7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £797,
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I CDO %{$/H L 7= Threat Defense O B

Device Manager % /L F=#1 AR E D EAT .

90 : Management Center/CDO 0) 548

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDO R A N F 721X IP 7 KL A% F1> TWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1Z\V (Yes) 1227 Vv 7 LET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
FUR—F 4TI 4= REFHALET AL ADE L R—F 4 7 (160=—) %5
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name

&1

91: configure manageradd A< > KA R—+% > +

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DB EkF— (Management Center/CDO Registration Key) ]. [NATID (NATID) ] 7 1 —/b
Nizae—L%ET,

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN (%, A v —7 = A A, FE721F [Management Center/CDO 7 7 A A L X —
7 = A A (Management Center/CDO Access Interface) [FHIZEIR L7 A > ¥ —7 = A AITff
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

¢) [Management Center/CDO 7 2 ¥ A A % —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEMIZ OV T,  [Device Manager TD 7 7 A 7 7 4 —/LOFKE (130 X—) |

EHBL TSN,

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,
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CDO %%/ L 7= Threat Defense D/ER |

B 2xvnera07 oty s—onE

92: EEESR

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

EXMGEXa) T4R)O—DERE

ZITIE, ROREZHEH L TEARNREX 20 74 WY —2RET D HIEI >V THRMAL
£7,

NI A B —T oA RALITA L H—T oA A NI A F—T = A AZAZT 4 7 1P
T RLAZEDYCET, v X VXTIV BAREO—HE L TINA v H—T = A AD
FEARBRELERLE LN, FEZOA L H—T 2 A Xa VT 4/ — 28D 4T
LUMEMRHY FT,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SN A v H—T = A A TA U H—T7 = A XAPAT I L £7°,
T BRI hr—b NEWOIE~D T T 4 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T = A ATSSHZHMZLET,

=JL o
A 23— x4 XADEFE
0—%yF7aeya =7 E IR EIC Device Manager T 555 IROA > &7 —
Tz A ANHERRESNET,
oA —H Ry F1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HENRE

* VLANI : [TPN¥ES) | 192.168.95.1/24

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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A8 —T 14 RADRE .

e F 7 3 )L Rb— bk AL X —T =4 AT DHCP 4 L THEUS

Management Center (Z &% 3 % RijlZ Device Manager N CiIBIMD A > ¥ —7 = A AEHFORE %
FAT LG E . FOREITRFFSNET,

WTAUZLTH, T ZDOBERITIBINDOA 2 —T 2 A ARELFATT DMLENH Y £

To A X —T A4 ADFFREEZIT> TORVEGAIX, WEBAA v F AR — MM VLANL A
B —Tx A ZABMTEHERHY 3, BIMORETIE, LEISEUTAL v FHR—

Tr7AT U= N A Z =Tz A RIEW L, A =T = AtF2 VT 4V —ZED
BCCT,IPT RLAEZEHTLET,

WKOBITIX, DHCPIZEHDAXT 4 v 7T RLARAENAL—T v RE—ROINHA v H—T =4 R
ZMHA L C (Ethernetl/1) , V—7 v RE— RONEA % —7 = A A (VLAN1) Za%ELE
R

FIE

ATY 1 [T31 A (Devices) 1. [T /31 AEH (Device Management) | DJIEIZEIR L, T34 2D [#w®
£ Edi) ] () 22Uy rLET, >
ATV T2 [ Z—TxAA (Interfaces) ] %7V v 7 LET,

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy 4 System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name & Sync Device | | @ Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical El c &
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernet1/5 Physical E] y

ATv T3 (EE) [AA vFHR—1b (SwitchPort) |FNDATA X% ) v 7 LTCAL v FR—h (f—

By M2~ 18) DNFRIDAL v FH— hE— R 5 . e (LR o
SRS ET

ATYT4 AL v FR—-FEAENILET,
a) AA vFR—FO[HRE (Edit) | (£) 27V v7 LET,

Cisco Firepower 1010 22— +7 v 744 K ||}
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Edit Physical Interface

Hardware Configuration

CDO %%/ L 7= Threat Defense D/ER |

Interface ID:

Description:

Port Mode:

VLAN ID:

Protected:

Ethernet1/.

Access

Enabled

(1 - 4070)

QK Cancel

b) [F%h (Enabled) | F=v 7Ry I R4 NI LT, A X —T A AL ET,
c) (EE) VLANIDEZZELEd, 74/ ME1 TH, KT, 2D IDIC—%HT 5 VLAN

A B —T A AEBMLET,

d) [OK]%27Yv2r LET,

ATV TS WNEEVLAN A v 2 —7 = A Z&BMLE7,
a) [M23—7x4XMEM (AddInterfaces) ]>[VLANA 2 —T 4 X (VLANInterface) ]

27V v 7 LET,

[&f% (General) | N—UNFERINET,

Add VLAN Interface

IPv4 IPV6 Advanced

Name:

Description:

Mode:

Security Zone:

MTU:

VLAN ID *:

Disable Forwarding on
Interface Vlan:

Associated Interface

inside

None

inside_zone

1500

i,

None

[l CiscoFirepower1010 24—+ 7 v FH 4 K

Enabled
v
v
(64 - 9198)
(1 - 4070)
Port Mode
0K Cancel
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b)

c)
d)

e)

2

h)

AV8—T 14 RADEE .

48 LT F TO [4HT (Name) | Z AN LFET,
Lz A F—T x4 AT indde £\ S &4FTEITET,

[£%) (Enabled) ] F = v/ Ry 2&F NI LET,

[E—F (Mode) J1X[72L (None) JIZ&REL-FFIZLET,

[Ex= VU7 ¢V —>2 (SecurityZone) | K v 77X 7 A NOOREFEONIHREX = U T «
V= BRIRT D0 i (New) 1227 Vw7 LTHLOEX 2T 4 —0Z&BINL
£7

=& ziE, Tinside] EWOAFIOY — EBMLET, KA F—T = AT, ¥
TAS = BIOA E =T 2 A AT N—TZE S THXLERNHY T, /X —T =
ARE, 120X VT4V —VIZORETLHZ L, BHOA L F—T A AT N—
TR THZELTEET, V= EREIN—TICESNTEF 2V T 4R —% i
FALET, & 20E, WA v F—T = A AZNEY — 2B 4T, A v X —T =
ARBEIN) —ANZEID Y THZENTEET, ZOHAE. 77 4 v 7 BREDBLIND
BT LH 1778 A arba—L R o—%2RETDHZ LIFTEETN, 4T
MOWNEBIZHANT TIERETE ER A, FLEAEOR) =T XF20T 4V =0 DHY

AR—FLTWVWET, NATRV > —, L7 4NV Z R — BEUPQoSHKY v —T, J—
VEREFA V=T A AT N—THEHTEET,

[VLANID] % 1 IZRRE L £7,

F 74V R T, TRTCOAA v FR— MIVLAN IR ESNET, 22 TH O VLAN
ID & INT 55415, HT LW VLANID OFK A A v FR— b ERETOILENH Y 7,

AVHE—T 24 AERF L%, VLANIDZERTHZ LidTeEHA, T I TOVLAN
ID X, R &35 VLAN ¥ 7 EBREND A X —T = A A 1D DE 5 TY,

[IPv4] & [IPv6] DWW EI2IZfFO_X—2% 7 ) v 7 LET,

s[IPv4]: Ra vy 7F XU R RING [AXT 4 v Z7IPEMT 5 (Use Static IP) | %38
WU, IPT RLAREY TRy b~ AT BAT v afil TAHLET,

7o & 21X, 192.168.1.56/24 & NJ1 L £ T,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

 [IPv6] : A7 — b L AHBREEDOSA L [HEEYE (Autoconfiguration) | T = v 7 38 v
I AEF AT LET,

[OK] %27 Vv 7 LET,

ATy T 6 HERICAE AT 5 Ethernetl/l O[fatE (Edit) 1 () 227V v 27 LET,

Cisco Firepower 1010 22— +7 v 744 K ||}



CDO %%/ L 7= Threat Defense D/ER |
B oucry——omE

[&f% (General) | N—UNFERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

VRN T IR ARCIDA v H =T 2 AEFRNCHEEL TWDZD, AV —T oA A
WX T TIZARIBMT SN TEY, AT RLARENZE T LTCWET, b DHARE
ENIEFE LN TL &, BH 95 L. Management Center O B NPT S E T, =
DEETSH, BBF T 74 v IR —Dx2 )T 4= EARETHLENDHY £,

a) [EX=VUT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBEHFONT X2 Y T ¢
V=BT D0, [F New) 1227 U7 LTHLWEX=2 U T Y —2ZBML
ij‘o

72& 21X, Toutside] EWHLARIDY —&BIMLET,
b) [OK]ZZ7 VU277 LET,
ATy 7T [R1F (Save) 1227V v 27 LET,

DHCP H—/\—DEE

7747 N TDHCP A L CEHEBICKHT D MO IP T RLAZESET X 912758
&%, DHCP —_—Z2HMI L FE T,

FIE

ATY 1 [T31 A (Devices) 1. [T 731 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w®
£ (Edi) ] () 22Uy rLET, >

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Z 5w 72 [DHCP] > [DHCP#—/\— (DHCP Server) | #3#R L £,

93: DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP

Ping Timeout
50

DHCP Server

DHCP Relay

Lease Length

3600

DDNS

Auto-Configuration
Interface

VTEP

v

Domain Name

Primary DNS Server

Secondary DNS Server

Server

Advanced

Interface

AT T3 [H—/\— (Server) | <—V T,
R
94:H—/"—D3Em

Add Server

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

Override Auto Configured Settings:

Primary WINS Server

v | + v |+
Secondary WINS Server

v+ v+

Address Pool Enable DHCP Server

[EAD (Add) 1227 U w7 LT,

—
Cancel m

DHCP H—/\— DR E .

+ Add

WKDOAT a2 wH/ELE

(M H—T7x AR (Interface) |: Ry FH T VA RINOA U F—T x4 ZAEBRLE

j—o

o [7 KL A7 —)L (Address Pool) ]: DHCP — _"—NEHTDHIP 7 KL ADHE FALr b
I PALOM O ZRE L ET, IPT FLAOFMIL, BRL/IA U F—T = ZAL[FEL
7 Xy N EICFETHUERHY A X —T A AAHFDIPT L AZEDDLZ &

ITTEEEA,

« [DHCPH—/"—% %1295 (Enable DHCP Server) | : B4R L7=A > % —7 = A A DHCP

P R—ZHHZLET,

ATFv T4 [OK] %27V v 7 LET,
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B wozz

ATY TS5 [R1F (Save) 1227V v LET,

—f%EY72 NAT V—/LClid, WET RLRAENHA v A —T =2 A ZADIP T KL ADKR— MMIE
WLET, ZOXATONATL—NVDZ tEA LA —T A R—KT KL REH (PAT)
EENET,

FIE

ATy T1 [T/ R (Devices) [>[NAT]Z2 U w7 L, [FiLLRY — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 7 LET,

ATw T2 R —IZL4RIEMT, R —%2HHT TN, ZAE@R L, [R1FE (Save) 127V v 7 L
iﬁ—o

B 95: % LR o —

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

AR U 2—7% Management Center [ZIBIISNE T, SI&HEE, RY —Ib— 2B 503
N ET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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96:NATRY) > —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

NAT D& E .

Show Warnings Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

Original Packet Translated Packet

Source Destination
Objects Objects
~ NAT Rules Before

~ Auto NAT Rules

~  NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v 7 LET,

[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 7 0 VR y 7 ANKRINET,
ATy T4 ERLV—NDOF T g o EFELET,

97: EXIL—ILDF T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

ervices

« [NAT/L—/L (NAT Rule) ]: [FBINAT/L—/L (Auto NAT Rule) ] %R L £,

s [ZA4 T (Type) 1:[# AT >Z7 (Dynamic) | ZE#EIR L 7,

ARTYTS [A v F—T A AF T2 bk (Interface objects) |-3— T, [[HHAIRERA V H—T = A A
47 Y= 7 K~ (Available Interface Objects) | FEIK 2O [FESEA v H—T = Af AF TV =7 |

(Destination Interface Objects) | fEIRKIZAMES Y — > ZBML 97,
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B wozz

K98:AVRA—TTARFTSxY b+

Add NAT Rule

NAT Rule:

3| [ Auto NAT Rule

Type:

i Dynamic

"]

Enable

Interface Objects  Translation

PAT Pool  Advanced

Available Interface Objects

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

] Add to Source

3 Add to Destination

Source Interface Objects

(0) Destination Interface Objects (1)

L]

o outside_zone

AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,

K99: b5 RAL—V 3

Add NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

I Dynamic

d

Enable

Interface Objects  Translation

Original Packet

Original Source:*
| all-ipva

PAT Pool  Advanced

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F57 1 v
7 (000000) DXy hT—sF7Vx s MBI LET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K
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w0 +57 ¢ v oo

100:5 LNk FI—H 4TS H R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEDO—HE L TNAT ZBINT D72, VAT A
EFRD any-ipvd 47 V=7 MEEHTHZ LT TEETA, T2, VAT LAERD
FT Vel NeRETHI EITTEERA,

o [ - D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL— L EBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAERIESILE T,

ATY T8 NAT X—TU T [fRfFE (Save) |27 U v 7 LTEEEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BB KRT DB ARk LT X0, BAD [TRTDO NI 7 v 7 %71y 7 (Blockall

traffic) | 727X ar br— L RY —&ER LIESEIE. 7 AZERT DT 74 v
I HFTAT DDA Y ==V Z BT 20ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— VBB LET, i — BN SEAIL.
WYty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

Cisco Firepower 1010 22— +7 v 744 K ||}



CDO %%/ L 7= Threat Defense D/ER |
B <o 70ex7—481v5—Tz12TOSSHOEE

FIE

ATy 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) ]. [7 7 & AR U 2 — (Access
Policy) | DNAIZEAR L, BFEICKIT 2 ICH 0 ¥ TonTnWbd T 7R ar ba—L R
U= [#RE (Edit) ] (4) 27Uy rsLET, > >

RTw T2 [JL—I)LEEM (AddRule) |27 U v 7 L, IRONTA—ZEHELET,
101 )L— )L 3EA0

_ Create Rule o

Name | inside-to-outside Action Allow B Logging [ Time Range | None Rule Enabled (j

Insert | into Mandatory @ Intrusion Policy | None o File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All Collapse All Remove All

NE | v 1 object ZONE | v 1 object

<& wixAutomationZone

«[&HT (Name) ]: ZDON—VZA4HTZAT £ (72 & 21X, insde-to-outside)

« ER L1=F{E7T (Selected Sources) | : [V —2 (Zones) | HLINHEEY — 2 Z IR L, [#
fExJ—>%ENM (Add SourceZone) | %7 U v 7 L%,

c[BIRLIFEEET T)r— 3> (Sdected Destinations and Applications) | : [V —Y

(Zones) | MBAMTY — U AR L, [FEEY — 2 %EM (Add Destination Zone) | % 7
Uy LET,

fOREIZZDOEFICL TRBEET,
ATY T3 [Applyl 227 Vv LET,
JL—)L3 Jb— b (Rules) | 7 — 7 /VIZEBIMSILET,

ATy T4 [R1F (Save) 1227V v 27 LET,

IH—ONY TIOERVRT—R2 A2 —T 124 XTAH SSH DETFE

A B =T 2 A7 E DT —H A ¥ —7 = A AT Management Center 7 7 & 2 Z 4 2hi
LA, ZOFIBEICHESTEDA L F—T oA ATSSH ZHINCTHLERH Y 7,
Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5552 A2
% HFEICOWTHH L ET,

\)

GE) SSHIZBEHA L Z—T A A LTF 740 b THINZ > TWETA, Z O ILE P SSH
TR ELEE A,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

BHA A —T A RE, TR ADMDA o H—T = A AL FoEES N TVWET, Management
Center|lZ 7 /A AZRE L, BT L0 EnES, 7—% A X —7 = A AD SSH

X, BEA L H—T 2 A4 AD SSH ENEB LN B2—% U X MEF LET, ZOfMosk
EFEICRESNET, T—F A X —T =2 ATIX, ZOEEEFEHALTSSH &7 7%
AZVA RN LET, T—F A F—T A ADSSH T 7 4 v 7 Z@EDOIL—TF 4
TRELXMAL, HEMICTRESNWICAZT 4 v 7 V—F R CLI TREINICAZT 4 v
No— MIEH L EE A,

BEHA L E—T A AOEAE, SSHT 72 A U A kN &ET 5 I121F Cisco Secure Firewall Threat
Defense =2~ KU 77 L > A @ configuressh-access-list =~ RZHR LTS, R¥
T4 w7 — MEERET HIZIE, configure network static-routes =< RS L TLEE

VW, T 74V h T, UIHIRERHICEEA VX —T 2 A ANDT 74V N — b ERELE
R

SSH 7T 5121%, SARIP T RLAEFA[THT 7 A NLV—)VIHNESHY FHAL, ZD
Y7 arDOFEIEST, SSHT 7B 2AEZRETILERH HET T,

SSHIX., BEREE/RA v X —T =2 AZOIFEHTEXET, SSHEA MNINHA X —T = A
ZNZHDEE . ANA B —T 2 A A~DEBEEHRBEG OB TE 97,

SSH I%, DK HE L NF—ZMER— N L TWET,
o 5551l : aes128-cbe, aes192-cbe. aes256-cbc. aesl28-ctr. aes192-ctr, aes256-ctr
e 524+ hmac-sha2-256

« % —22H#4 . dh-groupl4-sha256

)

GE)  SSH #fEH L7z CLI ~D 1 7' A 1728 3 [alEfgE L TR 5 &, 7731 A0 SSH #EFe13#&
TLET,

1R BHHIIZ

« SSH N —#—|%, configureuseradd =~ > RZfEH L CCLITOARETEET, .
T 74V N T, WIIERERFIZ S A Y — REFRE LIZAdmin —F—23FE L £ 3, LDAP
F 721X RADIUS LD —H—1%, 77 v N 74— LFE T [IMBFRAE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A P ERIEFR Yy NV—J BEHRTLIF Y hU—27 %
T2 FRMETY, A7V b AT =Yy DO LTEBMTEEdN, IPT
RLZDITN—F M ETH-0ICA TV = F I —T 2T 585813, LV—/LT%
IR TN—T N TICHFEET DI aMB LET, [ATP Y b (Objects) [>[#TPx
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

GE) VAT ABRMET Sany ry NU—2 AT V=7 MIEHATEE
A, KDV IT, any-ipvd £7-13 any-ipv6 2 H L £,
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| B

ATy

ATy T2
ATvT3

ATv74

5% TE O R B

ATy I

CDO %%/ L 7= Threat Defense D/ER |

FIE

[T/34 R (Devices) 1>[FT v b T+ —LERE (Platform Settings) ] %38 L, Threat Defense
R — A ERE ISR E L E T,

[SSH7 2 R (SSH Access) | IR L £,

SSH #f5i & 7 /[T DA v X —T = AL P T RLAZBELET,

TORFEM LT, SSHERZZ T ANDIA X —T 24 A, BIOFNDL O TSR
L5054 T RDIPT RLAZHIRLET, HaeDIP 7 FLAEIARL, Xy hU—2 7 RL
RAEHEHTEET,

a) (B (Add) 127V v 7 LTH LVWLb— L ZBINT 22, [ (Bdit) 1227V v 27 LT
BEAED N — IV ZFRE L E T,
b) =N DT aNRT 4 EZEELET,

* [IP Address] : SSHEEHE 5T Al T 2R A MEIER Y NV —2V ZRET LRy hT—7
ATVl NEREIN—T, AT V=2l b Ray TH T A =a—nbRIRT 5
M EREHEZ2Y 7 LTH LSy hT—2 47 V= R EBEMLET,
c[(EATRER Y —IA4 VB —T 24 X (AvailableZones/Interfaces) | : SSH £t % 7 o]
THAH =T oA ARG — v EBMLET, V=W U H—T = AT
. [BIRLEY =243 —T7 4R (Sdected Zones/Interfaces) 1| U A b T D
TA—NVRIZA L E—T oA A% AL, B (Add) 1227V v 27 LET, L—
TRy I A B =Tz A%BEMTHIEHLTEET, BRI TNDHA U F—T =
A RAERITY =BT AL RZEENTND L EIZDOHR, ZTHEDL—ANFT A R
WA S ET,

©) [OK]%2 Y27 LET,
[Save (RTF) 127V v/ LET,

T, [ER (Deploy) 1> [ER (Deployment) 1227 U v L, VY TT A RZHRY
V—HRETELL IR E L, BEIIRY U—FREBETAHE THMIRY T A,

EDET & BT 28 SR LET, BRAZERTLIETIE, T/ A LETEOE
BT 7T 40 T FH AL

FIE

A Lo [JEB (Deploy) 1227V v 27 LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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102: R A

ATy T2 BEREMOEAX., BEDOT NS, ADF =y 7Ry 7 A4 N2 LT[R (Deploy) 1% 7
U 273250, [TXTERM (DeployAll) 127V v 7 LTT_XRTOT A AZRERLET,
FENLAOLGEX, BINORERA T Y a3 U &2RET A0, [FERER (Advanced Deploy) |
270y 7 LET,

103: 3 X TER

1010-2

1010-3

1120-4

node1

node2

@ 5 devices are available for deployment

asco SECURE

Advanced Deploy Deploy All

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

B B 0B B

I+

104 : = B 73 FR B

1 device

selected

zzorn [

[ Q_ Search using device name, user name, type, group or status

>

>

>

>

>

I Deploy time: Estimate [N/

Device Modified by

nodel System
1010-2 admin, System
node2 System
1010-3 System
1120-4 System

Inspect Interruption  Type Group

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Previ

ow

[uRE N~ ]

Status
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

ATYT3 RENKD LI L 2B LET, BEDOAT =2 AEEFZTLHIT1E, A=2——0 [JEH

(Deploy) | RZ OEMICHLT A ar%r ) v 7 LET,
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105: BRRAAT—2 R

es Objects Integration Deploy
Deployments Upgrades @ Health @ Tasks

P

m 0 running 5 success 0 warnings 0 failures
2 1010-2 Deployment to device successful.

@ 1010-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

© nodel Deployment to device successful.

© node2 Deployment to device successful.

CDO %%/ L 7= Threat Defense D/ER |

Q @ adminv il ¢
‘:/‘. Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

FSONDaA—Ta VT EAVTFUR

Threat Defense 5 XU FXOSCLI~ADT7 U X

a<vw s RIA4 A F—Tx2A4 A (CLI) ZHLTYATLDE Yy 8T v &2ITV, AR
WY AT LD T TN a—T 4T EITVET, CLITy v a bR —%2RETDHZ
LITTEERAL, CLIIZIE, 2 Y — L R—RFIEHRLTT 7 EATEET,

NN a—T 4T DHIZE FXOSCLIWZ T 7B AT 7,

\}

GE)

F7-1%. ThreatDefense 7 /3 ADEHA L X —T =14 AT SSH CHE ¢ £4, a2V —)L
Tyar 3B Y, SSH v g % T 7 4/ kT Threat Defense CLIIZ72 Y . connect

fxos 2~ RZMA L CFXOSCLICEH CEx £, SSHERH DA > ¥ —7 = A4 ZA%FNT
WAHBE, B TT—H A X —T 2 A A LEDOT FLAICER CTE £, T—F A H—T=A
A~DSSHT 7% A7 7 40 h TERIZ AR >TWES, ZOFIETIZ, 57 4/ k TFXO0S

CLI ¢ 7B ay Y —)LiR— 7 72RO TIBHLET,

FIE

ATY 1 CLIICu /A 3 512i%, BHarYa—FEar Y —/LiR— NI L £7, Firepower 1000
21X, USBAtoB v U7V r—7A0ME L CnWET, ZHEHOAXL—F 47 VAT A
WCWEERUSBY U TV RTANREMTA A=V LTLESV, arY— bR — R NIT 7+
JU R TFXOSCLLIZZ2 Y £9, ROV T AREELFBEHLET,

* 9600 R —

« 87 —X% Ew h
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—

-7-___

ATy T2

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

e NRUT 4721

sl ARy EYH
FXOSCLIZHHr LE T, =—H—F admin &, ¥ty b7 v THRICHRTE LIZ/SA Y — K&
fEALTCCLIiCu A4 > LET (T 74/ ME Adminl23) ,
5 -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

51

firepower# connect ftd
>

27 A I, CLI THEFTRER 2~ > ROIFMZ R T 2121, help 7213?22 AL %
T, A FEEIC DWW TIL,  [Cisco Secure Firewall Threat Defense =~ > KU 77 L A ] #%
LT EEN,

Threat Defense CLI Z#& 79 %12i%, exit £72id logout 2~ FE AN LET,

Zoavy RIZE Y, FXOSCLI 7 u v 7 MIREY 3, FXOS CLI T mfe/s o< RIZ
DWNTIE, 22 AL TL7Z &0,

1 -

> exit
firepower#

BALVRA—T A RATOEBEGED S IV a—Ta2Y

HAOEEA VX —T oA AEHHATHRDOVIC, 32—V XTI/ BALT—H A H—T =
A 2 &I 584 1%, CDO T ThreatDefense DA X —7 = A AL Xy NU—7 OFREERE
ET AR, e TR LWL D IZIEE LE 9, ThreatDefense % CDO (2B L 724 (& HLA
VH—T 2 A ARA T EERT DG (T2 NOEHN FREEENLT—H ) | AV
H—=Tx A ARy NI =7 OFENIE LRI TV RN E | FEBERN Kb S ATRENE
N0 FET,

IO My ZiE, BHERD KON ED N T TN a—T 4 TR E T,
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CDO %%/ L 7= Threat Defense D/ER |

B s s—orrzxcoemEEGEO ST A—F 100

EEERAT—2 ADRT

CDO C, [T/V R (Devices) | >[T/31 RAEHE (Device Management) ]>[T/\4 X

(Device) | >[EH¥ (Management) |>[YR—T v 7Y X - #EBEFHM (Manager Access
- Configuration Details) ]> [### X F7—% X (Connection Status) ] ~2— ¥ CTE BB A
T A ALMER L ET,

BHEG DO AT — X A% FxT 521X, Threat Defense CLI T. sftunnel-status-brief =~
VREASLET, stunne-status 2 LT, LV eeRFlesRr+s2LbTaE
T,

Z0 RO OB B ZRITR LET, E7F v rro e HlRen—he—
MERNFR RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

Ty TREOERO W N Bl IR LET, BT F v rbbn—bhe— MEERBERSH
‘/Cl/\i—a—o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b —J FHRDO KT

Threat Defense CLI T, BB LN~ —V ¥ T/ VAT —H A X —T =2 ADFR
N — I REEFRTRLET,

show network

> show network
===============| System Information ]===============

Hostname : ftd-1
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ managementO ]

State : Enabled
Link : Up
Channels : Management & Events

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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Mode
MDI/MDIX

MTU

MAC Address
Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers

Interfaces

MTU

MAC Address
Configuration
Address
Netmask
Gateway

Configuration

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

: Non-Autonegotiation
: Auto/MDIX

: 1500

: 28:06F:7F:D3:CB:8D

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

[ Proxy Information ]
Disabled
Disabled

Information - Data Interfaces

: Ethernetl/1

[ Ethernetl/1
: Enabled
. Up
: outside
1500

: 28:6F:7F:D3:CB:8F
[ IPv4 ]

: Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

CDO A Threat Defense D& EFDFER
Threat Defense CLI T, CDO B&N5E T L2 4R LET, Zoa~vy Nk, EHEs

FEDBIED AT —

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

CDO ~M ping

RAEFRTHLEDOTIIRWNWZ LIZEBE L TLFE N,

: Manager
accountl.app.us.cdo.cisco.com
accountl.app.us.cdo.cisco.com

: f7ffad78-bfle-1lec-a737-baa2f76ef602

: Completed

: Configuration

Threat Defense CLI C, kD a~ > REHFHL T, T—X¥A X —7 A A5 CDO I

ping L7,

ping cdo_hostname

Threat Defense CLI C, kD~ REfH LT, A 4 —7 =1 ZAH) 5 CDO IZ ping
LET, Zhid. Xy 2 P L= a2 LT — 4 A Z =T = AIN—T 4 7 3E

D
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B s s—orrzxcoemEEGEO ST A—F 100

ping system cdo_hostname

Threat Defense RERA B2 — T T A A TDINT Yy FDF v TF v

Threat Defense CLI C, WN# N 7 FL—>r 4 X —7 = A A (nlp_int tap) T/ > K
EXx 7Ty LT, HEAT Y PREEINTWDINE I AR LET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —TTARADAT—R R, #fidt. BELVNT7y F DR

Threat Defense CLI T, WXy 7 7 L—r A X —7 A A (nlp_int tap) (ZBIT 5 1E

WEZRLTIZEN,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up

Hardware is en vtun rev00, BW Unknown Speed-Capability,

(Full-duplex), (1000 Mbps)
Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue (blocks free curr/low) :
output queue (blocks free curr/low):
Traffic Statistics for "nlp_ int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,

5 drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

MTU 1500

O O O O Ul o o o

minute
minute
minute
minute

(€2 I e

minute
minute

IW—T 4 > & NAT OHERR
Threat Defense CLI G, 7 7 #/L hJL— |k

DLY 1000 usec

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets
0 output reset drops

hardware
hardware

(0/0)
(0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

(S*) DWEMENTWAZ &, BLOERLA

K —7 A A (nlp_int tap) ([ZINES NAT V—VI3FET D Z L 2R LET,

show route

> show route

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wvia 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp _int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6e service tcp 8305 8305

translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
T DRDERTE DFER

ROa<vy RESBLT, MOTRTOREMAETH I EE2EERLET, Zhbnaw
v FD% <%, CDO O[T /314 X (Devices) |>[T/34( A EHE (Device Management) | >
[T/31 R (Device) 1>[E¥E (Management) |>[¥Rr—T v 7V X - (Manager
Access - Configuration Details) ]>[CLIH A (CLI Output) | X—Y CTHHERTE £,

show running-config sftunnel
> show running-config sftunnel

sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
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B o 7or—romroums

Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHMNEYI LM E >IN EHERT D
Threat Defense CLI G, DDNS O EH 23N L7120 E 9 0 E R L £ 7,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

TR L7 A debug http =~ > K& debugsd =2~ REMHHLE4, FEHE
DORFEN KL L7256 1E, — FEHERT A AZA VA R =L ENTWD Z L ZHER
[_/gzj‘o

show crypto ca certificates trustpoint_name
DDNS O EZ iR 21213

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

CDO B4 774 IILDOHER
https://cisco.com/go/fmc-reg-error &S L T 720,

T27AT7 04— ILOEIREDUIE

VAT LEHEYNC Y vy MU UTH I ENEETT, BMICERT 7 V235 &

ERRT7ANVAT LAOREESIERITIENHY ET, NI 7 T700 RTIRHEICEEK
DT aEANFETINTEY, BET 7 72k, BRZUMLIEDVTDE, 7747

TA—IVVAT AT L—A TN Yy y NA T TERVWIEERZTEBN T I,

Firepower 1010 ¥ ¥ — NI EIR A A~ F1EdH W £ A, Management Center DT /34 A5
BAN—VEEH L TT N AOER AU 572>, FXOS CLI #fH T& £,
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I CDO %1 A L 1= Threat Defense O BB

00 2EALET 74 7o+ —LoBREOTE [

CDO % FRAL=7 747 0A—ILDERDYIE

ATvI1
ATvT2
ATvT3
ATv74

ATy TH
ATv 76

ATy T17

VAT LEMYNC Y v MU ENEETY, BMICERT 7 7 AR\ EBERA
Lo FEMLIEVTEHE, BERRT7AN VAT LAOBREREIXEZT LRV ET, Ny
7770y RTHEFILEEOT o ANFATEN TN, BT 7 7 &2k =0 | B % Bk
L7243 E, 77AT U4 —NVET VL —AT NI ¥yy hET LU TERWI EERZTBWNT
CTEENY,

Management Center 2] L TV AT AZ @MUY v v hA T TEET,

FIE

[T/34 X (Devices) 1> [T/\1 REHE (Device Management) [ &R L £,

HRET 2751 20MICH 5 [(fRE (Edit) ] (£) 22Uy s LET,

[T/34 A (Device) | #7 %27 Vw7 LET,

[ ZF L (System) | B2 2= T[TNAADY %y &> (Shut Down Device) | (@)
7 Vv LET,

Tur T IRERENTEL, TR ADY vy N T U EHERLET,

A= NINE T AT U —IER L TWAEEIE, 7747 U — ARy vy hF DT
THEXNIVAT AT e T heE=F—LET, ROT a7 vRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

V=R L TCOWRWEEE, R30I/ T AT ANy N T L2 %
MR L ET,

MENE U TERT T 72 RN Ty — U OB ERAZ RV AT 2 LA TEET,

CLI TOT/NA RADEIRA 7

ATy T

ATy T2

FXOSCLI ZfiffT5 &, AT AZLRIZY Yy NEU VL, TRA ZADEREF 7I2Tx
F9, CLLIZIX, =Y —)LiR— MIEEEL C7 7B A LEJ, Threat Defense 3 £ U FXOS
CLI~DO7 782 (188-X—) ZZBMML T &V,

FIE

FXOS CLI C local-mgmt (2856 L 9,

firepower # connect local-mgmt

shutdown =~ > K& 31T L F 7,

firepower(local-mgmt) # shutdown
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B xozx727

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFYT3 T77ATTA—NDIry NET UV AT AT ey P NeE=—LFET, RO
rREREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T4 LEIJSUTERT 7 72N Ty y — v bR ER AR A 2 LN TEET,

RDRAT YT

CDO % fi [ L 7= Threat Defense DFXE % Hi/T7 H1Z1%. Cisco Defense Orchestrator 78— L ~3—
VEBRLTLIEE N,
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=6~
=% =R

ASDM Z {£ A L 7= ASA O &R

COEOHRRE

ERARER T _XRTCOARNL—T 4 VT VAT AE R =V MR T A1, [KEe 7T 7
g—varvbkerx—UxEROT5HE 1—) | E2RLTIEIN, ZOEONE
IX. ASDM %325 ASA IZ#H I NE T,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA O THI D B 2 217 5 BRIZIX, T3 ZADFHA A—IMbmNnBE Il £
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MECF, Cisco Secure Firewall ASA 35 1 O Secure Firewall Threat Defense f A A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIIENGESERITAREC, FEmAYIZIL
F£TH2LHVERFA, L, 2= AR EORETIE, BAFIIIERELEHTE E
T ZOA. REMEERFC SNMP O HRFC, BHEEDEANBIIGTHREZHER TE 25606
nET,

¢ ASA [ZDOWT (198 X—Y)

e RY—x U DX XY (201 ~—3)

e Xy NU—JEE LT 7 40 FREDHR (202 ~—)

o TA ZADFHE (205 ~X—)

s 77 AT U —I)LDEFROEAN (206 <—)

« (EE) IP7 RLADER (207 <—)

* ASDM ~D 1 7' A > (208 <X—7)

s TABVADERE (209 X—)

« ASA DFXE (215 =—7)
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ASDM %A L1- ASADER |
B ssazouc

¢« ASA BEXOFXOSCLI ~D7F7 72 (217 ~<—)
e IRDAT w7 (218 _X—3)

ASA [ZDLVT

ASA . 1 DOTF XA ATEETCAT— NIRRT 7 AT U+ — /UEHEB LN VPN 2 &
h— & —HRE A TRAL L F 9,

HR— kb SR iEEE

ASA DHR— kT iz LR
WD ASA BEREIT. Firepower 1010 TiX¥ A — F SN TV EHA,
INF ATHEARNE—F
T ITATITIT AT 7w )bA—/3—
cTMEAVE—T A A
c JTRH
» ASA REST API
* ASA FirePOWER module
* Botnet Traffic Filter
CIRDA LV ANRT a

eSCTPA v AT vary~<v7 (ACLEMEHLZSCTP AT — KTV A AT g
NIV AR—bFENET)

* Diameter

* GTP/GPRS

VIAN f 23— 24 AB L UVRA v F R— b THHR— TN TULEUVEEERE
VLAN A »Z =7 = A AB L OAAL v FR— ME, ROWEZYR—FLTHEHEA,
cHATFTIVvI N—T 4T
cRNTFHRYXY A N—T 4T
e AR = R—=R J—F 4 T
¢ HIARX N /LTF/NA (ECMP) V—T 4 7
cAUTA Y NERIFNRNYy VT A A —T (R
« VXLAN
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ASA 5500-X

A
ax

asassoox 2E 0T

» EtherChannel
e Tz — VA —N—BIOIATFT—F I 7
cNTT 4T =

ctX2 VT 4 IS N—F %7 (SGT)

= 4=

EDIEIT
ASA 5500-X D% E % 2 £ — L C, Firepower 1010 (2R ffiF 5 Z &M TEx£4, 72770, &%
EERTLIMNERHYET, £, 7T v b7+ — ABOBEOFERICHER LTI EEN,

1

4.

5.

RIEZ 3 —7 521X, ASA 5500-X T moresystem:running-config 2~ K& A L F
D

VRIS U TREZmELET CIT22HR)

Firepower 1010 D 1 > Y — )Lk — ML, /7 r— b a7 4 Fab—T a3y E— K
ZEIE L F9,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: *****%

Repeat Password: ***%x**x

ciscoasa# configure terminal

ciscoasa (confiqg) #

clear configureall =~> R&MH LT, BIEOREEZZ VT LET,
ASA CLI TEE SN-REZE (11 £,

ZOHA RTIEH, LHHMEOT 7 4L PR EEFHEE L TWDH 720, BEFEOREIZALY 1)
6. ZOHA RO—EOFIEIL ASA IZHEA S NEF A,

ASA 5500-X % E

Firepower 1010 D% &

Ethernet 12 ~1/8 77 A7 U4 —)b f LV Z—T = A A Ethernet 1/2 ~ 1/8 AA v FH— k

NGO =Ry hAR— ML, 774NV ETIEAAL vF
R—hELTHRESNTWET, RENOAS L F—T = A
AL, BEDOT 7 AT U=V AL F—T o A%
YER% 4 % 72 ® no switchport =~ > R&BIML£4, &
&R LET,

interface ethernet 1/2
no switchport
ip address 10.8.7.2 255.255.255.0
nameif inside
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B AsassoxzEoms

ASDM %A L1- ASADER |

ASA 5500-X % E

Firepower 1010 D % 5F

PAK 714 A

Av—h T4 R

REZ A — LT T 5 &, PAK 71 & A3 H
SNFERA, T7AHNVEITEHITIA BV RFA VA F—LE
NTWEHAL, Av—rI A48T TIE, Av—F
TAv T =N LTI A B R ARG T
LHRMENRHY ET, Av— T A7, ASDM £
TIXSSHT 7B RAICHHELEST UTESHR) .

D ASDM 7 7 & A

ASDM |[ZEfi CTEX 72y, A~v— K S4BT H—
IN—ZBEETERWEAIT, BB LR EFRTE L5
BTH, VPN L7232 DO TR S 72 SLHEE ORUE &
HIBRL £,

sl Efk (3DES) IA B AEFEAL-BIC, oh
LOMEEEAHEANCTLHIZ ENTEET,

ZOMBEORIRIE, ASA 21X, BHT 7R IR LTD
FHT 7 /v N TIDESHERENZENTWNWDHZ LT, i/
TR BALFSREZ NS T 5 L. ASDM B L OVHTTPS k7
T4 (Av—hTA VT —R—=L DR L)
N7y INET, ZON—LOFINE, EE1/1 L
DOEHHERA 7 —7 oA ATEHF SN TV DHLAETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

HLONA—Ry=71ID & —EHTLEICA o F—T A
AID AR LTLIZEWN, & xiE, ASA5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
7, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1T ~18 BNEENTVET,

boot system =~ > K

ASA 5500-X TlE. K 4O boot system =< > R Z i ]
LT, T A A—VEBETEET,

Firepower 1010 CiZ 1 -2 boot system =~ > KD HB3FFA]
ENA7=H. BEVAHT ARSI DA DOT X Thavw s’
EHIBRTA2MERH Y £, T — b A=V EHBIT ST
DITEBEIRFICFAA TN N2, ERIEEDa~ > R
EREICEDDHLETIHY £ A, bootsystem V o— K
BrCIE, kglice— RENET— b 4 A=V NFHICELT
EhET,

boot system ==~ > ML, AT 7> a & F{TLE
To VAT HIFA ATV EREEL TR L, 7 — MNEET
(FXOS 1T & » CEH XD disko DN a 7r— 3 V)
Cav—LFET, ASAZUa—RTHE, HLA A—
Urn—RFanET,
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TVRY—IVFDZRY

tory—zvrnszs

ASA ZIEB L CERET DX, WOX A7 SR T IEE0,

N
(1) install the
firewall

Pre-
Configuration

./..7 7-\\
(2 ) Review the
~ network and

—p default config —p

%
.3 Cable the
~ firewall

./.7 7-\\
‘\_4__,.-' Power on the
~ firewall
—>

v
ASA CLI S ) (optional)
Change the IP
Address
(6)1 o l (9) .
ASDM \2 /Log into \.2 J Configure
ASDM feature
licenses
l A
(7)
Cisco \.£_/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart (8 ) Generate a
Software license token
Manager for the chassis

/-

A
b

0) Configure the

~ ASA
—i

()| IR E TrAT T —NEA VAR ALET, AN— Y= TRESA K
- EBILTLL SN,

(| FRTRE S NU—JEE & T 7 4L RERIEDOHER (202 <—) |

=/

(2| FHRE TNA ZORLR (205 X—)

\\._/

()| FRIRRE T AT U —NAOEFROKLA (11 X—)
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ASDM %A L1- ASADER |

B <oro—vmELT 700 rBEORR

5 | ASA CLI (fEE) IPT7 RLADEFE (207 <—)

(6 )| ASDM ASDM ~Dm 7 A > (208 X—2)

:/7--\.‘ Cisco Commerce SABLADHZE (209 2—) HERESAEBLAZTRELET,
\"“| Workspace

é Smart Software S ALY ADBE (2094—) 1 L —IDIAEL R h—l
~—“| Manager AR LET,

(9)/ASPM S ADRIE (200 5—) : BHET AT L AETE L £,
NE

10)|ASDM ASA DFETE (215 4—)

2y RIT—VBEET IAIL FETEDHEE

WO, ASA TOTF 74V DFy NU—F7BIHEZRLET (F 740 bR EEMHH) .

WNEA B —T 2 ABr—TNAVET A FE21IDSL ET AMIEEEGE T 551X, ASA BN
MRy NU—2DFT_XTONL—FT 4 VT ENATZEFTTH5E91C, EFL%27 ) v PF—FR
T2 aBEOLET, A X —T7 = A ANISPIZHERT D72 DIZPPPoE iR ET 5

VERDH DAL, TOFREE ASDM AX — "7 v 7 4 P— KRN TITH Z N T £,

N

GE)

ASDM 7 7B RIZTF 74V MEHIP 7 RL A ZFHTEX R4 13. ASACLI TEHIP T R
LAZRETEET, [ ([EE) IPT7 RLZADOEE (207 2—) | 2BRL TSN,

WERIP 7 RL AR ETTAHXLERNH LB E51E. ASDM AX — T v 7o 4 P— & LT
ERTExET, 2&z21E, ROXHIRIRBMITBNT, NEFIP 7 L ADEENNEI R D
ENRHY FET,

HNHA B =T oA AR T T ANV IRy NI =2 TH5H192.168.1.0 % v NT—7
EDOIP 7 FLAOESG AR DA, DHCP U — AN L, SNA > 2 —7 = A AN
IP7 RLAZEELEEA, ZOMEX, ASARFRIU Ry hT—7 BlZ225oDA 24—
T oA ABFFOZENTER2WEDIZRELET, ZOHA, WEIP 7 KL ARH LW
Xy NU—7 BICHEET AL OICEETLHMLERH Y 7,

s ASA ZEEFONE R v N —ZI1ZBMT25E61F. AP 7 FUARBEFEO R Y N U —
7 FICFEET DL O EFETILENDH Y £,
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Firepower 1010 O 7 7 JL hE& & .

L

Internet

outside
Ethernet1/1

- _@ -
e management :
Management 1/ '

192.168.45.1

(Optional) Management
Computer (DHCP)

inside
192.168.1.1

(switch ports)
Ethernet1/2 - 1/8

E !

Management
Computer (DHCP)

Firepower 1010 D7 7 + )L L3R 7E
Firepower 1010 & TR DT 7 4L bR EIX. RO E B TT,
CN—RITTF7 RAYF : A —H Ry F1/2~1/8IXVLAN L IZJEL TWET,
cAEMSHNEB~D T T 4y Ta— A —H x>y b I/l BMEB) . VLAN1 (NHED)
<EHE EM I/ (EH) [ IPT FL X :192.168.45.1
«DHCP OB IP 7 KLA, WERIP 7 FL X @ 192.168.1.1
s NEA X —7 =24 AD DHCP H—/\—, EHA X —T =4 A
B DHCP 7 H DT T4V b JL— b

«ASDM 77 & A : HIR A b & NFAR A MR &SN ET, HHIR A FE192.168.45.0/24
Py NT—ZIZBES ., NEAR A ME 192.168.1.024 %~ N —Z IZIBRESNE T,

* NAT : WD LABA~DTXTDO R T 7 4 v 7 HDA X —7 = A A PAT,
¢ DNS #—/3—: OpenDNS % — 3—{IH 5L LD ST ET,
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B ricepower00 07740 rEE

DAy 4 Xal—vgikOawy RTHEERINTHWET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/6

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/7

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/8

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

object network obj any

[l CiscoFirepower1010 24—+ 7 v FH 4 K
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7ri1zoms ||

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

TN A DERHR

Ethernet 1/2-1/8 Switch Ports
Ethernet 1/1 inside, 192.168.1.1
outside, DHCP from Modem PoE+ on Ethernet 1/7 and 1/8

(Alternative) Management 1/1
managemeﬂt, 192.168.45.1

(Optional)

/" Internet Console ports

WAN Modem

Management Computer
DHCP from inside: 192.168.1.x

BTN, 23—y M 12~ 18 (WHAA »F R— 1K) OUWVF A>T Firepower 1010
EEHLET, T7ANVIRETH, A=y M /HTAMNBE LTERESNLTNET,

FIE

ATYT1 v —VEROAMTEST, "~ FRT=2TRETA FEZRBL TS0,
AFYT2 BEaLE2—FZERONTNDDA L F—T = A A THR LET,

e A —HHRY F12~18: WNHA L F—T = A AIIT 74/ FDOIPT FL 2 (192.168.1.1)
BHY, 7747 EHaryBa—¥&2ET) IZIPT KL XE2#A3 57292 DHCP
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ASDM %A L1- ASADER |

B o 7or—rozrorA

=R —=bFATINDTeD, ZNDDREVBEFONELR Yy bV —7 ORE L HE L7
X2z LTL & (Firepower 1010 DT 7 # /L Fa%iE (203 ~X—¥) &) ,

» Management 1/1 : Management 1/1 {Z1X7 7 4 /L hDIP 7 R LA (192.168.45.1) 3% 1 |
74T (BHaryEa—2%2E) (ZIPT FLAZRIET 5729 :Dm}#~ﬂ~
LIEITENDTZD, TNODOREVEFOELR Y NU—I ORELHAELRNE DI
TL 72 &V (Firepower 1010 DF 7 4 /L FRE (203 2—3) &) . wzm&wme
DI TAT > MOHRINASAILT VB ATEET,

Management 1/1 D IP 7 RV A%T 7 4V EWOERTLMEN D L5501, BHay
Va—HF&zaryy—)Lih— NMITr—7 AT HELHV ET, [ ((LE) IPT FLA
DEE (207 X—) | ZZRLTLIZIN,

ATY T3 ARy VT —2 % Bthemet 1/1 £ > % — 7 = A AZEELE T,

A—=hF VT 02T T4V VU TDOHE. ASAILITA v Z—Fy T 7B ANNETY,

ATy T NET AL ZAEFHRY ONEAAL vF R—F (A=Y b 1/2~1/8) [Tk LET,

A —Hxy b /7 BEO 1B IL PoE+ R— K T,
() PoE i% Firepower 1010E TIIH AR — F I TWER A,

TJ7AT7 94— ILOERDEA

VAT LAOBFIFER T — RTHIE S E T, BEAZ 3H 0 A,

\)

(GE)  Threat Defense Z ] CHEENT 5 & 1%, WIHALIZKI 15 ~ 30 5903020 £97,

ATy T

1R BHEIIZ

TN AR U TEEEORWENZME T2 2 ENEETT (L 21E, MEEERE
(UPS) ZfEH) . BHIDY v v NE T ZTDIRWTENIN KOS &, ik&774w/
AT LAOREEFIEZH TRV 3, Ny 7 VT 00 RTIEFEIZZHO T vt ARHE
ITSNTWT, BhnKkbibd e, VAT AETL—AT VT yy MU TEERA,

FIE

B — RT3 22k L, ERa oy MR LET,
BR=T— FEELIAL LEFRENABICAY £7,
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ATYT2 THAAADHEEETIT EEICH 5P LED 2R LE T, ARSI LTWDEEIE, 72
A ZADEPRDBAS TWET,

Power LED
| l—Sta‘[us LED

@_m @ FPROD wRER & 4
sofnenfua (=]
Cl3E®
I ]
B
(=)=
Yo

ATV T3 TNAAL ZAOEHEENL EFICH H AT — X ALED # Mt L £ 7, Skl ms LT D561,
IR ARFZBNIC A LTV ET,

(EE) P7FLADEE

ASDM 7 7 v RIZT 74NV FDIP T RLAZMHTERWEEIL, ASACLI TEHA V&Z—
TxAADIPT RLAZRETEET,

)

GE) ZoOFETIE, 774V IREEEITL, BRLEZIP T RLALRELET, 07D, &
B2 ASARTECICEFEEZ M2 25801, ZOFIEEZERA LARNTLS ZE,

FIE

ATYT1 ASA = Y — )L R— MZEHEL, /r— L ar 74 Falb—var = RIADET, 5
AZONWTIE, TASAB LU FXOSCLI~DOT 7tk (217°—2) | 2R LTI EEN,
ATYT2 BRLIEIPT FLRAZERALTT 74V PREEBILLET,
configure factory-default [ip_address [mask]]

51

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration
Executing command: interface managementl/1

Cisco Firepower 1010 22— +7 v 744 K ||}
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ATvT3

ASDM %A L1- ASADER |

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FTIFNN AT 4K al—arE 7Ty a2 AR VIRELET,

write memory

ASDM ~pO 45 A >

ASDM #EEI L T, ASAZRETEHLHICLET,

ASAIZIE, BELT 7 B AD I % ST LT 3DESHEEN T 7 4 /L R TEHEENTWAH DT, Smart
Software Manager |24t C&, T <IZASDM Z {752 & & T&£7, #£IC ASA TSSH 7T
IR AERETHHEEIEL. SSHBLUSCP #fHT 52 b TEET, mERRSLEZ M

LT HZOMOEEEE (VPN 72 &) TlE, HAIIZ Smart Software Manager (28 &k 5 LE N B 5
EERE AL RENNC 2> TWAMERSH Y £7,

\)

CE) BT 2N ERE S T 2MRORELRA D & (WIHRMEBLDOHHFE L T

ATv T

HEETY) . HTTPS HifslZF DA v X — T =4 AT R v &, FBHEETEEEA,

D=L OFIMNE, BE VIR EOFHERA V7 —7 o RATEHFEIN TV DHHETY, SSH
TR L Z T EE A, HITPS 5N b -581%. 2 Y —/V R — MIEEHE L CASA &/
WRET DM, BEHEHA VX — 7:4xuﬁm¢6#\itimg%%m%% WICRREEINT

WRWA U H—T oA A T D E N TEET,

1R BHHEIIZ
« ASDM % EATT 5 7= D DBELEIZ DWW TIE, Cisco.com® [ASDM U U —=2 / — L] 2% W
LTL7Z&EW,

F|i§

7 IWIZ/RD URL # AN LET,

[l CiscoFirepower1010 24—+ 7 v FH 4 K


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html

| AsDM % & L 1= ASA DERE
sttvzoiz |

« https://192.168.1.1 : NEiA > X —7 = A ADIPT KL A, WNEiAA v F i"— b (Ethernetl/2
~1/8) ONET RLARIZEHTEET,

* https//192.168.45.1 : FHA L X —T = A ADIP 7 KL A,

GE) http:// RIP 7 KL A (T 74/ MIHTTP) Tid7Ze< ., &7 https// ZHHE L T E
VW, ASA L, HTTP Y 7 = A % HTTPS (Z HEMIZHADE L E£H A,

[Cisco ASDM] Web — VN F R SN E T, ASAIZFEFAEN A A h—/L ER TV ARWTZHIZ,
TIUYOEXa )T 4 BERFIRINDZENDY ETH, o OB IE L T, Web
NR=VNWIT IV EATEET,

AT T2 [ASDMS U F v —DA X k=)L (Ingtall ASDM Launcher) 1 %27V v 27 LET,

AT 73 HEOHERIZHEV, ASDM Z s L 37,

[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] BAERSI NV E T,
ATy Tl 22— - LRAT—RDT7 4 —/VREZEOFFIZLT, [OK]ZZ7 U v 7 LET,
AL ASDM 7 4 RURERENET,

S54 1t ADETE

ASAIFA~—h A48V REMHLES, BROAY—F I8 (A Z—Xy |
TR ANKE) EEHTEET, £ ATV ITA VEEOEA. kT4 U ATTRE
I% Smart Software Manager On-Prem (LARTOYT 7 A b ¥ —) ZRETEET, ZNobDOF7
FA L TA v AFROFEMIHOWTIE, [Cisco ASA VU —XDIEEET A B 2] ZHHRL
TLIEEN, ZOHA RITEHFEDOA~S— R IA By o ZICEAENET,

VAT AU AOEIZOWTIEEEL < IL, cisco.com/go/licensingguide &M L TL 72 &1,

X — T & BERT H & Smart Software Manager (X7 7 A 7 7 4+ —/L & Smart Software Manager
MOBEHADIDREHELZ T LE T, £, AT DINN—FXYAT AV NI 74T U4 —
NEID BT HALET, Smart Software Manager (28875 £ TliX, BRELEZITH Z LIXT
ST FHRRTA B A LEL T OMRE~. BIEXEOMO A TIIRELZTEEA, T4
T AN G SNDRREILIRD LB Y TY,

* Essentials

e Security Plus : 77 7 4 T/AZ 8L T = — )L —_"—DGH

EER RSl (3DES/AES) : A~— hT H UL TEERRE SALAEF ] STV,
EE R AL DERBFF A SN TWD E v AaB W L725E., @mERKEE T4 R
BTy MITFEITCEBNTE 7,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client VPN
D H-
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ASDM %A L1- ASADER |
B >t xozx

ASAZIE, BT 7 B ADH a5 IT LT23DESHEREDNS T 7 4 /L P TEHEN TV H DT, Smart
Software Manager ([ZHift C&, T <IZASDM Z2fHHT 52 T&EE£§, KICASA TSSHT
IR AERET 2581, SSHBEIOSCP 2T 252 L b TEET, @ERKE S L
LT HZOMOBEEE (VPN 72 &) TlE, HAJIZ Smart Software Manager (28 &k 5 LE N H 5
FER SR AN > TV DILERH D £7,

)

GE) BT HANCEERR S b2 X 2B EORELZRA D & (T2 BAL DA E LT
LA TYH) . HTTPS #feldF DA v X —T = A AT Ry 78, B TEEEA, 2
DON— OB, BEI 72 EOEBREHA V¥ —T7 = A TEH SN TN DA TT, SSH
T EZZ T EE A, HITPS#ERN Kb 21X, 2 Y — /L A— MIHEHE L T ASA & F
BRET D, BEHERA U F—7 = A ATHERT D0, EIEmER SRR E SN T
WA U H—T o f ATHEHET D EMTEET,

Smart Software Manager 7* 5 ASA D% §k b — 7 U 2 FRT D56, [2O h—7 U Z2EH L TH
gk L7 B Cm 7 AR — MHIlEBERE 2 FF 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A& F LT, MARKSLDOTERT A &L AN
WHINDEHICLET (THEHOT D FTEOFERPTFAI SN THDAILERHY £T)
WARE ST A B A, Y=V TR NV U ERHEAT D L B L R DBEMEOSE
BEIMICHEME S D 72O BIMOBEIAE T, A~— T H Uy K THRDREBALD 7]
SNTWRND, B REBALOERANTFRI SN TWD & R anfl L7za. W)k 5
WA 2T AU MCFBTEBMTEET,

1R BRI

* Smart Software Manager IZ~¥ A X —T7 H 7 2 FLET,

ERETAT RMERBLTRVERIL. Vo2& 0y 7 LTHLWT Iy FEREL
TL 72 &V, Smart Software Manager CTl&, MikDO~A X — T ho v M EERTEET,

c WH=a 7747 AT TR L TREMEEN D) HREEZEHT2I1E, ZHAD
Smart Software Manager 7 % 7 ok Ti /) 72551k, (3DES/AES) 7 A B A& TE %
PVENH Y F7,

FIE

ATvT1 THHOA~—F T4 B ATHTY ML, BEBERIABUVANEGENTND (Dl Lty
Essentials 7 A BV ANEGENTWNDS) Z L ZHELTLITEE N,

TA AT, VATEFRGERBEEN ST AL AEBA LRI, Av— YT by =T
TARL T TAT MY 7 SRTVWES, 2L, B TIA B A &2BNT 5538
b H5651%. Cisco Commerce Workspace C [N THisE (Search All) | 7 4 —/V R&EMEAH L
ij‘o
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| AsDM % & L 1= ASA DERE

ssevzngz |

106: 542 AR%K

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

ARG, B &Y — 1 R (Products and Services) | Z 3R L 77,

107 : $58
e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ ZAPID #HELET,
GE) PID SRS B72WGEEIX, HEXCTFEICTPID ZBMTE £,

« Essentials 7 A 7 A : L-FPR1000-ASA=, Essentials 7 1 & A TMEL T, A<w— |
VI RNT2T ARV T THYY MZBINTAMLERHY £7°,

Security Plus 7 - £ > & : L-FPR1010-SEC-PL=, SecurityPlus 7 4 £ A2 XL > T7 =—/b
A= =AY £,

Strong Encryption (3DES/AES) license—L-FPRIK-ENC-K9=. 7 /1 77 > M T30 7] 7225 5 237K
RBINTWVRWERIZOHMETT,

* Cisco Secure Client : [Cisco Secure Client 3875404 FJ] 2B L T2 &V, ASA Tl
DT BV RAEBEEADNCLZ2NTL I,

Smart Software Manager C, Z D7 /A ZAZ BT HFIET I 7 NOKERN—27 U 2FRL
Tavr—L%7,

a) [Inventory] #7 VU v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 VU v 7 LE 7,
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ASDM %A L1- ASADER |

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&kh—72 > &1ER (CreateRegistration Token) | ¥4 7 B VR v 7 AT, L FOREME
AL THS [ b—2 »%{ER (Create Token) 1 %727 U 27 LET,

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

+ [E%BA (Description) ]
o [HZWHAR (Expire After) ] : #E5HEIX 30 H T,
o T KA EIZL (Max. Number of Uses)

[ZD b= ARG S IR Tl A B RE A 7 RT3 5 (Allow export-controlled
functionality on the products registered with this token) ] : #2774 T A 75 7
AL ET,

F—=2 3 A X P UIZBIENE T,

d F—7 OHEMCHIRTA 2% 7Y v 27 LTC[h—22 (Token) | XA 707 Ry
JARBRE, b= IDEZY v TFR—RICabt —T&5 L9 ICLET, ASA OGN
VB L X IZHOFIETHAT 272012, 2O M7 2H#FELTBXE T,

[l CiscoFirepower1010 24—+ 7 v FH 4 K



| AsDM % & L 1= ASA DERE

ssevzngz |

108: k—2 2 DORR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

B 109: b—5 D3 E—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT 73 ASDM T, [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIAIZ E&4R
L%,

ATv T4  [Register] 7 U v 27 LET,

Cisco Firepower 1010 R 2 — + 7w THA K .



ATy Th

Configuration > Device Management > Licensing > Smart Licensing

ASDM %A L1- ASADER |

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature

License Value

Smart License Registration

[ID Token] 7 ¢ —/V RIZ¥ Gk h—2 > & AT LET,
[ JoN ]
ID Token:

Force registration

Help

Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

MEZIS UC, [k & TEH] (Forceregistration) |7 = v 7 4R v 7 A% A2 L"C, SmartSoftware
Manager & [FIH] S AL TWVZRUWNGRTREVEDY 8 2 B ek 7D ASA Z2 8@k L3, 7& 21T, ASA N

7> C Smart Software Manager 7> 5 HIBR S 7= 5512

LE7,

Cisco Firepower 1010 R 2 — k7 v FHA K

[Efk % 5l (Force registration) % {3 f




| AsDM % & L 1= ASA DERE

ATvT6

ATy T1

ATvT8
ATvT9
2Ty 710

ASA DXE

ASA DERTE .

[Register] #7 U v 7 LE7,

ASA VX, FRHIRRE SNTINBA » Z—7 = A A% L T Smart Software Manager |28k L |

RRIEWHHY 7 N = 7RI G OFAEE BR L E 9, Smart Software Manager 1%, ZfEHD 7
AU MBFFA T AU EER S BDES/AES) FA U ABHWHLET, TA A XT—
FABPEHSND &, ASDMIZ L > TR=UNHHENET, £io, BEP/KBELGARLY
Wi, [E=4#—1 2% (Monitoring) 1>[ZRA/87 4 (Properties) |>[AY—F+rS54 VR

(Smart License) ] DIAIZEIR L T, A BV ARZ = A xfEd TE £,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

WDIRT A =B ZFHELET,
a) [Enable Smart license configuration] 242 L £,
b) [H#E/E (Feature Tier) | K> 77X 7 U X k) [Essentials] &R L £,

1 ¢ % % DX Essentials 87217 C9,
c) (fEE) [Security Plus ®f%h{t. (Enable Security Plus) | &A1 L &7,
Security Plus JE TlX, 727 T A T/A X L INA T = — )L —R"—=NEN/2 0 7,

[Applyl 27 U v 7 LET,
V= NN—D [Save] T A a2 &7V v 7 LET,
ASDM Z#& T L. Fifddh L x4,

TAV U AEERTHHA. BHIN-HEE2FKRT HI21% ASDM % FLEi ¢ 2 033 H Y
i—a‘o

ASDM ZAE T D BE, EAMRE: L OMERERBROREICY 4+ F— P2 T& 4, v ¥—
FIZEEN TV RWREZ FEITRET D2 L b TEET,

FIE

AT v F1 [Wizards] > [Startup Wizard] DJIEIZiEIR L, [Modify existing configuration] 47> 2 > R ¥ % 7

Vo7 LET,

Cisco Firepower 1010 22— +7 v 744 K ||}



ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,

[l Cisco Firepower 1010 2 4 — + 7 v 74 K



| AsDM % & L 1= ASA DERE

ATvT4

R YR T |

ASA OFRE & FATT 212X,  [Navigating the Cisco ASA Series Documentation] TY 7 k7 =7
N= g NG LT~ =a T VA2 LT IEEN,

ASAHE KU XOSCLI~ADT7 U X

ATy T

ATy T2

ASDM #4251 b0IC, ASACLIZHH L TASAD N T TNy a—TF 4 0 TRREET
T ENTEET, CLIKIK, arY—bR— MR L TT 7 A TEET, B THEEDA
VA =T 2 A ATASA~DSSHT 7 EAZFHETEET, SSHT 7 ERIET 7 4/ b THEZ)
W7o TWET, FEMIC OV TIEL, ASA O RIREBEOREN A REZL T EEW,

N TNY a—FT 4 T DT, ASACLINS S FXOSCLIIZT 7 B A TE £,

FIE

BFHoa Y a—FEaryY—LiR— Ml LET, SHEHAOFRL—F 4 VTV AT MK
BTNV RIANRELTA A =L LTI, ROV Y TILREERFEHALET,

* 9600 R —
87 —4 v b
e NUT 472 L
1 Abhy7 Evh

ASACLUCH( LET, 74 FTIEZ, 2V — AT 7B A CKhERa—F— 7 LF vy
WEH Y FH A,

¥i#E EXEC T— RIZ7 7B AL %7,

enable

enable 2~ RERMIIAN LTIz &2, RRTU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x*x*x*x*

Repeat Password: *****xx*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED 2 —HF — AT —RFTHLH Y. ASA
ORI FIE LA 13, FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOav NiF, BHEEXECE— RTCHEHATEX 4, HHEEXECE— Kb =
Y74 X2l —Tary B—RICASLZ L TEET,

Cisco Firepower 1010 22— +7 v 744 K ||}


http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config

B xozx7v7

ATvT3

ATvT4

ASDM %A L1- ASADER |

F5HE EXEC E— R&#& 79 51213, disable, exit, F£7ziT quit 2~ FKEZ AL ET,

Ju—r\) a7 4 Fal—ary EB—RNIT77EBALET,
configure terminal

1

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r\) a7 4 Xal— g ET—RNnE5ASADOREXFBTCEET, Fa—UL oy
T7A4FXalb—rvary T—REKTTHITIE, exit, quit, £72idend a2~ REASNLET,

({£E) FXOSCLIIZHE L E 1.

connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, 2O T arERELRVE, 2—F—
DT 7 ZETFHALMOERAT 722204, BHET—-FTHoThH, =74
Fal—vagy avry RIMEATERWI LIZEELTLEEN,

=P —[FI7 LTy VDA ERDENFEE A, BIED ASA 2 —HF—4£ 73 FXOS IZJE S
NH7ED, Boa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & A LE7,

FXOS N T, scopesecurity/show audit-logs 2~ > R&EH L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

RDATY T

« ASA DFREZEHATT HITIL, CiscoASA ¥ ) — XD E~ =27 /L OHnd . BEHO Y
TR 2T A=V g NG U= T A EZBB LT &N,

e "TTNL a—TF 4 IOV TUL, [FXOS NI 7Ny a—F 47 HA K] 28R L
TLEEY,
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