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RAA XY FEFETL2HEE,. ROFIEELETLETS,

a) 778A arbir— R ) —ICBHEffITONTHWDRARY —ICBH L ET,

b) RARY —T, [FEMIE%E (Advanced Settings) ]>[Syslog 77— k (Syslog Alerting) ]>
[£%) (Enabled) 1527 U v 27 LET,
RV =BT 7R arbr—aXr FRICRESNTZT 74V MREEHEH LTV
LI LR LET,

c) [E5 (Back) 127V vZ7 LET,

d) EMichHrFTEer—varvgr Ruo R —F# (Policy Information) &7 U v 7
L\i—a—o

e) [EHEZHME (CommitChanges) 127 Vv 7 LET,

RDZRY
CEHENTET LIe b, BHEEHMRT NA AR LET,
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EiEEfmzERALI-SAL (SaaS) TODARU FT—2RXFL—D
DERE &
Tk, EEEEEEAEA L CSAL (SaaS) TA XU T —HX A ML —UEFRET HHIEICD

WTHBILET,

FIED L HEA
HEREGOEBEOHMAZ R L TWVET,

Y/ DIE

Network

5 network traffic

Threat Defense

l. _____________ o

Security Services
Exchange

management/
event data

Secure Cloud
Analytics (SWC)
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Event Viewer SAL Cloud Data
Store
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Management Center & Bt R T /A AR A X M EARKLET,

Threat Defense 73 A{IH R — " {fE2DA X "&2 CiscoZ 77 ReXxa YT ¢l
fmlZ B & 415 Security Services Exchange (SSE) . 77U REIB LA 7L I R
MTORU LRI, BEIOF—Z A M — V30T 5% 27 AT 7 5 FY—
ERICEELET,

SSE iZ. X k% Cisco Security Analytics and Logging (SAL) 7 7 K75 —X& X k
TITHRE L E T,

CDOA XY FE2—T I, A XY MIDOWTSALY 7Y RF—X2 A MTIC/ =) %
FITL, SOC TV A MIBMOaTFA ML E7,

(Analytics 7 4 & A0 & 5355 D7) Cisco Secure Cloud Analytics (IH SWC) 13,
SALZ 70U RT—=H A LT nbA Xy baZE L, SOCT T U A MBSO
BE~DT 7 & A% L9,

COHMENDEFEaUR—FKU b

=) ek O S i

Threat Defense TN = TRT Y r—3 g VBIENS ORE, KA SnTE

AB#E, 7 70 FRIERBR A o7 U ¥ x v A e ERERE A 2 T
KRR T 7 AT 73—,

Management Center EHDOTF Y N7 A — A TEETAEED VA atEX ) 5 ¢ Hl

SHOEBIZBIT AT, R—rBXO T e hagiE, 7Y r—
va Ul TIPS, URLZ 4 V&V 7 B~y = 7RO
MERED 7= 8|T, ThreatDefense ¥ 7 h U = 7 2SS L TCEH L
—g—o

Security Services Exchange | & 22007 5 % a U 7 ¢ WECHASNS, 757 FEEH

FOF T VIREZ T Y FOMTOME], RiE. BLOT—4
AR —VEAET 5 X 2T RPE 7 7T R —E A,

CDO SESEREF VT ARRBICTDE L EX2 YT 4 HY —D%
FEEHTHOIHHTE D7 77 RR—=ADVLFT /N1 A
TR —=Vx—, DT Ty h T —AIZX0 | SHHLESSE O
DOEEICSEESNTBE TR U — 22 RIICEH LT, —HL
TetXa )7 FELZEBTEET,

Cisco Secure Cloud =7 47 45 U > % Threat Defense - X2 MMZimH L.

Analytics (IH Secure ZOHRICESTRINEERT D27 T T RT T v h 74— 4,

Network Analytics Cloud) | Zhic k., Ry FU—2MbNESRET LA R OFMZS

Wi eJRBIZ7Z2 D, X NU—F7 NI 7 4 v 7 OB EZREL, A
WREEATNRD Z LN TEET,
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avkR—xrU b Bl

SecureX VAADHEEF 2V T 4 R—= T+ VA EBFEDA T T A b
TV F X T D, TN T Ty N Tk — A T AR
VA, APEORE . BEMLOESE, ry hU—2 = RKRA
YR ZIUR, TV = arDeXa )T B bIc&RTL D

iﬁ‘o
Cisco SecureX Threat B OBV — AN EN ST — 2 2 LT, Bz
Response . A, o, ST 7D >7 T U KT Ty b7 4 —
‘Z)‘o

EERE DR EN
AR A A T A

SAL (SaaS) 2/ X b+ | ZOEOEMIZIMZ T, SAL (SaaS) e DEM:LRHESM 3
EETHIODO—KE | ~—) BIOY 7 vy 7 OEAZW-THERH Y £,
AR e

ST Cisco Smart Software Manager {Z Management Center % &k L $ 97,

Management Center Web f > % — 7 = f A C, [System] (3f) >
[Smart Licenses] #7 U v 7 LT, RO L &aMERLET,

* [Usage Authorization] A7 — % A 73 [Authorized] {272 > TV 5,

s [Product Registration] A 7 — & A 23 [Registered] (1272 > TV 5,

KORZBB LTSN,
« TOBBITIMET A B ATIEHR—FEN TV ER A,
« BEVOBREE TIE Cisco Smart Software Manager 4> 7" L X A

H— 13— (IH Smart Software Satellite Server) % i T 72\
M FEFTT Xy TREICEATEEHA,
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AREH2 14T

=2

THhY b

BT DT AL AL BT S Cisco A~— k 7T hH o M
R HEIR M BT,

A= KT H T hOa—Y—a— L ERTETHITE. KO
FIEZFITLET,

1. https://software.cisco.com (27 7 A L E 7,
2. [Manage Smart Account] #7 U v 7 L £ 7,

3. =Y EOfEW ([Help]V 7 DLl) TA=— T h
v N ERLET,

4. [—H— (Users) |7 %7 Vw7 LET,
5. HHO=x2—%—1ID Z#RFLET,
* Management Center 7 % 7 & MZIZIRO 2 —H —m— LD\ F
NPPBETT,

o« EERE

o T Uk AEPE

« Xy NU— 2 EERE

et X2 VT KRE
Z—HP—m— L& RET HI2IE, Management Center Web 1 >
% —7 = A AT [System] (%) >[Users] &7 V v 7 LET,

+CDO 7 B DY MIFROZ—F —a— L DOWT PR MLET
7,

o EPRE
o A— N E L
» SecureX 7 A V2 MZIFR DO Z—H — 1 — /L DWW I H L E
<7,
o EPLE
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ATREHR2 17 =
Bt Management Center 33 X OV BRI T /314 A1E, AR— b 443 TR D

7 RLA®D CiscoCloud |IZXf L TT 7 XD REFRNZEHE TE 5

VR £,
dekZ7 70 R
* api sse.cisco.com
« https://eventing-ingest.sse.itd.cisco.com

* https://mx01.sse.itd.cisco.com

*EUZ 7D K
* api.eu.sse.itd.cisco.com
* https://eventing-ingest.eu.sse.itd.cisco.com

* https://mx01.eu.sse.itd.cisco.com

«7Y7 (APIC) 77U K
* api.apj.sse.itd.cisco.com
» mx01.apj.sse.itd.cisco.com

* eventing-ingest.apj.sse.itd.cisco.com

SAL (SaaS) TOHOEEEHKZFRALEARVFT—42XFL—CDETE

HERASEFRALT, /X FF—Z A2 ML —% SAL (SaaS) TEETAICIE. KOFIAE
EFEITLET,
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!

SecureX @ Launch SSE

Services Virtual

Cisco Defense
Orchestrator
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Exchange Accounts —
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Accounts Cloud
—» Services

!

View and @ (Optional)

Work with Cross-launch

Events —p into Secure
Cloud
Analytics

!

7\
(8 )View and

Cloud Portal | \Ilzvorktwnhd
vents an
Analytics
J—9 AR—X
:.f’i \ Management Center o { X | % Security Services Exchange ~i%{5 7 %
- £ 9 12 Management Center (/X—3 = > 7.1 LLR()
ERELET, (19=—Y) .
* Security Services Exchange |21 X h & EFT 5
&£ 9 12 Management Center (/X—3 = 7.2 LIF%)
ERELET, Q1~—=v),
> SecureX Security Services Exchange D& (22 ~<X—)
(3) Security Services Security Services Exchange TDA~— h7 A7 %
~ Exchange IR —=F v AN Thor hDY 7 (23 8—)
() Security Services Security Services Exchange TO CDO 7 7> kDY
e Exchange 7 (25 —=7)
(5) Security Services Security Services Exchange TD 7 7 7 R —E X D7x
= Exchange EOQ7—)
(6) CDO AR FORRB LOHESE (28 X—2)
Ay
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4 N> % Security Services Exchange ~%{£ 3 % & 5 I Management Center (/X\— 3 > 7.1 LUEI) Z2HRELET, .

J—9 AR—X
(7) CDO Cisco Secure Cloud Analytics TDA > hDFoR & #
— fE (28 ~X—27) : Secure Cloud Analytics % 8 A &
T5
( 8 Cisco Secure Cloud Cisco Secure Cloud Analytics TOA X2~ DFERIR & #
g Analytics E (28 ~—73)

4 R % Security Services Exchange ~1£{E9 % & 5 [Z Management Center (/\— 3 > 7.1 LIR]) ZE/EL
FY,

Management Center D/3—327 = > 78 7.1 LUl (N—2 3 2 7.02 ZFR<) OBEE. IROFIAIC
1T, BEEEXIR D Threat Defense 7 /NA A3A X2 N % SSE ~EHEXR(F T 5 & 9 IZ Management
Center ##%E L £ 79, Management Center D /3N—3 5 M 7.0.2 DAL, Security Services
Exchange (21 X & #(57 5 X 912 Management Center (/N— =3 > 7.2 LURE) ZFRE L E
EREE

4r & SRS

Management Center Web 1 > % —7 = AT, IROFIAEFEITLET,

* [System] > [Configuration] ~X—IZFEE) L, 7 7 7 RD [Devices] U A  THIfEIZHEA] =1
% —RE D4 Hi % Management Center (21 £ 57,

» Threat Defense 7 /3 A % Management Center [ZiBM L, TN HIZT7 A4 B A &H Y YT,
VAT APIEFICEFET D 2 L AR LE T, REARRY =2k L, AlShio A
> b % Management Center Web f > % —7 = A A®D [53#47 (Analysis) ] ¥ 7IZHEE LBV
ICFERSINTNDHZ L 2R LET,

FIE

AT 71 Management Center Web f > % —7 = A AT, [ RATL (System) |> [#& (Integration) ]
z#27 Y7 LET,

AT w72 [CiscoCloud Y —3 3 > (CiscoCloud Region) 17 4 ¥ = v FC, [Hili (Region) ] Kr v 7%
TV AR T REIRL, [IR7F (Save) 1227V v 27 LET,

Gx) 9 ClZ Management Center 2536 L 72 Hililk 7 7 7 NIZBE SN TW A LA, [RF
(Save) | RZ U WIET 7T 4 7270 £,

Z OFNATERIN L7 Hii%, Cisco Support Diagnostics 33 L UV A a2 - — b x v K
U—7BEREICbEA ST GEE LA LTWDHE) .
il 7 7 v REFIRT 55515, ROREBEL TSI,
« IREZRG AT, MABRRICR IV 77 REEH LT 7ZE0,
BB T FNOT —F2ENEIT~—VTHZ LIITEERA,
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« BEOHIED DT — 2 LK T DUER DL 5EE. T TOHIID T /A ZH3[F Uik
DT RCT =2 2RETOR0ERDY £,

M T RTLIZT AU FEERTE, %2 77 FOT—Z IEBNHERF S v E T
AT w73 [Cisco Cloud{ <> F DFZE (Cisco Cloud Event Configuration) | 7V 4 Y= > h T, A X b &
SSE |Z2%15 9 % & 9 IZ Management Center % 3% & L £,

1. [CiscoCloud 1 x> F D E (CiscoCloud Event Configuration) | A7 A X% 7 U v 27 LT,
REXAMMILET,

2. SSEIZEETDHARY DX A T EHENEZITENCLET,

(6=3) 779 RIZEET 24N FEEBRORETHATEEY, ROXEZRLT
KTEEW,
5= YR—bShdIAY R

kDA Toay

X2 UT 450
taxo s

T (Al W7 TAX DT 4 oA N2 MTIFRO L O

NI ET,
X VT o BIEOEER A N b,

s T ANBIRIAL T T A MZHE
BT D4R N b,

RAA AR MTBEET D8 N R,

VA3 SecureX & | BFEWOAR—=T g 02

Cisco SecureX Threat | J5 U T, LTS EN
Response F9,
o DR A N
S
* Intrusion

s T 7 ANBIU
VT 2T DA
]\

FRT OB S R RS BB, Cisco
SecureX & Cisco SecureX Threat Response Tl
X2 VT AR FOBYFR— I E
R

3. [f&fF (Save) 127 U7 LET,

ATy T4 &7 (Save) 1227V w7 LET,

RDEZRY

Security Services Exchange DEL#E) (22 _—7)
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Security Services Exchange (24 N> k #3%{59 % & 5[ Management Center (/A— 3> 12 L) Z#H/ELET, .

Security Services Exchange [Z1 N> k #3%{59 % & 5 (Z Management Center (/A\—> 3 > 1.2 LIFE) #HREL
F9,

Management Center O /3—37 2 8 7.0.2 £7213 7.2 IBEOLA X, RO FIAIZHES T, &
RDT A ZPRA X % SSE ~EHER(ET 5 K 5 |2 Management Center 5% E L 797,

4O HREIIC
Management Center Web 1 > % —7 = AT, IROFIAEFEITLET,

* [System] > [Configuration] ~X—IZFEE) L, 7 T 7 RD [Devices] U A ~ THIfEIZHE] =11
% —R& D4 Hi % Management Center (ZfF 1 £ 57,

« Threat Defense 7 /\A A % Management Center (ZiIBI L, ZIHIZT7 A B A%EID 4T,
VAT LINEEICEET S 2 L AMR L E T, BERRY =L, S nTo AN

> 73 Management Center Web A % — 7 = A A®D [4387 (Analysis) | ¥ 7IZEE LR
WCERRESNTWNWDZ 2R LET,

FIE

AT w71 Management Center C [Integration] > [SecureX] DNAIZZIR L F 7,
AT w T2 [Current Region] K1 v 7 X7 inbilks 77 REBIRL £,

GE) SecureX 23 ZhiZ 72 > TN T, Management Center 23 B84R L 7= Hlk 7 & 7 RIZE GRS

NTWBIGE, Hillir 70 REEE 35 & SecureX NI /20 £9, Hilkr 7 o
N&ZET L7z, SecureX ZHEFNCTHIENTEET,
ik 20 FE2ERTI5481F, kOREZBELTIEEN,

c ATRER AT, BARRICR IV 70 F2EH LTI ZE 0,
CRRDHITU FADT—FeEMET~—TFTH LI TEERE A,

R DOHN DT —F 2 EKT OBERDLHET, TRTOHBOT /A 2756 UHilk
DT RCT—F2RETOLERDY £,

MUy T RTLIZT AT PR TE, %27 70 FOT—ZI3ERICHER ST E T,

AFw T3 CiscoCloud DA Xy FREZANCLT, 7T 7 RIZEETIAR FOX A FEBIRLE
7,

1. [Sendeventstothecloud] F= v 7Ry 7 ZA%&F N LT, REXZANMILET,
2. 77U RICERTHAR NOXA T EFRLET,
GE)

770 RICERT LAY b2BRORETHENTE £, kOoXzZHRLTIKE
SN
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kDA T3y
X2 UT o ore | TXT (Al BT TAZ VT A X2 MZIZIRDO S O
Qf’\:‘/ﬁ‘ &)Di‘ﬂ‘o

cbF 2 U T o BEEOHEA N b

c T ANBIO~IY 2T A X MBS
T 58 N2 b,

AR AA R MMZBIET A8 X2 b,

A3 SecureX & [ BENWONAR—T a3 N | TRTOEA X FEEET LA, Cisco
Cisco SecureX Threat | & UC, L F23E £4U | SecureX & Cisco SecureX Threat Response Tl
Response F4, X2 VT4 AR POARYR—FEINET,

« CEROEEA N
k

« Intrusion
c T AINBLDO=

NI =T DA R
I

G¥) s R AA 2 I (Intrusion Events) ] Z# A NI T % &, Management Center 7 /N
AIHET T 7L L BIAN T2 ERELET,

» [File and Malware Events] % 2023 5 &, Threat Defense 7 /34 A7) 5 kg &
NHAXRY MIMZ T, b b AXT T ¢ 7 A~ ) Management Center 7
NA AMBIEEENET,

ATy T4 [fR1F (Save) 1227 U w7 LET,

RDBERY
Security Services Exchange DEL#E) (22 ~—3)

Security Services Exchange O #Z &}

FIE

AT w71 https://sign-on.security.cisco.com |7 7 A L E 7,
ATFv T2 SecureX VA AT HhH Ly hEFHLTHA A LET,
ATw T3 Tar 7 NRERENTZE, Duo Security 2 H L CRRIEL £97,
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AT v T4 SecureX ZEH)T D Mk A BRI L £,
ART9 TS [T7Vr— a3 EfiA (Applications & Integrations) | XA > C, [T 7V r—T a3 v
(Applications) ]>[Security Services Exchange] ® FiZ& 5 [#2#) (Launch) 127V v 7 L £,

'|c|llslé|°|l SECUI‘E‘X Dashboard Integration Modules Orchestration Administration
P
MyDB MyDB - C
Applications & Integrations e b b L
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r"'] Threat Response Firepower L]
) | Launch | Security Update Status

Security Services Exchange

g ooty S a—
. | Launch | Management Installed
e — Center Version

> My Integrations

Intrusion fme- 2021-
» Available Integrations Rule 05-10-
Update 001-vrt

1 L& 71T Security Services Exchange 48— Z /L3 B & £77,

RDERY
Security Services Exchange TOA~— KT B U NEIIN—F ¥ LT o~ 7 (23
)

Security Services Exchange TORY— b7 hO Y hERIEIN—F Y ILT A DYDY

BB T4 AEFA— T OO N (FRFIARA—=F Y AT AU N IXEEIN TS
A7 57 RNOBE—DOE 2 —IZHET5I12%, FNoDT 4 ZEMT7 H w7 ~%SSE
~DOT IR AFHTET H T MU 7T 20BN D 97,

1R BHHIIZ

s TARVAEET IV MY 7T HITE, WRAOTABCRAEZTISGTS) TTO
FTAV L AERT o k& SecureX/SSE~DT 7 ANMEHT BT v Mo, EEE
LANXNVDAS— KT HT Y NEZEIN—=F v VT 0 s OHERPME T,

» Cisco SecureX Threat Response CHEH T H72OIZT TIZU 7 SNTT T BB LH5GE
IZ. SAL (SaaS) DI=DIZENODT AU Y baFEY v 7T HUE TR, O H [
KTT,

e ZDOFNEAFEITT BITIL. Cisco.com D 7 A NERPMNEEIZ /20 F97,

FIE

AT F1 Security Services Exchange O ift#) (22 ~<—)

ATv T2 HAEMIZHL[Y—n (Tools) 1Ry (%) #227V v L, [Av— N X=F ¥ ALT ATk
® VY > (Link Smart/Virtual Accounts) ] 23R L £ 9,
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Devices for Macmillan Toys Unlink Smart/Virtual Accounts
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Y | Device Name / ID Downloads
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AT w73 [Link More Accounts] #27 V v 27 L9,
ATFYTh YA A FBERENZS, Ciscocom D1 7 A NEFREFHLTHA A4 LET,
RTYTS DOV TIORTATY NEMRAETDHT AT FERIRLET,

Link Smart/Virtual Accounts @ X

Select accounts to be linked to Macmillan Toys

A An account can only be merged once.

Smart/Virtual Accounts

> Denver (denver.example.com)

A Helsinki (helsinki.example.com)

Firewall VA

Cancel

Link Smart/Virtual Accounts |

ATYT6 [A~v—NA_A=F % VT hv DU 7 (Link Smart/Virtual Accounts) %27 U >~ 27 LET,

ATv 71 [OK] %27V v 7 LT, e~EHLET,

AT 78 Management Center & & DEBRIGT /NA AN [T /34 X (Devices) | ¥ 7IZFERINTND D
LEMER L ET,
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é'“sc"é Security Services Exchange Devices  Cloud Services  Events  Audit Log ©® % A paeRoberts v

Devices for Macmillan Toys

Y A
0 Rows Selected +o0
Y " Name Typ Version Status Description Act
> 1 Cisco Firep...  6.6.1 © Registered (FMC managed) /W
> 2 firepower Cisco Firep...  6.6.1 © Registered firepower Vi
Page Si 25 ~ Total Ent 2 1< <n>>\
® 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Sy [ 1) iffiliate he U h
|
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Security Services Exchange T CDO 7 AV > b 7 (25 ~X—)
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CDO T vy b, SSE DT NA RZEEAMTOENTWAET H T e~ —U T H50ENRD
D E9,

WOREZBB LTSN,

e 1 ©® SecureX/Cisco SecureX ZBSET H 7 v MI~—T&E 5 CDOTF > M 1277
aj"(“—gﬂo

EBOMIE Y T 0 FIZRRDT AT bR LGER, M Z 0 RTINS Y
VY=V O0ERHY £,

*SecureX 7 7V FOT AV M a~—IF 58581d, [AIL2Z Z Y BT Cisco SecureX Threat
Response (25 L TRE~— YT 208 3H 0 £ A, HHRERTT,
1R BRI
*CDO 22— =7 7> MUFEHH L7213 v MU — 7 BHEOHRPLETT,

* SSE ~D7T 7 & AIZfEMT % SecureX F 7213 Cisco SecureX Threat Response 07 % 7 > k
(CEBREMRPLETHD Z 2B LTSN,

«CDO T, 7THT7 Y FOHFHLWAPI b—7 U HAR L F1,

1 ~=U9257 vy bonrA ARz LT, @ik CDO R— 2 /WiZH A
YAV LET, oéxX, KEDZ T 7 RiX https://defenseorchestrator.com T, EU @
77 7 K& https://defenseorchestrator.eu T,

2. ¥~—VTBHBTFUNT AU MEBRIRLET,
3. U4V RUOEEBICH L2~ —RA=a—n5, [%E (Settings) ] &KL £,
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4. [My Tokens] £ 72 3= > C, [Generate API Token] % 7= (X [Refresh] #7 U v 7 L &£,
5 h—2rv%avr—LET,

APl b — 2 Y DFEAHIC OV TIE, CDO DAY T A LT
(https://docs.defenseorchestrator.com/Configuration Guides/Devices and Services/API Tokens)
EERLTLIEEN,

FIE

AT w71 Security Services Exchange O LH) (22 <—)

ATy T2 HAEMICHL[Y— (Tools) |RZ Y (%) 27U w7 L, [CDOT AT DU (Link
CDO Account) | #&R L £,

.Iclllslélc;. Security Services Exchange Devices  Cloud Services ~ Events  Audit Log @ % A DaveRgberts v
Link Smart/Virtual Accounts
Devices for Macmillan Toys Unlink Smart/Virtual Accounts

Link CDO Account

Y [Q Device Name / 1D [l Need Help Activating Firepower FMC? Downloads
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Link CDO Account @ X

For FTD (Firepower Threat Defense) devices that are managed by FDM that
need to be registered both to CDO (Cisco Defense Orchestrator) and SecureX
or CTR (Cisco Threat Response):

Retrieve your CDO access token and paste it in the textbox below.
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