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HLVVAEE X7z FXOS =2~ K : enter bootstrap-key FIREWALL _MODE, setvalue
routed. set valuetransparent
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[Logical Devices] > [Add Device] > [Settings]
/AR Si=A4 7 a > : [Firewall Mode] Ky F&Z 7 U & K

T AEHINY T DI AL~ A RAFERIP T KL A,

7T ALZENY 7 DT T x4 FTIEH127.2.00/16 X U= ™MERENET, 2T
FXOS T/ JAXZIETH L XIRxy NV HRETEET, Vry—ViF, Vvy—v
DB LA E > MID (127.2.chassis_id.slot id) (ZHESNWT, = hD 7 T XX HlfH Y
VI AVE =T A AIPT RVREZHBEVAERKLET, 2L, —HORy U —7 &R
TiE, 12720016 77 4 v 73 ATEEHA, ZOD, L—73v 7 (127.0.0.0/8)
BLOTAFF¥ AR~ (224.00.04) 7 RLRAEFRE, FXOSIZ7 FAZE#Y 27 DA
ABLN6 T TRy NEAERTE DL DI E LT,

FR/AET Sz~ F @ set cluster-control-link network
YA S -
[Logical Devices] > [Add Device] > [Cluster I nformation]

BT S =472 3> : [CCL Subnet IP] 7 4 —/L K
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BHA/Z8 S AT
[Interfaces] > [All Interfaces] > [Edit Port Channel] > [M ode]

FR/AEE Sz~ F @ set port-channel-mode
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[Overview] > [Devices]

[Interfaces] > [All Interfaces] >[Add New] KB 74> A =1 — > [Subinterface]
[Interfaces] > [All Interfaces] > [Type]

[Logical Devices] > [Add Device]

[Platform Settings] > [Mac Pool]

[Platform Settings] > [Resour ce Profiles]

BLVWAEHR S FX0S 22w K

connect ftd name, connect moduletelnet, create bootstrap-key PERMIT_EXPERT_MODE,
createresource-profile, create subinterface, scope auto-macpool. set cpu-core-count. set
deploy-type, set port-type data-sharing., set prefix, set resource-profile-name, set vlan, scope
app-instance ftd name, show cgroups container, show interface, show mac-address, show
subinterface, show tech-support module app-instance, show version

BrHH/Z5 B S 7= [Firepower Management Center] B

[Devices] > [Device Management] > [Edit] 74 3 > >[Interfaces] 4 7

ASA 7 74— 3 VRIT FXOSCLI OER

ASA FRERT S A A ORI S5 FXOSCLL v RAEE I E L7z,
FLWEE SN FX0S 2w K

connect asaname, createapp-instanceasaname, scopeapp-instanceasaname, show app-instance
asa name
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* Firepower 9300 : https://software.cisco.com/download/type.html?mdfid=286287252
* Firepower 4100 : https://software.cisco.com/download/navigator.html?mdfid=286305164
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FHAELTA A M—=ADBRMLUES, FEHEEEE LT, Radware DefensePro 77U 7r—3 =
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Defense % {# | L 7=, Radware DefensePro " —EAF = — DOV HR— I TWNETXTD
VY —RZHEHESND Z LICEELTLEEN,

T =AU xT Ty T T =R BHOT 7 —A 7 =7 2] LT Firepower 4100/9300
X2 VT4 T T IAT U RET T TV — T LR LET, 77— =T D
HHLHT v 7T = MIEENDBEIEDA A b= ATHEIZ SN T,
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
ZZRLTIEEN,

Xy NI F R F 2T 4 F 2N ET v T L— RS L BEDREENER
Sh, HBIRIZZ V7 snEd, 2hbidid, Iy b AUy 7R R— st
W) BEEEIE (A 74 VIREBO & XICEV 2 — A0Sz BEXEGENET,
[Cisco Firepower 9300 Hardware Installation Guide] % 7z1% [Cisco Firepower 4100 Series
Hardware Installation Guide] (ZF0#i STV 5, #E)2 FIEICHE S TW A 5EIL. BEI
WEENRZ VT EINET, BIOT 7 va  idnE LY 8 A,

THETR IT—rO—FDT7vTITL—F

FXOS24() i, ¥X 2 VT 4T FIAT L ADEX 2T 4 T 2—)V T X T H AR
LI OOBMT A MREENTWET, FX0S24.1.101 fkZE A v A h—nt5E, X2
TA XD a— VT HTEDT 77— =T HHHTHMEND D T & ERT EHRREENK
DEICERENDZENRH T,

[Critical F1715 2017-05-11T11:43:33.121 339561 X = U 7 4 £V 2 — V1 DT X 7% 13 E
HRT =0T Ty 77— RPRKETY, (Critical F17152017-05-11T11:43:33.121
339561 Adapter 1 on Security Module 1 requires a critical firmware upgrade.) Z @ U U — X THFK
SNTZFXOSV Y —RAR /) — DT XS H T—ha—X T v 77— ROFEEZSR LT
S, (Please see Adapter Bootloader Upgrade instructions in the FXOS Release Notes posted with
thisrelease.) |
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1. Firepower ¥ = VT 4 77T A 7 > AD FXOS CLI (28t L 9, FIHIZSWTIL,
[Cisco Firepower 4100/9300 FXOS CLI Configuration Guide, 2.4(1)J] [#%5&] $£ 7213 [Cisco

Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.4(1)J [#7&] ©
[Accessing the FXOSCLI| @ hE w7 #5ML T 7Z2E 0,

Cisco Firepower 4100/9300 FX0S 2.4(1) ') ') —X / — k .


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/go/firepower9300-install
https://www.cisco.com/go/firepower4100-install
https://www.cisco.com/go/firepower4100-install
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/cli-guide/b_CLI_ConfigGuide_FXOS_241.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241.html

B x7s38

2. T b AA—VEEFT LT XIS EOTZT S T e AJJLET,

fxos-chassis# scope adapter 1/security_module_number/adapter _number

3. fEHAEERT X 7S £ A—U%FKRL, fxos-m83-8p40-cruzboot.4.0.1.62.bin 2314 > A k—
IVARETCTH D T L R 5121, showimage # A I L £ 7,

fxos-chassis /chassis/server/adapter # show image
Name Type Version

fxos-m83-8p40-cruzboot.4.0.1.62.bin Adapter Boot 4.0(1.62)

fxos-m83-8p40-vic.4.0.1.51.gbin Adapter 4.0(1.51)

4. updateboot-loader X AJJ LT, TH T X DT —h A A=V %"=V 3 4.0.1.621ZFHH L
ij‘o

fxos-chassis /chassis/server/adapter # update boot-loader 4.0(1.62)

Warning: Please DO NOT reboot blade or chassis during upgrade, otherwise, it may
cause adapter to become UNUSABLE!

After upgrade has completed, blade will be power cycled automatically
fxos-chassis /chassis/server/adapter* # commit-buffer

5 HHAT—XA%E=FF5H|ZIL, show boot-update status & AJj L £7,

fxos-chassis /chassis/server/adapter # show boot-update status
State: Updating

fxos-chassis /chassis/server/adapter # show boot-update status
State: Ready

6. BRI L7-Z & AfEERT 5 I2iE, show version detail & A ) L%,

)

(GE)  showversion detail D /7%, IROFI L TR 256 08H0 £3, 72720,
Bootloader-Update-Status 7% [Ready] T& ¥ . Bootloader-Vers 2% 4.0(1.62) Th 5 = & Zffad L
i ‘j‘o

fxos-chassis /chassis/server/adapter # show version detail
Adapter 1:

Running-Vers: 5.2(1.2)

Package-Vers: 2.2(2.17)

Update-Status: Ready

Activate-Status: Ready

Bootloader-Update-Status: Ready

Startup-Vers: 5.2(1.2)

Backup-Vers: 5.0(1.2)

Bootloader-Vers: 4.0(1.62)

VAT LEH
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* Microsoft Internet Explorer : /N—3" = 7 11 LARE

Mozilla Firefox 73—’ 5 42, Google Chrome /3—37 3 > 47, 3 L N Internet Explorer /13— 3
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Ed o2 e fliESNET, 2L, 7T UVICEET ORIENRBAELESGIL. TA S
NTNR=Ta L OVWTINICRT Z 2 BED LET,

Ty L—FFIE

BIEFX0S 2.0(1) LABED BV K& F4T L TV DA, Firepower 9300 % 7= (3 Firepower 4100 ¥
V=X X2 T4 TTI7A47 A% FX0S24(1214) 127 v 77 L— R T&E £,

7 w77 L— RRIAIZSWTIE, [ Cisco Firepower 4100/9300 Upgrade Guide ] # &M 1L T 72
é 1/\0

AR M—ILEDEFESE

* FX0S2.4(1) ~D7 v 77 L— RIZITHmK A5 0556000 £9, @k r v 77
L— FIEB)OFHE 21T > T 7E S0,

o AX 2 RT v UERHET N A R & FELTH O Firepower 9300 F 7213 Firepower 4100 >V — X &
Xa 0T 4 TTIATVAET v T 7L —RFLTWDHE, L vy —v NI T A
% FEATH O Firepower 9300 X = U 7 ¢ 7 747’/7\%7 v 77 L— RLTWDHEHAE,
Ty T T L= RPIZT AL AN LT RT 74y 7 i 3lmim L ER A,

s ¥ —UMY T AHXIZIET 5 Firepower 9300 F 721X Firepower 4100 > U —X X% = U 7 ¢
TITIAT o A%T v 77— RLTWaHE, 7y 77 L—FRicT7r vy 77— Rah
2T NA A% LT RT 74 vy 7B LERA, 72720, 77 AZNOMDT SA AT
[ N AP /A = Qi B B T = e BN

e FXOS A A=V DE T T L — RiIARITIZVR— SN TWERA, AaRnNPR—k
TAME—DFXOSDA A==V a DX T L— RFEK, T3 AD%ERREHA
A=A EFITTH T LTI,

REFBRODNTEBELVBREINIZNT

ZDY V= ATHRIRD ST 8 L OFRIE A D37 121E, Cisco Bug Search Tool % L C7
THEATEET, TD WebX—R V— )b, ZORBLZOMOT Ran— Ry =2T7EX
OV 7 b =T #WETONT LEEIHEICBET 2B MERT T D Aa T Ty Fxr 7 VR
T AT 7B ATEET,

G¥)

Cisco Bug Search Tool (27 7 A > L CZ DY — /L &HEHT 5121, Cisco.com 74 7 > kS LEE
TY, THUY MBRBRWGEEIR, T NERETEET,

Cisco Bug Search Tool DFEHEIZ-DUNTIX, Bug Search Tool (BST) ~/L 73 X OFAQ &M L
TLTEENY,

Cisco Firepower 4100/9300 FX0S 2.4(1) ') ') —X / — k .


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-guides-list.html
https://tools.cisco.com/IDREG/guestRegistration.do
https://www.cisco.com/web/applicat/cbsshelp/help.html

B ~=r0xy

RERRDING

Y/ SPE N

ZDY V=R — FOFRITRERTRIFR DN T 2R LET,
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ID s BA

CSCuw31077 | A o 5 —7 = f 2T SN 7 A N ZRFET D BER D 5

CSCux63101\ X £V 7 LA OF ATO ATV L, #RAEATAEZR T T LT unknown & RSN D

CSCuX77947 | 5 — 4 3 L — N CR&(E SNz & 1T peap 7 7 A /b WA ZVIE L < H Shu
)

CSCux98517 | VDP OIEERHT — 4 R— I, ¥ v —¥ v X=X DO T 20801 H 5

CSCuz93180 | RRFLIZRHL L 72354, AAA LDAP % E TIFHAMRFF Sh/zu

CSCvc03494 | Radware vDP % APSolute Vision (2B 5 Z LI TE AW, [FHEE L LT, &
WA A RITANREZFHTE 70— LT, ThE2EY g IiA v A b—L
DN D D,

CSCveddS22 | FHia L hr—F Y— 1/l Ou FEREBIHITDRL 2o TND L &R
st
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