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AT F1 VSphere T, F7/2IIMET 7T A4 T ADar Y — RK— T, F£720% Secure Shell (SSH) %1 L <,
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AT 72 Firepower Management Center |Z admin L—H T2/ A > LET (F74/L hD/SA Y — Nid admin123),
AFY T3 7T, koa~r REANLET,
sudo configure-network
RT9 T4 Tar T WPRFERENTEDL, /SAY— R admin123 Z A LET,
ATvTS T FCROEREATILET,

Do you want to configure IPv4 (y or n)? y
Management IP address [192.168.45.45]? 10.10.2.2
Management netmask [255.255.255.0]? 255.255.255.0
Management default gateway? 10.10.2.254

Are these settings correct (y or n)? y

Do you wish to configure IPv6? n

ATYT6 MOAvE—UNFERIN, REVEH LI LE2RLET,

Updated network configuration
Updated comms. channel communication
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CenteriZL > TEBIND LOICHELE T, Ry MUY= OHI xRy FU—2 D& b
Ty 7NZONT B3—=Y) Z2ZRLTIIZEN,
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ATFYF1  VSphere T, L7137 734 T AD Y —)LiR— h T, F£721% Secure Shell (SSH) Zf# L T,
B~ v Day ) — TR L £,

AT T2 TT7HN D=V admin & /XA YU — K admin123 T 7 A ' LET,

ATV T3 T ATUELRGEIE, connect £td E AL FE T,

ATv 74 Enter Z#I L TEULA Z&KR L, AXN—ZAEMLTR—=U 2K £,

ATYFTE  TurT IRFERENTZD yes EASN LT, EULAICHELE T,

ATYT6  Enter new password 7 1 V7 hCEEIRT NA ADNRAT—REASLT, Tuar7 hRFErRInk
O, NAT— REMHRLET,

RT9T1 RKOTar T NTUTOEFEREATILET,

Do you want to configure IPv4 (y/n)? [yl ¥

Do you want to configure IPv6 (y/n)? [n] n

Configure IPv4 via DHCP or manually? (dhcp/manually) [manual] manual

Enter an IPv4 address for the management interface [192.168.45.1] 10.10.2.45

Enter an IPv4 netmask for the management interface [255.255.255.0] 255.255.255.0

Enter an IPv4 default gateway for the management interface 10.10.2.254

Enter a fully qualified hostname for this device [firepower] firepower

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.202.202] 8.8.8.8
Enter a comma-separated list of search domains or 'none' [] none

Are these settings correct (y or n)? y

ATV T8 WOTuLr T INREREINET,

If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

ATYT9  ROBFWEAILET,

Manage the device locally? (yes/no) [yes] no
Configure firewall mode (routed/transparent) [routed] routed

ATV T KROTar T IRFRENET,

Configuring firewall mode ...

ATFvIN KROTarF T, UTFoavr RE AL LET,

configure manager add 10.10.2.2 ciscol23

ATYT12 KOTaLr TP RNT, T/ arBE L2 L 2R LET,

Manager successfully configured.
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AFYvT1 7907 RLAERIIar— 307 4 —/L R T, https://10.10.2.2 ¥ AL E T,
ATV T2 2—HW4 admin 8L UVSA T — K admin123 TR 7 A LET,
MR EDON—UNERRINET, UTOFIETIL, 7 var TEICEREETHALET,
ATv T3 RDOT 4 —/L RIZ, Firepower Management Center DH[ LV IAT— K& AL ET,
Change Password

Use these fields to change the password for the admin account. Cisco recommends that you use a password that has at least eight alphanumeric characters
of mixed case and includes at least one numeric character. Avoid using words that appear in a dictionary.

New Password

Confirm

AT7Tv T4 ROKITRT Ry NV —IREEZANLET, MBRICEADODNS Y — "2 AN LES GLET250) .
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Network Settings

Use these fields to specify network-related infermation for the management interface on the appliance.

Protocol Qrva IPvE Both
IPv4 Management IP 10.10.2.2

Netmask 255.255.255.0

IPv4 Default Network Gateway 10.10.2.254

Hostname firepower

Domain

Primary DNS Server 8.8.8.8

Secondary DNS Server

Tertiary DNS Server

Time Settings

RAT9TE ROBNTRT XA LY —R_EH ALY =V OREXANTILET, KBS U T [America/New York] % 7
Vw7 LT, BEDOERICESTHEA L S — ZFIRLET,
Time Settings

Use these fields to specify how you want to set the time for the Defense Center.

°Via NTP from 0.sourcefire.pool.ntp.org, 1.sourcefirg
Set My Clock

Manually 2018 5|/ | March ¥/l 285, 13%):[ 15+
Current Time 201B-03-28 14:06
Set Display Time Zone America/New York

ATvT6 EHWMARTH AN 7T v T DL Ty a L EERLET,

* [Recurring Rule Update Imports] : #7 LWIEgstER TR S 5 & HegstEfi&F— 2 (VRT) 3R AL—
NOFHFZ Y V—ALET, L—AOFEFTIE, FHBLIOETSNERALV—LEBLIOTY) Taty
Y=, BFEOV—VOERSNIEAT = A BRSNET 740 MRARY & — O E M
SNET, Flo. V= AEHTIIL—ADBHIBRESNTZYD . HLWL— L T TV LU RT DB
a7 T22LbH0 £,

FRENDNL—IVEFHDOH T, ¥ AT ABMEAITOWTD [Policy Reapply] ZFE174 5 L 9RET 577
(7 T72 <. [Import Frequency] bfFET D Z LN TEET, WHRETmEAD—FHL L TA—/LDORE
HaFATT HI2iE, [Install Now] A2 LE T,

N—IVOEFIIE, LA T U REENTWEIHEERHY ET, VL —AEHFOX T v— RREBXL
O VA R—=NDT AR, AHOEX2VT 4 R o—IZ@HALTWA I 2R LET, i
T, V= ABHOY A ANMKENGERSH D720, v b T —7 FHBORWERERFICLV— L E A
A—=FrT2EoICLTLLEEN,

* [Recurring Geolocation Updates] : Firepower Management Centers |&, 3 A7 A THARK Sl A X2 M

AT BN TWDH =T v FIPT KL ZAOMBERZFZRTE D130, # v ¥ 2R — NI LU Context
Explorer O HIPRIF AT HEEHR TE £7,
Firepower Management Center D #iFR{E# 7 — 2 X— 2 (GeoDB) (Zi%, IP7 N L A |ZBHHT 5 A > % —
Xy b Y= FungL (ISP) | #fkeH A7, 7aFx AR, IEMRMERRL EOFRNE E
NTWET, EHAIR GeoDB DHHT 2 AMICT 5 2 LT, Y AT ANFITHRAOMIEHRZEN 5
EoltTrzenTEET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %



| Firepower Management Center &%
Firepower Management Center ) #] A 5% € .

GeoDBIZHOWT, MRDOEFHEZIFETEET, MHRET o AD L LTT—FX—2%& ¥
7 a— K45 (2%, [Install Now] #2412 LE 9,

GeoDB O®HL, # 7 v— FEDA A b —/VIZHKRTA45 53005 Z L3H Y £3, GeoDB (L,
Ty NI —7 OFEHER DN E ZITHEH LT ZEN,
* [Enable automatic backup] : A7 ¥ a2 — /L ST H A7 BERREHL, ZDF A7 |2 K - T Firepower
Management Center DX ED /N> 7 7 T IERIAERL S AIVE T,

Recurring Rule Update Imports

Use these fields to schedule recurring rule updates.

Install Now

Enable Recurring Rule Update Imports from the Support Site

Recurring Geolocation Updates

Use these fields to schedule recurring weekly geclocation updates. Note that updates may be large and can take up to 45 minutes.
Install Now
Enable Recurring Weekly Updates from the Support Site

Automatic Backups

Use this field to schedule automatic configuration backups.

Enable Automatic Backups
AT 71 [LicenseSettings] ¥ 7 > a L, 773 v 7 TA4A BV ADRIEHINDZHZEAOEFIZLTLIEEN,
HBCAV—h T4 AZHEHALET,
License Settings

To obtain your license, navigate to https://www.cisco.com/goflicense/ where you will be prompted for the license key (66:00:50:56:80:1A:50) and the
activation key, which was emailed to the contact person on your support contract. Follow the on-screen instructions to generate a license, which will be
emailed to you. Paste the license below and click Add/Verify. If your browser cannot access the Internet, switch to a host that can.

License Key 66:00:50:56:BD:1A:5D

Add//Verify

ATV T8 T4V AREME A n—/L L, [[AET 5413 [1 have read and agree to the End User License Agreement] %
FC LT [Apply ] 227 U >y LET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}



Firepower Management Center D% |
. Firepower Management Center IS5 1 £ X 2#ERAT %

End User License Agreement

End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates ("Cisco”) and governs your Use of Cisco Software. "You" and "Your"
means the individual or legal entity licensing the Software under this EULA. "Use" or "Using" means to download, install, activate, access or otherwise
use the Software. "Software” means the Cisco computer programs and any Upgrades made available to You by an Approved Source and licensed to
You by Cisco. "Documentation” is the Cisco user or technical manuals, training materials, specifications or other documentation applicable to the
Software and made available to You by an Approved Source. "Approved Source" means (i) Cisco or (ii) the Cisco authorized reseller, distributor or
systems integrator from whom you acquired the Software. "Entitlement" means the license detail; including license metric, duration, and quantity
provided in a product ID (PID) published on Cisco's price list, claim certificate or right to use notification. "Upgrades" means all updates, upgrades,
bug fixes, error corrections, enhancements and other modifications to the Software and backup copies thereof,

This agreement, any supplemental license terms and any specific product terms at www.cisco.com/go/softwareterms (collectively, the "EULA") govern
Your Use of the Software.

1. Acceptance of Terms. By Using the Software, You agree to be bound by the terms of the EULA. If you are entering into this EULA on P

have read and agree to the End User License Agreement.

AT w79 AJLT-1E#H % Firepower Management Center 23MLF4 5 £ CHRE L £4, ZOFRST, £y =2 R— KR
FRINET,

RDZBRY
Firepower Management Center (27 1 £ ZAZ T2 (14 X—2) 2R L TIZEN,

Firepower Management Center (5 A4 T X ZFEHT 5

Z DK AT TIiX, Firepower Management Center 35 J OVF BEXf 47 /S AT 90 H [ OFHII 7 1 &
YAEMHATDHECOWTHALET, A~v—F I/ 2n3HbUE, R IZEMNTSZ
ENTEET,

AT w1 ME|ZE LT, Firepower Management Center (212 7 > L E T,
AT w72 [System] > [Licenses] > [Smart Licenses] 7 V v 7 L7,

AT w73 90 HRERHMEZ A & A® [Evaluation Mode] % 27 U » 7 357, [Register] #7 Vv 7 L CA~v—h A%
AR ET,

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token 2 ”
from Cisco Smart Software Manager, then click Register Register Evaluation Mode

AT T4 FHliTA v AEERAT 5L, [Yes] 227 U v 27 LT 90 HEOFAMIARK 2B L £,
T A B AERIRLTGE, ROX—UBRFERINET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %



| Firepower Management Center (&% %

Firepower Management Center [Z5 4 > X ##MAT % .

Smart License Status Cisco Smart Software Manager
Usage Authorization: N/A

Product Registration: & Evaluation Period (Expires in 89 days)

Assigned Virtual Account: Evaluation Mode

Export-Controlled Features: Disabled

Cisco Success Network: Disabled @

Smart Licenses Filter Devices... |* | Edit Licenses

Base (0)

Malware (0)

Threat (0)

URL Filtering (0)
AnyConnect Apex (0)
AnyConnect Plus (0)

AnyConnect VPN Only (0)

RDBRY
BIGRT ANA ZAORE (17 X—Y) 2ZRLTIEIN,

Firepower Management Center %[ L 1= 7 /31 20 &EEA5% [}
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=% =R

BEXRT/INA ADERTE

EEXGET NA ADEIEIL, T 73A A % Firepower Management Center (2B L CTE DA > ¥ —
T2 A%ty b7y T T LEERLET,

« Firepower Management Center (2 BRI R T /N A 22825 (17 X—)

« HEHHRT S, ADA U F =T = A ZAORE (19 ~—2)

AT 4 v — FOEM (21 N—Y)

*NAT R U > —DiB (22 ~—)

Firepower Management Center [ICBEX R T/\4 X #31B/

ERS

BHLRIST /3 A L LT Firepower Threat Defense % 1Bl L 72#21Z. Firepower Management Center
R L TEOFMERE L ET,

15 H B HEIIC

MDIZ, RDZAT 258 T T D0ERHY £,
« Firepower Management Center & ¢ v bV — 27 |Z#fe 5 (7 =X—2)
cHHRGRT NA A% Xy NT— 7 T H (8 X—2)

=

» Firepower Management Center D& (11 ~<X—1)

AT w71 Firepower Management Center C, [Devices] > [Device Management] %27 V v 7 L £7,
AT 72 [Add] > [Device] 27 U v 7 LET,

ROBNR ST fFHREZ AT LET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}



EEART /M ZOHE |
. Firepower Management Center [ZEEBX R T/ X ZBMNT 5

Add Device ? X
Host:t 10.10.2.45
Display Name: 10.10.2.45
Registration Key:* ciscol23
Group: None W
Access Control Policy:* W
Smart Licensing Create new policy @
Malware: ]
Threat: ik
URL Filtering: =
Advanced
Unigue NAT ID:*
Transfer Packets:
@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
VPN licenses can be enabled from smart license page

Access control policy is required. | Cancel |

AT w73 [Access Control Policy] U A kG, [Create New Policy] #7 U v 7 L7,
25y T4 RORITTET L 512, [NewPolicy] ¥4 7 0 7R v 7 AT EAN L. BEIISELTHEY o —0H % A
JIL T, [Blockalltraffic] %27 Vv 7 LET (BTT 74V ORY =T 7 ar2EELET)

New Policy ? X
MName: Initial policy
Description:
Select Base Policy: None -
Default Action: ° Block all traffic Intrusion Prevention MNetwork Discovery

Save Cancel

ATv TS5 [Savel 27 Vv 7 LET,

AT w76 [AddDevice] ¥ 7 1 /7R 7 AT, [SmartLicensing] ¥ a2 > DT X COF = v IRy 7 A%t 1Tl
£9

AT w F1 [Transfer Packets] &4 12 L £,

RATw T8 [Register] 7 Vw7 LT, 7/ ZADMHEBEENZETTHETFHELET,
TANALARBMEIND &, RORX—=UNERRSNET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %



EEMNRT /N ADETE

BB T 20( va—T 11 20%E |

Device Management
List of all the devices currently registered on the Firepower Management Center.

View By : | Group ¥ An(1) | | Warr | | ' , Search Device @ add -

Name Model Version Licenses Access Control Policy Group
4 ] Ungrouped (1)

@ 10.10.2.45 Cisco Firepower Threat Base, Threat, Malware, -
10.10.2.45 - Routed Defense for VMWare C2s URL Filtering © 1nitial policy & O 8

RDEARY
B GT NA ZADA B —T 2 A ZADHIE (19 2—) ZHBELTLIFE I,

BEWMNETNAADA UV EZ—T 214 ADETE

ATy T
ATy T2

ATvT3
ATv74
ATvT5
ATvT6
ATvT1
ATvT8
ATv7T9
ATv 710
ATvITN

TDEATIL, BEAERT A ZAORNFA v E—T oA ALHNFA v Z—T = AP T R
vxk#7z/bvx7% RETDHHEERLET, Xy NU—IZHEERROFIR Y FU—27 D
o "7 I DONT (3—) EERLTLIEEN,

IR B
BRI T NA ZADA LB —T 2 A ZADHFE (19 2—) ZHELTLLFEX,

Firepower Management Center C., [Devices] > [Device Management] %2~ U v 7 L ¥ 7,

BFHXIRT AL ZADRIZHD « (k) 27V v 7 LET,

[Interfaces] ¥ 7 NF R INE T,

[gigabitethernet0/0] DFRICH D« (fafE) 227V v 27 LT, WA v ¥ —T7 oA AR ELET,
[Mode] YV A kT, [None] #7 U v LET,

[Enabled] Z 412 LET,

[Name] 7 4 —/V RiZ inside & AJLE T,

[Security Zone] Y A R T [New] %7 U v 7 LET,

[New Security Zone] Z A 7 2 778 v 77 AT insidezone & AJJL., [OK] &7 U v 7 LET,

(IPv4] #7227 Y v 7 LET,

[IP Type] U A kT [UsestaticIP] 27 V v 7 L¥ 7,

[IP Address] 7 « —/L RiZ 10.10.1.1/24 L AL E T,
WROBIIH 2R L TWETS,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}




EEART /M ZOHE |
B =0z 12000574 20%F

Edit Physical Interface ? X
| Mode: MNone v

Name: Inside ﬁ Enabled Management Only
| Security Zone: | insidezone el

Description:

General m IPvé  Advanced  Hardware Configuration

IP Type: Use Static IP w

1P Address: TETERYEY eg. 192.0.2.1/255.255.255.128 or
/ 192.0.2.1/25

QK Cancel

ATy F12 [OK] %27V w7 LET,
ATYT13 ULODZRI7EHBEVIELT, BODA X —T 2, ZAERDLIITEKRELET,

a) [Name] : outside
Interface] : GigabitEthernet0/1

[
[Security Zone] : outsidezone
[IPV4 Address] : 209.165.200.255/16
GE) HHLTWLITNAAADIATIEL T, A F =T = AL DHA RO &5 - Tk
MENDHEERHY £3, 7L 2T, ARE R T /N1 AITIX. gigabitethernet0/0,
GigabitEthernet0/1 7¢ & & FBfHF SN A v ¥ —7 = A AR H Y £9, Firepower Threat Defense

4100 £721% 9300 >V — X 5,31 A|ZIZ. ethernetl/l. Ethernet2/1, Ethernet3/1 72 & & & BT
SNTAVHE =T oA ADRH Y 4,

ATy T X—=VUDLEHICHD [R1F (Save) 1227V v 7 LET,
A E =Tz A XX, ROLHITERINET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %



| BT A RDHE
RET 4D L— DB .

10.10.2.45 O.cance
Cisco Firepower Threat Defense for VMWare

Device Routing I ::: n Inline Sets DHCP

& Sync Device || () Add Interfaces ~

St... Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address

© [ GigabitEtherneto/0 Inside Physical insidezone 10.10.1.1/24(Static)

© [ cigabitEtherneto/1 Outside Physical outsidezone 209.165.200.225/16(Static)

o GigabitEthernet0/2 Physical

(o] GigabitEthernet/3 Physical

RDEZRY

AET 47 b— OB 21 X—=) 2L TSN,

— -
A2 T4vY IL—FDEM
ABT 47 N— ML, v v EUTENTE) YRRy NI—F ST T 4 v T B EERE
SELIRYTONL— T, ZOHHIE TS — oA T, ZAEZT 4w 7 —b&2Z
DL eMli7zexry NT—7 TRy NT v 752 5BEIOLET,
ABT A I N—T 4 T ZAFTI v T —T 4 TOFEMIZ OV TIE,  [Supported Route
Types (VAR—hrSND— 2 A7) | ZZRLTIIEIN,

AT 71 Firepower Management Center C, [T/34 X (Devices) |>[T/\4/4 AEIHE (Device Management) | =7 U v
7 LET,
RTw T2 FHHBT A AORIZH D« (WWE) 227V v 7 LET,
ATFY T3 =747 (Routing) | ¥ 7 %27V v7 LET,
AT w74 [StaticRoute] 7 U v 7 LET,
ATy TS b—bF&BEN (AddRoute) 1227V v 7 LET,
AT w76 [Add Static Route Configuration] % 1 7 2 77K > 7 AT, IROMEHRE AT LET,
A3 —TA4R
outside #7 VU v 7 LE T,
FEAAREGR R Y bT—2
[Selected Networks] |Z any-ipv4 Z B0 L £,
T—btoxzA
& GBI £#2Y w2 LT, [Name] TF— k¥ A DL HI% outsidegateway |ZHiE L. [Network] O %
209.165.200.254 [ZFEE L 7,

ROBIH 278 L TOET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/routing_overview_for_firepower_threat_defense.html?bookSearch=true#ID-2101-0000000e
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/routing_overview_for_firepower_threat_defense.html?bookSearch=true#ID-2101-0000000e

EEART /M ZOHE |
B vy s —osem

Add Static Route Configuration ? X
Type: o IPv4 IPvE
Interface* outside w

Available Network & 3] Selected Network

| L Search | == any-ipvd @

=2 1Pv4-Benchmark-Tests

== IPv4-Link-Local

=5 1Pv4-Multicast Add
== 1Pv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0-12

== IPv4-Private-192.168.0.0-1

=, IPv4-Private-All-RFC1918

== IPvG-to-IPv4-Relay-Anycas!

Gateway™ outsidegateway Sl ]
Metric: 1

Tunneled: | (Used only for default Route)

Route Tracking: - U}

OK Cancel

RATvT1 [OK] %227V v LET,
ATy T8 N=UVOLEIZHD [RIF (Save) |27V v 7 LET,

RDERY
NAT R U > —DEM 22 =) 2B LT EE0,

NAT K1) & —@D3EN

BRSBTS, AT . NAT 2 L TNERDL—F 4« 7 ARATIP 7 RLZ (10.10.2.1 72 &)

AV H =3y MEOBEEZAREICLTCWET, b—T 4 T A[RER T U v 7 IPT KL A
WIEBR Y B3 B72, NAT 2 L2 WEAIZEATE A 1P 7 LU ADRELL <R &4 5 Af
BERHYET, ZOXRI7TEY N7 v 7T HNATHRY U—if, X7y hERNEA v & —
T2 A ADBINERA o H—T = AZHEE L ET,

NAT OFEAMIZ OV TIE,  [Why Use NAT? (NAT 29 2HH) | 22 LT ZE0,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/network_address_translation__nat__for_firepower_threat_defense.html?bookSearch=true

| EERET (2D

ATv T
ATy T2
ATy T3

ATvT4
ATv7TH
ATvT6
ATvT1

ATy T8
ATvT9
ATv 710

ATvIN

naT Ky o —aiem ]

Firepower Management Center C, [Devices] > [NAT] %7 UV v 7 L%,
[New Policy] > [Threat Defense NAT] 27 U v 7 L %9,

[New Policy] # 4 7 0 7R v 7 A2, IRDIEHRE AT LET,

[&A] (Name) |

Inside-Outside-NAT & )\7‘3 LE w9"‘0

£ EA

EETHHEANLET,

LEIRENF=T /31 X (Selected Devices) |

[Selected Devices] (2 10.10.2.45 23BN L E 7,

[fR1F (Save) 127 U v 7 LET,

NR=UNFHFENTS, [AddRule] 227 U v 7 LT,

[Interface Object] # 7% 27 UV v 7 LET,

PRNAER LTzt X 2V T 04 V=& ROXDICKETLA v F—T =2 A AFT V=7 B RLU%E %A
VH—T 2 A AF TV FELTEMLET,

. Add NAT Rule ? X
NAT Rule: Auto NAT Rule ™
‘ Type: Dynamic g
Translation ~ PAT Pool  Advanced
| Awailable Interface Objects €& Source Interface Objects (1) Destination Interface Objects (1)
' L, Search by name | 2 insidezone = san Outsidezone ]

san insidezone

ou outsidezone Add to
Source

Add to
Destination

OK Cancel

[Translation] % 7% 27 U v~ 7 LE 7,

[Original Source] DHEIZH 5 & GBI %227V v/ LET,
[New Network Objects] % A 7 12 77K v 7 A2, IROIEREATILET,

[&7] (Name) |
insidesubnet & )\7‘7 Liﬁ‘o

A A
EETHHEATLET,
*ry kT—=7

10.10.2.0/24 E AL FET,

[Translated Source] Y A k C. [Destination Interface IP] #27 U v 7 L £,
WDKI%, [AddaNAT Rule] A 72 7Ry 7 Z0HZmR L TWET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}




EEART /M ZOHE |
B vy s —osem

, Add NAT Rule TR
NAT Rule: Auto NAT Rule N |
‘ Type: Dynamic v
Interface Objects Tl'lldlth!l PAT Pool  Advanced
| Original Packet Translated Packet
Original Source: ™ insidesubnet v @ Translated Source: Destination Interface IP 7

@T‘he values selected for Destination Interface
Objects in 'Interface Objects' tab will be used

Original Port: TCP b4

0K Cancel

RAFYF12 [OK]%2 YV vr LET.
ATYT13 X=TOLMBIZHD [PR1FE (Save) 15227V v 27 LET,
ATyvT 14 EHEZERLET,
a) =0 LENCH D [Deploy] 27 U w7 LET,
b) A7 varT AL AEREBELC, AETIAREFRLET,
Q) TAADEIZHDLTF =y IRy 7 Ak F A LET,
WORKIFH 2~ L TWET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %
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nat Ky v—oem ]

Deploy Policies version:2018-05-02 01:36 PM
[‘ﬂ Device Inspect Interruption Type Group Current Ver

W= =10.10.2.45 Mo FTD 2018-05-01

D Nat Policy: Inside-Outside-NAT

Q Access Contrel Policy: Initial Policy

Q Intrusion Policy: Balanced Security and Connectivity
\;) Intrusion Policy: Mo Rules Active

Q DMS Policy: Default DNS Policy

\_) Prefilter Policy: Default Prefilter Policy
(2 Network Discovery

{2 Device Configuration(Details)

@ Rule Update {2017-09-13-001-vrt)

() VDB (Build 290 - 2017-09-20 18:50:28)

Q Snort Version 2.9.12 (Build 136 - dag?)

Selected devices: 1
Deploy

d) [JEBH (Deploy) 1227 VUv 7 LET,
e) BENENEBRESINDIOEFRHEL £, EBEIIIES DN Z 03BV £, EBEHOEITRNZ /R
TAyE—URERINET,

RDZERY
VATLADT AR 271—=) EBRLTLEZEN,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}
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i

VATLDTAE

FTRTOE Y N7y 7NENTHL Z L 2R T 272D, 778X arbr—L R —
LTI R_RTCDO NI 74 v 7 &AL, 7947 haRExry NU—27 128k L, 7 7
AT IR E—Fy MR TEDLZ L aMER LET, REZIC, HEMLT A X Lo b
774 v 7 ZHEPEE=4 L, Firepower Management Center LD N7 7 4 v 7 =2 LET,

TR br—L KR U—DOfFE (27 =)

c VAT ADT A K (29 =)

VAT AD KT TN a—T 4T (32X—2)

THERXarvrO—J)LRY—DRE

ATy T
ATy T2
ATvT3
ATvT4

WESRY BT =T DB R sy NI =T ~DFTXTDO ST T 4 v I HFF T, AT g
VR LO—EMRT /e RX ary hr— L RY—FER LT, UTFTE2TAMLET,

cHER Yy NU—ZIZER L CWDB T T4 TV ML U H—Fy MBI T 5,

» Firepower Threat Defense 7 /NA AN LT AT 7 4 v I N T4 N2V TSI T05, (&
BRMRT ASA AL, FT T4 I RTANEZ ) TSRTHRITS, T_XTDORT T 1y
7 MR T D MENH Y £7)

4RO HREIIC

BATTDRENS, ZOTA FTHMALIEMDOTXTOX AT Z5E T LTNDHZ L& LT 72
él/\o

Firepower Management Center G, [Policies] > [Access Control] > [Access Control] % &R L F 7,
[Initial Policy] D#fIZH D « (R 227 Vv 7 LET,

L—L DB (AddRule) %27V v LET,

[AddRule] ¥ A 7 a VR 7 AT, WOIEHREATILET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}



SAFLOTZ R |
B 7rexavro—n®ys—oks

Add Rule ? X
Name Temporary Allow Enabled Insert | into Mandatory 2
Action |« Allow i .28 T3
m Networks VLANTags .. Users Applications Ports URLs  SGT/ISE Attributes Inspection  Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| 4 Search by name | ow insidezone [{  sowoutsidezone lu]

o insidezone
saw Outsidezone

" Add to |
Source

Add to |
Destination

Add || cancel

ATy TE  [BX2 7 (Logging) | #7427 U7 LET,
AT w76 [Logat End of Connection] &4 12 L £,
ATv 71 BN (Add) 127V v 7 LET,
RY T —DR—URFRENET,
AT w78 [Initial Policy] ~2— " [Default Action] U A k¢, [Intrusion Prevention: Balanced Security and Connectivity]
27V v 7 LET,
27y 79 VARORCHD H (X ) 22U v LET,
ATV T [HEHROK TRHZaX 732 (Logat End of Connection) ] 4 12 LE 7,
ATyvIN [OK] %227V v7 L%ET,
ATvT12 X—=UDEHIZH D [RIF (Save) 127 Vw7 LET,
ATvT13 EHEEZEALET,
a) N—UOEEICHD [ (Deploy) 1227V > 7 LET,
b) A7 arTAL AEREBALTC, BETLIRAFEZFRLET,

) TIAADEZHDTF =y IRy 7 AkF T LET,
ROMIF Z = L TVETS,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %
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Deploy Policies Version:2018-04-06 11:41 AM ? X
(V] Device Inspect Interruption Type Group Current Version 253
I-;-] = =110.10.2.45 Mo FTD 2018-04-06 11:34 AM

O Mat Policy: Inside-Outside-NAT

D Access Control Palicy: Initial policy

L) Intrusion Policy: Balanced Security and Connectivity
O ‘ Intrusion Policy: No Rules Active

O : DNS Policy: Default DNS Policy

© ‘ Prefilter Policy: Default Prefilter Policy

(&) Network Discovery

O Device ConfigurationCetails)

(& Rule Update (2017-09-13-001-vrt)
| L) VDB (Build 290 - 2017-09-20 18:50:28)
O Snort Version 2.9.12 (Build 136 - dag?)

Selected devices: 1
Deploy Cancel

d) [EBA (Deploy) 1227V v7 LET,
e) BHNENEHINDIOZFRHE LT, BEICIZED NS Z 0300 £7, EBHOETRNIEZ R
TAYE—URERENET,

RDERY
VAT LADT AR (29 8—) EBRLTIEEN,

\ — —

VATLDTAR
VAT LAPEFIZEEL TS Z EE2MERT DI, 7747 FENER Yy MU — 7T
LCAVH—Fy MIBEFETELZ 2R LET, 7747 M3 A ¥ —F v MIEERi L
TUW5 & X2, Firepower Management Center DZWiZfEH L C, N7 7 ¢ v 7@ LT\ %
TLEMERLET, AN NERRTHIEHTEET,

1R BRI
TR Aarybua—L R —DfFE 27 3—) ZRLTIEIV,

ATYT1 BHHERT AL AONER Y NV —2127 74T v b a#ERLET,

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}
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7747 ME., Windows, Mac, UNIX, 72 &, FTLTWAAXL—FT 4 7 VAT AEBWEY
o 7 TAT 2 Nkt 2 EOMIER Yy NU—2 0%y 8T v P HECG L TRRY, ZohA
RORRINTT, HEHHBT N, ANA VARV ENTWDEFRy hT—7 Ty 7 I ZFRELIRETH
UL, 7754 A D GigabitEthernet 0/1 IR — NI 7 T A 7 > N & EEHERE CTE £,

RATFwT2 7T A4T 2 MIFEHIPT RLZ10.10.1.50, 7 74/ k 77— b = A 10.10.1.1, BLOT 7 & A A[RE72
fEEDODNS =Rty v 7 v LET,
FIFNV T =T A1, WA Z—T A ZDIPT RLATHAIVERHVET, 74Tk
I, IO D= b =A IR L T D, T 7 4 v 7 ZNEREITANET FLRIZEEFELET,

AT w73  Firepower Management Center (272 7' > L £ 7,

RTv T4 [T/IN R (Devices) |>[T/\1 REE (Device Management) | %7 U v 7 LE T,

RFYTE  EERET A AORICHD N (FTT v a—T ) B2V vs LET,
ATvT6  [EERNT TN a—TF 47 (Advanced Troubleshooting) 1% 7 U v 7 L%,
ATv 71 [ > b hb—H (Packet Tracer) | ¥ 7 %27 U7 LET,
AT w78  [Packet Tracer] ¥ 7 ~X—U T, ROEHEAILET,

ke comniond _ heast et 11 [[IMERINY copesve e

Select the packet type and supply the packet parameters. Click start to trace the packet.

Packet type: TCP w Interface®: Outside hd
Source™: 1P address (IPv4) ¥ |10.10.1.50 Source Port*: 9050 v
Destination>: IP address (IPv4) v 8.8.8.8 Destination Port*: | 80 W
SGT number: SGT number. | (0-65533) VLAN ID: | VLAN ID (1-4096) Destination Mac
H number. = el 4 Address:
Output Format:  summary b
Start Clear

[Source] D IP 7 R LA & [Source Port] 1Z1%, fEEDEAZEECEET, ZZTTAMTHDIE, +7
TA YT BNEA L E—T 2 A ADOIERA 2 —T oA RATHREES D E I N TT, ZOFITIE,
[Destination] IP 7 K - A & [Destination Port] DEDO A EH S E T,

ATYFT9 IIAT U NT, ping BFETTDHNA U F—Fy b YA MEBELET,

AT w10 [Packet Tracer] # 7 ~X— T C[Start] %7 V v 7 LET,
i RO DN THIRER ORI 33 ~—) ZZRL T ZE W,

ATv TN [Capture w/Trace] ¥ 7% 27V v 7 LE7,

AT w712 [Enable Auto-Refresh] 4 (2 LT, LEIG U CHEAMREEZEE L £,

ATy 713 [F¥TFrDEM (Add Capture) |27 UV v 27 LET,
AT w14 [Add Capture] XA T RV Ry 7 AT, WOEHREADTLET,

[l Firepower Management Center {5 F3 L 1= 7 /34 R DEEA %
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ATy 715
AT v 716
ATY 11

ATvT18
RATvT19
ATvT20
ATvT2nN
ATy T2

v270072 - [

Add Capture ? X

Name*: InternetTest Interface*: Inside i

Match Criteria:

Protocol=: Ip v

Scurce Host*: 10.10.1.50 Source Network: |255.255.255.255

Destination Destination

Host*: any Metwork:

—| SGT number: 0 (0-65533)

Buffer:

Packet Size: 1518 14-1522 bytes Continuous Capture Mirace

Buffer Size: 524288 e e © Stop when full Trace Count: |50

bytes

l Save i[ Cancel J

[fR17 (Save) 1227 U v 7 LET,
74T RT, ping ZEATT oA H—Fy b A FEBRLET,

T#HoO_ATC (HH) 270 v7 LET,

Firepower Management Center O F #3112, /37w FOFXF ¥ 7F ¥ & F L —RADFERNFRINE T,
KOLI Ay E—VERDTET, ZORAvE—Uik, FEART AL AONEA VF—T = A A
SONT T4 IRNT78A aryba— R v—t—K LTI EEEMTFTTVET,

Phase: 5
Type: SNORT
Subtype:
Result:
Config:
Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 2101701398, ack 3091508482

AppID: service HTTP (676), application Adobe Analytics
Firewall: allow rule, 'Temporary Allow Policy' , allow
Snort id 1, NAP id 1, IPS id 0, Verdict PASS

Snort Verdict: (pass-packet) allow this packet

FER DRI ONT DX DRMOTFRITHROMIN 33 ~—2) 2ZWMLTIZEW,

2y bR =Y OEIZ W T, (KR b PL—YOWME) | 2B L
TLEEW,

ALLOW

(2846), out-of-order

[Packet Tracer Overview

[Analysis] > [Connections] > [Events] =27 V v 7 L ¥7°,
FEMO@ %2 v 7 LTR—VOEFHBEEZ L L 7,
[Preferences] ¥ 7% 27 U v 7 LET,

[Refresh Interval (minutes)] 7 « —/L RiZ1 & AJJLET,
A (Apply) 1227V v 27 LET,

Firepower Management Center 5 L 1= 7/\1 20 &E A% [}


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/troubleshooting_the_system.html?bookSearch=true#id_41641

B x720r5o002—5405

ATvT23
ATvT24

RATv T2

AT 726

SAFLOTZ R |
NR—UBE) LT, [Connection Events] — IR Y £9°,
NR=UNEHINDETRELET,
WD LD IeHfgi A N MBI INET,
Connection Events (suitch workiow -04-20 08:34100 - 2018-04-20 09:46:23 D

2018-04-20 08:39:15

20 08:30:36 20

13.78.233.

49328 /tcp
49327 /80

13.78.233.133 4936 /ten e

49325/t 443 (https) L tco

13.78.233.133
78233,

49323 /tcp

e Clons
T ons [ pus dlient

61253 /udp

[ ons diient
61253 /udn ]

49322/ ten

Vo —% B AK <A XF5H|ZI%, [Table View of Connection Events] #7 U v 7 LE 7,

SEHNZ DWW T,

[Connection and Security Intelligence Event Fields (Bt LN ex =274 417V

Vel AANRU RN 74—V K) | BIO [Using Connection and Securitylntelligence Event Tables (¥Zfii35
FOEX2 VT4 ATV V2 ADARY N T—TNUVOFEH) | 2B LTI,

Nry hFx T F v A o= LA RRFRRINIVEKRDITT, VAT AFEREICEY Ty
TENTWET,

RDBRY

TT—NERENDIEE., ERITT TAT U FBA V2 —Fy MIEERETE 2 WAL,
TLEDNT TN a—T 47 (32X—=) 2L TIEIN,

VA

— AN ~ — ~ N
SOOIV a—TFTqa 2D
ZDORME Y7 TIE, AT ALATEAT D AEMENS DI T DRRRIZOWTHALE
T, ZIE. XY " T =0 IIF3A TV "BA U F—Fy FICT 7 RBATERWEETY,
ABTFAVI IL—bETITAHIL T — oA ZHERTS

WD EDEIRRGT A AN A 2=y F A bDping ZETLT, A¥T 4 v 7
N—hKETFTHN N TF—= b Vx4 %TF 7 LET,

1. SSHZ 747 v FEIFMURT ANA ZAOEHa ) — V& LT, BEHRT A AT
a4 LFET,

2. ISR T AN A TRHERGEIT, WEATILET,
3. Enter ping 8.8.8.8
I L7296, fRIIRO K S IcRrashE T,

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echoes to 8.8.8.8,

connect ftd

timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/av/max = 60/62/70 ms
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FERDARIR

wzonR ||

A B —F v MNP T KL AT D ping 23k L7 WAL, BEGRT A ADA >
H—T 2 A ANPELLEH SN TWNDZ AR LTI, F—7AimmoY 7 b
TITF 4T A DLED WNEST (77T 45 ¢ LEDITER) LTWAHZ E2MRLTL
7ZEU,

BA ANV MAARTENZ

Hito A RV TR SNV RS FTREMESNEWERIZ., 727X arhe—L b—LET
T Aaryba—)LR) o —TaX o 72Nl TWARNWZ LT, 7782 ary ha—
VR —DfEE 27 =) EZRLTIEEN,

COME YT T, Xy b v P F ¥ B LW traceroute I 2 NOFER 2RI 5 J7iklC
DWTHBLET,
Ty bk L—YDORER

IRy N P L—0 b 0P T, EEARFRB LONEA X —7 = A ANBLIVERA
B—=T A AND KT 7 4 ZEEEIZBITDHEPARENTHET, ZOHA RTHB L
ETFRO —EBNRPFAFRRENTHET, ROBIEELTLLEE W,

e Phase 3 1%, AN — F U = A % 209.165.200.254 [ ZffR LTV ET,

s Phase 4 1%, —BFAY7RFFA]AR U v — (Temporary Allow Policy) DOFJEIOMUH L &R L T
WET,
* Phase 6 X, WHERDZ T A4 T > "DBANRA v X —T = A4 A~HRIET D NAT R U ¥ —% 7R
LTWET,
* Phase 16 (3, —IFZRFFAIRY o —IZHASWT T T 4 v 7 235, A VAT g

/i///(%m)%TLTViTO

INHEDOWNTNNDT 2 —ATOTT—F, NI —NFHoTHREINTWEINE I, -
N7 747270y 0 FT5ECREINNLTCODENEIMDIIIEL T, T 74 v 7 DHER
FE Ry 7ORKNERVEET,

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 209.165.200.254 using egress ifc Outside

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM FW _ACL_ global

access-list CSM FW ACL_ advanced permit ip ifc Inside any ifc Outside any rule-id 268434433

Firepower Management Center Z{f L 1= 7/31 R0 EE A% [}
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access-list CSM FW ACL remark rule-id 268434433: ACCESS POLICY: Initial Policy - Mandatory
access-list CSM_FW_ACL_ remark rule-id 268434433: L7 RULE: Temporary Allow Policy
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be
reached

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:
object network insidesubnet
nat (Inside,Outside) dynamic interface
Additional Information:
Dynamic translate 10.10.1.50/52177 to 209.165.200.225/52177
Phase: 15
Type: EXTERNAL-INSPECT
Subtype:
Result: ALLOW
Config:
Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: UDP

Session: new snort session

AppID: service DNS (617), application unknown (0)
Firewall: allow rule, 'Temporary Allow Policy' , allow
Snort id 1, NAP id 1, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

GE)

[Packet Tracker] & [Capture w/Trace] |ZI13 5725 7 = — AFFNFREINFE TN, £7=— X T
TR SN HHRITIFIEEF—TY
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A\

wzonR ||

G¥)

BBy 72 SNORT 7 = — A3 72 W4 1L, ROUTE-LOOKUP 7 = — X Cx= 5 —% ¥ L F9, 7~
I, RIS A o F—T oA AERN DD EE R L TWAEERH D £, 3441 v
B =Tz A ADIPT RVALNHSF—F =2 DIPT RLAZFHER LTI IV,

Phase: 15

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 209.165.200.254 using egress ifc outside

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-adjacency) No valid adjacency

FER : Ry FO—ONEBEI LGN
N7y b Fx TFHICRDOE D BRITVDEELRENES. Z<OBAENATRELL Yy F T v
TENTWRNWZ L EZERLET,

Dynamic translate 10.10.1.50/65413 to 209.165.200.225/65413

RRE : NATAR U >—DEM 22 2—) ORI TEAT I v 7 NAT 2R ELF
KR

R : 7R AV AL RYS—NZ3T7099%T0999 B

TR artu— VRN T T4y 7 EHATLOTEIRS M I 74w 72Ty
JFTHEITHESNTVWDHRE, Ny by 7 TFr IROITREENET,
Drop-reason: (acl-drop) Flow is denied by configured rule

ZHUTEEYS T BN E D L. [Analysis] > [Connections] > [Events] THE5E 1 X2 b~ & FH -~ CHERR
TEET,

BBRE : 77 Aarbtu—nRY —0fE Q7T—) OHHAIE-T, FTF774 7
EHATAHLEOICT /R arybue— L R —ERELET,
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