11l

TINA AREENDEH

[Device Management] ~— " ClZ, ASA FirePOWER €V 2 — VDT NA ABI NS ¥ —T =
A ADRELEEHTEET,

A\

AR Tz VAN T T ASA R E LTS ASA FirePOWER OFGEIL, B 41 73
A A LD ASA FirePOWER € ¥ = —/L LT HEIICFEI SN E A, BEREEZMZDT-NC, 7
F4 < U056 ASAFirePOWER O E4 FE T/ AR — L TED U FVIZA VR — T 5
VN H Y F9,

o TNA AFEDME (1 ~—)

* ASA FirePOWER £V 2 —/L A VX —T = A4 ADEH (4 X—)
o TNA AFE~DEROEH (4 ~X—)

c VE— MNEHORTE (63—)

_ =FL = —
TN AETEDTwRSE
[Device Management] ~— @ [Device] % 7 |Z1X. ASA FirePOWER & ¥ = — /U2 H & iz &

EOFEMIRT NA ZARE LHFRPFRSNET, SHICINTEY, FRSNDET 2 -4
REHREDEEIRE, T AREDNL DO ERZMAD Z LN TEET,

—HRE7E T N REXTEDIREE
T A EE
[Device] # 7 @ [General| 7 ¥ 3 VNIITEY 2 — NV ARERENET, TV 2— A FEFET
TET,
—MRHETNA REEEH/ET HICIE. ROFIEEZETLET,

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Device] 27 U v 7 L £,
[Device] XR—YNERINET,
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B == ox7nze08s

ATFY T2 [Generall] ®Z v a v Te (W) 227Uy 7 LET,
ATw 73 [Name] 7 4 —/L N2, TV 2= MIZEO Y TEHHLWAHTIZEAD LET, BT LHERCTEANTEE
To L+ G b A &\ <> 0 BRU OXFERES T

ATy 74 [Savel 27 Vv LET,

TS &Y BEEABEPRGFESNES, 70 AREZBEHT 2 TIE, BERNEPADI RSN L
WWHEE LTS FELIBETAA ARE~DEHEDOHM (4 ~—) 2ZRLTEZE) ,

TINAR VAT LEEDERTR
SAEA AR

[Device] # 7@ [System] ¥ 7 ¥ 3 i, VAT LMEROFHEHIY HHT— 7 A NFRENE
T, LFORIZ, BRSINDEREY A MLET,

R1:[ATL (System) ][££ 23> F—TILDT4—IL K

J4—)L |EEA

K

Model FNA ADET VA L,

Serial FNRAADY ¥ —2 DY T IVEE,
Time F A ZADBUED Y AT L,

Version ASA FirePOWER ¥ o2 — VIZHREA VA F— L ENTWVWAY 7 N7 = T D/—
Ta,

Policy ASAFirePOWER £ ¥ 2 — /VWIZBABHA SN TWA VAT AR —~DJ 7,

SELRTNA REEIZTDONT
[Device] # 7 @ [Advanced] £ 7 + 2 ZiE, IRORIZART X 51T, HERRFOFEHIELEN R R S
ET,

R 2:[FH%E (Advanced) |02 3a>DT—TILDT4—I)L K

J4—ILF 5 BA

Application Bypass | & 2 = — /L "G Automatic Application Bypass IR HE,

Bypass Threshold | H&h7 7Y 7 —3 3 L A RADLEWE (S V)

FROBREIX, WTNL D FEMEXE (Advanced) &7 v a v EFEH L CRETE 7, M
DNTIX, ROHEEZZHL T EEW,
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I TINA RERED

F=gE

Be7IUsr—vaviqiz |}

BEI 7 U T—2 32 N1 /3R

MG T N R

SAEU A AR

Automatic Application Bypass (AAB) BEREIZ. A & —7 = A ZATO/NT v MLBRE ] IR
AT ZORMEEE L2SE. N7y MCRIEOASA RZAZFFRLET, ZOMEBIMEER
OREATHERTEETN, A T4 VRETIZE D DIFMERH D 7,

Ny MUBEORIEX, Xy NT—F7 THRTELNNTy ML T Uy ERT U A E - TH
L ET, Snort NTORELERT A ADEST-RENRE T, N7 7 4 v 7 OUPREFE A
BEOLEWMEZBEZ S &, AABIZE D . ZOREEFRENDS 1057 LANIZ Snort 23 FFELE) S 41,
NTZTNY a—T 4 7T —ENERINET, ZOT =X &5 52 LT, mREl72 0B
MORKZHETEET,

CTOF TV a UNEREN TV DEHERIT. XA RNALIVWVEZEFRCEET, T 74/ MRE
123000 X URP (ms) T9, ARh7&EMHIX 250 ms ~ 60,000 ms T,

)

GE)

T, AABRT 75 4 7k b e, VAT LI T_TO Snort 72 2% F /L LET,

AAB T 77 4 7L EN D DL, H— 3% v MOBRZ2EREEI 230302 TWAEE DA T

HEN 7 7V r— g o XA RREAINT LT, RRALEWVEEZRET D HFEOEEMOWNT
I, FEZR T N AREORE (=) BB L TN,

REDwE

[Devices] # 7 @ [Advanced] £ 7 > = » ZfiH LT, Automatic Application Bypass % 22 5 C & &
7

SELTNAAREEZEET HICE. UTETVET,

AT w71 [Configuration] > [ASA FirePOWER Configuration]> [Device Management] > [Device] DJIEIZER L £ 97,
[Device] R— VDR RINFET,

AT w T2 [Advanced| &7 > a VORICHHRET A 2 (&) 22V w7 LET,
[Advanced] N> 77 v 7 7 4 RUNREKRENET,

ATYT3 Xy NT—I R AT v ORBEZIT0TWIEAIL, SEIZIS U T, [Automatic Application Bypass] % i3
RUEJ., Automatic Application Bypass X, 1 > T4 VIEBATE DV bIF &L HE T, FEMICOWTIE, BE
THVr—=var "2 3R=Y) ZBRLTIZSN,

AT 74 [Automatic Application Bypass] 47> = » &R 3 % & | [Bypass Threshold] (Z/34 /X2 L ZWME (X UFD)
EANTEET, T 740 FEREIL 3000 ms TI, AR 250 ms ~ 60,000 ms TJ,

ATv 75 [Save]l &7 Vv 7 LET,
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B asafiePoWER EC 21— A28 —T 4 2DEE

BEMRMFSNET, 7 AREZEH T 2 ETIE, BEAEDADNIRERN I EICERLTLES
W GELLS T A, ARE~DOLEE D (4 f\w“/“) EZRL TS .

ASA FirePOWER € a2 — )L A V3 —TJ x4 ADEHE

7 A &> A : Control, Protection

ASA FirePOWER A > % —7 = A A& MmET HEZIE. ASA FirePOWER €3 = —/Linb A
F=T 2 A ADEF2 VT 4 V=V DHFETEET, HMlcOVTEL, X274 —
YOEME] SRR LTLLIEIN,

ASDM BXUCLIZEHLTA v X —T =2 A AR ELET,
ASA FirePOWER 4 V3 —J 24 A ZHmET HICIE. ROFIEZETLET,

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [I nterfaces] DIJIEIZEIN L %
R

[Interfaces] X — Y NF R I FET,

ATVT2 WET DAL E =T =4 ADMIZHDMET A2 (&) 227V v 7 LET,
[Edit Interface] ARy 77 v 7 7 4 RURKRRINET,

AT w T3 [Security Zone] K2 w7 H 7 YA RNNLEFEOYX 2V T 4 V=0 ZRINT 50, F7203 [New] & 54R
LT #HiLnkex=a7 g V—raBMULET,

AT 74 [Store ASA FirePOWER Changes] %7 V v 27 L %7,

X2 VT 4 V= UDBRESNET, T AREZEAT 2 ETIE, BEABEBANIRERNWI LI
HEELTSZEW GELITT AL ARE~DEFE O (4f\%“/) 2ZRLTIEEY)

TINA RABRENDEEDER

SAEBLVR ALE

T34 A D ASA FirePOWER R EICEE 2 Mz 7256, T HDOEF %58 L“C% o — LR
WCEBLZRTAVNEND Y F4, T, ANEHEARORETRTE, o479
ITIEZ 72 £97,

A BE =T oA AETELTTAAL AR —2HEHTLE, WELEA L Z—T =4 X
AVABR AT TR, TRAL A LOTRTOA L H—T oA A A2 AKX AT Snort B
EENTAH5Z LIZEELTLEEN,

EEZT/NARITERT BIZIE. UTFEITVES,
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| 1 x8E0ER

ATv T

ATy T2
ATvT3

ATy T4

Frqzgro) e vsLR—rogm [

[Configuration] > [ASA FirePOWER Configuration] > [Device M anagement] > [Device] % 7= % [Configuration] >
[ASA FirePOWER Configuration] > [Device Management] > [Interfaces] OJIEIZ SR L £ 97,

[Device Management] ~S— VN FoR SLE T,

[Apply ASA FirePOWER Changes] %7 V v 7 L £,
IarFIREns, DEMH (Apply) 1%227 Y v 7 LET,
T AOEEREH SNET,

Ev b MEIZIS U T, [Apply Device Changes] % A 7 &2 7 7K »» 27 AT [View Changes] %7 U v 7 L£7,
LT ¢ R7IZ [Device Management Revision Comparison Report] ~— VN F R SV E T, afAl
ZOWTIE, A ZAEBROY BV g VB LR— PO (5~—2) 2ZRLTIZEN,

[OK1 %27 U v 7 LET,
[Device Management] ~X— 2R YD £77,

TINA REBDY ED 3 VHEBLR— OFER

ATy

ATy T2

ATvT3

ATy T4

ATy Th

S4B AR

TNA ZEHOE LR —F2HHAL T, BEEZHERLTHL, T IA T AICHEATEE
T, ZOLR—MNIF. BIEOT FI5A T ADRTEE . BEMABDOT I3 T 2 ADHRE
LOMDEBRNIRCEREINET, ZhICEY, REOEEN 22T — 2T HZ LT
%iﬁ—o

EEEAMEERED 7 T34 7V RELRET BITIE. UTEITVET,

[Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Device] & 721 [Configuration] >
[ASA FirePOWER Configuration] > [Device Management] > [Interfaces] DJEIZEIR L £ 9,

[Device Management] ~— VR F R INFE T,
[Apply Changes] #7 U » 7 L £,

[Apply Device Changes] " 77 > 7 U 4 » RUNRKRINET, 77747 ANEEEHATORIE T2
FAuE, [Apply Changes] AR & RO F £I12720 £,

[EHDFKx (View Changes) | %7 U v/ LET,
F LW ¢ RIZ [Device Management Revision Comparison Report] ~<— VN HRR S IVE T,

[Previous] & [Next]Z 27 U v 27 LC, BEDT 7 I7A TV ADRELETMABLDOT 774 T 2 ADOERIE &
DEDOFT R TOEREZHERB L ET,
WEZIE U T, LAR— D PDF N—Y 3 &R 51213, [Comparison Report] 27 U > 7 LET,
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FRq2gEE0EE |

)E— FEEDERE

FSAEUA AR

& % Firepower VAT LT T IZAT UV ATHDOT FI7A4 7 o AEERTE DL X HITTDITIL,
20DT T TAT U ADRIIB SO SSLEE SALBETF v xvadty VT v 7T 50ERH Y
T, TOF v FNEFEHRHLC, WMHFOT TITAT UVARREE AN MEREILFLET,
NATRAZEVT 4 BT, ZOF vy rAEFHALEST, ZOF ¥ FiE, 774/ KFT
LA — b 8305/tep (A& L E T,

EEXG DT 7T A4 T A, DF Y Firepower Management Center CHEET 257 /34 X EIZiXY
E—MNEBARET ODMERNHY T, VE— MEHZHRELHZ, BT 74T 2D

Web A VX —T A AEMFEH LT, BEHMRT 7747 L A= RBEAREIGEMTE £,

)

GE)

UE— NMEBEZFE L, Cisco ASA with FirePOWER Services % Firepower Management Center (Z
ek L= 5. ASDM OfXi> U (Z Firepower Management Center 7> & ASA FirePOWER ¥ = — /L
EEHTAMNENRDHY 9, 77T A T A% Firepower Management Center |28 &k9 2 & |

ASDM = > — L % i il L C Cisco ASA with FirePOWER Services & J &£— hEFHT 5 Z L (LT

T EHEA,

2007 FTAT L AMOBREEZARRICT DT, T7I7A4 T U APREWEZZRWT 5 F&
Rt L2 uid e ¥ A, Firepower & A7 A TIL 3 DOREELLEH L THIELZFFALE
D

CGHREEMSNITARBOT FIAT U ADKRA NEFIZIP T KL
NAT B2 Tld, V—T 4 VI HRERT KL ARG 9 —~HDT FI7A4 T L AR ELTH,

Je— NMEHERTET O, 3B RT 7747 VA2 BMTH8ICE, A& MNET-
XIP 7 FLADWT NN ERETHILERH Y 7,

AT AT OICH AR SIND, K 3T LFORTIZ X 88T —
« Firepower 2 27 573 NAT BREE CIlE 2L T 272 OICHIHTE 247 2 a v O—F D5
B2 X B NAT ID,
NATID (%, BEGT T34 T o A EBET HDIFEHINTNSETXTOD NAT ID OfH
T—ETRINERY E8A,

BRI GET /N A A % Firepower Management Center [Z 88k 3 5 &, R L7 7&AX 2> br—
VARV =BT AL ACEHINET, 220, #BRLET 7R 2 hr—LRY v—T
HEH SNDBEREICLER T A B ART AL ZTHN > TWRiFIUE, 778 ar
P—/L R Y —Ow IR L £,
A—ALTISATADY) E— MEBERET HICIF. UTETVET,

TR EEE
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ATv T

ATy T2

ATvT3

ATy T4

ATy Th

ATvT6

ATy 717

I):E—

DENNNTTY T

[Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Remote M anagement] DJIEIZIEIR L F
ﬂ—o

[Remote Management] ~— VN FRR S IVET,

[vF—Y % DiEN (Add Manager) 1 %7 U v 7 LEd,
[Add Remote Management] ~<— Y N FoR SN E T,

[ManagementHost] (2, Z DT F*'F A7 U AZERT LD T 27 774 T ADIPT RV AETIT
RARNGEANTILET,

RA MIT, BREMI RA A 4 FET-1Za—H /L DNS TEZZR IP 7 R L AR ENDH4ETTT,

NAT BRBEClE, BWEXRT 754 7 A& BIMTHEIZIP T RLAE IR A M EIRET D FEDS

By ZZTIPT RLAELIIFRA MERET 20ETH Y A, £DHE . Firepower ¥ A7 Aldf4

THESNS NATID #fiH LT, &H%% ASA FirePOWER £ 2 —/L f VX —T = A A LD U E— b

R =T x EwAlLET,

FE Sy T =27 TIP7 KL ADE Y S TIZDHCP 2 H L TV A48, IP 7 RLATiEARL,
RA NG ZHEHALET,

[Registration Key] 7  —/L N2, 7747 VAMOBEEZ LY N7 > 73 272D 2 88%—%
ANLET,

NAT B2 D413, [Unique NATID] 7 1 —/L RIZ, 7754 7 v AO@lEEE v b7 v 7+ 57HIc
T, BETFICED—BONATID # A LET,

[Savel #27 U v 27 LET,

TTIAT VAPHAEIZBETEDL Z L 2RI 2L, AT —F AL LT RERIRE (PendingRegistration) ]
DERRSNET,

EHPT TT7A4T o ADWeb 22— A 2 Z—T = A ZZMEM LT, ZOT7 T I 7 0 Az RHEREIZIEM
L\‘i—é—(}

B TAAZOVE— MEREZANTT 25HE. NATEMHHT 2 —50oNA 74T )T 4 JRHT
I%., &% Firepower Management Center ¥ R — % & L CGEIMT 2 MERNH H5H503H D
F9, FEHICONWTIE, A — MIBRWEDELTZS 0,

FEEORSE

FSAEU A AR

BT FTAT U ADKRA ML EILIP 7 RLRAZRET HI1C1E. UTOFIEEAZMHH L £
T, £, BEHQT S IAT UV AORRLEELTHI L TEET, Kndld, Firepower
VAT LDALTHRAMNNTORMEHNINET, RAMNET T ITAT L AOERHE LTHE
HATasZ b TEETN, HORTAEATILTEFRA MITETINERE A,

JE—FEEBZHRET HICE. UTEITVET,
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. eStreamer +f—/\T (D eStreamer DX E

ATvT1

ATy T2

ATvT3
ATy T4

ATy TH

T eA EBE

[Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Remote M anagement] DJIHIZiER L F

[Remote Management] ~X— VU NRE/R I ET,
VE— MNEHREZMET DR =YY ORIZHLMET A2 ) 27V v 7 LET,
[Edit Remote Management] ~<— VN FK/R S IVET,

[Name] 7 4 —/V RC, BET 7T A TV ADERLEERLET,
[Host] 7 4 —/V RC, HHWT 7IA T ADIPT RLUAFZITHRA M EERELET,

RA NI, BEMRAAL A ET-IZe—H )L DNS TEXZRIP 7 R U AIER SN AL4ETTT,
[Savel #7 U v 7 LT,
EEMRFESNET,

eStreamer H-—/\ T eStreamer DX E

< A & A : FireSIGHT + Protection

eStreamer YV —/3E L CHHT BT 7T A 7 AT eStreamer 1 XV DI T T4 T 2 h~D
ANV —2EBMET DR, ZORNI, ARV a2 T4 7 2 MIEET 25 X 51T eStreamer
P—NEEHEL, 77472 MIEATHHEREZHBE LT, BELHNT D & XITEHT 275
I VT VvEERT HMERD Y T,

eStreamer 1 R k 24 TOHRTE
PR L7272 T4 7 2 MIZ eStreamer V— SN EETE DA b XA THFIEHTE £,

B GET /A A F 721 Firepower Management Center D\ N 32> Tl F A RE/2 A X h X A4
LT LB TT,

CRAA R
CRAAL R b Sy b T
CRAA R RSB —

eStreamer [CE > TEESNBZARY LDEZA TERETHIZIF. ROFIEEETLET,

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [eStreamer] DJIEIZEIR L £,

[eStreamer Event Configuration] ~X— YN E/R S VE T,
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eStreamer 7 5 1 7 > ~ OFBFEDEM .

AT w 72 [eStreamer Event Configuration] ® F T, eStreamer 7> 5 ERTD 7 T A 7 v MIHRETHA X bOX A 7

DML DT =y VR 7 R F T LET,
EHEXRT /XA A F 7214 Firepower Management Center TR D —FBE 7213 T X CEBINT 22 ENTEET,
* [Intrusion Events] : (2 AA X FZEEFE L E T,
s IRAA 2 k%% > k5 —4# (Intrusion Event Packet Data) ] : {2 AA X2 MIBE#HT Bz "7 »
FEFEELET,
* [Intrusion Event Extra Data] : HTTP 7' 12 % v £ 7213 m— R /3T &l T Web Hh— MZHEE L T %
74T NDORIEITLIPT RLAD XD RBAA X MCBEEMT b8BT — 22X E L ET,

GE) AU, eStreamer M — RNRIRETE B4R MEHIEIT A Z EIEELTLLEIY, 7794 T
MZ. eStreamer V" — NZEETHERA v —I TZETHAR N ¥ A T HBRICERT D
VRSBV £9, FEHINZOWTIX, Firepower > A7 & eSreamer AT A RSB L TLIEE
VY,

ATv 73 [Save]l &7 Vv 7 LET,

eStreamer 7 54 7 > FDERIEDE NN

ATy T

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

eStreamer 737 7 A 7 MlZ eStreamer f X2 b ZEFE T HIZIE, FOHIIZ, eStreamer ~— )
5 eStreamer 1 — XD LT T—H X=X T TA T M BMLTEBLMLERHY £9, F
7=. eStreamer Y — N Ko TAM SN RFRGREAEZEEZ 7 FA4 7 MZabt —d3 3 05LEHH Y
ij‘o

eStreamer 7 7 A 7 > FEBINT 221X, ROFNEEFEITLET,

[Configuration] > [ASA FirePOWER Configuration] > [I ntegration] > [Remote Management] DJIEIZEIR L &
£

[Registration] ~— VN FE RSN E T,
[eStreamer] & 7 Z8&IR L £ 7,
[eStreamer] N — U NFE R IALE T,
[Create Client] #27 U v 7 LE7,
[Create Client] ~— U NFE RSN ET,

[ A b4 (Hostname) |7 4 —/L RIZ, eStreamer 7 74 7> hEFEITLTWVWAHHRARDKRA ML EZILIP
T RLAEANLET,

Gx) KA ML EBFEHT D546, eStreamer " — NIHK A REZIPT RL AR TE HMLERH Y £97,
DNS figik a3 E L CWR WS, BANCERET 270, IPT FLRAZEHT O MERH Y £7,

FERE T 7 4 V&R ST D 1TiE, [Password] 7 « —/L RIZ/RAU— K& AN LET,
[Save] #7 U v 7 LET,
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. eStreamer 7 54 7 > FDEREEDEM

ATy 71

ATvT8

Z T, eStreamer Y — N[F, & A R eStreamer —/ N EDAKR— K 8302127 VAT A EEFAL, 7
54’ VY }\/']j- /\ﬁA}LJAuEHjﬂ‘: \—ﬁiﬁﬁ?—énun EE%%%’VEE‘Z [—/\ij—o %ﬁ'bb\ﬁ ?4’ T }\75‘ [Hostname]@Tﬂli%
IRENIIRAE T, [eStreamer] R— VN EFRRINET,

7 TAT Y RORANGORICHDLF T >a— R T4 ay (&) 22V v 7 LT, ifFAET 7 A VEL Y

vr—RLET,

SSLRBFEDT=DIZT FA T > "BMERT 288727+ v M VICRERE Y 7 A VERFELET,

INT, 7 T4 7 ik eStreamer T— N IZEEE CE £97, eStreamer — E A X FHEETAILEIH Y £

H A,

EXYh 94T NOT I RRAERDETIZE. BIBRT DA FOMICHLEIRT A= (8) 270 v
7 LE7, eStreamer M —ERZHEIHTALEIHY A, 77 BRI EBHICERVEINE
7,
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