AR FDRT

ASA FirePOWER E¥ 2 —/WIZ Ko THRESNIZ F 7 74 v 7 IR L TrF o raniz 7
BADANY FEFIRTEET,

GE) EFVa—ARBAEFVIZHF Y v 2T AOIFEITO 100 HDA X FDOIHRTT,

* ASAFIrePOWER U 7 VX A I A X2 b ~DT 77 A (13—)
* ASA FirePOWER 1 Xk Z A 22T (2—2)

* ASA FirePOWER 1 X DA X2~ 7 4 —)L K (43—)
cRAN—NLDI (15X—)

ASAFirePOWER U 7 ILZ A L AR bADT I €A

WS ODPDEFRFIAA X N B2 —TASAFrePOWER £ o — /LT Lo TR SN A R
MEFRTEET, T2, VAXL ARV P Ea—2fFR L TR LAV N 7 40—
REFRTHZENTEET,

Y

G EFV2—ARAEVICHY v 2T HORERO 100 HDOA N FDHTT,

ASA FirePOWER /1 R F ERRT HIZIE. ROFIEEEITLET,

A7 71 [Monitoring] > [ASA FirePOWER Monitoring] > [Real-time Eventing] DJIEIZ 3R L =3,
ATYT2 RO2OOBRENH Y £4,

G A NN, X2V T A ATV V2 AANR N, BAALANRCS, TrAN ARV N, T2
I~ LT 27 AR SIS ERTHAR NDEA TOMEDE T2 v 7 LET,

e NAR DL AR N Ea—ZEHRL, Ea—IllEG0DH 4k 74—V REERTDHII[H T A a2
7w LET,
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RO PANCE Tl
. ASAFirePOWER 4 X2 k & A FIZDLNT

ZEHNZ DWW TIE, ASA FirePOWER A X2 k Z A FI22o0 T (22—) 8L UASA FirePOWER A X
FDOARY R T g— R (42—) ZBBLTLIEEN,

ASA FirePOWER 1 X |k 2 A4 JIZDW\T

ASA FirePOWER & ¥ =2 — /L Cl, 52DA X kN XA 7 (A XV b, X207 4 4~
TV AANR B, RAARY I, AV AN b, BEORAT 2T A2 h) 2
EDARY N T4 =NV REERTDITNAEA L ARV N Ea—RRESET,

Connection Events

Pefgi A N b ERFEN A B T, M Enzty va VT AT AR EEN TV E
T, fHAx O A N2 P TATFARER BRIV O OBERIZ K > TRED 323, KM
ERDOEDRH Y E4,

cHALDAF T BETEBIEDIPT RLA, A1V — 2, B2 LB L7277 /31 R
A - Y NS bAE 5 e

TV r—vary, BIRENDURL, ETEERICEEMIT LTV 2 —HFR L v
7 LA Ko TR F 72 13HER S 2 BN o REfe R

AR —NRT T 4w VBB LET 7R 2y ba— b—b (713 OEE) .
BESENH A ERIT T 0 v 7 ENTHDEME IR Y, B n JIC@eEES - iic 34
DART —H

TIEA L M=V TCISEIERBFELITI LT, v T5HOFHA, Hirzv /75
R, B X O T — 4 2 MRGT DGO X DMOWVGHIEZITY N TEEd, 77EA I B
n—/LAR U =N EFIAE X e 0 ZICiek Cx 7, HEioaxX Ui, ok
THMZITEET,
HHN L EaT 2 ar RX—ADEFX 2 VT 4 ATV VAR T TRy 7 F
k=2 sna%5E

cHEGNT /A ay ha— L )L—LVEIIT /R ar v e — DT TV N T I
NZL o TR E NG

RETHUXF U TIINZ T, VAT LIELEEINEZT7 740, w0 2T, FREEAORL
ERE LGRS, EEALOEERZ BB 75k L7,

Security Intelligence Events

X2 VT4 AT VP2 A X T EaNTHE, 7797 VA MO—HITL->TE
X2 VT4 AT IV A AR bBLOEEA XY PR HBIMICERSINET, X
VT4 ATV Tz A AR MR X A T O A <> b T, lBNCFERE X000
TEFET, X2V T4 AT VP2 RTLDT7 0y 7 OREEEGTe, Hn X 7 ORE
DFEZOWNWTIE, Ry NT—7 NI 7 4 v 70RO X U TR TLITEIN,
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ASAFirePOWER 1 R k & A FIZDIVT .

-

FRICHIRE ST WER D . e A X M2 —iER b EEX =2V T ATV U
VAANRVNMNIBEELET, EX 2V T4 AT VP2 U ADFEMIIONWTIE, LE 2T —
Ta L R—2ADN—UILDENTFT T 4 v ORI BB LTI,

Intrusion Events

VAT AL, RAREEOT O, BEM, BLUOBEMSRICEET LA REEDOH HE
BOHDLT 7T A ET AIZONWTC, Xy NI—J @R T 57y hERELET, VAT A
X, BERRBAEZEET D ERBAALNR P2ARLET, T, =7 2704 OB,
B, ¥4 7. BLOWBTLZDOH—F » NMIETI a7 XX MEROREHETT,

File Events

TrA N AR NI, VATLENXYy NU—F T T7 4o JNTHRELEZ (5147 V3
vCeT7uv s L) 7JrANEELET,

VAT AL, BEBEAENTWE 7 7 AL RY —D)—LITHE > T, EHRIHRT A AR
Fy MU= NI T 4w I NOT7 7 ANERBERIIT ey 7 LIz EIZERSINTZ7 740
AR NEFEELET,

Malware Events

NI 2T AR MNE, VATLEARFRY NU—T b T T 4 v JNTHRELE (B4 73
Y CT7uy s L) v U= T TrANNERLET,

NI 2T TAB U RAEFEHATSH L. ASAFIrePOWER &Y = — /WX BRI 27 7 A a2 k
O—LiRED—HE LT, Xy NIV —2 T T 4w VHNO~L T =T B TEEd, 774
VARY —DOE LR 2SR L TLES0,

LTI F VAT, w7 xT ARy "B ERSNAAREELRH Y £,

o WHIRT N, AM—HORFED 7 7 A N H A TONTNEHRET D L. ASAFrePOWER
TV 2= VI~V T =T VIRV T T EETLET, ZHICEY.. T A
B & LT Maware, Clean, F7-1% Unknown 73 ASA FirePOWER E 3 = —/LIZIR SN E T,

e ASA FirePOWER E ¥ 2 — /L3 7 57 R L O A TN TX o WIRE0. FOMOBEH T
779 RBMEHATERWEA. 77 A WVHEIT Unavailable 12720 £9°, ZOMHE TR S
NHAXY MIZLS TN THARRENRSH Y F7, ZuIFHIn-8{ETY,

e VU= VANMIGEENTWNWD T 7 A NVEFHINRT SA ANRKE L7256, ASA
FirePOWER £ = — /W7 7 A W & LT Clean 2D 7 7 A JVIZE Y B TE 4,

ASA FirePOWER £ = — /U a s THF A K F—F L L HiT, 77 A LOBHEEMHED L
aO—RE~wNLTx2T AR RMELTESRLET,

X NU—2 bTFT7 497 THRHEEN., ASAFIrePOWER EY 2 — Ltk > T/ 727 & L
THBENTET77ANME, T7AN AR eI 2T ARV OB EEERLEST, =
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RO PANCE Tl
B AsaFiePOWER A A2 b DA R R T A=

Nix., 77 ANV LT =T ERETA7-DI1I2, VAT HMIETEDO T 7 A VAR EHTET
DEND DD T,

ASAFirePOWER 1 N2 DA M T4 —IL K

Action

AR ERITIEXF 2T AT V2 AAR NOBE, B aX LT
IR aryra— L —NLEET 7NN T a ICEEMT ST Y v g,

o [FFA (Allow) ]iE, BIRIICEFRAI SN Ca—F RN N2 T D A XTI T 4 TITT
By SnhEEkiERLET,

o [Trust] 1Z, FEETCZ AR LET, BRAYIDO/T v EMEHE/L— /T X > TR S
TCPHEE DA, BT AN MEAERLET, VAT AL, &EOEY 3 Xy
rD LB A X b EARR L F T,

* [Block] & [Block withreset] i%, 7w v 7 Sz R LET, SHIZTVAT AL, 7
Ny 7 rvarvk, ¥ X2 )T 4 AT IV ARk TT vy ENEEER. BA
RY) =l T A7 mA b3 EN T, BLOT7 7 A NVRY —Il&->T
Ty ANNT By 7 ST EEGC b BEAHT ET,

* [Interactive Block] & [Interactive Block with reset] 1%, A7 A7 Interactive Block /L — /L%
AL CEANC2—FOHTTPER A7 m v 7 Lic b ZlZn X v 7/ T& HHMA A~
R LET, VAT ARERRTLHEER—VTCa—YR7 ) v 78EEZT DL, 20
Ty g ATONTe X 7T 5 EOMOEERA N2 ME, 77 v a s [Allow] 12720
7,

o [Default Action] 1%, BT 740 b T v a ko T SN L 2R LET,

X2 VT 4 ATV VAo TERINTWDOERDOGAE. DT 72 a U3,
BRI Lo TR T—=ENDBHOERLUSNDOT 72X a2 ha—L b—)LDT 73
UM TI7ANET I aryTT, Rk, B2 A ET DN T T 4 v 73
BB DN—NVETZT 74NV N T 7 a il THREEND D, T=HF L—/L|Z
koTuX o 7 an-EpcBEfttir 5hni=7 27 > 3 V2% [Monitor] (12725 Z L1135V £
A,

Tr7A N AR FEFII~NAT 2T AR NS, 77 ANADB—FKLIZL—LONL—)L T
Iy aBEEM TN TWA T AN — L T arvd. BMETLIT7 7 A —L T
arDF T g,

Allowed Connection

VAT LWANS DT T 4y Ta—ZFFR LTEE D M,

Application
R CTRIHINTT 7Y r—ra
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Application Business Relevance

TR INT=T 7V r—ray 877 4 v ZICEEMT Bl B YR A & OBEE ;- [Very
High]. [High]. [Medium], [Low], [Very Low], #&ft CHetiSni=7 7V r—ra 0847
Tl BEET A EURABEMERH Y £T, ZOT7 44— FTIE, TRH0 0 bR LEND
O (BEN R BIEV) RERENET,

Application Categories

TS r— g OMBERE R BT A DI, TV r—a v O R T T3,

Application Risk

B TR ESNET 7 r—ay T 7 4 v 2 ICBEEMT BZ Y A2 ¢ [Very Highl.
[High]. [Medium], [Low], [VeryLow], Bt CRiSieT 7V r—ra ¥ A4 72 kIiC
B T2V R BRHVET, ZOT7 44— /L RTHE, ZRH6DI LRLEWVWLDONRERRINE
—éqo

Application Tag
TV =y a COBREHEMT 20K, T =y a COREE RS 2

Block Type

ARVIED T T4y Tu—b—HTHrT7 78R ar ba— L Lb— A TRESNZ7 0y
7 DH AT, [Block] % 721 [Interactive Block].

Client
W T ENTZ2 94T N T Y r—3 g

BRICERA SN CWAKED I SAT v ML AT ANEETEXRWES, 207 41—/ KNI
IR RE LTT AU A — gy 7 a halgogizdent 20 L= T, FTPdient
mEEFERRENTET,

Client Business Relevance

B CH SN 74T N T 7 4 v 7 IZBEEMT bR e YR A L oEE  [Very

High]. [High]. [Medium], [Low], [Very Low], 8t CMtisizs 24T hox A 7Tk
2, BEVRREOBEMENEEMSIT O TWET, 207 0 —/ NiE, RbRnb o (BN
D bRV Z2FRRLET,

Client Categories

74T v POBREEEHIFET LD, b T T 4y 7 TRHSNIZZ F4 7 FOKEE
YT Y,
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Client Risk

RSN 747 b N7 7 4y ZIZBEMT Bz Y A7 : [Very Highl, [High].
[Medium], [Low], [Very Low], #&ft TRt SNT=2Z A4 T hDZ A 7Tz, YA 71N
HAATOLNTWET, 2074 — L FiE, HbeWnWborERRLET,

Client Tag

TI3AT v N OBREE BT DDIEND, T T 4 v THRHEEINTZZ T4 T v FOFMEE
N B 7N

Client Version

B TR AN 94T hDOR—T 3

Connection

WNEHICAERR SN2 N T 7 v 7 7a—D[EA 1D,

Connection Blocktype Indicator
ARVEND T T 47 7u—L—KTHT7 7R ary he—L b— L THREINZT Y
7 DH AT, [Block] % 721 [Interactive Block].

Connection Bytes

BEREO AR MK

Connection Time

ot D B AR,

Connection Timestamp

et 25t S VT2 REAL,

Context

o4y rRmBLEER2 )T AT XA MNERITDEART—H, v VF aTFH
A RNE—FROFNAAL AT, VATFTAZIIDT7 4 — N RICOBANTAZ LICEZE L TLEX
v,

Denied Connection

VAT EANANRN DT T 4y Tu—2 R LEEE DD,

Destination Country and Continent

ZAE AR A hDEF L OKEE,

| PR ANZESY



| 1xvioxR
ASAFirePOWER 4 <> b Rvk 74—k [

Destination IP

ZAERANPMERTHIPT RLA,

Destination Port, Destination Port Icode, Destination Port/ICMP Code
tyvalr VARUCEBMEHT 250K — M EZIXICMP 22— K,

Direction

7 7 A ILDFEEFA,

Disposition
PLFD7 7 A NMEEDOWTINTT,
eMaware: 77U RN~V =2T ¢ LT T 7 ANESH L2 RLET,

eCleaniZ., 79U RTED T 7 ANDBTZ U —r L LTHHEIENTWAED, 2—FRT7 74
N7V —r URAMIEBMLIEZZEEZRLET,

eUnknown L, 7 7 ROMEEZEI Y BCHRNC~NAVT =T 7T 0 R)vw 77T v 7 hMTHo
NI ZRLET, 77 AMIBEINTHEREA,

s [Custom Detection] I%, 7 7 A V& Z—FNHAX LEH U A MBI L2 & 2R LE
ﬁqo

e Unavailable : ASA FirePOWER £ 2 — ANV T =T 759 R Vw7 T v P ETTX
ol R LET, TOMWETRALNDAXRY MIZLS OT N THDLA[REMENH Y
9, ZiUITHI S EETT,

eNA : 77 A NBHERIZ T 7 ANV Ty 7 L—L3 7 7 A L&A L. ASA FirePOWER
FVa— NN T 2T JTU RN I T T BTNl B R LET,

Egress Interface

B lCBEM T oA v 2 —T oA A, BHERRICERONL—T 4V TRENEEN
TWAEAIE. ANMEHTIOA L F—T 2 A ANRF LA v EZ—T A Ay MIBT AN
HDHIEICEBRE LT EEN,

Egress Security Zone

Bl BEMS T ot x0T 0 V=,

Event

AR NDEA T,

Event Microseconds

ANV PR ENTERL (A 7 B BEALD
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Event Seconds

ANV bR SRR (BEALD)

Event Type
AR NDEAT,

File Category

T ANEA T O 17 3TY (Office RXa A N, T—DAT, ~AVF AT 47T, 5
ITAIREZ 7 A V. PDF 7 7 A )b, = a—R Ty A, TT7T 490, VAT L Ty A7
E‘) o

File Event Timestamp

T ANEIFZNT =T 77 A ADMER ST B,

File Name

Ty ANFEFTNT 2T T 7 A VDL

File SHA256
77 A LD SHA-256 7~ o = fH,

File Size

T ANEIZNT 2T T A LD A X (KB H7)

File Type
T ANEIFZ~NT 2T T7ANDT 7 AN 2 A7 (HTMLRL MSEXE 732 &)

File/Malware Policy

AR NOERMICEEMSTONTWDE 7 7 AL R 2—,

Filelog Blocktype Indicator

ARNIDET T4y Tu—b =BT L7 7 ANV V=NV THRESNZT Ry I DIA T,
[Block] & 7= [Interactive Block],

Firewall Policy Rules/SI Category

BT uy 7 SN IPT RLAZRTD, £EENE2E8LA 7 V7 o4, X
V74 AT IV AT IAVE, Xy NUV—IF TV NEREFI V-7, T a—n
NT T VAN HAEZLEFXF2VT 4 ATV V2 ZADY A NELEFT 40— R, 5
WEA TV V2 AT 4 — ROAT AV OWTNNDOARNCTE £, [Reason] 23 [IPBlock]
F 721 [IPMonitor] DEAICDIr, ZDT 4 —/L RITENRANEND Z EIZEE LT EEN,
X2V T4 ATV V2 AAR PO E2—TlE, =2 PV TRERPERSNET,
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Firewall Rule

P AW L2778 A oy ha— VL b= VERIT 74V N T v ar ., TOUERC—
L7 8 ->™ Monitor /L— /1,

First Packet

Yo a rORPION Ty R Sz AR,

HTTP Referrer
Bt TR ESNIZHTTP b7 7 4 v 7 OER URL OB T2 R~ HTTP Mot (fliod URL ~
DY ERMELIZWeb A b, EOURL DB U 7 %A VR —FL7zWeb WA e d) |
IDS Classification
AR NEERLTZV—ARERT D58, V—NVDOREHEFEFDOY X MIHOWTIE, #1:
JL—ILD5FE (15—) OREZSHL T 7ZE,
Impact
ZDT 44— IV ROEEBELYUT, BAT—4, Xy NT—TRHT—%, MEsstEEH & 0Btk
ZRLET,
Impact Flag

Mmpact] 2L T ZE 0,

Ingress Interface

B\ B T DT AN A v 2 —T = A A, BREREICIERIIONL—T 4 V TRRENEG TN
TWAEAIE. ANMEBIDA v Z—T 2 A ZANFE LA v B —T =4 2ty MIBTHEAN
HHZLITEB LTS,

Ingress Security Zone

B BEM T O ATIEX 2 VT V=,
Initiator Bytes
tyvar A=z —2REELEEEH ST M

Initiator Country and Continent

=T 4 T HRER IPPRHE INTZHED, By a B LIEFA NPT LA |ZEH
i b EF LUK,

Initiator IP

ol ar LARVEZBBLERZ FNIPT RLZ (B LOIDNSHERNEIL STV 5
AR A ML) o
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Initiator Packets

tovarA =V —RNEE LGRSy M

Inline Result
WOWT BT TT,

s BIWTRFAL, V=& b H—L LT LRy REVAT AR Rey S L2 L%
RLET

o JRED FRH], [Dropwheninlingl RV > — A7 a3 (74 VEBRE) 242021
A, FREVAT AN T V—=2 7 LTS IEIC [Drop and Generate] /L— /L3 A X2
NEER LIS A, IPSBNry e Ry S LI AR LET

e 77y, MUH—& L THEMEZ/L— L7 [Drop and Generate Events] (Z5% & &4 C 7
WZEERLET

ZARY == )LDARREETIIA T A ey TR b6, £ TA4 v
AV B =T oA ANE T E—RIZR>TWAEEEEZED, Ny v TRERETCIIV AT
LIy M2 Fay LRI EIEBELTLEEN,

IPS Blocktype Indicator
ARVIED T T 4y 7 Tu—e—HTHRANV—LDOT 7 g,

Last Packet
Y va v OREON y BB Sz B,

MPLS Label

ZORAANRY N2 ) AT—L7e "y FEBEMFT O TS LT 7 e hal T A
AvFT T,

Malware Blocktype Indicator

ANRVEIEDIN T T4y Tu—e—HTH7 7 ANV =L THRESNETR Yy 7 DEA T,
[Block] & 7z 1% [Interactive Block],

Message

ARV MEHATLTF AL,

W= R=ADRAA R SOYGE, ARV Ay E—VFA— Ao B sET, 73—
FR=ZBLOTV TrE v PR=2DA N bOFHIF, AR M AyE—IFn—Fa—
TA4 YT ENTVET,

NI 2T AR FDEEF, AT =T Ay MIBEEMAT SN T A BEIMER, > b
J— R—= 2DV T 2T A NOBPE., ZDOT7 4 —V RIZT—EZBANLOLNDDiL, HE
NEBEINEZT7 7 ANTEIT T,
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Monitor Rules

FORHGE T—HTH8OFETHE=H L—/L,

Netbios Domain

Ty a T I NeBIOS KA A >

Num loc

BAAXR N2 NI A= LT LI NI 7 0 v 703, R BEBRT R MR 5= A
DOIEHF (1I0C) b R T —& LTHER LD E D D,

Original Client Country and Continent

DI FTAT LV RDIPT RUABRETHE, ZOMERGTH-01IC, VAT MITDT 7
A7 > NPT KL A% X-Forwarded-For (XFF) . TrueClient-IP, F7/213 0 A X LEZDHTTP
~yX—nbH L, EE B EERT — % ~—Z (GeoDB) AL CEHIZ~v vy LE
To TDOT 44—V RIZANT DI, TDT TA TV MIESNWTTvxy N T 7 1 v 7 &AL
AT 7Ry ha—L b— BT HLENRS Y 9,

Original Client IP

X-Forwarded-For (XFF) . True-Client-IP, E£7213H7 A X LAEFZD HTTP ~v X —nH D, JTD
TIATVMIPT RVA, ZDO7 4=V RIZANT AL, TD7T7A4T v MIESNTT
OXy NI T4 I ENFETAT IR o b —L b—)VEEMMITALERHY £97,

Policy

ARy NOERICBEEMN TN TWAT 7R 2y ba— LK) o— BAKRKY > —, F7=
%y b= 5 R Y >— (NAP)  (H2D5HA) .

Policy Revision

AR NOERRIZBEEM TN TWAT ZERX ary ba—L RY v— BARY—, 7=
Xy U= 0AR Y v— (NAP) (BbDHEE) Ve va,

Priority

Cisco VRT THRIE Stz A X b OESENEN,

Protocol

Bt Chti a7 m han,

Reason

WROGE RPN v 7 Sz 1O EITEE ORI,
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o [User Bypass] IZ. v AT AT —TF O HTTPER A2 7 0 v 7 L7z, a— Rk
R=UTr Vv 78EEZ LT, mANCERL WA b Z E AR L2 & &20R
L E9, [User Bypass) OFRITMT [Allow] DT 7 > a > XTI £,

«[IPBlock] iZ, VAT 2N tX2 VT4 AT VP2 AT —HIIFESNWT, £ VAT
Ta L CHEREEL L2 2R LE T, [IPBlock] DAL T [Block] D7 27 2 5
VERTIZRY ET,

s [IPMonitor] 1X, AT LB EXF 2V T4 ATV V2 AT =TSN THER A R
FTRETTLED, 2= PR e G e TER T2 L 0ICRELLZ 2R LET,

« [FileMonitor] i%., ¥ AT ARERICBWTHED 7 7 A LV OFEEEZ BB L2t 2R LE
R

e [FileBlock] IZ. 77 A NVETIZ~=N T =T 77 AANERICEGENTEBY . AT AN
ZOEEEHNEZ L 2R LET, [FileBlock] DJEAIF49 [Block] D7 27 g v &7
W20 E£9,

* [FileCustom Detection] i%. B A X LfEMHY A MZH D7 7 A ADBERICEEN TR, &~
AT DN ZEDFEEINEZ L 2R LET,

e [FileResume Allow] IZ, 7 7 A WVIEEDIEXLDIZT 7 A NV Ta vy 7 Elid~r =T 7
By 7 7y AN A= UL TT Ry ENLIEERLET, TOT 7 A NVEFAT
D LWT 7Ry bar—)LR Y =Rl &% T, HTTPE v > 3 XA EIC
HEALELE, ZORRKIE, A T4 UHEROATRRIND Z EICHEELTIEE N,

s [FileResumeBlock] i%, 7 7 A LVEEMZ DI T 7 A NMBREE I~V T =T 7T 0 R
N DT T T AN N— VNI Lo THAINTZZEZRLET, TEOT7 7 A VET Y
IJFTHHLNT 7Ry ha—L R =Rl SN % T, HTTPE v v a VIXEE)
IS IE LE L, ZOREIE, A T4 OB TR REND ZEICEELTLES
AN

s [IntrusionBlock] 1, #Efi TR SN 27 a4 b (RARY —EHK) & AT AP
Tay g Ly, Tyl 3539l tERLET, IRATE 2 (Intrusion
Block) | DHEEHIX, vy s &=/ A7 A FOEAIX[7 ey 27 (Block) . 78 v
I ENDETE ST 27 v, FOBAIT[FFAT (Allow) |07 7 va v bxte LTH
HEbINET,

« [IntrusionMonitor] I%, ¥ TR SN/ 270 A 2T AT ARBH LSOO, 7
0y Y LphholzZl b LET, ZiuE, b T =S BZAL— /L OIKEED [Generate
Events] [ZF%E SN TWAEAICRAELET,

e 2T U VHIBRIE, E—7 % —F £721% YouTube EDU BERED W T N IC B L7z 2 7
UURIRE FERT AT, VAT ARy NEER LI AR LET,

Receive Times

SRR A FETAT LV AR Z A R MTISE LT,
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Referenced Host

Bt 1 b 2L DNS, HTTP, 721X HTTPS D4, Z D7 4 —/L RiZiZFnEho~
o haBNEHLTWERA MBRFRRENET,

Responder Bytes

tyiar VARVENRERGE LGN M

Responder Country and Continent

N—T 4 VT RRER PRI S NTHAD, By ay LARVEORA NPT KLAIZHE
BT Bz Ed LUK,

Responder Packets

tyar LARVENEE LS v Mk,

Responder IP
tyrvarA=vE—RIURELTEARA NPT RLA (BLODNSHRSEMEER TN D
BAIER A M)

Security Group Tag Name

BRIl BRT o7y boeX 2 VT 4 ZJV—T7 %7 (SGT) J@M, SGTIL, BfE*xy hU—
JHNTD, FT77 47 OERETOMEREZIEELET, ¥X=2V T4 7 V—7 727X (Ciso
TrustSec & Cisco ISE D7 (I H@DOMERE) (3. 7> ARy FU—ZIZAD L IZ@it%

Signature

ARVEIND T T 4 I E—BTIHEBAN—NLDOL T ZXF ¥ ID,

Source Country and Continent

EETLAR A N OEB LK,

Source IP

BAA Ny FTEETAZ RBEATS IPT FLZ,

Source or Destination

A R SO A FEITBIEE T DR,

Source Port, Source Port Type, Source Port/ICMP Type
tyvar A= =R HEETAR— FELITICMP X 1 7,
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TCP Flags
Pt CRii S TCP 7 7 7,

URL
o g UHIZEREORA Mo TER XL~ URL,

URL Category

Ty v YRICERROR A ML > TEERENTZURLICHEMN T 6TV 7 Y (il
HFRERLE) .

URL Reputation

Ty va VIR RORA ML o TER SN2 URL ICBEM T STV DS L E 27—
va v (FERATRERSLS) o

URL Reputation Score

Ty va UPICERR R OAR A Mo TER SN2 URL ICBEEM T bR TWnD L E 27—
var Aay (fEHAREREE) .

User

AR W ELEFRA N (BIEIP) O2—H

User Agent

B TR ESNTZHTTP N7 7 4 v/ oG Lira—Y ==V =2 N 77— 3 vd
5

VLAN

AR N MU= LTy MCBEEAT ST B & NHE VLAN ID,

Web App Business Relevance
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varOEATTEIZ, EVRALEOBEENBEEM T O TWET, ZDO7 4 —/ Rk, &
HIENH O (BEMER R BIEV) 2R RLET,

Web App Categories
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Web App Risk
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Web App Tag
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Web Application

N7 4y RIS Web T Y r—a
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1 not-suspicious RETH W RN T T 47
2 unknown NV AP a4
3 bad-unknown AERWRIEDHD T T 4 v 7
4 attempted-recon EE ARV N gW
5 successful-recon-limited IR 2 WO\ FR AR
6 successful-recon-largescale | SO/ fE IR 2\
7 attempted-dos P—EREGRRITSI N
8 successful-dos P— B RER A
9 attempted-user L YR ORI TS T
10 unsuccessful -user PR DS R LT
1 successful-user = — PR DEFFIT R D)
12 attempted-admin HHE OGN RITS N
13 successful-admin EELE R OISR D)
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14 rpc-portmap-decode RPC /7y DFa— |

15 shellcode-detect FATHREa— RS ST

16 string-detect e LWICFRIR I S e

17 suspicious-filename-detect RHOLW T 7 A VA S

18 suspicious-login FbLWa—V el Licn 7 A URITHAH
iz

19 system-call-detect VAT A a— LK ST

20 tcp-connection TCP &t A3 5 H S 417z

21 trojan-activity Xy hNU—7 oA OREPHEHENT

22 unusud-client-port-connection | 3@ %, L (XA AR — &2 7 54 T RB™MEA L
T

23 network-scan Xy hT—27 A%y O

24 denial-of -service H— B A E DR

25 non-standard-protocol TR RGP A= N ) = all = 0 PNV NIVRY - fa s

26 protocol-command-decode | —j¥fy7r e ha)l o R Fa— R
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28 web-application-attack Web 77— g LI

29 misc-activity FOMDOT 7T 4 BT 4

30 mi sc-attack DM OB EE

31 icmp-event Y72 ICMP A X b

32 inappropriate-content AREE 2 NER B S -
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34 default-login-attempt FIFNLINDZ—FL L RXRT— Rk Bus
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3 sdf W7 — 5

36 malware-cnc BEFO~N D 27 av REHENT 7 4 v 7
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37

client-side-exploit
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file-format
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