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F T U ART Ly b= ROBATE, EBROR A FOSEEEE ST 5841, Firepower Threat

Defense 7 /3 A ZRA L b T DL LT v T AN =L NV—HDAZT 4 v 7 )b— NERE
LET, 7V VI N—TDIPT RLRAEZRELET, NFUAXT L M E—FDY E—
KHRARDEE, TvT AN =B NVN—FDAEZT 4 v 7 L—FrTROYIZEFT AR —
LL—FDIPT RLAZIEETXET,

RLC7 LR (74T 2T 47T« NAT)

TATUT 4T 4 NAT OFT 7 4/ NEIWET, 7BF% T ARP i34 x—7 iz si, thozx %
T A Y7 NAT V— L& —FLET, MEISUTTRF TV ARPEZT 4 E—T7 M TXET,
MBS U TR 2T 4 vV NAT D70 % ARP 2T 4 B —7 NI TEET, ZOHA
X, 7y 7 AN =LA N—FOHY RN — 13 HD I EEMRTINERDH Y 7,

TAF T 4T 4 NAT DA, BHIT7 252 ARP AN RE T, HEIC X o TidEEkithic B+
LI EE T HRENR DY £, 722X AEEDIP T NVADJRHFRT AT T 4
T A NAT L— L& RELIZSA, 7aX UV ARP 24 F—7LOEFICL TR E, vy Y
TAVE—T x4 ACEBEE RSNy N —2 EOFRA NOMBEEFIXEZTZEnH Y
T, ZOHE, vy BT Xy hU—FIDOFRAMBRRILER Yy hU—7 OfOFR A~ LEET
L& ARPESRNOT FL AL ((EEOT FL AL —ET %) NAT b—/b & —8ELEd, Z
D& &, FEBRZIE Firepower Threat Defense 7 /31 A [[iF D37 FTRWEGA TH ., Firepower
Threat Defense 7 /34 A [ ZZ D7 RLAD ARP # 7 ¥ LEd, (ZORMEIL. T8 NAT
=V RERESNTOLHEICHREAELET, NAT b—/VTFEIT L5EEDT R L A@ITTIC
BT DLENRHY ETH, Tk ARPHEIL NEET] 7 FLAICH L TORMTONE
T) . EEEOKRA D ARP A DRIIZ Firepower Threat Defense 7734 A D ARP J&& % %15 L
72%46. b7 7 4 v 7 1XiR - T Firepower Threat Defense 7 /3 A [Zi5E S E T,

R

Z T, NAT 2 FEEFT 7200 HA KT A4 SOV TEECHEBE L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wosra7or—nE—Fosiq k514>

NATD D 7AT7 94— IL E—KDHA FSA >

NAT (X, V=T v RE—KRELE " TFUAXT LU N I7 AT U4 — )L E—RTYHR—FENT
b\iﬁ‘o

7L, TV IN—TF A NR—DA B —T 2 AR (T TN— B, X —T =
A AD—ETHDHA X —TxA A, BVI) TD NAT ZEIZITROHIELRH D F97,

TNV TN—T DAL NR—=DNAT ZHRTET HIIE, A=A X —T 2 AZFRT
LET, 7V I n—F A ¥ —Tx4 A2 (BVI) ®NAT BEZEETAHZ LT T
FH A,

TV TN—T A N—DA X —T A4 A TNAT #FEITT 5 & X213, EBEDOB
LW~ B 7 E3NT FVAEZRBETDHOVERNHVET, v ¥—T=Af AL LT T
B ARETs iz TcEEEA,

A B —T 2 A RAEHEINTWVWABIP T RLARRNWED, v v BT INET KL X
NI TNN—T A R—DA B —T 2 A ATHHIGEE. A F—T A APAT %
RETHZLIITEERTA,

EEIL LA F—T oA APRCT Y vV TN—T DA NR—Th D5, IPvd &
IPv6 % h U — 7 M OEBIITE EHA (NAT64/46) . AHX T 1 7 NAT/PAT 44/66,
X AT w7 NAT44/66 B L O A F 2 v 7 PATA4 1213 NgFal SN HiETHY . XA F
I 7 PAT66 I3V AR — b ENFERHA, m7E L, SFEIERT IV v T NA—T DA LN~
M, F7T7 YV vV =7 A" — (EEK) LEFEEL—T Y AU Z—T7 =4 (38
Je) ML NAT64/46 2 EITTX £,

Y

GE) A IA4v AV IA L ZyT, TRy T T—RTEETDA L —T =1 ATHL
TIENAT R ETE FHA,

IPVe NAT DA K54 >

NAT TiZ. IPv6 DY R— MK DTA KT A v EHRIFINENET,

=Ty RE=R AU =T oA ADGEIE, IPv4 & IPV6 & DFOLH S TEET,
RUTY oY TN—F DA N—ThHHA L E—T A ATILIPv4 & IPv6 DRIDZEHLT
TEEFA, 2ODIPV6 £721F2 2D P4 R N =7 TORLERTEE4, ZDOHl
BlZ, A1 Z—T oA ADBBRRETY oD TN—FDRA L N—THAES., 137V >
U IN—T DA N BRI N —T v R A U H—T = ADMITITFZE LERA,

FUTY Y IN—=TDA L F—T A ABTERTDH L X, IPVODX A F I v 7 PAT
(NAT66) ZfEHTCEEHA, ZORIRIE, A F—T 2 A ABERLTY ¥ T —
7@X/A—T%éﬁu\ikﬂfUy?ﬁ»—f@%yﬂ—kﬁﬁﬁﬁw—?yF4
VHE—T A ADMITITEY LER A,
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
IPENAT DR kT35 742

« AXTF 47 NAT DAL, 164 FTOIPv6e Y7 Ry FEEETEXET, IV K
EWT TRy MIR— IR FEHA,

« FTP % NAT46 & & I 58415, IPVAFETP 7 54 7 + 25 IPv6 FTP - — 2 #ikt
THEEZ, 74T v MIYEEASAYy 7 E— K (EPSV) E7/IIIER—K E—F
(EPRT) ZEfH+ 20BN H Y £9, PASV 2= FE I OPORT =1~ RiL IPv6 Tl
PR— b ENERA,

IPv6 NAT DR R + 759 F 4 X

NAT #{FHAT2L, IPv6 1y FU—Z [, EHICIPVEABEIOIPV6 Xy U —7 O CTERLT
XFET =T v RE—FKOHKR) , WOXAKNTT 7T 4 AR LET,

* NAT66 (IPv6-to-IPv6) : AHX T 4 v 7 NAT 245 L et L£4, ¥4 FIv”
NAT F 721X PAT 2 CX 972, IPv6 7 RL A X KEIZH DD, ¥ AT I v 7 NAT
EHATOMERD Y EHA, VF— T 7 4 v 7 EFALARVERIE, AZT (v
NAT V—/L & H—FRICTEET (FHINAT OH) |

* NAT46 (IPv4-to-IPv6) : AHX T (v 7 NAT i35 L ZHE L £4, IPv6 7 KL &
ZEMNT IPv4 7 R L AZERI LD 072 0 KEWD T, BEICAXT 4 v 7 BHITHIGETE

7T, VF—V T T4 v 7 EBFALBRWGERIL, A¥ T 4 v 7 NAT b—/ /L& H— K
IZCEET (FHNATOR) , IPv6 ¥ 7 x> MIEWTH5E (96 LLF) | RO~
BT T RVRIET 740 N TIPVAOIALIPV6 7 KL A LD EF, ZDOT RLAT
X, IPV4 7 RLAD32 Yy WIPV6 7' LT 4 v 7 ADBITEDIAEFN TWET, 72& 2
E, IPV6 VT 4 v T A6 T VT 4w 7 ADEE, IPvdT KL RIX, 7 FL ADFxHk
D32y MIBMENET, 72& 2iE, 201b:0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 15 201b::0.192.168.14 IZ~ v B 7 SN ET (BRAEZRILTER) , /647

E. X0 ENWT VLT 4T ADE, IPVAT RLVANRT LT 4 v 7 ADBITBINE .,

BT 4T AD0s BIPvA T RLADORKRIZEBMESNET, £/, EET, Xy MNEOT K
VAEBEBRTEET, ZOHA. UIOIPV6 T R LA ITRAIOIPvET KL A, 2% H IPv6
T RLRIZ2FHDIPVAT RLA, OXHIC~vy 7 LET,

¢ NAT64 (IPv6-to-IPv4) : IPv6 7 R L ADEIZK s TX B +457250D IPvd 7 R L A 3720
BAENDH D F9, KED IPv4 BHERIELTH7-0DICF A F I v 7 PAT 77— V2T 5
TEEHELELET,

BREMZ 70 Fa)Lizxtd b NAT HR— +

thH A VEEABELS T S r—va B halo—E, Fiido%y MZIP T KL &
EYDIANTET 7V r—ya @7 e halo—ik, ROV—E 22T 5 7-DICHRE S
nE,

e BUAR—AVDIERR  —E T A r—g T a ot EmER—- NERITIRIE T —
FENTER—FTEHZY TCP £/ UDP #ki 2B £4, A AT I g LTI,
INHEDOEHIHE Y R— OB HR—=APRHL DT, 2—FEFENLEFATHT 7 A
FIEN— NV EERT B MLEITH D FH A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B azs270 ra0ixd 5 NATHH— k

NATOEXWZ : Fa haLo—HE LTONr Y N F—2NOE D & U B OFTP
WHIAALMIP 7 FLARBLI AR — e lo7a ban, =2 NERA 2 bOWTINIZE
H4 B NAT BN DHEE. A VAT ary oy uit, BOAEREZT RLAB L
OR— FO NAT B a KT D X 91y b F—FaEXx$4, B2V B
IXNAT DEZHZ N2V EEEL 8 A,

e 7 ha LR —E DA AT T g TR, BRERE T e Faildh HFEE D RFC
~OUERLN TR AV E T,

WDOFEIZ, NAT DEXHZ & NAT OFIRFHAZ#EH T2 MmAR 7 e haLvzRrLET, 2
o7 kA i gt NAT V—/ L OERR T, 26 OfIRFHIZHEL T ZSWn, =
CICRHEHEIN TOARWVERENSE 70 3 /LI NAT OESHB2 ZEHALEEA, 26D
AT a2, GTP, HTTP, IMAP, POP, SMTP, SSH, BXO'SSL n&aEh £,

GE)

NAT DEXHZIT, VA SN TWAER—FTORAYR—FSNFET, ZhHDOTa han
DO—ETIE, Xy NT—ZRIFR) > —Z2EHLTA v AT g v aRMOR— MIPETE
FTN, NAT OEZHZ TN OOR— MIJEESEH A, Ziicid, DCERPC, DNS,
FTP, BLUSunRPC A > A7 v a rNEEnEd, FEER—- N TcInso7 e hats
T 25813, #6ETNAT 2 LT 72 &0y,

R2Z:NATOHHR— bRET TV r—2a v A VRRI V3

BREMEZ IO RO,
FF)r—vay R— bk NAT 2B % HIREI18 ERFEHDE Vik—IL
DCERPC TCP/135 NAT64 732 L Yes
DNS over UDP UDP/53 NAT H 73— MiX, WINS fRHOA IR TIX |72 L
fEHCcEEEA,
ESMTP TCP/25 NAT64 732 L No
FTP TCP/21 HIRRZe L, o
(P IGAFY T AXT 47 PATIE Y HR—
FENEEA,
H.323 H.225 (=2—,1 |TCP/1720 (52BN T) ZART 47 PAT 2L, |Yes
EEREES UDP/1718 HEAE PAT 124 | AU A,
HI23RAS RAS DBt NAT64 72 L.
UDP/1718 ~ 1719
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| Firepower Threat Defense R %y k7 —%4 7 KL X Zih

(NAT)

pENR 70 banisd s NTyE— ]

FIVr—vay

BEXE7O R,
R—k

NAT (B9 5 IR EI1E

EREHDE VR—IL

ICMP ICMP HIR7 L, No
ICMP Error (NN A AL H—
7 A ATEEEIND
ICMP F5 7 4 v 71%
BEINEEA, )
IPASay RSVP NAT64 72 L, No
NetBIOS Name Server |UDP/137, 138 (4{E7¢C |69 PAT (39— b S EH A, No
over IP R—F)
NAT64 72 L
RSH TCP/514 PAT iZH R — SN FEHA, ©
NAT64 72 L.
(VFAZVT) RET 47 PAT 72 L,
RTSP TCP/554 PE PAT IV R— F &N EHA, °
(HTTP 7 = —% 7 |NAT64 72 L,
T L FEH A, . _
AR L% ) (7 F9ABZY D) ZAEZT 47 PAT 72 L,
SIP TCP/5060 PLIE PAT IZVR— FENEH A, °
UDP/5060 NAT64 F 7713 NAT46 1372 L.
(VFAZVT) RET 47 PAT 72 L,
Skinny (SCCP) TCP/2000 JEAE PAT 134 R — b SR EH A, °
NAT64. NAT46. F 7213 NAT66 1E72 L,
(VFAZVT) RET 47 PAT 72 L,
SQL*Net TCP/1521 PE PAT IZY R— F &N EHA, °
(N—=T=a 1, 2) NAT64 72 L,
(V7 F9AZY D) ZAEZT 47 PAT 72 L,
Sun RPC TCP/111 PLIE PAT 1TV R— FENEH A, Yes
UDP/IH NAT64 foc L
TFTP UDP/69 NAT64 72 1, Yes

(T ABZY D) AXT 4 v 7 PATIE Y R—
FENFEEA,

XA ue—FRIPT RVARZEBINERA,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wozotons ks

BEXE7O R,

FIVr—ay R— NAT (B89 5 HIRE1E EREAHDE ik—IL
XDMCP UDP/177 PEIE PAT 1ZH AR — F S EH A, i
NAT64 72 L,

(VFAZVT) RET 47 PAT 72 L,

NAT D ZDMDHA 54>

e TNV ITN—T DA N—=THDEA L Z—T =2 ATIE, ANN—DA L H—T A A
WNAT V— V&R LET, 7V v IS v F—T7 = A A (BVI) BIKIZ NAT L—/L
T A LixTEEY AL

e (HEINAT &) , BEDAF TV =7 MK LTI OO NAT LV— AP 2 ERETEXF
T, A7 V=27 ML TEEDONAT L— V2R ETHHEF. RCIPT RLAZETE
THRRLALHOERDA T =7 FEERTALERNLY 3,

*VPNRA VX —T 24 ATERINDE, AV F—T2AADERFESP 77 4 v 71T
NAT V— VT SN EH A, VAT A TIEMLSIIZ VPN R RVDESP b7 7 4 v
7 DRHFFAI S, BEAFD b O VICBEMIT DL TWRW ST 7 ¢ ZIFREEINET,
Z DOHIFIIL ESP & UDP AA— bk 500 B X1V 4500 iz@H &4,

XA F Iy PAT T 57 A ADEHRDT /34 A (VPN UDP AR— | 500 & 4500
IXFEBRICHEH S D AR — FTldZewy) TH A M VPN 28 L7284, PAT 734 2D
BRIZH DT A ANSERE BT OVLERH Y 79, ELVER— MEERDILRN
720, VARV ZIZEXa T4 7Y vxm— a3y (SA) ZlBTEEE AL

NAT 2> 7 4 FX¥al—a 2B ELZEXC, BBFEOEBB Y A LT 7 325 E TFF
TTICH LWNAT 2 7 4 X2 b—va B HTE L9127 5I121E, 7734 A CLI
Teclearxlate =~ &AL TEBT—T NV EHELET, 750, BT —T V2
ET DL, BHEMEH L T LBIEOHERN T X CUlranE 7,

N

GE) A AF I v 7 NATE7-1FPAT L — /L 2B L, RICHIER L 72 L—
JNZEENDT RLRLEHET L~y BT T RLREEFHH L
VIL— VBB S &L T Ly b—ouiE, BIFR S 2 r— Uiz B
HAT SN2 T _RTORERD X A LT U b3 50 clear xlate =~
VREHEHLTZ U 7SN ETHERHESNEYA, ZOTRTE
OBMT T, LT RLAREEORZ MTED Y ToHhenk
INZTEET,

1 ODF T2l b TNA—TITIPv4 & IPV6 DT DT KL AZ ANAZ LT TEFH
ho ATVl N TN—T120F, 1DODFATDT RVAEITREENTODILELRSH Y
\i—a—c
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT Dz Dt 74 k54> [

o (FEINATOH) , NAT L—/LCHEETLT RL AL LCany 2 AT 584, lany) b
Z7 4 v 7 DEFR (IPv4 & IPv6) (TN — /2L > THEZ Y £4, Firepower Threat Defense
TS APy MR LT NAT 27T D1, 237 v R IPv6-to-IPv6 £ 721%
IPv4-to-IPv4 THHMLENRH D £9°, T ORIHFESA:TlE. Firepower Threat Defense 7 /31 A
X, NAT L—/L D any DIEZRETE ET, 72& 21X, lany] 226 IPv6 — 3~/ —
NEBRELTEY, ZOYV—RRBIPvd7T RLANL~ y 7ENTHWSEA, anyld EE
DIPv6 N7 7 w7 ) ZEWLET, Tany] 76 Tany] ~ONL—LERELTED, &*&
B A v 2 —T 2 AIPVAT RL R v BV 7T 588, ~v B T8N A v ¥ —
TxA AT FLRIZEoT5% S IPv4 THDH Z LARENDT2D, any IE {EE D IPv4
NFT7 4w 7] HEWLET,

FBUL~y I ATV NRIN—TEEEHD NAT V— /LT TE £,
ey BT IPT RLA F—F, ROT RLAZEL N TEXETA,

XYL AE =T 2 A ADIPT RV A, —/UZ Tany] 4 > ¥ —T =1 A% 5

ETDHE, TRTOL L E—T =2 ADIPT FLANEEESNET, {4 —T =
A APAT JV—7 v RE—FRDH) ODLFEF, A1 F—T 2 AT KLADRDY
WA Vv E—T oA AL ERRELE T,

« T L F— N [ H—T 2 ZADIP T FL A,

e« (RFUVARTLYFE—FR) BHIPT FL A,

o (X4 w7 NAT) VPN 23A Z—T OB, AZ AL AV B —T A AD
IP7 RL A,

CAXT 4 I BELOF AT I NATRY —TIEEET L AZFEH LRV T ZE
W TmE T BET RLAZERTLHE, PPTPOE D U F VEENE AT I v 7 xlate
TIIRL AZT 4 v 712k v N LT=8S . PPTPEHGOMESLIZ R T S ATREMR N H Y 17,
eNAT L— /L DEETT RLALVE—F T7EAVPNT RLA F—/LOEHET KL A
A CTE EHE A

=L TEA VB —T 2 A ARIEETHE, V=T 4 T T—T N TIL— " BHREIH
LHOTEHRL, ZFOAE—T=2A ANPHNA X —T = AL LTHERAEINET, 7272
L. 747 T 45 4 NAT OEA1E. VIV —h vy o0 7 v PR+ 547 3
UMMBHY FT,

*NATIZ " T 74 v 7 BN LTCORBEHINET, VAT LI TEREINTZ N T 7 4 v
71X NAT OXRITITR 0 ¥ A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B zrs7 am80:00 NATORE

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

BRIZXT HBEID =6 D NAT DELTE
S e R PR~ ENBT | PR~ b EhB E
VR WHXDTA VR |11 RH AL TOERX
WP (Any) |47 L FTD WA (Any) | Admin Access
Admin Network
Admin

Py hT—7 7 RUAEBITIEEIEHERGERH Y £9, BHROBESCN T TNV 2—T 4
VT NREEIRIR A RE T BT, =V TERTET U NCT A L AR L 9, NAT
BT AORNCHERSFET L Z ENEETT, ROFIETIZ, EARNRT Fa—F%2 R 1L

F7,

NAT R YU >—iF, HERY > —TF, FEEDONAT L— L E2HORXF AL 212, R —%
Bl Y TET,

B Y TOHNT-T A, RIRY — DR EDL— LR SN L0 E 90T, — /L TR &

NHEALE—T2AAFTVx7 b (X2 VT4V —rFERBFAF—T oA AT N—F)
ko TEENET, /X —T A RAFTT V2T MITNA, ADA LV Z—T = A AN
UEEENTWAESE, V= ANT A RTEAIRET, LER-> T, EEESA V¥ —
T2 AAFT V2l NEFRFTHILET, B—DHERY O —HNOTFT A ZADOH 7 X v MIi#E
HENDHL—NERETEET, HEE] DAL H—T oA AFT V=7 MIEH IR —
ML, TRTOT AL RATHEASINET,

THRAADTN—TIZEESERN—NABLBERIGEIT, O NAT R o —E2HETEE
B

ATYT1 [T/84 X (Devices) |>[NAT] Z#4R L £,

s BT LWAR Y —ZAERT HI2IE, [FTLWLAKRY — (New Policy) | > [EBBA{H NAT (Threat Defense
NAT) |27 U7 LET, RY —IZARIZEMT, 72 a T A AZED YT, [fR17F (Save) ]
7V LET,

TNAZADEN Y Y TEBTERTHITIEL, AU —ZmEL T, [RY —FD 4T (Policy
Assignments) |V > 27 %27 Vv o7 LET,

« BEfF DB BB NAT R Y o —%fRET DI121E, MET M2 () 27V v 7 LET, ZOX—=Y
(21, FTD T3 & 720 Firepower NAT 7R U o — H FR SN E T,
ARTY T2 VERV—LERELET,

HAFI v I NATV—b, A FI v 7 PATIL—)L, ZAXZTFT 47 NATL—)L, BLOTAT T4
7 4 NAT V— AV ZERTEET, MEIZOWTE, INAT X4 7 3~X—) | 2L TIEIN,

ATw 3 FEINAT T/-ITHEINAT & L CEEST I L—LERELET,
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T4

ATy TH

ATvT6

zRI=x T sEn-oo NaT oz ]

INHD2OOFEEF T g ORI HOWTIE, BEINAT BXO FEINAT (6 3—) 2R T
<TE&EW,
FTNRA AT LW AR~ A AT HN—VERELET,

BHEHOFTNSA ZIZ T ODONATRY —ZFV B TEHIERTELED, L DT/, A2 1 DD)L—)L &
RETEXET, LEL, T NA AL TERBRDIRDB LB I — N0, T3, ADH T & v MDA
WHTREAL—LDOEELH Y F9,

AVE—T 2 AAFT V=7 FEFEHALT, V=V EHRETDHT A AZHILET, WIZ, x> hU—
I AT NCHET V2 bOA—NN—=F 4 REFEHL T, TXAATEIHEHEINDT RLAZ T A
22w X LET,

SRR OWTIE, HEDOT XA ADNAT V— VDI AZ <A X (20 2—) R L TLIEE,
WROBETHIAT HL—VEER L E T,

« X4 F I v/ NAT (22 2—79)

« XA} v PAT (28 X—7)

« AXT 47 NAT (37 <—7)

*TAT T 4T 4 NAT (48 =)

NAT BY o — e — LB ¥4,
R —LZDON—VEBEBRTHITE, ROZEE2ITVET,

R —DABTETIIHAERE TSI, 26D 7 —LRE 7Yy L, BEAEZANLT,
TA—VROMUET Vv LET,

BFEDT NA ANZHH SN N— VDI FRT DL, [T3 AL D7 0% (Filterby Device) ]
Vw7 L, BBIOTARA ZEZRBIRLET, V= ABTA,L ADA, B —T = A ZAoEief v Z—
T2AAFTT V2l VL TOWDEHE, TOT 3, AV—AREAInET,

AR =DFOVYTHENTWDET NS REERET HITE, AU —HFY YT (Policy Assignments) ]
Vo2& 7Yy 7 L, REIDGUTRIRLIZT NS A VR MEEHRLET,

V= ILBERTHDIN, FHITEHNTHEINEEFTTHIZE, V=& hH7 Y v 7 L, [HREE (State) ]
a<wy R EMOA v a rEBRRLET, Zhboary ha—L2HEHL T, —LZHIBR LA
WT—IFMIC T2 2t T E T,

IL— IV ERETAITIZ. V—LORET A3y @) 2 Vvl LET,

c L EBIRT 2I2E, L—A 0 (M (delete) 174> (H) 220927 LET,

ATY T [Save (RTE) |22V v o LET,

ZHUT, [DeploylZ 27 Vw7 LTEIDETHNTWNDET ANA AR —%EHTEET, ARITHRY >—
BMATHETHDIRY FHA,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B =07 (20N L—LOHRETA R

BEOTNNAZADONATIL—ILDHRATA R

NAT RV > — 3G N0, BEOT A AHEDORY) v —%2EN B THZ LNRTE
9, ZEL, BELLEA T V27 MCERETEDLHEBNAT L—LX 1 DETTY, D7
W, BAEFEITTDHEDT NA RAIFESNTA T V=7 MISESEREMERTET H5E
. A E—T 2 A AT T V=20 b (X2 VT4 V=V FREA v E—T A AT N—TF)
EEBRSBREL, BREALT RLAOR Yy NT—7 AT V2V NOA—R_—TF 4 K& ERH
LHMENH Y FT,

AVH =T 2 A AFT V=7 bTlE, W= NERETDHT A AERELET, Fv hU—7
FT 2 FOF—N—=F 4 RTIE, FOF TV FOBEDT AL ZATHEHATLHIP 7 R
VAERELET,
WD X DN EZBNET,
«FTD-A & FTD-B (2. [linside] & W ZRIDA v F—T = A ATEHREEINDEHNEHFR > b
7 — 27 192.168.1.024 73 V) £9°,

*FTID-A TiZ, 46 A v X —T =4 RIBET D L X2, T3TD 192.168.1.0/24 7 K
L A% 10.100.10.10 ~ 10.100.10.200 O&FH D NAT 7 — VIZEHT A VERH Y F5,

«FTD-B Tlx. [N A v ¥ —7 = A AZBENT B & X2, TX3TD 192.168.1.024 7 K
L A% 10.200.10.10 ~ 10.200.10.200 O#iH D NAT 77— VBB AVLERH Y £9°,

DX ICEHT DI, ROFEEZFEITLET, ZOFDOL—NIEFAF 2 v 7 HE) NAT
HTTN, [LEDOZ A TDONAT V—NNI DT = 7 b Tx £,

ATV Tl WEA v 2 —T 2 A ALNEBA v H—T =2 ZADE X2V T 4 V=V FER L ET,

a)

[#72 x4 b (Objects) |>[AT Py FEE (Object Management) | Z i8R L £ 7,

b) AT UVDT—TNNE[f v H =T 2 A A AT Y=/ b (Interface Objects) ] 2R L. [1BAD

d)

(Add) |>[EFaYY T4 J—2 (SecurityZone) |22 Vv 7 LET, (V—rDROVIZA L Z—
TxA A TN—TEEHTEET) ,
Wi —r D7 a7 4 R ELET,

« [477 (Name) ] : inside-zone 72 & D4 HiAZ AT LET,

[#AT (Type) 1: V—7 v RE—FRKOT A ZADEEFX[V—7 v K (Routed) . KT AT
Ly b B— ROGEIT[AA v F K (Switched) ] 2L £,

c[BIRL72A o Z—7 = A A (Selected Interfaces) ] : FHR KA U X MZ FTD-A/WHELF L OV FTD-B/
WA v 2 —T7 = A AZBMLET,

[fR7F (Save) |27 U w7 LET,
B (Add) |>[EFa) T4 Y—2 (SecurityZone) |57 U v 7 L, A —r DT a/"T 4 &E
HLET,

» [477 (Name) ] : outside-zone 72 & D4 A AT L FE T,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATvT3

ATy T4

w07 A 2O NAT L—Lnh 24314 ZX ||

[ZA T (Type) 1: Vv—T v RE—=FKDT A ZADEGEIX[V—T >~ F (Routed) ]. F T2 AT
LY b= ROBABIL[AA vF F (Switched) | 2R L £,

c[BIRULTIcA & —7 A X (Selected Interfaces) | : BEIRNF AU A MMZ FTD-A/4M S L OV FTD-B/
A VB —T = A REBIMLET,

f) [#R1F (Save) 1227 U v 27 LET,
ATV T2 A7V =7 MER (Object Management) ]~X— T, JTOWNIFR Y NV —JNORy NT—7 ATV =2
FEERL L E9,
a) AVTYYDT=TNIpE [Fy b T =2 (Network) ] ZERL, [Fv FT—U DEM (Add
Network) | >[Add Object (A Ty bDEBM) |27V v 7 LET,
b) WEHXy N7 =2 D7 anT 4 ZRELET,
* [477 (Name) ] : inside-network 72 X D4R Z A L E 7,
«[*r> hU—2 (Network) ]:192.168.1.0/24 72 XDy T —2 7 KL RAEZ AT LET,
¢) [PR1F (Save) 127V v 27 LET,
B NAT 7=V DFy NI —7 37V =7 bEER L, A——F A REEHELET,
a) [#Y FT7—Y®DEM (Add Network) |>[Add Object (74 bMEM) |22V v 7 LET,
b) FTD-A O NAT 7'— /LD F a7 4 Z%ELET,
« [44H1 (Name) ] : NAT-pool 72 & D4 RTHZ AT LET,
«[%v FU—2 (Network) ]:10.100.10.10-10.100.10.200 7% X & FTD-A O 7 —/LIZE&HHT KL &
O#EPHEAN L ET,
c) [A— =T 4 FZFA (Allow Overrides) | ZE#IR L 7,
d) [A—"—=F 4 F (Override) |PRHLZZ Vw7 LT, A7V x7 b A—R_"—=F 4 FOY R F&[E
e
e) [EM (Add) 127 Vv 7 LT, [F7V= b FA——F 4 ROEM (Add Object Override) | ¥ A 7
0 rRy 7 AEREEET,
f) FTD-B 3R L, BN SN7-7 /314 A (Selected Devices) ] U A MMZBIL 9,
g) [A——FA F (Override) | #7 %27 Vw27 L., [y hU—2 (Network) | %
[10.200.10.10-10.200.10.200] |25 L £,
h)y B (Add) 1227 Vv 27 LT, A—"—=F A R&ET A ATEMLET,
FID-BOF—_—F 4 F&EFTDHE, FIDBOZDOF T V=7 FRREENDZNT, T4 TV =
7 MZEREINTWAIEORDVITAH— =T FEMEA SN E T,
i) [fRTF (Save) 127 VU v/ LET,
NAT V— VR ELET,
a) [T/3A4 R (Devices) |>[NAT] DJEIZEIR L, FTDNAT R U > —&AEkE 72 13fmE L £,
b) [—vDEN (AddRule) %27V v LET,
o) ROTaRT 4 HERELET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rsvonar

* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/L,

« [# A7 (Type) ]=Dynamic,

d [ ¥—T7xAAF7 V=7 b (Interface Objects) | ¥ 7 T, LLFOEEEITWET,
[FETA A —T = A A LTV =7 b (Source Interface Objects) ] : inside-zone,
s [BESEA U H—T 2 A A AT V=7 |~ (Destination Interface Objects) ] : outside-zone,

GE) AL H—T A AAT V= NEIL—ABRESNDF AL AR LET, —OBclE/—
YIZFTD-A L FID-B DA 7 —T = A ADHBPEFEN TN DT80, NAT R Y 2 —758010
THAAAZEID B TONTHAETH, M—MEINLD22ODT A AZDOHRBEASNET,

e) [A#t (Translation) | ¥ 7T, WOHEBEEZHELET,
s [JEDE(ETE (Original Source) | : inside-network 47 = 7 |,

o [E#EAEIETT (Translated Source) |>[7 KL X (Address) | : NAT-pool &7 =7 k,

f) [fR1F (Save) 127 Vv 7 LET,

KT 7AT U= I L > TRESINDOINE R Y N —Z I ZEHBEOEBREREL T, 1 DONL—L%
FTD-A & FTD-B TR X HIMIRTEZ 2 L5120 T LT,

443w NAT

ZIZTEH, AAFT I v NAT EFORTEFEZHOWTHALET,

SA4F+ 299 NAT[ZDLVT

X AF v NAT Tk, EBEOT RLAD I N—T1%, %5%kry NU—27 ETr—TF 47
AR~y B I T RVAD T — VA INET, v v BT SR —iZhsb7 KL A
WX, W, BEOIN—T L0 D7 EF, BRSO RA MRSy NT—2IZT Y
TRAFTDHE, NATIE, ~ v BT ENTET—A0BIPT KL A EFDARA MIEID B TES,
THT, FEEEORA MR 2B LT & SIS ER SN E T, BRI kRE L T\ D
M7Z0ETHY, BRBXA LTI THE, ZO2—FIELCIP 7 RLAZERFLEHE
ho LIS T, T RBAN—NTEDOHERENFATSNTHDHATH, BhEFy hT—27 D
2—PE, XA T I v 7 NAT 2T H R A M~ 2 it 8 A,

\}

GE) TP L TV BB, 77 B A L—ATHERENTWOIUE, UET— bk AR MIEHF LR
A RN ~DE G CEE T, 7 RLURAITRIRABETH 572D, B A M~OEEIIMEN. S
FHA, L. ZOBEAIT. TI7EAL—NLDOEX2 ) T A IIEKETEXET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+3voNToxEeFE

WO, — IR EAFTI v I NATDOYF U AR LET, EBROKA M2 NAT & v
arEERTE, WE NI T v I BRFRENET,
R4: 444395 NAT

Security
Appliance /
10.1.1.1 7 2091652011
>
10.1.1.2 ; 209.165201.2
|
¢ ;
Inside -‘"Outside 2

WORNZ, = v BT T RUA~NOEGERGEERATHNB Y E—F FRAMERLET, 20O
T RU AR, BRSTIRER T — Tz, Xy MIiRay 7 EhET,

B5:7vEVT 7 RLAADOERRBERATHNSYE—F KRR

Web Server
www. example.com

20916320110

Appliance ?

13217

B4 FZI v NATORAEFIAE
HAF I w7 NAT IZiE, RORENRH Y F97,

BT EINTET DD T RUVAREBED T NV—T L0 i nggEe. TR EIZ R
TIT 4 INENE, T RLUANRRRETHE[REMENDH Y £,

PAT TiX, 1 OD7 RLADKR— FZHH L T 64,000 2 2B WILTX 5720, =
DA Xy SPEBNIFRAT DAL, PAT 72X PAT O 7 3+ — Ao 7 FREEHALE
7,

ey BT TV TIIN—T 4 VT ERERT L RAE SRS D2MNERNH D DI, —
T A VT RRRRT RURIZHEHABETERWEAERH Y £7°,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rzvrannmozs

HAF w7 NAT OFEIE. —So 7 ha /LR PAT #FEHTXR N WS 2 LT, =&
ZIE, PAT IZIRDGAIIHERE L ¥ A,
*GREN—Y a0 EDEIIC, A—="—n—FT5dDOR—FBRRNIP 71 kL
TITHERE L £ 8 A
e —H DN TF AT AT T TV r—2 a0 2EDLHT, 1D20OKR—hHZF—F% 2 MY —
L2uEFDL, BIOFR— b EIZHEIANRA 2L, ARBK CIER2WT 7' r— g U THIERE
LEHA,

453w BE)NAT DRTE

2T—k 54+ YR— hENBT | PR—bEhB R

VR WHEDSA IR |1 RE AU TR

WA (Any) #5347 L FTD WA (Any) | Admin Access
Admin Network
Admin

AT I v 7HEBNAT V=V 2HEHA LT, ik bV —27 ETA—TF ¢ > 7 R[EEZ2BID IP
T RLAIZT RLAZEHRLET,

4O SRS

[#7 =27 bk (Objects) 1>[A7 =2 FEE (Object Management) | ZER L, /L—/L T
Ry NI—7 ATV NERIFZTN—T R LE T, > E7201E, NAT L— L& EFH
LTS EXIAT V2l FVEERTAHZEHLTEET, A7V MIROBEM:Z 7234
R ET,
s DLOE(EIL (Original Source) |: ZAUI Ry hT—2 A7V =2 b (Z—7TIERW)
TRITFUT 6T, AR M #IELITT 7Ry B AMRETT,

o [EHRHE A E(E 0 (TranslatedSource) |: Xy NV —2 A7 V=V NELIXITNV—TEIEE
TEETN, TRy h2E0LZ LI TEEHA, FA—TI1ZIPvdT RLAL IPV6 T
RULAORFEEOAHZLITTEERA, 12O0F A TETEOAZVERHY 4, FL—
TICHEHERA NPT RLUADOHEREEN T DA, ®IHIZZ AT v 7 NAT (Zff
A&, "RABFIP T RLRAIZPATD 7 +— Ny 7 L LTEAESNET,

ATV 1 [T/84 R (Devices) |> [NAT] DNEIZEIN L, FTD NAT AR U > — & ERk 72 i3t L5,
RT9T2 RONTNNEFETLET,
« b= ®iEN (AddRule) | RZ %27 U v 7 LT, HLWAL—/LEIERLET,
s [fwE (edit) 17 A2 @) 22U v 7 LT, BMEOLV—LERELET,
FI7 Vw7 Ama—iZb, = LOYIVERY, at— MofT, A, BIERET 7 a rndbh £7,

ATFYT3 EAL—NOF T arE2RELET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
e UL e |

« [NAT /L—/L (NAT Rule) ]: [H®) NAT /—/L (Auto NAT Rule) ] Z#R L £,
s [#A T (Type) 1:[#A4F > (Dynamic) | Z&IRL £,

AT T8 [A v F—T A AFT V=7 | (Interface Objects) | ¥ 7 T, IRDT7 4 —/V REHRELET,

c[EETLA L F—T A A ATV =7 b (Source Interface Objects) |, [FicA v F—T = A A ATV =
27 b (Destination Interface Objects) ]: (F'U v ¥ F)—TF XN~ f U H—T = A4 ZADLFAHITH
) o TONAT V=N ZEMT o4 =T 2 A AERET DA =T 2A A FTV=7 b (&
X2 VT g V= EREFA L F—T A AT NV—T) , [Source] 1TEEDA > H—T = A AEEGTeA
TV RT, ZOA A =T 2 A AEBRMLTET 7 4 v 7137 3 ATAD EF, 5k

(Destination) ]i&, 73 AbH D N7 7 4 v 7 BT O~y BT A U H =T 2 A A EH AT
WAHFT V2 FTT, T4V RTE = MET VoD TN—T A RN—= f B =T = A%
RS TRTOA 2 Z—T7 =A X ([Any]) (T SNET,

AT 975 [f% (General) ][Z#: (Translation) ] ¥ 7 T, RDOA T a EZRELET,

s [EDE(ETE (Original Source) |: BT 57 RL A&y NU—2 A7V =7 |,
o [EHEAEEIT (Translated Source) ]: v v BV 7 KL A2 &L xry NU—27 A7V =7 MEiziX
TN—"7,

ATy T6 (AT =) [FEM (Advanced) | ¥ 7 C, MEAd 7y a VEBRIRLET,

o [ZDN— VT —FT % DNS & % 2 (Translate DNS replies that match thisrule) ] : DNS J&& D IP 7
RUREBWTOINEIDERELET, v v BT A X —T 2 A ANLFEBOA U H—T = A
WCBEIT 5 DNS IRE DA, 7 KL A (IPv4 A £7213 IPv6 AAAA) L a— R~ v B 7 Si-fi
POEBEOMEICEEHRZ ONET, KT, EEOA X —T oA ALYy B T INTA U H—
7 2 A ASDODNSISEDSE, La— NEIEREOEN N~y B I EicEElmz onET, =
DA TV a VIR TR S, BEHBIICEIV AL a— FEAAAA L o — RRECTHEBRBTT
DAL D NAT64/46 ZZHD - DIT IR Z 3 0 77, FEMIC OV TIEL, NAT Z#fEH L7 DNS 7 = U
CINEOES#Z (103 3—2) 22 L TSN,

s[4 X —T A APAT ~D 7 #+—/)L A/L— (Fallthrough to Interface PAT) | (3EicA v ¥ —7 = A

A) EOMO= Yy BT T RUARTTIZEID B THERTWDAIEAIL, SBhA v F—T = ADIP
TRV RERy 7T v T HRE LU THERTOINEIDERELET (M Z—T 2 A ZAPAT 74—/
Ny l) o ZOFTvaid, 7V oD TN —TDRA U NR—=TlIRWaeA v X —7 = AZTERL
TWAEAICORMEFATEET, /X —T A ADIPv6 7 RL A& HTHIT1%, [IPv6] 47 3
UHBIRLET,

«[IPV6] : A > X —T = A APAT DFESeA v X —T = A ADIPV6 T RV AREHT D E D h,

ATy TT [IRAF (Save) 1227V w7 LTA—AZBILET,
ATY T8 NAT X—TU T [RfFE (Save) 1227 U v 7 LTEREEZRFEL £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B s r:oosmnmro

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B

X JE

T4+ 2y FE NAT DFRTE

AY¥— k514t YR—bENET | HR—FrShd K

VR WHEDSA VR |11 AR AU TR

WP (Any) |REM7R L FTD WA (Any) | Admin Access
Admin Network
Admin

H#E) NAT CIZEM 222 WIEEIE, #A4F I v 7 FEINAT V=V Z2EALET, &
1. SR CTCRARZEEZ LTEWEERETT, #A4F v 7 NAT I, sexry hU—
7 ETCI—F 4 VI RRERBIOIP T RLAIZT RLAZEH L £,

1R BHHEIIZ

[47 Y= b (Objects) 1>[47 V=2 Mg (Object Management) ] A3 L, L—/L T
Xy NIT—7 3TV NERIZIN—TE2ERLET, >IPvd 7 KL AL IPv6 7 R L
AW S T N—TICAND Z T TEERA, 1 DX A TTEIREENTVDILERH D
F9, FE NAT V=L EERLTCNDLEXIATV=r FEERTHIZ b TEET,
FA TV MIROBEHTHZTHLERH Y 77,
« [JEDEfEIE (Original Source) ] : ZAUI Ry bV —2 A7 V=7 FEIFZA—T T, R
A b, #iPH, RV TRy FEGDRIENTEET, TRTCOTOEEZT T T 4 v 7
EEBT 556, ZOFEEZAX YT L, L= T[TT (Any) | ZHEELET,

o [BHRE A E(E L (TranslatedSource) |: Xy NV —2 A7 V=V NELIXITN—TEIEE

TEETH, VY T7Rxy FEEHLI LI TEERHA, FNV—TICHEHBESFARNIP T N1
ADWF NG ENTODIEA, ®FIXIZ AT I v 7 NATIZHEHA S, mRARIPT RLA
IZPAT D7 4 —N Ry 7t LTHERENET,

=L TET N AOBEREEZRET H L. [JudDsist (Original Destination) |35 XU [Z#i
#H5E5E (Translated Destination) | D%y NV —7 7V =7 M EERTE 7,

XA F v NAT DA, 5 THR— NEREZFTTH2 L TEES, A7V b v
F—T % T, [JEPFEEA— & (Original Destination Port) | & [Z#iyE A58 54— & (Translated
Destination Port) JICFHTEX AR —F 47027 RHDHZ EE2MHRLET, BEFEILHR—F
HE LIS, BHINET,

AT9F1  [T/A4 R (Devices) |>[NAT] DJEIZIEIR L, FTDNAT &RV > —ZAERE 7= 13MRE L £9°,
RATFvT2  KOVTANEETLET,
s JL—V DI (AddRule) AR %27 U w7 LT, HrLWA—LEAERLET,
c[RE (edit) 1742 (&) 227Uy 27 LT, BEFONL— LV ERELET,

7V v

7 A=a—IZb, = AOYIERY . ae— MY AL BIERA TV a b Y £

ATYT3 HARKL—NOF T arERELET,
* [NAT /—/L (NAT Rule) ] : [T8) NAT /L'—/L (Manual NAT Rule) ] Z3#R L E7,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATvT4

ATy TH

ATvT6

s4+zvozpNaToRE [

s [ZA4T (Type) 1:[# AT >7Z7 (Dynamic) | Z&EIRL ET, TOREFERFILT L RIZO L
HAENET, %7 RLAOEREZEZHEL TOWBEHA, BHITEICHNIITDRET,

« [0t (Enable) |1 : V—N%ET 7T 4 TICTHEMNEIMERELET, V= X—=PDHE7 U v/
Aoa—%ERALT, BT NET I T4 TEERIIFET 7T 0 7T D ENRTEET,

s [N (Insert) ]: /L—/LZBINTABAA2EELET, L—iE, BT U (BB NAT L—/LOR]
M) L FTIEE LA AR ED L TFICHATXET,

[f > #—TxAAFT7 Y= b (Interface Objects) | ¥ 7T, IRDT7 4 — /L REHRELET,

s[EETA L H—T =2 A A ATV b (Source Interface Objects) ], [385eA v X —T = A A 4T
Y= 7 I (Destination Interface Objects) ]: (F U v ¥ Z—TF X N— A L Z—T = f ADGE
B ZONAT V=N EEAT A0 Z—T 2 A RERET DA B —T =2 A A FT V=
b (X2 VT 0 V=0 FREFIA 0 H—T =2 A AT N—T) , [Source] ITEEDA L H—T =4 A
EEUA T2 FTC, DA E =T 2 AERBLT T 74 v 73T A ZAZAD £7, [
56 (Destination) ]iX. T A ANBMHD N T 74 v 7V NBRT 5~ v BT A B —T oA A%
ITWBEZFT V=2l FTT, TNV EMTIE, V= MIT Vo I N—T AN~ X —T = A
AZxRFT_XTOA 2 —T =4 A ([Any]) ICEHA SN ET,

([£# (Translation) ] # 7 CIREZFEITLET) o kDO b7 KL A (IPv4 £721XIPv6) . DFE D,
TEDONT s MIRRSINAHNTy 8T RURAERELET,

TCDOIT s N EBHEINT- Ny FOBNZHOWTIL, RORESRL T EEN,

Source Deslination
Wiy R o)
B o] ousie)—
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

192.168.2.2 ---> 192.168.1.1

10.1.2.2 —=10.1.1.1 >

Original Packet Translated Packet

s [Original Source][Address] : AT 57 NV A2 Gy NIV —27 A7V =7 b, £lldry MU —
7 IN—="7,

s [Original Destination][Address] : (47> a ) , 8T KL RAEFLRy NU—F AT b,

ZEEICLTHL &, SRICEDY 2 BETT RLAOEHBEMMM SN ET, 5867 FL A& HE
LIESEB. £OT FVRICAS T 4 v 7 ERERET D0, BIZT AT 7T 47 4 NAT il T &
£7

[Interface][Source Interface IP] 23 E(E LA ¥ —7 =4 A ([Any] 1 IARF]) EOILOFEEIHK SN TH
ESNDEIICERIRTEET, 204 TV a U EEIRT H5E, BREAOINEA T =7 b bk
RTDMERBYET, RET 4 w7 A F—7 A ANAT (ZSHET R L ADKR— FEH A FLE
THIE, ZoF Ty araBRRL, S HICEDSER— FOEYRAR—F A7V =7 FEREIRL
£

BHE L 8 T RLUR (DF0, IPv4 E721XIPv6) R ELET, v b 7 FL A, s85E1
VE—T A A Xy NT—ZICFREINET, LBEIZSUT, IPv4 & IPve O TEH T £7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B 5rzvoem

ATy T17

ATvT8

ATvT9

o [EHE 55T (Translated Source) ]: v v BV 7 7T RLAEGL Ry NU—7 A7 V=27 MET
X7 -,

o [BHa%A5E5C (Translated Destination) ]: (A7 ay) , B/ 7y FCHEAINL55ET
RLRA&E&GLexy NU—27 7V hE7II 7 V—7, [tD%E5 (Original Destination) ] % 3R
LA, MLAT Vs hEBIRTHZLICEST, TAT T 47 4 NAT (D) AEHizL)
ERETEET,

(ERE) V—ERAEHO Y — A AR — R &€ LE 7, [Original Destination Port], [Translated Destination
Port]

A AF I w7 NAT [ TR — FEHLZ VR — F LT a2, [Original Source Port] 7 ¢ — /b K & [Translated
Source Port] 7 4 —/L RIZZEADE LI L THBEET, Lol SWELHUIFICAZT v 77D T, 5
PeR— M L CaR— FEH A EITCE FT,

NAT TiX, TCP 721X UDP I AR — hSET, N— FaE#T 556, EEOV—E A 47V
J D7 uabhartwo S Y= R ATV boTa balomFRAECICLET (HWHFED
TCP £7/-1EZW 5 & UDP) . 74T T 47 4 NAT Tld, EEDR—F L~y 7 R— DGz
FUY—ERAF Ty bl TEET,

(A7 ay) [E# (Advanced) | ¥ 7 C, LERA T a vy EBRLET,

o BETLEMOGEDHR) [ZON—Z—3T 5 DNS JH& %A1 (Translate DNS replies that match
thisrule) ] : DNSJSEDIP T L AR LT HME I NEBELET, v v BV I A2 —T = A
AMBEBEDA X —T7 = A AZBENT HDNSIEE DA, 7 KL A (IPv4A 721X IPv6 AAAA)
La—RNE~xy U7 SNTENDEREOEICEZMZAObNE S, RS, ZEOA 4 —T = A
AMBbw BT ENTA v H—T 2 A A~DODNSIEEDEA, L a— RIZEBEOMEISH~ v B
TENTAEICEZBZONE T, ZOF TV g VIIHERDRTHER S, BBV ALa—
F& AAAA L o— R CTH AN TOID NAT64/46 ZZHAD 1D MBI Z L3 ) £97, FHMIC
DNTIE, NAT ZfEH L7 DNS 7 = U LB 0EEHZ (103 X—) 2L T E3W,

o[ H—T A A PAT ~D 7 #—/L AL — (Fallthrough to Interface PAT) | (3EJcA > ¥ —7 = A
R) OOy BT T RUARTTIZED Y TOHRTWAEAIZ, %81 v F—T = AD
IP7 RLAZNy 7T w7 HRELUTHERTAINE I DERELET (X —T A APAT 7 +—
WXy ) o ZOFTFavid, 7TV oY FTA—TDRA U NR—=TIIRW5E%A L H—T = A A%
WL TWABAICORMERATEET, A X —T A ADIPv6 7 KL A& T 521X, [IPv6] 4
Trarb®RLET,

s [IPV6] : A > X% —7 A APAT D%EeA L X —T7 = A ADIPv6 7 RV AZMEHT L5008 5 D,

[R1E (Save) 1227 VU w7 LTA—ZBIMLET,

ATV T NAT L=V THRFE (Save) 1227V v/ LTEFZEFELET,

54+ 3y PAT

WD RE Y7 TlE, A4F vV PATIZOWCEBALET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

s4+zvoparizont [

SA4F+ 299 PATIZDINT

A\

FAF v 2 PAT TiE, EEOT FLABLBEFELER— B 12507 v 7 7 RL 2P
FOEFOR— MIERINDZ LIZL > T, H#EOEEREDOT RLAN 1 DOV v L7 1P
T RLRZEBRINET, HHTE 56, EBROEEILR— MEER~ v B 7 R — Mk
LTERHSNET, 2720, EEOR—FRHEHTERWEEIE, 774V 8T, vy BT
A= MIEEOR— FEES LR UA— RGP (0~ 511, 512 ~ 1023, 3 KT8 1024 ~ 65535)
MOLBINENET, TOH, 1024 LV FOR— FTIEL, /NSWPAT =D HEFHHT
XFET, TA— MAAZHEHTL N7 7 0 v 7 OBRZWEEIL, A XADR53050)F
TiE7R<, 77y beAR— MaHMEHIN D Ko IfEETE £,

BETR— IR T L IR R DD, FEEGIITNOER v > a URKEITT, 7& 1
WL 10.1.1.1:1025 (21%, 10.1.1.1:1026 & (XBIDZEH N BT,

WO, —RHIRZ A F v 7 PAT DYV F VA ZRLET, EEOKRA MNZIT N NAT & v
arvEERTE, INENS T4 v I RFNEINET, vV LS T RLRTEDOLEHTY A
LTI, "= bR FAFI v 72D L THENET,

K6:514+2vY PAT

Security
Appliance
10.1.1.1:1025 = 209 165.201 1: 2020 »
10.1.1.1:1026 § 209.165.201 12021 >
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 ;
Inside / Outside 8

BB L CWAR, 727 2BA L— L CTHFRISNTWIUR, %EExy hY—27 LDV E— |
HRA MIEBBEHHRA S~OFHi 2 h T EF, EEOR—F 7T RLABIPN~y S
A=K T RLRFELLE TPHIARATEETH D720, RA F~OFERIIHESL SN ERA, 1277
L. 2OHEF. 7T7EBANL—NADOEX2 )T 4 IKGETXET,

Bt DAWIRP OIS & AR— MW S AMEIREIILIZ R Y £,

GE)

AB =T 2 A AT LRI D PAT 7=V EHHT 52 LB LES, RO 27—
TxA A BT Tany) A X —T 2 A AR CT =V EERTLE, T—ARTITHB L,
FLUWEBRIZHERTE DR — FR2< 20 £,

FA4FT v PATORAEF R

XA FIy 7 PAT TlE, 1 DO~ v BT 7T RUVAZBHTE 5720, V—T 14 V7 A[HER
7 RUANHRISVET, S 5T, Firepower Threat Defense 7 /XA A A X —7 = A AD IP
T RLUAZPAT 7 RLAE LTHEHATE £,

RILTY Y TN—T DA H—T oA AW TEWRT D L X1E, IPV6 DX A F I 7 PAT
(NAT66) ZfEiCEEHA, ZOHIBIZ. A v F—T A ADRRRLDZ TV v TL—TD

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B v A70z0 roxEsE

AUNR=THEHBE, £ETV v P TN—T DA NR— LB —TF v R F—T =
A ZADRIZIFFZEYS LER A,

HAF w7 PAT (X, $lH AL TR/ T —% AN =L E2FO—HOYNVF AT 4T T
TV =g UCIIBRE L AL, BRSOV T, RAEXIR T 1 b 3 sk 5 NAT 7R —
F (13 _=2) ZZRLTIZEN,

HAFI w7 PATICE ST, B—DIP T RLANLEHESINT L I IR Z 5% < O8N
B ENDZERHV ET, ZOHAE. ZORNT 7 4 v 713 —/3T DoS B L L THER X
NATREMNRHYV ET, TRLADPAT 7Y=L E2HTEL T, PATT RLADT U ety
Bl Y TEEHRTLE. ZORNAEBMTE £4,

PAT 7— )L AT xH FDIEESEIE

PAT 7= 1VD3y NI —27 A7V =7 FalERT 2581E. ROTA KT A4 -T2
Sy,

PAT 7—ILDHE

HHTE DA, EBORETR— MEER~v Yy BV R— Mot L TR SN E T, =
7L, EEOR— IRERTERWEGAIX, 774V 8T, vy BT R— MIEREOD
A= EZLFEUR— P (0~ 511, 512~ 1023, BL V1024 ~ 65535) 7 5HiEIR &
NET, 0=, 1024 L0 H FOR— FTlH, /NEWPAT =L DOAHEFEHTE £,
THAAR— NGPFRAZFERT D 7 7 4 v 7 BB SDGEX. T ARRRDH3ODOED
RoVIZT7 Ty MNeR— NEaHZEHA T2 L O ICHETE ET, 1024 ~65535 £721F 1~
65535 T,

cFBUPAT 77— F Ty "2 o00RNANL—LOFEHRAT 5. LR U4
TarELEL—IIHEL TSN, & ziX, 1 DONL— L THLIE PAT B LWV
7 v MR#EFPEESNDLEIE. B9 —FONA— IV THIEPAT BL U7 7 v Mol
FHMEE SNAMENH Y 77,

PAT 77— )LDk PAT D5 &
L DT TV r—gy AR g TR, VEEPAT 1TV R— FENTWER AL

« XA F 3 w7 PAT Lb— LIZ%F L CHEIR PAT %A X — 7 WIZT D284, PAT 7—/LOT K

LA%, R—bF T AL — g0 b—)LEEOHDAET 47 NAT D PAT 7 KL
AL LTHBHEHATIZ EIETEEHA, & 21, PAT 7—/LIZ 10111 BREENTWD
B&. PAT7 RLAELTI10.1L.1 Z2HT 5, A—F FT U Ab—3 a2 b— L&k
DAET 4 v 7 NAT IIERRTE 8 A,

sPAT 7— NV EEH L, 74— NNy DA X —T A ABRET H5E. YLK PAT %
fEACEEHA,

« ICE F£ 7213 TURN Z 35 VoIP BLi& CTix. JEEPAT ZfFH L2V TL &V, ICE B
FJOYTURN iF, T _TO45EICx L TR L THDT0OIZ PAT N1 T 4 TITEIEL T
l/\ji—g—o

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvoaperoiz [

PAT 7—ILD59 > K OEVAKXDES
« RA MCBEFEOER N HHEAIT. FOFRA MO OLUKBOEEHIFE U PATIP 7 KL %
EHALET (R—FBEHAMRETHLER) . 72720, 20 THEE) X, 7=—1
F—=R=RNEAETELELRbNET, TXAART 2=V F—R—=F 5L KR SNHDHE
OB TIIRAID IP T RLABNMER ENARWBERH Y 3,

cPAT /— /L L—)L/TF 7 Rubr b—iLf B —T A ZAPATL—ANEUA X —
TxAAETIRELTHNDE, IPT RLAD X7 ¢ v %) $EEE2ZITET, BEL
oA B —T 2 A ATPAT 7 —NVEIFIA LV F—T A APAT ODWT A IR L £
T, WA T D PAT — WIER LR TL &,

« 77V KRBT, FFICHEIR PAT LA G DOETHGAIZ, REDOAEY NHEINE
T, NAT /— I~ v B 7 &ns7n haVIP 7 R U A/R— M Z S ICfERR S b
72, T Ra by TlEE < OFRIENAT 77— A BMER SN, AF U BMEHENET,
JEEE PAT TlX, & 5124 < OJEIKE NAT 7 — /L MER &L E T,

T4+ 32y EE PAT DERTE

A¥—hk oS4t YR—bENET | HR—FrShd K

VR REDSA VR |11 B AU A

WDy (Any) |EE%7e L FTD WA (Any) | Admin Access
Admin Network
Admin

AT Iy 7 HBPAT L= VAL T, #@EOIP T RLADRIZEBLT 5D TIEARL<, [
HDOIPT RLAELER—FOMEBEDLHEICT FLAZEHMLET, 1507 FL X (BidkeA v
H—T 2 AFEFIIMMDOT RLADWT D) IZEHT D0, F0372< SAOFN 2 EH %
BT A7, T RLADPAT 7— A ZEH L ET,

188 BRI

[A7 =27 b (Objects) |>[A7 =27 MMEEE (Object Management) | ZER L, /L—/L T
PRy NI—7 7027 NERIFINV—TE2ERLET, > F70E. NAT V— L2 ER
LTS EXIIA TVl NEERTHZ L TEET, A7V MNIROEMHZ T2 4%
b ET,
s DEDOE(EIL (Original Source) |: ZHUIRy hT—2 A7 V=2 b (F—7TlER)
TRITFNEZAR 6T, AR M, #@AEZIEIY 7%y FHAMRETT,

o [BHLE H5{E 50 (Translated Source) | : PAT 7 RV AZIEETAHA T T a ViZkOERY
<7,

e [5iSeA % —7 = A A (Destination Interface) |: 56551 > X —7 = A ADT RL A%
BT 5101, %y hT—2 47 P2y MEBEDH ) £ A,

o [HE— PAT 7 R LA (Single PAT address) ]: B—DHRA NaFiexry NU—2 47
Va7 haefERLET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rzvoammone

« [PAT 7—/L (PAT pool) |: #iflZEiexry NU—2 7V MafEkT 50, %
TR A N, fiH DI VEEOW S E G Ry NUV—0 AT V=7 N TA—T%4E
MLET, ¥y 7Ry hEEDHILIXTEERA, Z—TIZIPvd T KL R L IPv6
T RVADWHFEEDDHILILITEERA, 120X A TETEDIZMLERHY 7,

RT9T1 [T/A4 X (Devices) | > [NAT] DJEIZEIN L, FTDNAT KU > —Z{ER E 72 13fmE L £,
ATYT2 ROVTNNEEITLET,
« L=/ DIENN (AddRule) | RZ %27 U 7 LT, HLOWL—LZERL £,
o« [fife (edit) 17422 (&) 27V v 27 LT, BBFEOL—LVERELET,
£V w7 Ama—iZb, =DV EY . I — W0 FAL HIBRAT T a v n3H Y £,
RTFYT3 BALV—LOFT v a v ERELET,

« [NAT L—/L (NAT Rule) ]: [H8) NAT —/L (Auto NAT Rule) ] % &4 L £,
s [#A 7 (Type) 1:[#A4F > (Dynamic) | ZEIR L 7,

ATYTG A H—T A AFT7 V=7 b (Interface Objects) | ¥ 7T, IRDT7 44—V RERELET,

c[EETA A —T = A A AT V=7 b (Source Interface Objects) ]. [Fic A v A —T =A A AT V=
7 K (Destination Interface Objects) ]: (7 U v ¥ FN—"" AR — A4 L H—T =4 ADLGEITH
%) . TONAT V—NVZEHAT A0 =T 2 A ZAERET DA =T A A FT7V =7 b (&
Xa )Ty V= FBFA =T oA A TN—") , [Source] ITEBEDA ¥ —T A AEied
T2 T, ZOA A =T 2 A ZAERHA LTI 7 4 v 71ET /3 A £4, 560

(Destination) 1%, 73 AMH D N7 7 4 v 7 BEET I BT A U H—T oA AEFHEALT

WHF T2/ NTE, T7AHNVETEH, V= ZFT VT TN—T A=A B —T =2 A%
fr<FT_XTOA v H—T7 x4 A ([Any]) I[ZEHILET,

ATv 5 [f% (General) ][Z#4 (Translation) | ¥ 7 T, RDOA 7 a v EZRELET,
s [JEDE(ETE (Original Source) |: BT 57 RLA&ELeRry NTU—7 ATV =7 |,
o [EHLE 25558 (Translated Source) ] : IROWT IR Y 97,

s (MU H—=TxAAPAT) , $EA L H—T 24 ADT RLRAEHEHATHITIX, [FEkA 22—
74 X IP (Destination Interface IP) | Z3R L £ 7, E7fFEDIEA L F—T = A A £ 7
Vxl FEERTOIMNELHVET, A F—T A ZADIPv6 7 LA &EMHT 511X, [FEH

(Advanced) | # 7 C[IPv6] A7 a v ZBINTOMLELH Y £3, PAT /= IVOREAT v
ERITLET,

CBEHEA L HE—T 2 A ADT RLARUSNDOE—T R REERATAEEIL. FO7-DIT/ER LTH
AN Ry NU—7 37Tl FEERLET, PAT —VOFREAT v 7EZRIXLE T,

* PAT 7— VAT HI1CIE, [EHE 1550 (Translated Source) | #2212 L TR £ T,

ATwT6 PAT 7— /L2 L CW DAL, [PAT Pool] # 7R L., ROFIEAEITL £,
a) [PAT7"—/LDH%NE (Enable PAT pool) ] Zi®IR L 7,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvoaperoiz [

b) [PAT]>[7 FL X (Address) | 7 4 —/V R T, 7—ADT RLAZREFETIXY NT—0 TP xs
N IN—THEIR L ET,

FllE, AV H—T 2 A APAT 2 FETHEH 9 1 OOFHELE LT, [ Z—7 =4 A (Interface) ]
[564cA > % —7 = A AIP (Destination Interface IP) ] Z iR L £,

o) (FFvar) BEIIELT, ROFTT T a v a@RLET,

* [Use Round Robin Allocation] : 7 KL A LR —hrE2T7 7 R BAATEY Y TIHHE, T 74
R TIET U Fr eI HENT, 1 DO PAT 7 RLADR— RN T_XTEDYTH D &
WDOPAT 7 RUANMEHSNET, 70 Febr FTE, 77— ANOKPAT 7 KL A0 G 1
DFTOT FLUA/R—=EIREID Y TOHEND ERHOT FLRIZRY | RIZ2FBHDOT LA LW
Lo lalcER S E T,

« [Extended PAT Table] : #i4% PAT Z {95456, HL4E PAT Tld, ZHIEHROHET R A LR—
g, IPT RLAZETEHARLS, —EATLIZ65535 DA — AEHINET, BHFIL,
PAT Bz BT 5 & &5 AR— N &7 FLRAIBEI N2V, PATT KL AT LI265535
EOR— MZHIRENET, =& xE, JEE PAT 26 H LT, 192.168.1.7:23 ([Z[A1)> 9 FED
10.1.1.1:1027 D254, 35 X1V 192.168.1.7:80 (210> 2 A D 10.1.1.1:1027 OEHZER TE £,
ZOFTaE, A H—T = A APAT 7203  #—T = A APAT 7 4 —/ v 7 CHEAT
HZELFTEERA,

* [Flat Port Range]. [Include Reserved Ports] : TCP/UDP A"— k &0 2 C A, AN— N&ipH (1024

~65535) ZH—D7 T v Mgl LTHERT 256, ZHHO~ v © 0 7 R— B Z R
T 556, PATIZE - T, EBEOFEILAR— MEFMEHINET BEHATREREGE) o 7272 L.
IOFTvarvERELRWE, EEOR— EBMEATERVWEAIX, 7740V 8T, vy BV
7 R— MIFEREOR— FEF LR UA— M (1~ 511, 512 ~ 1023, &LV 1024 ~ 65535)
MOLBINENET, TNHEEATHR— MR ARETH20E2EHETHIZIE, ZOREEITVET, 1~
65535 OFAFHEEEZMHEHT 5121, [TREAFR— FZ 5T (Include Reserved Ports) | 47 =3
HERLET,

ATy T (AT =) [FEM (Advanced) | ¥ 7 C, MEAd 7 v a VEBRRLET,

o[ H—7 A A PAT ~D 7 #—/LA)L— (Fallthrough to Interface PAT) ] 3/ > ¥ —7 = A

) OOy BT T RUARTTIZEHD Y TOHENTWDIGAIT, sidkd v F—T = A ZADIP
T RUVAZRNy 2T 7 HRELTHERT 20 EIDEEELET (¥ —T7 A APAT 7 +—/b
Ny Z) o ZOFTvaid, 7V oV T —T DA NR=TIR\WlleA v 2 —7 = ABERL
TWAEAICOREATEET, /X —T A ADIPv6 7 RLUAEMHT 5L, [IPv6] 47 3
VHBIRLET, TTICA ¥ —T = A APAT ZEWHEALT FL AL LTREREL TWAEAITIE. 2
DF T a AMEATEEE A,

«[IPV6] : f > X —T = A APAT DFieA v H—T = A ADIPv6 7 KL AZMERT 5 E 90,

ATw T8 [IR1E (Save) 1227V v LTA—AZBMLET,
ATY T NAT X—TT[RAF (Save) 1227V v 7 LCEREZEIFELET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B s rzvosmmions

T4+ 32y FE PAT DERTE

Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

AY¥— k514t YR—bENET | HR—FrShd K

VR WHEDSA VR |11 AR AU TR

WP (Any) |REM7R L FTD WA (Any) | Admin Access
Admin Network
Admin

HE) PAT BB RO =— X%l L TR WX, X147 v 7 FEPAT L— /L&A L
T4, & xE, SIS CTRRIESE LT-WEARE T, X147 PATIE, #
BOIPT NUADBIZEMS 50O TIERL, EEDIP T RLRALR—FOMAGEDLEICT R
VAZBEBRLET, 1507 RL A BEA v F—T oA AEIEIMMOT KL ADWT )
WM D0, F7T72L SO B AT 572D, 7 R AD PAT 7 — /L% ffi
FALET,

4O SRS

(7Y =7 & (Objects) >[4 7Y =7 FMEB (Object Management) | Z 3R L, /L—/L Th
PRy NT—7 ATV NERIEIITNV—TEER LET, >IPvdT KL AL IPv6 7 KL
AW S T N—TICAND Z T TEERA, 1 OOX A TEIREENTVDILERHD
F9, F2IE NAT V=L EZERLTNDHE ATV MEERTHZE b TEET,
FAT Vs MIROBEHOTHZTHLERNH Y £7,

s [JEDE(EIE (Original Source) |: ZAUIHR Yy NI —2 A7 V=7 NERIFIINAV—TT, &
Z b, #H, FREV TR b EELRIENTEEY, TRXTCOROEEIL T 7 47
EEMTLGE. ZOFEEZAXT Yy L, L— L T[TT (Any) [2HELET,

o [ 251550 (Translated Source) ]: PAT 7 RLUAZFRET HA4 7> a VTRO LB
*(\\‘é—c

o[58 A % —7 = A A (DestinationInterface) |: 5icA v X —7 =44 ADT KL A%
AT 2ICE, xy NT—7 7227 MIREH Y TR A,

« [Hi—PAT 7 KL% (Single PAT address) ] : H—DH 2 b& &ty bV —2 47
V7 bEFRLET,

« [PAT 7—/v (PAT pool) |: &l Eiery NV —2 A7V =7 Mk T 20, %
TR A b, HHHDWVEZOW A EELHR Yy NIV —27 ATV N I —T AR
LET, Y73y hEFHLZLITTEEEA,

=V THKT R ADFNEBREZRET S &, [JeD%E5E (Original Destination) ] 35 X OY [£#
#5645 (Translated Destination) | DRy bV —27 7V =7 FEEHRTEET,

ZAT Iy 7 NAT DG, S TR— MEREIATTH 2L b TEEd, A7 V=7 b~
F—V ¥ T, [P A — b (Original Destination Port) | & [Z#a7 456568 — b (Translated
Destination Port) JIZEHCTEX AR — b A7 V=27 bR HDHZ L 5HERLET, BETH— b
ZiEE LIS E. BHINET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvozneozz

ATvT1  [T/NA X (Devices) | > [NAT] DJEIZEIN L, FTDNAT R Y o — A ERRE T2 ITMmE L £,
RTFYT2  KOWTANEIATLET,
s b—/LDEM (AddRule) |ARZ %27 U 27 LT, HLVL—ZERLET,
o[ (edit) 742> &) 27V v 7 LT, BMEOL—LVERELET,
FI2V w7 Ama—lh, —AOEVERY, at— BT, AL HIBRA T v a v n3bh 0 £,

ATV T3 HEARLV—LOF T g EFRELET,
« [NAT /b—/L (NAT Rule) ] : [F#) NAT /—/L (Manual NAT Rule) ] Z 3R L £,
[Z#A4T7 (Type) 1: [ A+ >7 (Dynamic) | &R L EF, ZOREIFHEEILT KL RIZORiE
AEnET, 87 RLAOEHEZEXR L TV DIEA, BHEITFEICHNIITDRET,
«[H%ME (Enable) 1: V—NET VT 4 7ICTHNEINEIEELET, V=A== Y v
Ama—%ERALT, B TCA—NET 7T 4 TALEIFIET 7T 4 7L T H MR TEET,
s (A (Insert) ]: V—/VZBINT 58 ELET, L—E, A 73U (HE)NAT L—/LDH]
M) L FTIFEELEA— AR ED ETFICHATXET,

ATy T8 [fH—TxAA AT =7 bk (Interface Objects) ] Z# 7T, IRDT7 4 —/L RERELET,

s[EETXA L H—T=A A LT Y= b (Source Interface Objects) ], [38eA v X —T = A A 4T
Y= 7 I (Destination Interface Objects) ]: (7 U v ¥ Z—TF X N— A 2 —T = f ADHEH
EE) o ZONAT V=V EEHT 542 —T 2 A ZAERETHA L F—T A A F Tz
M (exX=2UT7 0 V=V FERIFIA S H—T A A TN—") , [Source] 1TEEDA > X —T x4 R
EEUF TV FC, DA E =T 2 AERBLT 774 v 73T A RAZAY £7, [
%t (Destination) J1&, 7/ ZBHD M7 7 4 v I PNERT Oy T A U F—T o AEE
ANTWHA TV NTT, T4V EITIE, = MEIT VD TN—T AN —f B —T = A
AERSTRTOA 2 H—7 x4 A ([Any]) I[ZHEHINET,

ATvTH ([£# (Translation) ] # 7 CIREZFEITLET) o kO3> b7 KL A (IPv4 £721XIPv6) . DF D,
DTy MIFRREIND ATy N T RUVAZRELET,

DTy b EEBME T RT Y FOFIZHONWTIE, ROKEZRLTIZE N,

Source Desfination

s y— 8 ouese)— i)

2 -
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.2.2 —= 10.1.1.1 > 216822 = 1292.168.1.1
Original Packet Translated Packet

* [Original Source][Address] : Z#ad 57 RLAZGieRry NIV —2 A7V =7 b, Elldxy hU—
7 TN—F,

« [Original Destination][Address] : (A7 a>) , 58%7 FLAZ2&GL Xy hT—27 A7V =7 |,
ZEAC L TR &, FRICED Y 2 RELT FLAOEHBMNEH SNE T, %8587 KL AZIEE

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B s rzvosmmions

ATvT6

ATy 71

ATvT8

LIeHhE, TOT RUVAZAST 4 v VT ERERET D00, BICT AT 7 47 4 NAT 2T
30

[Interface][Source Interface IP] 23 5FICA & —7 = A X ([Any] 1EARF) EDOILOSEFEICIESWTH
EINDEIICERTEEST, 2O T a U EBRT OGS, BHEHOES 7V MHiE
WRITDMERDVET, RET A4 w7 A H—T =2 ANAT ST R L RADKR— NEHA F24E

THIIE, ZOF T ar 2@, S OICEOEER— FOWYIRAR— K~ 727 FEEIRL
£7

BHFELH Ny N T R (DF Y, IPva 13 1Pve) 24 ELET, 7y b 7 RLU A3, 5L
VHE—=T 2 ARy NT—=TIZEKRINET, LEIZSUT, IPv4 & IPv6 D CEBTE £7,

o [ 7 125(5 50 (Translated Source) | : ROWT NI 72D £,

« ({UH—=TxAAPAT) , 560 A L H—T = ADT RLAZEMTHIIE. [58kA V5 —
7 4 XA IP (Destination Interface IP) | &R L E7T, FLFHFEDHELA v X —T = A FT
Vxl FEBRBRTOVLELHVET, A F—T A ADIPv6 T RLAZMERAT5I2I1%, [FEM
(Advanced) ] # 7 C[IPv6] A 7> a U ZBIRT DM EH Y £9°, PAT 7 — /L OREAT v
TEMRELET,

CBEHA LA =T 2 A ADT RV RALUANDOE—~T R R AT 2558135, TD7=DIZ/ER L
RAR XY hI—2 A7 V27 FEBBRLET, PAT 7—VOREAT v 7 ERIELET,

« PAT 7=V EAEHT 51213, [EHE #5550 (Translated Source) | #2282 L THBE £,

o [ F5050 (Translated Destination) |: (A7 ay) , B EIN= Ny b CHEHAIN D557
KL RAEELRy NT—7 A7V xy bERIZTNA—T, [JtD%E5E (Original Destination) ] % &R
LI, RILAT Y27 MEBIRTHZEICE ST, TAT YT 47 4 NAT (DF EH#AL)
ERETEET,

(EE) —E RO —E A R — h%&$EE LE 9, [Original Destination Port], [Translated Destination
Port]

XA F I v 7 NAT IR — FNE#LZ VR — F LT e /28, [Original Source Port] 7 ¢ — /L K & [Translated
Source Port] 7 4 —/V RIZZEHOEFIZLTHBEET, L, SAEEHITFICAZT 4 v 772D T, %1
R — MRt L TR — NE#EFIT T ET,

NAT TiE, TCP £7iZUDP A YR — b ahEd, A— LM T 556, REOF—2A 4T V=
Jho7abharbtvwy B =247 Vs o7 a haromFRRCICLET (@ E D
TCP 7213l i & H UDP) . 7A T V7T 47 4 NAT Tik, EBEOKR— L~ U7 R— D HIC
ALY —t R ATV xr FEFATEET,

PAT 77—V L CTW A AL, [PAT Pool] # 7 23N L, kDO FINEEZEITL £,

a) [PAT7—/DAH%WE (Enable PAT pool) ] Z3&R L £,
b) [PAT]>[7 KL R (Address) | 7 1 —/L RC, 7 —LDOT NLAZRFT L1y NUV—27 A7V x
J N IN—TERIRLET,

FE, A F—T A APAT #FEETHE 9 1 ODHEL LT, [ % —7 =A% (Interface) ]
[5855A v &% —7 = A AIP (Destination Interface IP) | Zi®IR L £ 7,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
2551w 5 NAT |

o) (FFvayv) BEIZSLT, ROF Ty arz@RLET,

+ [UseRoundRobin Allocation] : 7 KL AL R— 2T 7 Rub B TEY Y TLHE, 774
AETIEST Ly Rr U AMEHEINT. 1 DOPAT T RLADR— BT RTHY Y THRS
ERDOPAT 7 FLAMMERHEINET, v Frbr AT, 77— LHNDO%L PAT 7 KL AN
51T OF7 RLR/R—EFREN Y THND ERPDT RLRIZRED, WIZ2FEHDOT KL-R
W) KO BT SN E T,

[Extended PAT Table] : §iKik PAT 2 92556, PLik PAT Tidk, BHfEHRO%ET LR &

R—=FZ2E&D, IPT7 RLAZ L TR, =B AT LIT65535 [HOKR— F2MEA SN ET,

W, PAT BHAZAERRLT 5D & XA — M T RLRIZBE SN2V =d, PAT 7 KL X
T LT 65535 DR — MIHIBRENET, =& xIE, FE9E PAT 2 LT, 192.168.1.7:23 |2 1A
MIEEE D 10.1.1.1:1027 OZEH, 38 K1V 192.168.1.7:80 (212> 9 A D 10.1.1.1:1027 DZEHa A {E
KCTEET, ZOF T aid, A F—T7=AAPAT £33 Z—7 = A APAT 7 4 —/)V
Ny 7 THEATLZ LT TaEdia,

[Flat Port Range], [Include Reserved Ports] : TCP/UDP AR— h 2%V 24 CTHERC, A— MEiPH (1024
~ 65535) AH—0D 77 v M@ L LTHEHT 256, B0~y v 7 R— M E5 Ak
RT 256, PATIZL - T, EBEOEFELA— NESRERHINET FEAAREREGS) . -
L, 20T varz#ELWE, FEOR— MPEHTERVWEEIEX, 7 74/ 8T,
~ v BV A= MIEBEOR— &S LR UA— MR (1~ 511, 512 ~ 1023, X0V 1024
~65535) DHIERSNET, FAFHATHR— FARETHOEERET DIC1E, ZOREEZITV
F9, 1~ 65535 DFIFHEEEMHEHAT HI2IL, [TREAR— FZ 5T (Include Reserved Ports) ]
F7a UHBEBRLUET,

ATv7T9 (A7 ay) [FFM (Advanced) | # 7 C, MBERAT v a v EEBIRLET,
s[4 H—T A APAT ~D 7 #—/L AL — (Fallthrough to Interface PAT) | (3EicA > ¥ —7 = A
A) P XZOMOY BT T RLARTTITEH) G THRTNDEEIC, sidif v F—T oA AD
IP7 RLVAZENy 7T w7 HRELUTHERTAINE I DERELET (X —T A APAT 7 +—
WX 7)) o ZOFTvavid, TV oY Th—TDA L NR=TITRVIA VH—T = f AhiE
WLTWABAICORMERTEET, A X —T A ADIPv6 7 KL A &I 521X, [IPv6] 4
TrarbBRIRLET,
s [IPV6] : A > X —T = A APAT DI A v X —T7 A ADIPv6 7 KL AZMEHT 50 E 5 D,

AT T [R1FE (Save) 1227V v 7 L CL—LZBMLET,
ATV TN NAT L=V T[HRFE (Save) 1227V v/ LTEFRZREIFELET,

AT 497 NAT

ZIZTH, AXT 4 v 7 NAT & ZFDOFREFIEIZHOWTEHHA L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B =27 vonarizonc

A3 T 499 NATIZDULVT

N

AHT 47 NAT TlE, EBEOT RLANL~Yy BT 7 R ASNOEELBEIER S E
T, vy B T RURALEET HEER CRI LR DT, AZ T (> 7 NAT TliL, MmO
Hett (RA MO L AR A MW OESFOW ) I TEET e 57 78X
= VINMFIET BHA) o — . A4 F v 7 NAT BEOVPAT TlE, %A A FBUUBEOAZL
UL TR DT RLAEIEIAR— b2 AT 20T, BWEHORBIIR— I Ed
Ao

ROBNZ, IR AS T 4 v 7 NAT DY F VA ZRLET, TORBEHICT 7T 4 778
DT, EBEDOFRA LY E— KRR MO TR AZBTE ET,

K7:X874v%9 NAT

Security

Appliance
10111 f 2091652011
< »

10.1.12 ; 209.165.201.2
«< Z >

Inside/ Cutside

130035

GE)

VNS T T, MAFMET 4 B—7 M TEET,

K FEBREBE LIRS T 4 v NAT

R NEMAZBE LIZA X T 4 v 7 NAT TiE, EBEO 7w bartBlUOR— vy
Shi-7a balBIOR—MEEETEET,

ABT 47 NAT A L CAR— b EHRETHHE. A—MEIZIP 7 FL A% [E UfEIC
~ o BT E0, BOEIC~ vy B ST AN ERIRTE £,

WO, R— NEENERE SN KR AZT 4 v 7 NAT DY F ) A& RrLET, BE
w7 LizAR— e, BIOEIC B T LR — O GFERLTHNET, WTo
r—ATH, IPT RLVATRIOfEIZ vy B 7 ENTWET, ZOEWIIEIZT 7T 47780
T, ZHWENTZHAA L VE—F AR NOWGTREGABBTE £,

X 8:R— FERERELIRET (v NATO—HRMESF Y 7

Security
Appliance /
10.1.1.1:23 ? 208165201 1:23
«< >
10.1.1.2:8080 § 208 165201 2:80
-«
g F
Inside # Outside i

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

—sznz557 195 NAT |

R— NEN— IV ERE LT AXT 4 v 7 NAT IX, FRESNTZAR—FDFEHIP T KL ADRH
W7 7B 2EHIBELET, NAT L— L RADRIDOR—FTHEIP T FLAIZT Z7EAL X
YT HE BEAT ey SET, SHIZ, FEINAT %4, NAT L—/LDEFEILIP T
RUAE—FHLBRWNT 7 4 v 7 P55 IP 7 RL AL —ET 28546, saeh— MBIk <
Fay7EnET, Lino T, SBHIPT RLARIZH LTHFIENAIMDOTXTDORNT 7 4 >
JIBMV—VE BT 20 ERH Y £9, & 2E, A= FE2EEEFITIP T KL AIZA
2T 47 NAT V= EREL, A— MEFL—LOBRACENERETE T,

GE)

T HHY) FYRADT S r— g A AR g VRN ERT Y r—3 3 (FTP.
VoIP 72 &) ZHH+T 58813, NATHAHEHICEL o Z Y R— 28 #Hm L £,

WIS, K NEREBGE LT AL T A v 7 NAT DX OMOFERHIO 27 LET.
FATUTAT A R—FEBMERELIZAET 4 Y7 NAT

WU Y —A~DINTT 7 A ZfliFb T Ed, &2, bR —FTHh—bv2%
BT 2 3 DB DY — 3 (FTP, HTTP, SMTP72 &) NHHEAIL. FhbHDP—E
AT 7B ATHEDDE—DIP T L RAEZABL—F IR T E, 20k, 74
TUTAT A4 R—=NEWERELTEAZT 4 vV NAT ZakiE L, 77EALLSELT
WAHR— MTHESNT, B—DHEBIP 7 RLAZEF—NDIELWIPT RLAIZw v
YITHZENTEET, P NTEHEOR— N (ENTR 21, 80, BLN25) EfHA
LTWb7ed, "= a2ERT 508 TIHY 5 A,

EBEUNDR—LDOR— FEBRERELIZRE T4 v NAT

N NEWERTE LI AZT 4 v 7 NAT 2T 2 &, PRIFEAR— b SIEH#ELS O
R b ~DOEHL, ZOWOERELFATTETET, =& 21X, NHEE Web — 328K — K
8080 Z{E T+ 2A. AN— b 80 I+ 5 Z L 24— VITFHFAT L, TD%, B
JEOR— FBOBOIZRT Z &M TEET, FRRIC, EX2UT 423 HICHDHITIE, Web
P HEHELIAL DR — b 6785 1THEfi T D L HITHR L, D%, B#iA KR — k80K
FTZENTEET,
R—FEBRERELIZRITA YT 423 —T 24 X NAT

ART 4 v 7 NAT 1L, EEOT RLRAEZA L Z—T A AT RLALR—FOMAED
FIEF v BT TLRICHRETEET, &L, T/ ADHEA v F—T = A A
D Telnet 77 Z A WNHHAA MU XA L7 8T 55, WEEA RO IP 7 KL A/R—
k23 ZHNHA o F—T =2 A AT RLRA/R—F 2312wy B 7 TEET,

—xZNDRAAT 4 v NAT

B, AT 4 I NATIF1I 1O~y BT TRELET, LLEAICL-TE 1o
DEBEOT RLAZBEEO~ v L7 T RVRACRETLHZENHVET %) . 14%
DAXT 4 v 7 NAT R ET DG, BEEORA NN N T 7 40 v 7 &BMGT D & #ITHKY)
DO~y BT T RUAMERASRET, LML, AR NI CHRBENEZ N T 7 4 v 7 D8
HVAEEDOY BT T RLASND T 7 4 v 7 B TE, 1 DOERBEOT R U AIZITEH
ShFEHEA,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B to<cvery oyt G

WO, — 72 1 /% DA ZT 4 v 7 NAT T U AZRLET, EEORZ NG
HEWIIRAO~ v BT T RUAMEHSND 720, EEDOKRA N IPHERYIO~ v BT
IP DZEHAT, HERAIZIIRTRE#BRO R T E T,

H9:—xdZDRET1vY NAT

Security
Appliance /
101227 209165 201.3
< >
*10.1 227 Z 209.165 201.4
*10.1.'2_'2? (:, 209165 201.5 I
4 7
Inside / Outside

T2 01X, 10122712 — R AN UYRGFEETLHE LET, BREND URLIZILT, bT
T4 T EELWDWeb br— 2V XA L7 MLET,

10: —"EDRET 4y NAT D

Host
.
OL.ITSH;) Undo Translation

Lndo Translation 2091652015 = 101227

2091652013 = 101227
& [T T
Lndo Translation /—/'J“ﬁ
209.165.201.4 = 10.1.2.27 ( |n5'.de_)
\:_\Tf

;
I
\

twoTyELY oFUF (FFHE)

NATIZHE, 1AL, IZ 20 TR A, 2500, 251 EMEREOMBEOA S T 1 v
7wy BT T VAEMEHTED LI FMEDRSH Y £97, 181~y BT IS

[l Firepower Threat Defense D+ k7—% 7 KL RZ#H (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

\}

towvery vrut Gz ]

vy BT EMEAT LI 2B LET, oD~y B 7 AT v a ik, TH
L7RUWNRERMNFEAET D aTREMED D W £ 77,

BERERIIZIE, D32k, 1 /ZERUETY, LML, ar7oFab—ra N L LT
EEO~ v B IR —HTIEHALLTRWEERH D120, MELTHEEOET FL ATt
LCIiZEDary7 4 Xal—varaERT22 243 LEd, 222 Do)
VAT, PEOERDOT RLARZEO~ vy BV T RLALIERCY y By 7 S ET
(AlX1, BlE2, CIE3) . T RTOEEDT FLART vy B TInch, RIZvy BT
ENAT FL AT, BVIOEBROT RLRA Iy BV &N, T_XTO~ v 77 RLAR
vy ENDETHITENET (AlX4, BIES, ClE6) . ZOfER, EBOKT KL
W L THEEO~ B 7 T RUVARMFETHZ LRV ET, 1xE0ar7 1 Xal—
ar DX, BHIOy B TIEFNRRGTHY, LD~ v B 7 TiE, EEOFR A
DT T 4w 7 ZRBETEETR, EEORAMMNLDTXTONT 7 4 v 71, HET
DRPD~ vy BT T RUVARET2MHTE 9,

WORIT, 72D xS DAL T 4 v 7 NAT ¥ F U A&7 LET,
11:07EDRET 4 v%9 NAT

Security
Appliance
{10.1.'2.'2?' f" 209165201.3
*10.1 228 ‘7 209 165 201.4
*10.1 227 ? 209165 201.5
{10.1 228 g? 209.165.201.6
‘{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

ZRIDEIISE 1 a7 4 Fal—a TR, vy VI T RLRALD L OFEBEOT
RUABGFIELET, EBEOT FLARRET L LD bR, vy EV 7 T RUARRRELE
T, MG ROREEEBTE 501, K FMIOEBEDOIP T RL AL~y BT Ini7—
DTy B T 2Tl T TT, VDO LNOEBEOT FLRIXNT 7 4 v 7 2Bk
TEXFETH, INO~D T 74 v 7 2B TEETA, BHDOV¥—2 T 7 4 v 703,
FEDOEA DS H>DOEFE (EEILIP, S0P, FEILAR— K, FER—F Fmbhan) i2ko
THYIREEOT LA IZIREINET,

G¥)

LD E7213%% 1 O NAT (X PAT TlIdb W £H A, 2 ODOFEBEDOKR A R FE CEETAR— k
T2 A L TR UAN Y — "B L O U TCP 465 R — Mo T 7 & AT 54 1%. WOk
ARRRECIPT RLRICEBREND L. 7T RLVADHEARD S ODF TN —ETR)
72, WHFOEREN )y hERET,

WO, —fRBI7R S VDA ZT 47 NAT > F U A% RLET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



. RAET4vIBEHNATOD

A3 T4v I BE

B

X JE

12: /DDA ET 499 NAT

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

Security
Appliance
101227 f 209165201.3 >
101228 ,7 2091652014 »
101229 ‘? 2131652013 »
1012 .30 ? 2r2.165.201.4 »
o
101231 Z 212.165.201.3 » Iﬁ
; 3
Inside / Outside

COXEICAZT 4 v I N—NEFERTEZOTIERL . NHHOBRBEVNEETDE T 7 4w
IR T DON—IVEAER L, FRODT RLVRIZHEAF I v 7 —VEERTDHZ L 2BED

L/ i ‘a—o

NAT D& E

AX—hk 54 % YiR—rEN5T | HR—FENBF

VR WHEDZA VR |11 A AU TR

WA (Any) |[R%E47e L FTD WP hr (Any) |Admin Access
Admin Network
Admin

AET 4 P HEBINAT L—LZ2HHA LT, 7 RLAZERY N —27 L TCL—T 4 7]
BEZRBIDIP 7 RLAICEMLET, /-, AZT (v 7 NAT L—/)LTR— FOLEHEL T F
7,

458 HHIIZ

(7Y =2 & (Objects) ]>[A 7Y =2 MEEE (Object Management) ] Z IR L, /L—/L Th
Tty NI—0 ATV NEREFITNA—TEERLET, > FE, NAT L— L2 EHR
LTWHEEIZAT V2l FEERT A2 b TEET, A7 V=7 MIROBEM LT3 %
R ET,

s [JEDE(EIL (Original Source) | : ZAUER Yy NU—27 A7 V=7 b (FA—7"Tida)
TRITFUTR ST, AR, #IEELZITT 7Ry B ARETT,

o [ 51550 (Translated Source) ] : MK AT RUVAZIRET HIZIE, ROF T =
YHY FET,
o [5B5cA % —7 = A A (Destination Interface) ]: 361 v X —7 = A T KL A%
FEHTZICE, Xy NI FT7 V=7 MNIBEH Y /A, TR — FEA# L4t
W2y AT 4w 7 AV F =Tz ANAT #RELE T, EEILT RLUAKR— NI,
A E—=T 2 A ADT FL A, BLURFEUR— MEFICEBRINET,
*[7 FLZ (Address) ]:7RA b, #ifH, £7i3V 7Ry ba@dlexy NU—7 &7

Tl FERIIITNV—TEERR LET, IPvAT KL AL IPVv6 T KL AD % 7 ) —
FICANDZ LT TEERA, | DOX A TIETNREENTWHALERHY £4, 1@

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
2497y oapnToiz ]

W11 DOy BT TiR, EEOT RLALEULEO~ Yy E L 7 7 RLAZRE
LET, LL, TRLRADEDR—HLARZ2WGEELH D 7,

AT9 1 [T/NA R (Devices) | > [NAT] DJEIZERINL, FTDNAT RV > —Z Bl E 72 I13MmEL £,
ATV T2 RONTNPEFITLET,

« b= ®iEN (AddRule) 1RZ %27 U v 7 LT, HLWAL—/LEIERLET,

c[fE (edit) 17142 (@) 27U v LT, BIFONL— LV ERELET,

F7 Vw7 A=ma—lZb, —AOUIVERY 2 — BT, AL HIFRA 7 v a v iid ) £,

AFvT3 ERLV—NOF T g BRELET,

« [NAT /L —/L (NAT Rule) ]: [H#) NAT /.—/L (Auto NAT Rule) ] Z#RK L £,

«[ZAT (Type) 1:[A¥T 4 v (Static) | ZERLET,

ATV T8 [A v F—T A AAFT V=7 b (Interface Objects) | ¥ 7 C, ROV 4 —/V REHRELET,

C[EETXA L H =T = A AL TP/ b (Source Interface Objects) . [FBIoA v X —T =2 A A ATV =
27 (Destination Interface Objects) 1: (77U v ¥ J—T AN~ f U X —T = 4 ADFEIZH
%) . TONATV—NVEZHEHTHA L Z—T oA AZRFET DA E—T AR FTTV=0 F (&
X2 VT g V= FREFA L H =T A AT N—T) , [Source] IXFEBEDA L H—T = A AhEied
TV hT, ZOAVH =T 2 A RAERB LT T 7 4 v Z1ET A ATAD £F, 55k

(Destination) 11X, T3 ADBHD T 7 4 v 7 RERTHI~Y BT A H—T 2 A G AT
WOA T2 FNTY, 774NV TIE A= VETV oY TN—T A= =T = A%
PR T_XTDOA v H—T7 x4 A ([Any]) I[ZHEHINLET,

ATYT5 [—#% (General) ][Z# (Translation) ] % 7 C, IRDOA v araHELET,
s DLDEEIC (Original Source) |: BT 57 RLAZ G Rry NI —0 77 K,
o [EHLE 25558 (Translated Source) ] : IROWT TR Y 97,
e 7 RLADBREIN—T2FEHTHITIE, [7 R A (Address) | BL OB~y B 73727 R
2EENRy NT—7 F 727 NERIITA—T2RIRLET, @E. 11 D~y LT
X, EEOT7 RLALEILHEDO~ v 7 7T RLAZRELET, LorL, 7 RLADEN
L2WGEEbH Y £7,

.

(R—= NEWZRTE LTZAZT 4 v A F—T A ANAT) %A v F—T7 =24 ZADT FL A
T A2, [3B5EA 2 — 7 =4 A IP (Destination Interface IP) | #7&R L £9, F7-4E
DA VB =T 2 A AFT V27 NEBIRTHMLBELHVET, A X —T A ADIPv6T K
VA& RT A%, [FE (Advanced) | % 7 C[IPv6] A7 v a U ZBIRTHMNELH Y £,
IR =L, AFT 4T A H—T 24 ANAT R ELET, KETT KL R/
R—=HMI, A H =T ADT FL A, BLXOFUKR— FEFIZEBRINET,

« (A7 ar) DLdAR— K (Original Port) ], [Z#iy5A A — I (Translated Port) ] : TCP ¥ 721 UDP

N— N BT D0EN O LH5E51X, DR — K (Original Port) ] T7'1 b2 /LA #IRL, JTLOR—
FEE & EHE LR — FEFEATILUET, 728 20, BTG U TTCP/80 % 8080 128 Tx £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B <57 vozmnrone

(A7 ar) [ (Advanced) ] # 7 C, MERA T v a U EBIRLET,

o [ZDN— VT —FT % DNS & % &L (Translate DNS replies that match thisrule) ] : DNS J&& D IP 7
RURAZEBRTIDEIDERELET, v~ v BT AU F—T 2 A ADDLEBOL X —T = A A
\ZBEIT 2% DNS INEDOYA. 7 R A (IPv4 A 721X IPv6 AAAA) L a— R~y B 7 ST fE
MOERBEOEICEZIZ DNET, KT, BEOA =T oA Apb vy B TSN 4 —
7 2 A ASODNSIGEDY G, L a— FIEROENO vy BV INTEICESBmZONET, 2
DA T a TR THEA SN, ZBEHRZICID AL a—FE AAAA L o— N TH BT
DIV D NAT64/46 ZEHED T DIZMERZ LR H D 7, FEMIC OV TIX, NAT 2/ L7=DNS 7 =V

ATvT6

LINVEDOFREHZ (13 °—2) Z2ZRL TSIV, ZOFT v a IR — MERZLT 5 5a 138
MATEEEA,

[IPV6] : A > % —T = A APAT DFEeA v H—T = A ADIPv6 7 KL AT 5 E 90,

[* > b~ > 27 (NettoNet Mapping) ]: NAT46 DA, ZDOA4 7 a v AL T, &HIID

IPv4 7 RLUAZEFEMOIPv6 7 RLRAIZEW L, 2F/KB X 2FBICERLE WS IAFTEBLLET, Z0
F T a rEBEIRLRWEA, IPvd DAL TN SN ET, 1651 OEBOBEIL. 2047
arvEMHATAMNENDY £7,

[$8%cA > H—7 =4 ATARP %7 2% L72\ (Do not proxy ARP on Destination Interface) ]: ~ v £’
VIIPT RLASNDEEFERZ Yy hOTax U ARP #Hhc LET, v v BT A X —T xR L
Ry hU—27 EOT7 FLAEFEH LGS, VAT AI7TeX U ARPEZFEHL Ty B 7 T
RLZADFTXTOARP ERIZIGET HZ & T, v~y BT T RV A&k T D877 407 %2R
ITZELET, ZOHETIE, T ARZOMDOR Yy hT—T D7 — T = A ThDHLENRRN
W, V=T 4 I BERILENET, BREISLTCT R ARPET 4 B —T M TEET, TOH
BliE. Ty T AN =LA N—FOWY RN — R HDHZ EEMRTIVLENHVET, TAT T 4
7 4 NAT OBE, BFIE7 02X ARP IFIAETT, HEIC Lo TdEmOMBENEL L 2 E03H Y
7,

ATy TT [#RT7FE (Save) 127 U v 7 L CT—aBIMLET,
ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

AR T 499 FH NAT DERTE

ZAT—F SA+t YR— hSNDBT | HR— b SND K

VR REDSA VR |11 RAH A TOER

W)y (Any) |E%7e L FTD WA (Any) |Admin Access
Admin Network
Admin

HEI NAT N=— X &0l SRWGEA. AXT 4 v 7 FEINAT V— Va2 LET, 72L& %
W, BRI U CRRDEREZ LI-WEAERETT, A¥T v 7 NAT L, 7 RLAZ5E5%
Fv FU—27 ETL—TF 4 VT A[RERBIOIP T RLUAIZEH L £9, £72. AZT 4 v 7 NAT
J— )L THR— NOEHREL TEET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

&
ATy T2

ATvT3

2485 ¢y EHNAT0%E [

1R BHHIIZ

[4#7 =2 b (Objects) 1>[47 V=2 Mg (Object Management) ] A3 L, L—/L T
B Ry NT—0 TVl bERIIITNAN—TEERLET, >IPvd T KL AL IPv6 7 R L
ADWM I T N—TICAND Z LITTEERA, 1 DOXATTETNREETNTWDILERL Y
F9, FE NAT V=L EERLTNWDEXIIAT V=) NEERT D EbTEET,
FAT V27 MIROBEH G- THERDH Y 77,

« DEDEEJC (OriginalSource) |: ZAUTAR Y MU —27 A7V =7 NERITZNA—TFT, &
A b, #PH, £ TRy FEELIENTEET, TRTCOTDOEETL N T T4 v 7
EEBT 56, ZOFEEZAX YT L, L= T[TT (Any) | ZHEELET,

o [ A5 o0 (Translated Source) | : ZHAFE AT RLRAEZIRET HIT1E, kOA 7T =
iRV ET,

e [5855A % —7 = A A (Destination Interface) |: 38551 ' F—7 =4 AT KL A%

FERTHICE, XYy NI AT V27 MIMESHY £ A, TR — ME#H LI
2, AL T4 v I A H—T oA ANAT Z#ELET, HELT FLUAMMR— M,
AVE—=T2AADT RV A, BLORRIUAR— FEFICEBINET,

«[7 KL A (Address) ]: &R b, &, FE3FV 7y bEagdexy NU—7 X7

Tl NERFIIN—TE2ERLET, BFE, 11Oy BT EEOT R
VALRICHEDO~Y Yy BT 7 RUAZFELET, LL, 7 RLAOENR L7
WHEELH Y ET,

=)L THET NV AOBEERZRET H L. [JuDsist (Original Destination) ]38 KU [Z#i
#5645 (Translated Destination) D%y NU—27 7 V7 FEERTEET, A— FEH
ERELISIHDALT 4 v A F—T = ANAT ODAEFRET DHAX, WO~ v v
VT RLVARICKTAAT V27 bOBENEAF Y T TE, =L TA VX —T = A&IEE
LET,

FFEIC, sE. EFEOMGOR— MEBRLETTEES, A7 V=27 h~vFx—V¥% T
I COR— R B INTZAR— P THEATELIR- N A7 V=7 ML L2 HRLE
R

[T/34 X (Devices) | > [NAT] OJIEIZEI L, FTD NAT A U > —Z A FE 7213w L E 5,
WOWT NN EEITLET,

s V= DiEN (AddRule) | RZ %27V w27 LT, HLWWL—LEERLET,

c[RE (edit) | 7A 2> (&) 22V v 7 LT, BEOL—LERELET,
H7 Vw7 A=ma—ilb, —AOYVERY, at— BT, FA HIRA 7> a v BZbo £7,
BEARN—NOF T a v ERELET,

« [NAT /b—/L (NAT Rule) ] : [F8) NAT /L'—/L (Manual NAT Rule) ] %R L £7,

[ZAT (Type) 1:[AFT v 7 (Static) | ZRINLET, ZOREITEEILT FLAITOHMEH
ENFET, LT RLAOEHRE EHZ L TV DHIEE, BHRITFICENICIThbhET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B <57 vozmnrone

s [B2t (Enable) 1: V=% T 7T 4 7T DMNEIDERELET, V- X=TVDE7 Y v
Ama—%HALT, B CA—NET I T 4 TALERITHET 7T 4 7T DB TEET,

o [fEA (Insert) |: V—/VZBMNTHGHEREELET, L—E, 73V (HEINAT L—/LOH]
ML) . FIEEELEA—AEED EOTFICEATE 9,

ATy T4 [fo¥—TxzAAFT =7 bk (Interface Objects) ] ¥ 7T, IRDT7 4 —/L RERTELET,

s[EETA L H—T=A A ATV b (Source Interface Objects) ], [$85EA v X —T = A A 4T
v x 7 b (Destination Interface Objects) ]: (7 U v ¥ J)—T A N— L U F—T = f ADYH
WZEE) o ZONAT V=NV EEHT 54 0 2 —T 2 A ZAERETHA L F—T A A FT V=)
M (X2 VT V= FRFA X —T = A A TN—") , [Source] IZEFEDA L X —T = A A
EEDAT VI FT, ZOA V=T 2 A AERBE LTI 7 4 v 71T 3 AZAY £, 56
& (Destination) J1X, TN ANBHD T 7 4 v 7 BBAT AV E LT A X —T = A ABE
AWNTWEF T2 F T, T4V ITIE = MEIT N D IN—TF A R—f B —T = A
AZxR T _XTOA 2 —T7 =4 A ([Any]) ICEHA SN ET,

ATy TH ([£# (Translation) ] # 7 CIREZFEITLET) o DO/ b7 FL A (IPv4 £721XIPv6) . DF D,
TNy MIFEREND Xy N T RUAERELET,

TCDOINTry N EBBEINTZ N hOFNZHOWTIE, RORESRL TL7ZEW,
Source Desiination

e B e

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

101.2.2 —=10.1.11 >
Original Packet

* [Original Source][Address] : X957 RL A2 Flery NU—2 A7V =7 b, Fl2ldxy hU—
7 TN—"T,

Fs L | e B B
192.168.2.2

Translated Packet

» [Original Destination][Address] : (A7 ay) , %7 KL A2 ELrxy NI—0 A7V =7 b,
ZZHIZLTELS &, 5BEICEDY 2 RIETLT RLAOEHENEH INET, 57 RLRAEHBE
LIESB. £OT FVRICAZ T 4 v 7 EBERET D0, BIZT AT 7T 47 4 NAT 2l T &
£
[Interface][Source Interface IP] 23 E(E LA ¥ —7 =4 A ([Any] 1IARF]) EOILOFEEITIHKSNTEH
ESNDEIICERIRTEET, 204 TV a U EEIRT H5E, BEAONA TV =7 b bk
RIDUERSY T, AT 4 v I A H—T x4 ANAT 25857 KL ADKR— NEHE
THIE, ZoOFT v a 2Rl SHICEOFER— FOBYRAR—F A7 V=7 FaER L
£

ATFYT6 LTHEL AT N T RLR (DFD, IPvd £72131Pv6) ZHELET, X7~ M 7 KL RIE, 58deA
VE—T 2 A Fy NI =T IZERREINFET, LEIZSUT, IPv4 & IPv6 D CEBRTE £7,

o [EHE 2 5{E5T (Translated Source) ] : IROWT NI Y £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T1

ATvT8

2485 ¢y EHNAT0%E [

¢ 7T RVADEREIN—T%MHTHIZIE, [7 FLA (Address) | BI X~ 73n/z7 K
VARG Ry NU—2 7 V=7 FERIIZNA—T2BIRLET, @H. 11 Dv v
I, BREOT RLALFEULEO~ v 7 T RLAEZRELET, LrL, 7 RL20K
D=HLR2WGEEL DY £,

o (R—I"EWERELIEAZT 4T A F—T A ANAT) 5ikeA v Z—T =A ADT KL
AEMERT5I21%, [5B5%EA >~ B — 7 =4 A IP (Destination Interface IP) | Z3R L £§, F7=
FEEDIIA VA —T 2 A AT T V=7 Mo BRTHLELHVET, /X —T A AD

IPv6 7 KL A ZMEHT 5120, [FE# (Advanced) | ¥ 7 C[IPv6] A 7Y a V& EIRTH04HE
bV FEFT, THUIKR—IEH LI, AT 47 A F—T A ANAT ZXELET, &
FTET RLVA/R—ME, A v Z—T =2 ADT KL A, BLUOFEUR— FEFICEBRINET,

o [EHEF5050 (Translated Destination) |: (A3 y) . B EIN=ry b CHEHIN D557
KL AZGexy NT—2 A7V NERIZTN—T, [JtD%5 (Original Destination) | % &R
Lieha, MUAT7 V2l bEBIRT L2808 -T, TAT YT 47 4 NAT (OF DB L)
ERETCEET,

(EE) —EABHORE LY — X R— b EiIs e — 2 R— &2l LE7,

R—=PMNEHEARE LT-AZT A v I NATZRE LTS, BEL., s, FRTF0mMFOR— X
¥aTxE4, 7-& xI1E. TCP/80 & TCP/R080 A LM TXx F4,

NAT TiE, TCP £72iZUDP A YR — b ahEd, N— LM T 556, REOF—EA2A 4T V=
Jho7abharbtvy B =247Vl b7 a haromFRRCICLET (@ E D
TCP 7213l i & H UDP) . 7A T V7T 47 4 NAT Tit, EBEOKR— L~ L7 R— FDOEHIC
ALY —R ATV r FEFHATEET,

s DEDEFIEA— & (Original Source Port) |, [Z#ii% A 5fF 64— b~ (Translated Source Port) ] : 25(3
LT RLVADR— NEWEEZLET,

s DED%E4EAR— K (Original Destination Port) ], [Z#i357456567"— K~ (Translated Destination Port) ] :
SEET RUADKR— MEHETERLET,

(A7 ay) [E# (Advanced) | ¥ 7 C, LA T v a v ERRLET,

s [ZDN—Z—FT % DNS J& & 2, (Translate DNS replies that match this rule) ] : DNS i O IP
T RUVAZEMRT DN EIDERELET, oL T A F—T oA APDEEDOA L F—T =
A ZZBEIT 5 DNS IGE DA, 7 KL A (IPvd A £721X IPv6 AAAA) L a— RiI~v oy B/ &
IEN S EEOEICEEMZ o ET, AT, EBEOA L F—T =AM Anbv vy B 7 Il
A B —T 2 A A~DDNSISEDOYE, La— REEBEOEN O~y B 7 SN EICEZHRZ S
NWET, ZOFT T g IR TS, BEEHEIICEVALa—FFE AAAAL2—FH
THEMDITOIND NAT64/46 D T- DI ER T 03 0 3, FEMIZ OV TIL, NAT Z4EH
L7ZDNS 7 =V LISEDEXHZ (103 2—) #ZRLTLLEIVN, ZOF T v a iR — ME
BEAT O LRI TE A,

c[IPV6] : A > F#—T = A APAT D%ieA L H—T A ADIPv6 7 RV AZMEHT 2008 5 D,
[Fv M~ B L7 (NettoNet Mapping) ]: NAT 46 DFE, Z DA T a L Z2@IRL T, &AID
IPv4 7 RLAZFEAIDIPv6 7 RLAIZE#H L, 2FEHZ 2 FHICEHBRLE WO NAFTEBRLET, =
DAT > a rEFINLRWGEA, IPva DAL TAREH I ET, 131 OEBROYEEIZ, Z0
FFa EFERTOILERDD 5,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B =57na

ATv79
ATV T NAT L=V T[RFE (Save) 1227V v/ LTEFRZEFELET,

FATFUT

o [B—7J51A (Unidirectional) ] :

s [BESA v H—T A ATARP 27 2% L7\ (Do not proxy ARP on Destination Interface) ]: < v

U IP T RLAANDERE Ty hOTaxY ARP 2N LET, ~v BT A Z—T oA
ZEFE LRy =2 EOT RURAEEH LG E, VAT LI eXF U ARPZHEH L Ty vy B
T T RLVADTRTO ARP ERICIGETHIET, v~ BT T RLVAEHEETDHRNT 7 4>
I ERITRZELET, ZOHETIE, T ARZOMDOX Y NT—=0 DF— T 2 A THIHMLE
WDIWT2D, —T 4 VIR LS E T, REIS LTI RXF U ARPET 4 E— 7 M TEE
T, TORBIE, Ty T AR — A»~&@ﬁ@ﬁw~bﬁ%é’e%%éﬁé%%ﬁ%bi#

TAT VT 4T 4 NAT DG, @EIL7 2% 2 ARP [T RE T, W2 Lo Tk o RED E

CHZENH ET,

ZOFTvarEERTHE, 5T FUARREILT RLAIZ KT

T4 v BB LEVWE DICTEET,

[#17F (Save) 127 VU w7 LT—L&BIMLET,

14T 4 NAT

IP7 RLAZHFIIEWT HILEDOHLNAT AL 7 (a2l —a VARETEET, 728
ZIE, NAT 283y NU—ZIZHT 550D, 1 5Oy NU—27 % NAT LRIV 5 &
) IR N — IV EERT DA, AXT 4 v NAT V=V ZER LT, 7 KL AZHFIZE
B LtinTEET,

RO, —72T AT T 47 4 NAT DOV F VA ERLET,

13: 7AT>T4T1 NAT

Security

Appliance é
209.165201 1 209.165 2011
< '

209.165.201 2 ; 209.165 201 2
< 7 -

130038

Inside f'{Outside

ZITIE, TAT T 4T 4 NAT OFBEFIEICHOWNTEHA LET,

T 4 B & NAT DL E

A¥X— k514t YiR—hrENBT | HR—FrENhB K

VR REDSA VR |11 AH AU TR

WA (Any) |RE47RL FTD WA (Any) | Admin Access
Admin Network
Admin

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)




| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
747o747saBNAT0%E |

ABTF 4T TAT T AT A A NAT V=L AHEA LT, 7 RLAOEHEHIE L E9,
SFVY, BEHDT RV AICE#HLF9,

48 HHEIIZ

(7Y =2 & (Objects) ]>[A 7Y =2 MEBE (Object Management) ] AR L, /L—/L Th
Wirty NI—0 A7V FERFINAN—TZ2ERLET, > F203. NAT L— /L& EFH
LTS EXIIA TVl NEERT AL TEET, A7V MIROEMZG T2
Wb ET,
s DEDE(EIL (OriginalSource) ]: ZAUTFR Y NT—F ATV 7 b (ZNA—FTIER2N)
TRITFUTR ST, AR, #WHEELZITY 7Ry B AMRETT,
o [ %1550 (Translated Source) |: TEDRE LA T V=7 b ar Ty nge<L [[/d—
DFy NT—7 7= "EIFIN—T, RILAT V=7 el cx x4,

RT9T1 [T/A14 X (Devices) | > [NAT] DJEIZEIN L, FTDNAT KU > —ZER E 72 13HmE L £,
ATV T2 ROWTNLEETLET,

s V=L DiENN (AddRule) | ARZ %27V w27 LT, FrLWb— & ER L ET,

c[fRfE (edit) 17422 (&) 27V v 27 LT, BBEFEOL—LVERELET,

H27 Vv A=ma—llh, —AOUVERY, at— 0T, AL BIRA 7 v a e £7,

RTFYT3 BALV—NOF T a v EFELET,

« [NAT /L—/L (NAT Rule) ]: [H#) NAT /.—/L (Auto NAT Rule) ] Z#R L £,

«[ZA T (Type) 1: [A¥T 4 v (Static) | ZERLET,
RTYT8 A2 —TxAAFT =2 | (Interface Objects) 1 # 7T, D7 4 —/L FEBRELET,

c[EETXA L H =T 2 A AL TP b (Source Interface Objects) ], [FBA v X —T =2 A A 4TV =
7 K (Destination Interface Objects) ]: (7 U v ¥ FN—"" AR — [ L H—T = 4 ADLEITH
%) . TONATV—NVZEHAT A0 F =T oA RERET DA =T A A FT7T =7 b (&
Xa)T g4 V=2 FBFA =T oA A TN—") , [Source] ITEBEDA X —T A AEiedt
TV FT, ZOA B =T 2 A RERBM LT NI 74 v 71373 RIZAD E£F, 565k

(Destination) 1%, 73 AL D N7 7 4 v 7 NERT vy BT A U H =T 2 AEFHEALT

WHF T2/ FTT, T7AHNVETEH, V= VZT VT TN—TF A=A B —T =2 A%
fr<FT_XTDOA v F—T7 x4 A ([Any]) I[ZEHILET,

ATv 5 [—f% (General) ][Z#4 (Translation) | ¥ 7 T, DA 7 a v ZRELET,

s [JEDX(ETE (Original Source) | : BT D57 RLAEELeRry NT—7 7= |,
o [EHLE 255 5E (Translated Source) ]: STEDORETLERUAT V=7 b, RWIZISLT, 2T
NESTLFE—DOMNOFT V7 FEBIRTE 3,
TAF T 4T 4 NAT\ZIL, [JEOHA— b (Original Port) ] 473 = > & [Z#aE2HR— b (Translated
Port) | A7 a U ERELRNTLEEN,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B 7 s smnTonE

ATYvT6 (A7 ay) [FEM (Advanced) | ¥ 7 T, B4 T v a VERRLET,

s [ZD—)L & —F9 % DNS A & 22 (Translate DNS replies that match thisrule) |1: 74 7 V7 4 7 4
NAT |ZiE, 2047 v a VEFRELZRNTL EE0,

“[IPV6] : TAT T AT A NATICZ DA T ¥ a v EFEELRNTLZEN,

[y h=wy BT ~DFR >y b (NettoNetMapping) 1: 7A T T 47 4 NATIZZ DA T v a vz
ELRWNWTLZEN,

s [BEA L H—T A ATARP &7 2% L72\> (Do not proxy ARP on Destination Interface) ]: <~ > £
YITIPT RVASNDEENry hOTaXx ARP N LEd, v v BT A v F—T A R L
FALCFy hT—27 EOT RVAEEHLIESAE, AT AEITaXF U ARP Z2HH L Ty B 7 T
RLADFTRTOARP ZRIIGETHZ LT, vy BT T RV RZ5ELTDH T T4 v 7 2R
ITZIELET, ZOHETIE, T ARZOMDFR Yy hT—T DF— T = A ThHDHUENRRNT
W, =T 4 RSN E T, BEIISLTTRXVARPET A —T I TEE T, TOY
HBlX, Ty 7T AR =L —Z DGR N— N HDH L HHRTHMLERHYET, TAT T+«
7 4 NAT O%G, BHFIE7 02X ARP IZIAETT, B Lo TIEOMBENEL D Z 0 H D
EJ AN

s[BEIA L H—T A ADNV— vy 7T T D5EFT (Perform Route Lookup for Destination Interface) ] :
TEDFR(ETLT RL R EBRENT-HETLT RVRIZE—DOA TV MEEIRT HBRICEFE A ¥ —
Tz A RLGEA E—T 2 A ZAERIRT D56, 20X T a rE2BEBRT S L NAT L— /L TikiE
SNTSEIA B =T 2 A ATIERLN—T 4 T T =T WIS T AT AR50, ¥ —T =
ARBRETDHEIICTEET,

ATy T [R1E (Save) 1227 U w7 L TL—%EBMLET,
ATw T8 NAT X—IT[RAF (Save) 1227 VU v 7 LCERZEIFELET,

TATT AT 4 F&E NAT DEKRE

AY—h+ 314t YR—bENET | HR—FrShd K

VR REDZA 2R |14 R AU VA

WDy (Any) |EE%7e L FTD WA (Any) | Admin Access
Admin Network
Admin

HEI NAT BNBEREO =— X &l L TOWRWERIE, AT A v 7 TAT T 47 4 Tl
NAT V— N ZEMHALET, =& 20E, seIS TR ERE LI-WEARETTH, A
TAYT TATYT 4T 4 NAT V=2 HEHLT, 7 RVAOEWREZHIELET, DFD,
HEDT RLAICESLET,

1R BHHEIIZ

[A7 =27 b (Objects) |>[A7 =7 MEEE (Object Management) | ZER L, /L —/L T

o Ry NI—7 ATV NEREFITN—T 2R LET,

>IPv4 7 RL X L IPv6 7 R L

ADW ST T N—TIZANDZ EIFTEER A, 1 DOXATETFNREETNTWVALENRDH Y

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
747 747+ FBNATO%E |

F79. FE NAT A=A ZERLTWVWDLLINIAT V=7 FEERTLHZ L TEET,
FAT V=7 MIROBIF BT THENDH Y £,

s [JEDE(EIL (Original Source) |: ZAUEHRy N —2 A7 V=2 NELIZTNAV—TT, &
AN, #i, FEY TRy hEELRIENTEET, TRTOTOEEFELRNT 747
EEWT DA, COFEEAT YT L, =L T[TXT (Any) | ZHELET,

o [BHE 5550 (Translated Source) |: JCDER L ERMUEAT V=7 by, A7 a T,
NENE ST EILHOFT V=7 FaBIRTE F4,

=)L THET RV AOBEBERZRET H L. [JudD%ist (Original Destination) ]38 KU [Z#i
#FH564 (Translated Destination) D%y U —27 47V =7 F&EERTE £9, ~— ML
ERELISIHDAZT 4 v A F—T = ANAT ODAEHRET DHAX, WO~ v v
YT T RLVRICHT AT V27 FOBENEAF Yy T TE L=V TS U F—T A ZAE4EE
LET,

EFEETC, s, ELFEOMGOR— MEBRLETTEES, A7 V=27 h~vx—V¥% T

X, TOR—FEEBRINTEAR—PFTHHATE AR AT V27 bR LR LE
T TATUT 4T 4 NATIZIERIUA 7 V=7 bEfTEES,

ATvT1  [T/NA X (Devices) | > [NAT] DJEIZEIN L, FTDNAT R Y o — A ERRE T2 ITMmE L £,
RTFYT2  KOWTRNEIATLET,
s b—/LDEM (AddRule) [ARZ %27 U 27 LT, HLVL—ZERLET,
o[ (edit) 742> (&) 27V v 7 LT, BMEOL—LVERELET,

H7 Vw7 dA=ma—iZb, = OYVRY, at— BT, A BIBRA 7> a o nb v £7,
ATFYT3 HEARLV—LOF T g BFRELET,
« [NAT /b—/L (NAT Rule) ] : [F#) NAT /—/L (Manual NAT Rule) ] Z 3R L £,
(A7 (Type) 1: [A¥T 4 v 7 (Static) | #@RLET, ZOREIFFHEILT FLRIZDHH]
ENFET, ST FRLAOEHREER L TV DA, BHRITEICEHMICITORET,
« [A%Mt (Enable) J: V=& T 7T 4 TICTBMNEIDERELET, VA RX=UDEIY v/
Aoma—%RALT, B CA—NET I T 4 TALERIIHET 7T 4o 7T DB TEET,

o [fEA (Insert) ]: /L—/L&BINT5EFaEELET, L—iE, 73V (HEINAT L—/LOH]
ME) . FTRIEEELIEAL—AEED ENTICHEATE ET,

ATy T4 [foH—Tx2AAFT =7 bk (Interface Objects) ] ¥ 7T, IRDT7 4 —/L RERELET,

s[EETXA L H—T=A A LTV x2 b (Source Interface Objects) ], [385eA v X —T = A A 4T
Y= 7 I (Destination Interface Objects) ]: (7 U v ¥ Z—TF X N— A 2 —T = f ADHEH
IZEE) . ZONAT V=N E#EAT A =T 2 A REREET DALV B —T 2 A A FT V=
M (ExXa V70 V=V FERIFIA S H—T A A TN—") , [Source] 1TFEEDA > X —T x4 R
EEUF TV FC, DA E =T 2 AERBLT 7 74 v 73T A RAZAD £7, [
%t (Destination) J1&, 7/ ZMBHD M T 7 4 v I PNERT Oy T A U F—T o AuE
ANTWHA TV NTT, T4V EITIE, = MEIT VD TN—T AN —f B —T = A
AERSTRTOA 2 H—7 x4 A ([Any]) I[ZHEHINET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B 777 smnTonE

ATy TH

ATvT6

ATy 17

TTDONTy b T RLA (IPv4 L7213 IPv6) . DF V| TDOAT y MIERENLZ ATy b 7 RV A%
BELET,

JLDNT > N EBEBE Ny BOBFNZONTIE, RO ESR LT EE, T2 TE, NEFAA B
TTAT T AT 4 NAT ZEITLETN, SR A F2EH L £9,

Source Desfination

i B o

10.1.2.2 Real: 192.165.1.1
Identity Mapped: 10.1.1.1
10122 —=10.1.1.1 > -—-= 18216811
Criginal Packeat Translated Packet

s [JED%(E5C (Original Source) ]: BHaL CWAT RL A2 Gty NI —2 A7V 721X
=",

« [JED%ESE (Original Destination) ]: (A7 ay) , %87 RLAZ &L Xy NU—27 AT V=7

b ZEAICLTEL &, SEICHEDY 2 BELT RUADOEBRN#EH INWET, 5ET7 FL 2%
BELISGE., £OT7 FVRAILAZT 4 v VEBERET D0, HIZT AT 7 47 1 NAT Z{EH]
TEET,

[M2B8—T AR AT + (Interface Object) | ZEIR L, BETTA L X —T = A ADITLDSE
56 ([Any 1 LEIRAF]) 2_X—RZTHZENTEET, ZOF TV a VR IRT 56, BHHEHR
DFHA TV =27 NHRIRTLOMLERHY ET, AFT 47 A F—T A ANATIZFET R
VADR— NEHZ FIET 5100, 2047 a U EBIRL, EHICEDMER— N DOmy) 7R —
NAT o7 bEBEIRLET,

BTHFEH Ny N T R (DF 0, IPvd £72131Pv6) 24 ELET, 7y b 7 RL A%, 54
VE—=T 2 A Fy NI =T IZFKREINET, LEIZSUT, IPv4 & IPv6 O CEBTE £7,

o [E¥aH A5G0 (TranslatedSource) | : JEDEFEILERUAT V=7 K, A7 a T, WENE-S
L RUHIOAT Vs hEFIRTE £,

o [BHE 72565 (Translated Destination) |: (A7 ay) , BaSn/= 7y b CHEHAIND5ET
KL AZGTexy NI —2 A7V NERITTN—7, [JtD%i5 (Original Destination) ] % 3%&R
LizGf, RUAT Vel hERIRTZZEICE 5T, TAT T 47 4 NAT (DF ) EHa7z L)
ERETEET,

(EE) V—EALHROEE T — A R— N E35me— 2 R—hEi# L £,

R— NEWEZRE LI AX T 4 v 7 NAT i LIz, 25T, 5idt. 3T 0OmGOR— F &%
fecxET, =& 2. TCP/RO & TCP/8080 [Hl A4 Z5#aC& £,

NAT Tix, TCP £7iFUDPZF Y ARN— a7, N—F2EMT 58, EEROV—2 47V =
JRhO7r halbvsy B =R ATV bOTr haLOmERECICLET (WHeb

TCP £721XM 5L & UDP) , AT 2T 4T 4 NAT Tik, EEOR— L= 7 R— FOWHFIC
FLYy—bERA AT bEfFEHTEET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
Firepower Threat Defense 0 NAT JL—JL FO/\T « .

s LD EFILAR— b (Original Source Port) ], [Z#ii5 A 5E 04— b~ (Translated Source Port) ] : 25(3
LT R ADR— NEWAEERLET,

s [JED%ESEAR— & (Original Destination Port) ], [Z8#i 7446554 — b (Translated Destination Port) ] :
LT RLUADKR— NEBEERLET,

all

ATv78 (A7 ay) [E# (Advanced) | ¥ 7 C, LERAT v a v ERRLET,

s [ZDN—v b —E T 25 DNS JHZ %A He (Translate DNS replies that match thisrule) 1: 74 7 > 7 «
T4 NAT 12X, ZOFA TV a v ERELRNTL SN,

o [IPv6] : f > H—T =4 APAT DFEiA v X —T = A ADIPv6 7 KL AZHEHT D500 E 9,

s [BESEA X —T A ATARP Z 7 2% L72\ (Do not proxy ARP on Destination Interface) | : < v
BT IPT RLASNOEFENT Yy hOTaxT ARP ZHNLET, v vV T A2 —T A
ZERURY NT—27 EOT FLAZEH LIZGE, VAT AT7eF U ARPZHEH L Ty v B
T RUVADTRTOARP BRIZIGETHZET, v BT T RVRESRETD N T 7 4w
I ERITZELET, ZOHETIE, T ARZOMDOFR Yy NT—IDF— T = A ThDHNLE
MWW, =T 4 VTR LS E T, BBEISLTTRF U ARPET 4 E—T7 VI TEE
T, FOEEIX, Ty 7T AR — A N—F OGN — N3 DH Z L AR T HAMNERD D 7,
TAT VT 4T 4 NAT DA, BEILT 23 ARP IIARETT, HBEIC X > QIR OREN A
CHZEnNBY ET,

s [BEoEA L HE—T 2 ADN— bV 7T v T DFELT (Perform Route Lookup for Destination Interface) ] :
TDOFETLT FLAEBHBRENTRIETT RLAIZR—DOF 7V =7 b &R HEICEIETA
=Tz A ALGEA =T = A ALBIRT L50, ZOF T a raRIRT 5L NAT L—/b
TRESNTSELA VF—T 2 A ATEBRLN—T 47 T—TNVIESN T AT AB5EHA
B =T 2 A ARETDHEIITTEET,

« [HE—J71M (Unidirectional) ]: Z DA 7 a YV EIBIRT D L, 58T FLARREILT KL AIC hT
T4y 2RBLBRNEDICTEET,

AT T [BR1F (Save) 1227V v 7 L TL—LZBMLET,
ATV T NAT L=V T[RFE (Save) 1227V v/ LTEFZRELET,

Firepower Threat Defense @ NAT JL—)L 7 0/3F «

X NU—27 7 RUAZH (NAT) V—AZHHL T, IPT7T RLAZMOIP 7 KL AT H
LEd, @I, NAT L —AZHEHLTTIAX— T RLRENT Y w7 IZV—T 47
TEDHT7 RLVRIZEBLET, 1207 RLAZROT RLUAIZESBET D0, A—KT7 KA
Z#a (PAT) ML TEEDOT RL 2% 1 OE7IDBO7 FLAICE#H L, R— b ES%
ERHLTHEELT FLAZFBITHZ ENRTEET,

NAT V=V DR T a7 13, ROLERBY TT, a7 4%, FEREIATWAHZ L
& BE)NAT /L—/L & F#) NAT L—/L TR L T1,

NAT % 4 7 (NAT Type)

[FH) NAT /L—/L (Manual NAT Rule) ] $721% [HE) NAT /'—/ (Auto NAT Rule) ] D &
LOoERETHIONERELET, HEINAT X, #ELT FLAOAREEL L ET, 58

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B sz 1x479z0+ naTOTRAF 1

FeT RUAZESNW MO EBRGTIEER T 5 Z L3 TE A, AE)NAT OIF ) M E
T2ONMHELO T, TH)NAT OERELZ BINT 2 LER72WRY . BEYNAT 2 H L T
L&V, ZD2OORBOEFEVNZOWNTEEL 1L, HE) NAT 3 LT F#) NAT (6 ~<—
V) BER LTSN,

(247 (Type) |

EWav— V% (XA F v 7 (Dynamic) [T 250, [RAH¥T 4 v 7 (Static) [ICT D%
BELET, ¥A4TFTIvIEHRTIE, TRLRA F—Anbv vy 7 7 RUANEEN
WGBS AL D H, F72id, PAT OEEERFIITT R L RA/R— b O ARG DED HEIRIE®
WEnEzd, v v 77 FLRA/R— MEREICERT OILERHLHHE. A¥T 4 v
7 BEHEH L ET,

A1t (Enable) (FE) NAT OH)

N— VBT 7T 4 TICTHMEIDERELET, V= X=CDE27 Y v/ A=a—
ZHEALT, B CA—NET 7T 4 TACETIIET 7T 4 T TH 2 enTE x4, BH
NAT V— V280325 2 LT T EHA,

fEA (Insert) (F&)NAT DH)

N— BT 28 ERELET, L—md, A7 3V (HEINAT L—/LOFIE) |
FHIFEE LIV NVE SO LN TFICHATE 97,

ZBA (FE. FHNAT OH)
JL— L BRYOFHA,

VD P 7T, NAT L—)L 7087 4 DX TIZHOWTEHA L E4,

AVE—TIARATOH F:NATOTO/NT 4

AE—T 2 AAFTT V=T b (X2 VT4V =0 FERBFA L F—T = A AT N—T) 1L,
NAT V—ABHEHSNDA V=T 2 A A EHRLET, V—T7T v FE—RTIE, #Enxe
RO HIZT 740 O MEE (Any) | 2EHTHIE, BV L THALTRTOT /A A
DFRTDA L F =T = WA TEET, 72ZL, @EITREDREFIIL L5k v 7 —
T A ALBRLET,

G¥)

EE] DA Z—T 2 A ADWEIT, TV P TN—T A= [ X —T = A AL
HanhvEtA, MEEDO] A F—Tx2A RAERETLHE, TXTOT I vy TV —TF A
WNee=DA VB =T 2 AFRHAEINFET, LIzl oT, 7V v ¥ F—T7 A R—ZNAT %
WHT DI, A=A U H—T oA AERETHLERNHY £, 7V v VAL
4 —7 x4 A (BVD) BIRIZNAT ZRETHZEIETET, AN~ H—T A RZD
HNAT R ETEET,

AVHE—T 2 AAFTT V2l FERIRTDHE, NAT V= UIET A ADA X —T = A AN
BIRSINT-TRTOL TV MZEEFN TN EXICORFESNET, =& 2E, HET
EFEDOWFOEX 2T 4 V=V EBIRT D E, BFEDOT A AZx LTI 2L koA v
B—T 2 A ANTITDOS = NZEENTWALERH Y £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
EE) NAT O [ (Translation) ] 7’0/8F o« .

RETAVE—TIARFTS2Y b BEAVE—TIARFTPH b+

(T oD ITN—TF A NR— [ B —T oA ADPHITNE) . ZONAT L—/L 5T
HITDA 0 =T 2 A ABEFEETDHA L H—T oA AFTT V=7 (BEX=2 VT 4 J—
VERIFA U E =T A A T N—T) , [Source] IXTFEEDA L H—T 2 AE G AT
PV hT, TOAHE =T 2 A AZRBLTIT 7 4 v 73T 34 AZAD £9°, [4
S (Destination) [IL, T XA AMWBHD N T 7 4 v I/ R@IRTH~v v BT A X —T =
A AZEGEILTWDEF T2 F T, T 74N TR, —ET Y o T —F A
N A B =T 2 AL TRTOAL X —T7 =24 A ([Any]) I[ZHEA S ET,

B &) NAT O) [Z£#: (Translation) ] 70/3F ¢

[Z#: (Translation) | ¥ 7 DOA4 7L a & HioTRIETLT RL AR v B FENEEHRT R
LAZEHRLET, ROT a7 1%, BEINAT ICOAGEA I ET,

[FTDEIETT (Original Source) | (FIZWHZE)

BHLTWAT RLAZERRY NI =27 AT b, I —FTIEIR Xy hI—2
FTV ) MITHMENHY, FA M fH, TRV TRy RGO ENTEE
KR

[E#FEHEIETT (Translated Source) | GEE(IAHE) ,

B~y 7T RUA, ZZTEIRTINEIL, ERXLTWDIEHL—LDOHX AT
WICH TR 9,

« [£A4F v ZNAT (DynamicNAT) |: v v b7 7 KL AZELFRy NT—7 47
Vxl VERIIIN—T, Xy MU= ATV FERIFINA—TITTE LT,
Y72y hEFl LIXTEERA, FAL—TICIPVET RL AL IPV6 7 RLZDH
FEEDLZLFTEERA, 1 DOXA TRETEDDILENHY 9, FL—T1C
HHERA NPT RLAOEGREETNTWDIFA, ®PHITZ AT 3 v 7 NAT (Zff
AEn, RAFIP T RLVRAIZPAT D7 +— "y 7 LTHEASNET,

« [# 47 v 7 PAT (Dynamic PAT) |: IROWTNNEFEITLET,

s M H—TxARAPAT) , 58A X —T =24 ADT RLAZHEHTHITIE,
[3B% A > B — 7 =4 X IP (Destination Interface IP) | 238N L =9, 74T
DIfA VB =T 2 A AT TV 2 NeBRIRT OB LHV ET, A ¥ —T <
AADIPV6 7 RLAEMEHT 5121, [FEMl (Advanced) |14 7 C[IPv6] 4 7'+ =
VEBERTAVNELH D 9, PAT S IR E LRV TL ZE W,

HA LV E—T 2 A ADT RVAUANDOE—T RLRAZFERTHA1L,. Dk
DINERR LTZARA RN 2y N —27 7027 FERIRLFET, PAT 7 — V3%
FELRWTLEEN,

« PAT 7'— /W EAEHT 2121, [ S 7215550 (Translated Source) | # 78D %
FIZLTEBEZET, [PAT 77—/ (PATPool) | ¥ 7 TPAT 7'— /L A7 =7 |
ZERLET,

«[AHXT 4 v 7 NAT (Static NAT) ]: IROWTNnaEEIfTLET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
. FE) NAT O [£#: (Translation) ] TR/8F 1

T RLADEREIN—TZ2MEHTHITIE, [7 FLA (Address) | B LU~ v B
TEINET RVAZGELRYy NI—0 37027 NERIIINAN—T 2R F
T, ATV NERIIITN—TZ, FmA N, ®H, 3T Xy b EEDD
ZENTEET, BE. 11O~y BT, EEOT RLA LR UHO~ »
BT RULAERELET, LML, TRLAOER—FHL2WEAELHD E
7T

o (R—FNEWERELILAXT 4 v I A H—T7 A ANAT) 5051 % —7 =
AADT RVAZMHT HITIL, [FEFEA > F—T =4 XIP (Destination Interface
IP) | Z&IRLET, FHEHFEDBEA A —T oA A FT V=7 FEEIRT D
VEHEHYET, A X —T oA ADIPv6 7 FLA&EMHT 511, [FEM
(Advanced) | # 7 T[IPv6] A7 v a U ERIRTHMLELH Y £5, ZiudAR—
NEHR LIS, AT 4w 7 A VB —T A ANAT R ELET, EETT K
VAR—=RE, £ H—T =24 ADT FL A, BIXORUR— FEFIZEHR I
EJ RN

«[TAT T 47 4 NAT (Identity NAT) |: JEOEEITERUAT V=7 b, R
LT, avrT Y RESTLKFA—ONOF TV =7 FEBIRTE £,

[Tt R— k (Original Port) |, [ZE#2iEF#A7R— b (Translated Port) | (R34 w4 NAT @
#H) o

TCP %£721X UDP " — M 2 ZEHT 20BN H 54, [DLOA— b (Original Port) ] T/’
RaVaEERL, TOR— bBIOEBREAR— FOFEEZANLET, 7-& 20X, HLE
(\ZHs UC TCP/80 % 8080 ICAMACEXET, TAT T 47 A NATIZINHDA T >3
ERELRNWTLEEN,

FE) NAT O [Z£H#: (Translation) ] 7O/ F ¢

[Z#: (Translation) | ¥ 7 DOA4 7L a & HoTRIETLT RLARLS y B FENEEHRT R

LAZEZLET, ROT T 1%, FEINAT ICORBEHESNET, RSN TWEHEE

&, $CTAH T a T,

[FTtD#EIETT (Original Source) | (FIZWHZE) o
T TWET RLAEZGH Ry NIV —7 A7V bERIV—T, Xy hU—7
FTV 2l NERIITNV—TZTHZENARET, AN, #HE, FE3 TRy b EE
WHZENTEET, TOREIL T 7 4 v 7 BT XTERT HGHIE, L—Z [T
T (Any) | ZfEELET,

[ZEH#2EAHEIETT (Translated Source) | GEFEILAE)

EWFO~y 7T RLA, ZZTRRTHIARIT, EELTWELEHL—LOX AT
Lo THERY F7,
o [#A4F I v ZNAT (DynamicNAT) |: v v B 7 7T RV RAEELeRry NT—7 47
P bVEREFIN—T, Xy P = ATV 2T FERIZINA—TITTE ETR,
7y &l LT TEERA, ZL—7ICIPvA T RL 2 & IPv6 7 KL ZAD
FaEEwHZLIFTEERA, 1 DDEA TETEDLILENHY £, FL—T7I1C

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
FB)NAT O [Z£3#: (Translation) ] 70/8F o« .

FPHE AR A RIP T RLADOMGNEGEENTWAEA, #HIZZ AT v 7 NAT IZfE
S, "ARIPT RLAREFPAT D7 +— w7 L LCHEAINET,

«[#47F 2 v 7 PAT (Dynamic PAT) |: ROWTFNoEFEITLET,

« (f{H—=TxAAPAT) , 58 A v H—T =2 ADT RLAZMHT DL,
[5E%A > 4% —7 =4 X IP (Destination Interface IP) | Z 3R L 7, F/45E
DA B —T 2 A AFT V=27 NEBRTLHIMELHVET, ¥ —T =
AZADIPV6 7 KU AZLHT 2121E, [FEM (Advanced) ] % 7 C[IPv6] 47> =
VEBRTAOMLELH D FT, PAT 7 —/WIRE LN T Z 30,

BHA L H =T 2 A ADT RLVALSOE—T FLAEERT 2561%, 20k
DIER LIZARA N Ry hT—2 T V=7 NEEIRLET, PAT 7 —/Lidak
ELRNTLIZEN,

« PAT 7' — L &EAT 21213, [B# S 7255 5C (Translated Source) | #ZED F
FIZLTHXET, [PAT 77—/ (PATPool) ] %7 TPAT /— 47 =7 |
BRI E T,

o [AXT 4 v 7 NAT (Static NAT) ]: IROWTNNEFITLET,

7 RLVADOBREI N—TZMHEHAT DL, [7 RV A (Address) [ BX O~ v B>
TEINEZT RVAZGLRY NI—0 37V NERIFIIN—T%ER L F
T, ATV VERIIIA—FIT, AR, #iH, 23V TRy FEEDD
ZENTEET, @, 11O~y B 7Tl EBEOT RLA LR UHED~ v
BT RLAERELET, LnL, TRLADOENR—HLAR2WEAELHY £
7T

o (K= NEWMEBRELIZAXT 4 v I A X —T A ANAT) %A 4 —7 =
AADT RUAZFEHT HITIL, [JEFEA >~ F—T =4 XIP (Destination Interface
IP) | Z®IRLET, T EDOSEA X —T A A 4T V=7 F2TIRT 5
VELHDET, A X —T = ADIPv6 7 RLAZMAT HI121%, [FEH
(Advanced) | # 7 C[IPv6] A7V a v A FIRTHMLE L H Y £, ZITR—
FE# LI, A2 T 4 v T A F—T 2 A ANAT ZRELET, FETT K
VAR—= NI, A2 X =Tz ADT VA, BIXWEUA— FMEBICEBRISR
£,

[TAT T 47 4 NAT (Identity NAT) ]: TOEEIXERUAT V=7 b, RIIC
LT, ar T I RESLFEA—OROAT7 V=7 FERINTEET,

[TtDFES (Original Destination) |

ST RLRAZEL Ry "I —27 7V x7 b, ZZAICLTEL &, 5aEIcb 0 2 < 3
EE7 RLADOEBMPER SN ET, 56587 FRLAZIEELLEEE., ZOT7 RLAIZAHF
T4 I EBERET D, BICTAT T 47 4 NAT i T& £4,

[Interface][Source Interface IP] 23 i5{E 701 4 —7 = A A ([Any] IZ4F]) EDILO5EIEIC
HSWTRESND LOICRIRTE T, 2047 Y a VERIRT 2546, A H 050
ATV =27 PORIRTOBERDY £, RFT (v A F—7 A X NAT (Z505E

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B rvo—onar 70874

7 RUAOR— NEWMAERET DT, ZOF T v ar BB, & 5ICED05mEER— b
DL 2R — b ATV =7 FERIRLET,

[E#EH DS (Translated Destination) |

I NT= "y P TR END58%ET FLAZ G Ry NI —7 A7V =7 hEIES
J—"7 [DLD%E5E (Original Destination) ]8R L7856, AILAT V=7 N E®RIRT 5
LIk T, TATUT 4T 4 NAT (OF 0 AW L) Z2RETXET,

[FEDiEETTR— b (Original Source Port) |, [ZE#2iFAEIER— b (Translated Source Port) |.
[FEDFEFHR— bk (Original Destination Port) |. [E#EHAIEFLAR— b~ (Translated Destination
Port) |
TEDONRT >y NBROEMFE ST >y MO ELE X0 — AL ERT LR — 47
Vx b, A= FEEHBLIEY, A= F2ZRETICR A7V =7 FE@RIRL T —F
KT N —NDOEEL M ETEET, P—ERAZRET DL L, WONL—VIIEE
LTL7EEN,

o (XA F v 7 NAT £721X PAT) [JtDiXfE70R— bk (Original Source Port) ]38 KTt
[ #5568 — b (Translated Source Port) | ClXA#a X ¥ A, %A — T
DHEMTE ET,

« NAT Tl&. TCP £721Z UDP 2 "R — b & FEd, RN— 2L HBT 2556, FEE
DY —EAFTVxr bOFa bharbtvy 7 —EA 47V bOT v b
aNOWHFNFEICICLET ([EHEHTCP /IS E B UDP) , TAT VT 47 4
NAT Cit, EBOFR—FL~v oy 7 R—bOBFIZRI LY —ERA AT =7 b
EHTEET,

PAT 7—)L 0 NAT 7 0/3F 4

KA F 3 w7 NAT 2R ET HERIZ, [PAT 7—/b (PATPool) | # 7D F T ¢ 2 LT,
R— b 7 FLALEHERT 7 FLAD S — L2 ERTEET,

PAT 7—LMAEZNEL (Enable PAT Pool)

PATIZET 27 FLADT =V aRET 2HE1E. 2047 ar2@RLET,
PAT

PAT 7—/MIZEHT 57 FLAE LT, LFOWThNERELET,

«[7 FLA (Address) ]1: PAT =/ 7 RV RAEZEFTHA 7=/ F, TRKLAD
#HHEGLAY NT—7 ATV y b, TR A N, #@H, HDEIVIEEOm T EE
LRy NT—0 ATV N INA—TONTNNTT, Y7 3xy haEd5 2 E1T
TEFEHA, ZNV—TIZIPV4T RLALIPV6 7 RLADB F2&EDHZ L1XTE %
Wl 1 DDZATIEFEDLUNENSY £7,

< [B%A 2 — T =4 XIP (Destination Interface IP) | : PAT 7 KL 2 & LTl f¢
LR, v H—T 2 A ABRELET, ZOF T a v EFERT LSS, BED (5
A B —TxAAFT7 Y=/ b+ (Destination Interface Object) ] ZER TN ER H
DET, [T3C (Any) (&5 A L F—T 2 AL L THATLZ LT TEERA,
ZhE, AV E =T A APAT 2 FHT5H 5 1 DOHETT,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

smnar 7057« [

S92 FOEY (Round Robin)

T RVAEFR— 270 Reb B TEHVYTHYE, 774/ 8TClET7 v ey
AIFEHENT, 1 OOPAT 7 RLADKR— FNT_RTEY Y THND ERD PAT 7 K
VAMERESNET, 77 Ry FXTHE, 77— LNO%KPAT 7 KL ANS 1 o7
DT RLA/R—=EBFDEToENDL EHADOT RLRIZRED, WIZ2FBOT KL &
WO XS IZNEICER S hvET,

$ii3E PAT 7— JJL (Extended PAT Table)

JEBR PAT #3256, JEIE PAT Tk, ZHEROEHT KL A LR —E2E0,

T RVAZTETIERLS, P—ERT LT &%5@@? MRERSNET, BE \Wﬂ
BHaEAERRT D & XIS HRAR— hE T FLRAFEBESNZ2WZD, PATT RLAZ LI
65535 fHDAR— MIHIBR SV ET, 7= & 21X, $E3R PAT ZfEH LT, 192.168.1.7:23 IZ[A)
229 A0 10.1.1.1:1027 OZHA, 35 00 192.168.1.7:80 (275> 9 A D 10.1.1.1:1027 D2
W E T x4, 20F Ty avid, A v F—Tx2A APAT 7213 A v 2 —T =4 X
PAT 7 4 — /NNy 7 CHERTHZ LT TEEHA,

73 v b AR— +EEE (FlatPortRange) . FH#iFHHR— ~%EEHS (Include Reserved Ports)

4 NAT 70/ T«

TCP/UDP A~— h ZE|0 Y CTHERZ, AN— MaPH (1024 ~ 65535) 2 H—0D7 7 v Nedi
e LTHERT 256, O~y B 7 R— %%ﬁ%ﬁﬁﬁéﬁm\mﬂmiof\
EEEOREGILA— NESHEHESNET EHRRSS) . 2L, 2ot 7va %
BRELRNWE, BEEOR— I BMEATERWEARIE, T 74V T, v~y BT R—FT
%%@ﬁ%%%%kﬁ@ﬁ%%%ﬂ(1~ﬁL5u~4m&:BI@mM~w%%)ﬂ%
BRI ET, T CTR— Fbﬁxiﬁ“é@%@iﬂjﬁ“éc:ci\ ZOBREEITVET,

~ 65535 DHEIPHEARZHERA T 511X, [PREAF— &5 T (Include Reserved Ports) ]21“
TrarbhBERLET,

NAT 5% ET 5 & &, [ (Advanced) 147> a o CTHRiBIZR D —E R 24242 7035 ¢
ERETEET, INOO7aRT I TR_RTEF T a v THY ., S —EARLERES
71:_ j'ax—ﬁﬁﬁiﬂ Liﬁ—o

ZDIL—ILIZ—ET 5 DNS EZEDEH

DNSJEEDIP T RV AEEBTHNEINERELET, v v EV T A X —T o ( A
B EBERDA 2 —T = A ZTBEIT S DNS IEEDEE. 7 LA (IPv4 A £7-13 IPv6
AAAA) La— RiEw oy B 7 SNl b EBEOFEICEEB: bET, Keho, EBE
DALVE—=T 2 A ANy BT ENTZA LV F—T = A A~DDNSJHEEDEAE, L a—
NIZEBREOEN O~y B 7 ESNTEICEZRI ONET, 2037 a UIXRRIR
THEA S, EEXHZICEID AL a— L AAAA L o— RRECTHEHNTT OIS NAT64/46
TEHDT=DITMLER T ENBH Y £4, FEMITHOWTIL, NAT i L7ZDNS 7 =V L&
BEOEZMZ (1033—) 22 LTLKEIN, ZOF TV aid, A¥T 4 v 7 NAT
=V TCIR— NEWE T TV D EEITRATE EHA,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



. SHH NAT 7 0/8F «

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

[41 23— x4 XPAT (BB%A 23— x4 R) ~DT#+—JLAJL— (Fallthrough to Interface
PAT (Destination Interface)) | (#1473 v % NAT OH)

ZOMD~ 7T RUARTTIZE D Y THNTWDAIEERIT, s/ v F—T = A R
DIPT RvAZNRNy 2T v 7l LTHEHTLINE I DERELET (¥ —T=x
A APAT 74— 7)) o ZOFTait, 7V oD T—FDR L R—=TILR20
SEEA B —T 2 A AR TV AL AICOAERTEET, /1 ¥ —T7 A ADIPV6
T RUVAZERATHIZIE, [IPv6] A7 v a bR LET, BT FRLALLTT
TIEA LV E—T 2 A APAT ZXE L CWDHE, 2047V a U EARIRTE /A, PAT
T—VEERTAEAL, ZOF T a rEBRIRT L LTI TE EEA,

1Pv6
A B —T A APAT DSBHEA 2 —T 2 A ZADIPv6 T R AEHEHTH1E 5 D,
[#~v PRI Y E>% (Netto Net Mapping) | (REF 4 v NAT DH)

NAT 46 DA, ZOA TV a U &BIR LT, &YIO IPvd 7 KL A ZHKYD IPve 7 K L
AZEBL, 2FHEZ 2FBICEBREVOIEFCEBLLES, ZOF T a Uy ZERLA
WA, IPVAIOIAL T AAMER SN ET, 151 OEBOBEAIX, 2047 v a %
AT oM ER”HY 9,

FWHAVA—TIAATTAXFL ARPHEL (RE T4 949 NAT OH)

<y EVTIPT RLASNDERF 7y hOTa X ARPZEHIZLET, v v B A
VAT 2 A ALFELFRy hU—7 EOT RV AZBHALESGA, VAT AT T axy
ARPZHH L T~y B 7 7 RLADTRTO ARP ERIZGETHZET, v v BT
T RLRZSHEET DT T4 v 7 2 ATZELET, ZOFETIER. T35 ZABZ O
DRy NT—=T DT — T2 THDHUENRRNZD, V—T 1 T RIS ET,
VBN LTI RV ARP 2T 4 E—T NI TEET, ZOHARIE, Ty AR —A
N—F OGN — NN D Z L EERT HOIMNENRSHY ET, 74T T 47 4 NAT D
e, BEIE7 e X2 ARP IIARE T, HGEICE o CIEHROMENELLZ LR H Y
E3 AN
BHRAVA—TIARATIL—FILYITYvTERTLET (RE2T 4 VY IDNAT DH, JL—
TYRKE—FOH)
TEDFIEITLT FL AL EBREINTRIE LT RUVRIZFE—DA T V=7 b EBINT 5%
BIA LV E—T oA RESEHA LV F—T oA AEBINTDHGEE, 2047V a U 2@RIRT
DL NAT = )V TCRRESNTZSEA X —T oA ATIERLIN—T 4 T T—TNIZ
HSNWCTUV AT AN, v 2 —T 2 ABRETHLIICTEET,

[BEAE (Unidirectional) | (F8) NAT D&, RE T4 v NAT DH)

TOF T a vEBRIRT AL, ST FLARRETLT RVAIZ N T 7 4 v 7 ZBIGE LA
WkoliccaEd,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
pvs v k7—s 0z ]

IPv6 ry FJ—H DEH

IPv6 DI L IPVA DHDFX Yy NI —JRITR T 7 4 v 7 BRI ELIVLERHLGAE. 7 L

A BATOEBIINAT ZHEAT20LERNHY 7, 22O2DIPv6 *v hTU—27TH, SR>

NI —Z B NEST KL AZIEFRRICTILERNDHIHEAELH Y £7,

IPv6 * > N T —2 TIROEHE A THAFEHTEET,
* NAT64, NAT46 : IPv6 /37 > K% IPv4 /37 NMZ (F7213F0W2) BH#LET, 25
DR Y — IPv6 2> 5 IPv4 ~DZEH, B L IPv4 5 IPv6 ~D AW A EFT D LB
HVFET, 2T 12D FEYNAT L—/L TEHITEEI 28, DNS — R4 ER » bk
T—71ZHH5H1F, BEOLDNSIEEZ Y 74 M TAMERH Y T3, sikrfEEd
5HE X FENATL—/LTDNS U T4 FEFNZTHIENTERNZD, 250D H
B NAT V— IV EAERR T D Z Nk vy Yy U a—v a3 TF,

N

GE)  NAT46 1ZIAXT 4 v I <~ BT OREYR—FLET,

* NAT66 : IPv6 /37> h&ZBID IPv6 7 RV AZEW L FE T, AXT v 7 NAT 2fiHT 5
TEEWRLET, FATFT I v NAT 721X PAT ZEH TE 428, IPv6 7 R L A JTK
BIZHAT-D, AT Iy 7 NAT 2T AHMLERNH D FH A,

N

GE)  NAT64 B L UNAT46 1TBEHENL—TFT v R A LV H—T = {4 ATOLHFHTT, NAT66 1T —T v
RBIOTYV oY ITN—T A RXR—=DA B —T = A ADW ST THEHTT,

NAT64/46 : IPv6 7 KL R () IPvd ~ (D Z ik

K774 7WRIPV6 X BT =25 IPvA DBDFy NT—TIZT 7 v AT 5L &L, IPv6
T RUAZIPVAT RLRZEH L, IPVA DS IPVE~T 7 4 v I PIRSINDILERHY £
T, 200DT RVA P —VEERTIVLENHD 7, IPvd Xy NU—27 TOIPv6 7 KL A
BNALRTBHIPVET RLARA =)Lk IPv6 X RU—7 D IPv4 T RL A& /A RT3
IPv6 7 KL A 7*—)L T,

* NAT64 /L —/L D IPv4 7 R LA F— ) /VTEE /NS IPV6 7 74T b 7 RLRED ]
1D~y B T HBITH DITTDRT RUANRRWARESENH Y £9, #1473 v 7 PAT
XA TFTI v I ETZFAZT 7 NAT L LT, KO BIZZEDIPv6 7 747
N7 RLRIZHIGTEET,

e NAT46 L —/LDIPv6 7 RL A F—)Li, =~ v BT ENDIPvE T RLADOEEZE LW
N FFENEZBILENAREETT, ZUCEYD, £ IPvd T RLAZ R 5 IPv6 7 K
LA~y B 7 TEHE91270 9, NATA6IZAX T 4 v 7 ~ v B T DI AP R—
N&B720, A 577 PAT 2325 Z 13T A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B natesiss o - paBIPG Ry FT—5 ESMERIPA A VB —R oy b

NAT64/46 131

ATY 1 WNERIPV6 v NU—7 %
[#72 x4 b (Objects) |>[AT >y FEE (Object Management) | Z B L £ 7,

AT DOT =T AN [Fy FU—7 (Network) ] ZiER L, [y FT7—2 %EM (Add
Network) |>[4 79 FDiEMM (Add Object) | %7 U v/ LET,

W IPV6 X T — 7 B ER L ET,

Xy NU—27 A7V =7 MZ4RD (inside v6 72 E) ZfHF, *y hU—2 7 KL X 2001:DB8::/96 %
ABLET,

a)
b)

c)

BEITLIPVe ry NU—T HE, S IPVA Ry NIV D2 ODOR Y U —%FEFKT HHLEN

HOET., 1 oD FEINAT L—/L CEHRTX 4. DNS b —_NA %y kT —2
IChBHEIE, BEHL DNSIEEE Y T4 M ABENRD Y £, Si%kaifET 5L X F
B NAT L—/LTDNS U T4 FEHCT B2 ERTEARNED, 250 BBl NAT L—/1L%
BT 2 Z ENEVEY RV Y 2—2 3 TT,

NERIPVG =y FT—0 ESNERIPVA A B2 —F Y b

ZAT—F SA+t GR— FShBT | HR—FShB K
VR REDSA VR |11 B A TR
WA (Any) |[R%E47%e L FTD WA (Any) |Admin Access
Admin Network
Admin

WIRT OITHEHZ2 BT, IPV6 DHDONERFR Y NT =T NHY, A o H—F v MIEETDH b
FT7 4 TIZONWTIPVAIZEBRTHVERSH Y £9, Z O TiL DNS ZBHO MR 722 &
FEMHEE LTWET, OO0, H—0 FH) NAT /L—/L T NAT64 & NAT46 Ol 7 DOZE#i %

s e
FITTEET,
. 2‘09‘ 165 EDCI 225027
| 2IZIQ 165201 127
2001:dbE:: 100 — 208.165.201.1
209.185.200.225 — 2001:db3:D1A5:CBE1
2EID1 dbd:: 106

B Inside client
2001:db8:-100

—_—

ZOWFITIE, A LA —T 2 A ADIPT RLAEFEAFI VT PATA VX —T A A%E
ALT, WENIPV6 * v bU— 7 Z IPVAICEH L E 4, SMESIPvA T 7 ¢ 713 2001:db8::/96
v T —=7 DT RUAIZHICEBR I, Ny T —27 TORENFTFIIINET,

ERT DRy V=27 AT V=7 bEFERLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

New Network Object

MName inside_vo
Description
Network Host Range

2001:db3::/96

Allow Overrides

d) [fR1F (Save) 1227 U7 LET,

NAT64/36 Ol : &S IP6 =y k7 —% st IPva w5 —% v + ]

® Network FQDN

ATw T2 IPv6 X v U —7 % IPvA ICE# L CHOVRET 72O O FH) NAT b— /L &2 1ERE L £,

a) [T/34 R (Devices) | > [NAT] DJEIZEIR L,

FTD NAT 7~ U o — % AEpK £ 72 13fE L £,

b) [V—/LDEN (AddRule) %27 VU v LET,

) MOTa T 4 HZHELET,

+ [NAT /L—/L (NAT Rule) ]= F#j NAT /L—/L (Manual NAT Rule) .

o [# A7 (Type) ]=Dynamic,

d (M ¥—TxAAF7 V=7 b (Interface Objects) | ¥ 7 T, LLFOEELZITVET,
s [EfFETAVH—T A A AT |~ (Source Interface Objects) ] = inside,

s[5 A v H—T 2 A A FT =2 kb (Destination Interface Objects) | = outside,

e) [Z# (Translation) | ¥ 7' C, WOHEBEZHEL £,
« [JEDE(ETC (Original Source) ]=inside v6 v hT—2 F 77 |k,

o [BHEFH»DOE(EIC (Translated Source) =401 > % —7 =1 A IP (Destination Interface IP) ,

s [JLD%E5E (Original Destination) | :

inside v6 v N7 —2 AT V=2 h,

o [EHLE A D% (Translated Destination) ]=any-ipvd 2 U —27 7V =7 K,

Add NAT Rule

MAT Rule: Manuzl NAT Rule W Insert:
Type: Dynamic v ¥ Enable
Description:

Interface Objects lﬂEm PAT Pool Advanced

In Category ¥ | | MAT Rules Before |V

Original Packet

Original Source:* inside_v& v &
Original Destination: Address s
inside_v& v | &

Translated Source:

Translated Packet

Destination Interfzce IP e

@T“ \al S 5 ted for Destinalion Interface
i 'Ir face Objects’ tab will be used
Transzlated Destination: any-ipvé w

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

f) [OK]ZZVUvZ L%ET,
TN EY NEHA L E—T A AD 2001:db8::/96 VT % v RIBAEH A L H—T = A AT
MITRCDO T T 4 TN, A HZ—T 2 A4 ZADIPvA T KL A %FF LT NAT64 PAT ZHiL X
WEFT, Wz, WA v X —T7 = A RAZABIEAR Y T —7 D IPvd 7 R L AT T, MAIAH
IPvd 7 R A EFRXZEMFH L T2001:db8::/96 %> hT—2 LD 1 O>DT RLUARIZEHFHINET,

g) [NAT/L—/L (NATrule) ]-X— T [{R7F (Save) 1227 VU v 27 LET,

NAT64/46 D15 : 5V 8B IPvd 4 32—y F& DNS i ZEHAL=NERIPv6 =~y kD —%

AYX—hk 514+t YR—bENET | HR—FrShd K
VR HEDSA VR |11 B A AU TR
WD (Any) [FEN72L FTD W) (Any) |Admin Access
Admin Network
Admin

IPV6 DHDWERF > T =7 0380 | MDA 2 —F Y MR — RSB L

LU,
% IPv4 DHD Y —E AN H 5 5E DR 26T,
Web server
209.165.200.225/27
E |
| =l DNS server
Fa ! 209.165.202.129/27
T outside
[Pvd 209.165.201.1/27
@ @ DNS: www . example.com
T A 209.165.200.225 — AAAA 2001:db8:D1A5:CBE1
200 dbb- 100 - df Tes 201 A 209.165.202.129 — 2001-DB8-D1A5:CAB1

209.165.200.225 — 2001:db&:D1AL:CEE B 509165201 1 — 2001-db3-100

inside
@ IPv6 2001:db8::1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

E Inside client
. \ 2001:db8::100

ZOFTIER, MBA L E—T oA ADIPT RLRAEXAFT IV I PATA v Z—T = A A%AH
LT, WEBIPV6 r > b T —27 Z IPv4 IZE# L £3, SN IPv4 N F 7 4 » 713 2001:db8::/96
Xy NT—=27O7 RLURIZHIICEBR I, NEiRy NV —27 TORENFAIINET, ST
DNSH— M5 DIREN A (IPv4) 7»5H AAAA (IPv6) L o— RIZE# S, 7 KL ANIPv4
M IPVE ICEHL S NS X 91T, NAT46 /L—/LDDNS UV A4 FaHENz LE T,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT64/46 (D5 - 5155 IPVA A > 2 —Hy b & DNS T EA L= e = v ~7—2 [

PUFiE. WEBIPV6 1~ N U —2 @ 2001:DB8::100 D7 7 A 7 > kA www.example.com % B =
2L LTWDIEED, Web ZERD Ay —7 L AT,
L. Z7JA47 >k 32— 2001:DB8::DIA5:CA81  DNS H—/3Z DNS ZR & %15 L
F9, NAT /L—/ 173 DNS ZROE(EIC & 5656125 L TIROE#R ATV E T,
« 2001:DB8::100 7> 5 209.165.201.1 D—E DR — k-~ (NAT64 A > % —7 = A A PAT
JL—J1)

« 2001:DB8::D1A5:CA81 25 209.165.202.129 ~ (NAT46 /L —/L, DI1A5:CA81 I
209.165.202.129 (ZAH% 35 IPv6 T9)

2. DNS ¥— 3, www.example.com 7% 209.165.200.225 THDH Z L 2R~ T A La— R&fiH
LT LE T, DNS U T4 FISEL7 NAT46 L—LiE, AL 23— RZ IPv6AHY D AAAA
La— RIZEHL L, AAAA L =— R T 209.165.200.225 % 2001:db8:D1A5:C8E1 I L £
T, F72. DNSIGEDOEF L EFLET N R, B S EHA,

©209.165.202.129 7> 2001:DB8::D1A5:CA81 ~

*209.165.201.1 7% 2001:db8::100 ~

3. IPv6 7 747> ME, Web F— "D IP 7 KL AZFFHOZ LI/ Y, 2001:db8:D1A5:CSE]
7 www.example.com ~® HTTP ZRA{ERK L £ 7,  (D1AS:C8EL (X 209.165.200.225 (ZFH
Y9 % IPv6 T7) HTTP ERDBEIC L5 ENRD L D ITE S ET,

*2001:DB8::100 2> 5 209.156.101.54 D—F. D HR— k-~ (NAT64 A > X —7 = A A PAT
JL—)L)

*2001:db8:D1AS:C8E1 75 209.165.200.225 ~ (NAT46 /L —/L)

WOFINATIE, ZOFIOFREFIECOWTHALET,

1R BHHIIZ

THRA RZHET DAV H—T 2 A ANEFENTNDA VX —T oA AF TV b (BEFa
VFrgg V=V FRB3A =T ARITN—") "D EEWRLET, ZOHITIE, A
VHE—=T A AFT V=7 8N Tinside] BEW Toutside] EWIHIARTOEFXF2V T 4V —2
THHEWELTWET, AV F—Tx2A AFT V) NERETDHIE, (TP V b
(Objects) |>[A TPy FEHE (Object Management) | Z#INL T 6, [ ¥ —T = A
A (Interface) | ZTIN L F 7,

AT9T1 WEHIPV6 Ry T — 27 EANBIPVE Xy N —V R ERT DX Y NI —0 7T =7 MEERLET,
a) [F72 Y bk (Objects) |>[ATPxH FEE (Object Management) | Z&IN L £,
by ATV DOT—=TNANE [Fy bU—7 (Network) | Z@EIRL, [y bT—U %FiEM (Add
Network) |> [+ 7 x5 FDiEM (Add Object) | %7 U v/ LET,
c) WERIPV6 v hT—27 H#EFRLET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

Fy NT—27 A7V =7 MZARET (inside v6 72 L) ZfHF., *> RU—2 7 KL X 2001:DBS8::/96 %

ATLET,

New Network Objects ? X
Name: inside_v6
Description:
Network: 2001:db8::/96

Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
Allow Overrides:

d) [fR1fF (Save) 1%27 VU > 7 LET,
e) [#vy FT—YDEM (Add Network) |>[4A T4 FDiEM (Add Object) | =27 UV » 7 LT, A4
IPvd %y N — 27 ZEFRLET,

Fy NI—27 A7V =7 MZ4ET (72 & 21, outside v4 any) Z{HFT, xv hT—27 T LA
0.0.0.0/0 # A ) LE7,

New Network Objects ? X
Name: outside_vd_any

Description:

Network: 0.0.0.0/0

Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
Allow Overrides:
f) [fR1F (Save) 127 Vv 7 LET,
ATY T2 NERIPV6 %~ N U —27 DO NAT64 XA F 2 7 PAT L—/L &% E L E7,

a) [T/3M R (Devices) |>[NAT] DIFEIZEIR L, FTD NAT AR U & —ZAFRLE 72 13HRE L £,

b) [—vDEN (AddRule) 1%27 VU v LET,

c) ROT a7 4 E#RELET,

* [NAT /L—/L (NAT Rule) ]= H#Ej NAT /L —/1,

s [# A7 (Type) ]=Dynamic,

d) [ ¥—T7x=AAFTTx=7 b (Interface Objects) | ¥ 7 T, LA FOEEEITWVET,
c[EFIXA L H—T 2 A A FT V= ;b (Source Interface Objects) ] = inside,

s[5 A v HF —T A A AT/ | (Destination Interface Objects) ] = outside,

e) [£#: (Translation) | ¥ 7 C, WOHEBZRELET,
s [JTDE(ETE (Original Source) ]=inside v6 *v U —27 7 V=7 K,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT64/46 (D5 - 5155 IPVA A > 2 —Hy b & DNS T EA L= e = v ~7—2 [

o (223 H D PEFEIE (Translated Source) |=%85C1 % —7 = A A IP (Destination Interface IP) .

Add NAT Rule
MNAT Rule: Auto NAT Rule 5o
Type: Dynamic e
Interface Objects Tm:n PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* inside_v6 bl + ] Translated Source: Destination Interface IP b
.@-"!e-—a’;.es selected for Destination Interface
Objects in Interface Objects’ tab will be used
Qriginal Port: v

f) [OK]Z27 Vv LET,
TN LD NEA v E—T = A ZAD 2001:db8::/96 T Ry "INBAEA B —T = A ZA~D
FNo 74w 71%, AN A v Z—T A ZADIPvA T R L A& L7~ NAT64 PAT ZHiaHS L £9,

ATV T3 HEIPvA Ry NU—T DAXT 47 NAT46 L— NV ERELET,
a) [L—/LDiEM (AddRule) 127V 27 LET,
b) WOT o NT 4 ZFELET,
+ [NAT /L—/L (NAT Rule) ]= HE) NAT /L—/L,

o [#A 7 (Type) ]= Static,

) (M ¥ —T7xAA A7 V=7 bk (Interface Objects) | ¥ 7 T, LLFOEEEITVET,
c[EFEIA L H—T = A A AT V=2 b (Source Interface Objects) ] = outside,

s [5EEA v H—T 2 A A AT V=7  (Destination Interface Objects) ] = inside,
d) [£#: (Translation) | ¥ 7 T, ROWEHEZRTELET,
s LD FEEIE (Original Source) ]=outside v4 any R NV —27 A7V =7 K,

o [EHREHDEETT (Translated Source) | >[7 KL X (Address) |=inside v6 *> hT—2 47
Y7 b,

e) [#FMl (Advanced) ] % 7 C. [Z D/ —/L Lt —FT 2% DNS & %2 #2 (Translate DNS replies that match
this rule) ] Z3&IN L F7°,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B nates P 7 LA SO IPG 7 ELRADZ S

Add NAT Rule
MNAT Rule:

Type:

Auto MAT Rule by

Static P

Interface Objects Tm PAT Pool  Adwvanced

Original Packet

Onginal Source:™

Original Port:

f)

Translated Packet
outside_v4_any R+ ] Translated Source: Addrass

inside_vé

TCP v

[OK] %227 U w7 LET,

ZON—ZE, NERA v H—T = A RZEN DBy BT —7 DT _RTOIPvd 7 R LA,
TRAIR IPvA 7 R L2 R A LT 2001:db8::/96 % RU— 2 D7 RL AL I NET, it
DNS 1L A (IPv4) 725 AAAA (IPve) L o— RIZEH I, 7 FL AL IPv4 75 IPv6 ICEHL S

NET,

NAT66 : IPv6 7 KL AMSHID IPv6 7 K L ANDZE L

NAT66 151,

IPv6 %> N =2 BRIOIPVe Ry hT—I ~BEfT5 L&, 207 FLAEINER Y hT—
T DORDIPV6 7 RV AIZEMTEET, AXT 4 v NAT 2T L2 MR LET, ¥
AF I vV NAT £721E PAT ZEH TEET 25, IPv6 7 RLRIIKREICH LT, 14Ty
7 NAT ZEHT 208X H D £/ A,

B BT RUA H A TORTEHLI N TN, NAT66 ZHH D 1 DD /— )L BLEET
T, INHON— T, HEINAT 26 L CiHICET b T 22 &ERTExEd, 72720
VE—=V T 7 4w 7 7 LBRWGEEIE, FEINAT OALZEH L TAFZT v 7 NAT L—
NEHFIZTE ET,

2y RNI—DOBDREZ T4 v I EH
AYX—h+r 14 +€ YR—bENET | HR—rEShB K
VR WREDSA VR |14 A AU TR
WA (Any) |FZE47e L FTD WP dr (Any) |Admin Access
Admin Network
Admin

HEINAT 2 LT, IPv6 7 RLAF— LD RET ¢ v 7 BEWERETEXFET, ROFNE
2001:db8:122:2091::/96 %~ k7 — 27 OWNERT KL A%, 2001:db8:122:2999::/96 % v kT —27 @
BT B U ANERT B HIRITOWDTHB L TWET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NATSS DI, #v kT—srnz a7 vz [

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
g i

2001:db8:122:2091::121 — 2001:db8:122:2399::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
y. \ 2001:db8:122:2091::121
—

IR BRI

TR ANZHNET DA HE—T oA AMEFENTNDA L HX—T oA AFT V=7 b (EF=
V7 =V FREIA A =T oA A TN—T) DD L EHRLET, ZOHITIE, A
VHE—T 2 A AFT Y S linside] BEW loutside] & WIHIARTOEFXF2V T 4 V' —2
THHEWELTWET, AV X —T2A A FT V=7 bERETHIL, (AT k
(Objects) |>[F TP 9 FEE (Object Management) | Z IR L THH, [f v F—T = A
A (Interface) ] I L F 77,

RT9T1 WEIPV6 F v T — 27 EAERIPVONAT X NV —2 2 ERTHFX Y NV —27 A7 V=7 MEERLE

—é—o

a) [A#72xs k (Objects) |>[FTPx¥ FEE (Object Management) | %R L £,

by ATV DOT TN [Fy T —2 (Network) | Z&IRL, [y FT—9 ZEM (Add
Network) |>[4A 72 x5 FDEM (Add Object) | 27 VU v 7 LE7,

) W IPv6e x> hU—2 ZEFRLET,
Xy MU= A7 V=2 MR (72L& 213, inside v6) ZfHT T, *vy FU—27 7 FLA
2001:db8:122:2091::/96 = AJ1 L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vssom, 2o ro—sm0z8F v o TR

New Network Objects ? X
MName: inside_v6

Description:

Metwark: 2001:db8:122:2091::/96

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

d) [fR1F (Save) 1227 U7 LET,
e) [#v FT—YDEM (Add Network) |>[4A T4 FDEM (Add Object) | =27 UV » 27 LT, M4
IPV6 NAT * v N —2 #EHRLET,

Fy NU—7 TV = MIA4ART (T2 & 21X, outside nat v6) %#ffiF T, X hU—2 7 RL A
2001:db8:122:2999::/96 = AJJ L F 7,

Mew Network Objects ? X
Name: outside_nat_ve

Description:

Network: 2001:db8:122:2999::/96

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddr)
Allow Overrides:
f) [fR1F (Save) 127 Vv 27 LET,
ATy T2 NEIPV6E X NU—27 DAZT 47 NAT L— L &aRELET,

a) [T/31 R (Devices) |>[NAT] DJIEIZEN L, FTDNAT R U > —Z{ERE - 13ME L 97,

b) [—vDEN (AddRule) %27 VU v 7 LET,

c) MOTuaRT 4 ERELET,

« [NAT /.—/L (NAT Rule) ]= H#) NAT /L —/L,

o [# A7 (Type) ]=Static,

d) [ ¥—T7=AAFT7T=7 b (nterface Objects) | ¥ 7 T, L FOEREEZITWVET,
c[EEFETXAH =T = A A AT V=~ (Source Interface Objects) ] = inside,

s[5 A v H—T A A AT/ N (Destination Interface Objects) ] = outside,
e) [£#: (Translation) | ¥ 7 C., WOHEBZRELET,
s [JTDE(ETE (Original Source) ]=inside v6 % U —27 7 V=7 K,

o« [EH#EHDIEETT (Translated Source) | >[7 KL X (Address) | =outside nat v6 r > kU —7
FT T b,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NATes DI, &> Tz 1P A 5 —7 x4 2 PAT ]

Add NAT Rule
MAT Rule: Auko MAT Rule 2
Type: Static s

Interface Objects leulﬂm PAT Pool  Advanced

Original Packet

Translated Packet

Original Source:™ inside_vé b, Translated Source: Address

outside_nat_vé

f) [OK]ZZ27 Vv LET,

D=L NERA o HZ—T = A AD 2001:db8:122:2091::/96 BT % MBI A v HX—T =
AAZASNDTRTO T 7 4 v 271E, 2001:db8:122:2999::/96 % T —27 DT RLA~NDAET 4 7
NAT66 254 % B L £ 97,

NAT66 D5l, 2> TIL1EIPv6 1 32— = A X PAT

2T—Fk 54+ BR— EShBT | HHR—FENB E

VR WHEDSA IR |1 RH AU TR

WA (Any) |FE47e L FTD W2 (Any) | Admin Access
Admin Network
Admin

NAT66 % EHT D7 O 72T 7a—FF, A X —T = A AIPv6 7 KL ZADRID KR —
MZWNERT KLU RAEZEIFIZEID H¥TAHZ & T,

NAT66 DA X —T 2 A APAT V—VERETDHE, TDA L H—T =4 AIHRESIN T
HTRTCOTa— LT RLAZ, PATO Y E IR EINET, (v F—T A AD
Vo rza—hLEFIEYA Fr—HL 7 RLAIE, PATIZERHEINEE A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B nates o oo Tumipe 428 —T x4 2 PAT

=

IPvG web server

' ol;iside
IPvE 2001:db8:122:201b::1/96

F. b

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—
IR BRI

TR ANZHNET DA HE—T 2 AMEFENTNDA L HX—T oA AFT V=7 b (EF=
V7 =V FREIA A =T oA A TN—T) DD LEHRLET, ZOHITIE, A
VHE—T 2 A AFT Y= S linside] BEW loutside] & WIHIARTOEFXF2V T 4V —2
THHEWELTWET, AV X —T 2 A AFT V=7 bERETHIE, (AT k
(Objects) |>[F TP 9 FEE (Object Management) | Z IR L THH, [f v F—T = A
A (Interface) ] ZiBIN L F 7,

ATYT1 WHIPV6 Xy b=V &ERTLHXRY NI —2 AT V=7 NEERLET,
a) [F72 Y bk (Objects) |>[ATP sy FEE (Object Management) | 3R L £,
by IUTUYDOT—TNNE [Fy T —2 (Network) | Z&IRL, [y kT—59 ZEM (Add
Network) >[4 72z FDEM (Add Object) 127V v 27 LET,
) Wi IPv6 x> hU—2 ZEFRLET,
Xy MU= ATV MZART (b 21X inside_v6) ZfHF T, Xy hU—27 7 RL A
2001:db8:122:2091::/96 2 A ) L £ 79,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

d)

NATes DI, &> Tz 1P A 5 —7 x4 2 PAT ]

New Network Objects ? X
MName: inside_v6

Description:

Metwark: 2001:db8:122:2091::/96

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

[fRfF (Save) 1227 U w7 LET,

ATFY T2 WNEIPV6 X hU—7 DX AF w7 PATL—)VEZRELET,

a)
b)
<)

d)

e)

Add NAT Rule
MNAT Rule:

Type:

[T/31 X (Devices) | > [NAT] DJFIZEIR L, FTD NAT AU > —ZAER E 72 i3mtE L7
[L—v DB (AddRule) 1227V v 7 LET,
WDOTaRT 4 HFHELET,

« [NAT /L—/L (NAT Rule) ]= EH) NAT L— /L,

o [# A7 (Type) ]=Dynamic,

(Mo ¥ —T7x2AAAT =7 I (Interface Objects) | ¥ 7 T, LAFDOEEEZITWVET,
c[IEEIAHF—T A A A7 b (Source Interface Objects) | = inside.

s[5 A v H—T 2 A A KT =2 kb (Destination Interface Objects) | = outside,

[Z5#A (Translation) ] % 7 C. ROERZRELET,
« [JEDE(EIC (Original Source) ]=inside v6 X v hT—2 7= |k,
o [BHEFH»DE(EIC (Translated Source) |=%0%01 > % —7 =4 A IP (Destination Interface IP) .

[F£#M (Advanced) ] Z 7 C. [IPv6] ZiBIR L E£d, Zhi, sk A v Z—7 =4 ZADIPv6 BEH SN
HZrEBEWLET,

Auto NAT Rule B

Dynamic b

Interface Objects Tr.-uld:hm PAT Pool  Adwvanced

Original Packet

Cnginal Source:™

Original Port:

2)

Translated Packet

inside_vs bl + ] Translated Source: Destination Interface IP .2
@ he values sm.ke for Dest ination 1 nterface
Objects in Interfac eG‘.‘- ects’ tab will be used

[OK1 %27 U v 7 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .




Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B woz=sy>4

ZDON—ILTIE, WERA v F— 7 = A AD 2001:db8:122:2091::/96 7% > "B A v 2 —T = A
ASNDNT T 4w TiE A o H—T =2 ARITEESNTZIPv6 70— 3L T KL ADWT U~

D NAT66 PAT ZE#i % TG L £,

NATDE=HR1)24Y

NAT ¥t E=H L C AT TN a—TFT 4 VT HFETTBHITE. T/XAACLIICae AL

TR a<wy REHLET,
s show nat NAT L —/L & /L— LTt De v MMIEFRRLET, NAT OMOAIEZRKRT 5
72ODOBMF—U—FRH £4,
« show xlate BIET 7 T 4 772 FEBED NAT Bfar TR LE7,
sclearxlate 7 7 7 4 7/ NAT A2 HIFE C&E £, MFEOBEFIIEGAK TITH2ETHW
ATy NG L CHERT A0, NAT V— A 2B BT AEAET 77 4 7725

ZHIBR L2 R 722 ERb 0 3, Bz V735, VAT A HL
N—JNZFEDNT= I T AT v SDROERGAIT T TA T FOFHLWEBEER TE %

S

NAT 04l

LLF D% kv 7 Tld, Threat Defense /3 A A2 T NAT DR EFI 2N L ET,

NER Web H—/\~ADT7 U ADREM (A2 T 4 v BE)NAT)

AYX—hk 1€ YiR—rEN5T | HR—rENhB K
VR WHEDSA VR |1 RE AU TR
WA (Any) |35%7 L FTD WA (Any) | Admin Access
Admin Network
Admin

WOHITIE, HNEE Web — NIkt L TAX T 4 v 7 NAT #FITLET, EBEOT FL R T
FAR—K Xy bT—7 EIZHDZDOT, XT Vw7 T RUVABKETT, AT 4 v 7 NAT
X, EET FLARIZHD Web b —"X~D T 7 4 v 7 BHRAIDBEBTEALICTTAED

IZHETT

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
8 Web 4 —/X\~D 7 2 2D (2527 ¢ voaBNAD ]

14: 1N Web S — /DR AT« % NAT

A
! 20816520112

E—J

1

.—"_P'- -H_"'\.'
¢ Outside )

Nz

209.165.201 1

ndo Translation _’_'—__,L E sty
10.12 27 —» 209165 201.10 MRS . pjiance

=

10.1.2.1

myWebSery @
101.2.27

24877

15 H B HIIC

Web ¥ —RZRET LT NAADA X —T 2 A ARFENTWEAS L H—T oA T TV =
I h (BFX2 VT 0 V=V ERIAE =T oA RATN—T) BNHDZLEMERLET, 2
OFTIE, A1 #—TxAAFT7 =7 b linside] BLO loutside] &\ ) ARTDOEF =
VT g4 =V ThHHERELTWET, AV H—T A AF TV MERET DL, [F
T2 x9 k (Objects) |>[ATP ¥y FEHE (Object Management) | # IR L TnDH | [~
4 —7xA A (Interface) ] iR L E7,

ATYT1 = RNOTFTARXR=FFARNT KLRERTY 7 RARNT RLAZERT DXy NUV—7 ATV

NEERR L ET,

a) [#7Yx¥ b (Objects) |>[AT LY FEE (Object Management) | 3R L £,

b) ITUYDT TN [Fy T —2 (Network) ] Z&IRL, [y hT—9 ZEM (Add
Network) |> [+ 72 x5 FDiEM (Add Object) | %7 U v/ LET,

) Web h— D7 T4 RX—K T RLRAZEFRLET,
Fy NU—7 F TVl MIART (T2 & 21E. WebServerPrivate) Z 41T, EEOFRA NPT L
A 10.1.227 Z AL ET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B nsweb v —s~07 s L 2D8RE (227 1 v 5 BT NAT)

Edit Network Objects

Mame: WebServerPrivate
Description:
Metwork: 10.1.2.27

Allow Overrides: [»

Owverride (0)

d) [fRTF (Save) 127 VU v LET,

e) [y FT7—2®MEM (Add Network) | >[4 TP ¥ FDEM (Add Object) | =27V v LT,

Vo7 7T RUVAZERLET,

Py NU—7 A7y MIAET (T2 & 21E. WebServerPublic) ZfFiFC, &"A KM 7 FL X
209.165.201.10 Z A1 L £7°,

New Network Objects

Name: WebServerPublic

Description:

Network: 209.165.201.10

Allow Overrides: v

Override (0)

f) [#1F (Save) 1227 U7 LET,
AFYT2 T2 FDAZT 4 v 7 NAT ZRELET,
a) [T/34 R (Devices) |>[NAT] DJIEIZEER L, FTDNAT R U > —ZAEE 72 13MRE L £,
b) [—vDEN (AddRule) %27 VU v 7 LET,
) DT aNRT 4 ZRELET,
« [NAT /b—/L (NAT Rule) ]= H#) NAT /L —/L,

o [# A7 (Type) ]=Static,

d) [ ¥—T7=AAFT7T=7 b (Interface Objects) | ¥ 7 T, L FTOEREEZITWVET,
c[EEFETXA L H =T =24 A AT V=~ (Source Interface Objects) ] = inside,

s[5 A v H—T A A AT/~ (Destination Interface Objects) ] = outside,

e) [A#t (Translation) | ¥ 7 C, WOHEHZHELET,
s [JEDE(EIE (Original Source) ]= WebServerPrivate % v U —27 47 V=7 kK,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)

s



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
WERZ DS A3 v Y B NAT £ £ U Web —s0 255 1 v NAT [l

o [EH#EHDIEIETT (Translated Source) | >[7 KL X (Address) | = WebServerPublic % k7 —

T XTI b,
Add NAT Rule
MAT Rule: Auto MAT Rule 2
Type: Static i

Interface Objects Iﬂlﬁﬁm PAT Pool  Advanced
Translated Packet

Original Packet
QOriginal Source:* WehServerPrivate v @ Translated Source: Address
WebServerPublic

QOriginal Port: TCP v
Translated Port:

f) [fR1F (Save) 127 Vv 7 LET,
ATv T3 [NAT b—/L (NATrule) ] X— T [#R7FE (Save) 1227 U w27 LET,

REFRR FDS A F = v BE) NAT B & U5 EF Web H—/ DR A
T4 v NAT

YR—rEhdT | HR—rEhb K

AY¥— b+ 514t
VR RXDTA VR | 131 RHK A TR
WA (Any) |[R%E47e L FTD WA (Any) |Admin Access
Admin Network
Admin

ROFITIE, TT7AX—FFy NU—2 LEONH—FPINTICT 7 AT 5556, 20—
PICHFA T Iy NAT ZRELET, £, W —F 0N Web Y — NIZHE T 5556 .
ZD Web — D7 RLUARHNEF v b —ZICIFETDHEHIICRZ DT RLRCEBRESN

=7

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

B stz ro5 4+ 205 B3 NAT 5.5 U Web H—/ XD R4 F 1 & NAT

15: REDFAF v NAT, 5458 Web S —/SDRE T 1494 NAT

e,

48 HHEIIZ

Web B—NZRHEEST HT NN ADA, LV H—T 2 A ANGENTNWDAL L H—T =2 T T V=
I (BEXa2 VT4 V=V FRFA L E—T oA R TA—T) DA LEHRLET, =

Web Server
20916520112

I} T =Y
[ Outside
b

209.165.201 1

Translation
101210 —»= 20916520120 :
=88 Security
Undao Translation r, Appliance
20916520112 =— 10.1.2.20

L\\ myl naMet
J101.2.024

28773

OFITIX, A Z—Tx2AAZAF TV =7+ linside] BL loutside] &V I LETDOEF 2

V74 V=V ThHERELTWET, AV H—T A AFT V=V b &

T A2, [+

T2z k (Objects) |>[F TP xH FEHE (Object Management) | Z3&IN L TG, [ >

#—7 A A (Interface) | ZEIRL F 7,

Network) |> [+ 79 FDiEM (Add Object) | %7 U v/ LET,

) ZAFTI VI NAT /—LEEFRLET,

K NI =27 F7 V= MZAETZAT (myNATpool 72 &) . %~ b 7 — 7 &ili] 209.165.201.20 ~

209.165.201.30 Z A1 L £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)

ATV TN WEHT RVAEZEMRTHEAFT Iy NAT 7= NDFy NI —27 A7V 7 MEERLET,
a) [TV b (Objects) |>[# TPy FEE (Object Management) | i8R L 7,
b) ITUYDT =TS [Fy T —2 (Network) ] Z&EIRL, [y hT—9 ZEM (Add



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
MERR RO A F 2 v 5 BB NAT & & US4 Web 4 — 30245 ¢ v~ NAT ]

MNew Network Objects ? X
Name: myMNATpool
Descrnption:
Network: 209.165.201.20-209.165.201.30

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overrides: [

d) [fR1F (Save) 1227 U7 LET,
AT9T2 Nixy NI —2Oxy NI —7 A7V =7 FEERLET,
a) [y kT7—2 %EM (Add Network) |>[A T2 x4 FDEM (Add Object) | 27V v 7 LET,

b) Ry NU—=27 FT7 V=7 MIARTZMT (MylnsNet72 &) | Ry FV—2 7 FL-210.1.2.024 A7)
L/i‘g—o

New Network Objects

Mame: MylnsNet
Dascripton:
Matwork: 10.1.2.0/24

Allow Overrides: [+

c) [fRfF (Save) 127 U7 LET,

ATV T3 HEEWeb b — DRy T —27 A7V =7 NEERLET,
a) [#v k7 —2%EM (Add Network) |>[4A T2 x4 DB (Add Object) | %7 U v LET,
b) Ry hNI—7 T V=7 MZARTEMT MyWebServer 72 &) . ARA b 7 K1 209.165.201.12 % A
JLET,

New Network Objects

MNarme: myWebServer
Descripbion:
Network: 209.165.201.12

allow Overrides: ]7

c) [BRTF (Save) 127V w7 LET,
ATV T8 BHEHWeb h— T RLAORy NU—7 A7 V=7 MefERLET,
a) [#vy FT—% %ENM (Add Network) >[4+ 7L xH FDEM (Add Object) 1227V v 7 LET,

b) Ry MU= &7 Y= MIARITZFHT (TransWebServer 72 &) | ARA M 7 RL-210.1.220 % AJj L
i‘j‘o

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

B stz ro5 4+ 205 B3 NAT 5.5 U Web H—/ XD R4 F 1 & NAT

¢)

New Network Objects

Name: TransWebServer
Description:
Network: 10.1.2.20

Allow Overrides: [

[fRfF (Save) 1227 U w7 LET,

ATYTE XA FI VI NAT V=N A7Vl b L TN XY NI —7 DX AF v 7 NAT 2% ELET,

a)
b)
<)

d)

Add NAT Rule

NAT Rule:

Type:

[T/84 R (Devices) |>[NAT] DNEIZEIR L, FTDNAT R U v —ZERE 72 I3fmE L 5,
[b—v DB (AddRule) 1227V v 7 LET,
RDOTa/RNT 4 B ELET,

« [NAT /L—/L (NAT Rule) ]= H&) NAT /L—/L,

o [# A7 (Type) ]=Dynamic,

(M ¥—T7xA A A7 =7k (Interface Objects) ] ¥ 7 C, L FOREZITVET,
[EETA L H—T =2 A A AT =7 b (Source Interface Objects) ] = inside,

sBEfeA v H—T 2 A A ATV | (Destination Interface Objects) ] = outside,

[Z# (Translation) | ¥ 7 C, IROEREAZHELET,
s EDFE(EIC (Original Source) ]=mylnsNet *> NV —27 F 7 =7 |,

o [BHE B DFIEILT R LA (Translated Source Address) ] =myNATpool X NV —2 A7 =7
bo >

Auto NAT Rule el

Dynamic R

Interface Objects Trxldaiim PAT Pool  Advanced

Original Packet

Original Source:*

QOriginal Port:

f)

Translated Packet

myInsMet v @ Translated Source: Address

myMAT pool

[fRfF (Save) 1227 U w7 LET,

ATV T6 Web U —"DAZT 7 NAT #RELE7,

a)

Ly— DB (AddRule) 1 %27 Vv 7 LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
BHMOTYELT 7 ELR (RE74 v o BBNAT, 1348) 2ommn—k 524 [

D) ROTEAT ¢ BBIELET,
« [NAT /b—/L (NAT Rule) ]= H &) NAT /L —/L,

o [# A7 (Type) ]= Static,

) (M ¥ —TxAA A7 V=7 b (Interface Objects) | ¥ 7 T, LAFOEEEITVET,
c[EFIAH—T =2 A A AT V=2 b (Source Interface Objects) ] = outside,
c[BESEA U H—T 2 A A AT Vx| (Destination Interface Objects) ] = inside,

d) [Z#: (Translation) | ¥ 7 C., WOHEBEZRE LTI,

s JLDFE(EIC (Original Source) ]=myWebServer * > U —27 F 7 x|,
o [BHEHDIMIEILT K LA (Translated Source Address) ]=TransWebServer x> bV —27 472 =
7 b >
Add NAT Rule
MAT Rule: Auto MAT Rule o
Type: Static v

Advanced

Interface Objects Imldalim PAT Pool

Original Packet

Translated Packet

Translated Source: Address

Qriginal Source:* myWebServer v 2

TransWebServer

QOriginal Port: TCP v

Translated Port:

e) [fR1F (Save) 127 Vw7 LET,
ATwF71 [NAT b—/b (NATrule) ] X—C[#R17FE (Save) 1227 U w27 LET,

BEOITYEUT 7RLR (RET4v 2 BFHNAT. 134%) #HD
REFO— K N\NF Y

27—k 54+ YR— hENBT | PR—bEhD R
VR WHEDSA IR |1 RE AU TR
WA (Any) |[R%E47%e L FTD WA (Any) | Admin Access
Admin Network
Admin

WOBNL, HEDIPT RLAICEBMINAINE T — R AT Va2 R LET,
BT IPT RLAD 1 DIZT 7B ATBEEAE, 1 20O — K RXZ 307 KL R |ITE#H S

HNEAR A R~

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B 40~ oy 7ELR (R8T vV BBNAT, 1%48) EHOREBO— K A5 o4

NEFA, BRENWABURLIGLT, P77 4 v Z7HELWVWWebH—ZU XA L7 MLE
j—o
R 16: NEO— K NS UHDRET 4 v NAT (—xi%)

Host

Ol

<Clut5id;p ndo Translation
.

(ide Transiation 209.165.201.5 ~» 10.12.27
2091652013 > 101227 l
& T
Lndo Translation _}_J_H
2091652014 = 10.1.2.27 .[f Inside }

/
|
\

1ash BRI

Web & —RER#EST BTN, ZADA LV E—T 2 ANEGEENTWEAS L F—T =2 T V=
Th (BXa2T g4 V=V FERFAH =T oA A TN—T) BHBEIEHERLET, =
OBITIE, A X —Tx2A A AT x7 b linside] 3L loutside] &V HARATOEF =
V74 V=V ThHHERELTWET, AV H—T A AF TVl FERETHITE, [F
T k (Objects) |>[F TPy FEHE (Object Management) | Z3&IRN L TH5H, [~
% —7 A A (Interface) | ZE R L F7,

ATYT1 o= RN ToHhE~vy U757 FLRICR L, Xy U —2 A7V =2 FEAERRL ET,

a)
b)

c)

(724 b (Objects) |>[AT >y FEE (Object Management) | Z R L £ 7,
ATV DT =TS [Fy hU—2 (Network) ] Z#IRL, [y FT—5 %EM (Add
Network) |>[4 729 FDiEM (Add Object) | %7 U v/ LET,

T RLVAEERLET,

Fy M= 7= MZ4ET (T2 & 21X, myPubliclPs) Zff17C, > bV — 7 &P
209.165.201.3-209.165.201.5 # A J L £7°,

. Firepower Threat Defense Dy kD —% 7 FLXZ# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T2

ATvT3

BHMOTYELT 7 ELR (RE74 v o BBNAT, 1348) 2ommn—k 524 [

New Network Objects ? X
Name: myPublicIPs

Description:

Network: 209.165.201.3-209.165.201.5

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overnides: [

d) [f*fF (Save) 127U v 27 LET,

B— R ARNZUPIRT D5y NT—2 A7V MEERLET,

a) [y FT—U®DEM (Add Network) |>[FT2 ¥ FDIEBM (Add Object) | %27 U v 7 LET,

b) *v hU—2 A7V MZ4HT (2 & 21E. myLBHost) ZfHiF T, A b 7 KL 2101227 % A
JLET,

New MNetwork Objects

Name: myLBHost
Description:
Network: 10.1.2.27

Allow Overrides: [

c) [fR1F (Save) 1227 U v LET,
0—RNFUYDARAFT v 7 NAT X ELET,
a) [T/81 X (Devices) | > [NAT] DJIEIZEIR L, FTDNAT R Y > — 2B £ - 13mE L £,
b) [L—/L?DEN (AddRule) 127V v 7 LET,
) WOTaNRT 4R ELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/L,

o [# A7 (Type) ]= Static,

d (M ¥—T7xAAF7 V=7 bk (Interface Objects) | ¥ 7 T, LA FOEREEITVET,
c[EEXA L H—T 2 A A AT V=2 b (Source Interface Objects) ] = inside,

s [5EA v H =T 2 A A AT V=7 | (Destination Interface Objects) ] = outside,
e) [A#: (Translation) | ¥ 7 C, WOWEHAZRELET,
s [JEDX(EIC (Original Source) ]=myLBHost x> N —27 A7 =7 |,

o [EREHDEIETT (Translated Source) |>[7 FL X (Address) |=myPubliclPs x> b7 —72 7
=",

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Add NAT Rule
MAT Rule: Auto MAT Rule 2
Type: Static i

Interface Objects Iﬂlﬁﬁm PAT Pool

Advanced

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B ore wTIP. BEUSMIPOB—7 LR (R— FERERELLRE T 1 v 5 BF NAT)

Original Packet
COriginal Source:* mylBHost

QOriginal Port: TCP v

Translated Packet

Translated Source:

Translated Port:

f) [fR1F (Save) 127 Vv 7 LET,
AT w4 [NAT L—/L (NAT rule) ] -<— T [#R1F (Save) 1227V v 27 LET,

Address

myPublicIPs

FTP. HTTP. 8&XUSMTP DE—7 FL X ((R—FE#RZEHRTFEL-X

2T 47 B NAT)

AYX—hk 514 € YiR—hrEN5T | HR—FrENB K

VR WHEDSA R |1 RE AU TR

WA (Any) |RE472 L FTD WA (Any) | Admin Access
Admin Network
Admin

RORN— F W%

RELIZAZT 4 v 7 NAT OFITlL, VE—F =—372 FTP. HTTP. B

FOSMTPIZT 7B AT HDDOHE—D7 FLAZRELEST, b0 — NTFEEIZIT,
INENRRLDLTNA AL LTEBOFR Yy NU—7 FITFELE TR, N— MNEHERE L
AZT 4 v NAT V=V Zf(ET H &, T~y B IP T RLAIZFEI LT, 22
BOR—=FEFHT 52 ENTEET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
FIP, HTTP, 5&USMIPQB—7 KLR (R— rElERELEZ27 4 v o apnan [

17:R— FEBERELIRE2 T 499 NAT

1
Indo Translation
209165201 3:21 > 10.1.2.27 \_\“— —”'Jr

Indo Translation
209165.201.3:25 — 10.1.2.29

LIndo Translation
209165.201.3:80 —= 10.1.2.28

—r
" InsiQ
N A
T

] | I
L) EI!
FTP server SMTP s ser'l.er
01227 -l 10.1.2.29

H'I_I'F" server
10.1.2.28

130031

1R BRI

P NERHET DTN, ADA L E—T 2 A ANEGENDA L H—T 2 A AFT V=7~ (&
RaUF g SV EIEA L H—T 2 R T N—T) B L AR LET, —OFTIE
AEBE =T 2 A AF TV =7 b Tinside] 3L Toutside ku@%ﬁﬁ@tﬂe:U%4 V=
VTHDLERELTWET, A F—T 2 A A AT V=7 FERETHIEL, [TV b
(Objects) 1> [+ T L9 FEIHE (Object Management) ]%@?ﬁbfi))%\ [/f V=T A
A (Interface) | ZTIN L F 7,

ATY TN FIP YV —1RDOFy hU—7 7 V=7 MafERLET,
a) [TV b (Objects) |>[A# TPy FEE (Object Management) | i8R L 7,
b) ATV DOT—TANE [Fy T —7 (Network) | Z&IRL, [y bT—Y %BM (Add
Network) |>[4 79 FDiEM (Add Object) | %7 U v/ LET,

o) v hU—U ATV xs MIARTEMNT (72 21X [FTPserver] ) . FTPH— SOEEEDOIP T KL A
(10.1.2.27) Z# AN LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

B ore wTIP. BEUSMIPOB—7 LR (R— FERERELLRE T 1 v 5 BF NAT)

ATvT2

ATvT3

ATvT4

New Network Objects

Name: FTPserver
Description:
Network: 10.1.2.27

Allow Overrides: [+

d) [fRTF (Save) 127 VU v/ LET,

HTTP — D%y NU—27 7V =7 FEER L ET,

a) [#v bT—2DENM (Add Network) | >[4 T2 x4 LDIEM (Add Object) | %7 U v LET,

b) Fv hNI—7 ATV MIARIEAMT (72& %21 THTTPserver] ) . A R7 KL-Z (10.1.2.28)
EANNDLET,

MNew MNetwork Objects

MName: HT TPserver
Description:
MNetwork: 10.1.2.28

Allow Overrides: v

c) [PrRfF (Save) 1%27 U >y 7 LET,

SMTP % — DXy T —2 A7 V=7 FEERLET,
a) [#v bT—2®DEM (Add Network) |>[4A T2 x4 FDiEM (Add Object) |27 U v LET,
b) Fv hNI—7 AT V=T MIAHIEMT (728 21E TSMTPserver] ) . A M7 FL-X (10.1.2.29)
EANTTLET,
Edit Network Objects

Mame: SMTPserver

Description:

Network: 10.1.2.29

Allow Owerrides: 2

c) [R1F (Save) 1227 U7 LET,
30D —NEHENBE TV 7 IPT RLADFRy NI —2 A7V Mk LET,
a) [#y FT—2Y ®DENM (Add Network) >[4+ T x5 FDEM (Add Object) 1227V v 7 LET,

b) Xy NUV—2 A7 V=2 MNIAHTEMT (72L& 21T TServerPublicIP] ) . ARA RT R A
(209.165.201.3) # AN LE7,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

FTP, HTTP, LU SMTP DE—7 FL R (R— FEBRZHE LR 2T 1 v BEINAT)

New Network Objects

MName: ServerPublicIP

Description:

Metwork: 209.165.201.3

allow Overrides: [

c) [fRfF (Save) 1&27 U7 LET,

ATY TS FTPh—"OR— hEMERELIZAZT 4 v 7 NAT 2R E L, FIPAR— 2 HFIZv Y7 LET,

a) [T/\1A4 X (Devices) | > [NAT] DIEIZEIRN L, FTD NAT R Y & —ZAERE 72 13RE L £ 7,

b) [L—DEN (AddRule) 127V v 7 LET,
) ROT T 4 ERELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/1,

« [# A7 (Type) ]= Static,

d (M ¥—T7xAAFT7 V=7 b (Interface Objects) | ¥ 7 T, LAFOEEEITVET,

[EEILA L HF—T 2 A A F T2 b (Source Interface Objects) ] = inside.

s[5 A v H —T A A AT/~ (Destination Interface Objects) ] = outside,

e) [Z#: (Translation) | # 7 C., WOHEHEZHREL £,
« [JEDFIETC (Original Source) ]=FTPserver % NV —7 A7 =7 |k,

o [EHEAHDFEIET (Translated Source) | >[7 KL X (Address) |= ServerPubliclP % v k7 —7

VAVES/ A
 [TTD7R— & (Original Port) ]>[TCP] =21,

o [E#2FHR— b (Translated Port) =21,

Add NAT Rule

MAT Rule: Auto NAT Rule 2

Type: Static i

Interface Objacts Tnl'ulalim PAT Pool  Advanced
Original Packet Translated Packet
Criginal Source:* FTPserver Rl ] Translated Source: Address

ServerPublicIP

COriginal Port: TCP w | 21

Translated Port: 71

f) [fRT7F (Save) 1227 U 27 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B ore wTIP. BEUSMIPOB—7 LR (R— FERERELLRE T 1 v 5 BF NAT)

ATvT6

HTTP Y — DR — NEHERE LTZAXT 4 v 7 NAT Zi%E L, HITP A— h2HAHIC~v v B 7 L E
TO
a) [L—LDEM (AddRule) 1227V v 27 LET,
b) ROTa T 4 ERELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /L—/L,

« [# A7 (Type) ]= Static,

) [Mv¥—T7xAAFT =7 b (Interface Objects) | ¥ 7 T, LA FOETEEITWVET,
s[EFIXAH—T 2 A A FT V= b (Source Interface Objects) ] = inside,

« 5% A v H —T A A AT/ | (Destination Interface Objects) ] = outside,

d) [£#: (Translation) | ¥ 7 C, WROHEBEZRELET,
* [JLDFEI5F5C (Original Source) ]=HTTPserver % NU—27 F 7T =7 |k,

o [EHEAHDFEIETT (Translated Source) | >[7 KL X (Address) |= ServerPublicIlP % v k7 —7
FT T b,

s [tD7R— b (Original Port) |>[TCP] =80,

o [E#2FHR— b (Translated Port) ]=80,

Add NAT Rule
MAT Rule: Auto MAT Rule &
Type: Static et

Interface Objects Imldalim PAT Pool  Advanced

Original Packet Translated Packet
Qriginal Source:* HTTPserver v 2 Translated Source: Address
ServerPublicIP
QOriginal Port: TCP v | a0
Translated Port: a0

ATy 717

e) [fRfF (Save) 127 U >y Z7 LET,
SMTP #— DR — FEHaEZRELTZAZT 4 v 7 NAT ZREL., SMTP R— F 2 BHHICv vy 7 L%
j—o
a) [L—/LDEM (AddRule) 1227 U v 27 LET,
b) KOTaNT 4 ERELET,
* [NAT /L—/L (NAT Rule) ]= H#E) NAT L —/1,

« [# A7 (Type) ]= Static,

) [Mv¥—T7xzAAFTx=7 b (Interface Objects) | ¥ 7 T, LA FOEEEITWVET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
kIS LCREBER (X1F3voFHean ]

o[ AH—T 2 A AAT7 V=7 & (Source Interface Objects) | = inside,
‘[
d) [%£#t (Translation) | ¥ 7T, ROHEEEZHRELET,

s [JEDFIE5C (Original Source) ]1=SMTPserver % v bV —27 47 =7 |k,

»E T
e A

TeA B —Tx A4 A FT7 Y= b (Destination Interface Objects) ] = outside,

o [EHEAHDFEIETT (Translated Source) | >[7 FL X (Address) |= ServerPubliclP %> k7 —7
TR,
s [;tDR— b (Original Port) |>[TCP] =25,

o [E#iFHR— b (Translated Port) | =25,

Add NAT Rule
MAT Rule: Auto MAT Rule bl
Type: Static il

Interface Objects Iﬂuhlim PAT Pool  Advanced
Translated Packet

Original Packet
Hegnilacu SMTPserver b5 Translated Source: Address
ServerPublicIP

COriginal Port: TCP v | (25
Translated Paort: 25

e) [PRfF (Save) 1Z27 U >y 7 LET,
ATw T8 [NAT b—/b (NATrule) ] X—C[fRT7F (Save) |27 U 27 LET,

RIS ECTELGDIEER (B4 F 32y I FEPA)

AY¥—hk 54t YR—bENET | HR—FrShd K
VR REDSA VR |11 B AU TOER
WP (Any) |47 L FTD W) (Any) | Admin Access
Admin Network
Admin

WORNZ, 2 BDORRDLY—NITZ7EALTND 10.1.2.024 X T —T7 DHRA MERLE
T, RA R H—,3209.165201111CT7 7B AT 5L, EEEOT KL A13209.165.202.129: 78—
MIEHENE T, BA B —,3200.165200225 (27 7 v AT 5 L, FEEOT KL A

209.165.202.130: R — MMZAEB I FE T,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B soccimecenszn g1+ 9o FHPAD

18:E/5BWET FLRAZFERT 5F &) NAT

Server 1 Server 2
209.165.201.11 209165200225

Translation i Translation
101227~ 209165202 129 101227 209.165.202 130

Dest. Address:
209165201 11

130039

IR BRI

YRR T DTN ADA VB —T 2 A ANEGENDA L E—T =2 A AFT V=27 b (&
X2 VTSV FERIEIA =T oA A TN—T) DAL L E2MERLET, ZOHITIL,
AB—T A AFT 7 M linside] BELO Tdmz)] EWIHLARIOEXF=2 VT 4 V' —2
THHERELTWET, AV FZ—Tx2A A X TV FEaRETDHITE, [(FTPH b
(Objects) |>[F TP 9 FEE (Object Management) | Z iR L, [ X —T = A A
(Interface) ] Z R L £ 7,

ATV T WAy NT—0 DXy NI =0 ATV =7 bERERLET,
a) [F7PxH bk (Objects) |>[ATP sy FEE (Object Management) | Z 3R L £,
b) IUTUYDT—=T AN [y hU—2 (Network) | Z&EIRL, [y bT—9 ZENM (Add
Network) >[4 272 FD3EM (Add Object) 127V v 27 LET,
) F*v hI—7 ATV xs NMZARTZT (mylnsideNetwork 72 &) | EBEEDOF >y hT—27 7T RL A
10.1.2.024 Z A h L&,

New Network Objects

Name: mylnsideNetwork
Description:
Network: 10.1.2.0/24

Allow Overrides: [#

. Firepower Threat Defense Dy kD —% 7 FLXZ# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
kIS LCREBER (X1F3voFHean ]

d) [R1F (Save) 127V w7 LET,
ATV T2 DMZ 3y NU—2 1 DORy NT—2 FT7V =7 FE{ERLET,
a) [#v bT—9 %EM (Add Network) | >[4 T2 x¥ LDiEM (Add Object) | %7 U v LET,

b) Xv hNU—7 AT V=7 MILHTEAMT (DMZnetworkl 72 £) | X U —27 7 K1 2209.165.201.0/27
ZASILET (255255255224 DY Ty b A7)

MNew Network Objects

Name: DMZnetworkl
Description:
Network: 209.165.201.0/27

Allow Overrides: [«

c) [R1F (Save) 1227 U7 LET,

ATYT3 DMZ Ay hU—Z 1OPAT 7 RLADX Yy NI —2 7V =27 Fa{ERRLET,
a) [#v FT—% %ENM (Add Network) >[4 T L9 FDEM (Add Object) 1227V v 7 LET,
b) *v hI—2 A7V MZARHTZAHT (PATaddressl 72 &) | " A b 7 K LA 209.165.202.129 % A

JILET,

New Network Objects
Mame: pPaTaddress1
Description:
Network: 209.165.202.129

Allow Overrides: [«

c) [RfF (Save) 127 U >y 7 LET,
ATY T4 DMZ Xy NU—272DFy NI —7 A7V MEEKRLET,
a) [y kT7—2%EM (Add Network) |>[A T2 x4 FDEM (Add Object) | 227V v 7 LET,

b) Ry hNT—7 ATV =7 MZARTET (DMZnetwork2 72 8) | x> hU—27 7 KL X
209.165.200.224/27 Z ANJ7 L £9 (255255255224 DV T Xy k=R 7) |

Mew MNetwork Objects

Name: DMZnetwork2
Description:
Network: 209.165.200.224/27

Allow Overrides: [+

c) [PR1F (Save) 127U > 7 LET,
RF9FE DMZ %y hU—2 2DPAT T RLADXy NI —27 47V =7 MR LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B soccimecenszn g1+ 9o FHPAD

ATvT6

a) [y bT7—2%EM (Add Network) | >[4 T2 x4 FDEM (Add Object) | 27V v 7 LET,
b) Xy hI—2 FT7 V= MIAHTESHT (PATaddress2 72 &) . A8 A b 7 R LA 209.165.202.130 % A
HILET,

New Network Objects

Mame: PATaddress2
Description:
Network: 209.165.202.130

Allow Overrides: [v

c) [fRfF (Save) 1%27 U7 LET,
DMZ %> T —27 1 DX AT v 7 FEYPAT ZiXEL T,
a) [T/34 R (Devices) |>[NAT] DJIEIZER L, FTDNAT R U > —&AEF 72 13MRE L 7,
b) [—vDEN (AddRule) ]%27 VU v LET,
) DT mNRT 4 HRELET,
« [NAT /L—/L (NAT Rule) ]= F#) NAT /L—/L (Manual NAT Rule) ,

« [# 47 (Type) ]=Dynamic,

d) [ ¥—T7=zAAFT =7 b (Interface Objects) | ¥ 7 T, L FOEEEITWVET,
s[EFIXA L H—T 2 A A FT V= ;b (Source Interface Objects) ] = inside,

s [5EEA U H —T = A A AT V=7 | (Destination Interface Objects) ]=dmz,

e) [Z#: (Translation) | % 7 C., WOHEHEZHREL £,
« [JEDFIETC (Original Source) ]=mylnsideNetwork %> U —2 + 77 K,

o [BHLE A DFIEITLT R LA (Translated Source Address) ]>=PATaddressl %~ hV—7 47V =
7 R

s JLDFESET R LA (Original Destination Address) ]=DMZnetworkl %>y hU—27 A7V =7k, >
o [BEHRE A DFESE (Translated Destination) ]=DMZnetworkl *r > N U —27 7= 7 b,

GE) %7 RUVARREHE LW D, TOsET RL A LEBRINT5%%ET RLVAIZR LT
RUAZEETAZLICLE ST, 74T T 474 NAT 2R ETAVLERH Y 7,
[R—F (Port) | 74— /L RIFTRTEHDOEEIZLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
kIS LCREBER (X1F3voFHean ]

Add NAT Rule
NAT Rule: Manual NAT Rule v Insert: In Category ¥ | | NAT Rules Before
Type: Dynamic ¥ | | # Enable
Description:
Interface Objacts Tr:mdalim PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* myInsideNetwork bl Translated Source: Address
s e PATaddress1
Original Destination: Address e
DMZMetwark1 v i3 Translated Destination: DMZMetworkl

f) [R1F (Save) 1227 Y v 27 LET,

ATFYTT DMZFy b= 2DFAF v 7 FFPAT R ELET,

a) [b—/®iBEM (AddRule) 1227V v 7 LET,
by ROTa T4 ERELET,

« [NAT /L—/L (NAT Rule) ]= F#) NAT /L—/L (Manual NAT Rule) .

«[# A 7 (Type) ]=Dynamic,

) (M ¥ —TxAAFT7T V=7 b (Interface Objects) | ¥ 7 T, LLFOEREEITVET,
s [EfFETAVH—T A A AT ~ (Source Interface Objects) ] = inside,

s [BEeA v H—T A A AT =7 bk (Destination Interface Objects) ]= dmz,

d) [Z£#: (Translation) | % 7 C, ROEHZHELET,
s [JED%{E 5t (Original Source) ]=mylnsideNetwork *> h U —2 7=V K,

o [BHEHDFRIEITLT R LA (Translated Source Address) ]=PATaddress2 % v bV —2 47V =/
ko >

s JLDFESET R LA (Original Destination Address) ]=DMZnetwork2 % bV —2 A7V =7k, >

o [BHLEH DS (Translated Destination) ] =DMZnetwork2 x> NU—27 A7 =7 |,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B o7 FLRBEUR— ML TREAZS (X 4F 3 v s FHPAD

Add NAT Rule

MAT Rule: Manual MAT Rule v Insert: In Category ¥ | | MAT Rules Before
Type: Dynamic ¥ | | ¥ Enable

Description:

Interface Objects dealim PAT Pool  Advanced

Original Packet

Translated Packet

Original Source:* myInsideMetworlk v 8 Translated Source: Address
e e PATaddress2
Original Destination: Address i
DMZMetwork? v 3 Translated Destination: DMZHNetwork?

e) [fRfF (Save) 127 U7 LET,
AT w78 [NAT L—/L (NAT rule) ] X— T [fR1F (Save) 1227V v 27 LET,

BET FLABKUR— M CTEGDIESR (B4 TV IFE
PAT)

AY¥—h+ 314t YR—bENET | HR—rShd K

VR HEDSA VR |11 B AU VA

WDy (Any) |EE%7e L FTD WA (Any) | Admin Access
Admin Network
Admin

RO, EETLR— MBI OB R— oG Z R L ET, 10.1.2.024 * v N —27 DR
A X Web h—E R & Telnet —EZADM HFZ#RMET 2 1 DOFRAMIT 7EALES, &K
A R R Telnet F—E A ZRDTH— T 7 8ATBHE, FEOT R L A11209.165.202.129:port
WCEBENE T, FA MR Web P —ERZRDTRAI LY — T 7 AT DHE, EEOT K
L A1 209.165.202.130:port | B I N E T,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

KX 19: R7% 55 5%R— ~EEHAT 5FE) NAT

Web and Telnet server:
209.185.201.11

Translation
10.1.2.27:23 -»209.165.202.130

Translation
10.1.2.27:80~» 209,165.202.129

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80

130040

1R BRI

Y= R T DTN, ADA L E =T 2 A ANGENDIA L H—T 2 A AFT V27 b (&
X2 VT4 =V FRFA L E—T oA RATN—T) RNoDHZ 2R LET, ZOHTIL,

A BF =T 2 A A FT7 Y= ME linside] BET [dmz) L WO AFTOEF=2 DT 1 V—
THHERELTWET, A F T2 A AL TVl bEFRETDHICE, (AT b
(Objects) |>[F TP Y FEHE (Object Management) | Z 3R L, [f X —T = A A
(Interface) ] Z#IR L F7,

ATV T1 NERy U= DFy NI —27 7V MEERLET,
a) [TV b (Objects) |>[A# TPy FEE (Object Management) | i8R L 7,
b) ATV DOT—=TANE [Fy hTU—2 (Network) | ZRINL, [y FT—0 %EM (Add
Network) |> [+ 79 FDiEM (Add Object) | %7 U v/ LET,
c) Ry NU—7 AT TVx7 MZAHIZT (mylnsideNetwork 72 &) | EEOX Y hU—27 7T KL A
10.1.2.024 # A J L E T,

MNew Network Objects

Mame: mylnsideNetwork
Descrnption:
MNetwork: 10.1.2.0/24

Allow Overrides: [

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B o7 FLRBEUR— ML TREAZS (X 4F 3 v s FHPAD

d) [frRfF (Save) 1Z27 U7 LET,

AT Y T2 Telnet/Web —"DFy NI —27 7V MaERLET,
a) [#v bT—2%EM (Add Network) | >[4 T2 x¥ LDiEM (Add Object) | %7 U v LET,
b) Xy hI—2 ATV NMIAHTESTT (TelnetWebServer 72 &) . 8 A b 7 R LA 209.165.201.11 %
ANTLET,

New Network Objects

Name: TelnetWebServer
Description:
MNatwork: 209.165.201.11

Allow Overrides: [+

c) [fRfF (Save) 1%27 U >y 7 LET,

ATFw T3 Telnet #EATALXIFZ, PATT FRLADX Y NI—27 707 NEERLET,
a) [y kT7—2 %EM (Add Network) |>[A T2 x4 FDEM (Add Object) | 227V v 7 LET,
b) Xy hI—2 FT7 V= MAHTESHT (PATaddressl 72 &) . AR A b 7 R LA 209.165.202.129 % A

HLET,

MNew Network Objects
MName: PATaddressl
Description:
Network: 209.165.202.129

allow Owverrides: v

c) [fRfF (Save) 1&27 U >y 7 LET,

ATy T4 HITP T 5L XX, PAT 7 RLADX Y NU—27 77 FEERLET,
a) [y kT7—2 %EM (Add Network) |>[4A T2 x4 FDEM (Add Object) | 27V v 7 LE T,
b) Fv hNI—7 ATV xs MIAFTENT (PATaddress2 72 &) . AR A b 7 K LA 209.165.202.130 % A

JILET,

MNew Network Objects
Mame: PATaddress2
Description:
Network: 209.165.202.130

Allow Overrides: [«

c) [fR1F (Save) 127V v/ LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

ATY TS Telnet 7 7B ADXAF I v 7 FFPAT & ELE T,

a)
b)

<)

d)

[T/31 X (Devices) ]| > [NAT] DJIEIZEIN L, FTDNAT RV o —Z Bk E 72 I3MmE L £,
Ly— DB (AddRule) 1 %27V v 7 LET,
WDOT /T 4 HRELET,

* [NAT /b—/L (NAT Rule) ]= Fi) NAT /L—/L (Manual NAT Rule) .

o [# A7 (Type) ]=Dynamic,

(A —Tx2AAFT V=2 b (Interface Objects) ] ¥ 7 T, LA FOREEITVET,
c[EETXAH =T =2 A A FT V=~ (Source Interface Objects) ] = inside,

s [FEA L H—T 2 A A ATV =7 b (Destination Interface Objects) ] = dmz,

[£#2 (Translation) | % 7 C, WOMHHEZiELET,
» [JTD3E1ETC (Original Source) ]=mylnsideNetwork * v bV —27 7 V=7 K,

o [EBHEHDFIEITLT R LA (Translated Source Address) ]>=PATaddress] %> NV —72 47T =
7 b,

s [JED%E5ET KL A (Original Destination Address) ]= TelnetWebServer %~ hU—27 47V =/
ko >

o [BHLE DS (Translated Destination) ] = TelnetWebServer %> NV —27 F 727 |k,
s [JLD%E5EAR— I (Original Destination Port) ]=TELNET A"— k 7Y =2 b (VAT AERHR) .

o [BHRE R DS — ~ (Translated Destination Port) ]=TELNET AR— F A7 V=7 b (VAT A
ER) .
GE) %7 FLAEREFAR—FEZHBR LN D, TOT RLUAEEBRELOGEILET KA
IZRLCT RLAZIREL, TTOR— F EEHEFHOR— MR LR — FNEEET L2 &
WZEoT, TAT T 47T 4 NAT 2% ETHMERH Y 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense A+ kT —%- 7 KL RZE#: (NAT)
B o7 FLRBEUR— ML TREAZS (X 4F 3 v s FHPAD

Add NAT Rule

NAT Rule: Manual NAT Rule B Insert: In Category v || NAT Rules Before
Type: Dynamic v | | ¥l Enable

Description:

k

Interface Objects BRICUEELLMM PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* myInsideNetwark v |2 Translated Source: Address
i ) PATaddress1
Original Destination: Address w
TelnetWebServer ~ 8 Translated Destination: TelnetWebServer
Original Source Port: ~ |8 Translated Source Port:
Original Destination Port: | TELMET ~ |8 Translated Destination Port: | TELMET

f) [fR1F (Save) 1227V v 27 LET,

RATYT6 Web 77 8ADHKAF I v/ FEIPAT Z%EL £T,
a) [b—/®iBEM (AddRule) 1227V v 7 LET,
by KOTaNT 4 EHRELET,

* [NAT /L—/L (NAT Rule) ]= TF#) NAT /L—/L (Manual NAT Rule) .

o [# A7 (Type) ]=Dynamic,

) [Mv¥—T7=AAFTTx=7 bk (Interface Objects) | ¥ 7 T, L FOEREEZITWVET,
s [EfFETAVH—T A A AT/~ (Source Interface Objects) ]= inside,

s [BEeA v H—T A A AT =7 bk (Destination Interface Objects) ]= dmz,

d) [Z#: (Translation) | # 7T, WOHEBZHELE7,
s [JED%{E 5t (Original Source) ]=mylnsideNetwork %> h U —2 7= K,

o [BHE B DFRIEITLT R LA (Translated Source Address) ]=PATaddress2 % v b7 —27 47 V=
ko >

s [JED%E5ET K LA (Original Destination Address) ]= TelnetWebServer x> NV —27 A7 =7
ko >

o [BEHLE DS (Translated Destination) ] = TelnetWebServer %> NV —27 7T =7 |k,
s [JED%ESEAR — I (Original Destination Port) |=HTTP R— ks 7Y =7 & (VAT LER) .

o [BHaE DGR — b~ (Translated Destination Port) ]=HTTP R— ks A7 V=7 b (VAT ALE

#) o

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT & U4 A ky—44 ~veN ]

Add NAT Rule
NAT Rule: Manual MAT Rule v Insert: In Cateqory ¥ | | MAT Rules Before
Type: Dynamic ¥ | | ¥ Enable
Description:
Interface Objects Tmldalim PAT Pool  Advanced
Original Packet Translated Packet
QOriginal Source:* myInsideMetwark Rl ] Translated Source: Address
it e PATaddress2
Original Destination: Address W
TelnetWebServer v 8 Translated Destination: TelnetWebServer
Original Source Port: v 8 Translated Source Port:
Original Destination Port: | HTTP ¥ 8 Translated Destination Port:  |HTTP

e) [fRfF (Save) 1Z27 U7 LET,
AT w71 [NAT L—/L (NAT rule) ]-<—C[#R1F (Save) 1227V v 27 LET,

NAT 8 &KUY 4 bY—H 1 VPN

AY¥—h+kS514t YR—bENET | HR—FrShd K

VR WHEDSA VR |11 A AU TR

WL (Any) |7 L FTD W) (Any) | Admin Access
Admin Network
Admin

WOKNZ, R—NE =V ) BOFT 4 R T 504 MY —H A~ bRz RrLE
T, A H =Xy MIET T 74 v 71250 T (2L 2 IER—=VF—D 10.1.1.6 225
www.example.com ~~) | A U H =Ry hA~DT 7 EADTDIZNAT IZ L > TRk 5 /37
Vo Z IPT7 RVABRKETT, ROFITIE, /> F—T =2 APAT L—/LEEHLTNE
9, 7272L. VPN b R AERBATE T 74 v 71250 TE (I2E 20132, R—Z—D
10.1.1.6 22 5% /B 102278 ~) | NAT 2 FEITLERA, TDOID, TAT T AT 4
NATV—VZAER LT, DO NTF T 4 v 7 BN T DRMERH Y T, 74T 7T 47 1 NAT
R RLRIZT RL A BB L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B wssvss ry—va rven

B20:91 Y=Y~ VWPNDI-ODA L EZ—T A X PATEEUVTAToT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

Sre:10.1.1.6 — 10.1.1.6
Dst: 10.2.2.78 —» 10.2.2.78

1. IM to 10.2.2.78

e
.\?m: ‘Iﬁ.‘!.T.E?;I

3. IM receved

r \
\ Sre:10.1.1.6 )
\ rc _’f
FW Outside IP:208.0.113.1 [

l A Internet
|

'\-\_\_\_\ ] %
i‘ /" _inside | =L ,fgl;;jd
3 —Th) . q i L\ an Jose —
1011, Eirewall 4 T,\\Srte—t Site VPN Tunnel . Firewall 102278

| 10.1.1.6 - 203.0.113.1:6070 SR

o B

\Sre:10.1.1.6 | B, The firewall performs interface PAT for
AHTTPIa oulgoing traffic.

www.example.com

@rc 203.0.113.1: E.".I'.-"Djl

C. HTTP request to www.example.com 3

ot

wOHNE, Firewalll (R—L¥—) OREELRLET,

4R8O SRS

VPN NDT A AT DA v H =T 2 ANGEENTNWDEAL VA —T 2 A A FT V=l

M (X2l Ty V=V FERBA v H—T AR ITN—T) BoDZ MR LET, 20D
FICTE, A H—Tx2A AL T V=7 M, Firewalll (R—1VZ—) A ¥ —T = A A THHG
9% inside-boulder 35 J O} outside-boulder &\ 9 %ﬁﬁ@tﬂ?z VFr g4 J—rThdbENELE
To AVH—T 2 AAFTT V27 NERETHIZIE, [TV b (Objects) |>[AT>x
42 FEIE (Object Management) | ZEER L T 5, [/1' v —7 x4 A (Interfaces) | %R L
E N

ATYT1 SESERIXY PV ZERT DL, A7V =7 PEERLET,

a)
b)

©)

[T x4 b (Objects) |>[F TPy FEIE (Object Management) | % EER L £7,
aTUYDOT =TS [y hU—27 (Network) ] Z3&IRL., [y bT—5 ZEMN (Add
Network) >[4 2729 FDEM (Add Object) | 27V v 27 LET,

A=V —NHxy NI —27 2R ELET,

Xy NU—0 FT7 V=7 M4 (72 & 21X, boulder-network) #fHJ T, X FU—2 7T KL A
10.1.1.024 # A7 L E T,

[l Firepower Threat Defense D+ k7—% 7 KL RZ#H (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT & U4 A ky—44 ~veN ]

New Network Objects ? X
Name: boulder-netwaork

Descripbion:

Network: 10.1.1.0/24

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)

Allow Overrides: [

d) [fR1F (Save) 1227 U > 7 LET,

e) [y FT7—2®MEM (Add Network) | >[4 TP x5 FDEM (Add Object) | %7 U v/ LT, Wi
Y ) B Xy NI RERLET,
Fy NT—2 727 MZ4ART (72 & 213, sanjose-network) %1 T, *v hU—27 7 KL X
10.2.2.024 Z AL ET,

New Network Objects 7 X
Name: sanjose-network

Descrption:

Network: 10.2.2.0/24

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overrides: [

f) [IR{F (Save) 1227 U v 7 LET,
AT w T2 Firewalll ((R—/L%—) ETVPNEETH Y /Bl H>%6, A=A —FXy NT—T OFET AT
T AT 4 NAT Z3RE L ET,
a) [T/31 X (Devices) |>[NAT] DJEIZEIN L, FTDNAT &R U > —Z{El £ 7 13fmE L £
b) [—vDEN (AddRule) %27 VU v LET,
) DT mNRT 4 HFELET,
* [NAT /b—/L (NAT Rule) ]= F#) NAT /L—/L (Manual NAT Rule) .

«[#A 7 (Type) ]= Static,

d) [ ¥—T7=AAFT7 =7 b (Interface Objects) | ¥ 7 T, LA FTOEEEITWVET,
c[EFETA L H—T 2 A A FT V=7 | (Source Interface Objects) ] = inside-boulder,

s [5EEA v H —T = A A AT V=7 | (Destination Interface Objects) ] = outside-boulder,

e) [t (Translation) | ¥ 7 C, WOHEHZHELET,

» [7tDX(ETE (Original Source) ]=boulder-network 47 ¥ =7 K,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vt sEUYA Fy—y o b pN

o [EEAHDZEIETT (Translated Source) |>[7 FL X (Address) | =boulder-network 47> = 7
}\ o

+ [TtDFESE (Original Destination) |>[7 FL X (Address) | =sanjose-network 472 =7 kK,
o [ZEHaE 2 DFE ] = sanjose-network 47 2 = 7 b,

GE)  FEET FLRIFEB L 22D, D57 RV A LB INT-5605E7T RV AICFE LT
RLAZETHZ LWL >T, TA4F T 4T 4 NAT ZRETHLERH Y £,
[R—bF (Port) 17 4 — /L RIZT_RTCZEADEFICLET, ZDO/L—iE, HETEsk
DWW IFDOT AT T 47 4 NAT X ELET,

f) [FE# (Advanced) ¥ 7 C[sdA v X —7 = AT7rF T ARP7: L (Do not proxy ARP on Destination
interface) | IR L £,

Add NAT Rule
NAT Rule: Manual MAT Rule v Insert: In Cateqory ¥ | | MAT Rules Before
Type: Static ¥ | | ¥ Enable
Description:
Interface Objects Tmﬂalim PAT Pool  Advanced
Original Packet Translated Packet
QOriginal Source:* boulder-network Rl ] Translated Source: Address
it e boulder-network
Original Destination: Address W

sanjose-network v & Translated Destination: sanjose-network

g) [PR1F (Save) 127 Vv 7 LET,
AT F3 Firewalll (R—/L¥—) ETHNEHAR—ILT— Ky hT—=I DA X —Fy MIADFE, FEEXAFI v
g A H—T A APAT ZiRELET,
a) [L—LDEM (AddRule) 1227 U v 27 LET,
b) KDOTENT 4 ERELET,
* [NAT /—/L (NAT Rule) ]= F&) NAT /L—/L (Manual NAT Rule) .
s [#A T (Type) 1=#AF 27 (Dynamic) .

« [ffiA/L—/ L (Insert Rule) ]= WD/ —ILDEDIEEDIE, ZDN— VIEEDIKET KL A
I S5 728, sanjose-network Z 565t & L T 2 /L— W iT Z D L— L ORISR 2 MEED &
D EF, £ ThiFL, sanjose-network L —/UITKiEIZ—ETHZ ERZHY FHA, T 74 B
TiX, #r LU FE) NAT L—/ Ui [HE) NAT ORITIZ NAT /L—/L (NAT Rules Before Auto NAT) ]
7 va v ORRICERESNLET,

o) (Mo ¥—7xAAF7Yx7 | (Interface Objects) | ¥ 7 T, IROMHEZHREL ET,
[EETXA L H—T = A A FT V=2 b+ (Source Interface Objects) ] = inside-boulder,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT R L=DNs v Ty esEnz=az |

s [FEAA L H—T =2 A A ATV =7 b (Destination Interface Objects) ] = outside-boulder,

d) [%£#t (Translation) | ¥ 7 C, ROHEHZRELET,
» [7EDX(ETE (Original Source) ]=boulder-network 47 ¥ =7 K,

o [ B DiE(E T (Translated Source) |=%855A > % —7 = A A IP (Destination Interface IP) , =
DATLa T, A VI —T oA AT TVl MTEENTODA L F—T = A AZfl
LT, A H—T7 A APAT ZHE L ET,

* [FTtM3E5L (Original Destination) 1> [7 KL X (Address) |=1E& (ZEADEF) .
o [ZEHRE A DFESE (Translated Destination) ]1={E& (EHOEF) ,

Add NAT Rule

NAT Rule: Manual NAT Rule ¥ Insert: In Category ¥ | NAT Rules Before |¥

Type: Dynamic v ¥ Enable

Description:

Intarface Objects Tmulﬂim PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* boulder-network v Translated Source: Destination Interface 1P ~

_@_“t valuet selecred For Destination Interface
- uB ects in ‘Interface Obj jaces tab will be used

Original Destination: Address w

¥ Translated Destination: ~

e) [fR1F (Save) 127 Vv 7 LET,
AT w74 Firewall2 (2 /8) OFEHEIT-> TWDLEAE, TOT A AZFREONV—LVERETEET,

s FENT AT T 4T 4 NAT JL—/Ld, %8557 boulder-network D354 1 sanjose-network [A]1F (272 ) F
¥, Firewall2 DRI LOSMBHR Y b= WIFICH LWA X =T =A A AT V=7 FEfER L&
R

s FENWXAFTI v T AU F—T A APAT L—/UiX, 550 EE] O%A 1T sanjose-network [71] 1) 12
0 ET,

NAT Z{EAL=DNS UV L) LICEDESHZ

JIGENDOT RLUAZNAT 207 4 Xalb—rald—HT57 FNLAZES L T, DNSJ&
BEHAAETET D X 9 IZFirepower Threat Defense 7 /3 A Z 5% ET 5 2 & NUEIZ R DGEVRH D
F9, DNSIEEIE, & hFv AL —a vy L— A ARETHLXITRETEZET, DNS EFE
IXDNS & A & BIEENE T,

T OfRRITL. NAT L— Ll —ETAHDNS 7 = LInEDT RLA2EEB2FT (L2
IZ. IPvd DA La— R, IPv6 D AAAA L oi— R, £7-13 5% DNS 7= U ® PTR L =1—
R) o SO BT A FZ—T oA ANBMDA o Z—T7 A REET 25 DNS AT, A

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vwrzsmLrons sy emEoBSBA

La— RiE~y 7 ENTENLEBEOMHEA~Y T4 hENET, Wi, EEDA v H—T A A
MO YT A B —T 2 AZBENT S DNS JEETIZ, A La— RIEBOMEMMNO~
TEINTMEA~AEEXBRIONET,

NAT /L—/ V{2 DNS DEE 2 ZRETDLERAE LD R ERIOR LET,

o JL—/L 73 NAT64 £ 7213 NAT46 T, DNS V— PB4 Ex > T —2712H55E., DNS A
La— R (IPv4ATAlT) & AAAA L o— R (IPv6 [A1)) RIDOZEHLD -2 DNS 2 E X #i 2
586,

o DNSH—R"NERIZ, 7 TA T2 RHBRNEIZHY ., 7747 2 bIMERT 558 2E46 B A
A LB B EMONEER R MZ DA,

¢ DNS =D NEBIZH Y, TTARXR—=KIPT RLRAZHEHLTUSEL, 7747 bR
P . 74T v RRFEAEM R A A V4 EFREL THENIZA R RERTWSHH—
NRET 7' 2T 58586,

DNS DE = Z OHFIR
WIZDNS U Z 4 FOHIRFEEZRLET,

cflx DA LVa—REFIZAAAA L a— NIZEEOPAT V-V E2EATE 52 T, A
T2 PAT V— VI ARAMEIZ 72 578, DNS U A MIPATIZITEH S NEE A

« FEINAT L — L AR ET DG, 5T FLABLOREETLT RLAZIEET 5 L. DNS
BEEZBETXETA, ZHLDOEEDONL—ILTIE, AL BIZADSTHBAIT1IOOT R
VAR L TR BB T D AREMEN H Y £9°, L7245 T, Firepower Threat
Defense 7 /3A A [Z, DNSJEEND IP 7 R L A &) 7 Twice NAT /L— /W —F S5
ZENTEEHA, DNSISEIZIE, DNS R ZRDT=/7 v NNOEFEILT KL R L5
7 RUAOMAEOTICET IERPEENEEA,

«DNS /7 =) LnEAZEXHZ 5I121%. NAT D/L—/LIZ% L CDNSNAT UV 74 F &A%
WLEDNS T F Y r—y g A AT a v EANCTDMLENH Y £9°, DNS NAT
DYVFTA FEAPIZLIZEDNS 7 AUV r—vary A AT a 3T 74/ Tl a—
SVICHER ENDTZD, A VAR a v OREALEBETHLEITEEH Y A,

« BEIZIE. DNS OE X2 13 NAT L—/LTlde< xlate = b U TEITERET, L
BoT, XAFI v A—Mlxlate WRWVEE, VIA4 MRELLFETE&NEHA, &
HT 4 v 7 NAT OEIE, [FU XD Z2RENEAELEE A,

*DNS DEXHZIZE T, DNSH¥AFI v Ty 7T —rDAyE—Y (XL —T 3
a—R35) [ IFEEMIAONET A,

WD RE 7T, NAT/L—/LODNS U 54 FOfl %R LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



I Firepower Threat Defense D # v kT —% 7 KL AZH# (NAT)

onses i E |

DNS64 [ Z{E1E
AY¥— k514t YiR—rENBT | HR—FrENB K
VR REDSA VR |11 RAH % TOER
VPR (Any) |47 L FTD W2 (Any) | Admin Access
Admin Network
Admin

WO, FMBD IPv4 £ U —2 ED FTP #—/3% DNS —Z/RLET, VAT A
W AN —SHORZ T ¢ PV ERPEH Y £9, ZOHAIT, WNEBIPv6 — 7 fip.cisco.com
DT R A%ZDNSH— NZHERT 5 & DNSH— NI & L THEEDT N1 A209.165.200.225
ZiRLET,

ftp.cisco.com D~ v B2 7 7 KL A (2001:DB8::D1AS:C8E1, Z Z T DIAS:C8E1 I
209.165.200.225 (ZAHY 45 IPv6) ANERL—PIZ L > THA SN D L 9ICTDHI2iE. AFXT 4 v
7 MUK LT DNS ISBEIEZ R ET 2 MLENH D £, ZOHNZIL, DNS Hh—D R %
T 4 w7 NAT Z#h, B L OWER IPv6 AR A D PAT b—/L b B ENTWVET,

. GSEOGOMm
200 1655200 225
MG Server Siatic Transision on side o

: _EM.!EE.E_MJE H001:DERDTARCEET
Sfatic Trenslalkon on Inside (o F ;
2007 036D AR COOF

‘K\
NG,

Dhest Acddr. Transiaion
20010880 TAS:CHE T3 209, 165.200.225

DS Reply Modilicalion ]\ {L
200 165, 200,22 52001 DEE D1 ASCEET "'.,_ i e

ik
007 DEa
FAT Tremslalion on Oufds bo; §
200,165,200 230

Firepower Threat Defense A% k7—4 7 KL Z# (NAT) [}



B onssssser

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

1R BHHEIIZ

TNA RZHIET DA =T 2 A APRFENTNDA LV E—T =2 A AFT V=7 b (EF=a
V7 =V FERIFIA A =T 2 A A TN—T) DD LaWRALET, ZOHITIE, A
V=T 2 A AL TV =7 b Tinside] LN Toutside] EWHLFIOEF=Y T 4V —1
ThHLIERELTVWET, A VX —T 2 A AFT V=7 NERET DL, [TV b
(Objects) |>[A TP xY FEHE (Object Management) | Z#INL T b, [ ¥ —T = A
A (Interface) | ZTIN L F 5,

ATY 1 FTP ¥ —/3, DNS ¥ —, WifFy hU—27 BIOPAT 7—1VDxy hU—27 A7V =7 FEERKRL

i'@’}

a)
b)

<)

d)

f)

[F72 % b (Objects) |>[FT x4y FEE (Object Management) | Z RN L F 5,

aLVT Y DT =TS [Fy T —2 (Network) | &R L, [®y FT—2 ZEM (Add
Network) |>[A 72 xY FDEM (Add Object) | %27V v LET,

EEEDO FTP Yy — T KL AZERLET,

Fw NIT—2 FT7 V= MZAHIET (fp server 72 F) | AR A N 7 R LA 209.165.200.225 % A
HLET,

New Network Objects e
Name: ftp_server

Description:

Metwark: 209.165.200.225

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

[fR1F (Save) 1227 VU > 7 LET,

[y bT7—% %ZEM (AddNetwork) |>[# T2 x4 FDEM (AddObject) |2~ U~ 27 LT, FTP
P ROERFE T IPV6 T KL AZERLET,

X NT—7 FT7 V=7 MZARIERT (fip server v672Y) | 7R A K 7 K1 A2001:DB8::DI1AS:CSE]
EADLET,

Mew Network Objects ? X
Name: ftp_server_ve

Description:

MNetwork: 2001:DB8::D1AS:CBEL

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi}
Allow Overrides:

[fR7F (Save) | &7 U w7 LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

onses 55 E [

o) [~y bT7—% ZENM (AddNetwork) |>[A T2 x4 FDEM (AddObject) | %=~ U >~ 2 LT, DNS
P—ROEEDOT KL RAEZEHELET,

Xy NU—27 3TV =7 MZARTEMT (dns_server 72 E) | ARA R 7 K LA 209.165.201.15 & A7)

LET,

Mew Network Objects ? X
Name: dns_server

Description:

MNetwork: 209.165.201.15

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi}
Allow Overrides:

h)  [fRfF (Save) 127V v 7 LET,

i) [y kT7—% %3EM (AddNetwork) |>[4 T x- FDEM (AddObject) 1%~ U >~ 2~ LT, DNS
Y= ROLEHFE 2 IPv6 7 FL AZEFRLET,

Xy NI—7 FT V=7 MIARTEMT (dns_server v672 L) | AR A R 7 K12 2001:DB8::D1AS5:C90F
AN LET (Z 2T, DIAS:COOF (X IPv6 DA D 209.165.201.15 TF)

Mew Network Objects ? X
Narme: dns_server_ve

Description:

MNetwork: 2001:DB8::D1AS:C90F

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi)
Allow Overrides:

i) [fR7F (Save) 1227 Vw7 LET,

k) [#v bT—2%EM (Add Network) |>[A Ty FDiENM (Add Object) | %27 U 7 LT, W
HIPve * >y N — T ZEFRKLET,

Xy NI—27 A7 MIATHT (inside v6 72 &) ZAfHT, v FU—2 7 KL 2001:DB8::/96
AT LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B onseemzeE

Mew Network Objects ? X
Name: inside_v6

Description:

MNetwork: 2001:DB8::/986

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi)
Allow Owverrides:

1) (-1 (Save) 1227 Vw7 LET,
m) [fv bT—9%EM (Add Network) |>[4A T2z FDiBNM (Add Object) | 227 UV v 7 L, WNER
IPv6 %> N7 —27 D IPv4PAT Y— V2 EHE L ET,

X NU—7 A7V MTAHTZEMT (ipv4_pool 72 &) | #iPH 209.165.200.230 ~ 209.165.200.235

EANSILET,
Mew Network Objects ? X

Name: ipvd_pooal

Description:

Network: 209.165.200.230-209.165.200.23!
Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi}

Allow Overrides: D

n) [fR7F (Save) |27 Vw7 LET,
RT9 T2 FTP H— D7D, DNSIEIEZRE LIZAXT 4 v 7 NAT b— L EZELET,
a) [T/31 X (Devices) | > [NAT] DJIEIZEI L, FTD NAT ARV o —ZAER £ - 130mE L £,
b) [L—/L?DBEN (AddRule) 127V v 7 LET,
) WOTaNRT 4R ELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/L,

o [# A7 (Type) ]= Static,

d [ ¥—T7xAAFT7 V=7 bk (Interface Objects) | ¥ 7 T, LA FOEREEITWET,
c[EEXA L H—T =2 A A LTV =2 b (Source Interface Objects) ] = outside,

c[5EA v H =T 2 A A ATV =7 b (Destination Interface Objects) ] = inside,

e) [A#: (Translation) | ¥ 7 C, WOWEHAZRELET,
s [JEDFEIEIC (Original Source) = ftp server 1 NV —27 A7 V=7 K,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
onses i E |

o [ FHDFIFEILT R LA (Translated Source Address) ]=ftp server v6 r NU—2 F7 V=

}\ o >
Add NAT Rule
MAT Rule: Aute MAT Rule X
Type: Static bt
Interface Objects T!Iulﬁm PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* ftp_server ¥ @ Translated Source: Address
ftp_server_ve
Original Port: TCP v

f) [Fffl (Advanced) ] # 7 T, AFOA T a v Z&IRLET,
s [ZDN— T % DNS A % 2 (Translate DNS replies that match this rule) .

«[* v hE~ > B> 7 (NettoNet Mapping) ], 1%} 1 O NAT46 B TH 572 TT,

g) [OK]%7 VU vr LET,
RATFY T3 DNSH— Db DAZT 4 v 7 NAT b—L &2 #E LET,
a) [L—LDEM (AddRule) 1227 U v 27 LET,
b) KOTERT 4 HRELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/1,

« [# A7 (Type) ]= Static,

) [Mv¥—T7xAAFT =7 b (Interface Objects) | ¥ 7 T, LA FDEEEITWVET,
s[EFIA L H—T =2 A A FT V= b (Source Interface Objects) ] = outside,

« 5% A v H—T A A AT/ b (Destination Interface Objects) ] = inside.

d) [Z#: (Translation) ] ¥ 7 T, ROEBAZHELET,
s [JEDFIEIC (Original Source) ]=dns server *v U —27 7V =7 b,
o [BHFE FHDFIFILT R LA (Translated Source Address) [=dns_server v6 % N —27 47V =
ko >

e) ZAUUX1K1 DONAT46 B TH D72, [FFfll (Advanced) ¥ 7 T, [Fv M= v B2 (NettoNet
Mapping) | Z#RL £ 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

B onssssser

Add NAT Rule
MNAT Rule: Auto NAT Rule b d
Type: Static b
Interface Objects Tr.mdtum PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* dns_server >~ 9 Translated Source: Address
dns_server_wé
Original Port: TCP v

f) [OK]Z7 VU vy2o LET,
ATy T4 NERIPV6 X NU—Z Ik L, PAT 7=V b— V& FOH A F v 7 NAT R ELET,
a) [b—/voiEN (AddRule) 127V v 27 LET,
by ROTa/NRT 4 EHRELET,
+ [NAT /L—/L (NAT Rule) ]= H#) NAT /L —/L,

«[# 47 (Type) ]=Dynamic,

) [Mv¥—T7xAAFT =7 b (Interface Objects) | ¥ 7 T, LA FDEEEITVET,
c[EETLAH—T A A AT/ b (Source Interface Objects) ] = inside,

[BEEA U H—T A A AT =7 ;b (Destination Interface Objects) ] = outside.

d) [Z#: (Translation) | ¥ 7 C, ROHEHZHREL T,
« [JLDEIF5C (Original Source) ]=inside v6 * v bV —27 A7V =7 |,

o [BHHEHDIFRIEILT KL A (Translated Source Address) 1> =Z D7 4 —/L RIFZEOFEFIZLE

B

Add NAT Rule

HNAT Rule: Auto MAT Rule ot

Type: Dynamic bd
Interface Objects Tﬂnlh'l:lm PAT Pool  Advanced

Original Packet Translated Packet

Original Source:™® inside_v6 v Translated Source: Address v

~
Original Port: T o

e) [PAT 7—/L (PAT Pool) 1% 7 C, LLFOREZITWVET,
* [PAT 7—/L DA%t (Enable PAT Pool) 1= Z DA 7 a v ERIRLET,

o [ HDFIGILT R LA (Translated Source Address) ]=ipv4 pool % v NI —27 47V =V

Fo >

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
DNS iG545E : Outside £0> DNS 4—/3 I

Add NAT Rule
MAT Rule: Auto MAT Rule i
Type: Dynamic ¥

Interface Objects  Translation m Advanced

¥ Enable PAT Pool

PAT: Address ¥ | lipvd_poal Rl B+

Use Round Robin Allocation
Extended PAT Table

Flat Port Range

f) [OK]%27VUvZ LET,

DNS i Z{E1E : Outside L DNS H-—/\

AY—h+ 314t YR—bENET | HR—rShB K

VR HEDSA VR |11 B AU VA

WA (Any) |R%E47 L FTD WA (Any) Admin Access
Admin Network
Admin

WO, I A B —T = A ABT 7B AA[EE/RDNS — "% R LE ¥, fip.cisco.com &

VO NP, F—T = A A EIZH Y £9, fip.cisco.com DEFEDT KA (10.1.3.14)
. A ER Y U= ETHO~ Y B T KL A (209.165.201.10) ([CAHX T 4 v 71T
Had 5 X HICNAT Z%E L ET

ZOHE, TOAFT 4 v — )L TDNS IWBEELEEZA X —T NWVICTIHLERHY T, =
nzk v, EBEOT FURXEFEH LT fip.cisco.com (27 7B AFT 25 T L &FFA STV DN
=L, v v BT T RLURATIERLS EEBEDT KL A% DNS — "0 BZETEDH L1
0 FE9,

PERAS 2 |23 fip.cisco.com D7 N LA %3k % DNS ZaR & %E(ET 5 &, DNS H— NFUSE T
<o B T R A (209.165201.10) 2 LET, VAT AL, WEY—"ORAXT 4 v
=V BB L, msmﬁmw7bvx%m13m CEWL £7, DNSISBEELZ AL
72V E . IR A R ftp.cisco.com IZEHET 7B A9 5DV 12, 209.165.201.10 (2 k Z
T4 v DFEEERRET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense AR v kT —% 7 KL A% (NAT)
B ons T - outside £ DNS 4—/%

Security
Appliance

DM Reply Madification
209.165201.10 == 101314

L.lser f'tp Cisco.com
01314
Static Translation
on Qutside to:
209165 201.10

®

FTP Request
101314

1R BHHIIZ

130021

TN RRET DA E =T 2 A AREENTWEA L H—T 2 A AFT V27 b (BEx=a

V7 g4 VY —=VFEB3A 0 Z =Tz ARITN—"T) BbHHZ MR LET, ZOFITIE, A

VHE—T A AFT VY Fi3 Tinside] B L loutside) kb‘ﬁ%ﬁﬁ@ﬂzf’szﬁ“f =

ThHLIERELTVWET, A V¥ —T a2 A AFT V=7 NERETDHIT
(Objects) |>[A T2z FEE (Object Management) | % jE&R L’C#% .

A (Interface) | ZTIN L F 7,

ATV TN FTIPh— Oy NT—7 A7V =7 NEERLET,

a) [#72 Y bk (Objects) |>[ATPxH FEE (Object Management) | &N L £,

by ATV DOT—=TNANE [Fy bU—7 (Network) | ZEIRL, [y bT—0 %FiEM (Add
Network) |> [+ 7 x5 FDiEM (Add Object) | %7 U v/ LET,

c) EBEOFIPY—A"T RLREERFLET,

X NU—2 ATV 7 MZARTEST (fip server 72 E) | ARA N7 RLZ210.13.14 %2 A1 L E 7

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

d)
e)

f)

DNS iS55 : Outside £> DNS 4 —/3 [

New Network Objects i
MName: ftp_server

Description;

Metwark: 10.1.3.14

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

[fR17 (Save) 1%27 U w7 LET,

[+v k7—2% %BM (Add Network) | >[4 T x5 FDEM (Add Object) | %~ U~ 27 LT, FTP
P NOEHFEHT L AEZERLET,

Fw NI =27 FT Vs MI4AHTEMT (fip_server outside 72 &) | A A K 7 K1 Z 209.165.201.10
EANNLET,

Mew Network Objects ? X
MName: ftp_server_outside

Description:

Netwark: 209.165.201.10

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi)
Allow Owverrides:

[fR7F (Save) |27 U w7 LET,

ATY T2 FTP V=D D, DNSIEEEZHE LTZAXT 4 v 7 NAT L—/L&ZHE L E7,

a)
b)
c)

d)

e)

[T/84 R (Devices) | > [NAT] ONEIZEIN L, FTD NAT R U > —Z e E 72 I3fRE L £,
L=/ @DiEN (AddRule) 1227 VU v 7 LET,
ROT a7 4 ZFELET,

* [NAT /L—/L (NAT Rule) ]= HEj NAT /L —/L,

o [# A7 (Type) ]= Static,

[f>H—TxAA AT Y=7 b (Interface Objects) | % 7 T, L FOEREEITVET,
c[EEIXA L H—T = A A AT V=2 b (Source Interface Objects) ] = inside,

s [5EA v H =T = A A AT V=7 | (Destination Interface Objects) ] = outside,

[Z#2 (Translation) | %7 C, WOHEHAZHRELET,
s [JEDFEIEIC (Original Source) = ftp server 1 NV —27 A7V =7 K,
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o [BHE B DFIEITLT R LA (Translated Source Address) = ftp_server outside x> hV—2 F 7

T bk, >
f)
this rule) ] Z®INL £7°,
Add NAT Rule
NAT Rule: Auto NAT Rule 32
Type: Static ot

Interface Objects PAT Pool  Advanced

Original Packet

QOriginal Source:* ftp_server

Original Port: TCP

g) [OK]Z27 Vw7 LET,

[FE/ (Advanced) ] # 7 C. [ZD/—/b & —F§ 5 DNS & %2544 (Translate DNS replies that match

Translated Packet

Translated Source: Address

ftp_server_outside

DNS [EFMEIE : /RX b Ry T —% £®D DNS H—/\

AYX—hk 1€ YiR—rEN5T | YR—rENB K
VR WHEDSA VR |1 RE AU TOER
WA (Any) |35%7 L FTD WA (Any) | Admin Access
Admin Network
Admin

WO, #EED FTP —/3& DNS — & /RLET, VAT AL, A —Ho R #

TA I EMRHY ET, 2D

ftp.cisco.com D7 KL A% DNS H— S|ZERF 5 & |

DNS H— NTNE TEEDOT R LA 209.165.20.10 27~ L E 9, WEB=—HIZ fp.cisco.com D
<o B T RLA (10.1.2.56) ZHEHASEDHITIE. AXT 1 v 7 EHH O DNS IGEE L4

RETHOMERDH Y £,
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DNS Reply
20916520110

DME Reply Medification
20916520110 —»10.1.2 56

1R BHEIIZ

DNS EEHE : 2 b #v b7—5 toONs H—5 [

ftp.ciscocom
20916520110

Static Translation on Inside to:
10.12.56

DMS Server

Dest Addr. Trans|ation
101256 20916520110

FTP Request
101256

13002z

TR ANZHNET DA HE—T oA AMGENTNDA L HX—T oA AFT V=7 b (EF=
V7 =V FREIA A =T 2 A A TN—T) DD L aHRLET, ZOHITIE, A

VE—T 2 A AT Tl

;723 Tinside] 3 X loutside] WO LFIOEXF =T 4 S —1

ThHLIERELTVWET, A VX —T 2 AFT V=l NERETDHIE, TPV b

(Objects) |>[A#T2xH

FEE (Object Management) | ZiEIR L T D, [A v F—T = A

A (Interface) | ZiBIN L 7,

RTFY TN FIP Y —ROFxy NT—7 A7V 7 FEERLET,

[T x4 b (Objects) |>[F TPy FEIE (Object Management) | % EeR L £ 7,
AT OT =TS [y hTU—27 (Network) ] 23R L., [y bT—5 ZEMN (Add
Network) >[4 272 FDEM (Add Object) 127V v 7 LE7,

FEED FTP — N7 RLAZER L ET,

Fv NU—7 FT V=7 NMILHTEMT (fip server 72 F) | A N 7 R1L-A209.165.201.10 # A S L

a)
b)

<)
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B onsiessE: Rz bk Ry FT—5 LD DNS H—/3

Mew Network Objects ? X
Name: ftp_server

Description:

MNetwork: 209.165.201.10

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi}
Allow Overrides:

d) [fR1F (Save) 1227 U7 LET,
e) [#v kT—% %ENM (Add Network) >[4 T L9 FDEM (Add Object) | %2V v 27 LT, FTP
P ROEMEHRT FLAZERLET,

Fv NU—7 F TV =y NMI4RIET (ftp_server translated 72 &) . AR A K 7 KL 2 10.1.2.56 % A

HILET,

New Network Objects ? X
MName: ftp_server_translated
Description;
Metwaork: 10.1.2.56

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:
f) [f*fF (Save) 127 U7 LET,

ATV T2 FTPV—D7=DD, DNSIEIEZHELIZAXT 4 v 7 NAT L—/VEFRELET,
a) [T/31 R (Devices) |>[NAT] DJIEIZEN L, FTDNAT R U > —Z{ERE - 13ME L 97,
b) [—vDEN (AddRule) %27 VU v 7 LET,
c) MOTuaRT 4 ERELET,
« [NAT /.—/L (NAT Rule) ]= H#) NAT /L —/L,

«[# A7 (Type) ]= Static,

d) [ ¥—T7=AAFT7T=7 b (nterface Objects) | ¥ 7 T, L FOEREEZITWVET,
s[EETXA L H—T =2 A A AT V=~ (Source Interface Objects) ] = outside,

s [5EYEA v H—T A A ATV ;b (Destination Interface Objects) ] = inside,

e) [A#t (Translation) | ¥ 7 C, WOHEHEZHELET,
« [EDFIZTC (Original Source) ]=ftp server %~ NV —27 A7V =7 |,

o [BHREHDH(EILT R LA (Translated Source Address) ] = ftp server translated % v b7 —2 F 7
b, >
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f) [Fff (Advanced) ] ¥ 7 T, [ZD/L—/b & —E9 % DNS Jin% & 224 (Translate DNS replies that match
this rule) ] 23R L F 7,

Add NAT Rule
NAT Rule: Auto NAT Rule w

Type: Static ¥

Interface Objects Tm PAT Pool  Adwvanced

Original Packet

Translated Packet

Ongnal Source:™ ftp_server il + | Translated Source: Address

ftp_server_translated
Original Port: TCP v

g) [OK]%#27YUv2r LET,

FTD NAT O f& FZ

Hete R—Tay  |Em

Firepower Threat Defense ™ % » K |6.0.1 Firepower Threat Defense ® NAT 7R U > —2BMEE L7,
— ST
V=7 7 KL (NAT) FR/AETE S 72 MiHE : Threat Defense 728 NAT R Y v —0D X A 7L

LT [T/31€ X (Devices) |> [NAT| X—ITBMENE LT,
HFAR— FENDTFT >~ N7+ — LA Firepower Threat Defense

Firepower Threat Defense ¢ NAT |6.1.0 Firepower Threat Defense NAT /L —/LIND % > b U — 7§D 4 7
DRy NT—THFHOAT T = Vxl MBS THEHATEAL IR E L,

7 FOYFR— R,
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