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B 7 xn10 4~k buH—gtoEx

mERy o— |

fHEY HHEE

BRY IEEFLEARR

FEEEDOSSL T 7 2a v

VAT AIKE AL ST i A E D L O IR LT R R
T SSLIL—/L T a rEEIRLET,

SSLEFHED 7 4 H—TV » k

N7 7 4 v ORFEAGICER SN -iEHEO 7 ¢ T —T
U R2ASTTHN, 74—V MCBEEMST B
727 e hod@a A BmIR L £9,

SSLAEEDY 7 =7 hoItiEs (CN)

By Y a VO BLICER S NGEHEDY 7V =7 b
EBAL DT R TEFZO—HEATLET,

SSLEFAEDY 7Y =7 FoFE (C)

Yo va VOREESALICER SFEREOY T Y27 D
EF 52 1 DLl IR L,

SSLAEMEOY7 2= 7 h O (0)

Ty va YORELIER SNEREOY 7V =27 h o
MG OT X TERIFZO—EHEATILET,

SSL ZEHZEDH 7 = 7 O (0OU)

Yo va VORI SEFEREOY T 27 D
AL DT R TCEITFO—EE A LET,

SSL 72— D AT —H A

VAT RIED DT T 4y VW EALRITORERICIES <A
T—H A% 1 DL EEIRL £,

EE TR — MICMP 2 A 7

EETLNT 74 v 7 DOFR—FESEZITIICMP X A 7% A
HLET,

Web 7 7V r— g v

YN 2T A X MIBEEMT O Web T 7Y r— g
YE1OUE®ERLET,

Web 7 7V r— a7 =AY

Web7 'V r—ardhT3) 21O BEIR L F9,

EENEY D

T7ANVBLOYNAV T =T A XN 74—V R
Firepower ' A7 LD IP 7 RN L AEKGLIE

TARANY) ARV M) H—FHDEX

T A ABNY A X NTCHBEAL— LV ER—R L LTERTI2E, 7, FHT2T7 0 AN
VAR NDZATotEE LET, BIURDFEHREZ: B T—REOREZRE L ET, K
DRIT, BIRATRERT 4 ANNY AN DI A THRLTOVET,

Ry TEEINIZL o THEAL—ALEZ MY =L LTHEH LD, AX MIREGEDTZDIZT AT
LBFLWARA M ey 7 LR R CHEALV—AVZ N =& LTHEA L2252 L1ET
XFEHA, ZFEL, [EEOXZA TDA X 823 & % (thereis any type of event) | Zi®INT 5 Z
LT EEBEDODEATDOT 4 AINRNY A X NOFERFIZL—LVE N H—TxF7,

B aEERy > —
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| #BKRy>—

RIHEEL—LD YV F—FEETARANY ARV 24T

Fazxnny 4~k by si—ghomx [

BRI B Toay

ERRE

74T v NBRERI N

7747 v NI

a client timed out

IIAT N ZADLT T b

a host IP address is reused

DHCP : IP 7 RL ADFHE| Y 4T

a host is deleted because the host limit was reached

AR NEIEE AR MEIBRICEE

a host is identified as a network device

Ry NU—7 FNRALAANDRA S ZA TOER

a host timed out

BRANSZALT T b

a host’s IP address has changed

DHCP :IP 7 KL ADEH

a NETBIOS name change is detected

NetBIOS 4 DEH

a new client is detected

HLWITA4T 2k

a new IP host is detected

HLWWR R R

anew MAC address is detected

AR OB MAC O

a new MAC host is detected

HLUWWR R R

a new network protocol is detected

HLWRy NU—7 ' han

a new transport protocol is detected

HLWRT U AR—F 7 han

a TCP port closed

TCP AR— bk 7 B —X

a TCP port timed out

TCPAR— K A L7 T

a UDP port closed

UDP R—hk 7 B —X

a UDP port timed out

UDP R— k ZA L7 T k

a VLAN tag was updated

VLAN % 7 {&H O E 5

an IOC was set

CEAOPIN 7S

an open TCP port is detected

H L\ TCPAR— b

an open UDP port is detected

L UDP ARA— K

the OS information for a host has changed

HFH LV 0S

the OS or server identity for a host has a conflict

TAT VT AT 4 BE

the OS or server identity for a host has timed out

TATYTAT A XA LT T b

mERy o — I}



B 7 xn10 4~k buH—gtoEx

mERy o— |

BRI HFTvay

ERAE

there is any kind of event

UEBDA Ry N ZAT)

there is new information about a MAC address

MAC R OET

there is new information about a TCP server

TCP H— RO T Hr

there is new information about a UDP server

UDP H— & O F 87

ROELTIZ, T4 AANY AN IR P E LTEIRT S & &, MHEAL—L D5

EVERT D A L £7,

RE:TARAANY ARV FOEX

HEY HHEE

BRY DBEEFLEARR

TV r— gy Ja kaj

TV =gy Fa bhaldEl oL EERLET,

(77U —ar 7ubhan 72U (Application
Protocol Category) ]

TV hr—y gy a haldobh T3 w2 1 DLl FEIR
L%,

TV =g = b

TV — gy e halOR— EEEANLET,

7747 b

74T e 1 DL ERIRLET,

(27747 737 =Y (Client Category) ]

7I7A T DT Y A1 DL ERIRL 7,

IIAT b RN=T g

IIGAT U NDONR—= g BB AN LET,

Device T A AINY AR NEERLTEFREER B 5T /S A
1O ERINL 9,
RAA 12U LED RAAL UEBIRLTLEZEN, w/LF RAAL

JEBRBREE ClE, el A A NS X BHRKEENZFD R AL
VOFRICE o THEEINS T —XIZbEHAINET,

This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[/»— K7 =7 (Hardware) ]

FENRA N TFNRAZADN—RT =27 EF A EASLET,
7= & 21X, 3T AppleiPhone (Z—E X 521X iPhone
EATTLET,

[FFA ~ %A 7 (Host Type) ]

RARNZATH 1O ESRIRLET, A, £2EFW0
TNDDEA TORYy NI —0 TN, AR T FET,

IP7 RLAERIFIHLWNIP T FLA

H—DIP7 RVRAEIIT FLAT7ay 72 AN LET,

B aEERy > —



| #BKRy>—

Fazxnny 4~k by si—ghomx [

fHEY HHEE

BRY IEEFLEARR

[V=A VT u—7 > (Jailbroken) ]

A X PDEARARNRY =2 A NT VLA 7 SNTZETNRAI T
NRAATHDZ L 2R/ TIIE [TV (Yes) 1%, 9 T
WEAIZ Wz (No) 1 Z2IRL 77,

MAC 7 KL &

AARDMACT FLAEIKEITZDO—EHEATILE
7,

& z2I1E, BEDN— R = 7HE T DT /31 A MAC
7 KL A 0A:12:34 THRE D 2 E by > TV DA
AT & LT [BAdh (begins with) ] &38R L, & LT
O0A:12:34 Z AJT&EE T,

MAC # A 7

MAC 7 K L 273 [ARP/DHCP TH#:ti (ARP/DHCP
Detected) ] S E D AR L £,

SFED, MACT RLABRKRAMIBLTWSZ LET R
T LANRTT 4 TP LT=D 7 ([ARP/DHCP THit (is
ARP/DHCP Detected) ]) . F£7zid, BEEXIRT NA A LK
A MO —E N 572 EOEB T, TOMACT KL
AHFEDOLEDERA N AT LADERHBL TWDH DM

([ARP/DHCP Tt &4u72v ™ (is not ARP/DHCP
Detected) ]) Zi®EIR L E 7,

MAC R Z—

FAARNY AR P E YT LTHEALEZERY b
T—27 N7 7 4 w7 TEDLILTWS NIC @ MAC /~— R
T RUL—DLFIRERE IO EAN LET,

Mobile

AR BNDEARNENRA )TN ATHDZ LT
WX [V (Yes) 1%, &9 TRWEAIZ WX (No) ]
R LE T,

NETBIOS 4

RA MO NetBIOS 4% A1 LE7,

S hTI—2 Fua hajn

http://www.iana.org/assignments/ethernet-numbers (Z U A h &

NTWoxy hV—27 Foa barvFsz AN LET,

0S 4

FRL—F 4 VT VAT AOLHETE 1O FRIRLUET,

0S Ry H—

FR—T 4 T VAT LDORU A —% 1 DL BRI
F7,

OS N—T g v

FRL—T 4 T VAT ADON—T 3 v 1 OLL EER
Li‘d‘o

7o balEiL "I UAR— e ban

http://www.iana.org/assignments/protocol-numbers {Z U A k &
NTWDE KT U AR— K 7a haLvO4RTE TR %
ANLET,

mERy o — I}


http://www.iana.org/assignments/ethernet-numbers
http://www.iana.org/assignments/protocol-numbers

mERy o— |
B 27775 501/ byUF—£HOHEX

HEY SHEE BIRT 2EEFLEAR
Y — A (Source) WA MANNT =2 DY =& FRLET (_L—T 1

T VAT N —ROT AT T 4 T A ERBLIONE A
LT T RDBE)

=R BT RANANT—FEDY—2ADEA TERRNLUET (F
L—TFT AV T VAT LEY—ROT AT T 4T 4 EH
BIOZA 7T FOBE) .

VLANID (Admin. VLAN ID) AR MIBEELTWARA NOVLANID Z AL LET,
[Web 77"V /r—3 2 > (Web Application) ] Web 7 7V r—a UAEBRINL 9,
EELE YD

TAAANY A XN EAT
FTAABNY AR DT 4 —)L R
Firepower ' A7 LD IP 7 R L AFKFLE

A—HYFITAETADARNY b F)H—FHDHEX

2—Y T T4 T 4 THEL—LVEN—X L LTHERT 212X, £, T 52—% 7
ITAET A DA T HBIR L ET, BIREAEHATREZR b Y H—FREFORELRE L ET,
WOFT v a BT E ET,

» a new user identity was detected (7L L1 —4 ID D)

« a user logs into a host (L—HAKRZR AT A V)
2= T I T 4 T 4 BIERANRS N E LTRIRT 256, IROEXTHIIT 5 HIEIHE> TH
B — N DS L £7,

K5 A TFTIOTAET A DEX

IRET 2EE BRTDRETFLENE
Device D= T I T 4 T 4 AR LT AR O 5 5 T A 2

Z 1 DL EERL £,

RAA 12U EDO RAAL U ZEBIRL TS TEZ N, vV F RAAL
FRBREREE Tl Jofl A A A X BHIREENZED KA A
YOFRICE o THESNL T —ZIZbBEH SN ET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[IP7 KL A (IP Address) ] H—DIP7T RLAEEXT RLATay 72 A LET,

[=—H4 (Username) ] =YL EANLET,

B aEERy > —
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| #BKRy>—

A2 FAATAY by Ai—gponx [

EErEYY
A= TITAET 4 T—=FDT 4=/
Firepower ' A5 LD IP 7 R L A KTk

RARARNAARD b ) H—FHDEX

RAMAIARY FTHEL—=LVERX—=X L LTHERT I, £, HHTE2HRZ MASIA
Ry PDEATHEBELET, EIREAHHATRER M) P —FE0OREZRELET, KROFE
T, EIRARER AR A PATIAR DX A T HRLTNET,

A—PERICL DA R FBMERZBNHIRERT L & &, &2V D B E 2 5%

ETDHEET, MHEAL—VE P H—L LTHEAT 2 Z I3 T ERA

R6:MEBEL—ILD MY A—FHERIFAANARV 84T

BRI B+ Toay

W—ILE MY A—ELTERTEIRVNE24T

a client is added

7547 v OB

a client is deleted

7547 v NI

a host is added

RA DB

a protocol is added

A= = B I=hi ]|

a protocol is deleted

“a b2 )LOHIE

a scan result is added

A% ¥ UFER OB

a server definition is set

Y SEROBE

a server is added

A— ~ DB

a server is deleted

R— F DY

a vulnerability is marked invalid

Jasa 1 2 MENZ B

a vulnerability is marked valid

fass Mt & AN BUE

an address is deleted

RA Ny MU —27 OHIER

an attribute value is deleted

AN EMEEOHIBR

an attribute value is set

RANEMEEORE

an OS definition is set

TRV =T 4 T VAT NEFRDRIE

Ut

host criticality is set

RA NEBEEOFRE (Set Host Criticality)

mERy o — I}
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mERy o— |

B =5 ~or rus—spomx

MDORTIT, RASATNARY PEERA N M LTERT 2 & X0, HELV—LVORMFE
TERT 2 7k 2 A L3,

RT1:RAMAAARY FOEX

HET HIEE BIRTLEREFLEAR
RAA 1 DL ED AL 2 RIRL TS ES WV, A F RAAL

JRBREREE Tl Zefl A A A K BHREERZED KA A
YOFRIZE o THESN LT —ZICbEHSNET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[IP7 KL A (IP Address) ]

H—DIPT RLAERIEET RLATay 72 AN LET,

v —2Z (Source)

RARMANNT—=E DY =25 ERLET,

V—RA & A7 (Source Type)

RARNANT —ZDY—ADEA T HEIRLET,

EErEYD

WA MANANS - AT
FTAAANY AR NDT 4=V R

Firepower ' A7 LD IP 7 R L A Ktk

BRANE M) A—FHOBEX

e N2 P THBE V=L N— 2 8 LTS 2123, £9, RTS8~ box A
TEREELET, A X M TR ARSI, AT ARt A v 7SRk L TC Tk,

B,

BIUOFZL > TEDD ZLICHEBELTLLEZE Y, ROF T v a w2 @RTE £,

cEROBRRELEIRTEOLNT A
- R D BASARY
- IR T B

WDOFTIL, e A N P EHAAS R e LTERT D & X1, BV — LV OREZERET
D hikEHHLETS,

R ERANY FDEX

HEY SHEE

ERY DBEEFLERE

TR A arba—)L R
:‘/P‘

Wi LT 782 ary har—L R —% 1 DL @R L E7,

B aEERy > —
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| #BKRy>—

g~k rys—gponx [

fHEY HHEE

L#F\I_‘j_ élﬂﬁ% & W’Q\"

TIEA vk
NDOT 7 a

=—/L )L—

Bihra SISk LT 78R ay fa— — W IBET ONET 2 a v E ]

DU ERIRL £,
b L THRENHS 2N —VEZT 7NV NT I ar iﬂﬂffa'?]{q& . Xy FU—=7

N7 47RO TNDOE=S V— VORI LG AT <X & R Y
H—& L THEHAT DI, [F=4 (Monitor) ]%@?ﬁbiﬁ“o

TIE®A arbha—LL—
JL

Bpaa LTI T 78R ar ha—L b— )LOLETIOTXTEIZIT—E% AT
L\i—a—O

L TEREZUF LIV —VEIIT 74V N T 7 v a v LT BRI
5ot =2 V— NV DLRIE AT TEET,

I, L —EL

TN r—v gy Ta ha
V%

B o B T T AU A —v gy Fa hand 1 oL EERLFT,

TV r—v gy a ba
VA=)

Ty —vayFa bhalohraYE 1 O ERIRLET,

7747 b

TI5AT v E1OUEBIRLET,

(74T s 7Y
(Client Category) ]

P34 T b OAT I E 1 DL ERRLET,

IIAT b N—=T g

TIGAT v hONA— g v FBEEEASILET,

ot by ] A N~ OREfE (%) 2 AN LET,
e 2 A 7 BERIE WA £ O X OB SNIZMITHES W T, FRELV—AE P =350 E 5%

fRELET,

o T AR— b 7= NetFlow 7 — & 7 BA R S v Bk 1 -~ b
B L O [Netflow] 23R L7,

* Firepower ¥ 27 LDEHKGT A 2T o TR S 7o fe A ~ 2 T,
JET72VY (isnot) ]38 KUY [Netflow] &R L FE7,

. EROE Gs) ]

[ A%

it (E) F7zidast
()

mm
ol

BEfgi A XV FOREITLETIFFEH P 7 R LU RAICEEMT Dz EE 1 DL &R L F
RS

Device Bt a B L7 A 2% 1 DL EBIRLE 3, E72i3 (=27 AR — b Sz NetFlow
La— Rinb DT — % O%6) BB LT A 2% 1 DL B8R L £,
RAA 1 O ED RAAL U EFIRL TSN, wVF RAA VEBERE T, B KA A

WL DHHIGFERED RAAL LV DOFRICL s THESINDGT —ZIChi#EH I ET,
This field is only present if you have ever configured the Firepower Management Center for
multitenancy.

mERy o — I}



mERy o— |

B =5 ~or rus—spomx

{BET HIEH EIRT 5 EBEFLERNE
WMhA v Z2—T A AFEF | A FZ—T 24 A% 1 DL EER L £,
ANITAVHE—T A A

Hhtx=2074 v—rF
TEAIEX 2T 4 V) —
Ve

12U EOEF2UT 4 V=V FRIT by = BBIR LT,

A =vxZ—% A & L
ARH NA MR FT2E
Bt A MK

KONTRNEATLET,
« EAE ST N (A
s ZAEENT A ME (VAR Z 31 F% (Responder Bytes) 1) .
o EEZAR ST A M ([BFHSA ML (Total Bytes) 1) o

=y —% /N4 % (Initiator Bytes) ]) .

f=vxT—H%IP, VARV
ZIP, A =v=—X P L
WL ARSHZIP OIS, &
HWNNEA = =—HF P F£T=
XL AR ZIP OV

H—OIP7 RLAERIIT LA Ty 7 28 EELET,

A =vm—F Ny MK
VARUHE Ny NG F
S PR ¢

RONTINE AT LET,
s EEINTNNTy ML (A =>=—% /N I (Initiator Packets) ]) .
s ZFEEINT Ty MR (VAR H N b (Responder Packets) ])

c EZEINTAT Y NI (G377 » M (Total Packets) )

A == —# ;R— FICMP
BATEFIIVARSAE
AR— FICMP 22— R

A= —% NF7T7 497 DR—FESZERITZICMP ¥4 7, HDWVEFLVARHZ b
TF77 47 OR— ESEZIZICMP 2— K2 A LET,

10C # 7' e A N M IV REFEOKES ZRRE[SND (s) | E2ITERE[S 4720 (isnot) ]
MEIMERELET,
NetBIOS 44 Bl BT 2B = A X RAA MDD NetBIOS 42 AT LET,

NetFlow 7 /XA A

FHRAN— V% R U T —F 272 0IfEHT % NetFlow =27 AR—2 D IP 7 KL A %R
LEd, *v FU—ZHHEARY > —IZ NetFlow T 7 AR—H ZBI1 L TW e WGH
[NetFlow 7734 A (NetFlow Device) | KRy 77X 7> U A MIZEHIZRY £7,

T T 4K R —

Wi W L7 L 7 4 V% RS —% 1 SLL ERIRLFET,

¥ H (Reason)

Befgi A N MBS T S Bl &2 1 DLl IR L £ 7,

B aEERy > —



| #BKRy>—

g~k rys—gponx [

fHEY HHEE

BRY BEEFLERE

X2V T ATV
YA 173V (Security
Intelligence Category)

i <y MBEEM T ONTZEX 2V T 4 AT VP2 A0 T A 2 1oLl B
RLET,

B TARN FOSFHE L TEXF a2V T4 AT IV A BT IV EHEHT LI
X, 778X aryhe— R —Th7IV % [7avr (Block) ] TliEi< [E=
%4 (Monitor) JIZERELET,

EEEDOSSL T 7 g v

VAT AN R AL SN B A EDO X DI LA R T SSLL—L T U v g Uk
BelLEd,

SSLEFEHED 7 ¢ o H—7V
N

N7 7 4 v 7 OB FICHEN SNIGEHEDO Y 4 =TV » b AJT o0 74~
=7V MIBEMT b7 =7 bod@s 2RI L £7,

SSLAEME AT —H X (SSL
Certificate Status)

vy a ORI SN CREAFI AT I DI AT —# A% 1oL E#IR L
iﬁ—o

SSLiFHEDY TV =7 v D
84 (CN)

Ty va OB SLITEN SNUIEEAEOY 7V =7 FO®@EA DT R TE T LD —
Wa A LET,

SSLEFFAEDOY 7V =7 b
E (C)

Ty a oS ICHENSNREREDOY 7V =7 FOEFSE 1 DL EER L £
h@‘O

SSLiFAEOY 7V =7 F D
HHEE (0)

v va O SIHEN SNIEREOY 7V = 7 oM DT X TEITED—
WaALET,

SSLiEFAEOY 7 =7 b0
B9 (OU)

tyva VO ELICHER ENZERAEOY 7V 2 7 FOEAL OT RTERITZEDO—
HaE A LET,

SSL W+ A1 — k (SSL
Cipher Suite)

Ty va O EICHE SN AL — F & 1 DL RS8R L £,

SSL & fbkt vy a v

[IEH 2185 (Successfully Decrypted) ] ZH84R L £,

SSL7a—@DOAT—H A

VAT LZED T T4 v 7 EBAERITORMRITE S AT —F X2 1 DU @R L &
j—o

SSLARY v— R bS8z o ZIZi8 L7- SSLARY o —% 1 DLL FEIR L E£1,

SSL /L— /L4, B L SNk o Z 288 L7 SSL L — L DAFTIOTRTCEIT A2 A LE
—é‘o

SSL $— 34, 7 T4 T v NS SN B A TN LT — N OL BT DOT R TEIT A2 AL

\i—a’_‘O

SSLURL #77 =Y

BE L SN T 782 SN URL OHT Y 2 1 DLL @R L £9°,

SSL N—T g v

Yo a rOFEB RIZfERA &= SSL £/2IX TLS N—V 3 & 1 UL EEIR L F 4,

mERy o — I}



mERy o— |

. FS524v9 TRI7AILELRDEX

fHEY HHEE

L#R_‘j_ élﬂﬁ% & W’Q\"

TCP 77 7

FENAL—LZ N H—L UTHERTATEDICHESA X MZEERTWARTIIE e b7
WTCP 77 7 %#EIR LFE T, NetFlow L a2— FSAKR IS8T — X 12D TCP
TIITNEENET,

FZ U AR—bF 7 han

:I:
=

YL

PR ENZ N AR—K Fa bz Tep £7/21XubP Z A ) LET,

Ko/ 77 4 V& JL—
V%

B A WL L7 F RV E I TV T A NV E A=V DAFIOT R TCEIIT—5 A2 AT L
i—a_o

URL

PR TT 7B AS N URL 2K EHITFO—HE2 AN LET,

URL 77 =V

B CT 7 B ASNIZURL DAT Y & 1 DL F@EIRL 7,

URLVE =27 —v 3

BT 7 EASINEURLDO L 25— 3 UlEdE 1 DU ERIRLET,

[ —H4 (Username) ]

i
Gt C

i T TN RA Mo /A v Lira—Foa—F4 52 AT LET,

Web 77 r— g v

:I:
=

L

R BEEMTT DI Web 77U r—a & 1 DLULEBRIRL 7,

Web 7 7V r—a Db
=)

Web 7 7 ) r— a7 3 &2 1 DL EERL 7,

PE

FEYD
BiA b Xa2 VT4 AT V2 AARV DT 4 —/L R
Firepower ' A7 LD IP 7 R L AEKGLIE

FS274v0 TRAT7AILELRDEX

N4
A4
ns

raw 7 — X FET X5

ES

B, WBEIIMOEx =) T ¢ — R Y @A LTI BV 3778,

7278
jj‘_

T4l TaT A NEETHEL—LER—2 L UTHERT DI, £, RIS b
Sy TaT AR LET, L—UL, BIRT S 707 7 1 U Lo TS T S
NRE—=2 By NI~ T 7 4w I PR@ERTDHEXICN) H—ENFET,

HE I BEROWTMNESNTL— % R H—T
T, iz Ry hU—INEBENT AT — X & (N NMETHIE) NAMICE L L
ZDXD
BRI N = LTHEASNA VA EZERTEET, UFTOWTALOEHEIZ Y
CLTHEREND LY., V=V ERETEET,

« Xy MU= NEBET 534 MUDBKFEDNA Mx LS 5E

B aEERy > —

v hU =7 NEBET 554 M,
Eﬁ#%ﬁxfgﬁ’WMLk%é‘

Ty NI =7 NEBBEIT 554 MDA, FFEBROEERAEN LR L5HME (LETT
2) BRZEZIC P =L LT SR D V=V 2T 51213, IROBITRT L9
(2, ERETRZIEET2HENDHY £,

W T T 4y 7 BEY BEIIT ORER DR
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| #BKRy>—

r374vs Fovranzionx [

Select the type of event for this rule

If | a traffic profile changes ~ | and the profile is | Sample Traffic Frofile | ® and it meets the following conditions:

(&) Add condition &) Add complex condition

® [ Responder Bytes =l [are greater than = =

data

3¢ [Responder Bytes =] [sretessthan =l
data

BENT 234 NS, P X0 B0 EROEERAELZ B2 258 N T—3 51—
JVEAVERRT D121, L FORIORENTW A EIDOFM T 2EH L £,
BENT 554 NS, W EFEMEL LT-REROEREREZADO T E B2 25812 b H—
CLTHRHEN DAL= VEAERT DITIE, 2B H OS2 FH L EI,

[T — 2 2 H9 2 (usevelocitydata) | F = v 7Ry 7 AZENRTHE, T—H KA b
MOECRIZESNTHEL—LVEZ N T—T& 9, Lol cRICEHET —FZ 2 #HT 5
AL, MOWTNUDORERTL— AN M) T—L LTHEASND L ICHEETEET,

« X MU= NEBEIT 5310 MO, FHELRI Y EF I3 T OREEROIEYE
WA B2 256

Xy FU=INEBET 534 MIOZALH, FEDAA MMz B> 7255

N7 4y T ANEEEES N N L CRIRLESS . LLTOXRTHAT S ik
W > THBA — VOS2 B L £ 77,

£R9I:+,S5T749Y TOT7AILELDEX

EBEEYT HIEE BRTLEEFEANAR WInmn£ER

E773 e M S e B D AR connections : 5k

EJ{FS

PEIEY EEII T OBREMEREOE (M S i s8 e kion
IhEBALEN—NR )= LTHERSNET)

standard deviation(s) : (R
D8

Rt MR A =
SN ML ERF VAR S
A K

KONT NI D T,
« BE ENT-EFH A1 M ([Total Bytes])

o A =V —E N LEE ST ML ([Initiator
Bytes])

o VARV H TGS NI M ([Responder Bytes])

E S

W R EEIL T OEERAZOS (B Sz
INEBZLEL—AN RN H— L THEAEINET)

bytes : /XA &

standard deviation(s) : FEVE(R
2D

mERy o — I}



B eutzr 7077 LREOHX

mERy o— |

PRV S el = 4 S
W H Ny MK

1BEET HEB BRTLHIBEETFLEAITNE WFhh%ER
BTy MR A =3 — [ ROWVT NPT Y F7, packets : /X7 > M

« EEESNT=AE 7 > M ([Total Packets])

o A =T —ENBEE NNy L ([Initiator
Packets])

o VAR TEAZE NI M ([Responder
Packets])
EJES

FEE Y EEETOREREOE (ELOWF otk
ERZhz@Exse, V=R M) T—L LTHERSE
+)

standard deviation(s) : HEAE(R
EDO¥

Unique Initiators

g UEBRE LIZER DR A R0
EJ{FS

PEIEY BRI T OREMEREOE (B S izl
IhEBAxLeN—NBn M) - LTHERSNET)

initiators : f = T — X

standard deviation(s) : FE (R
D8

Unique Responders

Yo g AINE LA DR A ~ DK
EJ s

FE) LY EEITT OREEREOS (B S 7 B
IhEBALEN—NR M) T—L L THEASNET)

responders : L AR XL

standard deviation(s) : FEVE(R
72D

HEAARRA N A7 74 ILEEEDEX

AR MIBEETHHEANDOFEA S 70T 7 A WIESWOTHEL— LV EZFFT 2120, [F

A~ 7a 77 AVERE (hostprofile qualification) | ZiEBMLET, w17 =T A X2k,

~Z

Tu4v T TaT7r AN, FRIEHLOVIP AR MEHICES TR =L LTHEHENS
FABEL—ZiX, RA N a7 7 A NVREZBMT S Z LI TETERA,

KA N T 7 7 ANVREEERT S E &2, 7, HABEL—AZHT 2 72DIERAT B R
AMERELET, BINAEERARR MI, V—LOHM LR B A4 X NDE AT L > THRR

nE

—g’_‘O

o PEfEA N2 R [LAKRZ AR AL (ResponderHost) ] £ 721 [f = =—# /A k (Initiator

Host) ] Z#R L £,

ARAA N b [FESEA A K (Destination Host) | F 7213 [25{§764 A & (Source Host) ] %

BIRL £97

c T A RANY AN B RARANARY NI, 23 2—F 77T 48T 4 [RA B

B aEERy > —

(Host) ] Z3R L £,



| #BKRy>—

wERz k 7o77LRE0Ex |

WDFETIL, ALV —LVDEA N 7u 7 7 A IVREEIERT D HFIEZOWTHHALET,

FR10:RA 0T 7 ILREDHEX

HEY HEE

BRI HEEFLEAR

[7 7V — a2 7m k2 (Application Protocol) >

]
[7 7V — 3 7 k2 (Application Protocol) ]

TV r— gy Fu halEERLET,

[7 7V — 3 7a b=z (Application Protocol) >
[7 7V —3 3> HR—h (Application Port) ]

TFV =y aryFu halOR— b ESFEANLET,

[7 7V — a2 7m hav (Application Protocol) >
[7'2 k=, (Protocol) ]

7a ha)nEERLET,

(77 r—ar 7a han 7Y (Application
Protocol Category) ]

AT AN @R ET,

[7FA4T7 >t (Client) 1>[Z7ZA4 7>k (Client) ]

I I7AT v @R ET,

[7FA47 >k (Client) |>[Z7TFA4 T h R X=Tay
(Client Version) ]

IIGAT b RXR—=Ua B ANLET,

(24T~ 3732V (Client Category) ]

N7 T IR ET,

RAA

1D EDORAAL U HERLTLLEIY, wIVF ALV
EEBE T, B FAAL X BHEOSERFD KA A
VOFRICE o THE SN T —ZIZbEHAINET,

This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[/»— K7 =7 (Hardware) ]

FENRA) FNRAADN— R =27 EFAEASLET,
7= & 1%, 3T AppleiPhone (Z—E X # 5 |Z(% iPhone
EANLET,

[RA NOEZEE (Host Criticality) ]

WA OEEE TR L ET,

[FRA K~ %A (Host Type) ]

RARN XA T2 1O EBINLET, BEORA N, F
TAINWT DD X A T DRy 8T —7 TS, ZA%&RINT
%\ij—o

[I0C # 7= (10C Tag) ]

REDIMES 7 A 1 DL EEER L £,

[P=A VT u—7 > (Jailbroken) ]

A X PDEARNRY 2 A NT LA T SNTZETNRAILT
NRAATHDZ L HR/TIIE [TV (Yes) 1%, 9 Th
WEAIZ Wz (No) 1 Z2IRL 77,

[MAC7 KL 2 (MAC Address) ]>[MAC7 KL 2 (MAC
Address) ]

BAARDMACT FLAEIKEITZDO—EHEATILE
7,

mERy o — I}



B eutzr 7077 LREOHX

mERy o— |

fHEY HHEE

BRY IEEFLEARR

[MAC 7 R LA (MAC Address) ]>[MAC % A 7 (MAC
Type) ]

MAC # A 773 ARP/DHCP TR S H 0 E D ) ERIR L
F7,

e VAFAIIMACT RUARKA MIBLTNA T &
BRTT 4 T L7 (JARP/DHCP Tt (is
ARP/DHCP Detected) ])

el 2IE. TAAA ALAHAA MNENZIEIN—F BB DT
D, VAT AIFIFDOMACT RLAZEFFHOLL DR A
&R LT\ 5 (JARP/DHCP THiHH S#u7auy (s
not ARP/DHCP Detected) ])

* MAC # A 7HERIR ([ENTh7e (isany) ])

[MAC <> #— (MAC Vendor) ]

AAMBRFEHT B AN~ R =7 O MAC X X —2KE7-
bi%@ggﬁ%]\ﬁ L/jz—a—o

Mobile

AR NDFEARNBENRL IV TFAL ATHDHI L ERT
WX [V (Yes) 1%, &9 TRWEAIX W2 (No) ]
IR LET,

[NetBIOS 4 (NetBIOS Name) ]

RA MO NetBIOS 4% A1 LE7,

Fv hU—27 ZFa han

http://www.iana.org/assignments/ethernet-numbers (Z U A h &

NTWoxy hNV—27 Fa barvFosz AN LET,

[A~XL—F 47 AT I (Operating System) ]>[0S <
4 — (0OS Vendor) ]

IR —F 4 T VAT LDOR =% 1 DL FEIR
Li‘d‘o

(AL —F 17 A7 L (Operating System) |>[0S 4
(OS Name) |

FRV—F 4 T RATF AOLHETE 1O EBIN LU ET,

[V —F 47 AT A (Operating System) ]> [0S
N— g (0S Version) ]

TR —FT 4 T VAT LDONR— g % 1O FIEIR
Liﬁ‘o

[N7 v AKR—F 7'v kab (Transport Protocol) ]

http://www.iana.org/assignments/protocol-numbers {Z U A | &
NTWD KT U AR— K 7a a2 VOA4FTEIZIEE S5
ATLET,

VLANID (Admin. VLAN ID)

AARDVLANID H S E AN LET,

[Web 77V -/ —< 3 (Web Application) ]

Web 7 7Y r—> g UEABEBIRL E1,

[Web 77V r—2ardh7 Y (Web Application
Category) ]

BT FY ZBRRLET,

FERHAREMEEDRA NEE (T74+ Vv ar7I5347
VARTA R RN ERANEHEEET)

ARA NEMZ A 7S U Tl EE A E IR F
—é‘o

B aEERy > —
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| #BKRy>—

a—sREoEx ]

BROELITARDI SA 7o FEERALEZARRA N 7O 77 4 LIREDER

VAT AN client i T XY r—a v 7 a ha)Lo4El (72 & 21E, HTTPS client)
EHEALCTHRHENTZZ 947 e LiR— T 555, 207 747 2 MNIKERIE 7213
HOI 747 T, TNHDOHA, VAT HNIFEDI 74T bR L THWEEA
D, P—=NEE N T T 4 v 7 IZHESNTT TAT v MOFEEHRER L TOET,

R EZITILVEO I AT 2L THERA N0 7 7 A INVBRBEEIERTAICIX, 794
Ty TR, VARUVE IRA MTEITENTWAT IV r—y gy 7 harzEEfL
THILET,

ARV T—R2ZFALERA N 7O 7M1 IILREDER

KA RN T a7 7 A NMREOHIKIRC, < OLGAE, FHBEL—IVOHERA X DT —H Zff
ATx%d,

72 2E, T2 HBONWTNDODORA N TREDT I UVNRERHEINTNEZ L E AT A
PR LIESAIC, ML — AR N H—E LTEASNDE LET, S, 202K
HTBLEZ, 77 0FONR—T g U CRWEEITA X FEART D ERELET,

ZOWAE. [ 747 b (Client) 11X[A4 XK 27747k (EventClient) | C9 2%, [7 T
AT > h/X—=T 3 2 (Client Version) [T D/N—2 g » TRWGEIZOHRL—VR R FT—
SINDHEIT, ZOMEL—LERA N T T 7 A VREICENTE ET,

RA M TOT7AILEREDH

WDOKRA N T 77 A NVREIL, V—VOEREL DT 4 AN AR MZBE$
A 7R A kD Microsoft Windows D/3N—2 g VA FET L TWABEIZDH, L—L3 kY
H—E L THEAINA LS ITHBEL— LV EFII L E T,

Host Profile Qualification ¥ Remove Host Profile Qualification

Only generate an event if the host(s) i lved have the f ing properties:

&3 Add condition &) Add complex condition

IDEstlnatlun HDEt;I I Operating System ;I has the following properties

0S Vendor I is ;I I Microsoft ;I
v
2o 03 Name I\s ;I IWmdDws ;I &
@
os Versionl is | | any = =
(3]

EErEYY
RANT—H% 74— K

A—FRENEX

e, RA, T4 ADANY | FTZFHFANATIONTNOA XY MEEHA L THELV—LVE

MU= LTHERT LA, A XV NCEHET LI 2—FDOTAT T 47 41D TL—
NERRIT 22 ENTEET, ZofE, 2—VREEMEEINET, 22X, EETEL
35— OT AT T 4T 4 BIRFTEHIFTE THLGEIZOA M) H—L LTHERT % &
5. ML —LZHFTE T,

mERy o — I}
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mERy o— |
B -vmronx

NTT 4w TFad s ANVER2—Y 77T 4 BT A RBICE > TR =L LTHEAE
NBFEAL—MZ, 2—FREZBIMNT D EIETEERA, o, VAT AZ, TAT
T AT 4 LV THENL S 1U7- Firepower Management Center ) — /X DOt 21 L C—H OFEA
ERAELET, ZOERIE. T—FX—ARNOTRTO—WFIZE L CAFRREE LR 8
Moo

I—FREEZER TS & X0E, T3, HEL— A EHINTADIERTA TAT T 4
TAEBELET, BIRWERT AT T AT 4L, V—IVDFERA RN DX ATIZEH-T
B0 F9,

AR N (A== DT AT T 47 4 (Identity on Initiator) | E721L [L AR
YHEDT AT T 47 4 (Identity on Responder) | Z#IR L E 97,

RAAR D D BEEDT AT T 47« (Identity on Destination) | £ 721X [REF7LD T A
727 47 4« (Identity on Source) | R L £,

T A ADNY AR [RA DT AT 2T 47 4 (Identity on Host) ] Z R L £,
e IRARNANAR N [BRANDT AT 7 47 4 (Identity on Host) | Z3&IR L F 9,

WDFETIL, AL —LO2—FREZIERT 2 HIECOWTHHLET,

® 11: 1—HREDEX

{BEIT HIEE BRY DBEREFERAR

#FE7 1 k2L (Authentication Protocol) A=Y D7D SN DBIET = 2L (£
lFa—F 2 A7) Fa haLB@RRLET,

%4 (Department) HEEANLET,

KA 4> (Domain) 12U ED RAL U ZBIRL TS EEV, YILVTF RAL

JRBABREE ClX, B R A A S K DHIRKGEUENRZD KA A
YOFRICE > THE SN DT —ZICbBEA SN ET,

This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

E A—/V BIA—NVT FLAZANLET,
4 AN LET,

: WAL ET,

A BT E AN LETS,

[x—H%4% (Username) ] a—HPHEANTLET,

BMELEYY
2= F—=2DT7 4 —)L R

B aEERy > —



| #BKRy>—

Bt yh—

BT v h—
—F L%

gwrsvn— [

X, V=L DRHIOERE (RA N 7a 77 A VB R —WRELET) |
VAT LADRREEDHERID b T X T ERDD LD W%W~W%ﬁﬁbiﬁ
BB S D DN

FE LM o TIE SN BIIO HEA T - T 512i3. V2T
LR — VORI A R M EAERKR L ET,

EvE

WE, RN T o I—IRED N T T v VI T EE=S L,
SN BT EITSNET, T v —IiE KRRy U= R T T 4y

WZI3FEE

MU =L LTHER S5 E

JHEFE=H L TERIICEITEND N T T 4w 7 a7 7 AL & 3kRN T,

Bt 87 o = A R P ERERT D HET22H 0 7,

Ez—

By bLEhlcE8BTHAERNI Y H—

Xy MU= 8T T4 7R N T I — D5
Lo R FN T v —ERETEET,

\Z—%d 5 & HIEE IR RV — L N BN B
oA, XA LT MBS T LT e ThH,

VAT DIEOHR N T v — A AL ATOEEEM 1L L E T, MHEAL—LE Y
=L LTHERLEDLRIC XA TORY =R N HORAE LTSS,
fe b7y W—HERLET,

T2 L, Xy NU—T NT T4 v 7R3k N7 v 1 —OFRMIC

i T LT=5E,

X T elERLET,

el 23, FEDZ A 7 O R E O WM A E R 288 2 TRAE LY

—HT D HIIZ
AT MIMEBEA R M ERERET. FONL—IL A U AZ L ZADORERED b

VAT NI LR

A LT T B

(ZDHFHBEA

Nyk%éﬁéﬁé:kT\%ﬁ%?yﬁ~%%é@@4«/bbﬁwﬁkbfw EXH®5
EMNTEET, HDHWIE, VIEEEZIRE T — Xk EE VAT AR L7255/ o
Fr. FABAA Ry b AR SEDL LB TEET,

BA LT NABOBTRICER T SR NS v H—

ZA LT T MIBEKICDIE > TIESND T —ZITKGFT 280 Bt b7 v I —2RET
EET. ZOHE, YA LT Y MRS T2 X TITESH L EEA,

7o & 2, FREDOHIMNICHIE SN EEBENFFED A ME FEl- 72
N—zZEETHEORET D L, /XTA 132 DOHIF D

EH LSy h—nEMm

W N T

imd 5 F TR T, 7\/ rKT—2 k

FT7 4T INFORMIC—F L T=GE8E3A N AR LET,
AX— k514t (HEDSAEUR|YR—FSBT | Y R—FrSNEK | 791X
VR INA A A

WInr (Any)

WIar (Any)

WInr (Any)

WInr (Any)

Admin/Discovery
Admin

mERy o — I}
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B =5rson—onx

1R BHHEIIZ

o BERE, AL BiH., =—VID, mA MATIA R MZESWTHBEAL—VE/ER L F9,
TNT 2T AR IR NT T 4w a7 7 A NDERIZESN L — VIR T
=zt A X TEERA,

ATy ML — LT 4 T, [Bt N7 v I —0iBH (Add Connection Tracker) 1 %7 U v 7 LE T,
ATv T2 BT HEREEELET, B b7 v W —OHL 305—) ZZHRL TSN,

AT T3 BT DHERICIS U T, WOMBIA R FEERT DN ERELET, B b T v — A X O (
3BR=Y) ZZRLTIESY,

ATV T8 Ty H—OFRMENRTZ SNRTF IR S RVREHOME (B, /5 E2idk) 2HELET,

ERrZyH—DEX

ROEIE, EO LD i & BUN T D0 ZARET D808 b 7 v 0 — (ORI 2B L T
b\iﬁ—o

RI2:EBEHE LSV H—DOEX

EBET HIEE BRTLEFEFEAR
TI®Aarybta—L R — B ROREG AN LT /X ay ha—L R —

Z 1 DL EER L £,

TR ary b a— L L— DT I g BRI ROER A0 Ik L2778 A 2 far—b
L= VICESEM T N T 7R a s he—L L—L T
a1 DL EEIRLET,

H & TR AT AL —VETIIT 74V N T Vg
VEEEMRIC, EEOFE=F — DRI T D
BB 512X, [E=% (Monitor) |Z R L £7,

TIRA 2y bR b4 BRI R OBHEE 0 ZICEEk LT 22 av ha—L
JL—ILDEFIDOTRTCEINTIFO—EE2 AT LET,
=X =W —ET DR A BT DI, =X L—

NOL4HTIZ AN LET, H& TS5 L—LET-
WXT 740N T var EIXEERIC, VAT AT

T DA B L £,
TV —vary e bhan TV r—vary Ua banik 1 DU RERLE T,
(77U r—ar 7abhan 73U (Application TV r—vary Iabhal hral)E 1ol @KL
Protocol Category) ] ESC AN
7747 b 74T v M1 DU ERIRL 7,

B aEERy > —



| #BKRy>—

&5y n—omx [

fHEY HHEE

BRY IEEFLEARR

(27747 737 =Y (Client Category) ]

2I7AT b AT A E 1 O ERIRL 7,

IIAT b R=T g

IIAT U NONR—= g B AN LET,

EAE R ]

el (W80 2 AN LET,

B 17

BERCIE S £ O X ) ITHE SN2 ESW T, HEL—
N N)H—FTDNEIDERELET,
o T AR— F ZH7= NetFlow L 2 — Ko AR S Lz
P A > Mo, [ERoT (s) 136 L OV [Netflow] % 5%
WLET,
* Firepower > A7 A DE R RT /34 212 L - Tt
SN A X M, [T TRV (isnot) 13 X
Y [Netflow] Z 3R L 97,

#hede (E) E7oidxfzErx ()

Ez 1oLl EEIR L £,

Device

BES SO AR LT 3 2% 1 DL IR L £
9, NetFlow it & BT 25 &1, =7 AF— Sz
NetFlow U 21— R)D O T — 2 Z BT 57 31 2%
EIRLET,

ANNA L E—T oA AETITE A —T =1 R

Lo BT = f A% 1 O EBRLET,

Ahtx=2V5 0 V= FEridthexFa2VT5 40 V—

12O EDEX2UTF 4 = FT b — a2
WLET,

f =y —H P, VARV EIP, 3= =—#/L
AR AP

H—OIPT7 FLRAEZIET RLATay 72 AT LET,

A= T—F NS NI VARUE A MR RIS
oA M

ROWT Iz AN LET,

o EEINTEANA MR (= =—# 31 & (Initiator
Bytes) )

o VARV HTRAEENT/1 L ([Responder Bytes])

o ERAZ SIS M ([BFFSA MK (Total
Bytes) ])

mERy o — I}



B =5rson—onx

mERy o— |

FERIAT Y M

HEY SHEE BIRT 2EEFLEAR
A= —=Z N7y NI VARCE Ry MR ET [ ROWT IR EATILET,

cEFEShTA Ty M (=2 —=% "7y b
(Initiator Packets) ])

s VARV TG ENT="7 > M ([Responder
Packets])

« EZAF ST v MU ([Total Packets))

A= —H% K= HFCMP ¥ A T ETIX VAR F R —
NICMP 22— R

A =v®E—8 bTT 4y OF— MEFERILICMP ¥
A7, BDOIWIEIVAKRUHE N T 7 47 OR— ESTE
771X ICMP =2— KA A D LET,

10C # 7 FEDIMES ITRFESN T[S (s) 1FHITRESH
T[W72WY (isnot) | E I MERIRLFT,
NETBIOS 4 BRI BT DE = F SRR A D NetBIOS 4 &2 A1 L%

—g«o

NetFlow 7 /XA A

BHFY 2 NetFlow =7 AR—Z D IP 7 R L AZEINL %
T, 2y hU—7RHAY > —IZ NetFlow &7 AR—H %
BIL TWZRWEA . [NetFlow 7734 A (NetFlow
Device) | Fr vy 7# vy U A MIZEHIZARY £9,

T T 4K R —

BRI RE OB A LB LS LT g A E R —F 1D
VIEEIRLET,

HH (Reason)

BB R O HE I BEAS T BTV D B & 1D LA RIgIR
LET,

X2 VT4 ATV AT Y

BEROBEICBEEMS T oM TWL X2 T 1 A~
TV AOHRT Y % 1 DU ERRL ET,

TCP 77 7

Pefoi & B 2 T2 OIZHEREIC B EN TV D MEED B 5 TCP
77 RENLET, TCP 777 5T —XX, =7 AHR—
k &7z NetFlow L 21— RS AR SN2 BRIC O E £
ET,

N AR—K 7o bajn

B END R T U AR—F Fur ha L BRI L E
ER

URL BRSSO ERETT 78 A SN2 URL OF X TE-ITZ
O—HE A LET,
URL Category B ROBGETT VA SN URLDO AT I Y 2 19

PLEER L £,

B aEERy > —



| #BKRy>—

gErsvn— 1~ roix [

fHEY HHEE

BRY IEEFLEARR

URLVE 27— 3

B R OB TT 7 EAENZ URLD L E2T —
UMEA 1 OLLREIR L £,

[=—H4 (Username) ] BEIRIR OB CWOTNINDARA Moa /A v Liza—
Da—VZ = AT LET,

[Web 77V /77— 3 > (Web Application) ] Web 7 7V r—a vz 1 DL EERLET,

Web 7 XV r—arphTay Web7 7V r—ardDhT 3 210 F#IRL £,

AR T—REFERALEER NS Y H—DER
Pefse b 7 v —EAERT D L EIT, 2L DO%A. L — LV OHEERAS X DT — 2
TEET,
Tl 2T, VAT LW AT v Mt T oL EiC, HBEAL—AR NI H—Shb &
PBELET, B b7 v W —%2 ZOF A TOFBEAL—VITENT 5 &, VAT AFRDOFEARA
R NEZRTLHOHDL T v —EBENICATI LET,
o[ = =—HF/LAKRLHXIP (Initiator/Responder IP) |23 [ X2 h IP 7 KL A (Event IP
Address) | IZREZID,

[ 747k (Client) | B[4k 27747k (EventClient) |IZREILD,

Bk

BEDIPT RLAEIZIP 7 RUA 70w 7 (CHT 58480 51213, [FBx= k
YIZAA »F (switchtomanualentry) |22 U v 27 LT, FEITIP ZfELET, [1 X b
74—V RIZAA vF (switchtoeventfields) 1227 U v 7 $5L, A XU FDIPT FL A%
AT REICREY £,

BMELEYY
BiA X b X2V T4 AT IV AAXRV DT 4=V R
Firepower ' A7 LD IP 7 RN L AEKGLiE

BN YD— AR FDEX

BRI R OPHGRICE SN T ED L H 72 & A X e AR T DN EFRET 585 N7 v
=M E BT AI2IE, IROEXDFHINENE T,

RBEFEHGESVD— AR FOEX

BEYT HIEE BRTHEEFLEANAR
E273 e AR WAk 773 AR 4
SSL KsEfbt v v a oK M & 7= SSL 721X TLS i 5kt v o 3 v &K

mERy o — I}


fpmc-config-guide-v64_chapter125.pdf#nameddest=unique_1881
fpmc-config-guide-v64_chapter1.pdf#nameddest=unique_87

B otz rroomBsEEoRE

mERy o— |

fHEY HHEE

ERT HBEEFEANAR

BHANAL M, A= 2—F XA M, FRIE VAR
VAPAY Y -

WDOWT NI F7,
« B SNTBFSA M ([Total Bytes])

o f =V E—FNHIEE ST M ([Initiator
Bytes])

o ZEENTAA ML (VAR Z 231 ML (Responder
Bytes) ])

BTy MR A= =2 Xy MR FRITL A
DT AV AN

ROWTRNMTI Y £,
« KE SN BF YT v M ([Total Packets])
o A =V — AN LEE SN v N ([Initiator
Packets])
cZfESNIAT Y M (VAR Z N7y MK
(Responder Packets) 1)

—EDOA =V TR EE—BOL AR K

WDOWT NI Y 97,

sty v a R LIERIOR A MM ([
BE0DOA =+ =x—% (Unique Initiators) ])

o R SN BRI E LT EBI DB A M ([—EBED
L AR A (Unique Responders) ])

NERRR b HN D DBE TS DR EH

F v FU—27101.0016 DT 47 T7 A NET =47 L, @, *v hU—740
BRANMIRY NU—TNOFRA MA~OERZRGET D52 L3V U A E2EFELET, FRC
IEX Yy NU— I LR BB END Z b H Y £, 255 LINIC 4 DL E OB 3B
WHBENTZGEIZITEENLEL E T2 & LET,

WO RT/V—/V TR, #682310.1.0.0/16 v T —7 4061y RU—7NICHAELZ &
T, WEICHEAT D N T o U TR ARG T AL OIIEELE T, TO%., 25 UNICE
T D 4008 CRIEBROER &) PREINTHMBEA XY FE2AERLET,

B aEERy > —



| @Ry —

sz koo osEszaoes |

Rule Information [@ Add User Qualification J [@ Add Host Frofile Qualification J
Rule Name ‘Ar:hive Cennections - Outside
Rule Description ‘Triggar on 4 outside connections to 10.1.0.0/16 in 2 minutes ‘

Rule Group Ungrouped ';l

Select the type of event for this rule

. a connection event occurs : I at either the beginning or the end of the connection |'!_

[@ Add condition J [@Add complex condition J

K [initiator 1P =] [isnotin =] [10.1.0.0/16 |

|AnD =]

K [Responder 1P =] [sn =] [10.1.0.0/18 |

Connection Tracker [x Remove Connection Tracker J

[@ Add condition J {@ Add complex condition J

*® [Initiator 1 =] [isnotin=] [10.1.0.0/16 | € svitch to event fislds )

|ane =]

# [responder 1P =l [iein =] [10.1.0.0018 | ¢ svitch to event fields )

[@ Add condition J [@Add complex condition J

| X total| Number of Connections El | are greater than or equal to El ‘4 |

UTORIE, Ry FT—2 FT77 4 v 7B ERROMBEL—LZ M) T—& LTHATE 50514
ZRLET,

371879

Time Metwork
10.1.0.0/16
0 sec Conn. 1 | Host A |—-p-| Host 1 | initiating connection

Comn. 2 |H|:|stB |—->| Host 2 |
Conn. 3 |HostC |—->| Host 1 |

e T conditions met,
90 sec Y Conn. 4 | e |_'>| e 3| event generated,

conn. tracker terminated

371875

ZOFITIE, BV OREARSFHIC KT IR E AT ARBRHE LE L, 2FED, Ry
T —2710.1.0.0/16 DA H D HE A R B Ry BU—7 NE DR A MA~OFfi & AT LD
MELELE, ZHUCEY, 8t b7 v —0MER S E Lz,
Bt b7 v h—1E, WOAT—T TUE L £,
e Xy NT—IHDERARNANSLRY U= HNDOKRA N ~OFEEIHRHEERL L, F
T X TR ARG L ET,
B N T v N — DB T D 2Ol EOEEHE (KA FB~KAR2, RAFC~KZ
1) ZBHELET,
« 2 Sy DHIBRIFMNIZA A M ANKRA F3ICET DL, VAT ML 4FB OEYET 58
FBRELET, L— SR EASLET,

mERy >— I}



mERy o— |
. BitTorrent DB E|%: 7 — 4 ERiX D% E I

« BRI, BNV P ERERL, FT v R TR AEIELET,

BitTorrent B E| 7% T — X 51X D % 5E I
AN RO R v T — 7 DR A MLtk 8% 72 BitTorrent 7 — & OERED R S 4
TG E A N N EAERT DT VA EEELET,
FoH BTy NT— 7 T AT AN BitTorrent 7 7Y 7 —3 3> Fa ha Lzt Lz &
R =L L CTHEHSNDFHBEL—ALZ L FORIZRLET, ZOA—VITIE, BERTS
Xy h T =27 DOEA N (ZOFTIX10.1.0.0/16) 23, HHPIDORY > —iERLHED 5472 7MB
Hz 5T —H (7340032 /SA ) % BitTorrent 4/ L TE & O THEET DA ITDIIL—)L
DRI H—=L L THEAESNDIIICHIFI TR N7 v =000 £,
Select the type of event for this rule

If a discovery event occurs | there is new information about a TCP server ~ and it meets the following conditions:

=2 &dd condition 2 &dd complex condition

X 1P address -~ isin » |10.1.0.0/16

AMD -
% application Protacal - is - BitTorrent -

Connection Tracker # Remove Connection Tracker

... start tracking connections that meet the following conditions:

@ add condition | | @ add caomplex condition

X Responder IP - is - Event IP Address « [ switch to rmanual entry ]
AMND - b 4 Application Protocol - is - BitTorrent -
b 4 Transpart Protocol - is ~ |[TCP

... and generate an event if:

&2 add condition () add complex condition

¥ total Responder Bytes - are greater than - |[7340032

3r1er2

in the nexts minutes -

UToRIZ, Ry V=2 FI7 74 v 7B ERROMBEL—L%E ) H—E LTHERTE 27514
ZRLET,

B aEERy > —
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BitTorrent & F| 7% 7 — 2 853k D 5% E .

Metwork

10.1.0.0M6
Bsec |Trigoering event: BitT oment Host 1 Cornection Tracker crested
application protocd deteded Application Signature: Host1 1P, BitTarrent, TCP
Praotocal: BitTorrent
1s=c  Connedion 110 Hist 1 Connedion Tracker total 1048
Host 1 Host & He Application
1MB Protocol: BitTorrent
Ssec  Connedion 2 to Haost 1 Connection Tracker total SWB
Host 1 Hodt B H-ie= Application
2MB Frotocal: BitTorrent
7 aec  |Triggering evert: BitT orent Host 2 Host 2 addedto Connedion Tracker
application protocol detected Application Signature: Host 2 1P, BitTorrent, TCP
Protocal: BitTorrent
10 ==c  Connedion 1 to Huost 2 Connedion Tracker tatal: 4WB
Hos 2 Host & e Application
TME Fraotocol: BitTorrent
15==c  Connedion 3to Hret 1 Connedtion Tracker total, GMB
Host 1 Host © H-ae  2pplication
2hBE Protocal: BitTorrent
20 ==c Connedion 2 to Hast 2 Connedion Tracker tatal: 7MB
Host 2 Host B H—e Application
1B Protocal: BitTorrent
J0s=c Connedion 4 to Hizet 4 Connedtion Tracker tatal: 9B
Host 1 Host O H—ie Application Conneciion Tracker fires, tenmingdes
2B Praotocol: BitTorrent
2300 z=c mmec-utj C_onnedion Trgd{er WJ_uId havg
_______ ——— e e — e — — — — — — — — |expired andterminsted without fiting [ | o
ifit had not already fived st 30 s=c. §§
&

ZOBITIE, 29D FRA R (RA M1, AA R 2) IZBitTorrent TCP 7 7Y r— 9> 7u k
aLPBEHENE L, ZO2O0FKRAMI, D4 >OFA K (KA KA, mA KB, &A
k C. A b D) IZBitTorrent /- L CF — X Z#nit LE Lz,

Pt b7 o A —13, ROTERTRELE L,

e ¥9, "X M1 TBIitTorrent 7 7Y 7r— 3 v Fua halvhigans e, op~—>b—

TEBRO N7 vX 7B LET, RO 555D 7MB®BMMMWWPT 2 Diix
ERHEIN WG E GO0 ~——I2LV) | B N T v I — XN DRI T
BT EW,

SR LIRS T, AR N LIFT 7 =F ¥ IZ—ET 5 3MB OT— X & IRD X D ITEE
LELT,

1 b — I —DIET, FAPMIDLAANAICIMB 25 BT v —0D%
@Az T TEEF IMB @ BitTorrent N7 7 4 v 7 5272 1)

DT —H—DHE T, AA R I 2HARZ R BIZ2MB (A3 3MB)
cTIRB LIS T, VAT AIEIARA N2 TO BitTorrent 7 7V 74— g > 7ua halLx
BH L., ZORA T BitTorrent £55: 2 1BF LG £,

Q0GR LTFE T, VAT AL, V=TIl HTAILIMDOT —ZBRRA M
JORA R 2 piEEhTWnWaZ M LE LR,

O~ —H—DE T, AA R 225K A KA IMB (&5 4MB)

mERy o — I}



mERy o— |
B xx—xsrssvEr o7 788

IS —H—DET, AARIHFRA R CIZ2MB (A3 6MB)

Y —H—DEE T, AA R 22558 Z K BIZ IMB (&% 7MB)

« ARA K1 LARA R 2R L7Z BitTorrent 7 — Z [TAFICTIMBIZ /R D £ L7, BRESHL
BRI MR TMB Z BB L T D Z DML 7> TS 72 (Responder Bytes are
greater than 7340032) . /L—/LZ N H—L L CTEH S EFA, ZORFRT, N7 v
H—=DEA LT 7 MPRNOFE D 0 280 O, BN BitTorrent #5523 H S 417205
B, My I ERIC R Y | FHEA N MRS EE A

o 7272 L. 30 BOREA T, B BitTorrent #4523 H S 4L, IRODIL— /L OB S hvE
KR

O~ —HI—TlE, FAF125FAFD~2MB (&7 9MB)

o BARIT, FHBEA XU MR SIE T, o, SHOMINENCR LR THER N T v —
AVAZ L RZOWTUE N T v F o Vi EIE LE T, 2 OFEACT BitTorrent TCP 7 7
Vor—var7a harz Tl LWERESR S5 &, FrLneEsk N7 > 1—»23 4
BENET, AARIA2MBTRTEARR L DICHEE LZBICFHBIA X2 AR S 1
HEICIEELFEESY, ZhiE, By v a v TT5E T — 2 23HE+T25221%
72N DT,

AX—ZXHRE L WET Y T 1 T HIRE

FARAL— L CAX— XM ERETH N TEET, AX—XHMEHRET D L. MHBEL—
AN R H—E LTHEAENT- L &, 35E LIZRRRRBPIC L — VERDNEFEORAE LTS, &
AT KMIZ OB HIEIL =D U =25 1E L E T, AX—XHIBARGET 5 & v—uix
HORYT—HRBIZRD ET B LOWAX—XHIMPHEED £9) .

ez, BEIEIN T 74 v 7 BB ERLBRWETORA MRy hU—7 REIZhD ELE
T, ZORANPEGT RN AT LATHRHEINATZNIZ MY H—& LT S5 Hifl
AN — VDA, ZORA RN TEZEIND XY NT—27 T 7 4 v 712X > T, Flf
MIZZHOMBEA Xy MR ERENDAREERH Y T3, RNV —ENXE2RTHEA N2 o
BAaHIRT 57001, AX—X#ZEBENTEES, ik, FEELZHEND v X
T LT SN2 Z DR A MIBET 5 5 DOHRHUIE L TDH, VAT LMIFHEEAA N M &
AL ET,

Flo, ML=V TIET 77 4 THIMEZRET 52 &b TEET, IET 77 0 7HIHFIE,
BALV— I MU = LCTERHESNEEA, T 77« 7HIlZEA, EE, E723EA8Y
BT EIICHETEET, XX, FANARNL—T 4 7 VAT AELERETT-DICH
Ry hU—27 THEINZ Nmap Ax ¥ V2 FETT 5L LET, 205G, HREL—LRR-T
MY A= LTHEASZRWE S, HHOAX X VREFIC, %3 2BV — L THET 2

T4 THMERET D ENTEET,

B aEERy > —
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mEL—Lormin=xs [}

MBI —ILDIER A =X L

B — T, =S P U =S N D2 E L TR L £, FMETHATE 5
Zy 7 AE AR LE D L LTWLERICI YRR B, AN=ALTTNTHELTY,

FEAEDSHRMIE, HT IV, HET HO 3OS NLRY 7,
cAHRENL—L N H— KA TR T 7 ANRBE. B b T v h—, 2—FREOEN%E
FERL L TV D OMNTN T, BIRTE 27 Y BREAL D £, MHEL—L U H—T

X, SHRENA—NVDERAL X N IAFIZRVERTE DT AU BRI £9, KM
FoTiE, R EWMAOHEE T LEARSERON T TV REFENLZLRHY 7,

o FARITHERFTREZREE XV T AV IC k> TERZRY 97,

« FMEOBEAIGET DDA TEL L Z vy 7 AE, A7 Y EEEFIISCTRRY
ET, BBRICE-oTUE, THFAN T4 =V FIHEEANTLLENDH Y £, £SO
Bt Fay7Z o )2 MnbE (1262 WIEEOME) 28 RTE £,

72 Z2E, FTLWARA MPBHEEIN S 7= ONTHEE A X b EAERT DI2IE, SRt x U5 E 7%
WELH 22 L — L B ERE T E £,

Select the type of event for this rule

if |a discovery event occurs x| | a new IP host is detected -

and it meets the following conditions:

&) Add condition ) Add complex condition

X[ [

arery

= SHIZHIRIL T, HLWAA R 104xx Xy T —27 TRIESILEHEITDOHA X
YN EAEKT DI 1 ODRMEBIMTE £,

Select the type of event for this rule

If I a discovery event occurs :] I a new IP host is detected _vJ and it meets the following conditions:

| @ Add condition | (&) Add complex condition.

371869

K [P address =] [isin =] [10.4.0.0/16

REEICHEBOLM 2 G0 55815, TRoDE&M%2 [BLW (AND) | HEFE-IX[E201T
(OR) |HEFTHOTILNENH Y T, WL LT HDERDOELMT. —FEICFHMT S
i‘ﬂ‘o

o AND JEE 1T, RO LU H DT X TORLENE- ST benz &
s LET,

«[£721% (OR) B 1L, HIHEIRHRD L~ H HEEDOEMED D7 &b 1 DNz
ENTWAMERHLZ LERLET,

104xx %y FT—278BLT192.168xx % hU—27 FOIERER— K TSSHT 7T 4 BT 4
ERET AU TOL—IZE, 4 DOFBNREEINTEY, FTO203EHESRLEEZHK L T
Wk,

mERy o — I}
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B su—~oztoemey oz

Select the type of event for this nue

T TS TS =] aned it meets the Tollowing conditians:
ey ey g
% [emccnror B [us H

3 e . yrep———— -

B8 |y o 3l prmess 5

FREEAIIZIE, VTR O K S IEHMli S E T,

(A and B and (C or D))

#z 14:)L— )LD FHE

eSS FHTHEET SRR

A TV r—vary 7a ha)RnSSH THDH

B TV r—a v R— MR 22 TR

c IP 7 KL A28 10.0.0.0/8 NiZd D

D IP 7 KL A% 196.168.0.0/16 NIZdH 5

AR OBBICRETO2AN MR TR =S N2 BHERMBEL — V2R BT 2 2 L2k, &~
AT BT =< CAPETTLREMENH Y £, & 2F, B X 75T~ TOHEHIS
xtUC. BEOEMN B 50—V v AT ADEHE LT uE e B nEE . U Y — AN
WIS D ATREMED > Y £ 77,

HEIL—IL~ADEEDEME) VU RE

AX—bS4t |[REDSAEVR | YR—FENET | HR—rEShBF|79€R
DS INA R AU

WA (Any) [T (Any) | W2 (Any) | W2 (Any) | Admin/Discovery
Admin

ATy T L —L=T ¢ T, HHMEEERIEAESE BN L ET,

« il o [t (Add condition) %227 U v 7 LT,
A [BEAESM DB (Add complex condition) | %7 V v 7 LET,

ATV T2 FMOEIZHD FayFZ 7 U A 9D [AND] £7-213 [OR] HE 428N L CRIEE2EE L X7,

B aEERy > —
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B B EEH DR
WO, B2 2% [OR] EHE TS LIZMBEL— LV Z2 R LIZH O TY,

Select the type of event for this rule

If |a discovery event occurs ;l | a new IP host is detected

() Add condition

) Add complex condition

wEL—LztcoagoEons [

LI and it meets the following conditions:

OR = x - é
WROMIE, HAMSEE1 oL, HESRMHE1 5% [OR] HEFTHE LB — L &2 R L
b DT, BERMIL2 SOHMENZ [AND] HE T THEG L TR L £7
Select the type of event for this rule
If Ia discovery event occurs ;I Ia new IF host is detected ;I and it meets the following conditions:
& Add condition & (&) Add complex condition J
Y —
| & Add condition .J Add complex condition
s Y — L
[=cH |, — E
MBI —ILEHTOERDIENER
AX—b+ 4t |[REDFAELIR | YR—bENET | YR—+bENEHF|T7OEX
VR INA R P2
WP (Any) | WP (Any) | (Any) | (Any) | Admin/Discovery
Admin

MBI ZAFRR T 2 & &2, MO XLTRr y FH T U X M LEEZBETE 256, @
WIXU X PO EBOMEABRTE £,

ATy T HEL—V =7 4 X T, HETELTHFET D (Gsin) ] EE FELZRV (isnotin) ] ZBRLT1 >
DEMEEER L ET,
TXADN 74—V RNOEEDBATE- 1L [fRE (Edit) 1V 2722V v 27 LET,

[ ATHE (Available) |1 D FIZHHEHOMEEEIRLET, £7/2. 2V v 27 L CKRIT v 7/ T52L T, B
BT 2EEOMAERINTE 7,

FHRED (>) #2710 v 7 LT, @®NLEE % [Selected] I EN L £,
[OK] %27 U v 7 LET,

ATy T2
ATvT3

ATv74
ATy TH

| mERy o — I}



. HEL—IILOERE

HEIIL—ILDER

mERy o— |

AI—F 51+
P

WHEDZM(ER

HiRh—rEhdT
N A

HiR—hrEhBF
AL

TR

VPR (Any)

VPR (Any)

VPR (Any)

VPR (Any)

Admin/Discovery
Admin

< VT RAAL VBT, BUED AL U TERINIZMEL— LV E TN —TNERINE
T, ZHUOIIRERRETY, F/-, EHRAA UL O@EIR LI-FHEL—L E T —T H KR
ENFETHR, THBITRETEETA, FVD RAAL TR ENZMEEL—LV E T —T %

FRBIORET DL DO RAAL THID A ET,

GE)

RIEIZHEBIR 2 R AL > (Bl BERT AL A7 8) ICHT2HERBAFA SN THDY

B VAT LTHMA R AL DL DOREER R LETE A,

TIT 4 TIAERY =D — L ~OEFE X, BB E N E T,

1R BHEIIZ

o — VEHIRT AEAT. FOL— 5T XCTOMBRY — 5l LET,

WTIE, FBERY v—0EH 4 X—2) 2L TEIN,

PR

AT 71 [Policies] > [Correlation] 4R L T, [/L—/L&PE (Rule Management) | ¥ 7% 27V v 27 L£7,
ATFY T2 L—LEEHRLET,
« ER% : [b— v DOFERL (CreateRule) 1227 U v 27 LEd, MEL—LOFRE (53—) 2BRLT

<IEEW,

o TN—TDERK : [ZV—TDFERK (CreateGroup) (27 U w7 L, ZV—7D&4Hi12 A LT, [IRF

(Save) 127V v 7 LET, ZNA—F—L BT 52T,
R RET A2y @) 227V v LET, HEL—LD
ROVIZRRETA a2y () BDRRINDGE.

MERRH D £H A,
o L—LE T I —L TIL—T Ol BT A=y (d) 27V v 27 LET, L— I —7 %I

THE V=N DITN—TIEB R ENE T,

RAAL TR LTEY,

B aEERy > —

Ay hr—APRREFIRS LTV D5E,
RIECEETHHERD DD £EA,

=

X AE
BREITHAM R AL B LTEY,

N— LV EREL £,
(5 =—=2) 2ZRLTLIEEN,

RECZEETD

BOE 1Al
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wEnssL—Jonz [

HEASRZETIL—TDHRTE

AT T1
ATvT72
ATvT3
ATvT4

ATy Th

ATvT6

AR—b 54t |(HEDSA LR |HR—FEINET | R—rENB R | 7HER
VR INA R AL

W2y (Any) |V (Any) | (Any) [WITLds (Any) | Admin/Discovery
Admin

T I— b BIOEEOMBINE I N—T"ERK L, INV—T%2T 747 LT, TIVT 47
RAARRY o —NOFREL— B Y TAHZ R TEET, VAT A, fvy hUV—2 b5
T4y 7 BNV —ET B L, TRTIA—AbS NS EEZBRG L E T,

TIT 4 TR ITN—TFERIINTNDD TN —F SN TSI T AEERL, 77T 4778
FABEIAR Y o —TITH8HE. TR BICHEIRY £,

[Policies] > [Correlation] ZE&R L, [Z/ /L — (Group) &7 Vv 7 LET,

[ V—TDfERL (Create Group) |27 U v 27 LET,

ARiE AT LET,

VERRIFIC I N—T% T 77 4 7T DB, [T 747 (Active) | T =v IRy 7 A4 LET,

T 7T 4 TMeENTZ TN —T 1B LB L £ A,
TN—T I [ FTREZ2 )% (Available Responses) [ 3R L, AKH >) 227V v 7 LT, Thbx [V

N—7HNDIEZ (Responses in Group) | IZBEN L 7, ISEZMOFETEREIT 121X, AR (<) Zff
HALET,

[#1F (Save) 1&7 VU v LET,

RDZBRY
AEIFIC TN —T % T 7T 4 T Lo, T2 7T 4 72T DI, AT9A 8%
Uy LET,
BErEY Y
Firepower Management Center 7 7 — h G2
B OB

HELETIL—TDEE

AX— k514t |HEDSAEUR|YR—bENET | HHR—bENBK | 7HEX
R INA AL A

WL (Any) | WTRA (Any) [T (Any) |WFiUA (Any) | Admin/Discovery
Admin

mERy o — I}
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Ry o— |
B =urss—JosE

WE T N—T1F, FERY —THA SN TORWERITHIBRTE £, W& LV—7 2R
THZLET, ZORBEDOITNV—TbEfRLET, o, IWEINV—T%HIBRETIC, —KRFY
WHET 7T 47T BHIEHLTEET, ZHITED, IA—TF AT ATED ETH, R
—ERT A L XTI A — TR SR e 0 F,

VNN TF RAAL VBT, BUED KA AL CTERENTZ V=T RERENET, T UmmE
TEFET, B RAAL CTERESNZ NV HFREINETN, ZUIRETEEEA, T
PLD RAA LV TEMRESNTZ N —T % FRBIORET DI, TDORAAL YV ERLE
RS

TIT 4 TIRERPOIRE T N—T ~OETIL, BB SILET,

AT v 71 [Policies] > [Correlation] Z &R L C, [/ /V—7 (Group) | %27 U v 27 LET,

RTF9T2 BEIN—THEHLET,
T I T A TICETNIIET 2T 4T ATA X%V 7 LET, ar bar— LR RAERRIL T
D856, REITTEM AL TR LTEBY, REEXETETHHERNH D £H A,
« fERK - [ V—T7 DAERK (Create Group) %27 VU v 27 LT, FHBEISE 7V —7 D% E (43 ~—)
EBRLTIEIN,
cME RET A2y () B2V v LET, HBEINE V=T ORE 43 <—) 2ZRLTL
ZEW, ROVIZRRT A3y () BDRRINDIGE. REITEHRNALS B LTEY, &EL
EHEFTDHMERRH Y A,
cHIBR :HIBRT A= () 227V vy 7 LET, 2y b —ARNRARRINTWDIGE, REITEH
RAL B L TR, REZERTHHERIH Y EHA,

B aEERy > —
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