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*224 (16ea.) A VABR AL VA
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«70 (10 ea.) 10 A VAR U A -A VA
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HEAEZ—T AR ) Y—ADEKTR

HRET — 7L & VLAN 7 L— 7 Off [kt % #7559 5121%, scope fabric-interconnect C show
detail =~ FEZ AN LET, RICHIZRLET,

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:

ID: A

Product Name: Cisco FPRI9K-SUP
PID: FPR9K-SUP

VID: V02

Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision:

Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14

OOB Gateway: 10.10.5.1

OOB Netmask: 255.255.255.0
OOB IPv6 Address:

OOB IPv6 Gateway:

Prefix: 64

Operability: Operable

Thermal Status:

Ok

Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:

Current Task 2:
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Current Task 3:

Firepower Threat Defense DA >S54 > 2y b )2 R T7— FDIGE

ATA4 0y MITAYEDONUTOEIITEMEL, 2001 VX —T = A A% —F{IZ3A
Y RLU, BEFOR Y NU— 27 ICHAARE T, ZOMRIZE>T, BT xy hU—27 T
A AZADBEPRLTH, FEOFR Y N =T BHUIV AT LEA VA R TH LN TEE
T AVTALVALE =T 2 A AFTRTD T T 4 v 7 BEEFICZIFELETH, DD
AVE=T A ATZEENTTXITORNT 7 4 v 7%, PRI R e vy 7SR 0RY . A
YAy FOSABICHEEINET,

FIDT7 7V —2arTArI4 0y hEREL, V7 AT — MREZEEZANIT S &,
FIDIZA > T4 By b AU R—=V o 7HEXOS VY —VICEELET, Vo AT — M
HEIZED, AT By DA E—T A ADIOPMEIE LTRSS, Y —2iE, 10T
A AHE =T 2 A ARXTO2EHOA X —T =2 A HEWIEIELE T, (ZIE LA
VHE—T oA ANFRERETLHE, 2FBOA U FX—T oA AL HBMICEEI L ET, OFV .
12OA LB =T A ADY 7 AT —"PELTHE, Y —TZEDOELERAL, £D
TRIZHEDE DA v —T 2 A ZADY) 7 AT — EEHLET, 2720, Vv —I b
Vo AT = OEENMRESND ETRAK4L»00 3, BEEREOR Y hT—2 T
ARAEBRET TN T 7 4 v 7 HEIWICHNAL—T 4 V7T DL NV—FRNRESNTZETLIOR
Wxy NU—ZBETIE, U Y AT — Mt EICHEZh T,

MIET /N RIZDUNT

FRERT NA A TIE, 1207 TV r—3 3y A AKX A (ASA F 7214 Firepower Threat Defense
OWTND) BI04 v arFab—% 7Y r—3 3 (Radware DefensePro) %
FATL, =R Fx—r 2R TEET,

BT NA AZBEMTHEEC, TTIVr—va b A VARV ADIALA TBLONN—=V 3 D
EF, A VH—T 2 A ADEVYE T, 7TV r—va UHlRICT v v aShbd T — A N T v
TRIEDHRBITWVET,

G¥)

Firepower 9300 D&, B/ b7 7V r—v a4 47 (ASABLOFID) ¥ ¥ —YHNOD
ffxDEY 2—MZA VA M—NTEET, FEOET 2— L Tix, BRH5—Taro7
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DY T A B —T 2 A4 ABRERTE ET,
cHTA B =T 2 A RE, T A ERBT A I T DA S —T = ATDHY
A—hrZNET,
cHTA U H—T A A (BIOBIA =T 2 R) ZarTFH A AF L AZOREND
WTAHZENTEET,

N

GE) avTF ALV RBZURTHA LV Z—T oA ZAEE BT HEA,
277 L (JEVLAN) 774 v 7 DHEELEST, #77L L
T4y EETVENRVEY  BA v F—T oA AEEDY
TARNTLEEN,

TR 2T Y — g VN TORDOFHIBEEAHER L, A F—T A ZADE|ID Y
THHETIRICITEEL T EEN,
cFIDA v FA v By FOVTA X —T oA AEFEHTAHAZ LITTEERTA, Fi-,
Ry T AVH—=T A AL L THEHTAZ EIXTEERA,
« Tx—NF—N— Y IR LT T v F—T oA REHEATBEE. FOHITH
HFTRCOVTA v H—T oA ALHBAKRD T = — A — =1 7 L L TOMMHAN

HIRENET, — OV T v F—T oA A% T 2— VA== 7 L LTHEH
L. “EZ@EEDOT—HA L Z—Tx2A AL LTHEATAHIZ LIITEETA,

T—ARBEAUEA—T (4R
cHEHEA LA —T 2 A AT L DRERA AR ZE 14, T2 & 21T, Instancel 7> Instancel4
|Z Ethernetl/1 ZEIV Y CTHZ ENTEET,

AVARV AT DRI A 2 —T =4 A8 10, 7= & 21E. Ethernetl/1.10 4L T
Instancel |Z Ethernetl/1.1 ZE| D ¥ TAHAZ LN TE £7,
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Firepower 1 2 —7 =4 2187 s xEsEesinsE ]

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1

AT AT A VAR LATTF—RAEAN L Z—T oA A5 FEHTHZLITTEXETA,

CRET A AT 7Y It a YN TOROFIRFHEETER L, A > 5 —7 = A Z0HE Y Y
THRFIET HBICREE LTS,

e hIUART LU N T AT U=V ET— RTINS, AT —FILHEA L F—T = A
AT A LT TEERAL

cFIDA VT Ay hCERIINRNv T A H =T 2 AL L TCT—HF A 22—
T2 AERTHZ LILTTEEREA,

T2 NA—=N= Y U I LT —ZWHA =T oA AEEHT 22 LIETE
A,

RDAZ54 >ty +FID

A =T A A (BENOT VLA T 7 hAR— ) & Etherchannel D YR — ~, H
TA U H =T A AT HR—FINFEHA,

s VU AT — FOBEFR—FENET,
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B wonsq s cnpes

IN—FK 7 IN( IR
*FTD %K —h, ASA DEHFDOA L H—T A AL L THHATEET,
*FIDIFA T4 By FTOHN—FRU =T WA RRA ZHR—-—FLET,
e N—=RU T RANRAIEDA v HF—T 2 A AT L—2T 0~ A= MNHIIRETDHZ
LiIxTEEEA,

e N— R T NA/NRA A H—T A A% EBtherChannel (ZF DTN, N— R =T /A
RA N5 2 L3 T& £ A, EtherChannel I DA X —7 = A A& LA
TEFET,

N=RT =T RNANRZINA TRAFTEYT 4 TR AR— S TWERA,

FIAHILFDOMACT FL R

FATATAVAREVRARAIT :

TNV EDOMACT RLADEIN Y CTiE, A X —T A ADXA TITK->TERRY F9,
MFRA LA —T A A FRA L H —T = A AL, Burned-inMAC Address ZfHH L £9°,
« EtherChannel : EtherChannel D& 1%, FDOF ¥ XV T N—FITEENDHTXITCDOA L H—
T2 AANEL MAC T RL2Z23HF LET, ZOMREIZ X > T, EtherChannel 1Z¢ v b
D= 77— g ba—PIH LT R IUVART LY MR ET, Xy hU—2
TN r— g o Ra— N R ADIX SOHESEOLTHY , HaD ) 702
CIFRE L NWEDTT, A— RN Fr XA A B2 —T oA AL, T—ADEO—ED
MACT RUVAZFERALEST, f v F—T =2 AD AL X—=2 v 7L, MACT KL RIZiZ
HELEE A,

AVTFAVREVRRAIT

T RTDA L H—T 2 A ADMACT RLAIEIMACT FL A F— b BESNET,
BT B —T A ATIE, MACT RLZ2ZFETRETLHHA. DHENELLIIThbi
HEHE, FULBA L —T 2 A A LOTRTCOVTA L H—T A AT—EHDMAC T
RLAZBERALET, 20T F A AB LA AL L E—T 24 ZAOHABHMACT FLA (
22 =) ZZRLTLIEEN,

—RREIIE A RS54 2 EFHIBEIE
2747 24—ILE—F
FIDD 7 — AT TRETT7AT VA=V E—RENL—TFT v RELIT T AT L

VNIRRETEET,

N TRLASE) T«
TN =2 a VRENT AT ATV T 4 2R ELET,
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AV8—T 14 RADEE .

NEBEDT—H A B =T A AT == NV F—N"—= VI BRLOAT—F V7L LT
HTEES, T—FHAS L F—T = ATH A= FSHTOEEA,

eNA TRATEVT 4 72— )L —N—%FEINDL 2202 =y NI, ROFEMLETH
L TWDLRERDH D £7,

cRICETFTLTHDZ L,

e NATRATGEY T AF/BET A, A/ UA L Z—T oA ANED B THENTWNWD D
ko

A B =T 2 A ADEEZA TRRILTHDHZE " TAFTEY T 4 /N T
HENZ, T_XTHOA v HF—T = A A% FXOS THANCF UEREICTDHZ L,

s BRI OWTIEL, EAHME OV AT A E SR LTI E SN,

IINFARBZUREATER N E—F
e ASA TIE~ILF arTF AN FT— RIZVER—FENTHEREA,

c AUTF A VAL AT R DEHA v AL v AL FMC 2 9% FTD (2%t L CD A4
AT £,

cAVTFAVAL L ADE S, FHAAL LV E—T oA AEFEKRKIABOa T A RS
VAZEIDETH I ENTEET,

HMEEDALTF A AR ADES . BRIOEOILE A 2 —T oA AFE|IY YK THZ
EWTEET,

«FID 227 F A4 VAKX U ADE . 1 20 Firepower Management Center C Z¥ = U7 ¢
BV 2TV DT RTDA VAL ALERTLLERH ) £7,

D TTLSHBALT 78T L—a vy 2HENCTEET,

*FID 227 F A Y AZ U ADSE, WOKREITZTR—FShTHhERA,
« JTAH
 Radware DefensePro U >/ 5 2 L —X
cFMC Ny 7 7 v 7B LIOE T

*« FMC UCAPL/CC £— F

=L ==
A 23— x4 RXADEXRTE
T4V TR, WA v F—T 2 A RAFXT 4 =T N> TVWET, /X —T = A%

A0 L, EtherChannels ZiBI LT, VLANY 7 A VA —T = ZA&ZBML, . AV H—T =
AR TaRT 4 ZRELT,
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B sz xoapiErmmnt

A3 —T A RDEMILE-ITEDE

KA H—T A AD [Admin State] ZHNE - ITEN D 2L ENnTEET, T4
JVRTIE, A A —T A RIT 4 =T o TV ET, VLANY T A 4 —T =
A ADLA, BEIREBITEA V¥ —T oA ANDE S NET,

AT w71 [Interfaces] % &R L T [Interfaces] *— V%P E EF,
[Interfaces] ~X—VITiE, ~NX—T D EEICHAEAS VA =L ENTWDHA U H —T = A ADRHFEICE RS
. FORITIFIA VA P—=NLENTNWABAL L H—T 2 ADY A IIPRENTWHET,

RATFYT2 A H—T A AEENTT HI2IE, [disabled 25 A & ((TE) (%27 U v 7 LEF, T4 T, [enabled A
TA4 K (D) 112EbY £7,
[Yes]Zz27 U w27 LT, BHEEZMERALET, BEMICFRINTEHIET DA F—T oA ART =057
V=2 b by £7,

RATFYT3 A H—T 2 A ZAEEHTT HITIT, [enabled 2T A % (&) 1227V v 7 LEd, ZHaT, [disabled 2
A% () 112ZEbY £7,

[Yes]Z27 U7 LT, BREZHERLET, URMICERINTEHIGT DA X —T A ART U =20k
T —IlEDLY £7,

MIBAL A —T 14 ADEKTE

A B =T 2 ALYHRMIIHEDB L OMENCT I L, BLIOS v X —T = ADHE &
FTal Ly I AERETHIENTEET, AV F—T A ABEHTHITE, A X—T =
A ZAZFXOS THHHICARNC L, 77V r—> 3 v CinBICA NS T 2 LERH Y 97,

1R BRI

« §-CIZ EtherChannel D A L N—THH A U H—7 = A AIEAINET TE FH A,
EtherChannel (ZiBINT 21, REZIT-> TLE XV,

AT w71 [Interfaces] % &R L T [Interfaces] ~~— V&P & F7,
[TRTDAE2—T 4R (AllInterfaces) | <— T Tld, EHIZHEA A=A EINTNDA X —
7 2 A APHBBNCR RSN, FHORIZENGD Y A MRERINET,

AT T2 HETDHA L X —T A ADITO [Edit] 7 Y v 7 L. [EditInterface] ¥ A 72 /Ry 7 A% &£,

RFYTI AV H—T = f Ak A X—T T HICIE, [Bnable] F = v 7 Ry 7 A& A AT LET, A2 H—T =A
AET 4L =TT HITIE, [Enable] F= v 7 Ry 7 A& A TICLET,

RTYTE A 2B =T 2 A AD[H AT (Type) ] RN LR L E7, Data, Data-sharing, Mgmt,
Firepower-eventing, ¥ 721X Cluster,
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EtherChannel (7R— k F v /L) DB .

Cluster % 1 7 T3HER LR TL XV, T 7 4/ h T, Cluster Control Link (£ — hF v %/ 48 IZHE)
FNCHER S E T,

ATw TS ({EE) [Speed] Ky FH T VA RNSA L —T = ADEEZBIRL £,

ATvT6 (EE) A H—7 A AT[Auto Negotiation] 3R — F I TWBEEHAIL, [Yes] £721% [No] A7+ =
YARECETY v LET,

AT9 71 (EE) [Duplex] KRy 7 XD VAN U H—T oA ADT 27 by 7 AR LET,

ATy 78 [OK] &7 V7 LET,

EtherChannel (7R— k F ¥ RJL) DEHN

EtherChannel (B4 AR— k F ¥ 3rL) 12X, WCHAATDOA L NRNR—A U F—T A AEHEK16
HE»dZENTEET, VU Z7EMHE 7 ha (LACP) TiE, 2900%y hU—27 5
NA AT 7 ERRIE 7 harF—% 2=y + (LACPDU) #&Hid 252 Lick-TC,
AVHE—T 2 A APEHNSINET,

EtherChannel N D EWPRT — X £ 72137 — X HFA 0 X —T oA AZ RO L H IR ETEET,

c T U547 :LACPT v 75T — 2R EBIOZELEY, 7277 4 7 EtherChannel (3,
7 VT 4 7 F721%/3 v 7 EtherChannel & #fit 2 N, CX £, LACP N7 7 4 v 7 &k
INCTDVERSDGEUMNE. 77T 47 T— FEEHTILERHY £,

o 4 : EtherChannel iZ# 24> TH Y, LACPIIEH INEFA, T[4 ] @ EtherChannel
X, Bl [4>] @ EtherChannel D & Bt % ML T £97,

GE)  ®— K% [On] 2> 5 [Active] IZZEFE T 57>, [Active] 205 [On] IZE 5 & | EtherChannel 73
RIRBICR D £ TIRRI ZPND 2 ENHY £,

WF—F A VB =T 2 A RFT VT 47 = ROREYHE—FLET,

LACP T, =—¥ 2 A L7 < T, EtherChannel ~® Y > 7 @ HEREIE L OWI R FHIK
SNET, Flo, a7 X2 —TarORBROPUEIN, A NS U HF—T oA ADTE
NELWTF ¥ 2L TN —FIERINTWA LN T oy 7 ENET, 4] £— KT
AVB—T 2 A AMT T LTI EEIZTF v RN TNV—TNORZ N, A X —T = A%
FRTEP, EFtar 7 FXal—ari3Fov 7 ENEHA,

Firepower 4100/9300 v — 73 EtherChannel % /£ 9 % & . EtherChannel % [ 2 1L
(Suspended) ]IRFE (Active LACP E— RDA) 713 [ 7 (Down) ]RHEE (On LACP
T— ROEE) 127220, WERY L7 BT v 7 L THMBT A ACEHV B TEHETEDOEEIC
72V £9, EtherChannel [T D X 5 72k T Z @ [Suspended] IRAEIZ 72 0 £ 5,

* EtherChannel N A X > K7 0 VGl T NA ADT —F EI3EHA V¥ —T7 =24 AL LT
Binshe
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. EtherChannel (7R— k F v /L) D&M

ATy I

ATy T2

ATvT3

ATv74

ATy TH

ATvT6
ATy 17

ATvT8
ATvT9

* EtherChannel 7287 7 A X D—F TH HimBT A ADEBE A ¥ —7 = A A F721Z Cluster
Control Link & L CiBIM&E 7=

* EtherChannel 237 7 A X D—ERTH HiaET NA ADT—H f X —T = A A L L CTEM
S, b1 oDy T T RIS LTWVWS

EtherChannel IR T /A A ZEIN Y éféif@ﬂ/ﬁbfib‘i EIZHEE L TL 2 &V, EtherChannel
FRERT NA A HEIR ST ffﬁ“T/\/I’Xﬁ‘FJ'”S?éﬂﬁ &1, EtherChannel 73 [—
Héﬂ%ﬂ: (Suspended) ] F721% [7"7 N (Down) 1IREEICE Y F7,

[Interfaces] % iR L T [Interfaces] X— T % X £7,

[TRTDA 22 —T 4R (Alllnterfaces) |-=— TliL, EHIZHIEA VA =L INTNDHA > Z—
7 oA APHEREBNCR RS, FHORIZENGD Y XA MRFERINET,

A B =T 2 A AT —T)NODLIZH% [Add Port Channel] % 7 U »» 7 L C, [Add Port Channel] ¥ 1 7 &
TRy AEBEET,

[Port Channel ID] 7 4 —/L i, R— K Fr 2L DID Z AN LET, ALhREIZ. 1 ~47 TF,

I T AB LT GRBET NA AZEATHE, A= FF Y x4 137 ZAXHEY 7 BlcTRsnE
To ZT7AZHIHY 7R — N TF ¥ 148 ZEH LR 0EE1E, Bl ID T EtherChannel % 7% & L
AVE—=T oA AT TAE ZATEEBRTEES, V¥ —VNITRAZYV T TIE, 7 TAH
EtherChannel {21 % —7 = A A%E Y L TRNTLZ X,

R— bk Fx XV E2HPMLT 521X, [Enable]F = v 7Ry 7 A&A4 N LET, A—bF Fr XNVET 4
T —7 T A2, [Enable]F = v 7Ry 7 A& A7 LET,

A B =T A AD [Type]l RN HIEIN L E 4, Data, Data-sharing, Mgmt, Firepower-eventing, =
721% Cluster,

FT7 3 ORIz, ZDOR— bF ¥ R/ % Cluster Control Link & U T4 2354 A4, Cluster
B ATERIRLPNTL X,

KayFHo L JARNTAUN— A H—T x4 AD [Admin Speed] ZFZE L 7,
TR EFT —HEHEA X —T = A ATx LT, LACP AR— b F % /L [Mode]. [Active] F7=I%
[On] ZiIR L E 7,

T —FFIET —HIF A L F—T 2 ZADYA, T REEICT 7T 47 TT,

[Admin Duplex], [Full Duplex] & 7= |% [Half Duplex] Z &% & L £ 7,

A=k F¥ 2N A v Z—T = A A%&BNTHI21. [Available Interface] V A h TA VX —T = A A%
B L. [AddInterface]Z 7 U v 7 LCEDA L H—7 = A A% [MemberID] Y A MBI LET, FL
HATEREDRK16 DA X —T 2 ARBINTEET,

Evbh BEOAHE—T oA A —EBMTEET, BEOMEBA ¥ —T7 oA AT HI2IE
Ctrlx¥— 2 LB O HMOA v 4 —T A A&7 V7 LET, —#HOA X —T oA A%
BINTA101%. ZORBEORIDA v 2 —T = A A% L, Shiftx— % L7225 %0 A
VE—T A R% Y v LTEIRLET,
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IVFF A VREVAADVAN ST A v a—T x4 20Em [

ATYTI0 R—=hFrRxinbA ¥ —7 A Z&HIBRT 2121, [MemberID]Y A N TEDA ¥ —7 = A ADL
AN & D [Delete] "% > %27 U w7 LET,

ATFvTN [OK|Z27 VU v 7 LET,

AT F A VAR VAADVIAN Y T4 U3 —2J 24 ADEN

Fy U —ZEEIZISE T T, 250 ~500 D VLAN Y T A v Z—T = R ¥ — VBT
i—a‘o

AVHE—T 2 A AT EOVLANID Z—ETHDL I ERMETT, FharvrF A AX R
WTIX, TR_RTOEID Y THNIEA v F—T =2 ATVLANIDRN—E TH D Z &ENNLETT,
B ar T AV AZ L RAZEYDETHNTWARRY, VLANID 5D A »Z—T7 = A A
ECHAHTEEY, 2L, AU EHFHALTHTYH, &7 A X —7 oA ZARHIRDO
VRV S E b/ S

FAT AT A VAR ADEE, 77V 5= a b WNTOHRVLAN BT A V2 —T = A%
R C&xEd, avTF A RAZ L ZADOEE . EXOSVLANY 7 A v 2 —T7 = 4 ANEHZE SN
TWRNWA L E—T 2 A ZADT SV r—3a NThH VLAN B 7 A v & —7 = A Z&/EKT
TET, INHDOYT A FZ—T = A ZTIIFXOSHIRBNEH S NEHA, TS F—T =
ARBNERT DAL —T 4 VT VAT AOBRRIT, Xy N7 HABIOMEAREIZL -
THRRVET, HE2E, VT ¥ =T AEIEFETHITIE, FXOS TYH T A ¥ —T =
A ZABNERT D HERHY £, EXOSHTA v F—T oA ZA2BHRT 559 1 oD F U F
T, 129D F =T 2 A A LDORIDOY T A B —T 2 A AT N—TEEEHDA L AF R
WZEID S TES, 2L 21E. A AF 2 AATVLAN2-11 &, A A% ZB TVLAN 12-21
. A VAKX ACTVLAN22-31 24 L C Port-Channell {5 & L¥d3, 77U r— 3
VNTINOLDH T A B —T A AEERT D556, FXOS N THA v 4 —7 = A A% WA
LETH, 2B LEEA, 20U FE2EBT 53250 HEICHON T, RO %
ZHLTLEEN,
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&

ATvT2
ATvT3

ATvT4

O Firepower Threat Defense M 3##E 7/ XA X Firepower 4100/9300 |

Scenario 1
Port-channeli
FXOS 2aia
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SCenaxio2 Port-channeli
EXOS Data-sharing
Application
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SLEN0S: s et Ethernet1/2 Ethernet1/3
EXOS Data Data Data
Application
VLAN 2—-11 VLAN 12-21 VLAN 22—31
Instance 1 Instance 2 Instance 3

[Interfaces]| % %K L T [All Interfaces] ¥ 7 Z Bl & £,

[All Interfaces] % 711X, ~X— D EFICBIEA VA M= L SN TNDHA U H—T = A APHRIICETR
S, FORIIFA VA=A INTNDIAS L F—T A ADY A RPRINTNET,

[Add New > Subinterface] %~ U ~ ~ L T [Add Subinterface] # 1 7 2 7R v 7 A &Bl& £,
A % —7 A A [Type] : [Data] £ 7= [Data-sharing] %% L £ 7,
YTA B =T 2 A RAXT —ZERIT—FEEXATOA X —T 2 A ATOHYFR—NERET, ¥

AT THA L H =T 2 ZADEZA TIHHEIELE A, T2 2I1E, T—2IFEEXA TOHRA L X —T = A A
CF— B B TOY T A B —T 2 A ZAE O N TEET,

Ke w72y ) 2 Rivb B [Interface] 238N L £ 7,
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w7 20%z ]

BERBET AN RZED B TONTWEIMHAS v X —T 2 RV T AV Z—T =2 AZBINT 5 EX
TEEHA, POMOY T A L Z—T 2 ARED B TOHERTWEERIL, BA X —7 =1 AEENE
DYUTHENTWARWERY, HTILWYT A X —T A AZBINTEET,

AT 75 [Subinterface ID] (1 ~ 4294967295) = AJ1L £,

Z @ ID X interface_id.subinterface id & L CHA V% —7 =4 AD ID IZfPMsivES, 7221, 7 A
VX —7 x4 A% ID 100 C Ethernetl/1 (ZiBINT 2856, £V 7 A % —7 = A A ID |4 Ethernetl/1.100
W70 ET, FMEEAZBEL TCBTH2LICRETHIENTEETA, ZOIDIXVLANID L[F LT
TH0 A,

AT w76 [VLANID] (1 ~4095) %Zi%E L £,
ATy TT [OK] %227V >vr7 LET,

BA L A—T =2 ZAERBALT, TOTICHDITRTCOY T A v —T =24 ZAHRRLET,

RIETINA ADHRTE

Firepower 4100/9300 ¥ ¥ — 312, AX ¥ KT B ViGET NA AZ 30N, TRA TV T ¢

NRT BN LET,
7T AL Y TIZOWTIL, Firepower Threat Defense HD 7 7 A4V o 7RSI TLIES
AN

AVTFAVARVAD)Y—R TAT 74 I)LDEM

AUTFTA VAR UAZT LY V= AEHBEERET DI, 1 OFEITEHRDOY Y —X T e
T ANVEERLET, BT NAR/T TV r—var AV AZ U ARERT L L&,
A4 =277y A NVERELET, VY—A T 77 A /ECPU T DEEZREL
T3, RAMIZa 7 O TERICEI D Y ToHh, T AT REITA VAZ AT EIZ40
GB IZRRESIVET,

« 2T OiMNEIE 6 TT,

CHNEST —F T 7 F kD 8 AT AIEETH I LITTEER A,

« AT ZMEE (6, 10, 12, 1472 8) THRAMEETHIO U TLHZENTEET,
cFIRTTREAR IR THIE, EXF a2 VT 4 FVa— v —Y EF ML TR £
To AT T A AL AOEMLRTRGM 26 =) ZZRL TSV,

vy —lZiE,  [Default-Small] EFEFENAT 74 F U Y =2 a7 7 A /LREGENTWE
T, ZOarvHIIR/NTT, ZOFu T A VDEREEFE LD, FHINTOARVWESIC
IFHIBRT 22 TEET, vr—2F2Ur—KRL, VAT AIMOT v 7 7 A VRFHE LR
WEEIX, 2o a7y A AR ERSIVET,
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. A& > K7 B Firepower Threat Defense 0)3E/0

FERFOV Y =277 7 A NVOREEELTHI LI TEEFA, VAT 0T 7 A V%
FEHLTCWDTRTOAS LV AF LV AZEHZL TS, VY —AT a7 7 A NVEEEL, Ktk
ICA VAL A FEANCT DLERD Y £, MLENTNA TATEUT 4 TR
DA LVAB L ADY A XEBRBT 55, TEHRETELTRNTOANER LY A XIZT5
VERH Y £7,

FTD A A% A% FMCIZIBIILTZRIZY Y =27 0 7 7 A W OREZEET D563,
[Devices] > [Device Management] > [Device] > [System] > [Inventory] % 1 7 1 7R v 7 A TH
= hDOA RN EFEHFLET,

AT 71 [Platform Settings] > [Resource Profiles] Z3ER L, [Add] %7 U v 7 L7,
[Add Resource Profile] A 7 0 77K v 7 ANRFRINET,
ATV T2 RONTA—FERELET,

*[Name] : 7027 7 A VDOLAHiIZ 1 ~64 LT THELET, BMRICZODT a7 7 A VOL4RTEZEET
HZEIXTEERA,

* [Description] : 7’12 7 7 A VORI & K 510 CFTRELET,

* [Number of Cores] : 717 7 A /LD ATz 6 ~ xR (%) TRIELET, ATy v—ic
Ko THRARVES, 8 a7 2#HET LI LIITEERA,

ATy T3 [OK]Z27 V7 LET,

A% > K7 0O Firepower Threat Defense M 3& /N

ALY RT B OMET NA AL, BIE 3N TRA TV T ¢ XTTEMELET, #
BoeX2 VT 4EY 2— /L a2 T 5 Firepower 9300 TlX, 7 7 AZ E2FALZ L KT
TNRAZADNWTNDERBTEET, 7 I7AXFITRTCOEY 22—V EFHTILERDH DT
O, T2EZE 2FV a2 VI TRAFZER DAL KT 0T, 2% ) ELMAHDED
ZEiITEEEA,

—HDET 2=V TRAT A TA VAR ZEMA L, ZOMDEY 2— LTI 7F A2
BUARGERTHZ LM TEET,
b8 BEIIC

BT A AERT AT SV r— g v f A—T % Ciscocom /N H A7 —RKLT,
Z DA A — % Firepower 4100/9300 > v — (27 v 7 — KL%,

. O Firepower Threat Defense M #7731 X Firepower 4100/9300



I @ Firepower Threat Defense D27 /3 X Firepower 4100/9300
A4 > K7 B Firepower Threat Defense 0)3E/0 .

N

GE)  Firepower 9300 D56, B7p 27 7V r—var#A47 (ASA K
FOFTD) 23 % —3HNOHADEY 2 — NI vV A h—/)LTX
EFT, MMEADEY 2 — VTl BRHN—=Varo7 7Y r—
VALY AVAE AR THFEITTEET,

BT N, ATHAT 2EHA V H—T oA AERELET, FHA X —T = A ADM
FECT, ZOFHA U F—T oA AF, VX —VOFEHRORMBEHIND v r —EH
R—=FERULUTHEDY FHA (F7=, [Interfaces] ¥ 7 D EFBIZ[MGMT] & L TEREINFE
T) .

Fo, R EH1ODT =X XA TDA L H—T =2 A AEHRETHLENRHY I, &4
BTG T, TRTCOARU MDD RT T 47 (Web ARy R l) ZiES
firepower-eventing f > % —7 = A4 AH{ERRLTE ¥, FEMIICOWTIEX, M &—T = A
ABAT Q=) | ZBRLTIZEWN,

AT A VAFVAIKI LT, TIANIDTRT A NEFER L WEAIE, 2T
FAUAFADY V=R Ta T A )LD 3T—=) o TCI Y —A T a7y
ANEBMLES,

AT F A VAR VADGE, BN T A VAR AT A A =L T BRI,
TAARAIBIELWT A —<v MIRDHIEHC X2V T 4 BV a— W=V ZHES)
LT 248N H Y £, [Security Modules] F 721 [Security Engine] % 34 L T,
[Reinitialize] 7 2> (&) 227V v LT, BHEOHRET A ZFHIBRENTH LWL
TNRAZAELTHAS VA M=V ENDTZD, a—INDT TV Ir— a3 VREITT Tk
PNET, FATATA VAR A A TTA UV AX L ATERIMZD EXITT, FIZ
AT A4 TA VAR AFFIRTHLERD Y ET, XA T A TA LV AZ L A aT )
A VAL AZHBICITT 2 Z LITXTEERA,

« ROEREHAELET,
s ZDTNAADA L H—T A A ID
CEHALH =Tz A AIPT RLRERYy NT—F =R
«S—hrU=ATPT FLR
« FMC R L 72 IP 7 F L A%> NAT ID
«DNS H— "D IP T FL %,

*FTDHRA Ma & KA AL 4

ATv 1 [T /A A (Logical Devices) ] Z 3R L £,
AT T2 [TNAZXDEM (AddDevice) | 27 Vv 7 L, IRONT A=K EFELET,
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. R4 > K7 0O Firepower Threat Defense 3B /N

Add Device 2
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense =7

Image Version: 6.4.0.42 M
Instance Type: Container i

Usage: O Standalone

| @ Before you add the first container instance, you must reinitialize the

b)

d)

security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

0K Cancel

TINAREZEZANTILET,

ZOARNE, v —Y A= NN PREFHERELIToTCA X —T oA A%HD Y THoHITfHE
HALET, ZNET7 7V r—va URETHEHIND T NA AL TEHY 8 A,

[Template] CiZ, [Cisco Firepower Threat Defense] % %R L & 7,

[Image Version] Z &N L F 7,

[Instance Type] & L C [Container] ¥ 7= (% [Native] Z ZR L £,

FAT AT AAEZ L AFEF 2T 4 TV 2 — TP DTNTDY Y —Z (CPU, RAM,
BLOT 4 AVEE) ZERT 720, AT AT ALVAZ LU AZTIDDIHA A N—)LTEET,
AVTFIA VAL UATIE, EXa VT4 BV 2= TP DY =20 Y Ty b EFATS
e, BEOaTFAVAR R EA VANV TEET,

[ 515 (Usage) 1 C. [A¥ > K7 a (Standalone) | A7 ay R¥ %27 Vv LET,
[OK] %727 U v 7 LET,

[Provisioning - device name] 7 A  RUMNKRINET,

RFw 73  [DataPorts] FHIEAEE L., TS RCEV L CTHAS L X —T oA ZAEZTNENT Y v 7 LET,

. O Firepower Threat Defense M #7731 X Firepower 4100/9300
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ATvT4

ATy TH

A4 > K7 B Firepower Threat Defense 0)3E/0 .

Overview Interfaces JEIILEINNISEY Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 [

- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethernet1/2
Ethernet1/3.2 T FTD - 6.4.0.42

Click to configure

Ethernet2/3

[Interfaces] ~— CTlx, LAANCANC LT —H T —4HA L X —T oA ADHEEIND YK THZ &
NTEET, BCFIMCOZNODA L Z—T oA AEAMILTHRELET, 2L, IPT RLAD
HELBENET,

ATFT A VAR AT EIIRKRI0DT —2IHEAL 2 —T A AEEINYTHIENTEET, £
o, BT —FHEHEA L H—T oA AL, BRRBEOa T FA L AZ L RAZEND YR THENTEE
+, F— g AL L H—T = A Al [Sharing] T A 2> (%) TRENET,

IN= R 2T NANRAFIEDER— MIRDOT A 2L TERREINET : &, FEDA L F—T A A E
Va—/LTIE. AvI7A By bV —T 2 AT LTOIN—RT =T A S AEEEE H T
xFET PMCERENA FE25H) . N~ KRy =T7 NA XL, EEHFICN T T4 v I DA T A
H—T 2 A AXTHETHRAVET D EEERLET, ZOMEIE, Y7 by =T i3 —RFU =7
EORERIIR Yy NT =P 2 R T 2720 TCEET, "~ RU =7 A NZAXT Ol DA
VHE—=T 2 A AL HEIV B THRTWRNWGS, SIVYTHRERNTHDL Z L2l T 585 A vE—
UNRERENET, N RU =T NARZEEEZEHT 0BT RN, =D v —T oA A%
BOYTHZENTEET,

HEFROTFT_SIA AT A arkzr Uy 7 LET,

AT — PR NI O TRELRETEXDEAT AT Ry I ANERINET, ZNHORETL., ¥iHhE
ABEH., 0374 2Z VBN YHATY, BEOEMATIE, #7775 —2 3 CCLIREDITL
NEDEEELTTEZET,

[General Information] ~— " C, RO FIEEFEITL E7,
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Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| sM1-ok | SM 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small w

Interface Information

Management Interface: Ethernetl/4 ¥
Management

Address Type: IPv4 only &7
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

@ Firepower Threat Defense D iR¥E 7 /34 X Firepower 4100/9300 I

a)  (Firepower 9300 ™57 [Security Module Selection] D F T, Z D@7 A RZEHTHEF 2V

b)

¢)

d)

f)
g)

TAEY2—NVEI7 VI LET,

AVTFTOLUAZATE, YY—ADTAT7AILERELET,

BCRRDV Y —=ATuT7ANEEVERTLHE, A RAZ AN m— RSN, KI5 93005Z
ERBHYET, MSLEINTNA TXATEV T 4 XTOHEEIC, BRDHFAADY Y —A T a7y
ANEEYBTEHEXIE, TRTCOAAROFA ZANRFELTHDHI A2 TELREITRLHHRELTL
ZEN,

[Management Interface] & 3R L £,

DA H =T A AL, GHET NS RAEEHTAEDIHASNET, ZOA X —T oA AT,
X —VEHR— NI L DT,

BHA ¥ —T = A AD [Address Type] & L C, [IPv4 only], [IPv6only], F72iZ [IPv4 and IPv6] % i3
WLET,
[Management IP] 7 R L 2 Z 5% & L £ 7,

DA E—T 2 A AD—EDIPT FLAERTELET,

2 RIT—H IR EITITLIA v AREEZATILET,
2YRI—O HF— b+, T FLVAEZASLET,

AT w76  [Settings] ¥ 7T, WOFNEEZFEITLET,

. O Firepower Threat Defense M #7731 X Firepower 4100/9300
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A4 > K7 B Firepower Threat Defense 0)3E/0 .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

a)

b)

¢)
d)

e)

Registration Key:
Confirm Registration Key: | esss
Password:

Confirm Password:

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes v
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed e
DNS Servers: 10.89.5.67|

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | fid2.cisco.com

Eventing Interface: v

E B FMC O [Firepower Management Center IP] 2 AJ) L E3, FMC O IP 7 R L AR Db RWGHE
X, 27 4=V REZEHDOEEIZ LT, [Firepower Management Center NAT ID] 7 1 —/L R{Z/XX
T =Xz A LET,

FIDSSHtE v 3a UM IXRR/N—k E—F, [Yes]. £720F [No] ZFFLET, =FZA/— |
F—=RTHE, BERMNI TNV 2a—T AV ZIZFID V= Vinb 7 7 EATEET,

ZDOF T arT[Yes| BiEIRTHE, SSHE Y a b aryTFh A VARV AZEBET 78 AT

Ha—PNRTF A= hE— FEBBETE £, [No] ZEINT 25 L, FXOSCLINDL a7 A v A
BT AT D= DORNTX A~ N E— REBBTEET, A AX A OSEE%
HRLTIZIE, [Nol Z1BIRT D 2 L2 BEID LET,

<=2 T VOFETRD bNT-HE. F£7-1% Cisco Technical Assistance Center 7> 5K Sz 354
Fr, THFAN— | E— FEfEH Li?—o ZOF— REMIFT 5I2iE. FID CLI T expert 2~ f\ %
EHLET,

Hr~XE)Y U A K& LT [Search Domains] # AJJ L £,
[Firewall Mode] C[Transparent], % 7-!% [Routed] Z 3R L £79°,

N—F v RE—RTiE, FIDIZ® Yy FU—J NDONL—Z Ry P R2ENET, Vv—T 4 7 %17
VKA VE—T oA AFRR DT Xy N REIZHY ET, Zhicxtl, NTZUVAXT LY N 77 A
7 74— %, [BumpInTheWire] £720% (AT VA 77 AT T —L] OXHIENETHLAY
277 AT UA—INTHY | R ESNTET A A~ —F Ky 7 LTI I EE A,

77’4’7‘72‘%11/ F— FIIOHRBEFICOARELE T, 7— A N7 v TORELFENT 25
B, ZOREFFEA SN EE A,

[DNS Servers] Z#71 o ~XGJW DY A ~& LTANLET,
7o & 21X, FMCOKR A N EHRET 584, FTDIXDNS #H L £,

FTD @ [Fully Qualified Hostname] Z AJ) L &7,
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B 7r15EU5 1 x70EM

g) BERREIZ FMC & 7 /34 A [ CTHA 3 5 [Registration Key] Z# AJJ L £,

ZOF—IZIE, 1~3TLFOEEDOT XA FLFINZERTE £3, FID 28§25 & &2, FMC
WZRIL*F—Z2 AN LET,

h) CLI 77 tAMH® FTD B2 — D [Password] Z AJ L £ 77,

i) Firepower A X2 h DE(E2M# 3% [Eventing Interface] 238K L £ 97, F8E L2WEGAIL, &HA
B —T A ANRFEHENET,

ZDA B —7 = A AL, Firepower-eventing f > ¥ —7 = A AL LTERRTIHLENRDHD £,

ATy 71 [FIHBK (Agreement) | ¥ 7 C, = K =2—%# J 4k A (EULA) #atA T, MELET,

ATv7T8 [OK] %7V LT, BEXATul Ry 7 ZA%HTET,

ATvF9 [Savel &7V v LET,
D=V FBELEY 7 T A=V ar s ra—RL, T S—valr A VAL RIS —
NARNT O TREEEEA L F—T 2 A ARELE T v aTDHI LT, BT A AZEALET, [
BT /31 X (Logical Devices) 12— T, #HLWHIET A ADAT — X AZMERLET, w7 A
A D [Status] 25 [online] & FRnEizb, TV r—rarTexa T4 R V—DREEFBTE
7

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

ATYT10 FID 2EFHMBT AL AL LTEML, %2074 R —0OREEZBHBEIT DT, FMC 207 4
Fal—Tary A REZRLTIEIN,

INA TRAZE) T4 RT7DENM
FTD/NA T XA TZE YT 4 (72— A ==L (I E9) 1%, FXOS TiER 77
=g HNTRESNET, 2L, M T_A T T 4 DY v — VBT DI, R
DFEZBRL T IEEN,
1R BHEIIZ

A TRATGENT 4 T2 VA —N—%RESND 2 O02=y M, ROFKM %
L TWHMERSH Y £7,
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ATy I

ATy T2
ATvT3

ATvT4

ATy TH

ng 7R156u5 ¢ ~7oemn |

cRCETFTLTHDZ L,

NATRATEY T 4 BT NS AR LAV H—T oA ANED B THRTND D
&o

AU —=T 2 ADEELZATRRECTHDHIE, N TATEYT L 2T
HENC, TR_XRTDOA v Z—T7 = A A% FXOS THANZF UREICTHZ &,

o & A P 1E Firepower 9300 DRI U4 A 7 DFE Y 2 — /L TOHY R — h S TWE T,
2EDY Y —VICEV 2= VERESEDLZENTEET, HExE, Frr—viZ
SM-36, SM-40, B L UNSM-44 ZFlETE £, SM-36 £ 2 — /L], SM-40EY =2 —/b
M, BELOSM-44 £ 2 — VRIZE ATHMEST ZERC& £7,

MDA TRATEY T 4 VAT ABEEIZOWNTIE, S O AT AR ABR L
TLTZEW,

BB T N ZIEBI O v — v BIZH HMEERH Y £3, Firepower 9300 DL ¥ — L NDNA T_A F
EU T IR ST, AR F SRR WATREE N H 0 T,
BIMBLT N AZ[A— DA A —T = AEID B TET,
Tx— V==V AT — NV I DFERIT220DT —H A X —T oA ZA&EDHTET,

INGDA L E =Tz A RX, 20OV % —VRMTNNA TXATFEVT 4 NI 740 7R LET, M
AENET 2= A== I AT — V72, 10GBOT —H4 A4 X —T A AZFEHTHZ
CEHRLET, OT7 2= A= R—BLWREDY 7 2 TE EIHEHAARERA X —T A R
NHIULX, WOV 7121, 1FEAEOHEENMLETT, 72— NA == T EIIAT—F U
VINWEBAATDA A =T oA AT AHZLIITEERA, AIURYy NU—7 7 20 N BTl
DTN, A% T 2= F =R H =T 2 AL LTHEATETIZ, Oy — VB TAS v T 2MHATHZ
LxBEIOLET,

AVTFA AR AR, THAA U H =T 2 A AL, T2V —RN— U 7 TEEYAR— &
NTWERA, BlA ¥ —7 A AF721% EtherChannel TY 7 A v Z—T7 = A ZA&/ER L, KA AH
ADYTA LB —T A ZAZENYETT, To—NF—"—U 7L LTHERTLZ 2B LET,
FUHHOT_XTOY TS =T 2 Af AT 2= F == 7 L LTHATHIMERNDH D Z &R
LTLEEN, AV TA v E—T A AT o=V —_"—=Y 7 L LTHERALT, thotrr o4 o %—
T A (FREBA L HX—T A R) ZEEOT =X A L H—T oA AL LTHHATIZ LixTasd
Puo

FRELT NA ATNNA TRATEUTEGMILET, Firepower Threat Defense D/ NA 7XA Z VT 1 %
ZRLTIIEEN,

A TRATEVT 42BN LR TA VF—T 2 AEERTHLEND D551, RINTAZ N
AREBTCETEFATL NS, T/ T 4 THBTEREZRZITLET,

O Firepower Threat Defense 327/ X Firepower 4100/9300 [Jj
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O Firepower Threat Defense D :H¥E 7 /3 X Firepower 4100/9300 I
. Firepower Threat Defense SRiIET /N1 ADA VA —T 24 ADER

Firepower Threat Defense F#¥E 7 /\ 1 ADA V3 —T 21 RADEE

FTD T A ZA TR, A v Z—T = A ZADEN Y Y TREN 0 Y TR, 1388, 2 —
T2 A ADBEWBZEITOZENTEET, TDH%, FMC TA v X —7 = A ARTEZF T
%i‘j‘o

LA X —T oA AZBIMLTZY, REHOA 2 —T7 4 ZA%HIFRLZY LTH, FID

DERENEZ DEBIIR/NBRTYT, 2720, X274 RV —THEHEINTWDA ¥ —
T oA AEHIRTHE, REITKEEZHEIET, A 0¥ —T A RL, TI7EA L—)1,
NAT. SSL., 7A T T 47 4 /b—s, VPN, DHCP % — 72 & FTD ORTIZEBITHLL D
b%ﬁﬁﬁﬁ%iﬁﬁéhﬂ\éT EMERHY FT, BXa2 VT4 V=V ESRT LR TR
BT ERA, o, BT N R EEH 2T, O FMC TORBZMLELETI, F
YU ToHhi EtherChannel DAUN—V T hRRETEET,

A Z =T 2 A A&HRTDE TDA U FZ—T7 A AZHEMT 5TV LREN T~ THI
PR ET,

1R BRI

WA U H—T 2 A ADETE (32 X—) B X OEtherChannel (ZK— k F¥ x/L) DA
m @3 R—=) [>T, A F—T7 A A%F%E L., EtherChannel BN L £,

e TTICEIY Y THNTWS A ' F—7 = A A% EtherChannel |Z3BN4 5121 (7= & 213
T4V ETETRTOA U H—T 2 A AR TAXIZEHVEToNET) . £T5 ff%T
INAANSA B —T 2 A4 ZADEY YT MR L. RIZ EtherChannel (24 > % —7 = A A
BN AMENRH Y F9, H LV EtherChannel D34, 5734 A|Z EtherChannel % |
BTHZENTEET,

BH A B —T = A AFE T2 Firepower A X2 § A ¥ —7 = A A% &8 EtherChannel (2
BEWZ DT, REIVYTOTFT—F A RN— A B =T 2 A AP EHL 1255
EtherChannel Z{Eft L. WEDOEHA ¥ —7 = A A% % @ EtherChannel [Z& X #1254
ERHDET, FIDRY 77— L (BHEHA L F—T oA AEELETLHEVT—FLET) |

FMC THEZRPAT 5 &, BIERED Y To) FHA ¥ —7 = A A EtherChannel

WZIBMMT&E £,

7T ALY 7 EITEA DS, FMC TREZ R AR, §_XChx=v k
TA U S —T =2 AZBMEZIFHIBRL TCWD Z E 2R LTSN, ROICAL—T
AP N, 2=y NCAUVE—T 2 A ABEE LTINS, SAX—[T 7T 47 2=v k
TEETLHZ 2RO LET, LA X —T = RAFEHREX T LIRETIEM

ENDIED, A H =Tz A AF=X ) T BERIFTI NI LICEBELTLES

AR

AT w71 Firepower Chassis Manager C., [Logical Devices] &34 L £,
AT9 T2 HFECHD R TA 2 %27V w7 LT, ZTOMmBET A ZAERELET,
AT w73 [DataPorts] fHI CTH LW\T —HF A L X —T oA A&BFR LT, TOA L HF—T A AZE Y Y TES,

FIEAUH—T oA ABHIRLRNTL EE0,
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ATy T4

ATy TH
ATvT6

Firepower Threat Defense SRIET /N1 ADA VB —T 14 ADER .

Data Ports =

Ethernetl/2

Ethernetl/s

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
KDL, BEA L E =Tz A AERIFANS DA U F—T =2 AGZBEEHRZET,

INHEDEATDA LB =T 2 ATIE, BEERGETDIET A AR T —FLET,

a) N—=VHRDTNNAATAarEr ) v s LET,

b) [—#% (General) | £721%[7 T A X 1E#H (Cluster Information) | ¥ 7T, FavF X URXNNLH
LW [EHA ¥ —7 x4 A (Management Interface) ] Z 38R L £,

c) [Settings] ¥ 7 C, Rry ¥ X5 H LU [Eventing Interface] 28R L £ 97,

d [OK]%27VUvyZ7 LET,

BHA L —T 2 A ADIPT FLUAZET L8451, Firepower Management Center C7 /34 AD P 7 R

VABLEFETHLENRSH Y £, [Devices] > [Device Management] > [Device/Cluster] & 58 L %9,

[Management] Il C, 7 — b A FTF v 7TRET RL AL —FHTHIIICIP T FLAZHRELET,

[PrfF (Save) 1227 U v 27 LET,

FMC TA V¥ —T A A%FEMLET,

a) FMClcua /A LET,

b) [T/V4 R (Devices) |>[T/ 1 REHE (Device Management) | DIEIZER L, FTD 731 ADFRET
Aay @) 27V v LEd, (A F—7 AR (Interfaces) | ¥ 7NT 7 4L h TEIRENET,

c) [M ¥ —7=xAA (Interfaces) | ¥ 7D LIZH D [T /34 AD[AEH (Sync Device) | R¥ %27V v
7 LET,

d) ZEIPBRHSNDLE, AV F—T oA AREDERINTZ L EZRTREONTFT =N X —T A
A (Interfaces) ] N—VIZFRKRINET, [Z7V v 7 LTiEMAEZR R (Click to knowmore) |V 27 %2
Uo7 LTA VA =T 2 ADEFNREFRLET,

e) AU —TxAA%HIRT D2 TEDHEIL, WA X =T A ANBH LA U F—T = A AT
BOA U F =T 2 ARELZFHTEHELET,

ELEA =T 2 A ZAZHIRL TW2RWO T, BFEOREZZRTEET, hWA ¥ —T A 2%
HIBR L CHGEZ B EIT LIRS, SHICRELXEET 28R H 0 £, BEETiE, dnwar 2 —7=
AATELEH SN TWDLT X TOGIBARRINET,

f) [EEORGEE (Validate Changes) | %27 Vv 7 L, A v Z—T A ANEBRINTHRY =0 EE L

TWHZ EafER LET,
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B 77— avoary—n~oms

ATy 717

ATvT8
ATvT9

TIT=NHLHEEIE. R —2EH LU THGECR LD LERH D £,

g) [Save] &7 VU v LET,
h) [EBE (Deploy) 1227 VU v L, BV Y TEF AL RRY —2 R LET, EREITIRY —F2EA
THETHENIRY £HA,

Firepower Chassis Manager . [7— 4 74— (DataPorts) [fHITT — % A ¥ —7 = A ADIRIN % kxR
L, ZOA v H—T oA ZADOEID B TEMRLET,

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

[Savel] 27 U v 27 LET,
FMC CA V4 —7 = A A% FERHI L ET,

T —300a0)—ILADESE

ATy

WOFEEZFER L, TV r—aroary— Il LET,

a2 — VR E T Telnet #5f 2H LC, £ =2 —/L CLIIZEER LET,

connect module slot number {console | telnet}

BEOEX2VT 4 FEVa—NEYR—FLRVT AL ZADEF2 VT 4 =0 DT 51213,
slot_ number & LC1 ZMHLET,

Telnet #56¢ 2 9~ 2 AU, BV 2 — VIZRARHZEEOE v v a Y ERETE, HEHEENELS 2D 2
(1: T‘a—o

1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

. O Firepower Threat Defense M #7731 X Firepower 4100/9300
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Firepower Threat Defense D HIET /1 R DEFE .

Firepower-modulel>

RATFYT2 TV r—arpay ) — IR LET,
connect ftd name
A VAR AL HFRRT HIZIE, ARSI TICavyry REANLET,
1 -

Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

[...]
>
ATFYT3 TV r—vary aryy—E KT LTFX0S EY 2—/L CLLICBEIL£7,
« FTD : exit & AJJ

ZF 9 T8 FXOS CLI DA — 53 LYY £,
AVY—IILERTLET,
a) ~&AT)
Telnet 7 7V r— 3 Y0 b Y 97,
b) Telnet 7 7V r—3a U EKTTHITIE, REATLET,

telnet>quit

Telnet vy 3 &8 TLET,
a) Ctrl],. X A}

Firepower Threat Defense D:RIET/\ 1 X DEE

HERE N—o3y i
FTD Firepower 4115, 4125, B LW 6.4.0 Firepower 4115, 4125, LU 4145 73
4145 BAINE LT,

GE)  FXO0S2.6.1.157 NLBEETT,

Firepower 9300 SM-40, SM-48, L 1*|6.4.0 300XV T 4 TV a—)b,
SM-56 D H 7R — K SM-40, SM-48, I X TFSM-56 3 A
SNELE,

GE)  FX0S2.6.1.157 BXLETH,
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hERE N—o3v i
ASA 3 L OVFTD % [ U Firepower 9300 | 6.4.0 ASA BELOFTD ##h7 /A A %[ U
OUDE D 2 — )L THAFE— h Firepower 9300 ECREBTE 2 X 512
D FE L,
(GE¥)  FX0S2.6.1.157 B E T,
EVa—NtXFa VT4 =D 640 INT, EVa—NEFXa )T x

WFNPDFTD 2T F A VAR
ATHOSSLN— KT 2T 77 E5L—
varyoYR—F

VO DWTRD AT A AR
VAWK LTSSL AN R =T T
I L—va ERENCTHIENT
XHEHchvFELE, tho=aTr
A VAR I LTSSLN— R =
TTIRTL—a VIEEGC 5T
WETR, XA T 4 T AV RE U RIT
AN > TWET,

BH/AEE SN FX0S 2wy R
config hwCrypto enable

ERINHEEITH Y /A,
(GE)  FXO0S2.6.1.157 NLBETI,
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Firepower 4100/9300 k- Firepower 6.3.0
Threat Defense D~ /L F A o A H L Ak

PN
AB
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. Firepower Threat Defense DRI 7 /1 R DEE

1315 N—o3y i

H—Dtxa 07 =P EITE
¥ a—/LIT, ZIE I Firepower Threat
Defense 27T F A VAZ U ABRDH D
B ORBT A AZRATEZ 5 L9
(2720 £ L1, DIENZ, BE—oxA
TAT TV r—var A RE
ADHERHTE L LT,

Tl B L H—T 2 A ADFER %
AREIZ T B 7=, FXOS TVLAN V7
A B =T A RAEER L, EEDOA
VAR AT A —T oA A St
BETHIENTEET, VY —AEH
TlX, BEA LV AF L ADNT p—<
AEREAE DA Z <A ATEET,

2HEDOEBDOY Y —v ETarTt A
VAR AR L CE ] A
TEET, 7I7RAZ Y 7 F Y HR—F
SNFEHA,

GE) <A F A AZ AR,
FEITRR Y ETH5. ASA
~)NVF arsrFFANE—F
WZElCnWET, v v F =
7 % A N &— FiZ Firepower
Threat Defense CIEAI ] T&
FH A,

HTR/ZE B S U7 [Firepower Management
Center] Hj A :
o [T/84 X (Devices) |>[T/31 R
E1 (Device Management) |> [#&
£ (Edit) | 7/ a2 >[4 03—
7 x4 A (Interfaces) | ¥ 7

HBL/ZE B S 3Lz [Firepower Chassis
Manager] [E|f :

* [Overview] > [Devices]

* [Interfaces] > [All Interfaces] >
[Add New| Kz v F X217 R
= =— > [Subinterface]

* [Interfaces] > [All Interfaces] >
[Type]
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* [Logical Devices] > [Add Device]

* [Platform Settings] > [Mac Pool]

* [Platform Settings] > [Resource
Profiles]

PH/ER S47- FX0S 2w K.
connect ftd name. connect module
telnet, create bootstrap-key
PERMIT_EXPERT MODE.
createresource-profile, create
subinterface. scope auto-macpool. set
cpu-core-count, set deploy-type. set
port-type data-sharing. set prefix. set
resource-profile-name. setvlan. scope
app-instance ftd name. show cgroups
container. show interface. show
mac-address, show subinterface. show

tech-support module app-instance. show
version

PR=PENDT Ty b7 r—4
Firepower 4100/9300
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HaE

N—o3ay

Ed 0]

Firepower 4100/9300 0> 2 & A 4 ill{#l U
VI DHAR <A RAFEIRIP T KL A

6.3.0

7 ALY > OF 7 40 kTR
127.2.0.0/16 %> N —7 BMEH I E
T, FXOS |27 T A X & BB+ D BRI
Xy NU—J HRETEDHEOITRY
FLlLi, y—ViE, v¥y—vIDB
LA my MID
(127.2.chassis_id.slot_id) (ZHDWT
K=y NDOTTAZFIEY 7 A
2 —T x4 AIPT KL A% BHEVERL
T, L. —#OFxry T —7 &
BACIX. 127.2.0.0/16 b T 7 4 v 713X
ATEFERHA, O, V—T v
7 (127.0.0.0/8) BLR~/LFF v 2
k (224.0.0.0/4) 7 KL A%BRE
FXOS |27 T AZHIHY 7 DI A H
L6 7Ry MEERTES LD IT
B ELE,

FTBL/ZS B S 37z [Firepower Chassis
Manager] [H|if] :

* [#®E T /31 X (Logical Devices) |
>[T/NA XDEM (Add
Device) | > [V T X2 1EHH
(Cluster Information) |>[CCL
Subnet IP] 7 4 —/L N

HHR/ZAET SN2 FX0S 22~ K set
cluster-control-link network

PR—FINDT Ty b T H—Ah
Firepower 4100/9300
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N—o3ay

Ed 0]

A v F— R TOF —# EtherChannel O
PR — bk

6.3.0

7 — 4 1 L7 — # $:5 EtherChannel
%7 27T 47 LACPE— RE i34
T RICRETEDL X IRV EL
77, MLDFEFE D EtherChannel 1%, 7 7
TAT E—ROHFR—FLTNE
7

FBl/Z8 B S 37z [Firepower Chassis
Manager] E|if] :

c[MVA—T AR
(Interfaces) |> [T RTHOA >
22— x4 R (All Interfaces) |>
[R— bk Fr RILOMRE (EditPort
Channel) |>[E— F (Mode) |

BB/ Sz FX0S =2~ R : set
port-channel-mode
PR—bESNDT Ty b7+ —Db:
Firepower 4100/9300

FIDA V74 &y N TD
EtherChannel @ 7R — k

6.2.0

FTD A > Z A » & kT Etherchannel
EEHTEL L9 E LT,

YR—FSNLT Ty b TH—Dh
Firepower 4100/9300

6 ODFTDEY 2 — /LD v — R
FAEY T

6.2.0

FIDOY v —V 7 T A% Y v 7 %A
L TEET, MRK6ODY v —UIT
BRK6ODDES 2 — N EEh5H I LN
TEET,

HIH/ZE B X 7= [Firepower Chassis
Manager] B[ :

s FREBT/NA X (Logical
Devices) |> [{ERk
(Configuration) |

YPR—bPSNDT Ty FTH—L
Firepower 4100/9300
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HaE

N—o3ay

Ed 0]

PR—=bAGERY NV =7 EV 2—b
(\Zxt9° % Firepower 4100/9300 TD/~—
Ko =7 NANRA PR—k

6.1.0

IN= R 2 T S AL, BRI B
FIAITINA L TA A F—T =
A AT M THAET D Z L AR L
9, ZOWREIZ, Y7 MU =T £
lFN— Y = 7 IEEORAERIIR v b
U — 7 R DT DI T
E3r RN

UV S

* [Devices] > [Device Management] >
[Interfaces] > [Edit Physical
Interface]

PR=—PENDT Ty b7 —4
Firepower 4100/9300

FIDOA T4y N Uo7 X
7 — MEEYH— b

6.1.0

FID7 7V —varTA T4
vy MEREL, V7 AT — MeiE
EEMNCTDHE, FIDIIA T4 >
Ty N AUNR—T T EFXOS ¥y —
VICEELET, V7 AT — Mz
WZE0, A4ty b H—
T A AD | OBMELE LERA.
r—UFE AT A E—T =
AAXRTDL2EFEHDA VH—T A R
HHBIIEIELET,

B S 72 FXOS =2 > K : show
fault |grep link-down, show interface
detail

PR—FEINDT Ty b T H—h
Firepower 4100/9300
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Firepower Threat Defense D HIET /1 R DEFE .

N—o3ay

Ed 0]

Firepower 9300 @ FTD TO ¥ ¥ — W
JIGABEY T HR— |

6.0.1

Firepower 9300 73 FTD 7 'V r— =3
PO —INI TR T EY
R=FT2L0IRVELL,

HTIR/ZE T I 7= [Firepower Chassis
Manager] B[ :

s RET/N1M4 X (Logical
Devices) |> [fERk
(Configuration) |

FB/ZE T I T2 FX0S 2+ 2 R : enter
mgmt-bootstrap ftd, enter bootstrap-key
FIREPOWER_MANAGER _IP, enter
bootstrap-key FIREWALL_MODE,
enter bootstrap-key-secret
REGISTRATION_KEY, enter
bootstrap-key-secret PASSWORD, enter
bootstrap-key FQDN, enter
bootstrap-key DNS_SERVERS, enter
bootstrap-key SEARCH_DOMAINS,
enter ipv4 firepower, enter ipv6
firepower, set value, set gateway, set ip,
accept-license-agreement

PR—=FINDT Ty b TH—Db:
Firepower 4100/9300
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