TAToTA4T4 R)O—DERELD

=g

WO YT T, TAT T AT A N—NETAT T 4T 4 RY —OVERR L& EB
FIEIZOW T L E 9,

cTATFUT AT 4 RY—IZHONT (1 4—)

CTATUT AT A N—VOIER 23—2)

CTATT AT 4 R =K (73—2)

CTATFTUT AT 4 = LOEE (8 2—)

TAT VT AT 4 R)—DFH (92—)

TATOoTA4T47R)—IZDUNT

TATT AT A RV —IE, TAT T AT 4 V= ANEGENET, TAT T 474
N—TlE, FT7 742270y b, LILVABIORFAELIR OSv v TR8GE. 7277 1 77
b, ECITREREZR L) L BHEA T £,

IO ME Y7 ORBZICHEHESINTWEENERE, AT TFTEDOLLLLEESFE, 74
TUT AT 4 =V TRITIENIRET HDLENH Y 7,

o [ AT L (System) |> [#i& (Integration) |>[LJLL (Realms) | CT AT T 47 4
AU —HNDOLNVLERELET, MOV TE, LIV ADIEREZRL T E &,

N VTRIADT AT T 4T 4 V—ATHDHa—H =— = | & ISE/NSE-PIC IL,
[ AT L (System) ]|>[#i4 (Integration) |>[7 A4 T>T 4 T4 Y—A (Identity
Sources) | CRRE L 9, FEMICHOWTIE, 2—VHIHO-HD2—F =— = RO
TER L O — VI ISE/ISE-PIC O EE B L T E &V,

Ny VTIEDT AT T AT 4 ) —ATHDHTST—T = MIDWTIX, Firepower
AT LADHNTHERELET, stz >WTIL. [ Cisco Terminal Services (TS) Agent Guidel] %
ZRLTLLIEEN,

FAToT474 RUL—0EmkELUER |
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TATUT4T74 RYUS—OEEBLUVEE |
B 7751 —rokm

T IT A TRIAEDT AT T AT 4 V—ATHIEIXNYTT 4T R—=FZMIZONTIL, 7T
AT T 474 R —HNTHRELET, O NTIE, 2—HFHIEOZODx v 7
T AT R—=HNVOREFIEESRLTLIEIN,

e UE— KT Z7EAVPNARY > —NTIL,
AUE—FNT 7 EAVPN ZHRELET,
EBEBLTLIEEN,

TIT AT RRBIETAT T AT 4 V—ATH
FEHZOWTIL, UE— bk 77 & A VPN i

BM—DT AT T 4T 4 R =B BOTAT T 4T 4 —ILZBMLIZHE, L—LD
BEFZROET, VAT LE, V= VEGORIETENBIEZ, V—NE T 7 47 EREA
LET, "7 4 v IN—TARVIOIL—ILINED T T 4 v J ZU0ES 50—/ T,

12U EDTAT T 4T 4 RV —2BRELIEE. 1 OOT AT T4 T4 R)—%T 7
A o b= R —ICEEMTAVNENBYET, XYy NI DT T 4 v TINT
ATUT AT A N—NDORE T DHE, VAT AINT 7 4 w7 ZIEESRIZ LV AL
BT, IESNETAT T4 T4 V—RAEFEAL TN 74 v 7 Oa—FERIFLFE
TO

TATUT AT 4 RV —5FHELBRNWGSE, VAT AI2—VPREEZETLETA,

TATUT4T4 R —DERICET 5H6I5
ROTRTCICHELGTDHE, TAT T AT 4 R —3IMEDH Y £H A,
«ISEASE-PIC 7 AT T 47 4 V—AZMPTEET,
TR A A=K =D —FEIIIN—T I LA,

TR arru— LR =X VT4 SA—T &7 (SGT) &ML ET,
HIZoWTIX, TISESGT & 4 A% I SGT — V&b bl | 5B LTL F &0,

i

EErEYY
TAF YT 4T 4 K = ORE ik

TATUTA4 T4 IIL—ILOERK

ARX—h 54t (RHEDSA VR | B R—LEZNET | R—LrEhBF | 7O LR
DS INA R AU
a4 Control WAy (Any) | W3ALD> (Any) | Administrator,

Access Admin,
Network Admin

TATUT AT A V= VOREAT > a VBT LFHMCONTEL, TAT 2T 47 1 b—
LTl (B et) BB S,

RATw 1 F72 Firepower Management Center |22 7 A > L CWRWEEIEL, v/ A LET,

B 777474 RUL—DERBLUVER
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| 74707474 RUL—OERS L UVEE

ATy T2
ATvT3

ATv74
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9
ATv 710

ATFvIN
ATy 12

ATy 713
ATy 714

ATv 715

FATUTATAIL—ILT4—ILE .

[Policies] > [Access Control] > [Identity] 227 U v 7 L£7,

TATUT AT A4 V—IVOBINELERDTAT T 4T 4 R —ORIZH D [k (edit) | &) %
7V w7 LET,

ROVIZRRT A2y (%) BDRRINDIGE, REFTEMARAAL ITBLTEBY, REEZETE T HHE
B23H 0 8 A,

[L—/DEM (AddRule) 127V v 27 LET,

Laie AT LET,

=L BB TENE I NERELET,

%ﬁ@ﬁ?ﬁUKW%W%EMTéﬂﬁ\W%W%WW\mmw]fé%ﬁ%%ﬁbifo%LWﬁ?
Y ZBMNT 5L, (7 2V OEN (Add Category) 1 %7 U > 7 LET,

—EMNHL—L [77 v 3 (Action) | ZEIRL £7,

[LVAB I OEE (Realms & Settings) | ¥ 7 %227V v 7 LET,

[L/bs (Realms) | —EnH, TAT T AT A4 V—NDULVLERIRLET, BTAT T 474
=W LV B BT 2 BN H D T,

LV BB OME—DFISNE, ISE SGT @tk % 7 DBz il L Ca—V il &2 £ 585 T4, 20
Al ISEV—D UL AE K ﬁTéM?i%Uiﬁh ISE SGT @5 1x. B#ET 27 A4 77 4
T4 R —OFEINPDLTRY —TRETEET,

XX T T 4T R ENERET DL, 2—VHIEOZODOX v 7T 4 7 R—Z IVOREFEE SR
LTL7ZE0,

(ATvar) TAT T 4T 4 =R ZBINT 1203, V=& 2 A4 TE2BIRLTLTEEN,
[Ad] Z7 U v 7 LET,

RV =T 4 X T, V= VOMNEERELET, 7Yy 7 LTI v 7T, 23670 w7 A
Za—%FEAL Ty P T U R =R EFEITLET, —MT 1 00EFFRFiFonET, VAT
L, V= VB EORIETENBIEIZ, V=B T T4 T ERELET, T 740 v I NR—HTH
BRI D I—iX, %®F774/7%%@¢5w—wT¢ WE 2 N—VDIaFEfRETHIET, X v
NI—27 N7 4 v 7 OWERIZHE 2 ) V—ABRE S, v— DSV Ty a o EREETE ET,

[R7E (Save) | %7V v 7 LET,

TAT4IL—IL T4—ILFK
WDT7 4 —NVREMHERALT, TAT7T 474 —NERELET,
Enabled

DX TarvEBRBRTLE, TAT T4 T4 NI —DTAT T 4T 4 b—/LR
HINZVET, ZOF T a b OBBRERERTDE, TAT T 47 4 — VDRI
A= i

FAToT474 RUL—0EmkELUER |


fpmc-config-guide-v64_chapter102.pdf#nameddest=unique_2486
fpmc-config-guide-v64_chapter20.pdf#nameddest=unique_635

TATUT4T74 RYUS—OEEBLUVEE |

B 755 cn—n20—nr

Action

BELIE LAV AT =PI LTETTIRFED XA TEHfFRELET, T, [Ny

U7 FGE (Passive Authentication) ] (T 74/ R) | [T 277 4 7#FE (Active

Authentication) ], F 72X [RFEA L (No Authentication) 123V £, TAT T 4T+«

N—NDT 7 ard UTRIRT LA, BREFA, 3T AT 0T 47 4V —RA%5E
RICHET HLENH Y £,

S5, VPNDRBENZ > TV DS (D7 &b 1 DOEBXGT N A A THEINT
WHEA) L VE—RFTZ7EBAVPNE YL a VIZVPNICE > TT 7T 4 ZICERGES L E
T, oy aig—nTrvarEFEALET, DFEV, VPN RIFII/R> T
LY%aE, BIRLET 7 v a VZER2R<, TXTOE v 29 T VPN ID OHHIA 4]
I E T, HESNZLILAEIZVPNID BRAOh-> 284, ZHUIEREND T A
FUT AT 4 VAR ET, BRENTWTY, BINOF Yy ST 47 R—=Z LT
T4 TRRHIFEI TSN ER A,

VPNT AT T AT 4 V—=ARRONLRWEAIE, FBESNET 7 v a v iiit- T
Y ARFGITEINET, TAT T 47 4 AU —% VPN ZBREORIZHIRT 2 Z £1E T
XFEH A, VPNID DAL RWIEEIT, BRI N7 7 ¥ 3 UITiE> TLV—L v A
ENBTHTT,

N

SSLEENENDOBRE (DFEVT7 7R arba—L RY—IZSSLRY > —NEEh
RWGEE) L T T 4 T RO — IV 2 BINT D 0, 77747@%%®MH
N— L EHIBRT D & R E DL FE & T DB Snort 7 v ANH B S, —EEIC
TT4 I DA AR arypnhishEd, Zohlrdic k774/&mkm/7é
NHEMN, FNLUEA AT g UPMTONTICZITEINDSINE, ¥—7 v b T/ R
W NTT7 4y 7 BT HIEICE U TR Y £9, FEMIESnort® OFEENC LD N T
T4 OEEZBL TSN,

T T 4 TR —IVITIX [T 7 T« 7FGE (Active Authentication) | /b—/V 77 va v
WEENLTWD D, FIEX SV TFEEIE VPNID 2L TELWMEERI TV T4 TR
SE%{EA9 5 (Use active authentication if passive or VPN identity cannot be established) |
DRI 72 [78 > 7 F85E (Passive Authentication) | /V—/L 77 v a VNG ENTWVE
D

Firepower ¥ A7 LAD/X—V 3 U CHR— FESNDHNNy T BT 77 4 78t D
FHHCOWTR, 2= TAT T 4T 4 V= ACOWNTESRL TSN,

Realm

BEESNTETIL I VOETRBICRDZ—FNEGENDLIALL, TAT T 4T 4 L—
DLV L E LTERT AN, LIV LAEZTERICRET DLERDHY £7,

GE)

UEe—k 727%A VPN NEZT, BB T VPN #:3FIZ RADIUS —/N L —7 2 H L
TWAEEIT. 2O RADIUS H— N L —FIZBEEMT SN TWS LIV LAEZIRELTL
fiél/\o
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A\

FATUTATAIL—ILT4—ILE .

G¥)

[Kerberos] (F£721% [Kerberos] 47+ a v &9 5%41% [HTTP x 2> =— k (HTTP
Negotiate) 1) &, 7AT T 4T 4 /L—1LD [ uE7 o k=L (Authentication Protocol) ]
ELTERT 256, &IRT5 [V/I/A (Realm) 1%, Kerberos ¥ 77 4 7 iRh—Z )L T
JT 4 TIAEEFITTED L 91Z, [AD &= —H%4 (AD Join Username) ] & [AD &0
/XA — K (AD Join Password) ] %ﬁfﬁ LCRETHILENDY 7,

Ny TEEIXVPNID #HATELHWESIE,. 7O T« TREAEZFALETS,

IOFTvarEBIRTHE, Ny T EIL VPN GRIE T —HF 255 T 2 GEI
XX T T AT R=ENTIT 4 7TRAEHEH L C2—FRRIEEESNET, 24T =
VEBINTAIZE, TAT T AT A RIS —CHX ST 4T R—=FNV T 7T 4 TR
ERETDMERH Y 7,

ZOF T arEEHIT S E, VPNID Z#F- 2\ —F F 2133y O T EGE TR
T&7pna—HL, RB3 (Unknown) | E#kBISiET,

A TA—HZHANTELRWNGEIXERN ID/Z A F&E LTHEANT S (Identify as Special

Identities/Guest if authentication cannot identify user)

IDOFTvavERIRTDE, XX T T 4T R—=HIV T I T 4 TIRIETIRE S TRl
KL —FRTFARE L TRy N2 T 78 ATEET, Zhb0a—WZ
Firepower Management Console Tl —%4 (2—H 42 AD F 7213 LDAP Y — | IFEAE
T2%A) FE[7 AL (Guest) ] (2—VARARHDEE) TERINET, ZhbHD
a—HPDOULNLAEL, TAT T AT 4 V=L THRESNZLLLATYT, (F74/)LFT
WE. R L7-n A o oBuE 3 ETT, )

N—NT I arbk L T[T7T277 47 (Active Authentication) | (OF VY, F¥ 77 ¢
7 AR—ZNVRRGE) EREL TOVDHEILDHR, ZO7 4 —/V FRFRSNET,

n:L‘.\nEjI:I I‘ | }b

XY T T AT R—ENTIT 4 7B FITTDHOIMEAT 2 HETT, @I,
L2, LDAP, F7IZAD DX A S0k > TRV F9,

S b AU TR HTTP ZEARRRGE (BA) #fi a4 H L T2 — 25853 512
mﬂng(mmm%M]%%mbiTO1%ﬁ1777#®77¢w%@mﬁf/
TTo T T4 RUEFEHL TRy hU—2lcu /A4 LET,

EFEAEDWeb 77 UHIE, HITPER /A Vb7 LT o vy a5 F vy v ia
L, iy v a v BEA LT T R LRI —LAVRIZH LWy v a U EBGT
BEDICEFDIT LT v LR FERALET,

« NT LAN Manager (NTLM) #feafiH L Co2— 2 3FET 512 iNﬂM%@RLi
To ZOBRFIZAD LIV AZEEINT S L XICOAFEHTEETS, ﬂm&Mnmn—
PFOT I ITHFTRESNTWDLGEEG, 2—FIXEBNICr 71 o LET, ZmRHR
FAERRE SN TWRWES, 2—PFIIHBADT F U TT 740 b ORBFER Y 7T
T4 RUEEHL TRy hU—27IZr A4 U LET,

FAToT474 RUL—0EmkELUER |
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* Kerberos ##i 2l L C2— Y Z583E T 5855 1%, [Kerberos] Z 3R L £3°, Z Dk
L. % =7 LDAP (LDAPS) NAZhIC i,aoﬂ\’é*fw/\ 1%t LT AD L /LA AR
R DG EICOARARETT, BWRARFEIEN L —TF DT T U TRESN TN DY
A —FIEFEENICe 7 A v LET, BRMZRFEIENRE SN TV RN, 22—
FIXEEHOT T I CTT 74NV NORFER Yy 7T v 7 U4 FUEFHLTE Y b
U—rliza A4 LET,

N

G¥) BRI D [L/LL (Realm) ]I, Kerberos ¥ ¥ 77 7 R—H /L
TIT 4 TR FATT H 72012, [AD Bl —% 4 (AD Join
Username) |35 XUV [AD 17X A 7 — K (AD Join Password) | %
FEHLTRETHILERDHY 7,

GX)  Kerberos v 77 4 7°ﬂ‘\°—§/l/%¥ﬁﬁ_574’ TUT AT A J—
NWEERMLE D & LTEY ., DNSHERITREHFA TH LT
XX T T 4T IR—H TN ADGFER %%b%%x%(ﬂmm
ZERT D DNS = NE R ET HHENH Y £9, FQDN I
DNS OB ERHIIEE LIZA A M & —BTHHERH Y iv“o

ASA with FirePOWER Services 3 &2 U! Firepower Threat Defense 7 /3
A ADEE, FQDNIX, ¥ 77 4 7 HA—FZ VRS D L —
Ty RA B =Tz A ADIPT RL AR INDLERH Y
EJ AN

e X ¥ T 4 T IR—Z )L P — S EREREREIC HTTP FARZREE, Kerberos, F 721X NTLM
BN TE DX H129 5%, [HTTP * 2> — k (HTTP Negotiate) ] ZH&R L &
T, ZOXATILZAD LIV AZEIRT D L ZICOMEFATEET,

A\

GE) @ﬂ#é[%»A(h%ﬂ]ﬁ\MHP*ﬁvl%%(HWP
Negotiate) ] T Kerberos ¥ ¥ 77 4 7 IR—H )V T 7T 4 7T il %

HTIRT 572012, [ADZ=—H%4 (AD Join Username) ]33 &L N
[AD &1/ A U~ K (AD Join Password) ] ZffifH L TEXET H
ERH Y FT,

B 777474 RUL—DERBLUVER



| 74707474 RUL—OERS L UVEE
747071471 K o—0kr |

N

(GE)  [HTTP r= L =— |k (HTTP Negotiate) | ¥ ¥ /7 4 7 R —& /)L
EETTATAT T 4T 4 —LEERLLEY ELTEY,
DNS fERIIREF ~ THLGEIT. ¥¥ T T4 7 A—=F L TN
A ZADERERM KA A 4 (FQDN) % i3 5 DNS Y — 3% 3%
ETLHMNERDYET, ¥ 7T 4 7T R—=FNVIHEHT T34
ADFQDNIE, DNSDRRERFHIAS) LIZARA M & —H L TW5
VR H Y E7,

ASA with FirePOWER Services 7 /3 A D54, FQDN (X ASA
FirePOWER £ ¥ = —/L'?® FQDN T,

TPATUTAT4 R —DER

AT—k St |HEDTA VR | HK—FENET | HHK—FEhB R |75 12
~A 1A R HH AL U
E2 Control WAy (Any) |WFALA (Any) | Administrator,
Access Admin,
Network Admin
188 BRI

TATvT 4T 4 RV —F, 778X a2 =R o—DL IV ATLZ—FRLT L—T
EHATADICSLETT, LILADOEROBRIZIE S TI O EDO LIV AEIER L, BRI
L/\i‘a_o
WKDOTXCIZELTEIES., TATT AT 4 R —IIMEHY XA,

*ISEANSE-PIC TA T T 4T 4 V—AEfFHTEET,

T ®A arybua— L R —Da—FELIFTIA—FIHEHLE A,

T/ A aryiu— LR —DvX2 YT 4 FA—T X7 (SGT) ZFEHALET, 3
HIZHOWTIE, TISESGT & 51 A% I SGT V—/L e & Dk | 2L TLF &,

AT 71 Firepower Management Center (21 2 > L E T,

AT 72 [Policies] > [Access Control] > [Identity] %27 U >~ 7 L, [H LAY > — (NewPolicy) 127 Vv 7 L&
7

ATv 73 [4HE1 Name) |2 AN L, MBS LT[ (Description) 1 2 AL £,
RATYv T4 [fRTF (Save) 1227V v LET,

ATY TS RV ==V EBMTDIE, TAT T 47 4 L—ADIER Q=) THPEhTns X9
2, vy—oiE (AddRule) 1227 U 27 LET,

FAToT474 RUL—0EmkELUER |
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TATUT4T74 RYUS—OEEBLUVEE |
B 75 1—roem

ATV T6 =L BT IV EERT DI, [BT 2V DB (Add Category) 127 VU v 27 LET,

RATYT1 T T4 T R=FNDOT 7T 4 THRAEHET DIVE, 2—PFHEOTZD DX ¥ 77 4 7 R—=Z LD
EETHHEN TS LI, [T77 7 « 73GE (Active Authentication) | ¥ 7 %27 U v 7 LET,

ATy T8 [fR1F (Save) 1227 Vw7 LT, TATYT 474 BRI —%REFELET,

RDBRY

cBETH T BIMIOAF T a b BEETAHLN—NVE, TATT 47 4R —IZ
BIMLET (TAToT AT 4 A—LDER Q=) 25

HRELIZY YV —AA~DT VB ABEDO—FICHFEITT7a vy 73520, 20T A
FoF 4T 4 RV —%T 7R ary ha— R —ICBEMTET (77 & X4
~OMDORY > —DREHENT T 2 BR)

c RERFE 2 EHART A AR LET (RELEORMEZZR) .

FIER A LT-BA. 22—V T 70y a—T 4 0 7 %2BRLTLIEEN,
EELEY D
a—YHIEO NT TN =T 4 T

TATOoTA4T4 IL—ILDER

ARX—hk Z4t |[EERDFAEVR|YR—FENET |HHR—FENEF | 7O LR

VR INA A A

(E=N Control W2y (Any) | WIALAY (Any) | Administrator,
Access Admin,
Network Admin

AT w71 F72 Firepower Management Center (212 7 A > L TWaWEEX, vr A4 LET,

AT 72 [Policies] > [Access Control] > [Identity] %7 UV v 7 L7,

ATV T3 WETLIRI V—DORICHLWMET A 2> (&) 227V v 7 LET, ROVICERT A a3y (4) BFER
SINDHEE. RETFHEH AL B LTRY, REZEFTIHHERLIH Y FHA,

RTYTE TAT T AT A N—NVERET DX, MET A2 @) 22V, TATYT 474 HR) >—
DERL (7 =) OIS TERZITVET,

ATFYTS TAT T 4T 4 /1/~/1/>&¢JIJ[3?T%> X, HIBRT A= (8) 227V v 27 LET,

RTYT6 N—N 7 IV EERT DI, (7 TV OEM (Add Category) 1 %27V v 7 L, [0l & L—/L %51
LET,

ATvTT1 [HRTE (Save) | 227V v 7 LET,
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RDBERY

REAE AR LY, &RE

TATOoTAT4 R)O—DEE

ATy I
ATvT2
ATFv7T3
ATvT4
ATy TH

ATvT6

ATy T17

747774 KU —0EE [

EROREMAZZRLTIIZEV,

ARX—b 54t | RHEDSAELVR | B R—bEZNET |V HR—rShDF | 7IEX
S N R A
TE Control WD (Any) |32 (Any) | Administrator,

Access Admin,
Network Admin

NNTF RAAL VRBTIE, fETEDBUED FAA U TER SRR =N ERRENET,
Flo, METERWIEH FAAL TER SR Y P —bFRESNET, D FAA L TE
RENTERY =2 FRB L OHRET DI, ZDO FAAL TV EX LT,

Zr 7 A LTWRWERIE, n /A LET,
[Policies] > [Access Control] > [Identity] %27V v 7 LE79,

RY —ZHIBRT 5121, [HIFR (Delete) 1 (8) 27 U v 7 LET, =2 ha—/Lh
e, REIFEARAAL IR LTEY, REXEELETDHERLIH D A,

RN —ZMRET DI, AV —DMIch D [fak (Bdit) 1 &) 227Uy 7L, 74T T 474 R
U—DfE (71 _—2) OFBBICHE> TEEEZITVWET, ROVICERRT A 2 (4) BRRIND
e, REIFEA FAAL B LTERBY,, REXEETHHERIH D FHA,
RV v—%av—735lF, at—TAfar (ﬁJ) Vv LET,

RY =D U R— AR T 2120, BUEORY v— LAR— hOAEKORH
A=) 2rvor LT,

RN =% T 5 EICHONTIER, R —DHiEZ R LTI Z3 0,

F 72 Firepower Management Center

BRRINTND

WZESTLR— b T A a2

FATOTATA4 RI—DERS L VEE
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