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FSUAR—EEBELIURY KTV EOTY) TJOty
HOHE

N7V RAR—=FBBLXOR Yy hU—2EOT Y TakyPid, P7I T A T—Vary, Fxv
7 LRRGEE, TCP R X ONUDP £ v v a VORI ZEH T2 B2 LET, 77> bR
TV TatyPICEFESNDENC, Ny N T a—HiE Ny b sy X=X a— xS
V7t y R AL— L DAL T W 4 —~vy MIE#L, Ty h A~y F—
WO XX ERBFESEEZRHBLET, ATV ERILTY Yoy Hid, ~ry a7
a— RNL7z#%., o7 Faty iy NEFEETDHRENT, A2 T4 CRERZ R b
T74 v EERILLET,

BAN—IWVEZEZN—NVDEIEN T Faty OBz B E 7585, *v NV —2 %
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S URR—K Ry D=7 0wy OFHETE

KU AR—=NFy bT—27 7V 7 a0 EREIL. 778A a2 ha—L KD r—
ZRETLITRTORY hU—2 V' —r VLANIZZ e — VL IZEAESET, 2hboiE
MIRREX., 2y NT—I BRI —TTERL 778 RAar ra—LKRY —TRELET,

TSNS VIAN Ay & —

M UHE CRARD FAICHNA N T 74 v VD VLAN ¥ IR e r e, VI 749700 7T
T TN VDB A 5.2 AN F9, 2 & zE. UTOK T, [ U4k
DKNF7 4w 7% VLANA T#EF L, VLANB TZ{ETEXET,

| @
Client —~ Router ML?:figzd
.

BTN hEEL AT 5720, VLANSy X —Z S5 L) ICV AT AERETE
£

J7 2264

\)

Gx) DA T a ik, ASA FirePOWER Tl AR — b ENFEHA,

BAREZEIL—ILTOT7I T4 ITE

BEIENL— T, V—VIRREEN[Fr vy 7L TA Ry &4 T 25 (Drop and Generate Events) ]
J&ﬁ?éﬂt{x]\/l/»—ﬂ/it IFV Tty —L T, £ T7A4 VEBRTIE, VAT A
TCP L7213 UDP BEFEN — /VITISET 72D, NV A—L7e"ry b Rey 7L, Z0ON
Ty "B ENT -ty vavET Ry LET,

Evhk UDPTF—4 APU—AF—RICEy Y ar bWOBETIIEBESRRW D, AR —AF
V7uatvy I 7 ebIP T — 2 7T L~y X —DEF I ESEDIP T RLA 74—
REUDP~y ¥ —DR—F 74—V REFEHLTTZ7e—0Fm%zHBIL, UDPtya %
AL E T,

MEDH 53 MLk > TTCP £721X UDP BEFE L — )L B U H— S =H e, 128k
DT 7T 4 TIEZFMEL T, XV IEMHENOHRIIC TCP 856t £ 721X UDPJZ v a v L
DEICVATLAERETDHIENTEET, 77T 4 7B, V—T v RERBIONT
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VART Lo MEREGA T A VEBTHENTE S, T2 T 4 TINEIE. Ny TR
WZIE L TR0y, 23— S TnEdi,
TIT 4 DISEERET DI, WOFIEEZFEITLET,

* TCP £721XUDP (resp¥—7— RD&H) DRAN—NVEZAERETLIZER L LT, BAL—
Lo~y A—TFa halEBR LT EE N,

cBANL—VIT react F—U— RE/(Tresp F—UV— FZBIMLES, 777 1 TIHED
FoU— REBRLTEE,

« MBS U T, TCPHESR DY A 1E, RETDBMOT 77 4 TINEDRKEE, 77T«
TINEDOBNCFHET B AERELET, TV AR—NMNEXy hU—2 T T atyd
OFEA T2y B_—=Y) O 7O T4 TREDRKE (Maximum Active
Responses) | B LU [R/NSERME ()  (Minimum Response Seconds) | Z#Z M L T
<TEEY,

TITATEL, —BTD T T4 v I BREFEL—LE N A= LTHERA L XIS, K
DEIC, EONTT 4y EIB—ALET,

*TCP: NUT—%EH LTy NEREEL, 2 I7AT N —lHEDONT T 47
(ZTCP Ut k (RST) »~7 v &AL ET,

«UDP : v 3 U OMilGIZ ICMP 2iERRE AT v MEEELET,

FSURAR— KRy bO—5 ) TJOySOERA T a3y

BB OBIEFIC VLAN Ny 4 —% #1459 5 (Ignore the VLAN header when tracking connections)

T 7 4 v 7 OFAIRFIZ VLAN ~y X —ZHT 50, TNELBETH20E2HBELET,
WD X I E9,
c IDF T a U EEINT DL, VLANNy A —NEH I E T, ZORTEIL. B2 HA
WZBENITA N T 7 4 w7 TR UEHRICOW TR D VLAN ¥ 7 2+ 2 et d 5
JEBHE AT A AEH L £,
c IDA T a rEEINCTDHE, VLANSY X —NEBINET, TOREIL. Bedh
FICRBENITA NT 7 4 v 7 TR DRI OW TR D VLAN &% 7 2/ H L7 W EB &
TNA AFEHLET,

(GE) ZDOF T a iE, ASA FirePOWER CTidHAR— F S TWEHA,

79T 14 TIEEDRAKE (Maximum Active Responses)

TCPHR DT DT 7T 4 TISEDRREZIRE LET, 777 4 7B S8k T
SDHIZNT T4y 7 RFAEL, BIOT 7T 4 7IEZEE L THE HNeERE (Minimum
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B s oxf—try k-9 7y Tnt vy omBEE OB

ResponseSeconds) |#iHX 5 N7 7 4 v 7 NRE LG, VAT MIRE S Vo i R EICE
THET, MOT7 77 4 TIEEEEFELET, 0Z%ET H L. resp 72l react/L— /LT Lo
ThIT=ENDBINMDOT 7T 4 TISEPNENZ 20 £4, RABEFEL—LTOT 7T 4 7S
B Q2R=Y) BIOT VT4 TIEEOF—U— FEBRL TN,

FU A —ENTresp £l react L— UL, ZOF T a VOBREICERRL, T T 4 TG
BaPIAT D2 EICERLTLIEE N,

R/MCERRE ()

KT 77 4 7IE%$. (Maximum Active Responses) | IZEET HE T, VAT LARNT 7T 47
JEE A BRMG LT Bt CRAELTCBIND N7 7 4 v 7K LTRDT 77 4 TIsE sk ZET 5%
TS DR 2 F8E L £,

(Minimum Response Seconds)

S TN a—TFTa29F T3y £y a&T7OX S LELME (Troubleshooting Options:
Session Termination Logging Threshold)

FE

[Eyvar#krTax 7 LEVME (Session Termination Logging Threshold) ]i&, #7R— K
MOFRINBVRD AL L RN TSZENY,

NI TNY 2—T 4 T OEEETI, ER OB EE L LEWVEZBEATZGEICA v i—
VERSEFTDOEICTVAT AERETH I EEVAR— I DKEINAHBARHY ET, 20
G T a VOREEERTDHENRNTH—< L R IBETLHOT, LTV R—FOTA X AT
BE-TEITLTLIZEW,

ZOFTa I, alsiz
L. AvbE—UNRNEEDONAL N2z -5

EEINDIA v E—VONRA MEERELET, By a BT
BT, v RIS nEd,

GE)  EBRIZ1GB TR, BEXMNET NA ATA R —AABO7-DIZEH VB THRDE AT O&E
L > THHIESNET,
EErEYY
TIT A TIEDF—T—FK
— [o] O O E‘ E ] >
FSURKR—KFRy b= J)TOySOFHMERTEDER
AX—h 54t (RHEDSAELVR|BR—bEZNET | R—LSnBF |7V LR
VR INA REL AA U
Threat Protection WAy (Any) | WU (Any) | Admin/Access
Admin/Network
Admin
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| FSURR—rEELURY FI—YETY TREYY
Fryyoyugi [

ART9T1 7R arbr— R — x5 4 X T, (6 (Advanced) 1 ¥ 7 %27V 7 LET,

ATV T2 [FTFTUVAR—=N Ay hT—2 LA YEE (Transport/Network Layer Settings) ] &7 > 2 > ORI H 2 sk
TAay @) 270y 7 LET,

ATYT3 NIV a—T a7 AT varikyrar&Troax 7 LEVHE (Session Termination Logging
Threshold) | #BR&, FN TV AR— K Fy hI—2 TV TakyHoOitiArvar 3—) Ot
HIcft->TATva v EERELET,

G [BD N7 v ¥ JEHIVLAN ~ v ¥ —Z 4l (Ignore the VLAN header when tracking connectons) ]
F 7 a v iE, ASA FirePOWER ¥ = — /L CIIEH TE £ A,

FE [Eyvar&Torxr 27 LEVME (Session Termination Logging Threshold) ]1&, HA— k25
DIETRIBIRNR D ZBEH L2 TL7EE 0,

ATy T4 [OK] %27V v 7 LET,

RDZARY
MBS U T, 77k RA arvbra—L R o—DORECHIFIE-> TEHIZRY v—%
HELET,

RELARZRMALET, RELEORMAEZZRLTIZEN,

F v Y LWL

VAT AL, bbb Tue han b\ vOF =y I AERIET H I & T, 1P, TCP, UDP,
BLOICMPIZ LD ET — 2 RRBICZEINTND I AR TEET, SHICHEARWZ
LU, N7y RBHREFIZE S A SNTED, o TEEINZY LTWRNT & LR T
TFET, TP AEFTAITY RALEFEHALT, 7y hTOTa haLoEEEERREL
FT, VAT ADRKIGORA R TRy MZESRAENMEEHEL, TR TF oy 7 AL
R THNIL, 2Oy MIEBEINTW e I ET,

F v IV LAOREEZENTDEE, Xy NIT—ITNA TVl va VIRBIZE L INDER
NHVET, VAT AL, F= v 7P EREEA XY FEAR LN EIZERLTLLEEN,
AVTAVRERTEH, Xy bOF =2 7B LARELLBRWGE, 207y vE R v 7T
HEDCVAT AERETEET,
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WOAT v a0k, Wb, Ny TEBEZIEA VT A VBT [HA%) (Enabled) | E£72
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RETDHZELTEET,
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« ICMP F v %7t/ (ICMP Checksums)
«IP F v YL (IP Checksums)
«TCP F = v %YL (TCP Checksums)

« UDP ¥ = v %7 % .. (UDP Checksums)

BTy e Re T2, A7 varE[Rue v (Drop) [WKERET D72 TR,

BEHEAHT O TWD Ry NT—T AR —D [4 > F A2 F— K (Inline Mode) 1 ZHZN
WL, MERIZT NA AR TA L TRBAESNDLIICTAMNENRHY £7°,
Ny VTRRERIZY v T E— RTOA T4 VERT, 2607 va vz [ Fay
(Drop) JIZREET 5 Z &%, [£%) (Enabled) | ICRET LD L LT,
TRTCOF =y 7V LRREA T > 3 0%, T 740 E T, [A%) (Enabled) 112725 CTWVET,
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Threat Protection WP (Any) |3y (Any) | Admin/Intrusion

ATy T

ATvT2

ATv73
ATy T4

ATy TH
ATvT6

Admin

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= |d[Policies] > [Access Control] > [Intrusion],
K IZ [Network Analysis Policy] 2 5241 L £ 7,

Gx) HAB N a—Fa— i, 22U A RENTWBRFIDNRNA~DT 7 AHIERH D%5EE 1T
DEADONRZEFHL TR =27 7 A LET,

WET IR v —DRRICHAIRET A2 @) 27Uy 7 LET,

ROVICRRT A3y (8) BERINDGH. RETEERNAL B LTEBY, REZEET DHER
B EH A,

FTES = a v SRRV T [ERE (Settings) 15227 Y v 7 LET,

[NV AR—=FNE/*y NUV—2 @07 vt Y (Transport/Network Layer Preprocessors) | D FiZdh 5 [F =
7 B L O (Checksum Verification) ] 2SN 72 > TV A4, [A%) (Enabled) 1227V v 7 LE T,
[F= v 7B LDOMEE (Checksum Verification) ] DRIIZH DIRET A 2> @) 27V v 27 LET,

Fxy 7P LHEE (5 X—) OB TEH T v a v 2ERLET,
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AT T BBEOR) —fEERIZZDORY =TT BB 2 RFT DI, [RYU —1F# (Policy Information) ]
7 Vw7 LT, [ER%ZMHTE (CommitChanges) | %7 V> 7 LET,

EEAREETICHRY S — 2 20E T LEBAE. BIOE) S —2ET 2 L. REOREHRICF v v
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A4 ERIET) oy
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GE) YRATALCTKI 74w Il BEEZDI0F, V=T R, AL v F K, EFLEF T AT
VUM A E =Tz AZBWVEA L TA L A E—T = A AT 2R LT, BT 5%
TE & EEE R T S A AR T DM ERH Y £7,

IPv4, IPv6, ICMPv4, ICMPv6, TCP N7 7 ¢ v 7 ZEEICHAGOE TESbLEZIEETE %
T, ITEAEDIEHRIX., X7y NEALTITOI., 44 VIEHILT) Vet yHick-T
WEENET, 72770, TCPA M) —A 7Y 7FatvHid, TCPSA n— ROERLEETe,
FEAEDIRRERE 7 v FB XA N —ADIES{LEZQEE L £,

A T4 VIERURIE, Xy F T a =Xk 5T a - ROERIThbAET, Z0% T, Hlo
7V 7ty IS K DNEMMTONET, BRI, 7y MEOWNED B AMBA~D T TIT
PhET,

A TAVIEERIET ) Tt v i34 XU P ERERLEEA, A TA4 VIERIET Y Tty
FORENT, A T4 VROHOT Y 7ty B LUOL— Lz P THTEL K91
Ny NEEETHZETY, £, VAT APWET Ly R, Ry hU—7 EOFRA
FCRELIEATy FERILTHDL LT OERGH D 7,

GE) AV IAVRBETIE, 4174 F—REFML, [TCP A a— ROIEHI (Normalize
TCPPayload) |47 v aaHMMILT, A IV ERULT Y 7tV 2RETHI L%
BEIOLES, Ny vTRATIE., 7T T 4T T T s A NVOEHEENT 52 L 2RI
LET,
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1

EELE YD
A TAVEBANTOT ) Tat oI ANT T4 v 7 DOER
TETTF 4T TaT7 7 A NI ONT

VA VEREF T a Y

&/NTTL (Minimum TTL)
[TTL DY+t v b (Reset TTL) | R Z DA T g ACHET AU EOEICRE STV DS
By ZOF TV a AFLLFEEELET,

« [IPv4 D IEHE (Normalize IPv4) 1AM S TWAEA L. [IPv4 15%¢ rlRERER (TTL)
(IPv4 Time to Live (TTL)) | 7 4 —/v ROH/NFRME, TTL O3 v MEDS Z OfE % FA
5846, [TTLO Yty b (Reset TTL) | IZERE SN2l B LS E T,

« [Normalize IPv6] 23 AT EAL TV S E 11X, [IPv6 Hop Limit] 7 4 —/V KD F/NTFAE,
By 7 Uy bOERZOMEE TIEI 535G, [Reset TTL] IZEXE S AV EIZ ER UL S 4L E
‘j‘o

DT 4=V RBREADEE. VAT AIMEN 1 THAHEETELET,

GE) FIDA—T v RBIOVIIZ VAT LU b A H—T x4 ZADEA, [/ TTL (Minimum
TTL) | BL O [TTIL DVt > b (Reset TTL) |47 v a IR S E 7, B0 K TTL
MO/ O TTLIZ L > THRELE T, %/ 7 v O TTLIXHETE £33, e
FTZELIETEFEFRA, VAT AL, TTL 2F 08GO OR/NTTLICV By P LET, =
AU XKD, TTL FIRER AL L £,

Ny MESALD [7a k3l o~y X—BE O/ (Detect Protocol Header Anomalies) ] 4~
TaryPAIRo TV AGE. TAa—F = AT AV TROL—1LVEFNIZLT, 20
FTa T AR RNEAERL, AT VBT, BNy PR Rey T LE
T, EATHIZENTEET,

cHREDER/IMEZ TE D TTL R E SN IPvd 7y RSN AIC NI A—1%
Wi, —L 116:428 ZHMZ L ET,

AR MEE FEB R Y 7 U Ly bRRE S V6 /34 bR S =B ALC b
U —F 521, —1 116270 G L ET,

TILOYJtw + (ResetTTL)

[H/NTTL (Minimum TTL) ] OELL EOEEZRE L7cHa. LD 7 —/v RBEFbI L E
R

* [IPv4 OIEHL (Normalize IPv4) | B3ANZ I TV HEA X, [IPV4 TTL] 7 4 —/L R

* [Normalize IPv6] 23 B 20 ATV 541X, [IPv6 Hop Limit] 7 ¢ —/L N
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| F5ozK—

FEELURY CI—VET) TRty

154 vEEr Ty ||

237 MED [/ TTL (Minimum TTL) ] % FE %35 VAT LI Ny O TTL £720%
$y79iy%@ﬁ%:@ﬁfyaymﬁbf&ﬁéntﬁ IERLT, Ny MEEHEL
T, TOT7 44—V RELEHOEFIZT DI, 0 IRET D0, 7201 [/ TTL (Minimum
TTL) | RWEOMEICHET D L, ZOF T v a 3z £,

IPvd D IE#R1E (Normalize IPv4)

IPv4d 57 4 v 7 DEFIEADINCLEST, AT AL, UTOHEAICHMEZS U T TTL
74—V REIEHILLET,

s IDF T a U RNEMMII o TNT, EHIT,
«[TTL ®V &~ b (Reset TTL) ]IZR%E SNT-MEIZ X > T TTL O IEFUERF I8 > TV
%)O
COF T arEENCT AL, BINOIPVA AT a o EENCT AL TEET,
TOF T arEANCTDLE, VAT AL TOEAD IPv4 EHALE EIT L £,
BRSO — REFONR Ty b, P~V A —ICHRESINTZT 47T LARETUNE
TFEJ,

« [Differentiated Services (DS)] 7 4 —/v K (IHFF [Type of Service (TOS)] 7 4 —/V' K) %#7 J
7 I_/ i ‘é‘o

T RTCOATvar ATy el ([HfE72 L (No Operation) ]) IZEE L £,

IDOF T g U NIFIDA—T Yy RA LV EZ—T 2 A AE N T UVAXT L M A —T oA A
TRERINET, FIDT A AL, =Ty RAUVE—T oA AELIF N T AT L
NAYH—=T A AD)N—7 v KT Z— bk, EndofOptions List (EOOL) , AL — 37
L (NOP) A7 v a PUANDIP AT araEGiTODETXTORSVP X ry ha Ry
LET,

755 A2 FEIEEY FDOIEFRIE (Normalize Don't Fragment Bit)

[IPv4 Flags] L 7 4 — /L KOBE—E > k@ [Don’t Fragment] 77 4 —/L &7 U7 L%
T ZOF T arEENITLHE, XUV ARNI—LONL—2P33ry e Ra v 73514,
DOIC, BN C Ty 8&T7 T 7 A METEET, £, 20T a AT
HZ LT, RuyFEns /"7y MaBIER L TR Y v—%2EET 28 8202 86T
EFET, ZOF TV a UEERT HIZ1E, [Normalize IPv4] ZHF NI T DXLE R H Y £37,

Normalize Reserved Bit

[IPv4 Flags] "L 7 4 —/V ROBE—E > h® [Reserved]| V77 4 —/L &7 VT LET, #
WL, ZOF T arEAMNILET, ZOF TV a BT 521X, [Normalize IPv4] %
AT 20E R H Y £,

FSURKR—rEBELURY FT—2ET) Totvy |



FSURR—FBEEURY FO—V BT Tty |
B os5ommerroay

TOS Ev FDIE#RIE (Normalize TOS Bit)

131 hOZERE—E A (DS) 74—/ R (IH 1477 —E & (ToS) 74—/ K] )
VT LET, ZOF TV ar2BRT 5120, [IPv4 OIEH L (Normalize IPv4) | & H%h
T 2DMERDH Y £,

Normalize Excess Payload

W72~ 0— RE2HEO 7y b, IPRHLUICEESNEZT =272 LA T2 (I8
ZIX, A=Y x>y ) ARHLEZEFLEESICETCUVECES, 27-L, &wh7Lb—2aR Xk
DINESKEINECTHZ LTI LERA, ZOFT Y 3 U EBERT 51203, [IPvd DIES{E (Normalize
IPv4) | ZHICTHRERH D FT,

ZoFTvaiE, FIDV—7 v FRBI ORI F VAT L b A 0 F—T oA ATIHERS
WET, RIS m— REFFORTy ME, BWIZINbDA Z—T7 =2 AT Rry 73
=

IPv6 MIE#E1E (Normalize IPv6)

[Hop-by-Hop Options] 35 & UF [Destination Options] JL5E R LICE ENDL T XTOAF T a v ¥
AT 74—V RZ00 (AFxy 7 LT EZRT) ICRELET, ZOF T a rBREMICS
ATV, [Reset TTLI IR E S NER Fy 7 U 2y MEFUEZBE L TV DA, A
TAEFMBISLTCHAR Yy VI b 74— R IEFELET,

Normalize ICMPv4

ICMPv4 77 4 v 7 DT a— (FER) BLOTZa—g&EA vt —V T8y hDa— R 7 41—
IVREZUTLET,

Normalize ICMPv6

ICMPv6 F 77 4 w7 Dra— (FER) BIOZa— & A vt —V T8y hOa— R 74—
IV REZVTLET,

FHFAEY FOERIEFI=1E5 7 (Normalize/Clear Reserved Bits)

TCP ~y X —D Ty h&7 VT LET,

Normalize/Clear Option Padding Bytes
TCP A7 v a v DMDIAZLNL M2 VT LET,

URG=0 DIFEIZEERRA > 2 %2 1) 7 (Clear Urgent Pointer if URG=0)

B2 (URG) #EIE y FAVRE S TWRWGE, 16 B FD TCP ~y ¥ — [BERA ¥
(Urgent Pointer) | 7 4 —/V &7 U7 LE7,
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EORA A—RIZRESN-BRRAL 2 F=IZURG %% ') 7 (Clear Urgent Pointer/URG on

Empty Payload)
R a— KRR WGEE, TCP A~y X —DBARA L H 7 4—)L KL URGHIEIE Y b2 7 )T
LET,

Clear URG if Urgent Pointer is Not Set
BARA VEBRESNTORNGS, TCP ~y X —DREHIHE Yy N&27 V7 LET,

R2RA 2 DEHIE (Normalize Urgent Pointer)

A EN_fa— REZ EBIDHA, 254 RO TCP ~v 4 — [BAKRA 4 (Urgent
Pointer) | 7 4 — /L R&E_XAfa— RRICHELET,

TCP R4 O— FDIEFH L (Normalize TCP Payload)

FEEINLGT —ZO— BN HERSND X HIZ[TCP7—%# (TCPData) 17 ¢ —/L ROIEH#
fbzfhcLET, ELSFHBRTERNEZ Ay NITRTRry 7ENET,

SYN [CEA9 5 7—% %HIBk (Remove Data on SYN)

TCPARL—F 4 7 VAT ARY T —2B MacOS S OE4A . R (SYN) <47y hOF—
X EHIBRLET,

Flo, ZOFTva LY, TCPA RN —A 7Y Faty¥o AU — (Policy) |47
T3 U [Mac OSHIZERE SV TWARWEEIZ b Y W —r[EE/R b—/1 1292 & F 7= 501272 0 &
7,

RSTIZE89 A5 5T—%4 %ZHIF (Remove Data on RST)

TCP Vv b (RST) X7y b T —ZZHIBRLET,

Trim Data to Window

TCP 7 —% 7 4 —/v K% [Window] 7 ¢ —/L R THE S iz XG0 b £,

Trim Data to MSS

XA — RN MSS LY EWEE, [TCP7—4 (TCPData) | 74—/ R KREZ A~V
AR (MSS) IZETHIVHETET,

fRRATIREIZ TCP ANy A —DEFE % J 0w 4 (Block Unresolvable TCP Header Anomalies)

IDOFTarERENITDHE, VAT NIV ZERA ML TT ey 7 SDHFA]
BEMERN B WG 22 TCP %7 v kb (FEULENTWAIEA) 27 ay 7 LET, =& 213, &
AT AE, L SNty a VICEREEINDLUBRO SYN Xy haeT oy 7 LET,

N VNI TOB 0 E S MCBIRAR <, BIFISRT TCP A Y —4 7Y Tk v
DVFHPON—IN—BF 587y hbTRT Ry 7ShET,

* 129:1

FSURKR—rEBELURY FT—2ET) Totvy |
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B os5ommerroay

*129:3

*129:4

* 129:6

* 129:8

* 129:11

« 129:14 ~129:19
[T ay 7 S~y hOE&F (Total Blocked Packets) [/X7 4 —~ > A 77 72i%, 47
A VBT 0y 7 SNTTy FOBIRSH, Ny v TREL Y v T E—RFTOA T A
VIBBOBEIX, A TA VBT By s SRS THEENRERE T,
BARAYZEM @D (ECN)  (Explicit Congestion Notification)

B RAVERES @A (ECN) 7T 7087y ML EIZA MY —ABLOEHILEZLTO X 91
HEz L ET,

« [/ > b (Packet) | ZEIRT B L, xT o — g R ARL . /37 v MEALTECN
TI3ITMI VT EINET,

e [AFVU—2A (Stream) |Z#IRT 5 E, ECONOFEHANRRITT— F IR TV ARWEE, A
M) —LHBACTECN 77 737 U T SNET,

[A R U—2X (Stream) ] ZEIN L7354, ZOEHERETINS L HI1cT5I12iE, TCP & b
V=L 7Y 7ratyhdD[TCP3 UV =A N2 R x=A 27 WMZH (Require TCP 3-Way Handshake) ]
F7a b AMIESN TN DLLENRH Y £7,

BEEDTCP AT 3 > %% 1) 7 (Clear Existing TCP Options)

[ZNHD TCP 473 a %7 (Allow These TCP Options) | ZH M L £,

INBHDTCP AT 3> %A (Allow These TCP Options)
N7 7 4y THFAIT HHED TCP 4 7Y a v OIEHULE NI L E T,

B RIICEF R SN A 7 v a ik, Bk EYA, 72 g & [BE7R L (NoOperation) ]
(TCP A7'¥ a 1) IZ%E L THARMIZEFRI L T WA 7 v a ik, Bk E T,

[ZNHD TCP A 7Y 3 > %&F#FA] (Allow These TCP Options) ] DFREIZERR L, ROA T
Vg UIEKIE 7R TCP /N7 4 —< VAR &b 7o), VAT AIFIZ IS OA
TrasEFRLET,

el KEZ AR HA X (MSS) (Maximum Segment Size (MSS))
« 4 R 24—/ (Window Scale)

o XA L AKX 27 TCP (Time Stamp TCP)

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

154 vEEr Ty ||

HDFIFEE—EINTER SN NF T g AN T, AT AMIEBEIMICEH T LEY
/\/o

BMEDF Ty a v AT HICIE, A7 Vvard—U—R, 7 ar &K, R30S
OHh~<EKYY YA RERELET, AN, —f#ilzrLET,

sack, echo, 19

FTarFd—U—FRNEEETHEND ZLIE, TOF—U— N EEEMTONTZ12L ED
TCP A7 aDFFEEET DI L ERLTY, 7Ll AE sack ZIET D Z LI, TCP
A7 a4 (Selective Acknowledgement Permitted) 35X N TCP #4722 > 5 (Selective
Acknowledgement) ZfEETHZ L ERUTY, A7 a vy F—U— RFTiE, KILFLNLF
DR S IEH A,

F7r, any BRETHE, TRTOTCP AT L a U RHFAIENL -0, EEHIINZTTDTCP
F7 v a COESENESICENE T,

WDOFRIZ, FA[TDHTCP AT v a v BRETHHELZEN LET, 74—V REZEDFFIC
TbHE, VATALIIMSS, V4 R A= BEOFA LAZ L TOF T a DOl
FALE T,

HEITSF—7—F

HAIEhdAToay

sack

TCP 47+ 2 > 4 (Selective Acknowledgement Permitted)
BELUS5 (Selective Acknowledgement)

echo

TCP 47> a > 6 (EchoRequest) 33X U7 (Echo Reply)

partial order

TCP A7 3 9 (Partial Order Connection Permitted) 33 X
¥ 10 (Partial Order Service Profile)

conn_count

TCPHHE 7 N A7 a2 11 (CC) . 12 (CCNew) .
B XL 13 (CC.Echo)

alt checksum

TCP 47" a > 14 (Alternate Checksum Request) 33 & O
15 (Alternate Checksum)

md5 TCP #4732 > 19 (MDS5 Signature)
* 7y a vFE 2 ~ 255 XF—U—ROhWA T araEgie, HEDOL TV a v
any TRTHOTCP AT v 3y (ZOFREF., EEAIC TCP 4

Tva ryOEREEESICLET)

IDF TV a Nl any BFRE LRWEA, EFLICUTIRNEENE T,

*MSS, VAV R A —b ZALRZT | BIOEOMOBRICTF AT S A4~
TaruERE, TRTOFT v a O, & [HEfE/ L (NoOperation) | (TCPA 7'+ =
YD) ICRELET,

FSURKR—rEBELURY FT—2ET) Totvy |
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B s Estons
« FA LRAZCTIIFEL TOTHED LGS, H5VEADHTH-Thbrav—h&h
RWNGE . BALAZ T F 7Ty R [HfE7e L (No Operation) [ IZEEE L E T,
e FALAZ T RRIALT— FENTVWEDFIELRWGE, Xy haTry s LE
j—O
« HERINE (ACK) HIHE Y FARE SN TWRWEGS, A LAAZ T = a— W ET
(TSecr) A7 av 74—V K &7 U7 LET,
e SYN I E v R ASEE S TUVARNEEA. [MSS] BLOY 1> K 24—/ (Window
Scale) 147+ a % [BfE72 L (No Operation) | (TCP A7+ a3 1) [ZHELET,
MELEYY
RAA R NDONRT —~ U AREHER 7 7 7 OFEH
12054 VIERIEDERTE
AY¥—b+ 54t |[RKDFA LR | B HR—bENET | HR—rENEF | 7€
VR INA RE A
Threat Protection WD (Any) | WA (Any) | Admin/Intrusion
Admin
LY o RaY: 1] b

ATy T

ATy T2

ATvT3
RTv74

ATy T5
ATvT6

cEZEZ TNy FEERULEZIZ Ry 7T 510E, A1 0 TA LV BATOTY Fa
By VICED N T T4y 7 OEBROHRRIHES> T[4 F— R (Inline Mode) | %
BN LET, £o, BEIRT AL AT, A T4 CTRBATANERS Y £,

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= iZ[Policies] > [Access Control] > [Intrusion].
KIZ [Network Analysis Policy] 2334 L &7,

Gx) HAB N a—F a— iz, 222U A RENTWBRFIDNRASNDT 7 AR H B 5E1.
DHEBHDONRAZFEHL TR O—IZ T 7 A LET,

T DR —DMICHLWET A2 @) 227V vy 7 LET,

ROVIZEKRT A 2> (%) BERSNDLIGE.
NV FH A,

RIEITTEH R AL B LTEBY, REEXERT HHER
FTES =3y NRT[EEE (Settings) 127 U 27 LET,

[N AR—= ERETIRY FU—2 LA¥ 7Y Fut ¥ (Transport/Network Layer Preprocessors) ] C
[ > Z 4 »IERL (InlineNormalization) ]8R2 72 > TV DA%, [A20E (Enabled) 1227 U v 7 L
£9

[-f > F A »EHIE (Inline Normalization) | DFICH DRET A 2 (&) #7 U v 7 LET,

A TAERET) Tut oy (T—2) THHSL TV LA T a v aRELET,

B S RR—FBELURY FT—Y BT TOE VY
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| FSURR—rEELURY FI—YETY TREYY
peEt7y Toeyy [

AT T BBEOR) —fEERIZZDORY =TT BB 2 RFT DI, [RYU —1F# (Policy Information) ]
7 Vw7 LT, [ER%ZMHTE (CommitChanges) | %7 V> 7 LET,

EHERREETIORY v — %20 EIC LEHAIE, OB o —2fET 5L REOHERICF v v
va SNEET WIS NET,

RDBRY

o A4 T A VIERYE B/ TTL (Minimum TTL) 147> a > TIRAA XV 24K T 55
Blx. Xy b TFa—& L—1 116429 (IPv4) & 116:2270 (IPv6) DWW E 2 1L
FEAMILET, FHMIIONTIE, BALV—VIREEORERL LU v 714 VIEH LAY
vary (88—V) EBRLTIIEIN,

cREARZRIALEYT, RELFORMEZSZML TS,

EENEY D
LA YEE
BOLER 2y NI I B L OMBEARY o—

IP&E{LT ) TOEyY

BRIk =y b (MTU) XY KREWEDIZIPT —Z 7T ADNEEO/NSWNIP T —X 7T A
WhEIENDE, ZDOIPT =X T TNIT T T A MeEREZ LT 4, E—DIP

T—HTTNT T A M, BRTRB AT DI 07 ERNE ENRWEANH
DET, 20D, WBEFIT= 7 AT v NOKRHEZRNLTIZOIZ, 777 A Meaib N
v NCHBET — 2 2 ET LR ET, IPT 777 U Takey i, —
VOUNIP T =X 7T MR LTV EFEATT LRI, Ny MUEAER R E L —
LNTCHBILLT K TH70I2, 777 A MESNIZIPT—4 7 7 L5H/ TR TV LET,
T T A MEENTET =X 7T A ETFERCTE WS, TNOOT—X 7T MIXFLT

I, =BT EINER A,

IPOSTAUT—3THRTAA b

IPHELEANCT HE, By T —27 FORZA MIKTAIHKE (T 47 Fa vy 7HERY)
R, VAT LAHEIZHT DY Y — AEBEEE (Jolt2 WL Y) AT ADIEN DL ET,

TAT Py 7L, BEDODARXL—T 47 VAT LAONRTEZEH LT, ZO4L—
TAVT VAT APNA—NR—=F T L IP T T TA L NEHET R TV LES I ET DTy
VatAHIHiHiTES, IPT YIS U v b ERICLT, A—R"—F v T LT
TITA NEBNTDHEIICRETIL, AT L2777 A MEBTEES, PT 77
77V Tay i, TA4T7 ey T REREOF—N—F T 7T 7 A NHET, K]
DRy NETEBRIT 57200 T, RICHBTORED X7 > MIKHLEEA,
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FSURR—FBEEURY FO—V BT Tty |
B s ~—zxosmitkys—

Jol2 W TIX, IPF 7 T VHEREABEE S5 L\ ) HIETH — AR R 2L T 5729
W, 777 A MEEREZRICIP XYy hOab—2 KEICEELET, PT 777 7V
nt T, AFVMEHED ERICE ST, 20X REEAFHIEL, OfEmMBREICS N T
VAT LAEHCOHREIREBICLE T, VAT AFRBIC K - GRARNC R 5T, EH ATREZREE
EHERL, 2y NU—2 T T4 v 7 OMEERITLET,

TIT A MEENT Ny NEBRT RV T ATDHIEL, ANV —T 4 T VAT AL o
TRV ET, RAMEOAXL—F 4 T VAT A TEITEN TN DA BRE DN E
TENE, TOREZFIFIZY—7 v N RANBPRFEOHFIETHT 7T 5 X IR ERN
Ty T 7A METAHZEBARETT, E=FAROFy NI —7 ETHRRAMNEIATL
TNDARL—T 4 VT VAT A, VAT AZIEARATT, LT, 7Y etk ydR
NWry Neflolz FIETHET 7Y LTHREL, ZUlk- T/ 27 A b3 a7
WEFEARRZ =T BHEEERSH DV T, ZOX ) REBEEZRE T H-0OIC, *y hU—7 F
DFA N L@ R HIET Ay y Nkt 585, b7 ) ety b E2RETES
Lo TnET,

RV TRETCTE T T 47 a7 7 A NVOEHEFERATHZET, Xy hOX—4F o K
RARNDEA N ARV —FT 47 VAT AERITSC T, IP b7V ety @i
HE—=l sy hR—=ZORY —DEICEBIREIND L2752 TEET,

B—4y b RA—XDwBLR) > —

RARNDFARL—FT 4 VT VAT NILUTOIOOEMERFH LT, 7y M EERT DR
R T A2y N 757 A MERELET,

TN —F T VAT AINT TR NEE LTEF

cTTTRALINDF Ty b Ny FOEENSDFEDT T I A L NOMEREE (N4 FHE
fr) )

e TF—N—F L TNB T T A e OMHEBIEAIE & FIRHE TALE

INHOEETTRTOARL—T 4 VT VAT ATHERASN TS LOD, 777 A M
SNy NEBERT D EXIBET D777 A ME, AXv—TFT 4 7 VAT AT
YoTHRRVES, LER-T, Ry hT—7 ECTRRBZASNV—T 4 7 VAT D&
DL2BDRARNN, RILA—NR—=F3 9T 7T T A b oeFolc{BRBHETHET R TT
HHBELHEILNET,

WTNDDERA NDF R —F 4 VT VAT LERBEH L TWAKEEN, F—1R"—F v F LT
Nry NI 7 A 0 NMIARERA TV EBITTCHETHLICL-T, =727 v A b
O ERIL, TORA NEEATLAEERSH Y £, 207y MAMUOKRA N THT &
VINENTREINTH, 7y MZEFRWEIICRZE TR, ¥—F v b AANTHT
BT NENDGEIIIARERZ I AT o, "REENTHET, 2L, E=FXHEHDFRy
MNO—2 7 A FTEBEHTLANV—TFT 4 T VAT LAERHTHEOICIP R T Y 7
oty ERETIUE, 0TV Taty bRNE—Fy hERARNERIUAGETTI T T AV M
HERTLZ LItk T, WBEHINTEET,

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

TP DEDN |

IP Z@ELA T3y

IPEIE(CE BN FE TN T DT EBIRT A2 L TEETN, vAITIE, F1L L
D LWL LT, BINCT A IP b7 ) 7ot o OEMEEATRET 5 2 & AL C
b\i‘a—o

DITFOFBHTT ) 7at o b= ANERINTWERWES, 7Y a7 ) 7akw vt
JL— LS BEEA T H AL TWER A,

WD T a—)v F g o EBRERTEET,

ERIICEIYHTON=75%5 A2+ (Preallocated Fragments)

TV Ty PN —FEILBETELELXDT T 7 A FORKRE, EMEV YT 7T 7R
b )= ROBERETDHE, AT UED Y TRAMIARD 77,

e D77 A FOWFRIZIE, 1550 314 FOAFE Y MERENET, 7V Fuky ¥ T
BaxD7T 7 A NELBET D700 AT 2N, BHHET A ACHAERE SN E
AREE AT ) BEONIRZ LR AGET. BHRRT A A0 A VHIBIMELEINET,

IP fliifb AR ) =282, UTFTDOAT v a v aETEET,

Networks
bR —Z AT AR AN (BEA) OIPT FLA,

H—DIPT7 RLAERLEFET LA Tavy s, b 0NNEIZnbonTiunEicidmihzar~
TRY -7V A MERETEEY, 574V RV =280, GHTRR25FEOT 7 7
ANERETEXET,

GE)

VAT AE, FV =T RALVIEBIOFR Y NI =0 o T EERLET, wLTF RAL
EBTIX, EEOIP T RLAZMEH L TZoRELIMHIT S L. THILZRWEERIZZ 5 A6
WRHY 9, EEEFNEAT V7 NEFEHTLE THRRINALCOERFIX, 7 n—1
a7 4 Fal—arryAS0u— I VEREICHEE X T,

T 74V~ ARY —D default g&ﬁiﬂfﬁi\ W2 —45 > hR_R—ZA K o —ThHRA—=Zn T
RWE=ZMBR Yy NT—0 BT AL MOTRXTOIP T RLABFESND Z LIZIEELT
KEEW, LEN-T, 74 RV —DIPT7 FLALILCIDR 70y 7/ VT 47
ARIIHRETET., FEBEETHILELHV EHA, 2, ORI U —TIOREELZEHIT
L7V, T 2R TT RLUAFEZEL (0.0.00/0 F£7201%::/0) ZEA L7V T2 LIETEEY
Ao

Policy
Fo AR xy NU—7 BT AL N EORA F—RUIMEHT L REERY 2—,

FSURKR—rEBELURY FT—2ET) Totvy |



B reaciioas

FSURR—FBEEURY FO—V BT Tty |

B =2 NHRASDARL—T 4 T VAT AIUG LT, TO0FELR Y —D 1 D% ER
T&EET, LFORIZ, T2ORY—& ZNENORY —%2EHT LAV —FT 47
VAT AEREHLUET, First & Last E W ORI —£1F, ZHHDORY =N A —3—
TNy NERREREOA—R—=T T Ny O EL L EEET D0 E KL TV E
7

ZOFTa 0t FIDALAV—T Y RBIOR T VAT LU M Af o F—T =24 ATITEHAX
nEJ,

R 1:8—5y hR—ZOBBILHRY o —

R o— FRU—F V5 YRTL
BSD AIX
FreeBSD
IRIX
VAX/VMS
BSD-right HP JetDirect
First Mac OS
HP-UX
Linux Linux
OpenBSD
Last Cisco IOS
Solaris SunOS
Windows Windows

Timeout

TNV Fuavy Yoo PN T T TR MEESNT N v N B AR T DB T & SR KR
M (%) ZEELET, HESNEHERNC Yy F2E#ERTER20WEESE, 7 7ty
P DTNy FOFRSRITEELRL, ZELETI A FNEELE T,
&/NTTIL (Min TTL)

Ny MRS R/NTTILEEZEELE T, 2047 a 03, TTL X— 2O AR E
L ET,

TOFTa AT ARC N EER L, AT VEBTIR, BNy bR Ry LET,
T BT, —L 123:11 2 LET,

EE40 (Detect Anomalies)

F—R—=F 9 F TFG TR NDEIRT I T AT — g VIR,

B S RR—FBELURY FT—Y BT TOE VY



| F5ozK—

&1t D

FEELURY CI—VET) TRty

paatonz ]

ZOFTvasiE, FIDV—7 Y FRBIOWR 7V ART LU b f 0¥ —T = ATIHEGR S
nET,

TDOFTva AR FEAERKRL, 4T A4 VBT
T AT, RONV— NV EHFRNZTAHZ LN TEXET .

* 123:1 ~ 1234

ERANTy b Fry T LET,

«123:5 (BSD AR VU - —)

* 123:6 ~123:8

A—s/3—S vy JEEE (Overlap Limit)
Ty aNTEELTWLEZ AV FORESNTZEPRESND L, 20y v a DR
WLZEIET S 2R ELET,

DT T g v ERETHIC
T, ENRZEADOLA .
ZRELET,

ZOAT T aiE FIDV—=7 v REXO M VAT L b A 07 =T = ATEEMRS
NEJ, BEETV I 7 A MI DA =T 2 ATEHFEIC P vy TENET,
ZOXTa BT AN FEAERL, AT A VRIATIE, ERXT Yy b ey 7L
F9. 2ITOIE, A— A 12212 2 AT TEET,

FLE K% (Detect Anomalies) | ZHZNCT 2 MENH Y F
_®¢7/aymﬁﬁmﬁbi¢oﬁoﬁ\ﬁﬂ@@i@ﬁﬁfy%&

BNT7ST A2 kY4 X (Minimum Fragment Size)

BRIESNTANA NIV /DN SWERBETRWT Z 7 A MRS 5GE. 2037 v MEE
BEOHLLLDEHRIRINDZ EEZBELET,

IOF T arERETDHIIE, [EEHRE (Detect Anomalies) | #H NI T HMLENH Y E
I fEAZE Eﬁﬁu\_@ﬁ7/ay@ﬁﬁmﬁ@i¢oﬁom\ﬁﬁﬁﬁﬁ4bﬁ%%ﬁb
£7
’@ﬁfyay’%¢é4Nyf%$&L\4V§4V%%f
T3, EITOIE, =L 12313 EASICTEET,
MELEYY

Firepower & A7 LD IP 7 R L AKFLIE

X, BNy bR Ry T L

"

ax &

AX—hF 54t |[EEKDFAEVR|YR—FENET | HHR—FENEF | 7O LR

VR INA RE A A

Threat Protection WD (Any) | W3LAy (Any) | Admin/Intrusion
Admin
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FSURR—FBEEURY FO—V BT Tty |

B reatoz:

ATy I

ATy T2

ATv73
ATv74

ATy TH
ATvT6
ATy 717

ATvT8
ATvT9

VAT AT, KV —T RAALERIOR Y NU—7 = TEAERLET, v LF RAL
BT, BEOIP 7 RLAZMH L CIOREEMHT D L. T LAWERICA DA
WRHY EF, EEBEXINEAT V27 VEFERTLE, THREALCOEHFIL, 72—
AV 74X alb—varEHNOu— A NVREICGHETEET,

1R BHHEIIZ
c AR H =Ny hR—=A R I —THEAHNT DRy NT—T B, By NT—75HR
Vo —lZko T INDE Ry NU—27, V—r, BEXORVLAN OV Tty k& —FT
D, BTy FTHDL I EEMRLET, FEICONWTE, Xy NI 0T e T
ANVDFEMREEZ SR L T TEE0,

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= i%[Policies] > [Access Control] > [Intrusion],
K IZ [Network Analysis Policy] Z E24R L £ 7,
) HIRFLa—F o, ZZICIRANINTWDLEHDNSA~DT 7 AHRR & 5561,
2HEHONREFHL TR =T 7 EALET,

WET IR O —DRICHAIRET A2 @) 27Uy 7 LET,

ROVIZRRTA a2y (5) BDRRINHIGE, HEFLEERAAS B LTEY, REEZEET HHER
DY FEH A,

FTES = a v SRRV T [ERE (Settings) 1527 Y v 7 LET,

[N AR—= ERITRY U= LAY 7Y 7t v¥ (Transport/Network Layer Preprocessors) ] T
[IP fxifl: (IP Defragmentation) | 2SHEZNZ 72> TV B 5A1E, [EXME (Enabled) 127V v 7 LET,

[IP fi#{l. (IP Defragmentation) | DREICH HMRET A 2 (&) 227 U v 7 LET,

MEIZIS UTC, [FaiE Y ¥ CEHRT7 T 7 A b (Preallocated Fragments) |~ « —/L RIZfEZ AT L E T,
OB R H Y £9°,

s =R Ta T 7 A NDEM  R=TOEMOD [P —,3 (Servers) | DFEIZH DIEMT A 2 (@ %z
Uy 7 L, [(RAKT FLA (Host Address) ] 7 4 —/V RIZfEZ A LT, [OK] & 727 U2 LET,
H—DIPT7T RLAEZIIT FLATay 7, H550EINo0WNTnEIEHm G2 o~ TRY) -
TZUVARERETEET, 774NV N R =550, At TRR25@OX —57 >y h_X—2DKRY
T HAERCE £,

o« =R T T 7 A NVOFRE  X—=TDLEMD [Y—3 (Servers) | CRREFHDT KL AZT ) w73
B0, [T 7 A/ F (default) 1227V v 7 LET,

a7 ANDYIE R —DRICHLEIRT A 2 (0) 22V v LES,
IP {47 > gy (17 =) OMAIHE-~TAH T va v aERLET,

BEDRY P —EEZRIZZORY =TT o e EBERZRAFT 2121, [R Y —1E#H (Policy Information) ]
7 Vw7 LT, [ER%ZMHTE (CommitChanges) | %7 V> 7 LET,

B S RR—FBELURY FT—Y BT TOE VY
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FSURR—PBELUVRY FT—VBTY TOE VY
Ny Fa=4 .

EREFEEETICRY =220 F I LGEIE, BIORY o—%mETH &, BEOMERICF v v
Vo SPEERIIEREINET,

RDEZRY

e ARV NEERL, AV TAVEREATIEH, EN Xy b Ray X LET, 217912
IP i b/ —/v (GID 123) ZANC LET, FEC W TiE, RAL—IVIREEDR Ek
JOIP kA7 gy (173—=2) 2BRLTLITZEN,

cREAFEZRALET, RELEORMAZEZML TIZEW,

BErEYY
Firepower ' A7 LD IP 7 R L AEKGLiE
LA Y OHRAR
BMOLETE . Xy NI MBI OMRARY >—

O — »
Ny b Ta—43
¥y ST LSy b7 ) Tty HICEETBREIC, Y AT MRSy by BT
a—FIZEELET, Xy b Ta—FF, T Ity —L oo URES I
TEAHHRIZ, Xy P AHLBIOSf o —RFE2EHB LT, T—X V7@ L
T, Xy MU=, "IV AR—=RNEg~L, EAXAX v 7 @BBECTa—RFInET,

Ny b TaA—3 T3y
LIFOBBITTY) 7Fat vy b L—ARNERSNTWRWES, A7y a i3z ) 7tk vy
= VBT TV ER AL,
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Mac OS Mac OS 10 (Mac OS X)

First 7XL—7 4 V7 VAT A RY —1F, A NDARXVL—F ¢ 7 VAT LNRIALRE
BT D HRREORGENRIZ/RY £9, 7277 L, WEZ BRI AREELHY £5, 1 —
TAVT VAT AP THIUL, R U—EREL T, TOELWAXL—TFT 47 VR
TAERELTLIEIN,

Timeout
BANV—IV 2 DV NET I T 4TI A RN —AEWRET — T NV THREFT 2% (1 ~ 86400

) . BESHEHEINICA R —AREm T2 TAINRNEES. BAL—L T DT %
DAR)—=ABWRET—T N HHIBRLET,

GE)

Fy NI =2 T 7 4 v I BT A AOFEHIRICRZE LT W' 7 A Mo, BHERSRT
PNAZADREBHENTWDAEEIL., WO A ——~y FEZHIET 272010, ZOfEE KE N
B (72L& ziE, 600F) ICRETHZ L2 L T EZEN,

FIDT A AFXZOA T v a rw=8H L ET, TORVICEE T 7 & AHl{# O Threat Defense
HY—ERRY O—ORELEMLET, OV TE, F—E2 R = L—LOREL
ZLTLIEEN,

FSURKR—rEBELURY FT—2ET) Totvy |
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FSURR—FBEEURY FO—V BT Tty |

B cexrv—roTyTnextrToay

&ARTCP >« > Ky (Maximum TCP Window)

ZAEMAA N THRESNTND TCP ¥ 4 RUDRKHTRTA X% 1 ~ 1073725440 /X1 ~ D
HATHEELET, HEEX0ICRTETHE. TCP U 4V KU A XDF = v 7 BNEBIC/ARD £
j‘o

EIRIZRFC THAISNDIHRY 4~ U YA XTH, Thid, BEED 2 BLEETE o0
EOCTHILZHME L TOVETE, HEVICORERERY AV FY A Z2RET D
& VAT LARPY —EAGE RS AR H D T

[AT =RV A AT V3 o ORE (Stateful Inspection Anomalies) | 3BT/ > T D
Bald, vV 129:6 EFENI LT, ZOFT v a il L ARy FEERL, A T4 VR
BT, BNy bRy LET, 7HZENTEET,

A —\—S v JEFH (Overlap Limit)

Ty ary CHRETHA—N—T v T BT A bOEKE O (BEHIFR) ~ 255 OFiH CHREL £
T, BEyvar T, ZOREINMEICET DL, B AL FOFEERMEIELET, [AT—
F 7 A AT g o DFE (Stateful Inspection Anomalies) | 23EZNC S TWT, £
T 270 Tt v L= A BRI SNTOLEE, AN bbAERSNET,

TDF T a AT ARC R EER L, AT VEBTIR, BNy bR Ry FLET,
T5HITIE, —v 1297 ZHENC L ET,

7279 32% 7% w2 (Flush Factor)

AU TAVERTIE, 2ZTRETLAVA XD L' 2 ot (1~2048) OZIZH
AZXND LIz 7 A R Eans &, VAT NImHAICREBE I 7 A FT—#
77 vvalLET, HEOICHRET DL, BERELIISEDOK DY Zmd ARtk dH 25 Z 0
T A N RE = OBRHNENC D T, ZOF T arEREMNCT LI, AT A
ERBULD [TCP <A v — FOIE#L (Normalize TCP Payload) |4 7' a » ZH NI T D HLEEMN
HHZLITEELTLEEN,

AT—RIIWNA VAR L3 VDOREFE (Stateful Inspection Anomalies)

TCP A% v 7 O E R@MEEMHE LET, T2 Fut vt L— A RNEHIINTH
5358 TCP/IP A X v 7 MAFZRI/ER SN TWS & 2D A X FBNER SIS ATHEMEN
HYET,

TOFTvaiE, FIDV—7 v RBIORM I VAT LU b A v —T oA A TITEHRX
nEJ,

TOF TN AR FEAERL, AT VBT, By MR Re v LET,
THITE, ROV—IVEFNNCTHENTEET

* 129:1 ~ 129:5

¢ 129:6 (Mac OS D J»)

B S RR—FBELURY FT—Y BT TOE VY
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* 129:8 ~129:11

* 129:13 ~ 129:19

WORIZEE LTI,

¢ =)L 129:6 TH U H—F2I21E, S HICHRKRTCP Y 4 &~ K7 (Maximum TCP Window) ]
W20 KV REWEEZHRET HLERDHY £,

¢ =L 129:9 B L TN129:10 TR U H—FBHI21X, ELIZ[TCPEY v a O, Vx v 7
(TCP Session Hijacking) ] Z AT 5 ME R H Y £7,

TCP v a>dD/NA P+ v% (TCP Session Hijacking)

AV =Tz A Ny Ry = 7 HICTCP #fO MMM bR Sz n— R =7 (MAC) 7 K
VADHEIME, By v a U TRE LTGRO ATy MCBRE L THRETHZ &Ik TCP
Tovar APy vl ERIBLET, [AT— M7 A4 AT g ORE (Stateful
Inspection Anomalies) | AN S TWTC, 200X T 57U F et v L—LOWNTi
MREINZ SN TWDHEE, EHROELLNOMO MACT RLAR—FHLRNWE, VAT A
DA R MEAERRLET,

IOFTaid, FIDAV—7T vy REXOIN T VAT LU b f U F—T =4 ATITEHS
nEJ,

IOF T a il LAY MEERL, A T4 VBT, BNy he Ray 7 LE
T, THITIE, A= 1299 BLO 12910 G LET, ZAHDAL— L DNT Izl
HALTARY FEERTDHITIE, [AT—F I A AT 2 a OERF (Stateful Inspection
Anomalies) | Z AT HLERH Y £7°,

E#HEL-/NE+E S A2+ (Consecutive Small Segments)

[AT— RNV A AT V3 o OEE (Stateful Inspection Anomalies) | W HEZNZ SN TN D
WA, T /NS TCP 27 A v N OFFEEE 1 ~2048 O#FPHTHRELET, AE 01T7%
ETDHE BT HNESRTCP BT AL FDOF = v 7 BNEDN/RY 1,

ZOA 7y a v id, [Small Segment Size] 47 3 v L RIFFZERE L, Wil & b BT T D0,
W HIC B UANDOEEZRET ILERNHY £7, @BFEIL. TNENOEIT AL FOEINIAN
A R THHTZELTH, ACKBINMET DI L72< 2000 G DHEfGTHE T A a2 ET D
ZEERVWDOTHEELTLEE N,

A Tvat, FIDV—7T v FBIOWMN I VAT LU b A 0 F—T = A ATITERX
ET,

DT aAlA R P EEAR L, AU TA VIBBTIE, BNy bE Ry S LET,
T B2, =L 129:12 ZHEMT L ET,

FSURKR—rEBELURY FT—2ET) Totvy |



FSURR—FBEEURY FO—V BT Tty |
B cexrv—roTyTnextrToay

NI G A RDY A X (Small Segment Size)

[AT— RN A AT 3 o ORE (Stateful Inspection Anomalies) | N HZNZ SN TN D
Bitr, hSWERRIND TCP 7 AL bOH A X% 1 ~2048 /31 FOFPHTIHEE LET,
EZ2OICRETHE, NEWNEBET AL OV A ZXDIRENENIZ/2D 7,

TOFTvaii, FIDV—7 v FBIORM T VAT LU b A 0 —T oA ATITEHRS
nwEJ,

ZOF T a Nt kT A/ &7 A b (Consecutive Small Segments) |47 = > &
FIFICERE L, W& BT D0, WFICE A OMEHRETZHLERH Y 9, 2048
NAFDTCP T A ME, BEERIZR 1500 31 hOA—H Ry b T L—LLDRENT LI
EELTIEEN,

NG A R EERLT=/R— b (Ports Ignoring Small Segments)

[AT— R T A AT v a OB (Stateful Inspection Anomalies) . [T 5/ 72t
7" A | (Consecutive Small Segments) ]. BL N[/t A b 4 X (Small Segment
Size) 1 WA/ > TVDEHAIEL, NSV TCP £ A hORIEE TS 1 DLL EOKR—
FOB~EKED VA REBRELET, ZOF T a22AOFEFICTDHE, A— MITX
TEAINVWE I ITHRESNET,

ZOF T g, FIDLV—T v RBIXRMN VAT LU b f o F—T = A ATITERES
nEJ,

UAMIUIMEEDOR—FE2BMTEETN, ZOV A MRBEHINDDIE, TCPHRY »—D
[A U — AP A F1T (Perform Stream Reassembly on) ] AR— K U A MIFRE SN TS
H— L ORTT,

Require TCP 3-Way Handshake

TCP AV =D oA N Ry oA 7 DETRRICHEL SNy > a VIETERHET 52 & %24
ELET, NTr—~r A%&M EESE, SYNT T v BN LE#E L, HorNCIERB OBREE
TOERZARRICT DI, ZOF T a BN LET, LI TCP &y v a iT
EEENTOARVWERZEGE L TR A2 RAESE LD LT 2HBARBET HI21E, Zo4T
a kAN LET,

IDF T a AR REERL, AU TA VIEBBTIR, By bE Rey 7 LET,
T 5T, =L 12920 ZHEZNC L £ 9,

394 NV TA4Y 24 LF 9~ (3-Way Handshake Timeout)

[Require TCP 3-Way Handshake] 23BN STV DGH. N Ry =— 7 258 T T 5 £ TORF
IR A 0 (HEHIFR) ~ 86400 F (24 §fH]) OHFFHATIHELET, ZOF T v a v OEEERT
T 521X, [TCP3 U= A /N> R = A 7 W (Require TCP 3-Way Handshake) | ZH T 5
WEN B Y ET,

Firepower V7 b U =7 THA ZEFIDA U TA 0 AV TAVEZ YT BIRORy T
B —T A ADEHE, T 74V ME0TT, FIDOL—T 4 v KAV F—T =2 ABLOE
FUVANRT LU M A B =T x4 ADEE, A LT U MIFIZ0OHTHY, ZZTHREL
T ER S ET,

B S RR—FBELURY FT—Y BT TOE VY
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NTy b AL X NNTA—T 2 ADFAL (Packet Size Performance Boost)

727U Ry 77 TREWT Y haFa—Il ANBWEICT ) Vo a2#ELE
T, ZOF T aNINT r v AR LS E TR, HBRAE KT AEEERSH D F9, 1
~20 34 FOINE Ty R Lo BRHEDEORIT A O R#ET DI, ZoF Ty a v
EHNZLET, T XTORNT 7 4 v I RIEFICRE Ry MDD, TDO X5 70K
BIIEIOARVWEMETEZ AL, 2o T varEACLET,

Legacy Reassembly

Ny MEFEERTABIC, BIESNEA N =247 ) Tyt ETIa L —FT5 L9
WA R —A PV TabtydaFHELET, ZHICED, ARV —4 7Y Faty P CHRE
ENTZA_ hE, AN =247 ) Ty B CTHEHER SN, LT —% A MU —AIC
FALA R P EHBETE T,

JEREAR v k7 —% (Asynchronous Network)

FoARNRER Yy NI PRERBIR Y hT—2 (VATAZNT T 4w 7 ORI RRZ S
Xy hT—=27) THOINEIDERBELES, ZOF T ar AT E, VAT AT

TCP A b U —AZEMHER LW D, RT3 —< AN ELET,

ZOFTvaE, FIDLV—7 v FBIO R T VAT LY b f V¥ —T oA ATHEHES
WET,

95472 b iR—FTOR M) —LBHEBOZEST (Perform Stream Reassembly on Client Ports)

B0 747 2 MUDOR— MIESS AN =0T TV EZADNLET, DFED,
Web — 3 A — L P — 3 F721 T %2 SHOME NET CTIRESN/ZIP T FL AIZ L > TE
HINEZZDOMDIP T RVAZESEHRETIA NI —LRHFT U TVERET, RIER T
T4 INTTAT Y MR ETIHAREMERS L2581, o4 va v zEHLET,

ZOF T aiE, FIDLV—7T v RBIXO M I VAT LU b A X —T =2 A TITEHEX
nE7,

D347 P Y—EXTOR M) —LEBERDET (Perform Stream Reassembly on Client
Services)

VgD 7 54T v MUDOP—ERZESS AN —20FT7T TV EHEMNILET, RER
N7 40 TIRTTAT 2 MIORETDHAREENSIGEIE. 2047 va a2 EHLE
ﬁ—o

BIRT 27 I9A T MY —ERT LI, 12U LEDIIAT U T AT 7 XEGNTHHME
BdHYET, 774N NTIHE, Cisco VT HTXTCOT 477 XIET 77 4 717> T
F34, BET 7947 N T AU —2 a3 VITHEICENTWAT L7 ZBRRNES, &
AT NIEBIIC Cisco kDT X COT 4 T/ 2 %27 7V r—va i LTEMC L E

T, TOXINRT 4T 7 ENREEN TV ARWESIT, REBICEF SN2 —VEEDT 4T
I EET TV — g i LA LET,

ZOREREIZIE. IRET AR LEHET A ARMLETT,

FSURKR—rEBELURY FT—2ET) Totvy |
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B cexrv—roTyTnextrToay

oA TaE, FIDV—7T v RBIXOWMN I VAT LU b A 0 F—T =2 A ATITERX
nEd,

Y—NHR—rTORX ) —LBEEHDEST (Perform Stream Reassembly on Server Ports)

B OV — MU OR— MZHESS A N —ADF Ty TV OREEHZLET, 2FD.
Web Hr—3 A — L — 3 F 7L #%IC SEXTERNAL NET CHRE SL7IP T KL A K-
TEREINTZEOMDIP T RLANLRESNTZA N —2B3H{T 7Y SET, —
PNAIDOB R Z AT HLENH 558, 20X Ty a v 2R LEST, R—rEHEELRD
ZLIZEo T, 0Ty a rEEYICTEET,

TOFTvaii, FIDV—7 v RBIORM I VAT LU b A 0 —T oA A TITEHRX
nEJ,

GE)

P — B R A MBI AT 5121, Perform Stream Reassembly on Server Ports 7 4 —/L N2 —
NEHZBINT % Z LI2 A T, Perform Stream Reassembly on Server Services 7 4 — /L R{ZH—
AL EBMLET, =& 21X, HTTP —E A& A& T 521X, Perform Stream Reassembly
on Server Ports 7  —/L R{Z7"— F&5 80 2B % Z & IZH1% T, Perform Stream Reassembly
on Server Services 7  —/L K|Z 'HTTP' —ERAZBML ET,

Y—NY—EXTOR ) —LBEERKDEST (Perform Stream Reassembly on Server Services)

BEOF— MAIDOY —E RIS A N —AOFET LT U OLEAINCLET, — i
DELEGETANERHLEST. 204 Far2EHLET, h—EREETE LN
LITkoT, ZoF TV a v EECTEET,

1 DU EDT 4T 7 2 EBNCTHHLERDY £3, 7 74/ b T, Cisco BELT 5T
TDOTATIEET VT 4 727> TWET, h—ERIZHEDISNTNDT 4 L7 X0
BE. VAT AFIHBWIC Cisco fRBEDT XTOTFT 4 T/ X 2 H#+ 57 7Y r—a v 7o
Fa izt LCTHEICLET, TOXI T 07 7 ZBREIN TV W&, R%ZICER
ENTe—VERBOT 4T 7 X% T TV r—rary 7 bhalizx LA LET,

T OSBRI, IRETA B ALHET A B ARMETT,

DA TasE, FIDV—T7T v FRBIORMN I VAT LU b A 0 F—T 2 A ATITERX
nE7,

HMADR—FTOR 1) —LB#ERNDEST (Perform Stream Reassembly on Both Ports)

BERD 7 54 7 2 ML S — A ROT S OFR— M-S A Y — AFRERE A LET,
FIUAR—FCT, RER ST T4 I BT TAT v MY —BOWTINOFHHTHLBEIT S A
BUERNHLLEEIE. 2047 va v EZERALET, R—FE2EELRNWI LICL->T, ZoF
Ta BB TEET,

TOFFaiE, FIDV—7 v RBIXORM I VAT LU b A X —T oA A TITEHRS
nEJ,

B S RR—FBELURY FT—Y BT TOE VY
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MADH—EXTHOR b)) —LBHEHDEST (Perform Stream Reassembly on Both Services)

Bl 07 T A7 v MU Y — MO S O — B RS A MY — AFERE AL E
T MUY —ERAT, RERNTI T4 v I BT T4 T2 P —BOWTHOIHTHEH)
TOLARERHLHGEIE. 20T a2 LET, P—EAEZBELRVWI LK.
T, ZOFTvarElEgecesd,

1O EDT 4T 72BN THRLERDY £3, 7 74/ h T, Cisco BHELT 57T
TDTATIREIT VT4 712> TC0ET, BT 747 877V r—varEhid
TV r—varra hallZxt L TENNZ/R > TWDT 4 L7 ZR7R0NGAE. VAT AIFH
FIJIZ Cisco TRBEDT X COT 4 T/ X 2T 7V r—2a b Fqd7 7V r—rvary7n bz
SR LTCTHEICLET, TDOLIRT 4T 7 2N RESH TORWEAIT., BEBICETF SN
A=Y EREDT 4TV BT IV r—a i3 7 7 r—yary 7 halia LT
ML ET,

T OMREICIL, (R T A L A LT A ARBETT,

TOFTvaiE, FIDV—7 v RBIXORM I VAT LU b A V2 —T oA A TITEHRX
nEJ,

SIS a—TFaoT 4T3y &K¥a—4 25 /34 k (Troubleshooting Options:
Maximum Queued Bytes)

N TNy a—TF 4 TIZONTHR— MW AEDETZEIC, TCPEHIO M TH o —o
TCEDLT—HBERET DL RENDZENHY 7, H0X, BHIRO A N %
BELET,

TDORNT TN Y a—F 4 T F T a L OREEERTHERNT A — L AT ELEE 2 AHD
T, YR HA XA EZ T HGAIZORER LT IES,

Troubleshooting Options : Maximum Queued Segments

N7 TNy a—TF 4 o TIZONTHR— MZHWE DR TZERIC, TCPEHO M TH 2 —o
TTCELT—H BT AL NORRAA NEERET DL I RINHGZENRHY £, HO
X, EHIROT —% 27 A b A MIERELET,

pe3

et

IDRNT TN a—T 4 T T a v OREEERTDHENRT p—< R TEETDHDT,
WA H o AN TEITLTLEE N,

BErEY Y
Firepower ' A7 LD IP 7 R L AFKFIE
TATIEDT VT4 TBLOET V77T 4 7 ORE
LA YR
e AR Xy NI B I MRARY —

FSURKR—rEBELURY FT—2ET) Totvy |
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FSURR—FBEEURY FO—V BT Tty |

B crxry—rompzonE

TCP X

ATy T

ATy T2

ATvT73
ATvT4

ATy TH
ATv 76

ATy 717

M) —LDOBINEDKTE

AIX—hk 54t |[RKODFAEVR | YHR—bENET | R—bEZNE K| 7UER
R INA RE AU

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

VAT AE, FV =T RALVIEBIOFR Y NI =7 o T EERLET, wLTF RAL
EBTCIX, EEOIP T RLAZMEH L TZORELIHIT S L. THILZRWEERIZZ 5 A6
WRHY 9, EEEINEAT V7 NEFERHTLE. THRRNALCOEREIX, Ju—1
Ay 7 4 Xalb—arEASOR—hVEREICGRETE £,

1R BHEIIZ
cNAFLH =y hR=ZADKRY —THRET DRy NI B —FHLTWBEM, T
BOXy N7 5AR) —TCUEINL Xy NU—7 . V—r, BIOVLAN O
Ty hTHDHILEHRLET, FFNCOVWTE, Xy hUY—I 7 a7 7 A LDFE
MR EEZZRL T TEE N,

[Policies] > [Access Control], 7X|Z [Network Analysis Policy] & 7= iZ[Policies] > [Access Control] > [Intrusion].
KIZ [Network Analysis Policy] % 341 L £ 9,

GE) HRFLa—To—/ll, TV A FENTWEERYD/RA~DT 7 ZHIBRH DHE1L.
DEHDOARAZFEHLCRY —IZT7 7 EA LET,

BEFLHRY) —DMICHLWRET A= @) 27V vy 7 LET,

ROVIZRRTA 2 (%) DRRINDIGE, REFEHFAAL B LTEY . REEXZZLEE T HHER
N EHEA,
FEROFEr— 3 o SRV T [ERGE (Settings) 1 &7 U7 LET,
[T AR—=bETIETRY NT—7 LAY 7Y FatvY¥ (Transport/Network Layer Preprocessors) ] D T
D [TCP A kU — DAL (TCP Stream Configuration) ]g%ENN LN/ > TW DG, A4k (Enabled) ]
Vw7 LTHMIZLET,
[TCP A kU — LD (TCP Stream Configuration) ] DRIZH HFRET A 22 (&) 227V v 7 LET,
[ m— VLEEiE (Global Settings) |27 > a D [N\7ry b AT T —v 2 AT —AK (Packet Type
Performance Boost) | F = v 7Ry 7 A& A L E234 712 LET,
ROBELFETTE ET,

« A =5y bR=2OKRY =D [#—57 v b (Targets) 1&7 > a @D [AA K (Hosts) ] DARIZ

bowmrA4=ay @) 22092 LEF, [FA R 7 FLR (Host Address) ] 7 1 —/V Fiz 1 %
TIEBOIP 7 FLAZIRELET, B—DIPT7T RLAEZIEIT RLA Ty 7 2EETEET,

FIFINVE R —EED, GRFCRR25HDOZ —47 y h_—ZADR Y —2ERT&E 9, 1%
DETLELOK 27Uy 7 LET,

B S RR—FBELURY FT—Y BT TOE VY
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| FSURR—rEELURY FI—YETY TREYY
op = +y—Lsoainz [

cGFDOX =7y bR=2DRY —Offtk  [FA R (Hosts) |OF T, LT LRI =07 FL2
UV T AN, T 7 AL ORI RE L .

«TCP A h —ADFIIA 7L gV DEFE : TCPA M) =207 FatvA 47y ar (29—)
LTS TEEN,

EE PR — F D BIERNRWVIRY | [RKF 22— A~ (Maximum Queued Bytes) ] % 7213 [
K¥a—EHtE7 A2 b (Maximum Queued Segments) | 2 H LW TL EEWY,

Evk 7747 N Y—ER, =R P =R FLEFEOHHFIZESA NI =L VT RYT
NREEEET DI, BHETE7 40—V FORNZZ U w7350, TDT 44—/ KO
WZdh D [fwE (Bdit) 1227V v 7 LET, Ko7 T o7 U0 RUTRAIRY V& LT,
P—t 2% [FIHFEE (Available) 1 U A k& G20k (Enabled) 1V X METHEEIL, [0K]
7 Vv LET,

DS =5y hN—=2ZDRY —DHIR : BT AR —DRICHh HHIRT A =2 (H) %27
Vo7 LFET,
AT9T8 HEDORY V—fERIZZ DR > —TITo e ERERIFT 121X, [A Y > —1F#H (Policy Information) ]
7V w7 LT, [£E%MEE (CommitChanges) 1227 Vv 27 LET,
EEEHEETTICRY O—2ZO0FFIZLEGEIE, BIORY —%2HET D & BBROBERIZY ¥ v
Va SHEERITMEINET,

RDBRY

e ARV NEAKL, AT VBT, BNy e Rey 7 LET, 217912
SMTP A h U —A 77U Fat vt L—/ (GID129) % HhIZ Li#oﬁﬂ_owfu\
BANL—IVIREEOREB L OTCP A F ) —20 7 Favx 47y g (29—) %
SZHLTLIIEEN,

cREEF R LET,

uu

EHEOREMEZSZRLTIEIN,

EErEY D
LA YR
A LEE Xy NI GBI MBEARY v—
Firepower ¥ A7 LD IP 7 R L AFKFLE

UDP R t 1) —LDHEILIE

UDP A ~ U — LDFTEN TN D DIL, V—b =By N ZABET 5 - DI
425 UDP /L—uiZ, UUTFDFEONTNNEHEH LTz flon ¥ —V— FREFEN 4TI,

® Established

®* To Client

FSURKR—rEBELURY FT—2ET) Totvy |
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FSURR—FBEEURY FO—V BT Tty |
B vrxry—ro7yinextroay

® From Client
®* To Server

® From Server

UDP7—# A hU—AF—fRIZ, By var b ) BITEESNEEA, UDPIZaRY =
YL ARIT e hanThY, 200y RRA V MRBET ¥ RV EMNL L CT— X 258 L,
F ¥ XNV EE T THRERIRMEL TCOERA, 2720, ANV =7V T akoid, 7k
JEIP T—H 7T A~y X —DEETLB LU IP T KL A 7 4 —/L K&, UDP~v X —
DR—=F 74—V FEERALT, Ze—oFmaflL, Eyia i@l Exd, Byia
VBT D DI, BRETHR S A~ — O ZBA A, Fid Ty FHA R
T, b —FHDOxZY RiRA > bRBERGE, HAWIFEREINZV—EARFIHARTENIN
KD ICMP * v —V%Z T - 2854 TY,
VAT AIXUDP A R Y — AOFHLEICBEST 54 Ny FEAR LN SICHERE L TLEE
W, L. BETASNY Y N Fa—X L— L EENCTAHI LT, UDP e F I~y
A —DREERHET D ENTEET,
BErEYY

TCP ~y ¥ —fib A R —A H A4 X

UDPR MY —LODOT)TAR AT a3y

Timeout

TV Tav Y RIET T 4 TRA RN —AEIRET =T VIR 2P HEREELET, &
ELTERERNICBINDT — % 77 RN o724, 7YV 7ayHIZ0A M) —o%
WHETF — 7 A HEIR L ET,

FID7 A ZEZOA T v a o2 BEA L ET, ZOMRYITEERT 27 & Al Threat Defense
H—ERRYS—ORELFEALET, FICOVTIEL, =2 K v— L—LOREE
ZRLTIES,

Ty b B4 T INT+—< 2 XDMEL (Packet Type Performance Boost)

%Eﬁ%i()\?ﬁf‘ﬁﬂ‘\c’_ ]\ @ﬁﬁjj%—f any ECEEHE L/7LC UDP /L —/L T flow i f:&i flowbits ﬂ‘7o‘?/ =)
VIMERENTWAEEZBRE, AMEENIZL— M ESNH TOWARWR— B IOT 7Y
r—=vary 7a halod_RTUIONWT, UDP b T 7 4 v 7 2 ERT D LI Tty
BEHBELET., 2O T a il Tr—~v A% LS ETR, WA LK ATREMEN
b ET,

B S RR—FBELURY FT—Y BT TOE VY


fpmc-config-guide-v64_chapter88.pdf#nameddest=unique_2273
fpmc-config-guide-v64_chapter47.pdf#nameddest=unique_1401

| FSURR—rEELURY FI—YETY TREYY

uop 2 +y—sosrnzonE ]

UDP X + 1) —LDHEILEDERTE

ATy T

ATy T2

ATv73
ATy T4

ATy TH
ATy T6
ATy T1

AI—hk 54t |[RKODFAEVR | YHR—+bENET | R—bZNE K| 7HER
R INA RE AU

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= |Z[Policies] > [Access Control] > [Intrusion]
K IZ [Network Analysis Policy] z 5241 L £ 7,

GE) HARFLa—To—/ll, TV A FENTWERIIDNRASDT 7 ZAHBRH 5551,
2EAONRZEHHLTCRY >—IZ7 7 A LET,

T DR —DMICHLWET A2 @) 227V vy 7 LET,

ROVICRRT A3y (8) BDERRINDGH. RETEERNAL TR LTEBY, REZEET DHER
DY FH A,

TS =3 NRT[EEE (Settings) 127 U 27 LET,

[N AR—=MERETIRY hU—2 LAY 7Y Fut ¥ (Transport/Network Layer Preprocessors) ] D
® [UDP A kU — AD#RL (UDP Stream Configuration) | 23#EZNIZ 72 > TW A AL, [FH%ME (Enabled) |
7 Vw7 LET,

[UDP A kU —A DAL (UDP Stream Configuration) | DFIZH HRET A 2 (&) #7 Vv 7 LET,
UDP A hY —LD7 ) TrtRA 47 var (40°—) THHAESNLTWDEA T v a v ERELET,
BEDORY) —fEERIZZORY o —T{T o ERERAFT S, [FA Y —1F# (Policy Information) ]
7V w7 LT, [E¥E%ZME (CommitChanges) |27 Vv 27 LET,

EEEBEETICRY =22 OFFICLEHGEIE, MNOR) —%fFEET DL, HEOMERICT v v
Vo SNTEAEFITEINET,

RDBERY

e ARV NEARL, AU TA VBT, BNy M2 Ry LET, 2179121
BE$ 5347w b Fa—& jJb—/L (GID 116) AN LE3, FHEMC-OWTIL, FA
= VIREEDRERB IO r v b Ta—& (21 =) 2L TLEEN,

cRERFEERALET, RELEORAZZML TIIZEW,

EErEYD
LA YR
WA EEE Xy NT—=I7 B L MBRARY > —

FSURKR—rEBELURY FT—2ET) Totvy |


fpmc-config-guide-v64_chapter84.pdf#nameddest=unique_2172
fpmc-config-guide-v64_chapter84.pdf#nameddest=unique_2172
fpmc-config-guide-v64_chapter19.pdf#nameddest=unique_28
fpmc-config-guide-v64_chapter82.pdf#nameddest=unique_2127
fpmc-config-guide-v64_chapter81.pdf#nameddest=unique_365

FSURR—FBEEURY FT—V BT TRtyy |
B vrxty—romnzomE

B S RR—FBELURY FT—Y BT TOE VY



	トランスポート層およびネットワーク層プリプロセッサ
	トランスポート層およびネットワーク層のプリプロセッサの概要
	トランスポート/ネットワーク プリプロセッサの詳細設定
	無視される VLAN ヘッダー
	侵入廃棄ルールでのアクティブ応答
	トランスポート/ネットワーク プリプロセッサの詳細オプション
	トランスポート/ネットワーク プリプロセッサの詳細設定の構成

	チェックサム検証
	チェックサム検証オプション
	チェックサムの確認

	インライン正規化プリプロセッサ
	インライン正規化オプション
	インライン正規化の設定

	IP 最適化プリプロセッサ
	IP フラグメンテーション エクスプロイト
	ターゲット ベースの最適化ポリシー
	IP 最適化オプション
	IP 最適化の設定

	パケット デコーダ
	パケット デコーダ オプション
	パケット復号化の設定

	TCP ストリームの前処理
	状態に関連する TCP エクスプロイト
	ターゲット ベースの TCP ポリシー
	TCP ストリームの再構成
	TCP ストリームのプリプロセス オプション
	TCP ストリームの前処理の設定

	UDP ストリームの前処理
	UDP ストリームのプリプロセス オプション
	UDP ストリームの前処理の設定



