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BELONUDP #&H Tzl S#vE$, TCP x5 CTlE, DCE/RPC 2% Windows Server Message Block
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Windows 3 L NUNIX 2 F 72T Linux 2D F 2L —F 4 v 7 VAT ATHER SN AIERSHRET
DFu AMBEICHER SN T —T Y —ZASMB £#ETY, £/-, Xy hU—27 LoD
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AAI%. SMB & Samba O HICY TliLE D £,

1T & A EDDCERPC =7 2A7 1A ME, DCERPC ¥—/% (% v b7 —2 £ Windows £ 7=
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DCE/RPC D i bt b7V ET,

412, DCERPCT Y 7uat v — =P TUETX 3 L5 IZDCE/RPC 5 7 v
7w ERL L ET,

LABELVOaARI 3 BDCERPC 5740w
DCE/RPC A vt —1%. 2 FE$H D DCE/RPC Protocol Data Unit (PDU) O 1 DIZHEHLL £,
a4 >3 8 DCE/RPCPDU 7O L

DCE/RPC 7'V 7+t v, TCP, SMB, XX ORPCover HTTP 7 AR — F Ta x
7739 »H DCE/RPC ZHiH LE9,

ax49 a2 L AE DCE/RPCPDU 70 ~O)jL
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VAT DCERPC D7 Z 7 A2 OIELWIEFIE, aRx7 v a VAR KT o AR — F Tl
TR\, bicaxs v a L 2R DCE/RPC B UIEIC L VR Sh D2 LERH
DEd, ZREFHRIC, 2% 2723 R DCERPC DIELWT T 7 A2 MEFIZ R A
R—F 7o baric ko CHFF SN ET, DCERPC 7'V 7t vHid, Zabefhio> o b
S VEA O AR LT, Wi o7 e f a /L CRESEOMOERENiZT=2 1L, T
T4 vl T a— FBLOEKEILL ThHL—L 2 DAL ET,

WD X, DCE/RPC 7Y 7t v ¥ N~ T AR — MODCE/RPC b7 7 v 7 OB %
BRtET 2RA b ERLET,

Conneclion-oriented DCE/RPC

TCP Port 135

| P lTCF* F:onnectinn—orlemed DCE/RPC | ]_|

SMB Port 139 or 445

| P |TCP Fela|os|sma [Connechon-orienled DCE/RPC [ | I | I

Connectionless DCEIRPC
uor Port 135

| P |UDP |c:nnnactionless DCE/RPC [ | |

371839

== DCE/RPC preprocessor stars decoding

ZOMDRDFITER LTI IEE VY,

e x /)L /) 7 TCP £721ZUDPA— b 1351%. TCPRB LWUDP kT AR — k® DCE/RPC
N7 4w I ERTELET,

o« ZDXIZIX RPC over HTTP 13& F 4L TV ER A,

RPC over HTTP O34, =327 o 3 A DCE/RPC 1., B RT X 912, HTTP 2/ L 7=
VIR ES — 7 ADH%, TCPRE CEE GESNE T,

*DCE/RPC 7'V ut v ¥iLi@iE.,. NetBIOS v g —2AfHDU =)L/ 7 TCP
AR— k1397, FIFRICEEEINZT /L 7 7 Windows i8— b 445 CTSMB b T 7 4 v 7
B LET,

SMB |Z1% DCE/RPC {5k LISMZ b 2 HOKRER B S 72, 7'V 7ot v L SMB k7
74w ZMWDCERPC hT 7 4 v 7 EBIELTWAENEINEETHRELET, XL T
W WEAITFR AR L, (G5 L TV AT 25T L £,

P IZXE VT XTDDCERPC kT AR— "R FEMEENET,
«TCP I, T+ _XTPh a3 3% DCE/RPC #{nktLET,

«UDP Iz %7 3 L A% DCE/RPC ZzE L £1,
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Windows 35 & UF Samba @ DCE/RPC D34 IRE < B2 v £9°, 72 & 21X Windows DF T
D/N— =3 1%, DCE/RPC K7 7 4 v 7 O LR RN D 7 7 7 A D DCE/RPC =2 > 7
FAMID 2 LE T2, Samba DT RTONR—=T g 0%, HEDT T T A O TF
ANIDZEALET, £/, FREOBEEIFONMN L A2#%5]3 572912, Windows Vista Tl ]
D7 F T A NOopnum (FE{EEE) AL 74—V R&EMHLE 35, Samba & Z D3
RTONAN—= =5 D Windows TIERED T 7 7 A F® opnum 7 4 —/V REfEH L ET,

Windows & Samba @ SMB D FEHIZH, KREREWVWRH D £7, 72 & 21E. Windows 134 Rift
X A T OEAERFIZ SMB OPEN 353 L OVREAD =~ > RAFFEK L ETM, Samba iz b=
VU RERWLEY A

DCE/RPC 7'V 7at v % ZHMNITDHE, T 74NV DX =5y h_X—Z R —HEN
WCAECZR 0 £4, MBI U T, E72 5 Windows X° Samba /13— 3 > & FE4T4 DD R A
NeERRE LY —F Y b X=X R =2 BINTEES, TI7ANVEDF—F v F_X—2R
AU —F, BlOZ—45y bA_R—=Z2 R V—IZE&FENTWRWEAR MEH S ET,

HH =Ty bR=ADKRY = TIHROBEN ATHETT,
1 DOUED R T UAR—= M EADCL, ENETHUIZOWTHREAR—FE2EELET,
s HE AR — FE2 AN L CTHREL 9,

HRELT 1 DU LEDIA SMB U Y —A~DERNITENTIBEICTDOZ L2 RIET 5
Eowl, 7V ey EaRELET,

*SMB F 77 4 w7 TT77ANERIL, RIS 7 7 AV THRE SNV A ME R
H+HrLEoc, 7V ey E2HELET,

«SMB 7' h I )LDk E O N ER T REIEL T a v EEETEET,
IOF T a T, EBESN SMBAndX 2w 2 ROBMNIEE SN REEB 2T~
BRI EFOZEERETHEIICT ) ey ERELET,

DCE/RPC 7'V 7t v #TSMB b7 7 4 v 7 77 A NMBRHERNIT 2130, A7V =
VTINLDT7 7 ANEXY T Ty LTIy T80, LA T I v I 00roznic
CiscoAMP 7 77 RIZIXET H L IIC, 7 ANV K)o —2RETEET, TORY v —NH
T, [727 a3 (Action) ] & LT[7 7AW (DetectFiles) | £721X[T7 7 ANV T vy 7
(Block Files) ] #i®IR L, [7 7V r— 3 7 a k2L (Application Protocol) | & L T [{F:
& (Any) ] £721%[NetBIOS-ssn (SMB)] Z#ER LT, 7 7 A )L — L EZERKT 2 M BN H D F
T

RPC over HTTP + 5 > X R— k

Microsoft RPC over HTTP Ti&, DOKIZ/RT X 912, DCERPC v T 7 4 v 7 & bR 7
LT, 7747 Ux—/LE@BaIEsZ N T&EYT, DCE/RPC 7'V 7't v ¥ Microsoft
RPC over HTTP X"—2 g 1 ZH L ET,
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Port: 80
Blocked port: 52
g % Paort: 583
TCP/IP connection
TCPIIP connection
||
Firewall I
DCE/RPC|  RPCover HTTP okt RPC DCE/RPC
Client | client connection | Proxy RPC over HTTP Server
Server server connection
||
ooooca o o R o
[t — -l
DCE/RPC over TCP DCE/RPC over TCP
Managed Managed
Device Device o
3
Examgple 1: RPC over HTTP proxy Example 2: RPC over HTTP server [

Microsoft [IS 7' & %3 H—,3 b DCE/RPC V—/NZ, [RIUEAA M EZIIBIADHRA MIA A
=L TEFET, WTROEETH, HOT Xy g —NF T arndHh
F9, ZOKDORDAICERE LTIV,

« DCE/RPC ¥ — XA — F 593 TDCE/RPCZ AT v b v T T7 4 v 7 H2F=HF LETN,
T AT I+ —UIZDOR—F593 %27 ay s LET,

BWE., T AT I A=A TIET I AN N TR—F 593 0872y 7 SNET,

« RPCoverHTTP L, 7 7 A 7 U 4 —/ VT Ko CRFA[ S5 ATREMEDS @V 7 =L/ 7 HTTP
A— k80 ZfEH LT, HTTP #H T DCE/RPC Z{xik L £,

<5l 1 X 512, DCERPC 7 54 7 > k& Microsoft IS RPC 7' 12 %+ H— DD k5
T4 vV HBE=ZT DAL, [RPCover HTTP 7’12 % 2 (RPC over HTTP proxy) ] 4~
varEERLET,

« 5] 2 D X 91T, Microsoft IS RPC 7' 1 &% I #—,N & DCE/RPC H— "B E2 5K A b EiZ
B, THRARAP2OOY— DO NT 7 4 v 7 HET=H L THDEEIE, [RPCover HTTP
H—,N (RPC over HTTP server) |4 7' v a 2R L £,

*«RPCover HTTP (2L YW DCERPC 7 A T > b &Y —RETOTaxy vy N7 v 7 05%
TULE#H., T 74 v 71T TCP 2 Lz a2 3 a U DCE/RPC 7217 THERL S U E
7,

DCE/RPC / O—/\JL AT a >

71—/ N)UDCE/RPC 7Y Futv v A7 aix, 7 7oty doMEE2HIEIL £, 2
EL7ZAEYAE (Memory Cap Reached) | B LU [SMB > > a O HEMRTARY > —
(Auto-Detect Policy on SMB Session) |4 7> a Y UANDA T v a v EERETHE, N7 4—~
VAFE T IR MR ISR A KT T RREMER SV £7, TV ek v HiconT, £27Y
Tatk vt ERHIZEN TV D DCE/RPC /b—/b & OB O AAERIZ DWW THo3 T E# 1 fE LTV
RONGEAIE, INHDOF T a VEEELRNTLEE N,
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PITFOMBATT ) 7at o L— A RNERINNTWRWGAE, 7Y a 37 atk v
JL— )L RNEHEA T BTV ER A,

BKRKI75+*22 kY4 X (Maximum Fragment Size)

Ui b oA 20k (Enable Defragmentation) ] 23E8R &L TW 5555, DCE/RPC 7 7 27 A2 b
TRRREERELET, TNEVBRERT I T AL NOSE, 7Y T atky 3L
DIZT T T A FO—EEG VT, FREOY A XL Th bk Z2TWET D, FEEED R
Ty MIEESNERA, ZAT7 4=V RORE. TOF T a AFXEHITRD T,

(kK7 T 7 A2k A4 X (Maximum Fragment Size) | 47> = U id, — /B34 308
DHHEI LR UNENLL I LT IZ3N,

J7+t>71) LELME (Reassembly Threshold)

(Bt DA %Nl (Enable Defragmentation) | NI SN TWAEGE, 0 2B ETH L2047
va N £, HDWE, 7T 7 A MEE 72 DCERPC Of/3A ME | #%
Y3548, BRSNSy FEL—IL T P UAGERE T AHIICF 22— ANE BT A
¥ MESMB O3 A MEEEELE T, RVWMEZFRET 5 L. RO R Em< 720 £
T, N7 —v R TEREE RITTARRERSH Y T, 2047V a v 2HMNCTIH5E
WX, RN A=< ADEELET AN LTEBLERXHY F7,

[U7E>7 U L&WE (Reassembly Threshold) 147> = ik, A— T2 0ERH 5
WX ERUERLL EIZL TS ZS 0,

B#E\EDEZE (Enable Defragmentation)

777 A MEENTZDCE/RPC F T 7 v 7 BEELTDNE I MERELET, BT
i, 7V 7y Pidgl e Y EBE L TCDCE/RPCT —Z & /)L—)L T P U ZEE L
IR, 777 A MEENTZDCERPC T — X COT I A7 uAf " REET VXTI NHD
F9,

ZOAT v a iE, DCERPC R T 7 4 v 7 i b L7gnE WD FZ#IERH U £33, 1F
LA EDDCERPC =7 A7 aA hCiE, 777 A2 MEERIHL T2 27 04 &R0
THRBDTONET, ZOF TV arzlhicdse, ZFEAEDBEMO=7 A7 a4 M3
INARASII, BERIUBREIZRELET,

Memory Cap Reached

7Y Tty HICE Y TONTRRKATYHIRICE L2, FRIEZ0RBRE2EE L L
EHRELET, RKATVHIRIZE L2, FRIEZ0OHBEBE® L-5E. 7Y ety
EAEY v v T AR MEFEEI LIzt y v a CBEEMT BTV D TR TORET —
BRI, Bvia DO NLAEOESY A R L £,

= 133:1 ZHNCTDHZENTEET, /XU MEERL, A1 T4 VEBBETHEH., 204
TarvOERNTy Me Ray T LET, RANL—IREORE 22 L T 7ZE0,
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DCERPC #—4'w hR—2 KU v—A4Toa> [

SMBtviarnBEHKRHAR > — (Auto-Detect Policy on SMB Session)

SMB session Setup Andx ZRIS KX OILEITHE 41TV 5 Windows F 721X Samba D /X— 5
YEBRHELET, S AN—=Ta VR, [RY v— (Policy) |fXEA T Y a VU TRIEIN
TW'5 Windows £721% Samba D/ X—2 g U E B AEE. FO®y g B, BHEEH
R— g URBENA—Va v E A —N"—F 4 FLET,

7= & z1E, [RY ¥— (Policy) 12 WindowsXP Z %€ L7=5AIC, 7V 7 vt v 575 Windows
Vista #3535 &L, U Pty izFDE v g Tl Windows Vista R U & — &2 H L F
T, TOMOERTEITSI SR AL TI,

DCE/RPC k7 > AR — R~ SMB TlE2 WAL (K7 AR — 23 TCP £721% UDP D
B) L A=V arEBRETET, RV —ZHINICHRETEEFHEA,

IOF T arERMNCTDHICE, Fay XXy A RTROWT N ERINLET,

=N TAT N 8T T4y VTR = FATERET DL, [ T7A4T
(Client) ] &R L %7,

cITAT U MNP =N T T4y 7 TR —FA T EpET 5121, [—7% (Server) ]
ZERLET,

cH— NI GAT U N NG T4 T I FAT Y MY =TT 4y I OFSHTRY —
A T HEET DI, M5 (Both) ] ZBRL £,

LA S—SMBIRETE—F (Legacy SMB Inspection Mode)

BT 5 SMB X— g VERELET, [V — SMB#HAEE— K (Legacy SMB Inspection
Mode) ] BAENZ/2 > TWB54E, DCERPC 7'V Zut v¥ii, SMB/X—Y a2 1D KT
T4 I DRERELET, ZOFT v a BT HE, DCERPC 7' 7at v i,
SMB/N\— a1, 2, BEO3EMHEHT LN 770 v 7 ZdHELET,

EErEYD
AR T 2k KL O protected_content FF— 7 — KD 5[4
B : byte jump 35 L O byte test F— 7 — K

DCE/RPC 2 —4y hAR—R Ry L—FTL 3>

K2 =45y M= R Y —TiX, TCP, UDP, SMB, XU RPC over HTTP k7 > AR —
FDHH1OU EEBENCTEET, MU AR— FEENTTH5E1E. 1O Lo R—
F (DCERPC F 77 4 v 7 %ABIET HZ BN TWELR—F) ZfRETLILERH Y F
R

VAT, 774N EOKREAR—F (T Uy R— MERERET R b TR ER
ENTVDHR—N) Z2HEATLZZEE2MERLCOVET, BRHF—M2EBNT501E, 7740
RUSDAR— FTDCERPC ~7 7 1 v 7 R LI 5GAT21F T,

Windows D% —7%" > h_R—=Z R =TI, Xy NT—V DT 7 4 v 71— T5HEDIT,
1O EOERED b7 VAR = FOR— FZEREOMAGDOETIHRETE £9, LrL, Samba
DE =2y bN—=ZARY ¥ —=TIESMB 7 U AR—FDOFR— METZfRETE LT,
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P B 12D T U AR— RBFEINZ/2 > TW5 DCERPC #—47 v h_"—RZA KR I —%
BMULESEERE, T 74V EOX =7y hR—ZA R 2 —Ti3h7e< &1 1250 DCERPC
NI VAR—=NEENCT HLERDHY £9, 72L& 21X, T3TD DCE/RPC &z LTk
ARNEREL, RIEEEDOKRA MIIT 74NV FOX =7y hR_R—ZARY —%EA L=< 2
BEnb0ET, TOXIRLEAIE. T 74NV MDE =7y FR—ZAKRY =D F T AR—
rEAEME LK i LT,

(A7vay) BEmHA— 2 LTRETEET, 7V ety did, BERHA—
e LTHREENTZA—ME2HROIZT AN LT, FOHR— MR DCERPC N7 7 4 v 7 &5k
LCWABNEINEHBIL, DCERPC FT 7 4 v 7 il LTSIl DO BB 2 T LE T,

HEMHEAR— FZ2EDNCTH5A1E,. =7 = A 70 R— MEESEICHsT5 595, BBk
AR— N3 1024 v 5 65535 DEFAIZCERESNTND Z LR LT EIN,

HERMIE, R T AR— MR — ML o THRBI S TR WE— N TOLIET 5 HIT
HIFEELTLEEN,

[RPC over HTTP 7' 1 &% I H#hig 7R — b (RPC over HTTP Proxy Auto-Detect Ports) ] 473 =
»F£ 721X [SMB HEIfEH AR — F (SMB Auto-Detect Ports) ] 473 a > CHEWR AR — b & H%)
WLIZVRELEY T EIRTEALEDLY $HA, ZHE, BESNTWDET 74V Mait
R—halRE, EHELOLAL N T 74 v I BRRETHI LIHIFEA LR, ZORIAHR LD
RN TT,

KX =Ty RR=ZAKRY =Tl RITRTIESERA TV a v 2RETCEET, LT
T 7ty L—ARERINTWRWEGEE, A7 a i3z ety r—
DA DR TOER A,

2y kI—9

DCERPC # —% > h_R—=ZA Y% —NRY o —%BETERANDIPT KL R, £, ¥—F v
A= RY > —ZBMT25E1L, [#—7 v FOEM (Add Target) | Ry 7T v 74~
R @ [H—s37 KA (Server Address) | 7 4 —/V RITHEE L 74 Al

H—ODIPT7T RLAERLFIT FLATay 27, H50VIIN60NTIERIIHFE D~
TRUS7ZV A MEREETEET, 774V R —2ED, & THRR2S5ElOTa 7 7
ANEBRETEET,

GE)

VAT AE, KV =T RALERIOFR Yy NI =7 = T EERLET, AT RAAL
BT, BEEOIP 7 RLAEZMHAL CIOREEZMHITD L. THLARWERIC/A D AR
WRHY E7T, EFBEXINEAT V=7 VEFEMATLE, THREALCOEIFIL, 7 u—L
a7 4F¥al—varEAS0n— I VREICHEETE T,

7:71'/1/ b ZKDU v —®@ default %&Hﬂiﬂfkt\ %IJ@&—O‘/ r_— 7\]_\09 “/~’C“7‘J/*‘~é2h’€b\
RWE=ZMGR Y NT—2 BT AV DT RTOIPT RUABEESIND Z EIZEELT
STFEW, LEDRST, TIZHNFRI—DIPT RLAEFIZCIDR 7mny 7/ AV 7 4

B 775—>avEFuTotuy
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DCERPC #—4'w hR—2 KU v—A4Toa> [

ARITIFETE T, FLHETLHILE LD A, o, HORY —TZORELZEAIC
L7z, =T &RTT7 FLAKRL (0.0.00/0 7203 :/0) ZEHLZDT5ZLIXTEEH
A/o

Policy

T ARy NT—7 v T A bOX =y bR A MBMEHT D Windows F 7213 Samba
DCE/RPC D FEHE,

[SMB &> aroBEEEHAY > — (Auto-Detect Policy on SMB Session) | 7 & —/ N 47
varEAMMITHE, SMBBDCERPC b7 U AKR— KOHFAIL, ZOF T a v OREE
Ty g ZEICHBMICA—N—F A RTEET,

SMB D #E%h7%i3H (SMB Invalid Shares)

BELEEEY Y =2~ I ITsND &, 7Y Tty BB T 5 1 2L LD SMB
HHY Y —2%2HFINLEST, EHROEFE D~ TR > THRETE E, FEMLEIST
T, EHEEFIHAACH o L b TEET, Zhut, URIOY 7 by =T N—V g U TIEIMAT
L7223, BIERSATEDY A, RIHZRLET,

"CcS$", DS$, "admin", private

[SMBA— b (SMBPorts) |2 HANIHESNTWEEA, 7V 7oty ESMB F 77 4 v
7 T AR L E T,

EE A EDEE. Windows (I X VARIBIEE SN FTA 7B A L LTIRET SIS
E. ZORIA T RV EEMNTLBENDH D Z LITEBE LTI ZSY, 2EziE K7
A7 CIECS £iT"C$" L LTHELET,

SMB O #5724 %2 9 5 12i%, [SMB A"R— k (SMB Ports) ] 7>, [SMB H & H AR — k
(SMB Auto-Detect Ports) | Z AT HMERHDH T LIZHERE LTSIV,

=V 13326 ZHMNCTDHZENTEET ARV MEAERL, A VT4 VBT, 204
TralrOERNTy Me Rue vy P LET, RAAL—VIREOHRE 22 LT EEV,

SMB £ KX AndX 7 = —> (SMB Maximum AndX Chain)

HfE SN2 SMBAndX 2~ > ROHFRR AT, BH., S OEMEAndX 2~ > RIZBRE 72
e R L, BAIC L > CEEREERITEZ R L CW A ATREMEN H W £, Efia~r REFATL
ROGAEIT L ZIEEL, Hifia~vr FORMOBHZ BT 512130 ZE L E7,

7Y FatyVidRvcE‘E -~ KoeE s R L, BET S5 SMB Y et v L—
ARERTHY, #fE o~y FOBENRESNTODHEEE LONLENL EOBAIZIEA N
FEARTDHZEICERELTLLEZ N, 20%, LB\ HITSNET,

cat

SMB 7' &k 2 LZEE LW —H721F 23 [SMB AndX O KT = —> (SMB Maximum AndX
Chains) | A 7> a v DOF 74NV MEEZERTHLIICL TSN,
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=V 13320 ZHNZTDHZENTEET AR MEAERL, A T4 VETIE, 204
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ME DI, BEOF 20— BIEHLT — ¥ ORIEICT — 5 2 b U — AOREGATT 1Y
IMERET D7/ a— )V AT a v ERETEET,

UTOHHATT Y ety —ARNERINTWRWEE, 7Y 2ix 7)) ety
=V RBEAHT SN TOWER A,

77—y avEIuTFontyy ]
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B oerersoay

FIUr—vavEIyTateyy |

AT— 2L A 2VARY S 3 (Stateful Inspection)

BIRSNTWABEE . FTP/Telnet 7 2 — X IREZRF L, K7y My varyarysx
A NEEREL, A SNy va T ERAELE T, BRI TWARWEES, Eyia
VaArTXARNRLTEA DRy FESHTLET,

FTP 5 — X ik 2 MET AL, 2047 a VEABRINTAZLEND Y £7,

Detect Encrypted Traffic
55k Tenet 3 L OVFTP £ v > 3 V&R L £,

=L 1257 £ 1262 5N THZENTEET, A XU MEAERKL, 4T 14 VEBETHE
COFTarOERSTy FE Ry T LET, BAL—VIREORTE 2R L TLEE
Uy,

ESILT—2 DEEZHAT (Continue to Inspect Encrypted Data)

FUFaty s, T—F A M) —ADEELEZ LT —F 2 N — AORE % BT
BRI CE AT a— RENTET =X 2B TH L O IZHERLET,

Telnet A7 3>

FTP/Telnet & 2 — X2 X 5 Telnet =2~ > ROIEHLEZ AR E - ITEIC L., BEDORTE r—A
ZANETITENC L, FATHEZ: Are YouThere (AYT) WD L X\ WMEARETE 7,

PITFOMBATT ) 7at o Lb— A RNERINTWRWGAE, 7Y a 37 atk v
=V BEEAT STV ER A,

— b

Telnet N7 7 ¢ v 7 ZIEH LT AR — &R LU ET, 8%, Telnet X TCP AR— b 23 (T8 L
T, A VF—T A AT, EEOR— 2 hr~TRY->THRELET,

et b7 4w 7 (SSL) 1I7a— RTEZRWVWOT, ;"— 22 (SSH) ZiBEN+5&. T
NOFERNA L L HeER’H D F97,

IF#R1t (Normalize)
FEEDR—bh~D Telnet b7 7 4 v 7 #IEHF{LLET,

Detect Anomalies

St A SE (7 xadyxo—2 g 8&T) B0 Telnet SB (7 x> m—3 g VAR O
B EHHZLET,

Telnet XY R — "5 T xITvo—r a4t SB (W7 RrIvxm— g UBMk) TR L
SE (7 xdLm— g 3KT) THRTLTWARITNIERY FHA, LxL., —E® Telnet

B 775—>avEFuTotuy
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P NFEECIE, RS T D SE DAV SB IR SN ET, Tk, FREFHICORNDHEBE
NoH 5 RFEREETT, FTP L=y b — L8 T Telnet 7’12 h 2 /L &3 579, FTP
HZOEWEDREEZITET,

=V 12635 HNTHIETARY MEAERTE, A4 VBT, 2 D8RS Telnet
FZ7 47 THRHINAGEICER NNy b Ray 7 T&FEd, FTIPa2~v FF ¥R T

MHENDHEAITINL—V 1259 BN TE E9, BAL—/LREOERELZSHL TLIEE
A

Are You There ILE®D L =L ME (Are You There Attack Threshold Number)

Wit D AYT a2~ FOEPEED LI WMEZBAT-BAICEFOZ L2 mH LEJ, Cisco
IZ. AYT LEVWMEL LTTF 7 /v MELL FOE%F E?é LR F9,

=V 126:1 ZHENCTDHZENTEET, AU MEAERKRL, 474 VERTIER, 204
T a v DERN Ty e Rue vy LET, BAAL—VIREOHRE 22 L T IEI0,

H—NLRILOFIPA T3>

BEDOFTP—N"TTa— K47 a v ERECTCEET, ERTHE—NTa 77 A0
X, NI 7497 8F=HTH =D —NRIPT RLALR—IREENET, RIET D
FTPa~ > R &, BEDOV—NTEHETHFIPa~ 2 REREL, 2~ RORANRT A—H
EARETEET, -, Ta—ARNEEDa~y RCRIETA/HED I~ FECERTE
L. REBRERKa~v FRTA—FEEZRETHLELTEET,

PITFOMBATHY) ety L—ARNERINTW2WEGAE, 7 Vg ddr) ety
=V REHEA T STV ER A,

Networks

FTP H— "D 1 DL EDOIP 7 RVAEBET DL, 2047 varaflHHLET,

H—IP7 FLRAERIEIT FLRAT oy, HAH5NIZOWTNNEIXm G20 v~ TRy -
7ZUVARNERETEET, RETE HRALTEIZ1024 XLFCTY, 774/ Ta7r AL
EEDRR2SHOT a7 7y A NVERTETEET,

GE)

VAT AE, FV =T RALVIEBIOFR Y NI =0 o T EERLET, wLTF RAL
BB CIX, EBEOIPT FLAZEH L TCZORELZMHIT L L. PHILZ2WEERICZ 5 AlhE
WRHY 9, EEEINEAT V27 NEFEHTLE. THRRNALCOERFIX, 7 a—1
a7 4 Fal—arrEASs0u—VEREICGHEE X T,

T 74V~ ARY —D default g&ﬁiﬂfﬁi\ W2 =45y hR_R—ZA K o —ThH X=X T
RWE=ZMBR Yy NT—2 BT A FOTRXTOIP T RLABFESND Z LIZIEELT
SIEEW, LERST, T7HLV R —DIPT RLAEIET FL A 7y 7 3EET
X9, FLBEETAVLELOVEFA, 7, ORIV —TIOREZZEHIZLEZD, ¥
TEFTT FLAERL (00000 £720%::/0) AT LT TEERA,

77—y avEIuTFontyy ]
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B v romrivay

Ports

BHSHBRT AN AN NT T 4 v 7 HE=ZTHFIP Y —OR— M EHEET AL, 2o
VarEERALETS, A I =T oA AT, HROFR—hah o~ TR > TIRELET,
R—=HK21XFTP b T 74 v 7D =)L) 7 R— KT,

File Get 1< > F (File Get Commands)
PN 7 TA T MIT7 7 ANERET H-OIHHATAHFIPa~y FEERT HITIE.

TOF T arEERLET, YR— FADLOERARWVEEYD . IO DOEAELEHE LANWTL
7230,

caf

PR—= R 26 DFRBZRNERY | [File Get =~ > K (File Get Commands) | 7 4 —/L K& 2
L7 TL 2SN,

File Put 23 < > K (File Put Commands)

TIGAT L "IN —= N7 7 A NEEIET HIZDIERNTHFTP 2~ REERT HITIE.
TOFTFarEEHLET, YR— O SOETRARWVEED, TRODEEETE LANWTL
7230,

PR — b B DOFERNZVBRY | [FilePut =< K (FilePutCommands) |7 4 —/V R&ZEF L
RNTL TS0,

BN FTP 3 < > K (Additional FTP Commands)

Fa—FZptt 5 a~r FEBNTEETDICE. ZOFE2ERALEY, EHoa~r vy
EITAEAIT. a7y REAN—ZATRE - T FE,

BINT& A a< 2 FIZiL., xPwb, XCWD, XCUP., XMKD., XRMDZ23d VW £4, T b D a~<r ROEE
FLZ D TIX, RFC775 (Network Working Group {2 X 57 4 L7 R UIZES FTPa~w> KD
fERE) &L T 7EE0,

T 74 FExK/NT5 A—% K (Default Max Parameter Length)

REEE IR NNTG A—FZERBEIN TN A<y RORRKARATA—FEXBRET3IC2E, 20
F7FvarEFERALET, BRI A—Z R, NELREETBINTEET,

=V 1253 ZHNCTHZENTEET AR MEAERL, A0 T4 VERTIEH, 2ot
arvOERNTy NMe Ry LET, RALV—VIREEORE 2SR L T E30,

REERK/NF A—%4 K (Alternate Max Parameter Length)

BIRDIRNRT A= RERETDa~ REREL, TNHDa~vy RORKNNT A—FE
ERRET AT, ZoF7varEFHLET, [Add 227V v 7 LTITZEBENL, FFED=
<~ FTHHETE2BRLDRERRNTA—ZREERBELET,

B 775—>avEFuTotuy
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Check Commands for String Format Attacks

fREShlca~vy FT74—~y PUFHIHBEZRAT HI2IE, 2047y a v 2L E
j—o

=V 1255 ZHINZ T H LR TEET, 4Nyk%$ﬁb A T4 VREATIZ, 20
Ta v OERNTy e Rey 7 LET, RALV—/REORE 2SR L TS0,
a7y FOZ LM (Command Validity)

BEDa~y FOFMBRIEREANT DL, ZoFTF a2 LET, DB (Add) ]
7y 7 LT, avy RGEHTZ8MLE7,

=L 1252 & 1254 %N T DN TEET, AU IEAERKRL, 474 VBT
COF T arOENSTy M E Ry T LET, BAL—VIREORTE 2B L TLEE
v,

FTP $53% %448 (Ignore FTP Transfers)

F—HERETF v RV TIREA AT o g VS DTRTDA AT Vg BRI
FTP 7 — X ¥Rk DR T —~v U AZWET HITIE, ZOF T a v a2 EHLET,

G¥)

F— REEEMET DT, T — L FTP/Telnet 77 a  [AT— 7L A VAT g
> (Stateful Inspection) ] ZEIRT HMLENH Y £77,

FIPO< > FTOD Telnet TR —7 a0— FD#&HE (Detect Telnet Escape Codes within FTP
Commands)

FTP 2~ K F % X/ T Telnet 2~ RIMEH I NHEICEDOZ L2 BRHTHITIE, 20
FFvarEERLET,

A= 125:1 ZAMNZT D EMTEET, A XU MEAERL, A0 T4 VEBETIE, 204
TavDERNry e Re vy LET, BAAL—VIREOHRE 258 L T,

EHRIERFIZTEEOa <Y KEES (Ignore Erase Commands during Normalization)

[Detect Telnet Escape Codes within FTP Commands] 233 R S L CTW A A, FTP T 7 4 v 7
D EHULIFIZ Telnet D XFEB L OITOHEEa~ Y REEEHT HI121E, 2o+ T a2 ERAL
£, ZOREE, FTP YV — KD Telnet i~ RO S IEE =BT 20BN H Y %
T —MIZ, HTLWFTP H— i Telnet LA~ REBELETRN, 1ZEAEDOH N —
2N Telnet HE o~ 2 RELBRT 5 MICEE L TLE &0,

FSTUNSa—F4oF9 4T3y  FIPaTY FORIERED O S %524k (Troubleshooting
Options : Log FTP Command Validation Configuration)

NTZTNY a—TFT 4 U TIZONTHAR— R ’F’?b\é}bﬁf:ﬁ% 2, P—=HIZYV A STV D
FTP 2~ R LICREEHRE LT DXL o1, VX'?JA%EQE?L%Z) EERFERSNDHEEN
HYET,

77—y avEIuTFontyy ]
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B e romsErT— 2o b

PR— RS DHERNBRWEY [FTP 2~ > FOMGERED 1 7 % iék (Log FTP Command
Validation Configuration) | Z NI L2 T 7230,

FIPO< Y FDREERT—FA b

RE5FIPOT U FNTA—42

FTP 2~ RIZHT DMAEAT — R AV R EHRET D & X1, HEORBE T A—F & A
N—=ATRY>THEETEET, 2 200/XT7 A—FBIZ/ AT U OR BUREERT 21213, &
FEAT— R A N TIZD2ODNRTA—H e, 7T (1) TRUYH->THEELET, XT A —
BhERADya (11) THirE, TNOEDONRNTA—ENET T aTHLI EERLET, /N7
A—Lrthhya ((y) THIvE, TNHDNRNTA—FINUETHLZ EERLET,

FTP @fE D& LTRAGE LI T A—F DL ZMGET 2 FTP 2~ B /37 X — 2 [GEA
T—hAV PEERTE X,

FTP 2~ R RTA—=HRGEAT — A M TE LN T A—=H ZIROFITRLET,

ERAYT B/ A =4

RIT SN HHRELE

int

IRENDNTA—=LZPERETHLLENDHY £,

number

REIND/NT A—Z 81~ 255 DHEIFAN DL TH 2 W2
BV ET,

char _phars

IRENDH/NNT A—ZRHE—LFTHY | 22D _chars 51T
FRELEZXTO 1 OTHLIMERH Y £,

7ol Z0E, BFES I char SBC 2 L CmMope D2~ R
MFEZ EFHT D &L MobE A~ RORT A—H N LFs
(Stream E— R%Z7~7) . XFr (Block®— F&RT) |
F 72133 F ¢ (Compressed E— R&/R"T) ZEHATWLD N

EDMPRRESIVE T,

date _datefmt

_datefmt IZ ¢ NEENTWDEE, RINDHNRNTA—H(T
BEThHrNERH Y 7,

_datefmt IZ c NEFENTNDLEE, RENDHNT A —FIT
XFTHLILENRD Y ET,

_datefmt{Z U 7 ZVLFFINFENTWDIGE, mahd
INTGA—=ZIIV T ITNVLTFHIN—EH L TWDERERH Y F
ﬁ—o

string

IRENDNT A—=EBPLFINThH HMERH Y £,

B 775—>avEFuTotuy
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s547 kLA Tay |

FEHTB/85A—4

KT SN SHREL

host port

IRENDHRT A =KL, RFC 959 (Network Working Group
\Z X % File Transfer Protocol {:4F) TEZRI N TV DL HL)
IRIRA N R—MNEEFTTHOILENHY £,

FEROFOE L EVBEICS U TCHAEDLEDLZLIZEY, NTFT7 4 v 7 EREFTAVLERH S
£ FTP 2~ RZIELLSBRIFET DT A—FREEAT — M A v FEERCTE £,

G¥)

TYPE 2~ RIZBEARZED L HA1E. REAX—ATHATL S, £, XNOEA
RT U REAR=ZATHATLEE, 72& 20E, char a8 Tix2< char a | B EASILE
7

BErEY Y
P—NL~ULD FTP A>3 (21 =)
Firepower ' A7 LD IP 7 R L A KA
FTP 22~ ROMGEAT— Ak (24 ~—7)

DS5AT 2 MURILDOFTPA TS a3y

HARNLFTP Y FA T N 7a 77 A NVERETDHITIE, b4 T ar2FEHLET,
F L a R Fuat v L—ANEENL WS, FOL S a iz ) etk v
JL—VICEHEM T O EY A

*y bJ—2
FIP 7 AT FD 1 DL EDIP T FLAZIEET DL, 2oL 7 a2l LET,

HM—IP7 FLAEZIIT RLATay 7, HH50NEZ0NENnE-ITWm %2 h v~ TR -
7FUVARNERETEET, HETE DRALTEIZ1024 XFCTY, 774/ Ta7r AL
EEORRK25HOT a7 7 A VEFRETEET,

GE)

VAT AE, KV —T AL EBIOR Y NU—F = TEERLET, v TF KA
BT, EBEOIP 7 RLAZMHL CZOREEZMHITD L. THLARWERICA D AR
WRHY ET, EFBEXINEAT V=7 VEFERATLE. THREAL COEFIL, 7 o—L
Ay T4 X2l —TarEESOR—HVEREICHETE 4,

7:77]‘/1/ b 7\1‘:” v — @ default %&Hﬂiﬂfk}:\ }DJIJ@&_OA/ F_—= 7\]_\09 T‘/_”C“ﬁ/{‘_‘éﬂ‘(b‘
BRWE=FHRGIE Y NT—7 BT A FOTRTOIPT RUABREIND Z LIZEELT
SIEEW, LERST, T4V R —DIPT FLAEIET FL A 7y 7 3EET
P, EEBETARNELHY EHA, 72, BIORY —TZOREZXZZEAIZLIZD, ¥~
<HEFETT FLAFEF (0.0.0.00 £721% 2/0) 2HEHTLIZ LiTTEERA,

77—y avEIuTFontyy ]


fpmc-config-guide-v64_chapter1.pdf#nameddest=unique_87

B rerenet 750
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B

X JE

A ER (Max Response Length)

IOFTvarEFERLT, 72747 MR ANDFTIP 2~ RIZHFAI SN RKRIGEERE
FHRELET, ZHUTED ., BRIy 77 F—NR_"—T o —%FHmHTE £,

V=N 125:6 HEIMNZTHZEMTEET AR MEAERL, A0 T4 VEBTIE, 2047
varvOERNTy M Ry LET, BAL—/VREBORE 2SR L TIEIN,

FTP /3D U R 1TOKE (Detect FTP Bounce Attempts)

FTP N\ AW AT 2121E, 24T va e LET,

N— V1258 HIMNITHZ LM TEET AR MERAERL, A T4 VBT, 2047
varOERATy bRy P LET, RAL—/VREBORE 2B L TESV,

FTP /X7 > ZDEFA] (Allow FTP Bounce to)

FTPPORT =1~ K% FIP N U AWE L L TRDZWVEBIDOEA NEZNEDARA N ED
R—=FDYVANERET DX, ZOFTvarzeffiliLET,

Detect Telnet Escape Codes within FTP Commands

FTP 2~ K F % X/ T Telnet 2~ > RAMERH SN GAICEDZ L 2T 2120,
FFvarEFEHLET,

= 125:1 ZAINZT D EMTEET, A XV MEAERKRL, A1 T4 VBETIE, 204
TraryOERNNTy Me Ruey 7 LET, RAV—VIREDOHRTE 22R LT EI0,

ZD

EHRIERFITEED T Y K%K (Ignore Erase Commands during Normalization)

[Detect Telnet Escape Codes within FTP Commands] 23 & R I TWDH5GEIZ, FIP N7 7 4 v 7
DIEHALFEIZ Telnet D LFRB I OfTOHE I~ REBERTLIE, o4 T a v afHL
£, ZORTIE, FTPZ A4 7> MM X5 Telnet iEa~ > ROUFEFEIZ—EH L TWDH M
ERHD ET, KIS, HTLWETP 7 74 7> M Telnet E 2~ FEAEH L £ 28, 13
EAEDEHENT T AT NI Telnet £~ REWET 5 MICER LT ZE0,

HErEYD
Firepower 3 A7 LD IP 7 R L ZAFK Gk

FTP/Telnet T2 — 5 D RE

ARX—F 54t |REDFAER | YR—rENET | HR—FENBF|TIER

VR AT IS - AU

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

IIAT VNP DFTP N7 7 4 v 7 2= TH L9512, FTPZ 9447 b7 74T b
T 7y ANERETETET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy

ATy I

ATy T2

ATv73
ATv74

ATy TH
ATvT6

ATy 71

ATvT8

FTP/Telnet 72— 4 DEEE .

VAT AT, KV —T RAALERIOR Y NU—0 = TEAERLET, v LTF RAL Y
BT, BEOIP 7 RLAZMH L CZOREEZMHTD L, T LAWERICA DA
WRHY ET, EEBEXINEAT V27 VEFERTLE. THREALCOEHFIL, 72—
OV 74X alb—valrEHSOu— A NVREICGHETEET,

1R BHHEIIZ
c AR H =Ny hR—=A R —THE AT DRy NT—T B, By NT—T 5HR
Vo —lZko T INDE Ry NU—27, V—r, BEXORVLAN OV Tty k& —FT
D, BTy FTHDL I EEMRLET, FEICONWTE, Xy NI 0T e T
ANVDFFEMREEZ S L TS E 30,

[Policies] > [Access Control], 7X|Z [Network Analysis Policy] & 7= {3[Policies] > [Access Control] > [Intrusion]
K IZ [Network Analysis Policy] % 38R L %9,

GE) HARFL =Y o—il, ZZICYARENTWDEIREHIDSASDT 7% AHIBNH D5HE
I 2FBBORZAEEALTRY —IZT 78X LET,

WET IR —DRICHIRET A2 @) 27 Vv 7 LET,

ROVICERRT A ar (8) BERRENDGE. REFTHRAS TR LT, REZELE T DHE
R23d D £H A,

TS = RRVT[RE (Settings) 127 Y v 27 LET,
(77— a g7 et Y (Application Layer Preprocessors) ] F O [FTP & Telnet DA% (FTP
and Telnet Configuration) | D3ERNIZ72 > TV DHEIE, [A2E (Enabled) 1%227 YU » 7 LET,

[FTP & Telnet O4#/% (FTP and Telnet Configuration) | DA{IZH HMRET A 2> (&) 227 Vv 7 LET,
Ja— L FTP B LW Telnet 7> a2 (19 X—) OFAIIHES T, [ a— UL E (Global
Settings) |27 a4 T v a v ERELET,

Telnet 47> = > (203—7) OFBIINES T, [Telnet DF%XE (TelnetSettings) &7 v a DA 7 a
YEBRELET,

FIP =777 A VB LET,

e X F 1T 7 A LOENM : [FTP H—s3 (FTP Server) | DREZH HEm7 A = (@) 220 o
JLET, ZVI9A T RD1OUEDIP T RL A% [H— T FL A (Server Address) | 7 4 —/b
RIZFEEL, [OK]1Z27 Vw7 LET, H—OIPT7T RLAEZIET FLA ey s, HH0NEIH
SOWNTNNELIIW T2 ~TRY -7 A FZRETE ET, HETE D RCTEIT 1024
XFETT, 774NN R —2EFDRR25MORY > —2FETEET,

s =T a7 7 A NVOFEE  [FTP % —3 (FTP Server) | D FIZHDHIAX LT a7 7 A )VORE
HEHT RV AE7 Vw7350, [T 740 (default) 1227V v LET, [RE (Configuration) ]
I a OBREEEETCEXET, F—RNL~LDOFTP AT ar 21 2—) 28BLTLTE
I,

=N T T A LOYIE : Ta T A LOBICHIEIGRT A2y () 2207 LET,

77—y avEIuTFontyy ]
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. HTTP Inspect 7'!) Ot v+

ATFYT9 FIPIVIAT N a7y A NEEHEHLET,

« VSAT YN TFaT A ADEM : [FTPZ 547>k (FTPClient) ORIz H BEmM7 A = ()
VI LET, VIAT RO 1 DUEDIPT RVA%Z[Z7T7A4 7~ 7 RLA (Client
Address) 17 4 —/V RIZFREL., [OK]Z27 Vw7 LET, H—DIPT RLAEZET RLA Ty
7. HDHNEZ ﬂ%@V?ﬂﬁik@ﬁﬁ%zyv@Eﬂokab%%ﬁ?%iﬁo%ET%%
BT 1024 X7 TT, T 740 R =GR R25BORY o —42FETEET,
I TAT N T a7 7 ANOHRE  [FTP 7 747~ b (FIPClient) ] FIiZdHD T 17 7 A LD
EHEHT RVAETZ V7550 [T 7405 (default) (227 V27 LET, [XE (Configuration) ]
NR=Y Y TORELELEECTEEST, JIAT LV FL-LDFIP A7 ar (25%—Y) 25MH

LTSN,
cIGAT U NIRRT ANDEIER AR LT Ty A LOREIZHLEIRT A2 (H) 220y
7 Liﬁ—o

ATYTN0 FEEORY U—MEEZRICZORY =TT AR RFT HI21E, [RY > —1E#H (Policy Information) ]
270 w7 LT, [AE&METE (CommitChanges) |27 U7 LET,
EREMETTICRY O—2ZOFEFICLIHLAIE. MOR) O —%FHEET D L, REOHEERIZT ¥~
Va SNTEAERIHEINET,

RDZRY

RAANRY N EARTHEEIE. FTP B L Otelnet 7V 7k v 11—/ (GID 125 B &
W126) ZAMZLET, MOV TiE, MBAL—VIREORE] 22 LTLEX
W,

HELAEZREALE T, RELAEORHEZSRL TIESVY,
BErEY Y
Firepower ¥ A7 LD IP 7 R L A KL iE

LAY OEH
Eﬂm&ﬁ% Z‘/ FD— 7 Tﬁ%i@{x]\‘f) v

HTTP Inspect 7'') A+ v H

HTTP Inspect 7' VU 7'mt v L, ROLBEZITNET,

e Xy hU—27 ED Web —NITHEE &N D HTTP Eik & Web — 302 5%+ 5 HTTP
WA AT a— RBXOERELT 5,

« HTTP Bh#E DR AN—/L DR T p—=< L A LD, Web — NIEEENTZA v E—
Y% URI, FEcookie DHRH L. cookie RHH L., AV v K, AvB—YRT 4 DEKE AL HR—
M B,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
so—nuHP Efitr T a>

« HTTP BS#E DR AN — VDX T —< V A[[] LD T8, Web br— B2 F LT A vE—
CEAT—ARAa—R N, ATF—HF R 7< vt —3, Ff set-cookie FL.H L. cookie .HHL . B
JVIEERT 4 DFa L R—FR 2 MTHT 5,

s URI = a— RXBEOFREMEZ RN T 5,
s FHULT — & BV — VI TX 5 L 9121 5,
HTTP 7 7 4 v 713 &8 F 8EREA T a— RFENTWAFEEMERH D, ZDZ &M, L—

T K iG] 7o i o Fefit & R EEIZ L CuvEJ, HTTPInspect [T 14 fEH O a2 — & T 22—
KL, HTTP F T 7 4 v IV BREB DA VAR v a v 22T bbb Loz LET,

HTTP Inspect DA 7L = %, 70—/ VUCERET 20, 1 DOV —STRET D0, £l
P—=NR Y ZX ML TRET DI ENTEET,

TV 7at vyt =V I HTTP O EHEE AT — P L AICFETTHZ EICHEBELTLEE
W, DFED ., Ay FEALTHTTP XFHAZIESL L, TCP A U —2Aa 7Y FokyPic k
D HAERR S 7= HTTP UFEH DA Z M TE F97,

2 O—/\)LHTTP EEfR{EA T3 >

Hﬁmmmaf)fﬂﬁ/ﬁ®7ﬂ%ﬂwHﬂPﬁ7V5Vﬁ\TUTDﬁVﬁ@%%%ﬁ@
LET, Web¥r—NHKR—FELTHRESINTORNWAR— I HTTP b7 7 4 v 7 %575
Y O HTTP EERULZ AR E 1T BN T DT, ZoF T a vy 2HLET,

WORIZHERE L TLIEEN,

o SR OEHMEEER  (Unlimited Decompression) |1 A 02T 5 &, BHEO = I v MR [E
fiT— 2 DI KIFES  (Maximum Compressed Data Depth) ] 35 KO [r%{ﬂﬁﬁ¢ﬁ?7 & DK
& (Maximum Decompressed Data Depth) |4 73 = > 23 HEIIIZ 65535 IZRRE SLE T,

o RMEIE, [JEMET — % O KIFES  (Maximum Compressed Data Depth) ] & 72 1% [[EAEAERR
T—% D KFES  (Maximum Decompressed Data Depth) | DfE2N 72 255 12 H S E
o

T I FNEDFR Y T =TGR —

cRMULT 7R arba—L AR —OFy NT—T 53— L > TR ER
D, MO AZ N Ry NT—T 3R 2—

DUTFoO#HHTTY Zuat vy L—ARNERINTWRWES, 7Y g dx7 ) et v
V= USBHEAH T BTV ER A,

EESHITP Y —/ DL (Detect Anomalous HTTP Servers)

Web — N AKR— K& LTHEEINLTWRWAR— MOEHESINZHTIP v 77 4 v 7 F7213 2
DR— K TZFELEZHTIP N7 7 4 v 7 2 LET,

77—y avEIuTFontyy ]
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\}

G¥)

ZOFTva kA AT A%E1E, [HTTP &% & (HTTP Configuration) ] ~X—°C, HTTP h
TIT 4T EZETEHTRTOR= IR =TT 7 A I A FENTWDZ L MR L
TLEEW, fERETICZDF Ty a r bHEETLTY) Faty Y L—LEFENT DL,
P—NEDMOBED ST 7 4 v 7K TAR WBERESNET, T 74 FOY— T
1277 A W&, HTTP R 7 7 4 v Z I —RITHEH S5 T _XTOR— PR EFEILTOET D,
DT Ty ANEERLIZEET, ARV FOERENTDIIHOTe T 7 A MZEND
@ﬁ—k%ﬁ%#é%%ﬁ%@iﬁo

=V 120:1 ZENCTHZ ENTEET, 4NV&%$WL A T4 VBT, 2o
TrarOERNN Ty Me Ruey 7 LET, RALV—VIREDOHRTE 22R L TLEI0,

HTTP 70+ 4 —/ D1 (Detect HTTP Proxy Servers)

[HTTP 7' v % v OfE A% FFA (Allow HTTP Proxy Use) | A7 a V' TERIN TR 1
X P —NEMHEHATHHTTP N7 7 4 v 7 & LET,

=V 119:17 ZFNCTHZENTEET, AU MEAKL, AT VERTIE, 20
F T arOENN Ty hERay 7 LET, BAL—VIREORTE 22 LT a0,

EfET—42 ORAFES (Maximum Compressed Data Depth)

[JEAET — & O (Inspect Compressed Data) | (3 X OMEE T, [SWF 7 7 A /LD JEAFARERR
(LZMA)  (Decompress SWF File (LZMA) ) 1. [SWF 7 7 A /LD JEHMEfEE: (Deflate)
(Decompress SWF File (Deflate) ) ], F 721 [PDF 7 7 A /L DJEAEfEER (Deflate)  (Decompress
PDF File (Deflate) ) 1) 2SEZNRGEIC, EMEMERT 5 EMET — 2 OR KA X2 EL E
7

EMEfERT—42 DR KES (Maximum Decompressed Data Depth)

UEAET — % Offtr (Inspect Compressed Data) | (3 X UMEE T, [SWF 7 7 A /L DJEAGERER
(LZMA) (Decompress SWF File (LZMA) ) ]. [SWF 7 7 A /L DJEHEfEER (Deflate)
(Decompress SWF File (Deflate) ) ], 721X [PDF 7 7 A /L DJEAEEER (Deflate)  (Decompress
PDF File (Deflate) ) 1) DA HEIC, EFULSNTEMT — % ORI A X&2FHE L E
T

H—/NUARJLO HTTP EfREA T3 >

PNV DF T2 g E, F=A BRI EIIRET D0, TXTOY— X LT
7EJ—/“/VWQE’9"5%)‘ FTP =N A MK L TRETHZENTEET, £70, FHl

BOV—NRNTaT77ANVEHERH L TCINDLDAT Y a v EZHRET DN, T THHOREE
03*—7\ BOETENIERET HZENTEET, TNH6DOF T ary, FIIhbod
FLarERETHT 7NN Tu T AND I OBERALT, N7 4 v REHLTS
HTTP #— A — b, EBULT 29— NnESAf v—Fo&E, BIWER LT = a—Fo
AT EBELET,

B 775—>avEFuTotuy
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\}
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PITFOMBATT) 7at o b— A RNERINNTWRWGAE, 7Y a 37 atk v
JL— )L RNEEA T BTV ER A,

Networks

1 DU EDOY—"OIP T RVAEZRET DX, 2047 varvaEHLET, 1201P T
RUAREIET RV R 7y 7 2BET L5, TOWTNUNETIEHE TGRS >~ TR
Yo7V A MERRETEET,

FIFNN TaTrANEEDTTaT 7 A IVOEFEITRK 255 TR, &5, HTTP
P X U R MK 496 XF (26 b)) 2505 ENTE, TXTCOF— TR
T AMIHLTEHFH 256 DT FLA = MY 2fFETEET,

GE)

VAT AT, BV —T RALEOR Y NT—F = T EERLET, /LT RAAL
BRI, EBBEOIP T FUAZMHL CZORELZMAEIT D E, P LARWERIZZR D ATHE
WRHY EF, EEBEXNEAT V27 NEFEHTLE, THREALCOEHRFIL, 7o — UL
AT 4 Xalb—TarEHSOr— A NVERRICGHETCEET,

T 74k ARY =D default % & ClE. BIOX =47 hA_R—=A KR I —TH X=X TV
BRWE=SWBE Y hT—7 BT AL DT RTCOIPT FLARREENDZ EICEELT
KIEEW, LER-T, 7NV R —DIPT FLRAERIICIDR 7y 7/ 7V 7 47
ARIIRETEP, LB ETIHILELDY A, 72, JOR) —TZOREEZEAIC
L7720, +=T &2FTT FLAERL (00000 £7/21F:2/0) ZFEHLZVTHZLITTEEYE
Mo

Ports

TV Takyh =P URHTTP b7 7 4 v 7 B IEH{ET 2R — b, A— NEENEEH LY
Bt Hr~TREY £,

Y4 XBBDT 1« LY 1)K (Oversize Dir Length)

BESN-ELYVLEWURLT 4 L2 MY A LET,

BESNTFESIVHEEVWURL OERkE2 7ot o bR LEBAIcA Ry FaERR L, A
VIA VBETIR, BNy FE Ry LET, TAHICE. v— 1115 EANC L E
ﬁ‘o

9547k 728—0OFSE (Client Flow Depth)

[Ports] CEFRSINTWDEZ T AT MAIHTTP T 7 4 v 7 T, —/UZ LV BEEIND raw
HTTP X7 > b OAA ME (R LEA v— R F—Z%&5T) ZHELET, L—LHAD
HTTP 27 Y =)L A7 3 N Lo TERA v =V DRFEDES PRE SN L 5E
X, [Z7 747 b 7a—0OFS (Client Flow Depth) 13 H S v A,

RONWTIINEHRE L ET,

77—y avEIuTFontyy ]
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« IEDMEIZ L » T, \AIDANT y B TIREDASA MEPRESNET, BOOAT  FOA
A FPEBIEEDNAA ML b DRWEGEIE, Ty MeEPIRESET, fBESh
%, B7 A MesShle Ay MRSy hOmGIZER S D 2 L2k
HELTL7EEN,

Fm fH300EEET A L. BEIT. 2 DI FAT v NERNY X —DEDOVITH DK
& 72 HTTP Cookie DA ' A7 v a URNPEBREND Z LICHEBE L T ZE N,

0FRETEE, ITRTCOITIATUMIUNT 7 4 v 7 3BEINET, 2Tty
CINOBE DNy R EFIL, BERGAEICIEAN, O EREELZLDZELH D FT,
ZOMEIF NN T =~ A ET DN D Z EICEE L TLLE XN,

-l BEETDHE, JTAT U MAOTRTONT 7 4 v I BNIERHEINET,

Server Flow Depth

[Ports] THRE SN/ —MUHTTP b7 7 ¢ 27 T, —/UIZ XV BRE SIS rawHTTP /37 >
NDONA M EFEE L £, [Inspect HTTP Responses] 23RN Tdh 2 5A 1L raw A L & 3o
7 — R34 & 4L, [Inspect HTTP Response] AN CTh D256 1E. raw JERT 1 DA
SNET,

Server Flow Depth IZ, [Ports] CEFR SV TCWAF— MU HTTP FF 7 4 v 7 T, AL—IZ LD
BAEIhLEy v a v AOawh— NIRET —X O, MIERELE T, 20+ 7 var %
LT, HTTP V= NGB T —H DA VAT 2 a DL bR T =< V ADINT A
EECEET, V= AHNOHTTP a7 Y 47 g ko> THER A v — Y OREDH
DVRAE SN D YA X, Server Flow Depth (1 & vE A,

7747~ 7a—0O%E (Client Flow Depth) & (35720 ¥—N 7o —0D% X (Server
Flow Depth) Tl&, /N—ADRAET 534 Mz, HTTPER X7 » 2L Tlid/e <. HTTP/L
BZLDONA MEELTHRELET,

RONTNINOELFFETE £,
« EDIH :

[HTTP it DF5 A (Inspect HTTP Responses) | BB TH 53555, raw HTTPIGE R T 1+ D
HORA Z AL, raw HTTP ~v ¥ —IR&E SN EH A, E2, BT —% OfR4A (Inspect
Compressed Data) | N AZToh H5E 1%, EMMRT — % bREINE T,
[Inspect HTTP Responses] 2N EH TH L 50, raw /37 v b RIHL L ~A m— FABAE S
£
Yy va YOISEAL PEBEREDHEL Y D WEEIE, £ty a T, Al
£V WEIZS U TEEAT v MZblzo ) T RXRTOIRE T v EBERITHRAE SIVE
T By a VOINEAAL MEPRTRREDHE LY b2 WGEE, £ty g T, L—IC
£V WEIDG U TEEUY Y v MZblzoT) BEOAA MEIEBREIhET,
Flow Depth DA/ S W GE ., [Ports] CEFKRSAVTWA— MU NT 7 ¢ v 7 ZxtGe
L= T, RIRNAFET AR H Y £, Zhb0L—LDlFE A 1L HTTP
R LEZE=2r 7Y (ZRUEZ < OHREHERE L 7 —Z OIEEHOKI 10031 FNIZH

B 775—>avEFuTotuy
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DET) Zxtge LES, @ELHLORST300/3A FRIEGETE A, AHL A X35
RHZENRDY ET,

FRESNIEZ, BZ7 A MEShiz Ty b EFER ST v FOWFIZE S
LT EITHEELTIEZE N,

0 Z4HET D &, [Port] TEHRSNTWNDTXTOHTTP V— MUl T 7 4 v 7 Ty
FERBREINET, 2Tty g o TD6553534 I b RERIGETF—F %
GENET,

ZOEIF N T A=~ L RITEET AN S D Z EITEE LTI &N,
e-1:

[Inspect HTTP Responses] 23 B %1 72354 . raw HTTP L H L7210 23 S 4v, raw HTTP S5
AT TSN ERE A,

[Inspect HTTP Responses] 23 8&3) T 5855, [Ports] TEFR STV DT XTOH— 3 R
T4 v I3 ERENET,

Maximum Header Length

[HTTP it D5 #s (Inspect HTTP Responses) | B HAZN T 5554 1%, HTTP Zk, B L O'HTTP
JEET, EESNTVARANAA MLV bEWAy X —T7 =L RERHBLET, 0%
ETDE, ZOF Ty a NEHICRYET, ChEANICT DO EDEELEEL T,

=V 11919 ZFNCTHIENTEET, AN FEAKL, AT VERTIE, 20
A7 a v DERS Ty bRy LET, BALV—VIRIEORE 22 L T 7EI0,
=AY A —3% (Maximum Number of Headers)

HTTP ER Ty X —HNZ OBREEFBZ TWAESICFOZ L 2R LET, H0 2fEET
L, ZOF T arnNERHCRY ET, CNEANCTHEOIEOEEIEELET,

L= 11920 ZHANTTHZENTEET, ANV PEAERL, A T4 VBEATIE, 20
FFraryDERNTy e Fry 7 LET, RALV—VIREORE 22 L T EE0,
RAAR—ZE (Maximum Number of Spaces)

WO T BITOANR—AOENHITPER O ZOHTELZ L WD), BZ TWAEAICEFDZ &
PR LET, HOZEBETIE, ZOFT T a v DERCRYVET, TNEENNCTIHED
FEoEE=RELET,

= 11926 Z BT HZENTEET, AU IMEAERL, AT VETIZ, 20
A7 a vDERN Ty MERey T LET, BRALV—VIRIEEORE 22 L T 7E I,

HTTP U 54 72 b RT 4 O DIFEES (HTTP Client Body Extraction Depth)

HTTP 7 74 7 FERD A v B =Y AT 4 DO 251 MEREL£T, BAL—L
PR LTI T — % Z2MA T 51213, content F 72l protected content F— 7 — K% [HTTP
7 Z A7 vk ART 4 (HTTP Client Body) 147 v =3 > & HTEIN L 9,

77—y avEIuTFontyy ]
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AT N AT 4 BT HI2E, A EEELET, 27947 N AT 4 2R EMET S
Wi, 0ZFEELET, IR OANS NEERET DL, VAT AT+ —< U ANH ET
L2ENHLRITEELTIEIN, £2, BANL—/LTHITP Y 747 FR7 4 (HTTP
ClientBody) 1A 7> 3 U AMERET 2720121, 0000 KV REVMEEIEET HMERHDH T &
ICHEBE LT &N,

INEWF ¥ > 4 X (Small Chunk Size)

FX T PINSNWEBIRIND A ADFRAA MIERELET, EOELFRELET, E
0ZFEET DL, BELR/NZR2ET AL FOBEGEORHNSEIC20 £, FEIZ OV T,
[Consecutive Small Chunks] 47"+ a V&ML T X0,

Consecutive Small Chunks

Fy kT a— REFEHT A7 I5A4 T N NI T4 P ERITY—NN T T 47T
BEICKETHD EAREIND, HET /NS R2TF v 7 O&EfE L E£3, [Small Chunk
Size] A7 a Ek, NERTF ¥ T DIRRYA X ZEELET,

ez 1031 NUUFDOF ¥ 7N 50 L TWAD Z EERT 212iE, VhanF v
7 %A X (Small Chunk Size) 11210 Z5%E L. [EHFiT H/NSWF v 7 (Consecutive Small
Chunks) 1125 ZREL £,

KREOD/NSIRT v I B ESNDHEIT AR FEERL, A T4 VBT, &S
rybERoy 7 LET, 723 77947 T 7 407 OBAFTY Taky Y —
NN92THHMI L, =TT 4 v 7 DGEIFINV—V 120726 LET, /haWF v
> 7 HA X (Small Chunk Size) | A THY, ZOF T a B0 EITICHEIL T
HZHGAEICINDDONL—VEGINITDHE, BESNTETA XU TFTOTRTOF v 7 TA Ry
F R A= LTHEHEINET,

HTTP A = K (HTTP Methods)

VATAEANNT T 4w THRETAETHIENS, GETEB LI UPOST UAND HTTP ER XV v
RERELET, EROEITD ~TRYY 9,

BANL—/LTlE, HTTP A Y v RO a7 Y #RFET 572012, content £721%

protected content F—7 — K7 HTTP Method 5|55 & iz EvE 9, GET. POST. B k&
VCZOF T2 a V TRESNTNDAY y RUSANDRA Y v RIRNT 7 4w 7 THRIBESND5GE
AR RNEAERL, AT VBT, BNy ME ey LET, 512, v—
11931 2N LET, BAL— VRO EZ SR L T EE W0,

75— k7L (NoAlerts)
#4270 at vy L—ILNBRTHDLIEEIC, BAALRXY 2B L F T,

GE)

TOF T a v, HITPOFEHET X 2 M L— L L EFTAF T V=7 M L— LB LE
A,

B 775—>avEFuTotuy
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HTTP ~ v A —®MIE3#R1t (Normalize HTTP Headers)

[Inspect HTTP Responses] A2 CTH 25 1E, FoRALH L &R WL LTI cookie 77— # D IE
AL A 202720 £9°, [Inspect HTTP Responses] N A 2N TIEAE WG AIE, Bk A L EIRE R
Hi L C cookie Z#7¢e HTTP W L RO ERILBA AT/ £,

Inspect HTTP Cookies

HTTP 2R AL L2 5 O cookie Dl Z G202 LEF, E7=. [Inspect HTTP Responses] 73 H %0
THDHEEE. IWERH L O set-cookie 77— % DI HH N7 97, cookie DI 23R
RGBRIE, ZOFT v a BT L L NT v ABEELET,

Cookie: BIL W set-cookie: DHH LA, RHELITOREDO A= BLOAE LITOXRE
® crir [E, cookie D—ETITR S LO—FE L THRESNET,

Normalize Cookies in HTTP headers

HTTP ZE3R FLH L @ cookie D IEHALZBZNZ L E T, [Inspect HTTP Responses] N HZNTH 555
BlE, & R LT set-cookie 77— % D IEHULN BN/ £3, ZOFT v a v ERIRT S
AflZ. [Inspect HTTP Cookies] Z EER T 2L E R H Y F9°,

Allow HTTP Proxy Use

Fo= AR BEWeb Y — R_REHTTP Va3 ¢ L THEHTE LI LET, 247 v a i,
HTTP B:RDA L AT > a3 o TORFHINET,

Inspect URI Only
ERMb S/ HTTP R X7y SO URLEV S OB Z s L ET,

Inspect HTTP Responses

HTTP JSEDYERA AT 2 a AR 7 7Fat v id, HTTP R A v&—
DF a— REEREOMIZ, V=L PN L DA AR g v DEDITIEET 4 —V R
EHMHLET, ZOF T a B GICTLHE, IWE~yH— KT 4, AT —FAa— K7
ENVAT AL & E$, F£72 [HTTP Cookie DI (Inspect HTTP Cookies) ] 234 %h
A, set-cookie T — & L I E T,

AR REBARL, A VT4 VRBRBATIE, BNy e Ry LET, 7512, —
120:2 £ 1203 RO LS ICHE LN LE T,

RE:HTTPIEEIL—ILDA VARG 3

L—IL LTDEBEIZR) H—F 3
120:2 MZh72 HTTP B D AT —H A a— KA LET,
120:3 HTITP )oK IZiZa vy T oY EFERFEED a—FT 0 7

FEELEE A

77—y avEIuTFontyy ]
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UTFT>a— F® UTF-8 ~MIE#R{E (Normalize UTF Encodings to UTF-8)

[HTTP J&& Dfgi#s (Inspect HTTP Responses) | 23A %) Td 535A . HTTP I C UTF-16LE,
UTF-16BE, UTF-32LE, # XO'UTF32-BE = 22— R2MEH &, UTE-8 ICIEA LS E 3,

UTFAEME(L SR L2581 A R R EAERKR L, A T4 VBT, EN7ry hE Fay
TLET, TDHITEH, 1024 ZENLET,

E#ET—42 DRE (Inspect Compressed Data)

[Inspect HTTP Responses] AN To D456, HTTPILE R T 4 T gzip 35 L O deflate FHA T
T — X OJEMEMRER L . EFUL SN EMERRT — 2 DA VAT v a URAENZe D £, v
AT BIE, T o7 HITPIRE T — 8 LEF v 7 HTTPIGE T — A &L Ed, Y AT A
X, MBI U TEED T v MThT O EMERER T — 2 &3y MR CHRELE T, 2%
0. VAT LRRIRD Ty FOEMRRT — 2 A VAT L a L OTEDITHAEIEL I L
13H D £ A, [Maximum Compressed Data Depth], [Maximum Decompressed Data Depth], %7z
FEMET — 2 OO VIZRIET D &, MRS T LET, [ERIROEMMER (Unlimited
Decompression) | Z 4R L TW WAL, [h—/N 7 —DE X (Server Flow Depth) ] (2%
ET D & JEMERRT — 2 DA AT v a VMR T LET, JERERRT — 2 ZRAET 51
= file data /L —/b F—U— RKBMMEHTEET,

AR RNEARL, A0 T4 VBT, Ny e Rry X LET, 75123, —b
120:6 £ 120224 #IRD L HITH T LE T,

RIEBEINIZ HTTPRZIL—ILDA VARG 3y

JL—JL LTDEBFIZ L) H—F 3
120:6 JEHE S HTTP D FEfE 2 L E LT,
120:24 JERE S 72 HTTP B O EREN RER L & LTz,

SR D E#EAEFR (Unlimited Decompression)

[Inspect Compressed Data] (35 & UMEE T, [Decompress SWF File (LZMA)] [Decompress SWF
File (Deflate)]. % 7=1% [Decompress PDF File (Deflate)]) M A #7254, EEO 7 v Mbiz»
C [Maximum Decompressed Data Depth] 73 4—/3—F A éﬂi@“o SFD, ZOF T a v
WZXY . BEDO ATy MO D EERIIROEMRIRP AN 2D £9, 0T a v 2HE)
WZLThH, H— %7y FNTO [[EfET — % DR KIES  (Maximum Compressed Data Depth) ]
F 72T [JERERRERR T — % O KE S (Maximum Decompressed Data Depth) ] 13528 L 72
LICEBELTLLEE Y, £/, 2o 7 varvafAaicds e, ZHEnax y}ﬁ;\VWE
T — X DRKIES  (Maximum Compressed Data Depth) | & [JEMEMAEFRT — & ORKRIES  (Maximum
Decompressed Data Depth) ] 73 65535 IZRRE SN D Z I HERE L TS EE WY,

Javascript D IE71E (Normalize Javascript)

[Inspect HTTP Responses] 23 2072354 HTTP LA AR T « N TO Javascript D & ERH L%
AR LET, 7V 7ty Hid unescape BXS® decodeURI B4, String.fromCharCode # >/

B 775—>avEFuTotuy
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N7 & O#EGL Javaseript 7 — ¥ Z ERYL L E T, U 7'm& v HiL, unescap, decodeURI,
F £ OV decodeURIComponent AN DR D= 2 — REEHL L £,

¢ %XX

* %uXXXX

e OxXX

< \xXX

« \uXXXX
FY ety iEGET A AR—AERE L, | DOAR—RZESLLET, 2043
YINERITH DG RIET 4 —/V RTIEL, #E5ib Javascript 7 — # TIFA T 23t A X— A
DERBARETEET, ANTELHMIZ. 1 ~65535 T, [HOAXIEETHE, D7 40—

IV RIZBEEFMT SN TWA 7Y a3 b—r (120:10) B E 5 BB, A X
v N DERNEINC /2 FT,

7'V 7 ety YL, Javascript D IERF S (1) EEFLIESM L. ZoOEEEFEH LT3
gk L ET,

file data fRA/L—/V F—U— FEEH LT, EH(L S 417 Javascript 7 — Z 1T LIZ A/L—
NERLRTZENTEET,

AR NEAKL, A TA4 VBT, N7y N Rey 7 LET, 72512, RITR
FTEoIZ, = 1209, 120:10, BEO120:11 ZHBICLET,

& 8:[Javascript DIEFRAL (Normalize Javascript) ]7# 7 3 > ®JL—)L (Normalize Javascript Option Rules)

L= UTFDBEIZ Y A—F 3

120:9 7V T at s Y ROBBLLAN 2 LU ETH D,

120:10 Javascript #EZi(b. 7 — & T 2 AR—ZAOHN, TFE
SNHHEGEAS—AORAREL L L TRE SN ETH
.

120:11 TR =T ENETF =S E T a— RSNET—4

W2, HHEOZ a— R 2L TREENT N5,

SWF 7 7 A LDEHEfER (LZMA) (Decompress SWFFile (LZMA) ) X USWF 7 7 1 ILDE
#Ef%6x (Deflate) (Decompress SWFFile (Deflate) )

[HTTP Inspect D)%% (HTTP Inspect Responses) | 3G 2I72456G. ZHb DA 7L a i, HTTP
ZLRO HTTP ISERT 4 NIZH D 7 7 A Vv DLy 2 R L £ 97

GE)

HTTP GET JEE TR O o727 7 A VD FEREERS DI 2 [ ERE R T £4,

77—y avEIuTFontyy ]
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* [SWF 7 7 A4 VO JEHEfEE: (LZMA)  (Decompress SWF File (LZMA) ) ]i%. Adobe
ShockWave Flash (.swf) 7 7 A /LD LZMA HHOD [ EHGER Y 2 JEREIERR U E 9,

* [SWF 7 7 A VDO EAEf#EER (Deflate)  (Decompress SWF File (Deflate) ) ]1%. Adobe
ShockWave Flash (.swf) 7 7 A /L0 deflate A 0D [R5y % EMEfRER L 97,

[JEMET — % O KRS (Maximum Compressed Data Depth) |, [JEAEMERRT — # O K S
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D7 4 VA (/FlateDecode /FlateDecode 72 &) IV AR —FLTWEHA,

GE)

HTTP GET J&E TR O o127 7 A VDJEREERS D& 5 [ERRR X £,
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FIP~y X —%2fRETEET, [Add|Z 2 V) v 7 LT, DAZ LN B —RETITAF)T 4
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e =TT 7 A NVOMRE : [r—/ (Servers) | O FTEMLET a7 7 A NVOREFHT NL A%
IV 7T [T 74/ (default) 1 %27V v LET, [XE (Configuration) | &7 2 a3 D%
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RPC 7545 A2 MELO— FD#HE (Detect fragmented RPC records)

RPC 77 7 A Mbba— &t LET,

=L 106:1 & 106:5 ZHNTHZ LR TEET A X FEAER L, A2 T4 VRETIE,
ZOF T arOERNTy M Ruy 7 LET, RALV—/VREBORE 22 L TS
AN

137y FOEHLI— FDO#®YE (Detect multiple records in one packet)

Ny b (FREBER SN ATy b)) ZEIT, o RPC ERAE M L ET,

L= 1062 FNZTHZENMTEET AR MEERL, A VT4 VEBTIH, 2047
VarDERNT Yy e Rey P LET, RAL—/REORE 2SR LTIV,

1755 AV  EBABTST AV MELO— FAS DY (Detect fragmented record sums
which exceed one fragment)

BHEONRTyy NEEBZDIHHERINT7 77 A Muva—REEBRELET,

N— 1063 HIITHZENTEET ANV MEERL, A T4 VERTIE, 2047
VarDERNTy e Fry 7 LET, RALV—REORE 2R LTIV,
17y FDY A XEBZBE—T755 A~ La— FD&H (Detect single fragment records
which exceed the size of one packet)

oy L a— REmHLET,
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B swrrc Ty ToevvoRE

FIUr—vavEIyTateyy |

= 1064 BT D ENRNTEET AU MEERL, A0 T4 VBT, 2047
varvOERNNTy e Rary T LET, BALV—IVIREEORTE 22 L T EE0,

SunRPC ') 70t v HNDIKRTE

RY—h 54t |HEDSTAEUR | HHR—FENET | HH—FEhd R 7o£2

~ R N RE AL

Threat Protection WA (Any) | WAL (Any) | Admin/Intrusion
Admin

AT w71 [Policies] > [Access Control]. 7X!(Z [Network Analysis Policy] & 7= (% [Policies] > [Access Control] > [Intrusion].

RIZ [Network Analysis Policy] % 341 L £ 9,
GE) HAFLZ—Fo—Il, TV ARSI TWERIID/INASDT 7 ZAHIBERH 5I5E1E.
DEHDONRAZHEHAL TR =T 78 A LET,
ATV T2 RETHRI D —DRICHIRET A2 @) 270 v 7 LET,

ROVIZERT A2 (5) BDERSNDLEA.
N FEA,

REFTAF AL B L TR, REZLEE T DHER

ATvT3
ATy T4

FES =23y RRVT[RE (Settings) | #7 Vv 7 LET,

[7 7V or—avg7 V) 7ut v (Application Layer Preprocessors) ] @ T [Sun RPC DR (Sun RPC
Configuration) | 2NEZHZ 72> TV D EAIX, [A7t (Enabled) 1 %7V v 7 LET,

[Sun RPC Of#RK (Sun RPC Configuration) | DERICH HMRET A 2 (&) 27 Uy 7 LET,

SunRPC 7'V FmtvHhoOA 7 ar 47X—Y) THHINTWIRELZELELET,

RBEDRY —MEERIZZORY =TT I ER 2 RFT 2I121E, [R Y —1F#H (Policy Information) ]
7 Vw7 LT, [EELZME (Commit Changes) 127V v 7 LET,

ERAEETICRY =2 2O F LI LG EIE, MOR) —2iFET L & REOMHE
Va SNTEAEFIIEINET,

ATy TH
ATvT6
ATy 17

RICF v v

RDEZRY

s AU BEERL, AV TAVRATIE, BTy bE Ry T LET, TARAE,
SunRPC 7Y 7t w4 L— (GID106) ZHDNCLET, FEicONTIE, [BAL—
IARIEDRE ] #BIRLTL S,

REARZRALEYT, RELEORERMZZML TS,

EENEY D
LA Y DOEH
MELER Xy NI MBI ORARY v—

FrUr—avEFyTateyy
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| 77u—vavETFUFntyy
sip 7y Fatyy ]

SIP ) JatvH

Session Initiation Protocol (SIP) X, A v #—FX v N T L7 =—, ~LVF AT 4 T2 1
VABU N A= T K TA T T AIEERED T FAT N T T r—
arDl AN EOa—Fiz L, 128y varoa—Lokry v Ty BE. B
KXOT 47X R L ET, & SIP ZRD method 7 4 —/v RIFEROHIZ R L,
Request-URI IZELROFERDIEE S NE T, &K SIPINEDAT—Z X a— NE, ERIz
T varOERERLET,

SIPZfEM L Ca—udity M7y 7ENK, REDOEFIB IO ET AT X 51@(5 1% Real-time
Transport Protocol (RTP) I[Z X VBRI ET, By a D ZDfSIE, = —/V F ¥ R0,
T8 Fx RN, FRFEF/CTH T—F TRV EMHIND 2 ERHY £3, RTP I,

F—=HFx FN NRTA—=F FIA =g Bya VB, BEOE Yy g O
DTz SIP A »t&— 7R T T Session Description Protocol (SDP) Z{#H L £,

SIP 7'V Zut v HIROUEEFITLET,
«SIP20 T 7 4 v 7 DF a— KB LU

*SDP T — X NFHET HHBEITIDOT =X G SIP~y X — L A vbB—V KT ¢
L. I LT — 255 B DA AT 2 a9 DDV —b = DI TS

s RORRENHH S, *HET D7V 7 at v — VNG R N EAKRT D
 SIP /377 RN EE & BER O ffes5

JEFERRIE S TWAa—/L I — U R B a— L —r R
s I—)L F ¥ RLOEHE (T3 )

) 7av Wi, SIP A vt — BT S ITHAIAENTWS SDP A v —IIREN T
HIR— MIZHESWTRIP F v XA ZiAILETN, RTP Va2 hajL A AT v g U FEET
LEHA,

SIP 7’V Zut oV ZMEHT5HEEE, ROKIEELTLIEIN,

«UDP |Zi@% . SIP CHR—FNENDHAT 4T By arzmELET, UDP A U —L4
ORTERIC XY, SIP Y Fut vz LSIPEy gy Ty IR fkEn=x
—gqo

¢SIP/L—L F—T—RIZEV, SIP Xy b~y X —F A=Y RT 4 2L
L. B SBEEEDSIPA Y v REFIIAT—F A a— RO v MIRETE 4,

SIP 7)) JaotwvyHDA T3y

WDOF T a Tk, 1005 65535 354 FOEDEAEET 2000 2HEEL T, BHEHT L /L—
ADBRENEENTNENE IDChNb LT, 7 a DA Xy MR AESC TE £3,

« 23R URI O KE (Maximum Request URI Length)

77—y avEIuTFontyy ]
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B srovinevsorivay

« I—JLID ME&KXEK (Maximum Call ID Length)

« BREZDEHERAK (Maximum Request Name Length)

« Z{ETTNDHZAEK (Maximum From Length)

« FIELDEHZRAKEK (Maximum To Length)

- BAOZAE (Maximum Via Length)

< E#REDHRAEK (Maximum Contact Length)

s AT UYMNDERAE (Maximum Content Length)
LTFOBHATT Y Zrt oy P L— L3 ERENTWRWGES, 7Y a 237y ety
N— VST BTV ER A,
Ports
SIP N7 7 4 v 7 ZRETHDHR— FERELET, 0~ 65535 DEMEZIFETEET, BHO
N—FEFEHET 25, B ~TREY 97,
Methods to Check
BT 2 SIP A Y v F2ELET, WITRTHRAETRSNTNDSIP A Y v FEEETE £
R

ack, benotify, bye, cancel, do, info, invite, join, message,
notify, options, prack, publish, quath, refer, register,
service, sprack, subscribe, unsubscribe, update

AV RCERILFLANLFREB S ER e A Yy FAIZITET, 5. THRICFEEH
TEET, TOMOHLFIIMERTEEEA, BEDOAY v FEET 25X W~ T
X80 £,

FLWSIP A Y v RRABRERSINDAREMENH D720, HEICIL, BAETRE SN TVRNIE
FTUTIHNEEGDDLZENTEET, VATATIIRKRBEOAY v K (BUEEHRSA TS
QLD A Yy REBMO 1NMED A Y v K) BN FR—FEINET, VAT AL, HESNDHA
EFRDOAY v ReT_XTEALET,

BEFRED A Y > RiZiZ, ZOFT v a  AHEET B A Y v ROMIZ, {2 A/L—/LTsip method
F—U—REHEALTHEETDIA Yy FHEENDZ LITHEBE LTI,

Yy a DA A 7Y &xAKE (Maximum Dialogs within a Session)

AR =LAy a v NTHERINDIEZATa S OERBEEELET, Z0oHEIEDF
ATaTPERSND &, XA T a7 OEN, HESNNTWDORKRKELTIZRDET, Kbl
WEA T a I nBIAICHIBRENE T, 1 ~ 4194303 DB A FEETE F9,

=V 14027 ZEINZT D EMTEET, A XU MEEKRL, 1 T4 VEBBETE, 20
T a v OERNN Ty e Ray 7 LET, RANLV—IVIREDORERTE 22 L TLEI0,

B 775—>avEFuTotuy
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ZE3R URI Dz KE (Maximum Request URI Length)

[ZK URI (Request-URI) ]~ & — 7 4 —/L ROBEKHFENA MEERELET, L—b
1403 A THHEHEG. URIDBEWE A X hEAERL, 474 VBT, &7 v
M Rry 7 LET, ., [ERURI (Request-URI) |7 4 —/b RiL, BERDIEIHLONNRAEZF
NR—=TUERLET,

Maximum Call ID Length

[EREITIGED 2 —/V ID (request or response Call-ID) ]~ & — 7 ¢ —)L ROFKFRN
A4 MEERELET, L—L 140:5 DA THH5GE. Call-ID BEWE A X2 MEAERKRL,
A T4 VERTIE, By hE ey LES, o [2—/ID (Call-ID) ] 74—/ R
WX T, BRSROIGEAND SIP v > g U —EIZH S E T,

Maximum Request Name Length

TR CHRINDIKR A, MEERELET, BRAIT, CSeq hT7 ¥ 7 v a v IDITHE
INBAY Y ROARHITY, V=V 1407 BRE/ITHDIHE, VI X MNEREWE A XU b
BERL, AT A4 VRETIE, BNy bE Rey X LET,

EETDORARE (Maximum From Length)

R EILSE D EET (From) |~y X — 74—V R THAESN LRSS MERREL
FT, =L 409 BHENTHHEGE. [P (From) [BREWE A XV MEERL, 47
A VIBFTIE, RNy b ey LET, o EEL (From) [ 74—/ RiE, Avt—
T OFREZ TR L E T,

Maximum To Length

BURETNIISED [EEL (To) |~y ¥ — 74—V RTHRESNDIAANA MEAEFRELE
T /L 14011 WERTEH56E. [EEE (To) 1BRENWE A XU FEARL, 1T 4
VIEBTIE, BNy hE Rey X LET, o EEL (To) 74— RiE, AvE—Y0
SR L E9,

Maximum Via Length

SORETIDSED [#8H (Via) [~y ¥ — 7 4 =/ FTIHFRSNDIRANA MaiFEL £
T = 140:13 AN TH D56, [l (Via) 1B RWE A XU REERL, A T4~
JRBTIE, BNy b Fry 7 LES, o [fH (Via) 17 4 —/b FIZIFZERBIZE DN
ADIREN, WSEDGEIZEEHRI SN ET,

Maximum Contact Length

TR F 2 ISE O [#ERESE (Contact) |~y H— 7 4 —)V RTHREINDETKAA MEEIRTE
LET, L—IL140:15 DERNTH D56, EES (Contact) | EWE A4 X2 MEAERK L,
AT VEBRTIE, B3y bERey P LET, o EELE (Contact) 1 7 4 —/V FiZ
L, BFED A =TI ONWTOBEGEIEETRET D URI KRS ET,

77—y avEIuTFontyy ]
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Maximum Content Length

BREZNISEDA v —Y RT 4 DaryT Y THRESNI AL MEERELET,
=)L 140:16 WA T H5E. 2T oY BRRENE A XU MEARL, AT 4 VERT
X, BERANT Yy e Rry T LET, |

BEHRIETH T—42 FrxILEHEH (Ignore Audio/Video Data Channel)
FeB F ) T T AT DAL ART g v ERENELIZENCLET, 20X T
VEENCT AL, Sy IZEOMDIET—F F Y RSP RNT T 4 v T DA AN
I arvEBITTAOTEERE LTLIEE N,
BEENEYD

SIP ¥—U— R

SIP 7)) 7Ot v HNDEFE

ATy T

ATy T2

ATvT3
ATy T4

ATy TH
ATvT6
ATFvT1

ARX—b+ 4t |EDFA LR | YR—bENDBT | Y R—rShE K| TIOER

~ A INA R AL

Threat Protection WIS (Any) [WTHLAY (Any) | Admin/Intrusion
Admin

[Policies] > [Access Control], 7X|Z [Network Analysis Policy] & 7= iZ[Policies] > [Access Control] > [Intrusion].
KIZ [Network Analysis Policy] % 341 L £ 97,

GE) HRFLa—To—/ll, TV A FENTWEERYD/RA~DT 7 ZHIBRH DHE1E.
DEHDOARAZHEHLCRY >—IZT7 7 A LET,

LT DRY —DMICHLWRET A= @) 27V vy 7 LET,

ROVIZERT A2 (5) BERSNDLIEA.
NV FEA,

BREITHLEH R AL B LTEY, REZELT HHER
FTES— 3y NRVT[EE (Settings) |27V v 7 LET,

[TV —varEry) 7Fatv¥ (Application Layer Preprocessors) ] @ O [SIP DF%E (SIP
Configuration) | BIEZNIZ 72> TWAHEEIE, (A2 (Enabled) 1 %27V v 27 LET,

[SIP D% (SIP Configuration) ] DEEIZH HRET A 2 (@) 227 Vv 7 LET,

SIP 7V 7atyhOF7vary 49X—) OFMIE-TAHT v a v EaETLET,

RBEDORY —MEERIZZORY =TT I ER 2 RfFT 2121E, [R Y —1F#H (Policy Information) ]
7V w7 LT, [AHE%ME (CommitChanges) 1227 Vv 7 LET,

EEEZHEETIIRN) V=2 ZOEFIILEGAE, MORY —%fFET D & mikDOME
Vo SNTEAERITEINET,

BRIZF v v
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zotosie 7y Foeyy —iu

RDBERY

PE

e AR MNEAERL, A VT4 VBT, BNV y M Fry X LET, 2179512
SIP 7V utv¥ )L— (GID 140) Z#HMZLE9, FEMITHONT @\F&Aw—w
REORTE] 22 L TEI0,

RELEHEAREALET, RELZHEDOREMESML TIZI N,
FEYY

LA Y OFEE

A EEE Xy NI OB LORARY v—

ZFO/DSIP 7)) ot yy )L—)L

&@%Lrﬁsm7)7mk/%w—wi BB OHRTA 7T a VICBEEMT O TWER

L/\

o TDMDSIP 7Y Fat v —)L ERIERIC, T DN — UL 5T AR N EAER
AU TAVERTIE. BNy b Ry 7 LET, 538581 Znbolr—1%a2H

N HRERH Y £,

FR12: OO SIPT) T vy L—IL

717+ v4 JL—)L GID:SID UTDIBEIZNIH—F B

140:1 T Tat Y NE=FX L TWASIPE Y v a O,
VAT ATHEINARKMTH S,

140:2 SIP 253K T [Zk URT (Request URD) |47 « —/b K73%2
v(“&) 50

140:4 SIP ZR F 72 13ED Call-ID ~y X — 7 —/)L RRZET
b5,

140:6 SIP ZR F 72 13IGE D CSeq 7 4 — /v KDY —/r v AFH
EAS, 231 KD 32 B v 572 LEETIEAR N,

140:8 SIP ZR E 72 IFNE D [1X15 70 (From) JWMZHT 4 —/b R73
ECTH D,

140:10 SIP ZR F 72 1TINE D [EFE (To) |~y H— 7 4 —)b
K232eTh B,

140:12 SIP LR E 72 ISED [l (Via) |~y ¥ — 74— R
MNETHDH,

140:14 SIP ZLR & 72 135 C [H#&SE (Contact) [T 4 —/L N
NZETH D,
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7 7a+ v )L—IL GID:SID

LUTOHEIZE)A—T 5

140:17

UDP FT 7 4 v Z7ND 1 ©D SIP R E 72138 E 7 v
MIEEDOA v E—UNEENTND, SIPDIHAA—V 3
VT A v U R R— hERTWETA, SIP2.0
TEAT Y BTV 1A=V 0N A= TWH
HTEITER LTI,

140:18

UDP N7 7 4 v 7 NOD SIP EREIIILED A vE—
ARIXDOEFEOREINSIPERELIILED 2TV E
(Content-Length) J~v & — 7 4 —/)L RIZHE I TS
fEE—F L7220,

140:19

7Y 7 at PR SIPIGED [CSeq] 7 4 —/V KD A >
NE R Y A DRANTAN

140:20

SIP % — "3 BEEFABRFA v =T L TF v L
PEEE LAV, ZHUT InviteReplay & RECEBE DA%
BT HZEICERELTIEZN,

140:21

FENH LAYRE SNDENS, By v a VEBRPEE I
%o ZAUE FakeBusy #fi R DIGEITHAET D Z LI
HLTLEEN,

140:22

JGEAT —H A a— KR 3IHTOET TR,

140:23

[>T A7 (Content-Type) | ™~v & — 7 4 —/L K
ATy AATREESRNTELT, AvE—U R
TANCT=ZPREFERTND,

140:24

SIP N— g3 U3 1, 1.1, 2.0 TR,

140:25

SIP 3R T, [CSeq] ~v & —CHgESNIZA Y v KL A
Vo R 74— RR—F L,

140:26

FUFat PN SIPERDA Y v K 7 4 —/L RIZHEE
INTZA Yy REZTER L0,

GTP 7\ ot v

General Packet Radio Service (GPRS) Tunneling Protocol (GTP) (2L Y. GTP 27 %X v hU—
7 ENLTBENERLEYT, GTP U Fak vk, GTP b7 7 4 v 7 OREEZHRH L,
AV RFX RNV T TV T A=A AR T a DDV —b =Y TR
ELET, GTPa~v > R Fy R b T 7 4 v 7 T AT A NRHDLINE I DERET D
121, gtp version, gtp type. BB LN gtp info /b—/b F—U— FEFEHLET,

B 775—>avEFuTotuy
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e 7y Tntwvsi—n

1 OOMERAT > a T, 7V TrEy RGP a~wy RF Y XV A v —VhkRET 5K —
FNOT T 4V MREZEETEET,

GTP 7)) 7ot vy J)L—JL

ARV NEARL, 4 T4 VRBBATIE, By e Rey 7 LET, 75121F, ROFE
WRT GTP 7Y 7 at v — L e EGNCT 50 RH D 3,

£13:6TP ) 7Ot vyH L—IL

7)) 7o+ vy4 )L—)L GID:SID EL:)

143:1 TV TFat v NEH LA v —VOESEHRET S &
ARy FBRERENE T,

143:2 TV Tat o bR EREZEORE I EZRETA L, A
Ry M BNERENET,

143:3 FVTuat R IEFOEREREZMRETEE, A
Ry MBEREINET,

GTP 7)) 7ot v HNDHTFE

ARXR—hF S4t |[EKDFAEVR | R—bENET | HR—FENEF| 7O ER

~ A N R AL B

Threat Protection WPy (Any) | WPy (Any) | Admin/Intrusion
Admin

GTP 7V 7ut v N GIP A~ R A vt —VrF=FTA5R— NEEEST B2, ROF
JIEZfEH L EI,

AT 71 [Policies] > [Access Control], X|Z [Network Analysis Policy] & 7= ([Policies] > [Access Control] > [Intrusion].

KIZ [Network Analysis Policy] % 341 L £ 77,

GE) HRFLba—Po—/l, TV A FEINTWERYD/RA~DT 77 ZHIBRH D5HE1L,
DHEHDONRAZFEHLTCRY >—IZT7 7B A LET,

ATV T2 WETIRI O —DRICHIMET A2 ) 220 v 7 LET,

ROVIZRRT A 2> (%) BFERINLIGE. REFTHHA AN NIBL TR, REZLET HHER

NV FHA,

AT9 T3 EMOF e~ a3y NV T[EE (Settings) 127 Vw7 LET,

77—y avEIuTFontyy ]
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ATy T4

ATy TH

ATvT6

ATy T17

IMAP

[7 7V —a @7 7 rtk v (Application Layer Preprocessors) ] D F @ [GTP =2~ K F v R/LH#
% (GTP Command Channel Configuration) ]23ME&hIZ72 > TV D55 1E, [A20E (Enabled) 1227V v 7 L
i ﬁ—o

[GTP =2~ > K F v % /UK (GTP Command Channel Configuration) | DRI H DMRET A 2 (7)) &7
Uy 7 LET,

N— MEZATILET,

BEORN—FfRETL25A1E, Vo~ TXED £7,

KBEORY —HEERICZORY =TT L EHZRFT DL, KU —H# (Policy Information) ]
7V w7 LT, [AH%MEE (CommitChanges) (%27 Vv 27 LET,

EEEETTICR) =2 ZOFEEICLESGAE, BORY O—%HET L &, BREOHEZICT ¥ >
Va SNEERITHEINET,

RDBRY

ABRAAL R NEENCTHEAIT. GTP U FYutkv¥ —/ (GID143) BN LE
T, AEMICOWTIE, MRAL—IIREEDORTE] 22 L T 7EE0,

RELRZRMALET, RELEORMAEZZRLTIZE,

J)Jotwvy

Internet Message Application Protocol (IMAP) (%, VU <E— K IMAP Y — "5 ET A — /L& BdS
THEEEHESNET, IMAP 7Y ety HidHh— /7 T4 7 NIMAPA 8T 7 4 v
AL, BEET L7 ey VAR TELIGRITRER NG 7 v o b A
N MNEARLET, T Ty L 74T MY —/NIMAPA R T T 1 v 7 DET

ANV 7 7 ANV EMEBLCTa— L, M7 7 AV T =22 —)V 0 P UNZEET
HZEHLTEET, W7 7ANVT—X & LRTIZIE, BAL—ILT file dataF¥—Y— R
EEHLET,

Hit & 72— R T, RO 7 7 4 L (FETBHE) R, B8y MOEEns A
U7 7 A VTR 8BS UE T,

IMAP J'Y) JOotwvH AT 3>

MIME EF A — VI 7 7 A VDT a— RPRERPEDOT a— FEZTHE TR, 8ok
7740 (FFETDIHE) BIOHEHE Ay MCEERDIRERIBMN 7 7 A VDNUEEIND
TEICEELTLLEE N,

[Base64 Decoding Depth], [7-Bit/8-Bit/Binary Decoding Depth], [Quoted-Printable Decoding Depth].
F 7213 [Unix-to-Unix Decoding Depth] 47> a > DENLLFORY > — TR 25513, &b
REWVEPFEH S ET,
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| 77u—vavETFUFntyy
map 7y Fatwvs 47y [

cTT7FNEDORY NI GHRY v—

VAL 7R 3y ha— KU SmDF v kT — I A= &> TR S S,
DAY L Fy T2 5HRY o

PITFOMBATT ) 7at o L— A RNERINTWRWGEAE, 7Y a 37 atk v
JL— LB EM T BTV ER A,

Ports

IMAP " T 7 4 v 7 BT HR—FEFEELET, 0~ 65535 DB AIEETEXET, N—
FEENEEH HDEEIEX. A~ TRED £,

Basebd T 1—T 1 > MRS (Basebd Decoding Depth)

% Base64 = a2 — K MIME B 1 A — VI 7 7 A B L TTF a2 — R TE 5K KA b
WA ELET, EOBREZIEET D0, £13TXTD Base6d T — 4 %5 a— R H41%
0 ZELEJ, Baseod 7 —HX ZMHT 521X, -1 2FELET,

4 TEIDEIN 2 WIEOEIX, WRIZKEZ W4 OFEKICEIY EFonsd Z EICERE LTI EEN,
7277 L 65533, 65534, B L ON655351% 6553212800 FiFbnE+d,

DX T arPENTHALAEES, V=V 4LAEZENCTH L, Fa— RORKERZ A
ML, A1 74 VBT, EX X7y bRy LET, 7208 TEET (=
Va— RPRERo TWABRAERT — 2R L CWAREARYICTa— RBRRKT228H0
ij‘) [e]

TEYRBEY MNAF)DTA—T 14 2T DFES (1-Bit/8-Bit/Binary Decoding Depth)

T a— RELEE LBRWEMIMESE - A — VIR 7 7 A VG 57 — 2 Ok 1 MK
ERELET, ZRNODORM7Z7ANV 2 A4 7121, TEY b, 8By b, ATV, BIOE
FEERVNANTF = ar TV HAT (=T F A, jpeg A A—, mp3 77 AL
2E) BV ET, FEELEFI Ty NNOTRTOT—2 2T 512130 2 fFETE %
T, FTa—FTF—F2EETHI%, -1 2HEELET,

CTOF T arNAENTHDIEE, L=V 1416 AT D & O KRERC A X b E
ERL, 41074 VBT, BNy be Ry 7 LET, TH52808TEET (22
17— X OB O OICHEN R T 52228350 £9)

Quoted-Printable (QP) M7 3I—7F 4 >4~ MFESE (Quoted-Printable Decoding Depth)

% quoted-printable (QP) = 21— K MIME & 1- A — VIt 7 7 A VB L CF 22— R C
ELORANAA MEEEELET, EORERET L2, £237y FOFTXTO QP =
a— NERT =2 2@ b T 258130 2EELET, QP a— R F—X 2 BT 51
L -1 E2FRELET,

ZOFTa v NEHTHDLEE. VIV ALSEREINCT D L T a— ROREFIZ A R
FEAERL, A T4 VRBATIE, ERNTy M Rey X LET, T22&08TEET (=
Va— KPS TWVAGEERCT — ¥ PIEHE L TWAEER EICTa— RRKRRTEHZE0nHY
ESc DI

77—y avEIuTFontyy ]



FIUr—vavEIyTateyy |

B v sy soevvoms

Unix-to-Unix (UU) OT3—T 1 T DEZE (Unix-to-Unix Decoding Depth)

£ Unix-to-Unix = 22— K (UU = a—R) &1 A—VRMZ 7 A bt L TTF=2—F
TEDERANA MUERELET, Ty hOTRTOUUEya—RTF—F¥ &7 a— K75
Wik, EMEERET S0, 02 EETEEd, WUz a— K F—% 28451213, -1 248
ELET,

COF T a rBNEYHTHIEE. V=L 41T EENT LT, T 32— ROKRKFIZ A2 b
EERL, A T4 VRBTIE, BNy e ey LET, 752N TEET, T
a— R, = a— RBRE-S TV AHASCT —F BME L TV D54 7 BICKRIT 5 algerEN
HYFET,
BENEYY

file data ¥ —7U— K

IMAP 7)) ot v HNDETE

ATy T

ATy T2

ATvT3
RTv74

ATy TH
ATy T6
ATy 17

ARX—br 54t |REDFAEVR | YR—bENET | HR—rENBEF|TIOER
A INA R PR

Threat Protection WD (Any) | WA (Any) | Admin/Intrusion
Admin

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= iZ[Policies] > [Access Control] > [Intrusion].
KIZ [Network Analysis Policy] 2334 L &7,

Gx) HAB N a—Fa— iz, 222U A RENTWBRFDNRASNDT 7 AR H D 5E1.
DEHONRAZHHAL TR —IZ T 78 A LET,

T DR —DMICHLWET A2 @) 227V vy 7 LET,

ROVICRRT A3 (%) BDERINDIGH. RETEHERAL TR LTEBY, REZEE T DHER
N EHA,

FTES = a v NRVT [EEE (Settings) &7 U7 LET,

(7 7V r—av@r V7 at ¥ (Application Layer Preprocessors) | @ F @ [IMAP Ok (IMAP
Configuration) ] 23EZHIZ72 > TV DAL, [HME (Enabled) 122V v 27 LET,

[IMAP DK% (IMAP Configuration) | DRI HAMRET A 2> (&) 227V v 7 LET,

IMAP 7V Zat ¥ A7 ar (56 —) THHAISNTWOIRELLELET,

WEDRY I —ERIZZORY =TT BB ZRAET 2121, [RY > —1F#H (Policy Information) |
7V w7 LT, [E¥E%ME (CommitChanges) |27 Vv 27 LET,

EEEEEETICRY =22 0F X LEHGEIE, MNOR) U —%fFEET 5L, HEOWERICT v v
Vo SNTEAEFITRIEINET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy

zotomar 7y 7a+w v L—u [

RDZRY
cBAAL R NEENCTHEEIE. IMAP U Frt vH L—)L (GID 141) 2B L
F7T, BAL—IIREORTEESHRL T ZI0,
cRTEEFAEMLET, RTELTFORMEZZBL T I,
BEENEYD
BARY =B L%y hT—7 R v—DL A Y
WA LER Xy NI S BLIMMEARY o—

ZOH/OIMAP 7)) Oty JL—)L

WOFRIRTIMAP ') ot v v—E, FFEOREAS 7Y a VICBEM T L TWER
o MDOIMAP ') 7t v L—LDFE LRI, ZNHDOL—LTA Ry a4 L,
AT VERTIR, By vERay X LET, T2, V=L E2 G T 508N
HoET,

R U ZFDMO IMAP 7)) Ot yH JL—IL

7 7a+ v )L—IL GID:SID

A

141:1

ZU 7Fuat v PR RFCIOLIZEZSINTWARWT T AT
v hawr REBRETLE, AV IRERSNET,

141:2

7Y 7t v ¥ H RFC 3501 IZEZEI LTV N —NE
BrEmHds e, AV MRERESNET,

141:3

TV 7y P RMERALTWA AT DENR, VAT LT
DERFEBIZEL TWDEEIC, A X2 MR ERIILE
T, ZOWRRRT, U7ty AT U BEH RIS
HETTa—REEIELET,

POP J'') JOt v

Post Office Protocol (POP) (. UVUE— K POP A —/L $— N BEEFA—NLVEZEET L & =12
HENET, POPTY 7ut oIV —N/7 T4 7 hPOP3 T 7 ¢ v 7 2kt L, BE
TH57V 7y = A RNENTHIGEIRER N T T4 v I BB DEA R bEERL
9, IV Tuvy L, 7 IAT Y MNP —RPOP3 N T T 4 v TEF ANV T 7 AV
EHHLTCTa—FNL, 77 AN T—2EL—V 2o DR ETDHZE L TEET,
W7 7 A v F—H LTI, BRAL—LT file data F—U— F&fHEH Lij*o

i &7 a— RTix, BEROBRMN 7 74V (FFIETD5HE) . B3y MCERERDHIRE
R T7 7 AN EBB SN E T,

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |
B rrsuonwvsrroay

POP 7)) JotvH AT a3y

MIME FEH A — VIR 7 7 A VDT a— RPREREAEDT a— REZIFHME TIE, 850k
17740 (FETDHIHE) BIOEEAY Y MCEERDEZRERBMN 7 7 A VDR IND
TLICEELTLLEE N,

[Base64 Decoding Depth], [7-Bit/8-Bit/Binary Decoding Depth], [Quoted-Printable Decoding Depth].
F 7213 [Unix-to-Unix Decoding Depth] 47" 2 > DENLLF DR Y > — TR Z551F, &b
REWVERFEHESLET,

e FTF I IDFR Yy T —TSFRY —

ALTZER aryha— LRI —DFRy NT—T S — Il k> TSNS,
MDA A5 L Foy T =2 SHAY 2

DTFOHHATT ) Pty T L—ARNELINTWRWES, 7Y a 37y 7w od
JL— U REREAHT BT WER AL

Ports

POP N7 7 4 v 7 BT IR— M2 ELET, 0~ 65535 DBKAfEETEET, R—F
T NEEHL5EEE, ho~TRYY £97,

Base6d 71—7 1 > MRS (Base6d Decoding Depth)

£ Base64 T 2 — R MIME 1A — LT 7 7 AL OHH L TTF a— R TX 55K A b
HEEELET, FOHMEIEET D0, £33 XTO Basebd & — &% %5 a— R 5451%
0#ELEJ, Baseod 7 — X ZMMHTHI121F, -1 2FELET,

4 TEID U2 WIEOMEIX, RIZKE W4 OFEHKIZEIY EFonsd 2 EICERE LTI EEN,
7277 L 65533, 65534, B L N655351% 6553212800 FiFbnEd,

IDOF T a v BNENTHLEE. L— 1424 FHNZ LT, T a— ROIMIEEC A4 <2 R
BHERL, A T4 VRETIE, BNy bRy LES, 752N TEET, T
a— RNiX, =2 a— FRES> TWAEERT — X 0MEHE L TV A E 7 ICRBT 2 alRetkn
HYET,

TEY FBEY MNAF)DTA—T 14 > DFES (1-Bit/8-Bit/Binary Decoding Depth)

T a— RELEL LBRWEMIMEEF A — VIl 7 7 A A BT 27 — 2 Ok A MK
EHRELET, TUODRMTZ 7 ANV ZA7IZE, TEY M 8E Y b, NA TV BIUE
FEERVATFR—F ar TV HAT (FL—TF A, jpeg A A—, mp3 77 AL
E) BV ET, EEELIIANT Yy BNOTRTOTF =2 2T 51230 2fETE £
o T a—FNTF—=FEEHETLHITT, -1 ZEELET,

ZOFTvarPEMTHE, MEAKIE LI XL — V1426 FAENLTARC b
AL, A T4 VRBETIE, B3y be Ry LETd, TxF9, i, 72& 2
WX, T—XOMBIZEVERRTEZEnHY £,

B 775—>avEFuTotuy
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pop 7y Fotv4onE [

Quoted-Printable (QP) M7 3—7 1 4~ MES (Quoted-Printable Decoding Depth)

4 quoted-printable (QP) =  =— K MIME & A —/VIRfT 7 7 A A BRI L CTF 22— R T
EDORANA MIATRRELET, EOREEET 20, £72137 Y hOTXTDO QP =
a— RERT =2 2@ b T 55305 ELET, QP a— K F—X 25512
E -1 E2FRELET,

IOF T arBEYHTHLEA, V1425 EEMI LT, T 23— ROKRIEFIZ A <2 b
BEEMRL, A T4 VBT, EXNTy Ve Ray P LET, 752N TEET, 7
aI— R, = a— BB TV DAHEERT — X DR L TV A 5E 7 12 RIS 5 ATREMER
HoET,

Unix-to-Unix (UU) T 3—T 14 > DFEE (Unix-to-Unix Decoding Depth)
£ Unix-to-Unix => 22— F (ULUx=>a2—R) EF ANV 77440005 B L TFa—FR
TEDIRRAA MEERELET, X7y hOTRTOUUTYy a— RF—F 52T a— KT 5
Wi, FEAFEET S22, 0 ZHETEET, UU=ra— K5 —X 2 BT 51201, -1 25
ELET,
ZOFTva U NENTHDEE, V=L 1427 ZAENT LT, F 32— ROEREFIZ A~ b
AL, 474 VEBRTIE, Ty e Rey 7 LET, T2 E¢08TEET, 7
a— R, = a— KPS TV AEECT — X M L TV 255 78 SIS RIS 2 AragtEs
&) @ i‘é‘o
BErEYY

LAY OEHE

A EEE Ry NT—I B LMMBEARY v—

file data ¥ —7U— K

POP 7Y 7ot v HNDETE

AX—bF 54t |REDFAEVR | BR—+ENET | RSB F|TIOER

VA N R A AU

Threat Protection WD (Any) | W ILA (Any) | Admin/Intrusion
Admin

T AR N2 —Y a—)L |,

- -

DEHONRAZHEHAL TR =T 78 A LET,

RETIRY O —DRICHIRET A 2> (&)

ROVIZERT A 2> () BEFRSNDLIGE.,
NV EE A,

=L

ixX [E

270y 7 LET,

IFEMA R AL B LTEY,

[Policies] > [Access Control], 7X|Z [Network Analysis Policy] & 7= | [Policies] > [Access Control] > [Intrusion],
XIZ [Network Analysis Policy] 23384 L &9,

T A RENTWARIIDONRASDT 78 ZHIBERNH 55451,

R A BT D HER
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FIUr—vavEIyTateyy |

. ZOMOPOP 7)) FOEvH L—)L

ATvT3
RTv74

ATy TH
ATy T6
ATy 71

TS =3 NRVT[EEE (Settings) %27 U 27 LET,

[7 7V r— a7y 7 ut ¥ (Application Layer Preprocessors) | @ F® [POP Ofiik (POP
Configuration) ] 23EZHIZ 72> TV DAL, [H2ME (Enabled) 122V v 27 LET,

[POP D% (POP Configuration) | DRRICH AMET A 2> @) %27V v LET,

POP 7'V 7'kt A7 ar (60 X—) TSN TWIRELERELET,

WEDORY —fEERZRIZZORY o —T{T o ERBERAFT DI, A Y >—1F# (Policy Information) ]
7V w7 LT, [EE%ZME (CommitChanges) |27 Vv 27 LET,

EREEREETICR ) =2 ZDEFIZLIEGAIEL, ORI —%2RET D &, REOMWERICT v >
Va SNTAEFITEINET,

RDZRY
ARAA XN N EENCT HA1L. POP Y v v —)L (GID 142) ZHA#C LE
T, FEHICOVWTIE, MREAL—VIRREEDORE] 2L TLTEE N,
cREELF R LET, RELHOEMZZRL T EE,
BEErREYD
LAY OEHE
MELER Xy NI SITBLORARY >—

ZOH/OPOP 7)) JOtE v JL—JL

WORIRT POP 7'V 't vH b—/UE, FEOREAS T > a BT o TnER
lo ZDD POP 7Y Fut ¥ —/L LFEERIZ, 2D DL—/MZ Ko T AN M aARK
L. A4 VERTIE, EX X7y e Ray 7 LET, 75581 2oL —LixfH
MNMZTDMERH D £,

R 15:FDMO POPT) TOEyH JL—IL

7Y 7a+v4 )L—IL GID:SID s BA

142:1

7 Fat R RFC 1939 IZEZSNTWARNT T AT
Yhavwr ReERET DL AN RRERSIET,

142:2 7V 7t v H i3 REC 1939 1258 ST AR NS — S
EERIHT AL, A RBERSNET,
142:3 TYTaEy FAEH LTS AT Y ORAR, VAT LT

DERTFREBIGEL TWDHEEIZ, AV MLk E
9, ZORRST, 7Y Fakt I AT ) BNMERTREIC 2
AECTTa— RK&EIELET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
smrp 7y Fow vy |

SMTP J'') JOo+t v

SMTP 7’V Zat v Hidn—n o Vst L, SMTP 2~ REEHILTL2 L9~ LE
T, 20TV TaktyHiE, ZI7AT Y "L —"~D T T 4 v 7 NOEF A — VO
TrANERHLTES (Fa—F) ¥52¢6TExEd, Y7727 DNR—T g0
WZE-5TE, SMTP R 77 4 w27 12K 0 MU T—SNTRBAARY FORRFFZa T XA b
T 572012, EFA—NADT 7 ANVA, T RLVA, BIXONy ¥ —F—Z LML E
7

SMTP 7' JAatvyHnDA T3>
FEHEbLZEBZEITESIC L., SMTPT a— &3 MHTAERE T 7 0 v 7 OF A 7 HIHd
AATa VERETEET,

MIME &1 A — VI 7 7 A VDT a— RPRERGEOT a— REZFHME T, B0k
(77 A0 (FHETDIIHE) BXOBE Ny MCERENRDZRERIBMNT7 7 A VDB SRD
ZTEICHEELTLLEE N,

[Base64 Decoding Depth]. [7-Bit/8-Bit/Binary Decoding Depth], [Quoted-Printable Decoding Depth],
F 7213 [Unix-to-Unix Decoding Depth] 47" a > DENLLFORY > — TR 25513, &b
REWVEPFEH SN ET,

c T TN IEDFR Yy NT—T IR Y v—
BT 7R arha— LRI —OFRy NT—T 55— Lo TR ENS,
MO AR LN Iy BT =T 5R Y —

PITFOMBATH) ety L—ARNERINTWWGEAE, 7Y a 37 ety
V=V BHHEAH T BTV ER A,
Ports

SMTP k77 4 v 7 ZEHLT 2R — FE4EELES, OULOEEZRETE Ed, HHOR—
FERETSHEIE. B v TRED £,

AT— I A 2VARY S 3 (Stateful Inspection)

BRI TWBEE, SMTPT a— X XRELZRFEL, &£y by aryaryTxA b
%%&L\ﬁ%ﬁéﬂt?//a/tf%ﬁﬁbiﬁo%Wéﬂfﬁﬁw%é\?//a/n
VFXARNRLTHEE DSy NESTLET,

Normalize

[T_T (Al) JICRETH L, T_RTCOa~y RREHRIbENE T, o~ FO®BICEED A
NR—=ALFNRHDINE I DPEMHR L ET,

[7eL (None) JIZRET DL, a~y FIEFLINEEA,

77—y avEIuTFontyy ]



FIUr—vavEIyTateyy |
B svroyiotwvsorivay

[Cmds] IZRET DL, [HAFX L a2< 2 R (Custom Commands) [IZU A RENTWNDHa~v
RN TEBbESNET,

HAZL AT F (Custom Commands)

[IE#{E (Normalize) ] 7% [Cmds] IZF%E SN TWAHEAIC, VA RSN TWSHa~y ROIEM
fbEhEd,

ERULT A2V ENH DA~ FETF AN Ry 7 AHEELET, 2~ ROBICEED
R AN BHHNE I NEER LET,

AR— AT (ASCII0x20) & # 7 XXF (ASCIT0x09) 1%, EHULD DI A=A LT L L
Thor rEnET,
Ignore Data

A=) F—Z B MIME A —/L B L 5 — #7217 2 0B L £,

Ignore TLS Data
Transport Layer Security 7’2 ks 2L G B L ST —Z Z4LHE L 8 A,

No Alerts
457 Tat v L— RN ETHIHRIT, BAALX FEESIZLET,

Detect Unknown Commands

SMTP 77 ¢ v 7 TAHWRa~wy FERHLET,

TOF T NIEHTHARY FEAR L, A T4 VBT, By FE Rey L
FT, FITOITIE. —L 1245 FENCTEXFET,

av >y RS54 0O AE (Max Command Line Len)

SMTP 2~ RIAVNIDEIVEVWGARICEOZ e LET, a<v 2RI VDES
EHRHLRWEGEE, o 2fBELE T,

RFC 2821 (Network Working Group (Z & % Simple Mail Transfer Protocol {£4£) Ti&X, =~ N7
AV ORRKEE LTS PHERSNTHNET,

IOF T aATElTHIANRS MEAKRL, AT A VBT, BNy FE Rey T L
9, AITHI0IE. — 1241 AN Tx £,
ANy S —1TOFERKXE (Max Header Line Len)

SMTP & — &ﬁmbﬁ# DIELVEWGARICEOZE 2R LES, T—% ~vy X —{TD
ESZ2BmHELAAWEEIE o 2B ELET,

TOF T a AL TARY "EAER L, AT A VEBTIE. ERNY Y R Rry L
9. BATOITIE, = 1242 BX V1247 AN LET,

B 775—>avEFuTotuy



| 77u—vavETFUFntyy

\}

smrp 7y Fnwvgorivas ||

[E&fTDERKE (Max Response Line Len)

SMTP BTN Z DAL W RWEAICEDOZ L 2B LET, WBITORE IR LARWEE
. o ZEELET,

RFC 2821 TlL, IBITOHRKEE L TSR2 BN HERIATHET,

V=V 1243 EHNCT DL, ZOF TV a AL T, BEOREDa~r FIA4 Dk
K& (Alt Max Command Line Len) 147> a > (A8l > TWHEE) (LT A XU b
BEEMRL, A T4 VBT, ENTy e Rry 7 LET, 2179 2 &M TEET,

REODaT Y FZ4 >O®KE (Alt Max Command Line Len)

BEDaA<L FOSMIPa~< Yy RIAL UVNIDOELIVEVWGARICZEDOZ L 2RELET, B E
Liza<wr Roa<wr R4V EEBRELRWVWERIE. o 28ELET, 20z~ NIkt
LT, &FEZERT 74NV TAVERRESNTWVET,

ZOREX. fFESN -~y RO [~y FT7A4 D KE (Max Command Line Len) ] D
REEA—NR—F4 FLET,

=NV 1243 %N D e, ZOF TV a AL T, BIOPSEITORKE (MaxResponse
LineLen) ] A7 v ay (A#hZ7zoTna5A) AL TAXY MEERL, 1 T4 VB
BACIE., M Ny FERay X LET, 27520 TEET,

|7 a< > F (Invalid Commands)
INEDawy KNI AT MUNGEEINTZSEAICEFOZ L2 LET,
L=V 124:6 B HMNCTHE, ZOF T a LT, BIO[EY L2~ K (Invalid

Commands) JIZBIL T ARV MEAERL, £ T4 VBT, XNy ME2 Ry 7L
T, B{THOENTEET,

AE#Miza< > K (Valid Commands)
TOVADawy REHFATLET,

ZOVAMPREOHETH, 7V Frty IRV SND AR~ Fid, ATRNAUTH
BDAT DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT
MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SIZE SOML STARTTLS TICK TIME
TURN TURNME VERB VRFY XADR XAUTH XCIR XEXCH50 X-EXPS XGEN XLICENSE

X-LINK2STATE XQUE XSTA XTRN XUSR T,

G¥)

RCPT TO £ XWX MAIL FROM /% SMTP =~ RT9, U 7ty PRETIE., a~v2 K4
RCPT & MAIL RZNFEHENET, 7V 7k vy Pidz— RN TRCPT BLUMAIL %
ElWwa<wy REIl~vy B 7 LET,

=L 1244 T HE, ZOF T2 a AL T, BXO[#ER R a~ 2 F (Invalid
Commands) |47 a3y (REFLDOEE) ITHLT AR MEAERKL, A T7A VBT
W, BNy bR Ry P LET, 272N TEET,

77—y avEIuTFontyy ]
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F—% a< > K (Data Commands)

RFC 5321 |23&-3< SMTPDATA 2~ RIC kBT =X DEE LR U HETT — X2 XE 2B
ToHavr RERELET, HEDa~y RIZARX—ATKYIY £7,

Binary Data Commands

RFC 3030 (2455 < BDATA 22~ RIC LA T —F O%E EHP O HiETT — 2 #ME 2 Blth+
Hawy RERELET, 0 a~y NIAR—ZA TR £4,

Authentication Commands

T4 T NBLOY— TR E AT D a~r RERELET, #oa~r R
AR—ZATEY)Y F97,

Detect xlink2state

X-Link2State Microsoft Exchange /N> 7 7 7 —4% F—_"—7 0 —WE&D [ TH D/ M &
RIELET, AT VBT, VAT AIINOONRTy e Ry 7 T52L b TEE
j‘o

:@ﬁfyay’%¢é4Nyk%$ﬁb\4V§4V%%?ﬁ\§ﬁﬂ&yb%Pmyfb
F4, FITHOITT. L—IL 1248 ZHENTTE £,

Base6d 71— T 4 4 MRS (Basebd Decoding Depth)

[7— %zl (Ignore Data) | MEX)TH 2554, 45 Base64 = = — N MIME &+ A — /LR
77 AN L TCT a— TR MIEEELE T, EOENOIEET5000%
FBELT, 9XCD Base6d 7 — X %7 2— KL ET, Base6d 7 — ¥ # MM T 5I121%, -1 215
ELET, [IgnoreData] WIEIRS N TWAOES, 7Y ey HIr—#47a—NLEREA,

4 TEID U2 WIEOMEIX, RIZKEZ W4 OFBICEIY EFonsd 2 EICERE LTI EEN,
7277 L 65533, 65534, B L ON655351% 6553212800 FiFbnEd,

TOFTarBENTHAEE., L—/L 12410 T B L. Fa— RO A
VREAEBRL, AT A VBT, BNy e Ray P LET, BITOZENTEET
(mra—FPRBESTVDEEGAERCT — PR L TV AGER ST a— RPKRIT 2 Z &2

ZOXTva ik, BIEEREA T Y a2 [MIME T 2 —F « 7 OA%ME (Enable MIME
Decoding) | B LN [MIME 7 2—7 1 > 7 O KOES (Maximum MIME Decoding Depth) ]
OROVIHERHINET, BIlLShIhboF 7Y a ik, BEFEORARY > — T3k 5 A
B2 HERFT D5 AT & e AR — S THEd,

1-Bit/8-Bit/Binary Decoding Depth

[Ignore Data]) N IEZN T 556, 72— REME L LW & MIME &1 A —/VIRf+ 7 7 A4 4h
ST 2 /AL MEEIRELE T, ZNODOWRMN 77 ANV XA 7121, 7TEY b, 8By
b NATFTY BIORESFEISERYATAN—F avT oY 247 (FL—rTF A M, jpeg
AA=T mp3 7 7 ANIRE) BDHVET, EEEIFINTy NAOTRTOT —Z Zhhit 4

B 775—>avEFuTotuy
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smrp 7y Fnwvgorivas ||

HITIF0EFETCEET, HFETa— R F—F 28T 5121%, -1 Z8E L £ 7, [Ignore Data]
NBRINTWBEE, ) Tty is—22HHE L FEHEA,

Quoted-Printable Decoding Depth

[Ignore Data] 2320 Td> 5455 . 45 quoted-printable (QP) = =1 — K MIME & A —/L#sfS
T ANDPOH L TT a— R TR MERELET,

1~ 65535 /31 FEARET 27 Eid Ty FOFTATOQP Ly a— R F—H &7 a—
RIL5AI305ELET, QPmr a— RTF—¥Z2BET5(21%, -1 Z2EBELET, [T—
2 %ML (Ignore Data) | MR INTWDGAE, Y Vet y iy —44%47a—NLEY
/\/o

TOF T arBENTHLZES, L— 124:11 ZEINCTH L Fa— ROKKEC 4
VREERL, AT VBT, BNy e Rey P LET, TAHAIENRTEET
(2 a— R TV AEEST —ZBHHE L TWAIEER LT a— RBREIT 5 Z &2
HVET) .

Unix-to-Unix (UU) OT2—T 1 T DEZE (Unix-to-Unix Decoding Depth)

[Ignore Data] N E%h CTH B854, 4 Unix-to-Unix (UU > 22— R) & A — LR 7 74 0
B L CT a2 — R R KNA MIEFRELE T, 1~6553531 M EIEET D0, £0ld,
Nry hOFTRTOUU Ry a— R TF—¥%&7a—RT555F0%EELET, UUx
a— R TF—Z &GS 52, -1 EZEELET, [T — ¥ &G (Ignore Data) ] 2MRIRE 4T
WaYA, 7V ety T 25T a— KLERA,

COF T a rBNEYTHLEE. VL 12413 ZENCT D L. T a— ROKKIFIZ A X
VREERL, AT VERTIER, BNy bE Ry LET, TAHAZENTEET
(Lra— FR#Es TORHART —F BIHA L TOABAE R EICT 2 — FRKIET 5 2 &2
b ET) .

MIME &t 7 74 )L&2®O% (Log MIME Attachment Names)

MIME Content-Disposition &.H L72>5 O MIME i/}~ 7 4 V4 Otz AL, By va v
THERENDTRXTORAALNRY N ZO7 7 A NVAICBEEMNT £, BT 7 A VAR Y
R—h SN TWET,

COF T a v DENTHLEE . BAAR FOT—T )L Ea—0D[ET A —/LIRfT (Email
Attachment) ]2, A X2 MIBHEFMT O TWDE T 7 A WA RRRINET,

ZEHET7 FLAMDOY (Log To Addresses)

SMTP RCPTTO 21~ RLDOZEHEDES A —/V T RLAOMHERIZL, By a v
THERINDTRXTORAAL XN MZZOZEET FLRICEEMT £, #HERoOZEERY
A—hEnEd,
IDOFTLarPENTHLIEE. BAARY FOT—T NV Ea—D[EFA—1V%{EH (Email
Recipient) 15, A X2 MIBHEMT DN TV AZEENERINET,

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |

EEZHT7 FLRADOY (Log From Addresses)

SMTPMAILFROM 2= R LDEEEDE A —NL T RLUAOHMILEFNICL, By 3
VTHAEREND TR TORBAALNRY MZZOREET FLUAZEEMTET, HEROEEET
FLapsyR—bshEd,

ZOFTaryBEMTHLGE. BAXY FOT—7 /L Ea—D[E
Sender) 5T, A X2 MIBEHT DN TWDEEENRERRINET,

B A—/ViEEH (Email

ANy & —0a%5 (Log Headers)

BT A=V ARHLOMEEZAECLES, S s 31 M
(Header Log Depth) JIZHRE SNV TWAMEIZ L » TkED 7,

% —T — R content F721% protected content EEMALT, BT A— N~y ¥ — T —X %N
= ELTHERT2BANV—VEERTEET, BAAN b ATy b Ea—i, flilHE
NIEBF A=~y X —PRFRENET,

[N F o TOBES

ANYE—DaTDFES (HeaderLogDepth)

[Log Headers] AN TH L5556, Mt T2 -H LOASAS MIEZIRELET, 0~20480 /31 k
EIRECEET, ﬁo%ﬁﬁ#%&\%vy D17 (Log Headers) ] AN/ D £37,

EENEYD
ARz 7 8 L protected _content F— 7 — RD 5|44

SMTP 71— FDRTE

&

AR—b 54t |[RDSAEVR | HKR—bENET | HR—bShHF|TIERX

VA INA R AU

Threat Protection WA (Any) |3y (Any) | Admin/Intrusion
Admin

[Policies] > [Access Control], ¥XIZ

< IF RAAL VEHTIE, METEIHED ALV TERENTERY) V—0NERENET,
Flr, WETERWEH N ALV TERESNTZRY U—bFRmEINNET, TVDO NA A TIE
RENTZRY —2FRRmBILORETHIZIE, TORAALITEYEZLET,

[Network Analysis Policy] & 7= | [Policies] > [Access Control] > [Intrusion].,

IRIZ [Network Analysis Policy] 2 3&4R L & 7,

GE)

T AR N2 —Y a—)L|Z,

- - )
— — (=

AR SNTODRMIDINANDT 77 AR 8D 25613,

2/EADOAZRZEHLTRY —I 7’7122 LETS

ATy T2

ROVIZERT A2 (5) BERSNDLIEA.

T DR —DMICHLWET A= @) 27V v 7 LET,

WREFFMF AL B L TR, REZEE T DHER

NV FEE A,

B 775—>avEFuTotuy
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ssh 7y Fatyy ]

AT9 T3 FeHF—rar 70 RUTHE (Settings) 127V v 7 LET,
AT T8 [77V)r—var@7) 7at ¥ (Application Layer Preprocessors) ] @ F D [SMTP OF%E (SMTP
Configuration) ] 23EZHIZ 72> TV DAL, [H2ME (Enabled) 122V v 27 LET,

RTwF5 [SMTP O E (SMTP Configuration) ] DRICH HIFET A 2 (@) 227V v LET,

RATY 76 SMTP 7Y 7at v D47 v ar (635—Y) OB TAH T a v #EETLET,

RT9TT1 BHEORY O —fERICZDORY > —TITo T2 ERERAFT D121, [A Y > —1F#H (Policy Information) ]
7V w7 LT, [EE%ZME (CommitChanges) |27 Vv 27 LET,

BEEWEETIORY S22 DEEIC LA, WORY o—2HET 5L BREOWERITT v v
Y oa SN AT ERIES UE T

RDBERY

s ARV NEARL, A T4 VBT, EXNry e Ry LET, 21791213,
SMTP 7'V 7t v¥ L—/L (GID 124) ZH NI LET, stz o N TiE, [EAL—
JIREEDRRTE] 2R LT IEEW,

cRELRZRIALEYT, RELEORMZZML TS,
HErEYD
LAY OER
WA EEEL Xy NT—=I B L MRARY v—

O O
SSHZ2 ) JOotwvY
SSH 7'V 7ua¥ v Tk, WOKEEZHRHLET,
cF XY LUV VARV ANy Ty F—N_"—Tpa—x 7 ZA7FaA b
«CRC-32=7 A7uA k
*SecurecCRTSSH 7 9 A4 7 v b Ny 77 A—R_R—T7n— /7 XA aA( k
e 7o ha AR —K
« RIE72 SSH A v E—T D )]
e NR— g v 1 ET 2 SO T RTONR— g LTS
FX LTV VARV A Ny Ty F—_—T7a—8 L CRC--32 HEIIWT I Y F— D%
WCRATDHOT, BEELENTWET, WTFHOKX®E T, 20KBEB2 8 @L0 b RER
AR v— RPFIET v Lo VEFZICY = NICEE SNVE T, CRC-REEDORS L 725 DL SSH
N=Var 1 DHETHY, FYXLUVTVLARVA Ry Ty F—n_"—Tn— I 271 A{ +D

LR DDIFSSH A=V a2 DHTYT, N—Ta XFHNL, By a  OBRBIEFICEH
HEHINET, =V a VLTI OENERRE . ZOWFOREIIFREIHDbNET,

77—y avEIuTFontyy ]
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SecureCRTSSH =7 A 7' v A k& 7'm b a/ VR —BIEIL, RHATNCEEZEX=2) 7 4T
L L9 95 LXITRELET, SecureCRT =7 A7 A K TliL, IEFICENT 2 =
ID SLFHIN T FA4 T MCEGFESH, ZhPBFRRE TNy 77 A—_"—Ta—R35AE L ET,
u bhanrftc—#lx, ESSHZ FA T b T 7V r—arRNedaT SSH — T L
LKL LESAE, FHRE— NI TA T ONR—=Ta VFEER B LWEEICELE
7

SSH'Y 7utviE, EEDR—FEIIR—F DYV A NTI T 74 v 7 2BETDHIN, £
70X SSH N7 7 4 v 7 ZAEMICHRHT 2 X ) ICRETEET, FBENA MUZETHET
W EE DR 5T > RSN, FBE T MIUZET 5 E TIEAA NI ERK
NA MNEEBZHET, SSHNF 7 1 v 7 OBENFATSNE T, KRS NMIEBA 1256
IZ. CRC--32 (SSHRX—V g 1) WBELIZITF A LUV LARVA NNy Ty F—R"—Ta—
(SSHX—T a2 2) WEPBELTLEARINET, 7Yty i, &FEL TN
BTHENR=Ta 1 FE 2 UNDONN—=2 3 U TFINERET D Z EICERE LT &N,

SSHZ'Y 7oty ¥ TiE, 77— 73— AKBEPLHE SN2 LICHIERE LTI Z SN,

SSHO oty nA7ay
WDONTNDLRFEETLHE, P oy idtyiarD T 7 4 v 7 OBRELREILLE
7,
« ZODIEFAL R T, = RE T T4 T v NETHERIR BN T NS E . ik
IS T L X7,

« ARG OS5 37~ b O$RICET DRI, [Number of Bytes Sent Without Server Response]
WZELESG G, ZO%E. WEPRboTbDLBEISNET,

[Number of Encrypted Packets to Inspect] (259 2% F TOH RN KH— B2 L Y . [Number of
Bytes Sent Without Server Response] 23U &> L, T v b BT MBEATLET,
WIZTRT SSHO T Y 7t v OREHCHM L ET,

* [Server Ports] : 22

* [Autodetect Ports] : off

* [Maximum Length of Protocol Version String] : 80

* [Number of Encrypted Packets to Inspect] : 25

* [Number of Bytes Sent Without Server Response] : 19,600

RN A TV a ST R THEDTT,
ZOBITE, TV Try Y ER—F 2D NT T4 vy 7T ERELET, OF Y AEKH
NN THDHTD, FHEDOR— F TORMRELZ LET,

2, ROWTINNRETLZE, oo oty I T 7 0 v OBEAELLE
7,

B 775—>avEFuTotuy
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ssH7yTnevyntrrvay |

« I T AT M2 HDOBEEAL N v FEEE LR, TXTORT Y hOF— X EEHD
19,600 /XA LA R CTholz, WEBII o fEINET,

« JTA T RH, 25 HDOREEAL Ny BT 19,600 31 FEMZ AT =X EXELE, 2
OBA. ZOFIDOE Y3 EZSSH A=Y a0 28y arThazd, 7 Faky
FIEZOBBENT v LV VARV ANy T 7 == —WRBTHDLH R LET,

ZOBOTY Ta i, T T 4 v 7 ORI T ORENFBEL THDEINE I bR
HLUET,

¢80 A FEVEWA—=Y g UFEINZELY N =L LTHERHEND Y — N F——T
7 — (Z#E SecureCRT =7 A7’ A F&aRLET)

e u fILDOAR—E
s RO FRNZTRALD N7 » b
wEIZ, 7V 7avyPi, N=Ta 1 FRE2UADOTRTONR—T g TN A HEIR
R LET,
UToORHATT ) 7oty L—ARBERINTWRWES, 7 va iz 7at vy
= BEEM T BN TWERA,
Server Ports
SSH 7V 7aeyH N 77 4 v/ k& THMLENRSDLAR— MNEEELET,
1 ODFR— 2, BHFR— 1 2D ~TRO>7-) A NERETEET,

Autodetect Ports
SSH N7 7 4 v 7 Z#HEIWICHRHT A2 L7 ) ey b amELET,

IOF T a rRERENTWDEAE, 7V 7ty HET_XTORNT 7 4 v 7 TSSH /N—
TarERERELET, 7T7AT N ATy M= Ty M AA—=U g VEEN
BENTO2WGEE, AEMEIELE T, B THL5E. 7V 7at v ¥id [Server Ports]
G a VTHRESNTWD R 70 v 7 T ERAELET,

BRET HESIE/N Y FDO&RKE (Number of Encrypted Packets to Inspect)
Tyvarbioh DAY — AFER SN REG GO 53y FOBERELET,
IOFTvarEaBnilRETLE, TRXTONT 74 v 7 OEEBFTFTSNET,

RAM RO ST v FOBERST &, —HOKENRIE SN2 LR3HY £,
AR RONE 5L Ty FOBEWESLT & N T d—~ 2 ATER R T REM DR H Y F
j—o

77—y avEIuTFontyy ]
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Number of Bytes Sent Without Server Response

SSHYZ AT v "D, IGERLTH—NZEETEIRRNNS MEEEELET, ZOHRKRA
A MEEBZDE, FY VLUV VARV A RNy Ty A —"—T7 a0 —WEF 7= 5 CRC-32
PIEEINET,

TV Tat v BT LTV VAR A Ny Ty F—N"—T7r—F7TCRC32 =7 X7
A4 FEBRET2HAIE. 2047 a VOEEHBL LTSN,

Maximum Length of Protocol Version String

Y= RON—=T 3 UFHN DR KTFENA MRERELET, ZOMEEZHZ 5 &, SecureCRT
T AT A NEBRENET,

Detect Challenge-Response Buffer Overflow Attack

FYVLUVPLARVANRYy Ty F—=R_—=Tn—x 7 A7 ~OBEEZEDEZITESICL
9,

OFTva AT AN RERAEKL, AT VREATIE, BNy bE Ry 7L
FI, EITHITNE, = 1281 EAENCTEET, SFTP vy v a iin— 1281 %
H—=F2HBENRNHDLZ EITHEEL T EE N,

SSH1 CRC-32 IRE M1 H (Detect SSH1 CRC-32 Attack)

CRC-32 =/ A7 vA FNORHEADEIXEHCLET,

TOF T a AT AN MEARKR L, AU TA VBT, By bR Ry L
¥4, BITH10iE. V— 1282 ZHENCTEXFE T,

H—/N\F—n\—20—D%HH (Detect Server Overflow)

SecurecCRTSSH 7 A4 7 b RNy T 7 F—R—Tu—x7 2704 sOmEE2ERE - 1148
N LET,

TDF T NTANRC MEERL, A T4 VBT, BNy FE Ry LET,
TAHITIE, —L 1283 AN LE T,

70 Fa)LF—EDEE (Detect Protocol Mismatch)

7a b a VAR —EomEE AR E - ITENC L F T,

IOF T a AT HANR MEAKRL, AT A VBT, BNy FE Rey T L
F3. AITHICIE. —L 1284 AN TEET,

ELLGWWAYyE—DARDESE (Detect Bad Message Direction)

K774y 7 O7a—FRMNIELL 72WEAE (0F0, HESNDIY =BT T4 T8 bT
T4 I RERLIED, 24T MR —NR T 7 4 o 7 RERLEZY LTERE) Oit%
HRhEITESIZLET,

B 775—>avEFuTotuy
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ssh 7y Foeyvvaie [

ZDFTa NI HEA R "EAKRL, AT A VBT, ENy MR Ry L
9. EBATHOITIE, —L 1285 AENCTE £,

BEDRAO—FIZELLBEWLRSAO—F Y4 XD (Detect Payload Size Incorrect for the

Given Payload)

SSH X% MIHESNTEEENIP~y ¥ —IHEESN TV REHEL FETIHRAR, Ay
UMD ETOENDIEHGE, DFEVEERSSH Ny X —%2 R TE D+0772T — X R0

Rl n, fole_fa— RN YA X0y NORHZEANETITEDCLETS,

ZOF T aTETH AR REAERL, A T4 VBT, BNy hERe YT L
FI, EITHITIE. —1 1286 EHEDITETET,

ELLBWWAN—=23 2 R MY D% (Detect Bad Version String)

FhThrBe, 7V ety did, FELTOWARWEAETHLAN—Va 0 1 720132 DSt
W=D g UFHINERET D Z LICER LT EE,

COFTa Bl TE AR REAKR L, A T4 VBT, BNy bR Rry L
9, ZITHOTiE, —v 1287 ZAERNCTE £,

SSH 7Y o+ vyHNDEE

ATy I

ATvT2

ATv73
ATvT4

ATy TH
ATvT6

AX— kT4t | HEDSAEUR|HR—FENET | HHR—bENBK | 7HEX
R INA R AA U

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

[Policies] > [Access Control], ¥X|Z [Network Analysis Policy] & 7= |%[Policies] > [Access Control] > [Intrusion],
K IZ [Network Analysis Policy] 2 5241 L £ 7,

GE) HIAFXAz—Tuo—niZ, ZZIZVANINTWDIRPD/RANDT 7 & AFIBRH 5561,
DEHDONRZAEFEALCRY V—Ic7 7 A LET,

WET IR o —DRICHAIRET A2 @) 270y 7 LET,

ROVICRRT A3y (8) BDERRINDGE. RETEERNAAL B LTEBY, REZEET DHER
BV EEA,

TS = a v NRVTEEE (Settings) 127 U v 27 LET,

[T 7V r—a g7 7 at v (Application Layer Preprocessors) ] @ @ [SSH Ok (SSH
Configuration) ] 3 EZhIZ72 > TV DAL, [A2ME (Enabled) 1227V v 7 LE T,

[SSH O## % (SSH Configuration) ] DRIZH HRET A 2> (&) 227 Vv 7 LET,
SSH 7'V 7atvyHhotrar (70 2—2) OB TA T a v EFLET,

77—y avEIuTFontyy ]
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AT T BBEOR) —EERIZZDORY =TT BB 2 RFT DI, [RYU —1F# (Policy Information) ]
7 Vw7 LT, [ER%ZMHTE (CommitChanges) | %7 V> 27 LET,

ERZHEETIIRY) =2 LD ELICLEEEIE, MORY —2RET D L ZREOMERICF v v
VaShEERITHBESNET,

RDBRY

ARAA R NEENCTHEAIZ. SSH Y Frt vt —)L (GID 128) AN LE
T, AEMICOWTIE, TMRAL—IIREDORTE] 22 L TI7EE0,

REAFELRALET, RELEORMAEZSRL TIZEN,

BErEY D
LA Y OEH
BOEER Ry NT—I B LORARY > —

SSL”) JotvH

SSL 7V 7ut v ¥ TiE, SSLA V27 gy (f) #RETEET, SSL A » A7

var I, B b T 74y DTy s BT T 4 v DE . £ET 7B A
arvbie— (T7EAHIE) XD T 74 v 7 OREEZFITLET, SSLA ATy
VIMERESNTWAEMNE I MR, SSL7) Fat v d Tk, h I 74 v 7 THRHEESH
TeSSLANY RyaA 7 Ayve—U bl By a v WS (bT 224 I 72 RELE
T, b b T 74 v 7 ZBAITHZLICED, VAT AFK B a— FORABIO

Tr7ANA VAR gy wBEIETEET, RS- T, BBEREAS L, X7 p—< A
N ELET,

SSL 'V et vtid, BE{b 87 7 1 v 7 %4 L T Heartbleed /N7 & T 5 A & M
L. 2O L5 REHOMERHICIA N MEAERTAHZ L TEET,

Ty va BB bt BABLOYA Y =2 TIZHT D N T 7 4 v 7 OREZ —FHEIE
TEET, SSLA VAR v a v ERELZYE, SSL7Y ety Tk, 2—FR7 7k
Aarvbha—likoTrTuy s, BE, FRIIBREEZITADHSLNT 7 0 v 7 HiEBIL
£,

SSLZU 7 rtyhZEH LTSN 7 4 v 7 2EELT D700, T4 B RTLED
DEFA, vNVT 2T BIOMRAICKT IS, B — RDA VAT T3 OfE I,
Heartbleed /X7 DI O /2 &, DT THSSL 7'V Fut v HHEEICITR#ET L 2

MUETT,
SSL AT LI D 1+ #H A&

SSLA VAR v a rERETDHE, SSLTU Fuat vy kb — 2 1T 3EAB LW
T7ANA LA g U BEIELT, SSLARY =k Eb o740 v 7 2B LE

B 775—>avEFuTotuy
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ssLatnEantiEs [

T, ZHICK VR ZYER & £, SSLT U Futk v i, SSLAY Ry =A 7 ZRAEd
Ll EIREBERAEEL, 20®y a0 ORIEE SSLN—2 g VO ABB L £,
ﬁyV5V®h%#H%kéﬂf%é_&%7)7nt/ﬁﬁ&ﬁ?é&\%@t//a/m
b?74/7 B SN TWAEDLE LTUATAIEID~—7 SNET, BELfEL
=% bt > /a’ NIBTFDHTRTONry LB A48 1R L, Heartbleed /N7 % HH
?éﬁﬁﬁ@méﬂt AR NEERTDHEIIC, VAT LERETEET,

Nro NZEIZ, IP~y X — TCP~y X — BEIURTCP XA v — R NI 7 4 v 7IlEE
NTEY, ZO T 7 4 v 7D SSLATLERHICHEE SN TWAHR— N THATH I &8 SSL
TV TatyPICK VR SNET, WIRTRWTIE, HHEFNT7 7 40 v 2712O0WT, b7
T AT PIEBLENTWDENE I Rl SN E 7,

s VAT ANy a DT RTONTy NEEHR L, [P MUOT — % 258725 (Server
side datais trusted) | AN INTELT, $—N"E T T4 T FOMENLDET A v
t—, BLO Application L = — RFET D208 Alert L 2 — N3 72 WA B0 1 -DLL
DR T Y R By g ITEERTVD

VAT LN T T 4 v I O—ERBET, [P MUlOT— X ZEFT D (Server side
dataistrusted) AN ENTE ST, Alert L =2— R|Z X B I0& 7372\ Application L 21—
RBFFET 25U ED 1 DL LD/ ", By va ViEERLTND

s VAT ANy arOFTRTONT y ML, [V—MIlOT — X 25875 (Server
sidedataistrusted) |23 THY, 7 74T B DET A vE—, ¥ KO Application
La— RPFET D Alert L 2 — R0\ 7 T A T2 bbb D 1 DL ED /7w RS,
tyia U ZHEENLTWD

VAT LN T T 4y I O—EREET, [P MIlOT — % ZEFT 5 (Server side
data is trusted) ] AR TH D Alert L = — RIZ L DILE D720 Application L =1— R)3MF
HETD7T7A4AT MO 1D EONRTy M3, By ailE&EnTn5

A LN T 74 v 7 DB EEILLT DI EE2ERT IS, EyiarRNEF S Tnd b
DELTY—IENDLE, FOEBYYa L OFOHBONAry MIERENET,

F72, SSLNY Rz 78, Y ek yHidn—brbe— hEREGEE2E=FLET, 7
Vet Yid, UTEZRHELEZEZICANC MEERLET,

e XA E—FHKLID bRENAS B— NEDHEEZETe/— FE— MR
* [Max Heartbeat Length] 7 4 —/L FIZEM SN TN DEE D  RE WV A— FE— FEE

G¥)

/V—/VWT SSL«H( if_ i/\—“/a /rﬁi&%{iﬁﬁ‘j—é i F—U— ]\ ssl state ;toJ:U\
ssl_version )L —)UEI L £9,

EErNEYD
SSL F¥—U— |
TLS/SSL A > A7 3 g DB

77—y avEIuTFontyy ]
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SSLT7JotwydnA T3y

\}

GE)

VAT IMIBOX Y FT— TSR Y —ik, T 74/ R TSSLTY Tuk v EAEGICLE
T, WAL T 7 4 v 7B Fy NI 2BHTHZEETRLTWDIEE, v Aaid, VA
H LEBICSSL U a2 LV &AL L F 9,

SSLA VAR v avERELRWE, VAT HNINBIL N T 7 4 v BEE LTI, <L
T2 T LRACOWTKE SN T 7 4 v 7 OREEZFRITLET, SSLTY ety 26202
THE, ByvarPEElbEntE iz LERHBLET, SSLTY Tat v PAEL)
WEns e, =Nz NZOF) Tak vy EERH L, SSLOREBR LI ONRR— g
‘%%&%Eﬁﬁf% HE 927 h ij—o 11]\T Jyor—TF—U—F ssl _state BILW ssl version
EERA L TA—LE2GCT 5815, TORY —TSSL7' U 7atv v b a0 2 0%
N ET,

R— bk

SSLFU Futvid, WefbEnztysa DI 7 4 v 7 EF=ATAHAVNERHLR—
e, B~ TREUSTHRELET, ZO7 4 — /L RTHEINDEKR— NTDH, Kb ~T
T4 v I BBEINET,

GE)

SSL7Y 7utvH¥it, SSLE=F D&% E LTIHRESNEZR— FTSSLUSND NTF T ¢ v
ERETDHE, FONTIT T 4 v BSSLEN T 7 40 L LTCTa— RT5Z L aRlAiloth,
BHLTWA2bDELTw—27 LET,

ESIE S T4 v DREEEILT S (Stop inspecting encrypted traffic)

Ty a BRI LEN TR E L T—7 SNk, By arvD T 74 v 7 OBELRH
NEITEDCLET,

BefbEni-ty v a v OBRBELZESLLY TR T AT HICIE, 20X T a2/

9, SSLTY Tak ottty g VOWRERHEEINS D, By a 0T _ToO
NI4T DA AR v a BRI TEET, ZO0OF T arBDEDNI /> TWBEE
L, 78— S LI TWD ZEEMRT 57208y v a DN DO/ v FBRRGES
N, TOHTT 4 —T AL AT a VIR ARZAENET, XA RRAENEZT_RTOE Y
> g T o T show snort statistics =~ o ROISEKIREN D EHEIgE 7 2 —Dh v A3
MUET, EBIT, THA—T ALV AT arPRALRNAENTWDTD, B A X hDA
=V TR L VAR DA MUTEMTEH D FHA, TNHIEEREOE Yy 3 VOEX
DHDR< e EF, 2T, SnortiZ Ko TREINZ Ny hORREENTEY, T 14—
TA VARG g U PN NRRASINTHEORT y MIEENLTWRWED T, ZOEET#E
B~ A XU 4V y MIRREINDTRTONT 7 4 v 7 DIEIZENTT,

VAT AIE, ROWMBGOEGEIC, Wrfbshlctyya DT 7 4 v 7 OBREDHZIFIEL
i‘j‘o

B 775—>avEFuTotuy



| 77u—vavETFUFntyy

sst7y Foevyonz [

* SSL OFLEENH N STV D
DA T a UNBIREN TS
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