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A X MMZBT DM Web A BB INE A~ DE A

NFAVAA)
KOFRIZ, BEHIOT 7 A

TuA FRKEIZOWTOT —X it 24T AT 22 W DR LE T,
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R 6:SMBRERA R T L

VATLID BTLL] ID D45l

Bugtraq] ~<—
bugtrag [ & C]] 8550

[Common Vulnerabilities and
CAN-2003-0702

cve o as
Exposure] ~—1/
[McAfee] ~~—

mcafee 98574
Web 1 h&PR ,

url www.example.com?exploit=14
Microsoft & % = U 7 ¢ &k

msb MS11-082
[Nessus] ~~—3

nessus 10039

X 27 Web A FHH

secure-url intranet/exploits/exploit=14

(https://...)
HFEEDOEHXR 2T Web A b Tsecure-url Zff
HATEXAZ LICERLTLLIESN,

ROE T, ZRIEEZAN L TEREEELET,

id system, id

ZIT, idsystem{ZT LT v 7 AL LTSNS AT A idid BugtraqID, CVEZE 5,
Arachnids ID. ¥721% URL (nttp://72L) T,

7= & 21X, BugtraqID 17134 [Z72# X 41TV 5 Microsoft Commerce Server 2002 H— 3 _E DG
XA IRAWEFR R ET HITIE, ROEE A LET,

bugtraq, 17134
S E N —VBINT 5 & 2L, ROFITIERL TS EE N,
R DBEAHIZANR=A L AT L2 TLTIZE N,
« VAT LD ICKRILFEEH LN TS ZZE N,
EErEYY
B AL LGPEOBM (14 _X—)

ARy MERIEMTOESR (14 2—2)
AR NBREOEFR (153—)
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BAL—LIT14 |

NAZ LZFEDENM
ARX—hF S4t |[EEKDFAEVR | R—bENET | HHR—FENEF| 7O ER
~ A N R AL
Threat Protection WIS (Any) [WTFHLAY (Any) | Admin/Intrusion
Admin

<NV TF RAAL VERTIE, BIED KA AL VTHERISNT I AX LGNV AT LA TERINE

B

NS OSFEIIE, BEREE
IRENETN, IS OHKEITITERE L

A==

X AE

H L EFRB I OHRET DITIE, £D RAL AUV ERET,

TEET, B FAAL TR S NI A2 DB R
RETEEE A, FLO FAA S TER SN A

ATY TN V=V OIERR E T2 ITHRERHT, [ (Classification) | Ka vy 7 X0 U R Rob [HFEOMRE (Edit
Classifications) | Z&IRL 77,
ROV [ DOFR (View Classifications) | BFRSNDEE, BRETIM FAAL IR L TEBY . RIE
HEETHHERPH Y THA,

RT9 T2 BAALR NE (10°9—2) OFBBIZHE, [/0%84  (ClassificationName) ] & [23FEHDFH  (Classification
Description) | # AJJ L E7,

AT T3 [BERE (Prority) | Ry 7 XU URX ML EHOBRELBRL ET,

ATv74 [BI (Add) 1&227 YU v LET,

ATy TS5 [587T (Done) 127V w7 LET,

RDZRY
« V=V OAERRE T 1T A el £ 97, FERIC OV T, HiH L — L OfERL (17 _X—7)
FIXBFONL—LOER (18 X—) ZZRL TN,
MELEYY
HAK L IL—LDFERE (15 _—3)
ARy MEEIECLDE &
A¥X—h+ 54t |[XDSFA VR | Y R—FENET | HR—FSNB K| 7R
VR N R A
Threat Protection WA (Any) |W3Ua (Any) | Admin/Intrusion
Admin

AT YT = VOVERR FE T IMRERIC, B4~ Y 3 > (Detection Options) | K2 v 7 H 7 U X hnd [ESIAE

fir. (priority) ] Z#RL £,

AT w72 [AddOption]| 7 U v 7 L%,
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IRV N SROESR

AT w73 [EEIEN (priority) | KRy 7 X D2 VR NNOIEZRIRL £9,
ATy T4 -1 (Save) 1227 U w7 LET,

RDBERY

« = VOAERE T I3 2T £, BRSOV TR, F A — L OfERR (17 <X—2)
FRFBFEOL—AVOEE (18 =) #ZRL TSV,

EErNEYD
B AE N J—LOVERE (15 ~2—2)

IRV N SROES

ARX—bF 54t |REDFA LR | YR—bENET | HR—rENDHF|TIER
VA INA R P

Threat Protection WD (Any) | WA (Any) | Admin/Intrusion
Admin

ATY TN V= )VOVERFETITRERIC, A7 3 > (Detection Options) ] K v 7 &7 U X ki [
(reference) ] &I L £,

AT w72 [AddOption]| &7 U v 7 LEJ,
ATV T3 BAARY REEMH (10 2—2) OFPUHES T, BB (reference) | 7 4 —/L RIZEEZ A LE T,
ATy T4 [fR17FE (Save) |27 U w27 LET,

RDBERY

« = VOAERE T I3 MRE 2T £, BRSOV TR, H A — L OfERR (17 <X—2)
FLFBFEOL—AVOET (18 =) #ZRL TSV,

EErNEYD
B AE N JL—LOVERE (15 ~2—2)

AR L IIL—ILDYERK

B AL DR =TT OIFE TR TE £75,
H OEHET X R b L— L EERT S
« A OBEUET 2 A |k L— L EFHHL—L & LTRIFT 5
« VAT LADRRMT HEAT O b = BFHRAL— L E LTRET D
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BAL—LIT14 |

N — N BT RAAL BT AHEL— L E UTIRET S (wAF RAA VRO

&)

=N =)L T AN, R— T D

VERE FIEICE D B3, VAT AIH AL L — L Ea—HhL b— U SE L CTRIEL £,

TAZDMEAN—IVEVERT D &, VAT AT—BDONL—LVE S (B5OERIXcip:sip:rev)
EEIDLBTEST, ZOFFIIIROBENREGENET,

GID

PRl —FID, T RTOEETFTFZA N L—)LTIE. ZOHIT1 (Fa— )L RAAL 2
itivw/—Gm)itimm~mmﬂ%%b#4/)fﬁoAﬁ¢7/17%w—
NEFHRAL—LE LTRET 256, EIX1 T,

SID

[Snort ID], /V—/V T AT A JL—LDBa—H) b—)LThHDHINE I DERLET, HL
VL— LV EERT B & AT NI RIRE/ R m—J L )L— )L SID F 5 &2 E| D 4T
9,

o — 2L JL— L ® SID F 5 1E 1000000 2> H45F V. FrLve —h b — Ul &EEHFFN
1 T2 FET,

Rev

WETE S, FLUWWL— LD BV g V& SIL1I T, BAZ LA NL—LVEEEST LN
VeV ar&en 1oz £,

TAE DFEAET XA N L— )L TlE, —IL Ny X —FRE. L—L X —T— N BILoL—iL
SIEERETCEET, BEOT v banrzfEHTH, FFEDIP T FLAERITAR— M EITX
KTDET T4 I FENL—NLTRETDHEI, = N X —ERETETET,

VAT ADBRMET AERET XA N V=V ERRE AT 2 N =D A S A=)V T
BEERTEX D=~y X —lERIT, BETEmER—FEIPT RLAREDOFEHRICELNE
T, ) T — RO — BT E X E A,

WEFT 27 M= N D~y X —ERELEE L TEENEEZRET DL =L OF LA
VAL UAPMER S, Y=L —XID (GID) 1 (Fm— L KAL) F721E 1000 ~

2000 (FFARAA ) | BEOHAZ L —/L L L TRICHHTTREZR SID RNEIV B THN
T VAT A, EEFT V2 F A=V OH LA VAL U AT TRIE soid F— T — R
WU 27 LET, 2k, #H L <AER L72/L— LA Cisco Talos Intelligence Group (Talos)
B DN —Z~ y TSNET, 2—=FPER LA T V=7 b — DA A Z AT
HIFRCE £ 23, Talos BMERK L7 AT V=7 b A— LITHIBRTE £H A,
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HRIL—ILDIERL

gmn—rLoksn ]

AR—b 54t ([RDSAEVR | HKR—bENET | HR—bShHF|TIERX

A INA R AU

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

AT T KOWTNPOFHEEMHEH L TRALV—ZT 7 A LET,

* [Policies] > [Access Control] > [Intrusion] Zi®{R L, [{ A/L—/L (IntrusionRules) | %7 U v 7 L&
7
+ [Objects] > [Intrusion Rules] 23R L ¥ 9,

ATvT2
ATvT3
ATvT4

[Create Rule] #7 U v 7 LE7,
[(AvE— (Message) | 7 14—V RIZIEZ AT LET,
WOK Ry 77X URMNPOIEZERLET,

* [9%8 (Classification) |

< iR1E

* [Protocol]

« M (Direction)
ATY TS ROT 44—V RIEEATILET,

* %/E7T IP (Source IPs) |
* [5E5E IP (Destination IPs) |
« EfETAR—F
. FESER— b
INHDT 4=V RITEEZRRE LR WEE,

GE)

AT DIE[TNT (any) 1 EEALET,

VAT AT, BV =T FAL RO R Yy FU =T vy TERERLET, vF AL VR
PRCIE, KEROIPT FLAZMH L TZOREZMBEIT 2D & T LARVEERIC 2 2 ATHRENED
HYEY,

ATv 76
ATvT1
ATvT8
ATv79
ATv 710

[f&Hi4~7"> 2 > (Detection Options) | R v X U R MMWOEZEIRL 7,

[Add Option] # 7 V v 7 LET,

BIMLER—U—RFO5%E2 A LET,

MBS U T, FlE6 ~8 ik L £7,

BEOXF—U— REBIMLIZGE, UTEFETTEET,
e X—U— RO~z BEIT5%X—TU— RORICH D ERAVEZIITREIZZ Y v 7 LET,
e XF—U—FROHIfR : ZOF—U—FRORIZH D [X] 227V v 7 LET,
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AT TN [FHilE LTHRTF (Save AsNew) 127 U 27 LET,

RDEZRY

LT HRARY C—NOBFREFEEI N AL—LEZENNILET BAKRY —H
DFEANNL—IVDERFEBZR) |

REALFZEALET, RELEORERMEZZRL TSN,

BEFEDIL—ILOEE

AIX—hk 54t |[RKODFAEVR | YHR—bENET | R—bEINE K| 7UER
R INA RE AU

Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin

HAZ DMEAV—INIEFETEET, v F AL VERTIEH, BEORAAL B LTS
HAR DMRAN—N DI IEETEET,

VAT AEFEONL =V A R AL B LTS =L, LW AZ A L—LE LT
n—hL = BT IVIRIEL TCHLERETEET,

ATV T KOWTNIOFHFEEFER L TRAL—IWZT 7 8ALET,
* [Policies] > [Access Control] > [Intrusion] Z &R L, [{R A/L—/L (IntrusionRules) 1% 27V v 27 LE7,
* [Objects] > [Intrusion Rules] % 34 L =7,

AT T2 BETHL—1LVEROTET, ROBRERH Y £,

s TANEMNHNL—IIBEILE T,

= NVERLET, L—OfHE (22 X—Y) ZZRLTILEIN,

N AWBBLTNWDIN—TIZT AN F A LET, 740X T —b 21 3—V) &5l
LTLEEN,

RATYT3 N—NOMICHLMET A2 (&) 27V v 27 LET, BRREROGEFIV— NV AvE—T%27 Y v
L%,

ROVIZRRT A 2 (8) BFERINLIGE. REFTHHA AL AR L TR, REZELET HHER
NV A,

ATy T4 L—) B A TS LT, =B EELET,

GE) HEFA TV b —OTFa haUIEBLRWTLEEN, TNEEET L L, L—LOF)
BN D AREMERH D £,
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ATy TE ROBRERSH D F9°,
e BAF AN —)VETEL TWNT, ZTOAL—LOBIEDONN— 30 % FEXTHEL
70w LET,
e VAT AEHONL— VETITHE AL B L TV B L— L EREL TWEBER., W AZ L JL—

X, [f~1F (Save) ]

NERELTWD EXIZEFTEZF LWWLb— L e L TRET 25 581E. [FTRICIRT (Save AsNew) 1%
727Uy 7 LET,
RDEARY
e VAT AREONL— L DRV I — BV TERE LIz V— V2 FEHT 51T, RALV—L
DIRFEDFINEIHE > T AT MOV — 1V ZIET 7T 4 T LT D, v—H L b—)L
70T 47 LET,
RELHAEALET, RELHEDOREMESRL TIZIN,
BMELEYY

JL—)LDORRER (22 _—)

BANL—I T 42 XD TON—VDT 4 VE) T (24 =)
IW—IL FFaAT— 3 VDRT
AX—b 54t |REDFAEVR | BHR—FENET | HHR—FENEF | 77X
VR INA R A B
Threat Protection WP (Any) |3y (Any) | Admin/Intrusion
Admin
DL—LOff£E (Rule Edit) ] -X—7>5 . Cisco Talos Intelligence Group (Talos) (2 & - THEfk
SINDHN—I RX a2 AT —va BRRTEET, BAPIZ, b= RFa AT —Tg
> (Rule Documentation) |3 X O DMOINHEEMAZ 7 Y » -7 LT, Talos (Z X - TRt

LIBMERE LR TE £,
<.

[T F A7 A7 —7 (ContextExplorer) %2V v 7 L
=Ko TERSNIZA R POy TR MERERTT L LB TEET,

ATV T1 ROWTNPDOFEEMH L TRALV—MZT 7 A LET,

* [Policies] > [Access Control] > [Intrusion] Z &R L, [{ A/L—/L (IntrusionRules) 1% 2V v 27 LET,

+ [Objects] > [Intrusion Rules] % 341 L £ 9°,

RATYT2 RRTHN—NERLET, ROBPRERH Y £,

« THINENGIL—VIBEN L £,

 N—VEBELET, L—ILDORRE

=R ELTND T —"
LTL &N,

(22 =) HZBBLTLIEEN,
W4 N B2 A LET, T4 Z )T = 27 %—=) MR
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. BAL—ILADI A FDEM

ATV T3 V= VORIIHLRET A2y () 270y 7 LET, REEROLBEIILV—NV A vE—VE27 Y v
LET,

ROVIZRRT A 2 (%) BFERINLIGE. REFTHHLFALN AR LTEY, RELZLET HHER
BV FH A,

ATY T4 [FXxa AL FDFR (View Documentation) | %7V v 7 LET,
ATV 5 RPUIE LT, KOWTNHDIDOY %7 v LET,
s[Jb—/v R¥ a2 A7 —3 3 (Rule Documentation) | : /L —/V[EH OFEMEZ TR LET,
o« [£ DM DIHZIE (Other external references) | : FIHFIREZR M S U T 2 fFRIC OV TIL, F—
V=R 7427 25 3=) BEORAA XY FEEM (10 ~—2) O THARZL VT 7
VAL mZRLTITES N,
s[marTFAN I A7 —7 (Context Explorer) |: 27T FA N =/ A0 —J TO/L—/LDA
TIAF 2T T —HDERIETDHIERICOWVTL, [RAEH (Intrusion Information) [ &7 v =
VESRLTLIIESN,
Evbh SBY I ERBRTDE RFa AT —va ORI T 7 U0 v RUBHLET, L—L%
EHREFTIIN—IURES—V 2T T 5123, FEDOA=a— RAZBRIRLET,

BAIL—ILADT A DB

AR—b 54t |RHEDSA LR |HR—FENEZT | R—rEhB R | 7HER
VR INA A AU

Threat Protection WA (Any) [V (Any) | Admin/Intrusion
Admin

EEDORANL—/MZA AL FZBINTEES, I A MLV, RESPRFOBA L, +—L
RN—ADPBHTOEES LT 0 T 6 A7 VT (7 AT aA ) RV gD
MaRTZENTEET,

< IVTF RAAL VEBATIE, BED RAAL UV TERENTZa AV "RFEREINET, ZIUTHIER
TEFET, B RAAL U TERESNTZa A FLFERENETH, ZHITHIBRTE EFEA, T
fLD RAA TR SNTZa Ay FEaFRRTDHITE, TORAL YV BELET,

ATYT1 ROWVTNIDHEEZFEHL TRAL—VZT Z7E8ALET,

« [Policies] > [Access Control] > [Intrusion] 23R L, [ A/L—/L (IntrusionRules) 1% 27 U v 7 LE T,
+ [Objects] > [Intrusion Rules] % E&4R L £ 7,

ATV T2 EREMFTDHV—NVERLES, ROBRERHY £,

o« THNEMNENL— VBB LE T,
L— VEBELET, L—ILORE (22 2—) ZHERLTLLIFEN,
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= NABBTHEIN—T T4 NVELET, 74V FV T —)b
U,

Q7 ==) ZZRLTILEES

RATYT3 N—NOBICHLMET A2 (&) 27V v LET, MREROGEFIV— NV Ay E—TE2IY v
LE7,

ROVIZERT A 7 (5) PIL—ILDORIIFIREND5E,
WIS DHERD DY £ A

= VEEMAARY —IZR L TR, —

ATvTa
ATy TH
ATvT6

[Rule Comment] #7 Y v 7 LE7,
TX¥ANRY T AZaA bEANLET,
[ A2 b%&EM (AddaComment) |27 Vw7 LET,

Evhk Fll RAAMARNVEDONAT Yy P Ea2a—T, =L aXr baBIILTRRTLHILEHTEET,

RDERY
o L= )V OVERRE T ITfmE A fe T £3°, GRSV T, FillLv— Lok (17 <—)
FRIZEGFEONL—LOEHE (18 =) ZBBLTIEEN,
BErEY Y
= DR (22 =)
ARy MEROTZ 44—/ R
HRAE L JL—ILDHEI
AYX—b+ 54t |[XDFAEVR | Y R—FENET | HR—FENE R |7V EX
VR INA R AU
Threat Protection WA (Any) [V (Any) | Admin/Intrusion
Admin

BARY O —THEENMNI > TR ZAZ A L—LEUIRTAZENTEXET, VAT A
WCE VRSN TV AEET X X M L— B IOEAT V=7 b L— L FHIBRTE FH A,
SITF RAL BT, BHED B AL TR SN n =V b= DB EHIRTE £,

HIBR &SNV — M TBIBRE 2 7 T VIRIESNE T, BIBREHRDONL—L & B L L—L D
HYEL LTHRT 2 ENTEET, BAKRY —0 [Rules] =*— JITITHIBRFE 2 7 U M
FREINNED ., BIBRLEDAX LA L— L EEHINCT A LT TIEHA,
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B o=

Je

Bk

HAR K= X, BREINTEA~Ay X —ERTRGFETIIHES T V=7 b = REEN
9, £, IhblEe = = BT IV IEESN, 1 (FTe—r30L RAAL U FE720T
LAy —GID) £72121000 ~2000 (FH KA A2) OGID#FEH LTIV A MENET, £F

LIcEA TV 27 b = VTHIBRTEE TR, TG4 TV =7 b —LITHIBRTE £
A,

AT T RONTNDOHFEEFH L TRALV—UIZT 78 A LET,

« [Policies] > [Access Control] > [Intrusion] Z 38R L, [ A/L—/L (IntrusionRules) 1% 27V v 7 LE T,
+ [Objects] > [Intrusion Rules] % E&4R L £ 7,

ATV T2 RO2OOERENRHY 7,

e T RTOE—HILL—LZHIRLET  [2—HL b—LDEIE (Delete LocalRules) (%22 VU w2 L,
[OK] %2V v LET,
s 1 ODON—VEHIBRLET : V=D Z V—7{bIEHE (GroupRulesBy) | Ku v X o nG [B—

71V b—)v (LocalRules) ] @R L. HIFRT 21—V DEICHLHIERT A= (H) 227U v 7L,
[OK] %7 U v 7 L CHIBRZEZR L ET,

EENEY D
BFAIL— L DR FE

IL—ILDEE

ARX—br 54t |REDFA LR | YR—bENET | HR—FENEHF|TIER

IS ATS | A K

Threat Protection WD (Any) | WA (Any) | Admin/Intrusion
Admin

Firepower > A7 NMZIX, BT OEHET XX b L—ABNHEINLTWET, F£72, CiscoTalos
Intelligence Group (Talos) 1ZH LWWESAERB LN/ A7 A R A Ozt &EDL—L %
BINZAkRE L ET, FFEONL— NV ZMBICHRR LT, ZOLV—NET 7T 4 71k, T 77 1
T, ERIEARET D ENTEET,

ATY T RONTNDLDFEEEN L TRAL—VIZT 72X LET,

* [Policies] > [Access Control] > [Intrusion] Z &R L, [{ A/L—/L (IntrusionRules) 1% 2V v 27 LE T,
* [Objects] > [Intrusion Rules] % 3&4R L £ 9°,

ATy T2 V=N N—T [k (Search) 1 %7 U v/ LET,
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AT9 T3 MREFMEZEMLET,
ATy T4 % (Search) 127V v 7 LET,

RDBERY

e RoMol—b (VAT AN—ILDEREIFN—L D’ —) ERREFITRET LIRS
e A=V I PN =L XAy =% 7 ) o7 LR, FEMICOWTIE, Bl
= OER (17 X—) FRIEBEGFEOL—ILOERE (18 X—) ML TIES
A

BAIL—ILDOBREEH

WOFIIL, FIHATRERR A T a 2OV TIBH L TV ET,

= 7:)L—ILEFRA

AIToay EBA

E4 1D [Snort ID] (SID) (ZHADNWT 1 DD — VAR T HI1TiE, SIDFFEANLET, #HDO
N—IVERRET DT, SIDE SV A M2 r~TRE>TANLES, 207 40— FiZ
80 SLFLANTT,

VXL —4% 1D BT X2 M — LV ERRTDITE, [1NZBRLET, AF TV =7 FOAL— L EZRRT

JiE, Bl EZERL £,

Ay —v BMEDA vy E—VE2ELNL—NVERBETHITIE, L—b Ay E—TD 1 DOHFE% [Message]
74—V RIZADLET, &z, DNSexplmt%*ﬁ;ﬁTé I fows) EATIL, RNy 77
F—N—Ta— exp101t %*ﬁ;ﬁ—éﬁé X |—overflowj EAN L/jf'é—

Protocol BEOTa haldO T T 4y 7 BT A=V ERRIZIE, e ba L aERLET,
7a bk a v ERIRLWEES, RBBERICIETXCoTa hartor— I nEEhnEd,

EEITAR— b BELER—FPbEEENTAT Yy FeBET 2V —VERET D123, FMEITR— ME
TR — FEEERAEA LET,

yadeAR— b FrE DR — MIMT TELGND /T v hZRET DV —/VERRT D218, siER— M5
FFTR— FEEEREE A LET,

BETIP FRELIZIPT FLANLRER SN v b ERET D — NV E KT HI121F, BETIPT
RUREILIP Y RVAEEOEREZ AT LET,

56.5% 1P FHELZIPT RLAIZMITTCELND Xy FERETHLV—VERBT 5120, 58GIPT
RURAEFIZIP 7 FLABEOLH A AN LET,
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F—U— FOFHIEEMS (1) 2AHLET,

Category B DT TV NONL—LZFET 5I21E. [Category] U A b hT 2 23R L £,

Classification

THANRTE SINT2NV— VB MRERT D121, [Classification] U A N5 0354 28N L £

;%ﬁ

Rule State

BEDRY 2 —ND I — LR ED L— WIRRE MR T A I12iE. IO /L—ILIREEY X by
HRY—FER L, F20OU A INOIREEZBINL T, 41XV bOER, 41X D RE >
7 AR, BNCERE SN — L ERR L E T,

BAIL—ILIT A EIR=UTOIL—=ILDIT4ILEY) G

BANV—IL F 4 2 R=D ETL—VE T4 NHF) T LT, =DV Ty hEFRRT
HLENTEFET, 221, HBEINV—INFLITFORELZETLIZWVA, HTFHLOL—LD
FnEFNE ROTEONRREERIESIT, ZOBRENESLHSZ Enb Y 17,

TUANEEANTHE, 1 OV EO—KTAINL—NEET T+ VLT NR—VICFERIN., —
THIL—IWRWESIIA v =N FRENE T,

24NV )T A4 RS54

74»& X, Bk — U — N2 o51%, X7, SIRFCTHALY 770075, &6
WO 7 4 VA G ERODAR—AEEGEODL I ENTEET, 2L, ERER, VAL
R — R, BLXOEEXT () . KRR 585 ) . Uheb) s (<) ZREDFF
BIRER T2 7 A NAIZEDDHZ LT TEEEA,

F—U— R, F—=U— R 5, BIOXFEHTIEL, Wb RKCFE /N i%ﬁi‘lz}%éﬁ’biﬂ‘
Mo gid F—TU— K& sida ¥F—U— RERE, TXTOFE & SCFFNTERITHI 72 CFH & LT
Wb FET, gid & sia DT, BL2—HOALEZIKELET,

T 4 NVEBEIDOTEDON—UT 1 OO0 T VA ZREMTD & TDHROT 4 VAUETED
T NVERNO—FNIREND E X THNENEBHLEZERICRD £, BLTWEL—LN
DN — N EEGTe T VA NITIFET DAL, TR RLSZ ERH Y 7,

10@74w&%%ﬁ®%@74w&ﬁﬁ%¢é:kﬁ@%iﬁmoAﬁéhkf&f@74

BN =T =B RXR=ZAREKERB LT, BT 2T XTOL—LEZRLET, ~—IIC

HIEID 7 4 NV HFERDPFIR STV D IREE 17411/5(%)\?33“6& N=UMEEIN. Kb
DIZH LT 4 L H OFRERPESINET,

TANVZRUBEENTHLHELENTWARVNES L, YA MOL—/L TR LM T
FI, LR BAV— AV =T 4 # X=UTIE, VAR T 4 VHRBINTNENE S
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MICEDLLTP, URAMNDOL—LVERETEET, £/, X—VDarTFA b A=a—0DF
BEOF T a BT TEET,

-

FTRCOF T I N—THNOL—VOEFEBEOHEL, 7 1 V8 ) v TICROERRS 2725
ZERBYET, UL, ROV ORI DTS, 1 DO B ERDO T
IVICHBT A ERNH DT TT,

F—IJ—K o242 YY

BN— T4 NZIZ, WOFBAT1I DU EOF—U—REEDLENTXET,

keyword:argument

Z 2T, keyword [ZIRDOEDNT D F—T — K| argument |EF — 7 — NIZBH# T 2 F¢iE D
T 4=V RTHRBESNDHE—D, RIF/NCF 2 KB LR W SR8 T,
gid & sid ZERS TRTOXF—U — ROFIEDB S CFH L LTHRbIVET, 72& 23X, 513K

123 2 K> T 123457, 412357, "45123" IR ERREINE T, gid & sid DHIEITEE—FH DA
ZRLET, 728 Z2I1E, sid:3080 (2 & - T SID 3080 DAMBIKENE T,

-

H4yH 72 SID MR 5121k, 1 DU EOFH a2 o> T 7 4 L 2B TE E9,

RDOFNZ, V=L DT 4 WHRBUFENTE DREDT 4 NVF ) 7 F—TU—FLjHaRL
£

F8:IN—ILTaILE F—T—F

F—T7—F |55 #l

. L=V Z N D Arachnids ID 2R E 72 13E O— 312 HESNWT 1 ,
arachnids arachnids:181

SLUEFEOL— L EIRLET,

L=V Z N D Bugtraq ID 2R E 72132 O—H 3T KD N T
bugtraqg bugtraqg:2120

P EoA—NEIRLET,

JL—VERNO CVE FE5EERETITF O oI iESNT Lo

cve IJ\J:@/I/‘—/V%BELE‘@—O cve:2003-0109
» S L ITEREDT A N L— L EIRLET, 5l 13EmAT s
J Uz b A=A ERLET, o
=B D McAfee ID AR E 7213E DO— 31 DN T
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koL —NAmERLET,
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F—TJ—F |EEA 1

=D [Avt— (Message) | 74—V K (A XUk A
=T L HIEEND) ORKREIZEDO—FITIHSNT1IDLU
ror—nEZRLET,

msg msg:chat

= LN D Nessus ID 2K E 72 1TZDO—F3IZHEDSNT 1D
nessus nessus:10737

LlEOL— %R LET,

‘ N—NVBRANEITIL—LD [ A vtE— (Message) ] 7 —/V cMS03-039
re " N ref: -
RNOH— O 37U O 2R F 721 E—H s &S0 T, 12

P EoAL—NEIRLET,

IEfE7: [Snort ID] Z2HF 2oL — L Z IR LET,

sid sid:235

JL—LEB NG URL R E 72137 0O —Ep5512 ST 1 28l |

url url:fags.org

DONL—VERLET,

EErEYY
ARy FBROER (15 —)
RAA N R (10 X—2)
AN A= R A NI VR 8 1))

XFETNE)T

K= T 4 VRN DU O T XTI EED L ENTEET, XFINTLD, v—
D[AvE— (Message) | 7 «—/V K, [SnortID]ID (SID) . BLX OV =1L —% ID M
RaInNET, e, XFH 12352 F/ETDHE, V— A vEB—VNOLTH] lLotusi23]
X M23manial R EMIEE, 51T, SID6123, SID 12375 2 E b SN E T,

FTARTOLFINTIERILF L/ANLCFR R ST, MR FH e LTfbihEd, L x

X, CEFEFH apMIN, admin, F 720 adnin (X9_T,  ladmin] . [crabmin) . [administrator)

R LET,

RS CHTr &, BRE-BARTIENTEET, L& xiX, SIAMEDO Y T I 1
WFF| noverflow attempt™ [XTEE DL ZIRK L ETN, BIHBEZR LD 2 DD LFH overflow
& attempt ngﬁkéﬂé 7 A /1/5'@ "overflow attempt"., "overflow multipacket

attempt", "overflow with evasion attempt" iﬁéf%fﬂil/infO

EENEY D
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> TFatoYDT 2Rkl —F 1D
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THIL—ANEENET,

BEOT7 4 N AR EEBEDOIEFTANTEET, 2R, kO 7 o2 TENFNFRL
=N EIRLET,

*url:at login attempt cve:200
® login attempt cve:200 url:at

®* login cve:200 attempt url:at

TJ4ILR2)2T )L—)L

AT—F St |HEDSA VR | HK—FENET | HHK—FEhB R |75 12

~R N RE AL

Threat Protection WPRA (Any) [ WA (Any) | Admin/Intrusion
Admin

[f2 Ab—/L (IntrusionRules) ]-X—C, L—/L&H Ty M7 4 VFAETH L L0
HIZFHFEDN—NE /DT HZENTEET, TOKRT, WTNIOX—UHEEEHTE £
T ZAUTIE, I THFA S A= —THAARAAEBREORR G S E T,

METHHEDIL—ILEROF L0, HAIOTZ 4 Z) o713 THHELHE T,

RTY T ROWTNPOTIEZFH L TRALV—MIZT 7 EALET,
* [Policies] > [Access Control] > [Intrusion] Z 3R L, [ A/L—/L (IntrusionRules) 1% 27V v 7 LET,
* [Objects] > [Intrusion Rules] % 341 L £ 9°,
ATYT2 T4NB) 7T HANT, ROBRETVET,
EHEON—N T N—TEREALET, BEOLV—L T A—TITh BTELY T 7 A—TNbY %
R

Fo, V= AREDTN—TFICEENTWDINTIETE DA, 74 VX LB DOILDR—TTE
DIN—T2REAL T EEFIRGENRDLY T, TORDOT 4 VA WBLTED 7 3+ VI NO—EK
LR NREND L&, BLXOT ANV EZHEET A ay (%) 2710 o7 LTT 4 VZAHRFTDON—
VIR XL, =T RREREINE IR ET,

o [ V=T —/L (GroupRulesBy) | K v 7 Z 7 URRMBHOTN—TF XYV REBRILET,

ATV T3 [/ V—7 L—/L (GroupRulesBy) | VA NTTZ 4% T A2y (4) ORBRIZHLTFARN Ry AT
T AN EATI LET,

AT v 74 Enter L FET,
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B ar—nox—o—rean

B gz 207743y (%) 22092 LT, BEOT A AZUABENTFY A REZ )T L
7,

FAIL—ILOF—T—F LS8

content +— ")

I—)VERETH., ¥—TU—F&AEbED Z LIk o T — N DEERIRECTCEE T, F—
U— REZNICBIET B BUEMEENS) 1, L= T o VUi ko ThRESND /Sy
FBEUNT y MEEEZ 2 AT L3 ED XD IRl 2702 RE L £, Firepower ¥ 27
LATEBUE, av T oY~y F o7, Ta bhallEoRE—r <y F o7 REEAED<
FUTREDA AR v a VR FATTH 00T —U— FAYE—FShTVE T,
F—U— R 0 R 100 MO5HEER L. LRIED b BEEORO* — T — FEfARaD
T CIHIC BRI — LA FRTE T, ZAUCEY | BRHSRHIRA O a2 D
L. ZTHERAFRICETRICRY M Z LR TEET,

o, RV TRETT AT T 47 a7 v ANVOEFEERATDHE, L—IL AEXT—H L
RA MERIZESWTEFED N v MIKHT 57T 77 4 7 — VB 2B iiEcx £ 9,
ZZICREHINTWAF—TU— NI, V=T 4 XA T g rE LTERINET,
BEErREYSY

THETT 4T a7y A IIONT

— K & protected_content ¥— 7 — K

content ¥ — VU — NE 72X protected content F—U—REEHTLE Ty PG
THaArT UV ERETEET,

@i& /vk@%/a\\ content ifiﬂi protected_content 9’?‘—‘]7“ F@?’ﬁé&ﬁﬁﬁfﬁ?%ﬁﬁf\ =
YT UV ERRRTREGH, MR CKIFVINLFEXNT 500E 50 BLOEOMOAT
VarERETLONENRHY £,

=V TAXR M N H—E LTHEHASNDTZOIZIE, TRXTOar Ty ~vyF U IRE
TRIFNER LN LICEEL TS, 2%V, Far Ty <~y F U7 IFMAIZAND
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Flo, A VTAVERTIE, AERa VT Y ERALEZETEREZRCESOMA DT ¥ A
FCFAINCEEEZ DNV — N2y b T v TELZLICHERLTIIEIN,

content

content ¥—U— R&ZFHTAEE, L— Lz 3 ry h_"Afa—RFREHEIA NI —AT
%ﬁi?ﬂ’i’*ﬁ?? Li@—o =k 25i\ WD content F— 1 — }‘@1@& L T /pbin/sh & A
HLTIEGE, V= P3Ny b S m— RN TIFSH /bin/sh ZRRBE L ET,
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content — " — K & protected_content £— 7 — K .

ASCII XXF4, 16 =T (R4 F U NA |k a—F) | FRFZOMFOMRAEDEE
HHLCary T Y ERATEEY, F—U—FNEOFTI6HEa TV 210 7T ()

THAET, 7=& 20X, 190c8 corr FFFF| /bin/sh DL HIZ 16TV & ASCIl =2 T
VEBESELZENTEET,

1 OOV —VNTHEBOa T oY~ F U T HEETEET, 2T H1TIE, content F—
U—ROBMOAS L AZ A LEST, avT oYy ~<yF o7l v—1% ) H—
CLTHERESED I Yy PR_AM B —REEFA N —ATar s Y —B8RN R omns T
T benwz L aEETcEET,

FE

Not 7> a UINBIRENTZ 1 DD content F—T— R 2 &L —LAER LTZ5E. 2
ARY T —OEN 2L IR DA RBHENRH D £,

protected_content

protected content ¥ — 7V — RZHHATBH L, V— N5 EEFHRET DN, MBI TV
FH T a—FFLIENTEET, F—U— FERET DN, —HERKE D Ny =
B%c (SHA-512, SHA-256, F£72i3MD5) ZfEf L TxXFsazrra—FLET,

content ¥ —7— ROV IZ protected content ¥—V— REZHEHLHATH, L—L =
YIOUWPNT y b B RERIZEA D) = AOPTIFINERFET D HIEISENT R IF
CAEDF—T—=RA T g oD BEEBYICHEELET, ROFEIT., protected_content ¥—
U—RA7 v ar b content ¥—U— KA g o OBOENF Z2MESREZEZHNL TWOET,

£ 9: protected_content A 7' 3 > D5t

r7Tay EEA
Hash Type protected content /b—/L F— 1T — FoFL AT =
<

[RICF/INCFO X7 L (Case PR — FRFRH:

Insensitive) ]

Within YAR— RS

Depth PR — hxtgest

Length protected content /b—/L F—TU— RKOF L4 T 3
:/o

B RA — = THERE A ] (Use | 0F AR — b &kt&44
Fast Pattern Matcher)

Fast Pattern Matcher Only PR — N %RtEs

Fast Pattern Matcher Offset and Length | et 733—
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. EXa 2T UE KU protected_content +—7— FD5|4L

Cisco Tl&, protected content ¥ —V— R&FETe/L—/LZ 1 DLL LD content ¥—U — R& 5 E
WHZEEHRLCWET, 29 TDHE, b UV URFICEE Y — 2~ TR
T2 2 & TR B30 | N7 4=~ AR ELET, /I/“—/I/Pk]@protectedicontent
F—U— FOFNT content F—V— REZEELET, L—IZ 1 DL ED content F—T — K
BEENTWBHEEIE, content F— 7 — K® Use Fast Pattern Matcher 5| BB E I 72> TV 5
MEDIMITEMRIR L, V= 2 D UNEE NS = vy FRERE AT L Z LR LT
TZEW,

TE N0t AT a URNEIRENZ 1 DD protected content ¥F—U— R7E0T %é\ﬂﬂ/—ﬂ/é’ﬁzﬁkb
cHE. BARY —ONREN R D AREERH Y 5,

BENE YD
B AR I — 1 DIERR (15 =—Y)
FEAR a7 8 KX O protected_content F— 7 — KD 5[# (30 =—7)
replace ¥— 7 — R (42 X—7)

EARa T2 YE KU protected_content +— 7 — FD 5|3k

content ifl Li protected content ﬂ?‘_‘ J— }‘%Zﬁé%j‘%/\o? 7l ‘_‘& %E'T%)EHT% & N ‘/5: Ve
y*ﬁ?ﬁ?@ﬁi%%jﬁii/d‘i?@ [:Blj%ﬁ%lj{ﬁ'{]"(% jﬁj*o content £ 721% protected content X —
U= REERTLA T ar #RELT, MEBERARERLALT Y ERELET,

[RXF/IMXFEDORXA L L (Case Insensitive) ]

GF) IOF T a L protected content F— 7 — RD§ RETITHR—FEShFEEA,

ASCIL XLFHNITa LT oY —HEMBT D & ZITRKLF/NLTFORB &2 B 5 L5 r—n
TUVAHERTEET, MBETRILFE/NLFEXLRNE DT DT, 2T VK
FROFEERFZ [KXF/NLFDOXR] 72 L (Case Insensitive) | 4 12 LE T,

Hash Type

GE) IOF T aix protected content & — 7 — R TODHEX RECTXET,

[N a XA (HashType) | Kr v 7 HA U2 LT, REBEXTIIOT a— NIZHH
éﬁ’bf:/\/“/:nfa'géﬁ%%ﬁbiﬁ‘o “/X%A@i\ protected content @?ﬁ?j{iﬁ”@/\‘y‘\/:ﬁ
A& LT SHA-512, SHA-256, BLXUMDS #¥ AR —hrLTWET, BRLI Ny 2 A7
EnyvadlcarT oY OEIND—EHLEBWGS, VAT AINV— LV ERFELEREA,

HENIIZ Cisco BREDT 7 4 /L MENSRIRESNET, [T 74/~ (Default) | 2B S5
By N ZRED Ny v a BEBITE ET, SHASSI2 iy Va2 iTh b & A ShE
7,
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aAYF Y (content) HEUMEED LT (protected_content) F—7J— FRERME .

Raw Data

[raw 7 —% (RawData) | A7 a v &EHTHE, v— =P, ESbES Tz~ A
0—R7F—% (Fy NT—=I5GHR) =l ko TTFa— RENT—%) =0T DRicA
UYIFNDRTy b m— Raeafr LET, SIBEIMEA S EE A, EFILORNIT, ~A
0 — RKN® Telnet F T T —ar A7y a VERET DO Telnet ST 7 4 v 7 245587
THHBIL, ZOXF—U— e TE £,

[@] U content £721% protected_content ¥—U— KT, RawData 47> a3 2 HTTP =27
VAT varE—mENT L2 LIETEEE A

-

HTTP b7 7 4 v 7 Craw T — X ZBETHNE I, £z, COREDED raw 7 — X 4
B HhEET 5720, HITPHRE TV 7av v b0 [7 74T b 7a—0%EE (Client
Flow Depth) | A7 > a > & [— 7 —0DEE (Server Flow Depth) | 4 7'v a V&R ET
HZENTEET,

x
FRELIaryT7orye—8LRWnar7 YK T 5I10E, [—8 Ly (Not) 1473
VEBRLET, [Not] A a WA NI o T D content 721X protected content ¥
U — REEGTe— IV EERT D5E81E. T D/—LNIZ, [Not] 7Y a VBN 727> T
DD content F721F protected content ¥ —V— % 1 DL EEFEOEIMLENH Y 7,

content F 7213 protected content ¥ — Y — R{Zxf LT [Not] A7 a &4 N LIZHAEIL.
FDOX—TU— RETFEELL—NLVEZERLRNTLLEIN, BARY —DORRER2L 25 F
RMERH Y 7,

72 & ZI1E. SMTP /L—/L 1:2541: 912 3 DD content ¥F—V— KNEFENTEY, TDHIHD 1
DOT[—F L7 (Not) 1 A7 v arPERINTNDHELET, Not 7> a URNEIRE
7% —U— RUADTXTD content F—V— RERITHIRT B L, ZON—HESL A
B L= VNN ET, ZDLI A=V EBARY —ITBNTHE, FORY —
DNEDR IR IR D RN BV £77,

-

A U content ¥—7— KT, [Not] F= 7 7R 7 A& [Use Fast Pattern Matcher] = v 7 7R >
7 A& FIRFCEIRT 5 Z LIXTEEE A,

VT2 (content) HEUVRED LT Y (protected_content) ¥—7— KIRRAME

BRBABEF T a v 2EHTHE, FBELEa LT VYORBRE E LG T A, P2 F
THRETIHINEIRETE E7,
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B o cnrmasbe : content RRMEDZIK

HASn=EaahHt

content IR FRHIED 51K

WD E I, 22D content fiEXT OWTNNEFEHATHE, BELZa T VY OMEL
EIDLHMGTH», EZETHRRETINEREETEET,

« N7y b A m— ROJEEHAE LI L TR T 255613, Offset & Depth 2 —f& 1T L
7,

« BHAE DM RAIE 2 IS L TR T 5541, Distance & Within 2 —FIZfEH L £,
NRTNWCEENDI AT arDELLENIDRETEEE LSRR, TOXT 0L 5 1>04 7
Ta DT 7V BN BEEENET,

Offset 33 X U\ Depth 47" = > & | Distance 35 X O Within 47> a2 V2 RAT 5 Z LIXTX
FHh, 7oL xE, Offset & Within Z~7 12752 LIXTEEHA, 12DV —VHNTHEED
BONEBEATa v 2FERATEET,

NEDRE SN2 WIGA X, Offset & Depth D7 7 4/ hNMEESNE T, 2FV, arTv
VRFBII ANy b XA m— FOEHENGIEE > Ty hOKRBE ThE 7,

N EJET?O) byte extract %ﬁ%@ﬁﬁﬁ Lf{ilﬁjﬂj)f/ = V@{ﬁ%#ﬁﬁiﬂj—‘é ZEHTE ijqo

A snt=Haaht

1 DOV — NV NTHEEDOBOMNBES > a v EATEET,

EErEYY
byte extract ¥ —7 — K (48 X—)
protected_content R R E D514

WD L HIT, WED Length protected content MEA T > 3 > % Offset £ 7= 1% Distance [\ [& 4"
TvarvEAEbETERTLE, BESNEa VT VY ORREE EZLBEBT A, £
CETREBETHINEIEETCETET,

e Ny b XA u— ROMERA M LT, (RSN T 2B T H1T1E. Length &
Offset & — &I L £,

s BIEORRRALE 2 HAEIZ LT, R SN UFHN A2 MR T 511X, Length & Distance %
—HEIER L ET,

1 2ODOF—TU— RRENTOSfset 47> 3 L Distance 77> a3 VHIRETHZ LT TEFEE
IR, 1 DD —VNTIHMEREDOERONMNEAS T > a 2 EHTEET,

MLEPEESNRWEEIE. 774V ENRESNET, DEV, a7 YBERIIANT v b
NAB— ROEFHNPOHES>T ATy FOKRRBEThEET,

7. BED byte extract BEEEH L EL Y a v OEEEETAZ T ET,
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content 33 & U protected_content DR R E D 5| .

MELEYY
byte extract ¥ — 7 — F (48 X—)

content & & U protected_content DR FRLIED 5151

A\

G¥)

ZDOA T a Nt content F—U— RERETDAIHAICDH T HR— FZNFET,

F 7y MEOKEEN GO (72134 78y PRRESINTWRWESIT Ny X/ a—F
FHNOD) a T Y RBEORKDOES 23 NELALTHEELET,

72 2iE, =D 3T YV fED cgi-bin/phf. offset fHAN 3. depth fHAS 22 TH DA
N—)v B U CHRE SN2/ T A —F &= /37 v N, cgi-bin/phf XTH| & DO—ED
RN NA MMEE 3 NHIEE D, 22 34 ML L2 (N1 MEE 25 T) BEiELET,

BELIZarT U YOESUED, HK6553534 FETOMEEEETAILERHY £, A
OlXEEE cEEEA,

F7 I OBESE, X7y hORRBRETHRE] T,

6% (Distance)

PRNZ @O Tmar 7oy —HEn bz T, BESNT A, MIOBICHBT 2% D2
FUY—HERSTFBELEIN— =R LET,

Distance (JEEfE) BT X3 NA B 0BT DZD, BEIZR ST ar 70y —H1b
NEHFICBE T _RE A MLV B 12DV EIEEZREE L T 7ZEW, 224 %2ETEL
7256, SERONAL EORENEED F9,

-65535 ~ 65535 /34 AL L THRETEX £ 7, AD pistance HERE L7 1E. MEE
BHlGT 531 MLEN /ST > NOSEIRN LA D FREMER H D 9, EERIZITNT v FOF 1
NA MPOERBNBESNETR, HETII Ny FOIMUOASL S BEINET, 2L 2
X, Xk W@ﬁﬁ@fi%ﬁ)% SNA RT, ROaT Y b—)b 47 3 2 C pistance
i -10 B L W within 20 BIEE S NTTGE. MR IFZNA v — ROEEN GBI S, within
T a N I5 RSN ET,

F 74 NOEREZ0OT, THIERBEO LT Y —BOBO Ny NNOBEME &V D &
HCd,

K& (Length)

GE)

ZOFT a0k protected content F— 7 — FEFRETHHEICDH Y R—FINFET,

Lengthprotected content ¥—7U— K A7 a d, Ny o STV RWREZELTIOE S
N FEALTRLUET,
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. HEE : HTTP content & U protected_content ¥— 7 — KD 3|3

Y

T 21X, a7 Y samplel Zffio TEF a7 Ny a2 Z/E L7ESEICIL, Length fH &
LCr&ERLEST, 207 4 —V RIMEEZ AT DHZ LITMETT,
Offset

NRry b ("M a— ROLHEEEHRELTL, avT Y ORBERET /7y b XM o—F
NONEEZ NS, MBI TIEELET, 65535 ~ 65535 3 F&fEE LTIEETXET,

FT78y N BT RETIANAL RO BIEDTZD, Ny b A m— RO GIES RICE
BT _REANS ML 1DV AEEE L T &N, 222X 72BELEEAE.
8EHDNA MO BRBIIEEDY £,

FIFNLIDOFTEY MI0OT, 2Ty FOEHEEZEWRLET,

Within

GE)

:@7“_70‘.‘/5 \/ﬂi\ content ¥ — VU — %%%&E?é%@ﬂ:d)#*fﬂf*‘ }\ éﬂi?‘o

[ROFPAN (Within) | 47> a v EFEHTLE, Lv—A%E M) T—& L TEHIEI2E,
KBICR DI oTea T Y —HORBURE, fREDNSA MELINIZIRO 2 07 Y —Ehs 3
ETHVNENHD LA RTEET, XX WithinfE: LTs Z2HE LGS, kO=
VT BBy R XA a— RORD 8 NA NUNIZHAET HVERSH Y £9, BELR
WAL, V=& MU T—E LT 2 BN SER A,

BELZary7 Y ORI ED, &K65535 31 hETOMAERETEET,
[ROFPAAN (Within) | DOF 7 /0 ME 37 v FOKREE THE] TT,

#EZ : HTTP content &5 & U protected_content +— 7 — KD 3|4k

HTTP content F 7213 protected content ¥— Y — K 7 3 V&35 &, HTTP Inspect 7°
V7t yFICE>TTFa—RENZHTTP A v b=V NO—H = 7 Y 2Rk H00E %
fRETEET,
KD 2HODFT v a ik, HITPIGEND AT —H A 7 4 —/ FERELET,

« HTTP X 7—4 X 31— K (HTTP Status Code)

« HTTP A 7—%4% X A wt— (HTTP Status Message)

=)L T D IR TOEFERILENTOWARNWART—Z A 74— )L RERBLETN, 22
TlX, i RawHTTP 7  —/L K & EHUL E 472 HTTP 7 « — /v K& T DRI B ET &
HIFRIZOWTOFBBAZ LT 572012, o047 v a UBBEICFIFES N TWD Z &I
HEELTLIIEEN,

WDS5ODOAT > a i, HBEIZG U THTITPER, JB&, 320l FoR CIERL” «—
IV RERKRLET,

« HTTP URI

B BAL—LIFa%
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#5Z : HTTP content 335 & Uf protected_content +— "7 — FD 5|4 .

« HTTP # v K (HTTP Method)
« HTTP ~ v &' — (HTTP Header)
* HTTP Cookie
*HTTP ¥ 54 7> b RT 4 (HTTP Client Body)
WD 3ODFAT Y g 0%, HEIZG U THTTP R, 8, 3205 oR CRIMT.O
(EHfEENTW W) FERAT—H A 74— L RERBLET,
« HTTP Raw URI
« HTTP Raw ~v & — (HTTP Raw Header)
* HTTP Raw Cookie

HTTP content j_7o‘\/51 V%J&g*ﬂﬁ_é%/ﬁ\li\ /kmj]/l) I\ﬁ/l) \/élﬁEOT< flé l/\o
« HTTP content 27> a L TCP b T 7 4 v 7 IZOHEA I NET,

s RT =<V ANDEFELRT L7202, BELEZa T Y PHET LD H 5
A=V EBEIR L T 7EE 0,
722X, vave T A= AvbE—VOHAEDIIITKE R cookie SN NT T 4 v
IZEEN TV D RIREMED B 2858 1. HTTP cookie TiZ72 < HTTP ~v X — DO TIHED
AT UV ERRTHIENTEET,

« HTTP Inspect 7 U 7' v O IEHULBEREZIEH L, N7 +—~ 2 A% m ESH 512,
YER 54T HTTP BE/L— L DD 72 &b 1 DD content £721%
protected content F—U— }\%é\&b\ % LT HTTP URI, HTTP Method, HTTP
Header, F72/X HTTP Client Body 4 7> 2 > #3{R L £,

* HTTP content £721% protected content ¥ —TU — R A7 3  EHAEHOHE T replace
F—U—FElTLZLixTE LA,

HM—OEFEHLENT-HTTP A 7Y a L ERIIAT—F A 74— )V REFEETE £, 714,
BEOERILHTTP A 7 v a v E AT —H A T 4 — )V REEBEICHARDE T, a7 ViHE
WaE~yF U ITHBIITHEHTEET, E L, HTTP 7 4 — AV KA T v a V2T
A IR OFIRFHICER L T ES W,
o EJ L/ content ifl ﬂi protected content '3’(‘_‘17_‘ }‘lj\jf\ Raw Data 7‘]_70‘\/ =V k HTTP j‘
TarviE—fEICERT LI LITTEER A,

« XINTHTTP 7 4 —/V K 472 a2 > (HTTPRaw URI, HTTP Raw Header, ¥ 7-/XHTTP
Raw Cookie) &, THLIUTKIET DIERULS /oA 2 2 > (HTTP URIL, HTTP
Header, F72{X HTTP Cookie) % [l U content ¥ 72|d protected content ¥ — Y — NNT
—HEICHET D Z LI TE ER AL

+ Use Fast Pattern Matcher 2. XD 1 DLLEO HTTP 7 4 —/V K A7 v a v EflAEHE
TEIRTHZ LTI TEERA,
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. HTTP O > F >V & protected_content +— 7 — KD 35|k

[HTTP Raw URI], [HTTPraw -~ #— (HTTP Raw Header) ]. [HTTP Raw Cookie]. [HTTP
Cookie], [HTTP A Y >~ K (HTTP Method) ]. [HTTP A7 —# A A vt&— (HTTP Status
Message) ], [HTTP A7 —4& A 22— K (HTTP Status Code) ]

2L, MONWTNDLDOERLT 4 —V FERRET DOIC@mENE — 2~ v THERE 2l
H7 5 content £71L protected content ¥—V— R TlX, LA T a 25052
ERTEET,
[HTTPURI], [HTTP~v % — (HTTPHeader) |, F£7/2IL[HTTPZ 74 7> s AT 4 (HTTP
Client Body) ]

7= & 21X, [HTTP Cookie], [HTTP Header], 33 J U [Use Fast Pattern Matcher] % 3R L 7235
A, = VX HTTP cookie & HTTP ~y X —DWl i Ta 7 oY sk LET
D, EERY — 2~y THEEEIE HTTP cookie TiE72 <, HTTP ~» & — IO Al S E
R

cHIBE AT a r EHlRR LA v a v EHA LGS, Bl NY — 2 < v TR,
BEINTHIBR L7 4=V ROREMRBTDHZ LT, BANL—IVIZT ¢ X — L2
LT (HIFRfT&E 7 4 — v FOFHMEZ ETr) BEBRFTNZIT O XENEIDPERELET,

BEErEYY
content ¥ — VUV — ROERENY — < v FHEFEDOT 3 (39 2—)

HTTP o > 5 > & protected_content +— "7 — KD 3|4k

)

HTTP URI

FEHALSNEERURI Y 1 —/V AT T oY —HERRTHITIE. ZOF 7T a v 28R
L/\i‘é—o

ZOF T at pere ¥—TU—RKOHTTPURI (U) A7 Y a & —HIEHLT, Moy
TUVEBRBTERNWI LITERELTLEE N,

G¥)

INA T T A BRI FLT2 HTTP BR37 y MZIFEE O URL 233 40TV E S, [HTTP URI]
DEIREINTWDIEE, AT T4 VELSNIZHTTP ER Ny » & L—L =2 P U D3
THE ZONRT Y FRNOTRTOURI TRy T oY —EPMRINET,

HTTP Raw URI

EHRILENTZESRURI T 4 —/V RNTa T oY —HERRTDHI0E,. ZOF 7V a o Z2ER
LET,

ZOF T art pere ¥—=U—FRKOHTTPURI (U) A7 v arz—fEHALT, MLy
FUVERBTERNI LICEELTLLEE N,

B BAL—LIFa%
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\}

HTTP o > F >*J & protected_content ¥— "7 — KD 5|4k .

G¥)

AT T A REEE T HTTP BR N7y MTIEEE O URI 235 40TV EJ, [HTTP URI]
NERENTWBES, A T T4 VRBLESNIZHTTP ER N v F & L—L = P Uik
T5E, FONRT Y FHOTRTOURI Tary T Y —HBPmRENET,

HTTP X Vv K

(URI THEEBNEN DU V—RIZH LTITD GETRPOST R EDT /L a v HEET5) Bk
AV R 74—V ERNOayT Y —BERFETDHINE, 207 vara@RLET,

HTTP Header

HTTP ZRWND (cookie Z[R<) EHULENTo~y X — T 4 — /L R Tay T Y —HERKT
HITiE, ZoOA T a EEBIRUET, £72, HTTP Inspect 7'V 7' vt v % [Inspect HTTP
Responses] 4 7L a UBENNZ 72 > TV DG EIIISENTHMREKE S NET,

DX T arbpre XU —RKOHTTPRHEL (H) A7 varua kAL T, Lo
VUV ERBTERNWILICEELTLLEE N,

HTTP Raw Header

HTTP ZRN D (cookie ZFR<) raw ~ v ¥ — 7 4 —/L R Car 7 Y —HEMRFET LI,
IOF T arEENLET, £/, HTTPInspect 7'V 7 1t v % @ [Inspect HTTP Responses]
AT a VRN o T L HBIIEEN TR SN ET,

IOFTvartpere ¥—U—ROHTTPRMTAHL (D) A7 v a v &=—fEIcEHLT,
FLarT oY ERBETERNILICERLTLLEE N,

HTTP Cookie

EHAEENTZHTTP 7 T 4 7 MER AL LN THEBI 415 cookie T2 7 Y — B & sk 4
DITIE, ZoA T a v ERRLUET, £72, HTTPInspect 7 U 7 2k v ¥ O [HTTPJHE O
4 (Inspect HTTP Responses) ] 47 =2 U WHE NI/ > T D55 1T set-cookie 7 — Z N
THRBINET, VAT AIX, A v E—VURLITE END cookie E RILONEE LTS =
LICEE LT EEN,

cookie N721F T—E & M¥E T 512X, HTTP Inspect 7 U 7' 12 & » H@® [HTTP Cookie DAL
(Inspect HTTP Cookies) |4 7'+ a AT HLENRSH D £3, ZHEANILRWEGEE,
—)b TV 1T cookie BT R L RKR AR LET,

WO RIZIEE LTI,

« ZDA TV at pere ¥—U— KD HTTP cookie (C) A7 arZ—fHEIZEHALT, [
Carvsr o YaERKRTHI LT TEERA,

e Cookie: ™~y X —H L set-Cookie: Ny Z —H . N B —{TORITAR—Z BIO~y
X —1TO#&I Y %77 crur I3 cookie D—i# L L TTIEe<, ~y X —D—f & L THRAE
SNET,

gaL—LzF«42 I}
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. HTTP O > F >V & protected_content +— 7 — KD 35|k

HTTP Raw Cookie

ARMTHTTP 7 Z A 7 > bESRH LN TR S 4125 cookie TA T Y —BAEMBK T DI

I, 20T a rEBIRLET, £72. HTTP Inspect 7'V 71t v $@ [HTTP & OFRAL
(Inspect HTTP Responses) | 47> 3 U AN /2 > T DHEITINE set-cookie 77— F# N T

LRBSNET, VAT AE Ay E—URLITE END cookie ZARLDNE L LTHRD Z &

WWHEELTLLEIN,

cookie N721F C— & ME T 512X, HTTP Inspect 7° U 7’ 2% » H @ [HTTP Cookie D IREL
(Inspect HTTP Cookies) |4 7> a v EHNITHLENH Y £, ZNEHNTLR2WEE,

JL—)L TV 1 cookie A EH T ALY L RIE AR L ET,

WO FITERE LT E 0,
« ZDA TV a vk pere ¥ —U— RO HTTP KN T cookie (K) A7 a & —kIciAL
THCary 7Y a2BRT5H5ILITTEEEA,

e Cookie: Ny A —H L set-cookie: NV X —H . N B —{TORITAR—2 BIO~y
X —1T DIV %777 crur IE cookie D—i#BE LT TIEe<, ~y X —DO—f & L THRA
SnET,

HTTP Client Body

HTTP 7 A4 7> FERNDOA v —IV KL Tar T oY —BE2HMET L. 20473
VEEIRLET,

ZOF T a UHERET H7-DIZiE, HTTP Inspect 7'V 7'k v %@ [HTTP 7 7 A4 7 h R
7 4 OO S (HTTP Client Body Extraction Depth) |4 7' = " C 0 ~ 65535 DEZ 5 E
TOHMENRS D Z LIZERLTIEEN,

HTTP X 7—% X 3— F (HTTP Status Code)

HTTP JSEND IMTD AT —H A a— RTars oY —HEBRTHIE. 247 a s
WL E T,

IOF T arTERREND L HICT HIZIE, HTTPInspect 7 VU 7' 1z » % O [HTTP )54
DA (Inspect HTTP Responses) | A4 7Y a VA2 HNIT H0LE N H Y 7,
HTTP Status Message

HTTP LA D AT —H A a— RIfHIENETF A Mo hTar sy —#HEm®BR+ 51
. ZOF T g UEBEIRLET,
IOFTvar TERKEIND L DIZT DX, HTTPInspect 7'V 7 1t » ¥ @ [HTTP L%
DO (Inspect HTTP Responses) | 4 7Y a VA HZNZT 2 0E N H Y 4,
EENEYD

PCRE i+ DA T a v (57 2—)

P — L ~UL D HTTP EH LA 7> 3 >

B BAL—LIFa%


fpmc-config-guide-v64_chapter92.pdf#nameddest=unique_2255

| BAL—LIF1%

BE  content ¥—7— RIck amdia—> v v Fike ]

BIZE : content ¥ — 7 — RIZ KB E&E/N\NF—2 T v FHEE

N

GE)

:j’b%@j‘7o‘\/5 :/lj:\ protected content %—‘7~ ]\@gﬁﬁiﬂfii'&ﬂ-s_ |‘ éhﬁ'ﬂ'ho

BN — vy TR, Ny FEAL—IL =D UCET RIS, BMET AL— L ETIT
RLKPELET, ZOPMEEIZLY, X7y FEHMETHEA S B — VB KIEIZE S 72
W, NI F—< U ARMELET,

F 74 R T, BHAT— L~y TR, V— LR ESNREOa YTV By R
THREBELET, iUk, ARERLV— L2 TCE L THOT 72D TT, ROBIO XS 7%
=L TFZ TR MR HDLELET,

alert tcp any any -> any 80 (msg:"Exploit"; content:"GET";
http method; nocase; content:"/exploit.cgi"; http uri;

nocase;)

WFEAETRTCTOHTTP 7 74 7 > FESRIZIZa VT oY et MEENTWETH, arT v
Y Jexploit.cgi & B ERIIM CTT, cer HEENY— ar TV ELTERN LSS,
=L oD NRIFE A D —ATION— LV EFM L., —FTIFE A LHRBEENRNT
L Xx 50 Lol /exploit.cgi %{%ﬁﬁﬁﬂé LiFEAEDTTAT }‘O)GEngkﬁingﬁﬁéﬂfﬁ
W, N T F—< AR ELET,

RESNTZa T Y R@mENT—r vy FHRETHRIHINTELGA IO, L—L 2P

7y REAL—VIZIRL L CRHMEL £9, 728 202, = ND 19D content F—V— K
Talr 7Y short ZFRE L. BlOF—TU— FTlonger., X HIZ3FHDF—TU— KT longest
IEE L/fl%/ﬁ\\ BN H = = /ﬁ:%%ﬁléfj::l 7 Y/ longest Zf# L, L+—J =T

NS B— RNT longest ZMH L7ZHGAEICDI, L— L RFHMEIILET,

content ¥ —J— FDER/NF—> TV FHEEEDFIE

Use Fast Pattern Matcher

RS D@l NS — =y FRREDEMRE AN F — ZHEET D123, 2047 v a v 2 A
LE9, BT, FELIANZ = O BREREAZ = X0 b3y FRTR22 % 6
PEAMENTZ D, KV ERK > THROT 7 A7 A Ml TE £7,

Use Fast Pattern Matcher & >4 7> 5 % [E U content F¥— U — RN TBIRT HILE1T. &K
DORIREIRIZER LTI,

o JL—LZ LT 1 [H]721F . Use Fast Pattern Matcher Z#f5E T £,

+ Use Fast Pattern Matcher & Not % flA & ¥ CGRIR L7244 1. Distance., Within,
Offset, 15 J (" Depth Zfif T& 1A,

» Use Fast Pattern Matcher %, JRDOWT D HTTP 7 4 —/IV K A7 > g v EAEDLET
BWIRTHZ LI TEEREA,

HTTP Raw URI., HTTP Raw Header. HTTP Raw Cookie. HTTP Cookie., HTTP Method.
HTTP Status Message, %7213 HTTP Status Code
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. content ¥— 7 — KDEE/NZ — > T v FHEEDTIH

72l WOWTNIDERYET 4 — v RERBET H1-DICEmE Y — <y FHEREZ
45 content ¥ —T— R TliE, LA T a 25052 N TEET,

HTTP URI, HTTP Header, %7Z/3 HTTP Client Body

7= & 21¥. HTTP Cookie. HTTP Header. 35 X (X Use Fast Pattern Matcher %124 L 7=
A, b—JL =P X HTTP cookie & HTTP M L O Ta LT oY #Ek L £33,
E /K — 1 < FHEEEIL HTTP cookie Tlx72 <. HTTP A Lico @A S E 9,

AL HTTP 7 4 —/)L K 47+ 2 > ([HTTP Raw URI], [HTTP raw ~~> % — (HTTP Raw
Header) ], 721X [HTTP raw 7 » % — (HTTP Raw Cookie) ]) &. ZNZIUIKHET D
E#fb&ni=4~7 > 2> ([HTTPURI], [HTTP -~ ¥ — (HTTPHeader) ]. F72/%[HTTP
27 v % — (HTTP Cookie) ]) %[F U content F¥—U — RN T TE W2 LITEE
BELTLEEWN,

HIRfFE AT a r LHIRR LA 7Y a V&R LTI2E. miE Y — o~ v FHEREIT,
BEINTHIRZ2 L7 4=V ROBRERETHIET, =Ly hEEL
T GHIRRAT & 7 4 —v ROFHII 2 & Te) SRR AT ) RENEINEHmE L £,

F7°2 2 T, Use Fast Pattern Matcher % &R L 72355 (21X Fast Pattern Matcher Only
F 721 Fast Pattern Matcher Offset and Length 2 3®R 3% = & §, T 928, ZOMAIF
BIRTEEEA,

* Base64 7 — ¥ ODMRERFIILEH AT — 0 < v FHREEFH T E A,

Fast Pattern Matcher Only

COFTvarEHHATHE, content F—U—RENL—/L AT gL LTTIEHEARL, @i
NWNHE—v vy TS T a L LTORMEHTEET, FBELLa T YR L—/L =
CUTHMT D MEN WS, T4 T arEFoTY Y —AEEHNTEET, Lz
I, A 2= FROWTNDDBFTIZ T T Y 12345 DFIET HZ P IT 2 0B L+ 51—
NMRHDHELET, BEARY—r <y FHEET Y = SN HAIC, —LNOEN
DOF—U—RIZHL LT Ty FEFMECEET, RF =2 12305 BEENTNDENE I g
MW 272D, V=V =P BRTry MEFTHMIT 248 EH 0 A,

BEINa T UV ICEET AMOSERL— IS ENTWAEAIE. 2047 a vk
ERALARNTLIEE N, 728 201E, BION—L ST apbcd A 1234 OENCHIRT 0 E 5 0%
YIS DT, 20T a v flioTarT oy 123a ZRBELARWNWTL 72X, Fast
Pattern Matcher Only #f5E T 5 &, HHEINTZA LT VY PI—)L T VUL o TRES
NN, 2O —A TR —/L = 3 BRI B 2 HE T & 8 A,

IOFTvarEEATLEEIE. ROFEICERE L TLEE N,

cEEENE LT UVIMEBIEELRY, DED, A u— RO LI TH BT 5
MRS D780, [LiE4 7L 3 (Distance, Within, Offset, Depth, FastPattern Matcher
Offset and Length) Zfif4 2 Z LIXTE EHA,

s ZDOA TV a sk Not LHAEDLDETHHATAZ LIETEERA,

« ZOA 7L = > % Fast Pattern Matcher Offset and Length & 1A A b CHEAT S = &1
TEEHA,

B BAL—LIFa%
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content ¥— " — FDEFE/ T —> T v FHEEDTIHK .

s KXFUNLFH B LIRWFETT RTONRY — U BNEHE T — <~ FREREICHR A S
N5, BELTLary T oV TRXF/NFOXBZR L) & LTHRbILET, 24
ITEEIMICBEEND T2, ZOF T 3 DRIREFIC Case Insensitive 4 38R 425 B
TH 0 EFHEA,

« Fast Pattern Matcher Only 77> 5 U Z i/ T % content ¥— U — FOERZIZ, BIIEDORK
SROLIE 2 FVEIC U OB A RET 2RO F— T — REFIT 2N E 212 LTSN,

* isdataat

® pcre

* content (Distance F 7213 Within 23 BIR XN TV B 55
* content (HTTP URI 23R SN TV 5 A

® asnl

* byte jump

* byte test

* byte math

* byte extract

® base64 decode

Fast Pattern Matcher Offset and Length

[FHNZ— <y FHEEA 7 > FEB LR S (Fast Pattern Matcher Offset and Length) | 4~
varEfT ol MRTLa T UOVOSERECEET, JHICLD, RE—UNR
FEFIZEL . =N O—BDAREM A MW 2 DL ¥ — 2 O—E 720 THa 7581, A
FUHBEZMA D ENTEET, MENY— vy FHEBICK > TL— AR ERENT- & &
2y NE = BEP— VRS LGl S E 7,

WORESLIZHE, MR EFGT AME (A7 v b)) BXOar T YRNE2ENIEERRT S
N (EE) 234 NEMTHRETAZ LICLY, @l Y —r <~y FHEETHAT L%k
L,:.E_’[/i—g—o

offset, length

ezt koarT ooz LT

1234567

WRDOE A7y hERESONL NEEEELELGE.

1,5

BN E— L wy FHREEIZ 2 T Y 23456 DT BT L ET,

Z DA 7L 3 % [Fast Pattern Matcher Only] & —F#EIZEH TEX 7202 LICEBE L TS EE W,
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BAL—LIT14 |

MELEYY
BEZE : HTTP content 33 X OF protected content 5— 17— KD 5% (34 =X—7)
base64 decode ¥ —7 — R & base64 data ¥ —7 — K (132 ~—2)

replace +— 7 — F

AT A AT replace ¥— U — &M+ 5 L, fEELIL=a>T Y, F£7213F Cisco SSL
TTIAT VAL > THRHEENTZSSL b7 7 4 v VRO T oY B EEMAH I LN TE
i‘a‘o

replace 3’\"—‘7‘_‘ 1\%@5}5@‘3‘5 L:ﬂi\ content 5?‘—]7‘_‘ ]\%{io T##EODjCiiU%@?—E‘a‘éﬁx
B LDFERET X A b )L— IV EAER LET, D%, replace ¥—Y— REFHL T, 27
VEBEEWMZDOXFINERELET, BEREL 2T U VHEIEFRI LR S THLMLERH D F
T

GE)

protected content F—T— KT/ vV NT-arry %E%?ﬁ'&ié?’:&)&: replace X —
U—REEHT L2 LIETERREA,

A7 a T, LARIO Firepower VA7 A Y 7 N =7 N— 5 & O LA EZ R T 5
7Dl BTN ARG CHZ ENTEET, 5IHMFZEORWIGEIE. T 60 HE)
N — B EN D T2, BESCIICIE LWL —UWZ e 0 £4, BT XX ho—ie LT
FATHI AR £ 123k n | G2 50 5121E, ROBNTRT LT, Ny 7 RT v azfioT
TR =TT HRENHY ET,

"replacement text plus \"quotation\" marks""

12D/ — VNI D replace % — U — f‘%é\y)é TEMTEETN, content ¥F—U— T
EIZIDOTOLNEDDLZENTEERA, VLo TRHSNTE 2T Y OEYIOA
VAR AN EERA ONET,

RIZ, replace ¥ — VU — FOEAFIZ R L ET,

s T AT A NG LTWDHERT Y FE VAT AR LEHE. BER T 25
ERLFINCEZMWZ DN TEET, 207 7=y 7, AFR ATy M &R
THEVLIRNTHLEGERH Y £3, WFEINT Ty NEBEFEPBEICHEE Lk
. BTy NT—ZBiEEZBYIRKIT ), Xy NI =7 20T LW S
UANHY E£9, N7y FEFEETHROVICHOXTINCESHRZ 52 & T, flEH T
TRNE—y MR L THEBENFEITEINZ EHEBEEI RV AFELZ N TEET,

(7= & 21T Web — D) Maga7p N—2 3 UABE L TV A 0 E 9 I E A R
DR INA5E1E, BEXYy baHEHL T, XNF—%2MEOTF A MIESHZ L
LBRTEET,

B BAL—LIFa%
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\}

byte_jump ¥—7— F .

G¥)

EHNL— IV EFHT DA T A MARARY 2 —NTL—/LRHEED [Generate Events] [Z5%E S 4L
TV Z & &R L TL &V, /b—/ L% [Drop and Generate events] {Z5% € L7285 1337 »
FABEES N, 3T Y REEBIONER A,

SCFHNEWR T v AT, SEERA BT =R LTy MEZETELL91C, ~F v bk
F v I VANV AT AL > CTHBMICES S ET,
replace ¥ — 7 — FiX, HTTP R X v —D content ¥ —T— K F 72 g v LAEHE
THATERNWZ LITEREL T EEN,
EErEY Y

content ¥ — " — K & protected content ¥— 7 — K (28 ~—)

BEEE : HTTP content 35 X U protected content ¥ — 7 — RO 515 (34 X—2)

byte_jump +—7 —

byte jump F—T7— R, FESNTNAA MBI AL P TERSND AL MEEFHEL, B57E
LieAd 7y a s LT, BESNIAL N BT AV NOERENSG, Ty b Xfa— KD
FHEEFIIRENS., HDAWIREBEDa T Y —FIT6 L TR R A > s BIE )
2. 27y FINTEDAA "M TAX vy 7P LET, X7y FOREDASA h BT AL RS,
N7y NANDWET—ZIZEENDNAA MEERTHAIZIE, IR HET,

/k@%%fﬂi\ byte_ jump F—T— Ffﬂ‘giﬁ%l;&%%ﬁ% L/ji—g‘o

5% 10: byte_jump O W, 7E5| ¥k

518 Bl

Bytes Ry RIBHIT 5310 MG
DCE/RPC I ERTIHEAT L6, FFal S LB MEIZ 0~ 10 TT A, &
DOHIERH Y £797,

«From End 5B E E BT DL A MIUT0ITRDZENRH Y F
¥, Bytes 28 0 DG, i S 72 EiX 0 T,

o1, 2, FITALSD AL NEERET I LA, HEXAT (16
B, SHEH, T 10EE) 2HEETHILERDH Y 7,

DCERPC & & bITHEMT 256, FIATSNDEE L, 2, BLT4TY,
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. byte_jump ¥—7J— K

BAL—LIT14 |

518

B

Offset

AN v— RN TUEZBIIET 234 M, offset BT HITINNA FODD
WMEDTD, Ty R m— ROEIA, FLIERBICAS»-Tca T
UV —ENBNEF Y Y T SE D, NS 1 EFZE LSV T offset
EAEFRLTIEEN,

-65535 ~ 65535 /3A MEFRETE £,

i f:\ Ej‘iﬁm byte extract %@(i 71:’_ 0i byte math %%%ﬁiﬁﬁ ]_/T Z @%|§ﬁ
DIEEEET Db TEET,

ROFTHAT AT v a v 2flT 5L, BHOSGIEIIBESNIME VAT AR ED LD

(BB % 72 0

HTEET,

= 11: byte_jump DEMDA T 3 U518

518

A A

Relative

WZIZHOho a7 oy =8 TR SN TRk D/ — 2 H T L
TA 7y FEHELET,

Align

BRSNS, MiE, KO 32 By MERICEY BT ET

Multiplier

=)V =V TR byte Jump EE BT 572012, N7y binb
B HNT byte Jump BIZHNT DEAZ R L £7,

DFEY, =N VL, BESNZANL N BT AV NTERIND
NA NI A% v 75D 0 IZ, Multiplier 538 CHE S 255 % F
B M T ARy S LET,

Post Jump Offset

D byte jump BIELZEH L7&IC, EHME T HAICAX Y 75
A M (-65535 ~ 65535) . IEDQEITNESMIZAF v 7 L, ADOMEITY
FHANZAF v 7 LET, BHTT BT, 74—V REZEAOEFIZTD
Mmoo AN LET,

DCE/RPC 518 %1EIRT 5 &, —FD pyte jump S EH S22 &
WCHEBE LT,

From Beginning

JL—)L DU Xy NNOEAEDAIED S TR, Sy k2
A B— ROEFEENLA v— FNOIREINT A M E AT v 7T 50
ERHDHZ EERLET,

From End

VX VT RNy T 7 DREDSAA FOF RO/ b ETFSRE
.

B BAL—LIFa%
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byte_jump ¥—7— F .

518

B

Bitmask

AND HHEFEZMHHAL T, fHELZ 16 EHDOE Y h~ A7 % Bytes 54
MO L7231 MZEA L ET,

By h~AZE1—431 b T,

MR, v A7NOKRBOPrOHEE L WOy NPT EIZY T
INET,

DCE/RPC, Endian, F72/% Number Type ® 5 5 1 D IF #fHETE E7,

NA N E byte extract F—T—RTEDOLIHICEHETD MEFRT HITIX. ROEFEOF )G
SIEERINLE T, A MESIEZBR L2 o568, V— L =0V EEy s 0T 4
T DA NEZEHLET,

5= 12: byte_jump M /\A FES|%L

518 BLL]

Big Endian FI7HINVEDF Y FU—7 NA METHDBE YT =5 T 34 RE
TT— X &N L ET,

Little Endian URMVZUT 4T 8 MECT =2 %20 L £,

DCE/RPC

DCE/RPC 7'V Fut v 4 TUEEIND T 7 1 v 7 HIZ byte jump
U— RERELET,

DCE/RPC 7Y v vV Nty 7V 2T 4 7o FREF) M2 47T
v A BMEZPE L ET, Number Type 5%t & Endian 5150358 M S vk
A,

Z DB AR LIS, fokEE D DCE/RPC F— VU — K EMAE
Zb’@_‘f byte jump %'{ﬁﬁﬁﬁé Z & %)VC% ij—o

WDOFEITRTWVTNNI OO EEERA LT, X7y "NDOARA RN VT TF—=H B2 AT ARE
DEIIRTTEINETERZLET,

®13: BS54 T5IH

515

A A

Hexadecimal String

Decimal String

BHHEDOA ) 7 F—2 % 16 ERRTERLET,
b

BHEDOA M) 7 F—2 % 10 EEATRIL £,

Octal String

BHHRDOA MY 7 TF—2 % RN TRILL £,

7o & 21X, MO XD 72fi% pyte jump IZEXE LTIZHA

* Bytes =4
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. byte_test ¥—7— K

» Offset =12

* Relative enabled

* Align enabled
N—b TV BBICRON T a s T Y —En D 13 3 MEICHEBLT S 4 DDA
TR INHIEIEZFE LT, 2O, N7y MNZEIESFRICAF vy 7 LET, T2
LzIE, BHAKED Ny FNTEHE SIS 4 DDA 200 00 00 1F THDHHE., L—b
TUVALINENICEBBLET, align DFEESN TS (KD 32 By MNERE TBENT

HEIT VKRR T D) T, =L = UE N Ty NNE 323, NEETRAF o S
L%,

3?)511\5j:\ /kO)J: 5 fcﬁ'fﬁz‘_} byte jump W—%&ﬁ l/f:%/a\\

* Bytes =4

* Offset =12

* From Beginning enabled

* Multiplier =2
=) =V, Ny ROSEEAD D 13 34 MEICHBLT % 4 DDA FTRiib S 53K
EEFHELET, Z20%, TOBMEIC2E2ET TAF Yy FT 201 MEFHELET, &
ZIE, BDOREED Ny FNTHEEIND 42031 200 00 00 1F THIHE, L—/L T

VUXINAE VIR L, FHIUC 2 ZHNT T 6212 LE T, [From Beginning] 23 HENZ 7 o
TN, = P3Ny FRDRAID 63 31 FaAF vy 7 LET,

EENEYD
byte extract ¥— 17— K (48 X—)
DCE/RPC ¥—VU—F (87 ~—7)

byte_test +—"7J—

byte test F—U— RiE, FHEE SN b B A2 b+ % Value 513B L OF OER I L
TT7ARLET,

WRDOFKIZ, byte test ¥ — U — FCHERSI B EHA L E T,

% 14: byte_test D W 7ES | #

515 B

Bytes Ty RBEMRT 231 ML

DCE/RPC # {5 EXTIHEHT 256, FrfSdfEidl ~10 T, 7272
L. 1, 2, 72340 DOAS NEERET2HAE. 54 A4 7 (161
B, S HEER, X108 ZIRETLOILENRH Y 7,

DCE/RPC & L HIZEHT 2546, IS A1, 2, BLU4TT,
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byte_test ¥—7— K .

515k BTl
i TA NSO (HETEETD)
PAR— PRREAE T < > = 1, & A >0 IS 1= & F2E N

7ol 2I1E 11024 EHRE LG, byte test IFHFE S EKE 2 A H L |
ZIRM1024 L L R UEA Xy bRERENRET (hoFT_RToOF—
J— R T A= N—ET558) ,

My & M=) FHMTHLLICHEELTLIEEN,

i f:\ E}Eﬁ@ byte extract Bﬂk@/{i fC Ix byte math %%%ﬁ"jﬁﬁ LTZo? %‘I;&
DIEEEET b TEET,

Offset A m— NN TR Z BIIET 531 M, offset W7 T34 0D
WE DI, 2y b m— ROMEEH, 73R EICAOh oo T
U= BNEF N T T AL MG 1 B2 LW T offset
EZFELTLEE,

Ej‘iﬁ@ byte extract ’Edjﬁi 7LC !i byte math result aﬁﬁ %{fﬁﬁ LT\ Z @%‘I

WoEEIRETH N TEET,

RORIRTHIEEEHT DL, AT L Toyte test IR ED IS IMEH I NN ESH
CEFZRTEET,

% 15: byte_test DIBINDF T 3 > 5%

518 BTL)]
Bitmask AND HEFZHEH L C, fEL 16 DY Y b~ A7 % Bytes 5EN il Lo /3 1 &
WA LETS
By h~AZX 1 — 431 hTT,
FERIZ, vAZHNORBEOErDELELWHOY Yy My 2 Ay 7 FannEd,
Relative BRI S = = BB L TH T By MR LET,

DCE/RPC. Endian. %723 Number Type ® 55 1 D72 F Z4RETE £,

*ﬁﬁiﬁ%k f£5/§4 ]“ é’ byte test a'\"*‘]7*‘ ]\T k@ct 5 (:%‘%—g—éﬁ)ﬁiﬂ%jﬁé @:bi\ /k@%
DFNSEIEZRIRL ET, A MESIEZBIRL 20> chht, V— 2Py 7
T AT DA MEZEFERHLET,

% 16: byte_test D/NA ~ES|%k

515 B

Big Endian TI7ANVIRDRy NT—7 A NETHLHE Y =T 47 A ME
TT— X ZWE L E,
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. byte_extract ¥—7J— F

BAL—LIT«4 |

515 EHEA
Little Endian VMo T 47 A NMECT—Z 20 L ET,
DCE/RPC DCE/RPC 7'V 7t v TREIND N7 7 4 v 7 FHIZ byte test F—

U—RFEBELET,

DCERPC 7V 7ut v Nt/ 2o F 473 ML o547
VA MIEZPE L 9, Number Type 5147 & Endian 518035 fH S v
A,

ZOBEEENT LIEEAIT. MOEED DCE/RPC F— VU — N EHLE
HOET byte test %{ﬁﬁﬁﬁ_é iy TE ij—o

ROFNTRTWTNN T OD5IBEHEH LT, Ty FROA M) VT T =22 AT LN E
DEIICRRTINEERTETET,

5 17: byte-test DES 52 1 T3|1¥

515 B

Hexadecimal String | Z8#if D A N Y 7 F— & % 16 ERTHEE L £,

i3
Decimal String BEHAEDA NY 7 T—2 % 10 ERATHRIALET,

Octal String BBLEDOA Y 7 F—F & 8 ERANTERLET,

e & ZE RO & D 7EE byte_test ITHRE LIZHA,
* Bytes =4
* Operator and Value > 128
* Offset =8
* Relative enabled
N T VT, ROl a T Y =B S (R EEHEIZLT) 931 MERIC

HIT 24504 N CTRBINDEMEZFRE L. TOFEMEN 128 31 FEBLT-HEIC.
J—IVRN MY T—E LT ENET,

MELEYY
byte extract ¥—7— K (48 _X—7)
DCE/RPC ¥—VU— R (87 *—7)

byte_extract +— "7 —

byte extract % —U — REMMHT 5L FEELIEAAL MRE AT v FINDEBORIZHER AT
ZENTEET, BT, TOEHE, RILLV—ANTHOBRHEF—T — FOREDSIEROM &
LTEMATEET,

B BAL—LIFa%
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byte_extract ¥ — "7 — | .

EZE ATy b T RICEEND A MEDBREDASA BT A TR EN TN D
e NIy FhbT =2 YA T 0123, TR TS, e 2 iE FREDAA
FEZALMTBWT, &7 — 20341 MERTH D Lt STV D 5HE, 7—4 &
A X4, b U CTAERE L LT TE 9,

byte extract ZHHTH L&, 1 DON—)VINTHRK2 DO R 5B % RFFIC/ER TE £
'3—0 byte extract Bﬂk;ﬁ%{ﬂ‘lﬁlf%ﬁﬁé%f% iﬁ‘o E.l L%é&% &}%[J@Eéki%%‘f{ﬁo T%ﬁ L
byte_extract F—U—RNE AN LT, EOROEBERDA— =T 4 NS ET,

WRDFRIT, byte extract F—U— R THERSIEICHOW T LE T,

% 18: byte_extract )W, 7A 5| ¥k

513k A
Bytes to Extract 2N BRI T A 81 M,

1. 2. F72034UNDONAL NEERET DHEIL. B5¥ 17 (16E%,
SR, FIT 10 ZIEETHILENH Y 7,

Offset A v — RNTT —Z O Z BT 551 N, -65535~65535/31 h
EHRETEET, 78y P AT HIINRA FPONLIEEDLT-O, NEHH
WX DA NI B 1 E2ZLSIWTA 7y MEZFE LTI EE0,
=& ZE, EHEIC 8N, MBI BB ELET, — v
L. X7y F XA a— ROEEENS  (Relative b —FEIZHEE L7126 138k
BRSO TmarT oy —HO%NE) EFMCEZ £9, AT,
Relative L5 E L2 BICOARIEETE E7,

BEAFD byte math DfERZMEH LT, ZO5MDELIEET 22L& TE
=7,

Variable Name OB F—U — FOSETH AT 2 L84, ST OLFINELEETE
FT (EELXFTHREDLENDHY £7) .

MR OT =2 2 1o 5512 S LIS LEET DITE, ROFRITRTHIBEHEMTE
\i—g«O

= 19: byte_extract DIBMDA T 3 V5|

518 Bl

Multiplier 2Ny b b SN B, 0~ 65535 #EE T T, Bl EE
ELRWEADT 7 40 MEIZ 1 T,

Align MHENEA, bW 2310 hEFIT4 5/ FERICHEL £,
Multiplier & —# (BN L7IZEA. ¥ AT 2L Z OFFFE ORI R % i
LET,

Relative N = ROEHETIERL . BRICARShoT-ar T oY —HoKRBE i

#E|Z LT Offset #3H5H LE T,
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. byte_extract ¥—7J— F

BAL—LIT14 |

518

B

Bitmask

AND R ZM AL T, FEELZ 16 DY v b~ A7 %, Bytes to
Extract 514> I L7234 MZ@EHA L E9,

By h~AZL1—4514 h T,

MR, A 7NOKRBOPrOHEE L WOy NPT EIZY T
INET,

DCE/RPC, Endian, F72/% Number Type ® 5 5 1 D IF ZfHETE £,

AR E 72 D3 N % byte extract ¥ —U— RTED X HIFHTHNERT HITIE, K
DEDOPNG GBI TE £, A MESIEZER L2016, v—L =2 VU3
B/ m T 4T ONA MEEZFEHLET,

% 20 : byte_extract D/\A ~ B33

518

A A

Big Endian

TIHNV DXy FU—2 NS METHDLE Y 7 =T 4T 2 34 LA
TT— X 2L x4,

Little Endian

UV 2T 4Ty N, METT =X 0B L7,

DCE/RPC

DCE/RPC 7Y 7t v TRIEEND FT 7 4 v 7 HITbyte extract ¥ —
J— REHEELET,

DCE/RPC 7Y 7ot vV Ny 7V 2T 4 7o FEREF) M2 47T
> A BMEZPE L ET, Number Type 5%t & Endian 5150358 M S vk
A,

ZOFIEERN LIZGAETE, fOFEED DCE/RPC ¥ —U — R EfHAS
Zb’@_‘f byte extract %—f'{ﬁﬁﬁﬁé Z k %) T% iﬁ—o

TR D L EDEES A T2 ASCII LTFHE LTHRETEET, 7y FNOA Y
VTR EVATANED L IR T DN EIERT DHITIL. ROBOWT DS A%

RTEET,

% 21: byte_extract DES 52 1 T3|1H

51%

B2l

Hexadecimal String

Mt shzA MY o7 F—=2 % 16 A THARD 5,

Decimal String

WHENTEZA N VT FT—%% 10 EEXTHARD £9,

Octal String

it sz A MY 7 F—2 % 8 R THRAY 77,

=& %_li‘\\ byte extract DAEZIRD X5 K#Elﬁﬁ Lf:%é\\
* Bytes to Extract =4

B BAL—LIFa%
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byte_math ¥—7— K .

e Variable Name = var
* Offset=8
* Relative = enabled
=V TV, RBICROOh o a T o —Ein b (FREEUEICLT) 93 MRS

HET 5, 431 P TRIASNDODBUEZE var & W I AFTOEEDOPIIGHMAHBE T, BTIO
TRz, FEDFT—U—F5IEDEE L TL—VNTIEETE £7,

byte extract X—T— ]\TE% Lfi?é%(é’*ﬁﬁ?(% H¥—TU— ]\’glﬁ%‘f\ O’Z@E%GZEJES L&
R

£ 22: byte_extract EH EZEFRATE 5518

F—7—F 518

content Depth, Offset, Distance, Within
byte jump Offset

byte_test Offset, Value

byte math RValue, Offset

isdataat Offset

AN

DCE/RPC 7'V 7't v ¥

DCE/RPC ¥—U— K (87 ~X—2)

FEAR 3T V8 KL O protected_content ¥ — 7 — RDF# (30 =X—2)
byte jump F¥—7T— K (43 X—)

byte test ¥ — U — K (46 ~<—)

ANy BERE (111 R—=2)

byte_math +—"7—

byte_math ¥ — U — NI, fliH SV & F50E ST £ 72 IR OB O FMHA 2 FAT L,
Z OFERZH LOREREBITHKEM L £, fROZHIL, hoF—U—Fogi¥e LMY
LI LENTEET,

=V N THEID pyte math F—V — FAMH LT, #HED byte_math #fEZETTE £3,
IRDOZE T, byte math ¥ —V — R TURERSIFUTHOWTHA LET,

gaL—LzF«42 I}


fpmc-config-guide-v64_chapter92.pdf#nameddest=unique_2261

BAL—LIT14 |
. byte_math +—7—F

% 23: byte_math )W, 7E5| 3

5% 5 BA

Bytes Py R BERMET B3 M

DCE/RPC ZHHERETITHM T 256, IS HEIT 1~ 10 TT,
BT - K FRIT/O%E, S MU 11012720 £,
RN << ET > 056, SN MUX 1 — 41T 0 E£T,

sl 2, FRIFADHNDONAS MEEIRETDHLAE. FEX AT (161
. SR, FLT10ER) 2RETOLERDHY T

DCE/RPC & & HIZHHT 256, FFrlsnafEix 1, 2, B8LW4 TT,

Offset N v— FNTREZBRIET 2314 M, offset BT HITNA FODD
WHEDTZD, Xy b3S m— RO, I3 EICR Oz T
Y —3 (Relative ZF8E L725A) MOIEHHEIZY ¥ 7 EEDH 31 b
B 1 22 LBIWT offset [EZFHE L T EEL,

-65535 ~ 65535 N4 M EEETEET,

Z :T&i\ byte extract %;ﬁ%*ﬁﬁiﬂﬁﬂé Z & %JVC?:(‘ joo

S oo KL << E T >>
RValue {Eﬁ%%c:;ﬁf < 1@0 :j/wj:\ f@%fﬁ L%é@‘(i 7LC Lj: byte_extract 75) E{Eéﬂé
ZHTT

Result Variable | pyte math DFEFEEIEM S LD EHOLHT, ZOEEIE, hoF—U—
FoBI5E LTHERAT Z ERTEET,

IR R LB E LTRSS E T,
Z OEFL TR OEERH D £,
« BT EERT HMERD D
SEEHEETICT L iIFTERNY

* Microsoft D 7 7 A WA /84 OIRAITH R — b STV DR T
EEDHILENTED

o R LTF-OHRDLENIT D LI TE 20

WOFETHHT LA T a V2ERT L. VWEOBBIIRESNEEZ AT IANED L S
IR 20 E2 EHETE E7,

B BAL—LIFa%
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byte_math ¥—7— .

% 24: byte_math DEMMDA T2 3 U5I1%

518 Bl

Relative NS B— ROEFATII R, BKRBRICAROD»oTmar 7oy —EThitiah
RGOS — BRI LA Ty MEHELET,

Bitmask AND HEFZHEHA LT, BELIZ 16 RO E Yy b~ A7 % Bytes 513
MO Lo MZEA L £,

By h~A71% 1 — 4314 F T,

R, ~AZHNOKRROBeOHEELWEOY Yy MR AIZY 7 b
ENFET,

DCE/RPC. Endian. %723 Number Type ® 55 1 D72 1F Z4RETE £,

ISA M byte math F— U — RTED LI ITFHET L0 ERT H121E. ROROHTH) 5515
FERLUET, A MESEEBIR LA HBE, V=L 2o Vi3 e sy 2o F g7
DA MEZ A L ET,

% 25: byte_math M /34 bES|%L

518k FtEA

Big Endian TI7HNVEDRYy NT—2 A NMETHDLE Y T =T 07 2 A MR
TT— 4 &MWL ET,

Little Endian UL F 4T A MECT—Z 20 L E,

DCE/RPC DCE/RPC 7'V 7t v % T END b T 7 4 v 7 HIC byte math F—

U—REBELET,

DCE/RPC 7' Zutv v ¥ Nt/ =T 473 Mo TF 47
v A BMIEZVE L ET, Number Type 5/%¢ L Endian 515356 H S %
A,

Z OB EANM LIZGE X, thORED DCE/RPC F— U — R EFLAS
OET byte math %{%ﬁﬁj—é ZEHTE 35—’9,—0

WOFRNTRTWNT NN DOF[EEFEH LT, X7y NNORA N U T T —H e AT AR E
DEICERTIENEERLET,

®26:F55 1 T5IH

CIE: SRER
Hexadecimal String | 2 NV o /" 55— & % 16 X TR L F1,

Decimal String AN T F—2E 10 EEXTEHLET,

Octal String ANV T T2 % A TREL 7,
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BAL—LIT14 |
. BEE : pere ¥—7—F

7o I, MO K 9 7ME% byte math \ZHE LT2HA

* Bytes =2

* Offset =0

* Operator = *

* RValue = height

* Result Variable = area
= BT UL, ATy RORHIO 2 3 MIFLIR S E S 2l L, Rvalue (BEAF
DEH neight ZEM) ZF U TH LA area Z1ERLL ET,

%= 27 : byte_math TR ZFERATE 551%

F—7—F 515

byte jump Offset
byte_test Offset, Value
byte extract Offset
isdataat Offset

BE - pere ¥F—7J—F

pcre ¥—U—R&HFEHAT L L, BESNTZa LT YERry v Xfu— FNTHRET 7=
OIZ Perl HHAEHFI (PCRE) #fHAT&$4, PCREZMATH L., WILHREDODLT N2
N Z—2 g NZENEFN—ET DEEONV— NV EERT 5 FRPE T E7,

EREIIL, SESERFETREAINDIZEDHDa LT oY ERBETHHEIE LD E
T, N7y hORL B— RNTar 7Y ERBETDHI LT, ary T YRS EIEREMSE
ERFORRIEDNH D Z L 2BETRELGAENRH Y T,

RBAN—ILTEDI D IEREBE IR ERRETA 77 V0V 72y N THY, 287k
TAT7Z7IVNOavy RCHEHEINDZHLE TN OO RTRRES ZLICEBELTLEE
W, BFANL—L =T 4 X EFEHLT pcre F—U — R&zBINd 2 & i, kOB TREER
fExz AT LET,

! /pcre/ 1 smxAEGRBUIPHDMCKSY

515D 3
o M) BB/ EATVa T (EREFHICHLEWVWAZY -V E2HRAETIHAIEHLE
7)

* /pere/ 1% Perl A IERIREBLI T,
* i smxAEGRBUIPHDMCKSY [FMERfiF A4 7 3 a v DIEE DM A G HETY,

B BAL—LIFa%
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pcre ot [

F7, WOFBIORT L FEAT A —TFTHMERHDZ EICEELTLEIN, 2Ly,
Nry b XM e— RN TEEDaA LT VY ERFETHZDICZPCRETINLDOXFEFH LT
BE. V= U N EFENEE LRI D L0182 9,

£ 28: TR7—T4 % PCREXTF

IRT—TFTELEDHDHXF NI RSy a1%ZFEAL |([16Ea—FZFERALE-EBE
-5&

# (T —ft5) \# \x23

c(EIany) \ \x3B

| (FEk) \ \x7C

s (am ) \: \x3A

meregex? ZEHTHZ EHTEET, 22T, 20 /) Ao ) 2 2 T3, EREHRANTR
Tyiab—HIEDLIUERHY, Ny I ATy aklioTENEZ A —7 L7c< 2
BlE, InEFEHTEET, =& 21X, Tmeregex? ismxarGrBUTPHDMCKSY] D X I ITEHTE
F 9, regex |d Perl A IEMIFHL, ismxarcrBUTPHDMCKSY [ZIEAiT-4 7L a  DIER OMAE D
* T,

Bk

PCRE D%

MENZS UC, Perl EHAERHIRBLZ SI AR CHier Z &3 CTE £7, 72& 21X, pcre_expression
IL vpere_expression™ & 72 0 9, FIHMMERE TIER MATHTLIHAA—T 3 UIZEATH
LR E R — Ol SIAFEEHT 247y a Vgt S TR, REFERD
= VEAR A=V =T 4 B TCRRTDHE, SIHFRERSNETA,

pecre F— U — N TIE, 1RHED Perl HHAIEHK I (PCRE) HX &M TE£9, LLFDHET
. ZORESUTHOWTHBAL £,

Bk

Z Z CIX PCRE Tf# A Al RE 72 FEARHY 724 SCIZ DWW TCHELEH L £ 9728, Perl 8 X OV PCRE B H D A4
VIA L VT FLURRT v T, EHICEHELWERESRTAZ L TEET,

AR XEF

A G CAFTERRIA TR R BWR A RO U 7 IV LFTY, A X F A IERKREARN TR
HLETE, ZORNIANY 7 AT v a2z T 22 r—=745%5] BB IHY £7,

WDFIZ, PCRE TIHEHATHEAR A X LRIZHOWTHA L, FNFENoflz2 R LET,
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5% 29: PCRE » 3 X°F

BAL—LIT14 |

A B XF | EHEA 15l
Bk??&%@{i%‘@j(?k*ﬁ(bifo ﬂ%ﬁﬂiz‘—7of/3 abc. X, abcd, abcl, abc# 72 EE—FH L F7,
VELT s MEASNTWDEEHAIX. SITXFLHE
FNET,
*o &)éi?ifi&ifﬁ@Oﬁuﬁ@ﬁfﬁ&*ﬁbiﬁ_o abc* 5i\ abc, abcc, abccc, abccccce fcﬁ &&*ﬁbi
D

HOXTFEITRD 0B EIT I RIOHBRE—FL
F9,

abc? li abc &:—ﬁ Li'@ao

+ HOIXLFEFEFRITIXDO 1 ELL EOHBE —F LU EJ, |abct X, abe. abce. abeecey abeccee 72 EE—F L F
D

0 K% 5v11/‘—704|ﬁ Li'ﬂ‘o (abc) + Gi\ abc., abcabc., abcabcabc 7L£ bl *ﬁ( LZE
h@‘O

{} 8’?36X$if:&iﬁ@*ﬁlﬁ]§iwﬁﬁf§%%ﬁiLiTo a{4,6} &i\ aaaa, aaaaa. jﬁfl&i aaaaaa k*ﬁ(bi
TRRE BRZFET H2HEICIL, FRE ERE D [T,

<~ TREID £,

(ab) (2} 1L abab & —F L £,

LF T ARERTEET, £y bomTRESH
HIEREDLFE T LFOMAPEDEII =L ET,

labc12311F, a EF v Foldc o —F L E 4,

8 LFHNOFFETa TV ERAELET, 72, X | in i, info ND “in” & —F L £T28, bin TlE—
FIIADOHTHES LTHMEHINET, BLEREA, 1ra1 1, a B ERVEEDOLFH| &

gﬁ Li—a‘o
$ X?‘g”@ﬂ{%fj V?‘/“/}\/L’R‘E/El\ [/357;*0 ce$ Vi\ announce lj\]@ “ce” k*ﬁbi?‘*ﬁ\ cent C

F—ELEEA,

OR & RLET,

(MATLTO|HELP) IX, maTtrTo £72idmELe & —F L £,

AL LFHFREOLFL LTHEATE S, £,
FAER SN TY T ALZRET 72O HED
mij—o

VLIEE DA RE =L, < ETAX Y AT E—F
L. WiERY 725y v —8LES, Q13T
E—E L, \widsETE B LET,

XFIIR

XFT T AN, T B, S BROEAXTAHY £, Ky a THATHAD
XF7 T AR TEET, £, FHIERD I T AZSESERUFIAT DY a— Iy
FELTHMTL2ZETEES, BIMOBHMFRLTXFY J AT 5L, 1 DOXF

75 T IMERIT 1 SCRIC—EHLET,
PCRE T CE D HAIEERD LTV T ADMMAEHlZRLET,

WD,
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peRe stz A 73> [

%% 30: PCREXFY 5 R

XFY | XFY TR
SR DEE

\d B W) L —BLET, [0-9]

\D BTSN OEREDO LT —H L ET, [0-9]

\w YT GE) & —HLET, [a-zA-Z0-9 ]
W FEETFTLS DR DT & —H L ET, ["a-zA-Z0-9_]
\s AR—Z MR, 27 ST, BIOSR—UEETZ2E AT E £ | [ \\n\f]

LET,
\S EHXTFTUNDEEOLTE K LT, [ \r\t\n\f]

PCRE E#iFDA T3 v

pere ¥ — U — ROMEOHF CIEMETE LA E L%, Bt 7 v a2 TEEd, =
5 OERF 1%, Perl. PCRE, I XU\ Snort [EA DULFERER /T L £, &AL, % IZPCRE
EORREIC, OB THEIELET,

/pcre/ismxAEGRBUIPHDMCKSY

Z Z°C. ismxaEGRBUPHMC [ZIX, IROBIRIMEEDESA T > a L2 EHLHI LN TEET,

Evk

7 a T, EREFEHEEMA TV a CEFIAGCTHD I LN TEET (BT
“/pcre/ismxAEGRBUIPHDMCKSY”) o B HMFIMER CTlIZe< MBETH > ZIHNN— 3 I T
LB E R —Y Oz, sIAKFEFEAT LA TV a vt s TnwET, REEZD
= NVEAR A=V T 4 B TCRRTDHE, SIHFRERSNET A,
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e h727 47 BBELET,

B BAL—LIFa%
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appid ¥—7—F .

appid ¥+—7— k

\}

WRry N7V r—varvraban, 77347 TV r—va, WebT7 7Y or—
VarERBETAHEOI appid ¥F— U — REFHTEET, L 2iE, HoeHtEr Loz L
DHIOGNTWAEEDT S r—ya vz T22 %252 %7,

{RAN—ILD appia F—T— ROH T, [AppID D% E (Configure AppID) 127V 27 L, #
HT 277V r—rva vzl DEIFEEGER L 7,

ERARELE T T Ir—a v nSR
RMFEOVERZ O TGS 2 & Z1E, (M AIRE72 T 7Y 7/ — 3 - (Available Applications) ]
VA MIFHESNTELT, VAT ARRHT 2T _XToOT 7Y r—va a2 X—v L
100 @ >F R~ L £,
T TV —va v EHERL TR, VAMNDTFIZHGLRMEZZ ) v 7 LET,
TV —a OREICET A U —FERESMTEL A F—Ry NOWREKY 7
PRENTWDERY T v T4 RUERRT DI, TV r—2a v O/ICHHTE
wr4ar (@) 22097 LET,

FI)5r—a32 24 )L2ADFEHA

WET L2777V r—2a & /o079 < 57912, [Available Applications] U A k&R D X
IZHIFITE £,

s TV —varERBETDHITIE, VAR EEICH D [Searchbyname] 7 R A7 U
7L, ARz ANLET, AL T e, VA RMREHINT T 27 7Y r—=
URERRINET,

s T ANEEMALTT U r—ya yERIKT DR, [TV r—vary T4 H

(Application Filters) 1V A b &R LES, 74 Vv ZZEMAT 5L, (BERAARERT 7Y
47— =2 > (Available Applications) ] U A 23 EHF INFE T, HHE VAT AT v o
kT A2y () #FEALT, HELINEZ G 7097 BRI TVWD T 7 1w
JELFRALEN TR T 7 4 v 7 TERL) TORBHITE LT 7Y r—a v
E~v—r LET,

GE)

[TV —ar 7 4% (Application Filters) | VA N T1 2l EDO7 4 V&2 2@ IRL, L
MY [EHAEEZR T 77U 77— 3 > (Available Applications) | U A M 2R L7254, BRN
REWMBT 4 VA RGO (EHATRE72 T 7V 7r—3 2 > (Available Applications) ] U A k73
AND R Z > TGS E T,
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B our—vav@riorane

TT)r—2 3 vmER

TV = arE 1 ORTERT A, TOT 7V r—ra VERIRL, JL—/L~0DiB
S (AddtoRule) 1227V v 27 LET, 74 VZ TRESN TV DBEDTK ROTXTOT 7
Vr—ya rBERTHIE, A7V v 7 LTITNTER (Select All) ] IR L £,

T7IYS5— 3 7O Ra)LiE

RPC +—7J—F

ASNA F+—T— F

T r—varvETa haEOEFILEBREIXIZEAENT Y Put v Ik o THEITE
NFEITN, x0Ty 7o ar2FERLT, 77) r—va VEELE S HITHRE
TEFET,

rpc ¥—VU— RiI, TCP £72(ZUDP 7y P TA—F > Ry NIV —F avEa—T 427V
F—bF 7B —T% a—/L (ONCRPC) H—ERXZ#HILET, ZHUTky, RAKED

RPC 7’1 77 LDRRATZ T 5 Z &N TEET, Xy NI =7 TEITPTOWTNNOD
RPC #— Ut A % exploit T&E 272 & 9 M 272012, RAEZEITIRPC R— b~ v/ 3—2fli ]
TEET, T, B by SR HAETICRPC 2 ETHOMOR— kDT 7 £ A&
HHTEHLTEET, ROKIZ, rpc ¥F—TU— FTHEMATE D51 HEF%ELET,

= 49:mpe¥F—7— FDBIH

5158 Bk

application RPCT7 7 or— g LR
procedure IO &5 RPC 7Py —P %
version RPC R—0 g o

rpc ¥ —U— FOFIEZHET DIT1E, ROWL 2T L E£T,

application, procedure,version

Z ZC. application {XRPC 77U &r—3 3 &%, procedure (X RPC 7’12 v — 3 ¥ &5, version
I ZRPC =23 VB FHTY, tpe ¥ =V — FOTXTOGIHAIRET H2HELHY £3, 515
DWTNNERETEXRWGEEIX, TAX U AT (+) TEXHITIIEIN,

e ziE EEOT Y — Uy £33 —T 3 O RPC R— ~~ v 3— (100000 &5 F 5
TRENDRPCT N r—3ra ) ZREFET DI, 51EE LT 00000, %, * ZfEHLET,

aeml ¥ U — FEMAT 5L, SESERAETL a— FERBLAN S, A7y FEEIDA
oy by ET - FTEET,

WRDFRIZ, asnl F—T— ROFIEIZHOW T L £,

B BAL—LIFa%
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% 50:asn.1¥—"7— FD3I%

asna £—o—r [

513 Bz
Bitstring Overflow fesh7e, U E— hexploit AJAERE Yy hA KU U7 v a— RERBRHLET,
Double Overflow RN 7 7 LD REW_EHASCII = 2— REZKRH L E9, ZiiL Microsoft Windows D&

HAFREREIETHA Z ENHLNTWVETR, BlRESTEOY—EANEMHAEETH 2
RHTT,

Oversize Length

FRE SN2 E Y REWASNL A 7RARE LET, 72 & 21E Oversize Length % 500 (Z
HELTSE. 500 2 B[RS ASN ZA Sk o T—An b H—L LTSN ET,

Absolute Offset N7y R a— ROEHNLOMtA 77y FERELET (offset I 7 2 H R34 K0
LIEEDZ LICEBELTLIZEYY) o 2E ZIESNMP /Y7 v b & T 22— R 521%, Absolute
Offset & 0 IZFXE L. Relative Offset # 5% L £ A, Absolute Offset & L CIEE 7= IZADMEMN
AHETCTI,

Relative Offset UL, BBIZA O oTea T Y =8 pere. ET2idbyte jump 2B OFERIA T v BT

T, T Y "foo" DEHED ASN.L > —~ v A %T a— R4 5121%, Relative Offset % 0 |2
FRE L. Absolute Offset # 5% & L £ A, RelativeOffset & L CIEF /21X A DENAHETY (4
Ty N ITUERONGIEEDLLICEELTLLEEW) |

72 & 21X, Microsoft ASN.1 7 A 7 Z VIZH T DB OMegstE TlI Ny 7 7 A ——T7 m—)"
FEAEL . WBEE RN L UIZRRRAE T v M &> TEORREZ exploit TEE T, VAT
Aasnl 7T —HET a—RT5 X, 2y FAD exploit 2 — RiE, AT A Lo)URRER)
ETARARMETEMELZY, DoSHKEZGIEEH LIV T LI LNTEET, ROAL—IIE,
asnl ¥F—V— FEZMH LT, ZoOMgrEE2EAT 2R A2E2mHLET,

alert tcp $EXTERNAL_NET any —> $HOME_NET 445

(flow:to_server, established; content:”|FF|SMB|73|";

nocase; offset:4; depth:5;

asnl:bitstring overflow,double overflow,oversize length 100,

relative offset 54;)

ERRONV—NLDOEE, EEDOR— B L OSEXTERNAL NETAEK CEESNTEZEDIPT R
L ADBIE S, R— b 445 245 SHOME NET A CEHESINTEEDIP T FL- &
(21725 TCP T 7 4 v Z IR LT, Ay bBRERENET, MA T, ¥—/3~0 TCP #%
REASESL SNTZHRFIRTORN— NV EFATLET, TOR, N— VIFFEDNEIZH DRFED =
VTV ERBELET, REIZ, VT asn1 F—TU—REFEHLT, By AN T
ya—RFEZHASCH = a—ReRii L, BRICRSho7car T Y —HORREND 55
ANA FHLEE, BE 100 31 FEBZ D asnd ZA TREMILET (offset BT ZRNA
FOMPDIEED Z EICERELTLEEN, )

gaL—LzF«42 I}
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urilen ¥—7—F

BAL—LIT14 |

urilen ¥—U— K& HTTP Inspect 7'V ' mt v ZflAGdbd THEHT L L, FEDES,

HKAREZ THL, fe/hkx BRS, £703EESNIFEHBANOURIZHTTP 7 7 ¢ v 7 NT
BRAETXET,

HTTPInspect 7"V w337 v M EFL L THRE L%, L—1 =P Ud—uiZ
B LTED/r Yy FEFEI L, urilen ¥—V— FCHESINZESLFICURI AT D
MESPHWLET, ZOF—TU—REHT 5L, URIEDOMEFHMEZ exploit L & 5 &3 23
HEMHTEET, LTy 77 A= "—=T 0 —%REIE T, WEE) DoS REEAL A
TEILED, VAT ALVUVEEME TRA N ETa—RF2EITLED LE D LA D TEE
HRH Y F9,

V=V T urilen ¥—=U— F2HHT 25 L SITE, ROMTERL TILZE W,

. L[Z\@— flow:established ﬂ?_‘]j_ ]\%‘J:U\ﬂﬁ@ 1 OUJ:@%—U— ]\755;1’“&;7‘/5\3/)’@?“(\ urilen
F—U—REHEHLTIEIN,

o JL—)L 7’1 b 2 )LTEIZ TCP T,

o X =4 b RA— MIEIZHTITP A— K TY,

URI BZET H & X2, 10D A Mk, U0 () . B TRV () %
A LET,

WITHIZ R L ET,
* 53 FROURI ZHRHT 51213, s ZfEELET,
5 FEZTEIDURI ZMIHT 5121, <5 1 OOEHLFTRYID) ZHEELET,
e 531 FEZ EEIS URIZRHT 5121E, > 5 (1 DOZEHLTFTRUIL) #EELET,

3 ~52( FEDOURI ZHBHT 2121, 3 < 5 (<> DRIBICZEAXT % 12728 %
fBELET,

7= & 21X, Novell ® eDirectory /3— 2 > 8.8 I BDH— N E=X U U T B I OBK=2—T 1
U7 « iMonitor /N—37 =1 & 24 IZHEFIMEN B D Z E BN TWET, BT E 2 URI &N
Ty NINy Ty A=N=T a2 RAESEDI0, HREITV AT L LYV & TR
A ETHEMELZY ., DoSHKIEZ I Z L2 TEORHNCTM L L7727 y h&fioTZED
KiEZ exploit T Ed, IRONL—/UVE, uvrilen F—U— FZ2EH LT, ZOMsatEz BN
LA a it LET,

alert tcp SEXTERNAL NET any -> SHOME NET $SHTTP_ PORTS

(msg:"EXPLOIT eDirectory 8.8 Long URI iMonitor buffer

overflow attempt"; flow:to server,established;

urilen:> 8192; uricontent:"/nds/"; nocase;

classtype:attempted-admin; sid:x; rev:1l;)

ERONV—=LDEE EEOR— b LT SEXTERNAL NETAH TERSNIAEEDIPT KN
L AN IEAE S 4L, SHTTP_PORTS 2 CEFK SN 7o AR — M &fEH LT, SHOME NET AT

B BAL—LIFa%
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pcerrpre +—7— [l

EFRSINTAEEDIPT RLAIZMMNITCP FT7 7 4 v Z71IZx LT, A2 "hVERSNET,
S BT, YP—=r3D TCP BN SIS AT DI, 2~ R D3b—/u T LRI S 4L
F9, =X, urilen ¥F—U— REMHFEHLT, £X8192 31 & x5 URI #fMH L&
T RIS, =L URI 2B LT, KLF/NLFZ KB LRWRFED 27 Y /nds/
EELET,
MErEY Y

BANL—L ~yZ— T khal (43—=)

BAN—IL ~o X —DEFILE L O%EER— K (8 =)

EFRE AT 7 4V NEK

DCE/RPC +— 7 — K

WRDOFTHHAT S 320 DCE/RPC ¥—V— R&ZfH LT, DCEIRPCEvvary vTF 74 v
JPDTI AT, NeE=HTEFET, INHOF—TU— RF2g— Va2 HTH L X, &
25 LT DCE/RPC 7V Fuat v H IO LET,

%= 51:DCE/RPC ¥—7J— K

FRIEI71L5 | ERAE BRHR
dce_iface B ¥¥E D DCE/RPCH—EAZRFET 537 > B
dce_opnum dce_iface DA ¥¥iED DCE/RPC h—HE A XL —3 g V%

FES D7 b

dce_stub_data dce iface +dce opnum D% |FFEDFRER F L IFEBEETERT DHDAS T
% F—y

FRITREINTWD L DIZ, dee opnum DHNZHT dee iface ZELE L, dee stub data DEIIZH
i dce iface t dce opnum ZRETONENH DL Z L WICHEELTLES Yo

£/2. ZRHDDCERPC F—V— REMONL—/L F—U— REMBADETHERNTLIZ D
T& £, DCE/RPC/L—/LTClE, DCE/RPC D5 |H 13 E RS NI HRRET byte jump., byte test,
byte extract DEF—T—RFafH+5Z LITEELTIES [

A aTlX, DCERPC ¥—U— R&E&ET/L—/LZ 1 DLLED content ¥—U— RK&EHDH 2
CEWIRLTWET, 297T5&, L—L U UNEITER AL — vy FHERE R
DL THEEE DS BN, R p—< AN ELET, —Z 1 DLLED content F—
T — RBEENTVDIEHETX, content ¥—V— KD [J[%JAJE/\C)&“‘:/ ~ v FHEREE M (Use
Fast Pattern Matcher) |53 EINT/e 2 T NE I MTEHRR L, =LV T T VN
A—r vy THEREEMEHT 2 Z EICEREL TSN,

WD —ATrX, DCE/RPC N— 3 U BILOBE~y ¥ —EFlRe —Ha 7o e LTHER
TEET,

o JL— )LITHLD content F—T — F\7j§/é\ihfl/\f£(/‘

o JL—LIZH 9 1 Dcontent F—TU— RBEFEN TSN, DCERPC/N— 3 B X UOHREE
B, M5 D content LY HEFHE DN —2 2K L TWVD
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. dce_iface

dce_iface

BAL—LIT14 |

72 & 21X, DCE/RPC/X— a3 VB L UBHEERIZET . 131 hoar T L0 LR
*(‘\‘a—(]

RICRT A=V g VBRUOBEEHR = 7 Y —BOW TN 22 A LT, V— L REZE
BT TOBENRDHY £,

e X7 g EIDCE/RPC/LV—/LTIE, T2 105 00 00] (A% — /83— 3 05,
VAT 8= P 300, BLOERPDU (Fr hal F—4 2=y k) #(700) %
ERLET,

e AT g L ABIDCERPC/L—/LTIL, 2T 104 00] (V3— 3 204, BRPDU
XA 700) #FEHLET,

WTFIOYE S, DCERPC 7' Fut v TR THFHDOREZ# 0 KT Z & &l 2 —
Ve FHEREATEONH 20T, = LNDOREOF—TU — R LT A=V g B X ORREE
D content F—TV— RZHIE LTIV, IL—VOKRBIZHEIND content T—TU— K
X, Bl = vy FHEBANOHTREE L TELNDNN—Ta a7 oV IicE Tl
EVETH, L=V ANOMDO a7 oY IS T LY TEELRN I LICERL T
YN

MELEYY
DCE/RPC 7'V 7't v
content ¥ — 7 — K & protected content ¥ —7 — K (28 ~—2)
content ¥ — VU — ROFHENZ — 2 < v FHEEOFIE (39 —)
BEZL : byte jump 35 £ U byte test ¥— U — K
byte extract ¥ — 7 — F (48 X—)

dce_iface F—U—R&f+5LE, fF%*ﬁE@ DCE/RPC % —E X kil T& £ 77,

F 73 T, dee iface ¥— 7 — R% dce opnum ¥ — 7 — RE L Wdce stub data ¥—T— R
LHAGDRETHEMT DL, HETDHDCERPC F7 74 v 7 2 SDHICRET L LN TEE
—g‘o

[E &/ 16 /SA | Universally Unique Identifier (UUID) X, ##1Z41® DCE/RPC H—t R |ZH|
NHBToENDT SV r—Yar A2 —T7xcA A LET, 72& 21X, UUID
4b3241c8-670-01d3-1278-5a47bf6eel 88 1%, srvsve h—E A & LT 4 %1 54125 DCE/RPC lanmanserver
P—bERZHHLET, ZOYV—ERE, ETY—ET S X Tr AL, BLUSMB4
RIS ENA THIEAT D00 S I EREHBERELRM L E 3, DCERPC 7' Frt v ¥
I3 UUID 3 X OBEET % L LiEZ L C DCE/RPC & v ¥ a v ZBIF L 77,

A B —T7xAAUUID (F, RO L HIZ, A 7 TRELNTZ S DD 16 #LTFH|THRERL &
nEJ,

<4hexbytes>-<2hexbytes>-<2hexbytes>-<2hexbytes>-<6hexbytes>

IR netlogon £ > #—7 = A AD UUID D X 52, /A 7 %&T UUID &k%Z A 175
TET AV E—T oA AEEELET,

BAL—ILITA4
88
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dce_iface .

12345678-1234-abcd-ef00-01234567cffb

UUID NDIRPD 3 ODLFHINIE Yy 7 2T 4T oA METHRESNDOILENRNH D Z LT
EELTLLEEW, @, AlENF-A A 2—T7 242 VAR a har 7FI 42
UUID 28 1E LWL METRREINE T2, FNE AT BEIC UUID 31 MEZEE LT
IERbRWEALH Y T, RISFTA YLV Yy — —E X UUID A, U kLo
T 4T 2 NA MEORAIID 3 DO LTI ETeA£MT. ASCIL 7 F A N TERIND Z EDRD
nET,

£8 91 7b 5a 00 ff dO 11 a9 b2 00 cO 4f b6 e6 fc

Z D[R U UUID % dee_iface ¥— U — RIZHET HIIE, RO LA 7oA L, &)
D3IDDLFHNEE 7 2T 4T A MNECEETEET,

5a7p91£8-££f00-11d0-a%02-00c04fbbebfc

1 2O DCERPCE YL a  NBEEDA L Z—T oA A~DEREEZEDHZENTEETR, 1
DDIL—)LIZIE 1 DD dce_iface F—U— ]\ficj'%‘f’é\y)f TEEW, BIMOA A —T AR
PRHET A2, BIoL—LE2ER L E T,

DCERPCT 7V r—var f v X —T 2 AFIA v X —T 2 A=V a VESHLEID Y
TONET, 72 a T A F—T oA A= a U EEETEET, FOB, N—Ts
UHEEMEIZE LD, FELL RV, HEMI D /AE WV, EFRFREWTD & AR TEE 2
LET,

TCP I/ AL T—aRIP 7T T AT —aAlMa<T, axprsyaMbaxr g
YU ARIDE T ODCERPCE 7 7 7 Ay MET 52 ENTEET, @H., FiHLIS O DCE/RPC
TITA NERREDA F—T = A AZEEMNT 20T E D FEHTIEHY A, 2D
£ T 5 &, ZEHOBBHDPEATHAMMEENRH Y £3, 72720, XL HERT 5729
W2, A7 var T BESNTEA LV H—T2A AWML LTI RTOT T 7 A FEFHIT
£7,

WDOFEIZ, dce_iface F—U— RO5|HEHEHLET,

% 52:dce_iface M3|H

515 B

Interface UUID | DCE/RPC h T 7 ¢ v 7 N TSR E R DEEEDOY—EZADT SV ir—
varAUE—TxA AT D, A T U E=ETUUID, fRE Sz
A E—T oA AZEEST G T N TOERN A #—7 = A AUUID
W—ELET,

Version FFarTC, TV r—va A A =T ANR=Tg 0FBF0~
65535 & XSO N—a UREEME LY KREW () L b ()
LW (5, FRFELL W () EaRTEE T,
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. dce_opnum ¥—7J— K

518 A A

All Fragments FFa T, BET 5T _RTODCERPCT 77 A FNOA 2 —T =
AL ZADBE, BLUOA v Z—T =2 A=V ar BESHTVLES)
TOREEAINCLET, ZO580IT 7 44 F TENZ > T ET,
THUE, BHIDT I AL NETIZT T A MESRTWARUVYWR T v |k
BEPIEEDA F—T = A ZZEHEMS T N TV DGEIZDOHR, F—
V= RFRR—=HTLZLE2ERLET, ZOFEEDICT DL, BN
BAETHERMEND D Z LIZHEBE LT E I,

dce_opnum F¥—7J— K

dce_opnum ¥— VY — K% DCE/RPC 7'V ' mt& v ¥ L{lAHELETHEMT S L. DCE/RPC #—
EANRAET S 1 O OB EDOA L — g U EBIT Sy FEBRETE ET,

7747 > MEBREORH LI, DCERPC {EERT 4L — g3 ) EMEENDFFEDOY—E
AR AEER LET, AL — 3 &5 (opnum) X DCE/RPC ML LINORFED A~ L —
TarEHBBILET, exploit (XFFEDA XL —Ta VEEMIZT A ENLY £,

7= & 2.1Z UUID 12345678-1234-abcd-ef00-01234567cffb I%. #TFEEDO AL —2 g 2 E{kd
% netlogon Y —EADA L EZ—T 2 A AL LET, £DO1OBF XL — 36
(NetrServerPasswordSet AL —3 3 ) T,

F_Xb— g VHOB—E X ZFAT HITIE, dee opnum F—T — ROHIZ dee_iface ¥— 7 —
NEHETOLENRDHY £,

FrEDAR L — g U ERT 1 O0 10 HEEE (0~ 65535 D#EFH) . N1 7 TRYI LA
NRL—v g VR, FRIEA R AR —2 g V) A B BB DIERF TIRE T
=FET,

WOHNE, T XTHZN2 netlogon A_XL— 3 VFEEEELTWET,

15

15-18

15, 18-20

15, 20-22, 17

15, 18-20, 22, 24-26

dce_stub_data ¥—7J— K

dce stub data ¥—U— R%ZDCERPC 'Y mtyv¥ LlAhbdbETHHTL L, hor—1
AT ar LTI, AT T —HDEENSA AR v a Ly ERBT DL O —
TV VIR TE £, dce_stub_data F—U— RORBITH LS Ty b X4 a— R L—/L A
Travid, AZT T2 Ny Ty 2RI L TEHSNET,

DCERPC A4 7 F—H%, /AT s Fui—I% a—,L & DCE/RPC T v & A b ¥ AT
2 (DCERPC DHEHIe T N—F v b —ERERUT HAD=KL) OFOA v F—T =
A A% L £9, DCE/RPCexploit i, DCE/RPC /X7 v kD AKX 7 F— X E4y Tkl S E
T, AL T TR IRFEDOA R — 3 U E IR LIREM T 5 TWn b 720, &%
@2 dce stub data @E]Jm: dce iface cE dce opnum %*EHKF: LT\ E‘?J@ﬂ‘é b'j_“‘ B X CE j—’\o L—73
VEBBILTL &N,

B BAL—LIFa%
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SIPX+—7—F

sip_header ¥—7— F

sip_body F¥—7— F

sip_method ¥— 7 — K

spx—o—+ |

dce stub data X—U— }‘&:Vigliﬁﬁ‘% D EHA,

45D SIPXF—U—F&fliflT5&, SIPEyvay N TFT74y 7 Tz A7 A FZEEHT
=FET,

SIP 71 b 2/uZ¥—ERELS (DoS) HERIZXH L THHTHDEZ LITHEREL T EIN,
DX D RBEIZKUTT H— LTl b— b XR—ZADKEHEZEHATE £,

sip_header ¥ — VU — FZfM¥ 2 & #itH S 72 SIP BER £ 72 3IEE A~ v ¥ — D FHH b A
AR L, MANRENY X — T4 =V FIZRET D LN TEET,

sip header F—U— Mlbiﬁliﬁ‘m)% ) i’ﬁ_‘/\/o
RO DN—1v 7T T A MESIP~y X —ZFFLRL, CSeq~y ¥ — 7 4 —/L FIZ—HL
£7.

alert udp any any -> any 5060 ( sip_header; content:"CSeq"; )
BErEY Y

YR AL — /LR

L— b R—= 2 DOKEE 5

sip body ¥ — U — REFERT D &, I EINZSIPERELIIGEA v —URLOLEEND
BAEZHBL., MERNREEA v —VARLICBET L2 ENTEET,

sip _body ¥ — U — RIZIEBIE R H D A,
OB D=0 7T T A MESIP A v =V RLEHFLRL, HESh7ZSDP T —X D¢
(BEitE®R) 74—V FNOEEDIP 7 LRI —& L £,

alert udp any any -> any 5060 ( sip body; content:"c=IN 192.168.12.14"; )

JL—ILIN SDP 2 7 Y DRRFRTTFICRE I NRNW I EICEE LTS EEV, SIP U 7 m
Ty PIIA v VAR EE L, TNEAL—L =P TERTES LI LET,

& SIP BRIND method 7 4 —/v RIFERD B ZFBI L E T, sip method ¥— 7 — RZ{EH
TBHL, SIPEROFTHREDA Y v RERETDHILENTEET, HHOAY v Rigbhr~
TXEIY £9,

WRITRTHUEER SN TWD SIP A Y v FEEETEET,

ack, benotify, bye, cancel, do, info, invite, join, message, notify, options, prack,
publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update
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. sip_stat_code ¥—7J— K

BAL—LIT14 |

Ay RTIHRXFENLTFRERENEEA, HEOA Y v Fehr~TRUDZENTE
S

Lt HILWSIP A Y v RPNERIND AN S D720, DAX LAY v K, DF D BIEE
FINTWDHSIPA Y RUSADA Y » RERETHZEHTEET, AlER 7 —/L MEIX
RFC2616 TEHRINTWVET, =, . 1 REOHIBET L XYY LFEFRNT, T XTOXLT
A TEET, BASNTWDIREY XFO554R Y A M OWTiX, REC2616 &ML
TSN, FHESNIEHAZ LAY Y R IT 7 4 v 7 TRIHEND & VAT MFR Ty
P RHLERELETE, Avb—ViEREINEEA,

BEEZESNTWVE 21O A Y vy FEBBMO 1NNED A Y v REagie, JeRR2EDORAY v R
MYAT ATHR—FINET, REXBOAY v RERELZEGA, VAT AIETNEEHAL
F9, BEFREDOA Y v NidiE, SIP7Y Fat vy dD4 7o a L [BETHAY v K (Methods
to Check) | Zfio THREINDOA Y v RREEND Z LIZEELTIEE N,

BEZHMT2HE1E. 1 ODAY v FETEBEETE T, RichlzrmLET,

linvite

727200 1 DON—)LINDOEELD sip method F—T7 — KA AND A THEA SN D Z L ITHEE
LT < fiéb\o =& %_ijf\ invite & cancel %IS/%< ﬁ“/\f@i‘ﬁﬂﬂj éﬂfl% % }\ff*ﬁﬁﬁ—é&:
fji‘ ﬁ(@ct 5 7Loc 2 00)[&%5’*17“%? sip method F—U— l\ff1§ﬁﬁ LiTo

sip_method: !invite
sip_method: !cancel

Cisco TlZ. sip method F—U— F%é\@ﬂ/‘—ﬂ/ﬁz 1 OJ;LJ:(D content ¥ — Y — ]\%ﬁg)é Z
LR LTOET, 9T 5L, b T UL IS B S — o TR T
HZ L TCHEEEDS END T =< ANmELET, =21 DL ED content F—
U — I\75>./é.\iz}”bfb‘5f}57é.\!i\ content 5?‘_‘]7_‘ ]‘@ [%ﬁ/\o&_‘/ 7/7‘%%%%%{%% (Use
Fast Pattern Matcher) ]31ZB AN 72> TWDE 0 E 9 TR, b—b = DU i3EEios
A= vy FREREEZEHT 22 LICERELTIIZE N,
BErEY Y

SIP 7Y FutyHoF 7 ar

content ¥ — "7 — K & protected content ¥ —7 — R (28 ~—2)

content ¥ — U — RO FHHNK — 2 < v FHEEEDFIH (39 X—)

sip_stat_code ¥—"7— F

% SIPIGBEND IHTDAT —H A a— Rk, BERENT 7 varofifEzrLET,
sip stat code '\“\”‘—‘]7_‘ F%{%ﬂqjﬂé k N SIP ES’%@@EP’C%E@X?—&X a— }‘%‘f*ﬁﬁﬁﬂé
ZEMTEET,

IHIDINE XA TEF1~9, FFEDIHDES 100 ~999, F/-iXinb 2 EEICHASHE
Thr~REPY YA RERETEET, VA FHNOWTNL DO SN SIP ICEND 2 — R
WC—ET 558, OV A MR —HLET,

WDOFZ, FEEFRER SIP AT —F A2 a— FEDOHAZ R L £ 1T,
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fpmc-config-guide-v64_chapter92.pdf#nameddest=unique_2290
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GTP +—7J—F

gtp_version ¥—7J—

gtp_type ¥—J— K

errx—o—r [

% 53:sip _stat _code DIE

BRHEX&R BETHIAR 151 BRHEER

1 OO EDAT—H A |3HTDOAT—F A a—F |189 189

a— K

FRESNZ IHTTHED 3 |[1H#7F 1 Ixx. 2F Y

I R=CN 100, 101, 102 72

r

(EX2RIZS BEDa— FBIO1H#% |222,3 222 ¥ L1300,
EEICHAGDE T~ 301, 302 7p &
TXY5

Fo. L—UIZ content F— U — RREFENTNSHNE I NIZEFRZL sip stat code ¥ —
U — R&Ef > THRESNIMEERBET 72010 b—)b = DV REE Y — 2 ~ o FHEHE
EALZRNZ EICHERL TS,

325D GSRP oY T han (GTP) F—U—Raflifl+25E&, GTP N\—Ya
Avb—U 247 BIWERERZ A~ FTF Y RN THRETEET, content Xbyte jump
BREDMDIRAN— =T — REMAEDETGTP ¥—U— R&fEMAT L2 LT TE g
Ao gtp_info F7IE gtp_type F—U— REFEHTLZENENLDNL—ILT, gtp_version ¥—
U— REEHTo0ENHY FT.

gtp_version XF—U— b%fﬁﬂqﬁé &\ GTP %Mfﬁﬂf /'[Z“—T\/@EF'T GTP /“‘—‘T/\\ET 0, 1. ES
T2 5 METHZ ENTEET,

ERXRINTNDRA v =V XA T EERERILIGTP N—V 3 VNI K o TR D720, gtp type
if:&i gtp_info F—U— ]\%ﬁﬁﬁﬁ‘é k % G:&i\ gtp_version %ﬁiﬁﬁﬁ“é%%ﬁ)&; n i‘@—o ﬂE
LL7TO, 1, LT 22BETEET,

ZNZND GTP A vt —PiF, Bl L XFFNI TR I ND A vE—Y Z A T2 X - Tpl &
AWET, gtp type ¥F—U—RZMEHT L, FFEDGIP A Y=Y ZFATDRNT T 4 v I %
METEET, ERINTVDA v E—Y ZA T LIERERIT GTP N—Va Tk > TR
E)f:y)\ gtp_ type i?‘:&i gtp_info F—U— }\%{iﬁﬁ'@‘é & é‘f W_ci\ gtp_version %){f)zﬁ'@‘%)ﬂ\
EHRHY £7,

ROBFNTRT LT, A=Y X7 L LTERFEAD 10 EHE, ERFHLTH. 5D
WEEH L (FTWT) ZERBICHAGDE o~ XKUY VX FE2RETE £,

10, 11, echo_request
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. gtp_type ¥—T— K

VA NNOZENENDEEIZIILFHINERET D&, VAT AIOREEEZMHEHLET,
EXTFINEFFET DIAFITEETIESH Y A, VA FHNOWTIL 1 DO E 213 3CFF D
—HUZEY, F—U—FP—HLET, BNV CTFINE TS OEE ST — L %
BRIFLED ETHE, =T —0FAELET,

RIRENTND LI, GTP A=V a S UT, FILAvE—y XA TOENER DY
/E[\ﬁ)ff?)%) Z k @:/}:,'ié; L/T < f:é l/\o 7LC k 7;@?]: sgsn_context request )( /‘TZ‘—V g/l) 70®1ﬁ6i
GTPv0 & GTPvl TiX 50 T2, GTPv2 TiX 130 T,

Py FADA=Y 3 VEFITIE LT, gtp_type ¥— U — FIRRABME —BKLET, EEo
BlOYE . GTPVO £721X GTPvL X7y hCIEEF—U— R A vt —Y XA FES50 & —F L

FTB, GTPV2 X7y FTIHE 130 & —E L ET, Ty FADOA vE— Z A FEHR, N

v FTHRESNEA—=Y 3 VOBRIOETROWESIE., F—U— K2Ry b —HLEH
Pue

A= A TEEEERE LGS, Ny MNTHRE SN /N—T 3 > B3 EERIC,
F—T—FRNDRA = XA TNGTP Ny FNOE E—FHTHIEF—T— FPR—FK L E

R
WDORIZ, GTP A v tE—Y XA ST LIV AT ATREEINDEREHAOMEESLFHNER L
£
R5:GTPAyE—2 547
[:] N—=2320 N—T3 01 N—2322
1 echo_request echo_request echo_request
2 echo_response echo_response echo_response
3 version_not_supported version_not_supported version_not_supported
4 node_alive request node_alive request BV
5 node_alive response node_alive response YA
6 redirection_request redirection_request ML
7 redirection_response redirection_response FAYAD
16 create pdp context request create_pdp context request BV
create_pdp context response |create pdp context response A AAD
update pdp context request |update pdp context request BV
19 update_pdp context_response |update pdp context response FAYAD
20 delete pdp context request delete pdp context request BV
21 delete_pdp context response |delete pdp context response YA
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gtp_type ¥—7—F .

& N—2320 N—3 201 N—322

22 create aa pdp context request |init pdp context activation request |Z%:47s

23 create aa pdp context response |init pdp context activation response | 2% 73 L

24 delete aa pdp context request |Z%34 7 L ML

25 delete aa pdp context response | %34 7 L ML

26 error_indication error_indication ML

27 pdu_notification_request pdu_notification_request ML

28 pdu_notification_response pdu_notification_response BAYIAD

29 pdu_notification_reject request | pdu_notification_reject request ML

30 pdu_notification_reject response | pdu_notification_reject response BAYIAD

31 ML supported ext header notification VAP

32 send routing_info_request send_routing_info request create_session_request
33 send routing_info_response send_routing_info_response create_session_response
34 failure report request failure_report request modify bearer request
35 failure_report_response failure_report_response modify bearer response
36 note_ms_present request note_ms_present request delete session request
37 note_ms_present_response note ms_present_response delete session_response
38 ML ML change notification_request
39 P BAEYYY change notification response
48 identification request identification_request ML

49 identification_response identification_response WAL

50 sgsn_context request sgsn_context request ML

51 sgsn_context response sgsn_context response WAL

52 sgsn_context_ack sgsn_context_ack ML

53 WL forward relocation request ML

54 ML forward relocation response ML

55 WL forward relocation complete ML
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BAL—LIT«4 |

fiE N—=2320 N—o3aui N—322

56 WL relocation_cancel request ML

57 ML relocation_cancel response ML

58 WL forward srns contex ML

59 ML forward_relocation_complete ack ML

60 WL forward srns contex ack ML

64 ML ML modify bearer command

65 PR BARIAD modify bearer failure indication
66 LML ML delete_bearer command

67 BAYIAP ML delete bearer failure_indication
68 LML ML bearer_resource_command

69 ML AP bearer resource failure indication
70 ML ran_info_relay downlink failure indication

71 ML ML trace session_activation

72 LML ML trace_session_deactivation

73 BAYIAP WAL stop_paging_indication

95 ML ML create bearer request

96 BAYIAD mbms_notification_request create_bearer_response

97 ML mbms_notification response update bearer request

98 BAYIAD mbms_notification_reject request update bearer response

99 ML mbms_notification reject response |delete bearer request

100 YIS create_mbms_context request delete_bearer response

101 ML create_mbms_context response delete pdn_request

102 BAYIAD update_mbms_context request delete_pdn_response

103 ML update mbms context response ML

104 WL delete mbms_context request ML

105 ML delete mbms context response ML
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gtp_type ¥—TJ— F .

fiE N—=2320 N—o3aui N—322

112 WL mbms_register request ML

113 ML mbms_register response ML

114 WL mbms_deregister request ML

115 ML mbms_deregister response ML

116 WL mbms_session_start request ML

117 ML mbms_session_start response ML

118 YIS mbms_session_stop_request BAYIAD

119 ML mbms_session_stop_response ML

120 BAYIAD mbms_session_update request BAYIAD

121 ML mbms_session_update response VAP

128 BAYIAD ms_info change request identification_request

129 ML ms_info_change response identification_response

130 ML ML sgsn_context request

131 UL ;ML sgsn_context _response

132 WL ML sgsn_context ack

133 ML ML forward relocation request
134 WL ML forward relocation response
135 ML ML forward relocation complete
136 PP BALNS forward_relocation complete ack
137 LML ML forward_access

138 ML ML forward access ack

139 ML ML relocation_cancel request
140 PP BALAS relocation_cancel response
141 ML ML configuration_transfer tunnel
149 ML AP detach

150 LML ML detach ack
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BAL—LIT«4 |

fiE N—=2320 N—o3aui N—o302

151 ENR L AL cs_paging

152 ML YL ran_info_relay

153 ML ML alert mme

154 LML ML alert mme ack

155 BRI FAEAAD ue_activity

156 ML ML ue activity ack

160 ML BALAS create forward tunnel request

161 UL e L create_forward_tunnel response

162 ML AP suspend

163 ML ML suspend ack

164 ML AL resume

165 ML ML resume_ack

166 BAYIAP ML create_indirect forward tunnel request
167 AP BAKAD create_indirect forward tunnel response
168 BAYIAP ML delete_indirect forward tunnel request
169 AP BAKAD delete_indirect forward tunnel response
170 ML ML release access bearer request

171 ML ML release access bearer response

176 ML ML downlink data

177 LML ML downlink data_ack

179 ML B3P pgw_restart

180 AP BALAD pgw _restart_ack

200 ML ML update_pdn_request

201 ML ML update pdn_response

211 PAR/P BAEYAY modify access bearer request

212 ML ML modify access_bearer response
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gtp_info ¥—7—F .

& N—2320 N—o3 1 N—2322

231 e L e mbms_session_start_request
232 ML AL mbms_session_start response
233 AP BARAP mbms_session_update_request
234 ML AL mbms_session_update response
235 AP BARAP mbms_session_stop_request
236 ML AL mbms_session_stop_response
240 data_record_transfer request |data record transfer request FAEAAD

241 data_record_transfer response |data record transfer response e

254 L end_marker DAL/

255 pdu pdu AL

gtp_info F¥—7J— K

1 2DGTP A v — VI ZHOBERERNEEINDIZENH Y, TNENOERITERE
Bk K OERE A SLTIN L - TR SN ET, gtp infoFX—V— REEMATH L, FHES
NI EMERZO RN ORELZRB L, MENREZHFEOHERERICRET LN TEE
T, ERINTWNDA Y=Y XA T EIEHERELZIZIGCTP X—V a VLo TRRLED, 2
DF—U— REFEHTH & 1T, gtp_version HbFEHTAIVNENHY £,

TR L TERSNIZ 10 BRE L ERSNIZLTINOEL L THIFE TS £9, H—
DIEE - LTFINEHETET 52 b, 1 DDA — LN TEID gtp_info ¥ — T — N fli- TH
BOBHRERZHRETH LB TEET,

1OD* v —=VICF A A TOEBOERER P EZEN TV L HET, TXTHRREXRL
LTRAESHET, HRERDPEDLIEF THET 25813, EROA A X AT BB
SnET,

GTP A=V 3 G LT, R UEREROMEN RGNS DHZ LIEEL T I, =
L 213 cause [HEHEFZDOEIX GTPv0 & GTPvl TiE 1 T, GTPV2 TIiX 2 T

Sy NRDA—Y 3 RIS LT, gtp infoX— U — NRABME B LET, L0
BIOA . GTPV0 £7-1X GTPvl 737 v hTIEF— U — FOMEFRESRM 1 & —F L £
GTPV2 "y R CIHE2 E—E L ET, 7y NADOIEFRERMEN, 7y N TRESN
N= a3 VOBERMOETRVEAIE, F—U— Ry b —HLEHA,
HRMBERIEREZRE LSS, Xy NN TRESNI A=Y 3 v EIXERERIC, ¥—T—
FND A v E—2 XA FNGTP 237 v MNOEE —HTIEF—T — R —& L %7,

WOFIZ, GTP IHFMER T LIZV AT LTRSS NDMEE LT AR LET,
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[ N—320 N—=oaui N—o3v2
1 cause cause imsi
2 imsi imsi cause
3 rai rai IR
4 tlli tlli AL
5 p_tmsi p_tmsi ML
6 qos AL AL
8 recording_required recording_required BV
9 authentication authentication AP
11 map_cause map_cause ML
12 p_tmsi_sig p_tmsi_sig ZMA L
13 ms_validated ms_validated BV
14 1A HIA AL
15 selection_mode selection_mode BV
16 flow_label data 1 teid 1 ZMA L
flow label signalling teid_control ML
flow _label data 2 teid 2 AP
19 ms_unreachable teardown_ind BV
20 AL nsapi AL
21 ML ranap AL
22 WL rab_context ML
23 AP radio_priority sms ML
24 WL radio_priority AP
25 ML packet flow id ML
26 ML charging char ML
27 e L trace ref BV
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gtp_info ¥—7—F .

Tl N—320 N—3 01 N—2322
28 ENR L trace_type AL
29 ML ms_unreachable ML

71 ML AL apn

72 Y el ambr

73 ML AL ebi

74 Y EEY ip_addr

75 BRI R L mei

76 AL L msisdn

77 ML AP indication

78 AL ML peo

79 ENR L AL paa

80 ML ML bearer qos
80 L R L flow_qos
82 AL AL rat_type

83 ML ML serving_network
84 ML ML bearer tft

85 TR L R L tad

86 AL L uli

87 WAL UL f teid

88 AL w7 L tmsi

89 TR L LN cn_id

90 L Bz L $103pdf

91 TR L R L sludf

92 ML ML delay value
93 ML AP bearer context
94 i L i L charging_id
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fiE N—=2320 N—o3aui N—o302

95 ML ML charging char

96 LML ML trace_info

97 BAYIAP BAYIAD bearer flag

99 BN L L/ pdn_type

100 %L AL pti

101 LML ML drx_parameter

103 AL DAL/ gsm_key_tri

104 ML ML umts key cipher quin
105 ML ML gsm_key cipher quin
106 ML VAP umts key quin

107 %L AL eps_quad

108 AP BAK/AD umts_key quad_quin
109 ML ML pdn_connection

110 LML ML pdn_number

11 Ee L LR L p_tmsi

112 BN L L/ p_tmsi_sig

113 ML AP hop_counter

114 ML ML ue time zone

115 ML AP trace_ref

116 ML ML complete request msg
117 % L LR L guti

118 ML ML f container

119 ML AP f cause

120 L UL pimn_id

121 WL ML target id

123 ML ML packet flow id
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gtp_info ¥—7—F .

Tl N—320 N—3 01 N—2322

124 WL ML rab_contex

125 ML VAP src_rnc_pdcp

126 BN R L udp_src_port

127 charge id charge id apn_restriction

128 end user address end user_address selection_mode

129 mm_context mm_context src_id

130 pdp_context pdp_context BV

131 apn apn change report action
132 protocol config protocol config fq csid

133 gsn gsn channel

134 msisdn msisdn emlpp_pri

135 YD qos node_type

136 ZMe L authentication_qu fqdn

137 ML tft ti

138 ML target id mbms_session_duration
139 EASYIAD utran_trans mbms_service area
140 ZMe L rab_setup mbms_session_id

141 EASYIAD ext_header mbms_flow_id

142 ZMe L trigger id mbms_ip multicast
143 BAYIAD omc_id mbms_distribution_ack
144 ZMe L ran_trans rfsp_index

145 EASYIAD pdp_context pri uci

146 ML addi_rab_setup csg_info

147 AP sgsn_number csg_id

148 ML common_{lag cmi

149 EASYIAD apn_restriction service indicator
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fiE N—=2320 N—o3aui N—o302
150 BAYIAD radio_priority_Ics detach_type
151 ZMe L rat_type ldn

152 BAYIAD user_loc_info node_feature
153 ZMe L ms_time zone mbms_time to_transfer
154 ML imei_sv throttling

155 ML camel arp

156 YIS mbms_ue_context epc_timer

157 ZMe L tmp mobile group id signalling_priority_indication
158 BRI rim_routing_addr tmgi

159 ML mbms_config mm_srvce
160 BAYIAD mbms_service area flags srvce
161 ZMe L src_rnc_pdcp nmbr

162 WL addi_trace info ML

163 ML hop_counter ML

164 /P plmn_id AL

165 ML mbms_session_id ML

166 WL mbms_2g3g indicator AP

167 ZMe L enhanced nsapi ML

168 WL mbms_session_duration ML

169 ML addi_mbms_trace info ML

170 WL mbms_session_repetition num ML

171 ZMe L mbms_time to data ML

173 PAR/P bss ML
174 AP cell id M7 L

175 ML pdu_num ALY

177 ZMe L mbms_bearer capab ML

BAL—ILITA4




| BAL—LIF1%

gtp_info ¥—7—F .

fiE N—=2320 N—o3aui N—o3v2
178 ML rim_routing_disc AP
179 ML list pfc ML
180 %L ps_xid AL
181 ML ms_info_change report ML
182 WL direct tunnel flags ML
183 LML correlation_id ML
184 WL bearer control _mode ML
185 LML mbms_flow_id ML
186 WL mbms_ip multicast ML
187 LML mbms_distribution_ack ML
188 WL reliable inter rat handover ML
189 ML rfsp_index ML
190 %L fqdn AL
191 ML evolved allocationl ML
192 WL evolved allocation2 ML
193 LML extended_flags ML
194 R/ uci AL
195 ML csg_info ML
196 %L csg_id AL
197 LY cmi el
198 ML apn_ambr B3P
199 ML ue network ML
200 ML ue_ambr B3P
201 ML apn_ambr nsapi ML
202 WL ggsn_backoff timer ML
203 ML signalling_priority indication ML
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B scroax—o—¢

& N—2320 N—3 01 N—322
204 BRI signalling_priority indication nsapi |2%247» L

205 ML high bitrate ML

206 AP max_mbr ML

251 charging gateway addr charging gateway addr ML

255 private _extension private_extension private_extension

SCADA +—"7J— k

JL—)b TV 1 Modbus, DNP3, BELOCIP DV — Va2 FEHA L THED 7o hajg 74—
IWVRNIZT 7EALET,

Modbus ¥+—7 — K

Modbus 3?‘—7‘_‘ I\’é‘:ﬁ'ﬁﬂifﬁiﬂﬁ‘é Z & %_)\ content ’?Dbyte_jump fcﬁ kﬂﬁ@g’\"—y‘— ]\ k;ﬁﬂ]}
BOETHEAT LI TEET,

modbus_data

modbus_data ¥ — 7 — REFEHT 5 & Modbus B3R F 72130 END [Data] &7 o —/V NY b
FBLRTZENTEET,

modbus_func

modbus_func F—U— %%{%ﬁﬁ?ﬂé L . Modbus vl Vior—33 ‘/Eg;ki f:&iﬁ}’%@ﬁﬂj L/Ij\j@
[FunctionCode (B&RE=— F) 17 4 —/L FEZRAETE £9, Modbustége=— K& LT, 12D
ERF A 10 EBUE L7213 1 DOERF A LTI EBETEET,

RDOFRIZ, ModbustfE1— F& LTI AT A TRMS N D ERF DML LFFNE R LET,

3 56 : Modbus #ke a1 — K

[} X5

1 read coils

2 read_discrete_inputs

3 read_holding_registers
4 read_input_registers

5 write_single coil

6 write single register
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DNP3 +—7— k

ones —7— 1

fie XF5

7 read_exception_status

8 diagnostics

11 get comm_event_counter
12 get comm_event log

15 write_multiple coils

16 write_multiple registers

report_slave id

20 read file record

21 write_file record

22 mask write register

23 read_write multiple registers

24 read fifo queue

43 encapsulated_interface transport
modbus_unit

modbus_unit F—U— F%{fﬂqﬁ_é L . Modbus E*i 7= fiﬁ;%t“\ b4 H—ND [Unit ID] 74—
JVRT1O0 10 EREERETEET,

DNP3 ﬂ?“ J— ]\%%Zﬂqf{ﬁﬁﬁﬁ_é Z & %.) v content %byte_jump 73: kﬂﬂ@i"— U— ]\ &%HJ%/EI\
bETEHTLIZELTEET,

dnp3_data

dnp3 data ¥ —U— RZMHTLH L, BHEEINTZDNP3 T Y r—2a @77 7 A bD
JHHEfR LT 2 ENTEET,

DNP3 U7ty n, VoI @7L—0&T7 7V r—2a @777 A MIHBER L
9, dnp3_data X—U—RZ, &7 7V r—ary@B o 0XA 0 "OEBEEZELRLET, M
DN—)V F T aid, 1634 KT LT =220 L CF =y 7 LazBNETI, 77
TAV MNNOFBEREINZT X ERETHZENTEET,

dnp3_func

dnp3 func ¥—V— RZHHT 5L, DNP3 77V 7r— g VEERE 2 IH0E~y X —HND
[#8E = — K (Function Code) ] 7 4 —/V RZMETXE£d, DNP3Ea—RE LT, 120D
ERFE N0 EREE 21X 1 DOERFA LTI ZHFETEET,
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B ovess—o—¢

RDOFIZ, DNPIHERE— F L LTU AT A TRMS N D ERKEHDME & XFHN 2R LET,

£ 57:DNP3 e —

[} X F5

0 confirm

1 read

2 write

3 select

4 operate

5 direct_operate

6 direct operate nr

7 immed_freeze

8 immed_freeze nr

9 freeze clear

10 freeze clear nr

11 freeze at time

12 freeze at time nr

13 cold restart

14 warm_restart

15 initialize data

16 initialize appl
start appl
stop_appl

19 save config

20 enable_unsolicited

21 disable unsolicited

22 assign_class

23 delay measure

24 record current time

25 open_file
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ones —7— 1

fie XF 3

26 close_file

27 delete file

28 get_file info

29 authenticate file
30 abort_file

31 activate_config
32 authenticate req
33 authenticate err
129 response

130 unsolicited response
131 authenticate_resp
dnp3_ind

dnp3 ind ¥—U— R&FEHTH L, DNP3 77U 7r— a VEIRE~ Y #—WNO [Internal

Indications] 7 4 —/V KNDO 7 7 V= RETEET,

1 2DDBEED 7 57 E1RIIROFD L 572 ~REW D757 ) A Nt UFEHERE

TEET,

class_1 events, class_2 events

BEOT7Z7 T EEELESAE, =T —FEUVANNOEEOT7Z 7L —FHLET, WOM
D7 T T OMHBEDELZBET D121, 12D/ —/LN Tdnp3 ind ¥ — U — RZEHEIEH L

=7,

EFRFHADODNPINE BN T 7 7 & LT AT AT o TR SN D CFFIECEZ LU FIZR L

=7,

class_1 events
class_2 events
class_3 events
need_time

local control
device_trouble
device_restart
no_func_code_support
object unknown
parameter_error
event buffer overflow
already executing
config corrupt
reserved 2
reserved 1
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B crssvemnros—o—r

dnp3_obj
dnp3 obj ¥ — U — REffdT DL, BREFIIISENDODNPI AT V=7 b~ X —%RE
TEET,

DNP3 T —X %, 7Fa 7 AL T VAN E, SESERFATO—HODNPI ATV =
7 FTHREINET, £ 4713, TNEN 10 BEETHBI S ND T —7 &> TXH S
NET (TFe s ANITA—T RNALFIVANITN—=TRE) . HEINAV—TNOF TV =7 b
I, ThENAT V=7 b T2 ERETHA 727 ANV == a3 [ThoTEDL
KBS vET (16 vy MES, 32 By MEE FRSEREVNEIURRE) o Flo, A7V
7 b R =g DK H A T1E 10 HEEAE T BB ATRE T,

F TV F R LERANT AR, A7 P REL =T OX A T h R 10
WA T2 bRV 2= a DX A TR RT 10 EZEEE2EELET, 202 OOMAEE
DOEICESTDNPI3 ATV FOREDHA THREZINET,

CIPS LU ENIPDF—T—

WOF—T— REHRTELITMAGDLETEMRTS &, CIP 7Y ety d TR Sz
CIPBLWENIP F 77 1 v 7Tk BB ZHHNT D0 A2 MMZANV—VEAERTE ET,
HREARER T — T — RIZ oW TIE, FRBSHENOH OB ARE L £, dHc o VT,
CIP 7 Fut v HEZHLTIEIN,

x 58:

HRF—T—F Bak el

cip_attribute CIPAYE—T0 [j‘7‘:/:1: 7 10 ~ 65535
NT TR AL BN

(Object Class/Instance
Attribute) | 7 4 —/L R, EFE
SNl DOBFEZFREE L
ESr AN

cip_class CIPAYyE—T0 [j—7‘/:v: 7 10 ~ 65535
k75 A (Object Class) ]
T4V, EFEINZ1O
DEFEZEE L E T,

cip conn path class BN ADA T2 N 7T 10~ 65535
Ao 1 DOBEEZFRE L E
j—o

cip_instance CIP A v b=V D[ AH |0~ 4284927295
AID (InstanceID) |17 41—/
R, 1 OOBEEZFEE L £
7

cip_req P—ERERRA v E—, ML
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NGy B EEE

o it ]

HEF—T—F BEk #ipH
cip rsp P 1:7\}7[:\%)( y‘{Z*—VO %iz%l L
cip service CIPV—ERERAvE— |0~ 127

O [YP—E A (Service) ]
74—V R, 1 >OBHEETE
ELET,

cip_status CIP " —E R LKA v E— |0~ 255
D [AT—H A (Status) ]
74—V R, 1 OO G A

ELET,
enip_command EthNet/IP ~v X —® a< > K |0 ~ 65535
a— R, 1 OOEBEEZIEEL
i‘a‘o
enip_req EthNet/IP BE:k X v & —, ML
enip_rsp EthNet/IP Jin& A v B —, BALP

REDNT » MR Z RO/ MO L TORA N P AT D — V2B TE £77,

dsize

dsize ¥ =T — KU/ y hAf m— R RERELES, TRARO ) FHTE U2
BHT (< >) & CIOM@IELIET 5 2 LA CE £, KOMLEIE-> ClEEIRE
TEET,

>number of bytes
<number of bytes
number of bytes<>number of bytes

72& 21X, 40031 REHBAD /Ty B VA XERET DT, deypefEE LT >a00 ZfFEH L
F9, 500 N1 RGO ANy YA XEFBET DHICIE, <500 ZFEH L ET, 400 ~ 500 /3o
FDRTFy MR L TA—E R T—E LTHERAT DL ET DI, 200<>500 BfFH L
F9,

dsize ¥ —U— K%, 7V 701:"TZV'H‘&:J:’)¢C5::I*‘ RENDRIDINT l\’ﬂﬁﬁbi?‘o

isdataat

isdataat ¥ — U — RiZ, A/ B0 — FRNOEDMBIZT —Z D FEETH I EZMHRETHL .
=L =R LE T,
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% 59: isdataat D 5|41

RO,
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isdataat *— VYV — I\Tﬁ%ﬁﬁﬂﬁ‘éiﬁ?li&%ﬂﬁé L/ij—o

515

i

Offset

N = RNORFEDLE, =& 21, /7y b~ B— RNOSA ML 50
T — S RHBT 5 2 L ERET BT, A7y Mk LTso 2 d8ELET, |
[EH 713 tsdatant REDREEZEE LET, BEROT— 4 N~ 0— RIZIHE
LAVSAITEERHSNET,

if:\ E}Eﬁ@ byte extract %;&i 7LC X byte math %%%1%% LTz 0)6[4}5{0)1@%
BETHZ b TEET,

Relative

£

i

RBIZROD ol a7 oy — Bk BEIC U CHRT R ArE 2 3R L EJ, Xt
MEZERTETHHEIE. DT EZDBNAL FODPLIEED Z LITERELTLESN,
BRI O oo a T oY —Eh BIAFNCBENT 534 RS 1 22 LE|
WTNEZFAELET, e xE, RBICADhoTcarT oy —8hn 931
NMEICT —2 DB RE Z L ZBET DT, RtF 7'y e LTs 246E
L%,

Raw Data

F7a v

Firepower ¥ A7 L 7Y Tty L H57 a— 7 7Y r—va UEOERI L
DITONDHEIO, LDy b XA v— RZT —ZBEE I TWD Z &2 EE
LET, IOy 7Y —ERRIMT T > b 7 —ZWNICHIE L TOW AT,
Z D51¥ % Relative & — I CTE £,

B BAL—LIFa%

AN
=

N

=& ili\ foo EWH AT LY %@?ﬁ??é}b*—/lx’(“ isdataat DEBIRD X 9 ICHREINALE

* Offset =110

* Relative = enabled

V=L T UM foo DBAMLNA 1 — RRKEETIZ 103, FEBRELARWES, VAT
MIEEEHLET,

sameip

sameip ¥ —

BHLET,

fragoffset

T— RiZ, N7y FOREETLIP T RLAREFELEIP T RLANRFE L THD Z Lotk

ZOF—TU— RiIgl#EzZFANERE A,

fragoffset F—TU— NI, T5T A F’ﬂﬁéhfl/\ob—/ FNDOFTE Y }‘%—f*ﬁﬁbiﬁ—o g_‘ﬁ_ﬂ@
exploit (WinNuke % — B A ERKE/R L) TlL, FFEOA 7t v RO FEIAR S vz X
Ty TITTARNBMEDISTED, ZOF—TU— RPRELHET,

L z2iE, 797 A MEENTAAT Y hOF Ty FR3133T A I E S nEHRET HIC
. fragoffset 1@& L T 31337 %*Eﬁbij—o
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7074 ImEnx—7—F |

fragoffset F—U— }‘@%I;ﬁ%?gﬁj—5 CE %(Cﬂi\ 7&(@@%%%/@5%1% ij—o

% 60: fragoffset +— 7 — DS HEEF

HET & BA

! not

> L REW
< LA

BE () HETFZ <> LHAGDE AT RN LIZEEL TN,

Cvs

cvs ¥ —U— K&, Concurrent Versions System (CVS) 77 4 v 7 NTHREZRFEXD CVS =
YRV ERELET, XBEFIARAEREAO N EEHALT, =74 — =T o —%ik
HIFNCR A S, CVSY— N ETHEI—RZ2FITTHIENTEET, ZOF—U— K&l
B35 L&, 25080 CVS Mfig5tE CVE-2004-0396 (CVS 1.11.x ~ 1.11.15 & 1.12.x ~ 1.12.7)
BILONCVS-2004-0414 (CVS 1.12.x ~ 1.12.8 & 1.11.x ~ 1.11.16) (ZkT D LA T F
T cvs ¥F—T—KiF, ELWEXKOZ> NI THLHIEEREL T, RERERO= MY
DRHESNTZGAET 77— a4k LET,

CVSBEMET 2R — FE2L—/MZEDLLERHY £T, DI, VT 74 v 7 BRAETHA
BEMEDOH HHR— R 2 TCPARY ¥ —ND R b Y — AFREEHOR— U A MIBMNT 5 Z & T,
CVSty a VOREBERFTELLIICTLHMERHY £, A M) —LAFBENMTDOILD
7747 A= DY X MIIE, TCPA— k2401 (pserver) L 514 (rsn) 753‘%\&“(1/‘&
T, 722 L, =D xinetd —/N (D F Y pserver) & L TEMET 28551, EE D TCP
AR—=FETEETELZLIEBE LTS EEY, TRTOIFFEER— 2, XA Y — LAFESE
D[ FA4A7T > kAR =1 (ClientPorts) ] U A MIBMLET,

MELEYY
byte extract ¥ — U — F (48 X—)
TCP A MU —LDF ) TFakRX 7 g

TOT4THEDT—T—F

resp ¥ — 7V — FBLXWreact ¥ — 7 — NIC LV, 20D HETT 77 4 ZISEZRBTEET,
NRry ERELLDPOXF—TU—REELRALV—LE N A= LTHEHATZE, ZORA
N—IWZED 12D T 7T 4 TIVERHGLES, 72774 7IEDOF—T— KX, N —
ELTHEASNTE TCP LV—VITGE LT TCP Bt A AL 572012, E2lT b T—& LTHE
HENTZUDP L— WIS ELTUDP vy v a VAL L7200, 7277 4 7B xR L £
T BABRFENL—NLVTOT VT 4 7IEEEZSRLUTIZIY, (HBERT 7T 4 TIELE
PAETILEREET D L 9 BIRT D a[ReEn’ H 572 L) SESERBAT, 7774 7B EX 7 7
AT U —NLORDY ELTHESNTWERA,
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resp ¥—J—F
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TIT 4 7IEE, V=T v RBEFZIE NI VAT LU NERE S A T4 VERTY
A—F éﬂi@—o fikf_ﬂf\ A4 V@E‘ﬁf@ react ¥ — U — ]‘\‘L:J/J‘L;g]\/“(\ “/X%Abi%
WOWMRAD FZ 7 4 v Z7IZTCP Yy b (RST) 7y hEEEHATE, BEITZIIC
KXo TERMPHALET, 7277 4 7INEIX. Ny Y TRETIETR— STy, £
LTV EE AL

TIT A4 TIETRS>TRLZENRH DT, VAT HETCP Uty MZEXDHTCP Uty b
OFGEFFAILER A, ZHIUSED ., 77T 4 ZISEPERICRS Z & &k TcxEd, £
7o VAT AL, BERER 7R BITIZNE 5 TICMP BIEEARFE N7 v NI X 5 ICMP BIZEARRE /N7 v
N DOBRMGEFFAI LER A,

RAN—NVIBT 77 4 T % ) A—& LT L7k, TCPESTEBMD N7 7 4 v 7 %
BT 2E9, TCP A MY —L 7Y Ty Y 2RETEET, BMO T 74 v 7 HikH
Sns e, 7V Futy L FHESNERKEET, BNOT 77 ¢ TIRE Rt £ 1213
Ty a rOWGICEHELET, NI UAR— MRy NU—2 7Y T aky OFEMA T Y
YD 79T 4 THBEDHERARE (Maximum Active Responses) | B L [HR/NGEERE (7))
(Minimum Response Seconds) | #ZH L T 72 &0,

MENEY Y
BAEIEL— VL TDT 7T 4 TIE

resp¥—U—REEHATLE, =~y X —TTCP 7 ha/LtUDP7u ha b5
PIESNTWENDICESNT, TCPEEH £ /2IXUDP v T a T 7T 4 712 (REEHAYID)
ETEET,

X —U—R5|%EHATLE. Xy boFR, BEIOTCP U &> kb (RST) /37 v k& ICMP
BIERRERr Y FOELLE2T 7T 4 TINE L L UHERT N EIRETEET,

EEO TCP Ut bal#E I3 ICMP BIEEREES B A=A LT, TCP#fA#M L5 LT
&F9, UDP v a L5101, ICMPREERESIBIZTE2HEHTILNERH D 97,

T, SEIFRTCP Yty I EMRATHZ LT, Ny hOREET, sk, 3%
DWFT 7T 4 TIEEREDHZENTEET, TXTOICMP EERRS LT v MEE
TEICELNET, ICMP Xy hU—7 KRA N, FLEFR— FDEORFELRGE T v b E2FEH
TH) (F7E3OTRTEFEMT L)) ZfEETEET,

=V R Y =L LTl &7z & &2 Firepower AT LA CTEITSNDT 7 > a v & IEfE
IZHRET B 7201Z, resp ¥ — U — RCHEATE 55| A ROFIZHNIZELET,

518

A

reset_source

N—NZ N H—E L THERH LNy hEEFEILZ Y RARA 2 MITCP Y Y h X7 v b
kY F9., ZofRbvIiz, ‘F{EE@‘I\ia)%ﬁ&)@:"fﬂ'\g" FENTW5S rst_snd %?ﬁﬁﬁ“é Z &
HTEET,
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react ¥—J— F .

518 EL:L

reset_dest =N N =L LTHER Ly hOSEHRTHDLZ Y RKARA > MZTCP Ut v kX
Ty hEEDET, ZORDVIZ, TAABEEDOTDIZT R — NS TS st rev ZHEET
HTEHLTEET,

reset_both EEMZ RARA P EZER= RRA L FOWFIZTCP Yy b Xy &Y £97,
ZoRDLVIZ, FANEBREDOTDIZYR—FEN TS rst all ZfRETHIEHLTEET,

icmp_net EEANZICMP Ry N —ZBERGEA v E—TU&2ED £,

icmp_host EEMNZ ICMP R A FEEARFEA vBE—T 5D 77,

icmp_port EEMNZ ICMP R— FEEREERA v 2 —U %2 %0 9, Z05[30%. UDP b T 7 4 v 7 Z#k
TTAEDlcflbiET,

icmp_all EEMNICKRD ICMP A v —V ZiRk L E 7,

Ry b U— 2 BT
- A NEERRE
o F— NEERRE

react ¥ —J— F

e zE, =N MY T—& LTS L EICEROmlZ Yty b o Ko 1r—1%
%&fﬁﬁ“é&iﬁi\ resp '3?**]7’* }‘@{E& LT reset _both é’ﬁiﬁﬁ Ljf—glﬂo

DX I, Hor~EKEYDY A MEFEHL TEEOSIEf i cas £,

argument, argument, argument
BErEY Y

config response 21~ > N

react ¥— U — R&fFR+T L, Xy vB3L—LEZ NI =L L THERALAEESTT 740
F HTML _X—2 % TCP ##5t 7 7 A4 7 MIEETE £9, HIML X—YOEERIC, VAT
LIETCP U &y b Xy M &aff o TEEBOWEG~DT 7 7 ¢ T IE % Bth LFET, react ¥—
J—FRIXUDP N7 74 w7 DT 7T 4 &R M) T—E LTHERALERA,

FFva T, ROGIBERETEET,

msg

msg BB EH T 5 react =3y ML TR H—¢ L THEHAEINS &, HTMLR—
D= AR s A=V RERINET,

nsg BIEREHE L2 WS, HIML X— I3k DA v —IURNEaEnE T,
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B cetection fitter +—o— 1

\}

You are attempting to access a forbidden site.
Consult your system administrator for details.

G¥)

TIT 4 TIEIIREINDZENRH D=0, HTML & RXR—IIC X > T react —V23 b U
H—E LTSRN E L TLESY (#RELTT 77 4 ZINE DRI HE < FTREME
WY EF) o Cisco TIE, react /L= EZ+FICT AL TODLERIERETY 77 4 7127
DEIMRLTWETS,

EENEYD
JL—ILDFE (2 _X—)

config response =~ > N

detection_filter +—J— K

detection filter F—U—RZMEHT 5 &, ?E”Eéi’tf:ﬁf‘aﬂ?ﬂé:?ﬁﬁéi’tf:iﬁw)/\"# v RS
N—NF R UY=L LTHHLRWEEY , L= TA Xy hBRERSNRZNE ST HZ en
TEFET, ZHUC LY, BT EB34 A4 I T TU—NARARY MeERTHI R CTEE
T o X, HRHIC e 74 UEITN 2~ 3 BRI D 2 L IFBE AN T A, [F Uk
MNIZZEDOFRITHFAE LT GBI TR Y 72V AR/ L TV D RN S D £7,

detection filter F—TU— ROMBEOBIHEIL, FETSEEOEBLLDIP T RLAEZ T AT A
TET 220, A X2 b b H—FTOITHREEENET- SN XEEE, BLXOI T b
Ok 2 EZ LET,

AR ED N H—ZEOEBIIE, ROEXEHEHALE9,

track by_src/by_dst, count count, seconds number of seconds

track B#IE, N— NV OBREEREELR =T Xy MIoa b v T B EEIZ, Xy hORE
FTEIPT RVARLSEHIPT RLADODELL 2 HHATAEINERELET, VAT ATARU M A
VAE U ATBIRT D HEARET AL, ROFORNSBIEEEZEIR L E T,

5 62: detection_filter MBS |3

515 5 BA
by src EEITLIP T FLAIZL D ERED 7 |,
by dst SESEIP T KL AL DD v b,

count BT, W= TA Ry hEAKRT A0, FBESNBRNICEEESEZIPT FL
ADN—v N T —F_R&ENry NOFERELET,

seconds BlHUIL, N—TA Ry MEERTDHZDIIC, BEINTZEHDO/ N r v M3 LV—1%
VA —F REFHpEEZETRELET,
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Ny b NTaT Y foo %*ﬁ?ﬁ?j—éﬂ/*‘ﬂ/ﬁ§\ /)’t@%liﬁ%é\ﬁ detection filter XF—U—
FEFEHTLELET,

track by src, count 10, seconds 20

ZOFDON—E, FFEDEEITTIP 7 RLANS 20 BLINIZ 10 @D /37 » kT foo ZHRH
THETIE. ARV FEAERLER A, VAT ADNRYID 20 DLANIC foo ZETe/ v &
TOULMPRHE Lo 285803, A X MRERSNETA, LU, PO 207 T foo M
40 [AIHEL L 7285A00%, — T30 DA Xy RAVER S, 20008386832 & v v FNE
BahEd,

L = (M & detection_filter +— 7 — KD L&

detection filter ﬂ?‘_‘g‘— ]\li\ éif?ﬁ’{jqéﬁ) threshold 3’\"—]7‘— ]\@Z{J\‘Jbé %)@T'jao threshold
F—U—N&, MIAHEMEEZHERT 2720100l EE PR — SN THETH, BAKRY v—
NTHE S S L& VI L R CHERETT,

detection filter F—U— KL, T FRN—v% N T—& LT’@EH@?%EW:@)EH b
FRHHEERE T, —uid, FRESNT Xy N AUy FORNZHEH S MY T— "7 > B
WL AR MEAEKRLERA, £, A VT4 VBETIE, X7y MERETH L HL1—
NTHEHESNTNTH, TOXI R ry MEELEFA, W, HESNT Ty NI Y
Y RORICHBLT S, = E R H—L LTHERT 237y ML TOL—MdA Ry b &
AR LET, Eo. AV TA VBT Yy FEBET L L IORESNTWDLLAIE. £OX
VN NEEELET,
LEVMER, BT 7 v a v aRAEIEROA RV MBEWEEETT, Zhut., Ny FiA X
YRERVT—ELTHEALEZRBICERSNET, 4174 VBRRIZBWT, X7y b &ikEE
TR IORESNTN—ME, — LEVE S ITERRIC, v— &2 R H—E LTERT
LT XRTONTry MEELET,
T%]\ﬂ“w ‘\/‘_‘W'C“detection_filter ﬂ?_‘y— F%{%)\/])“\\/ ]\ Lﬂcﬂ/\ﬂﬁ\ 1%]\/(“\:/ ]\jﬂ]ﬁ%”\
¥ £ U'Rate-Based WA IHIRERE LT RICHASOETHEMATEX A Z LIZER L TLESVY, F
7LC\ 1§A7ﬁ’ U V_V\]@T%)\/]) N }‘ L%U\ﬂﬁ*&ﬁ%&%ﬂﬁé\bﬁfﬂzﬁﬁ@ threshold ﬂ?‘_‘lj_
REFHAT A4 R —bhENTma—b b=V EHMN LA, RY U—REENRRT 5 =
LICEE LTSN,
BErE Yy

BAALRY DO LEVE

BARY > — DI DORTE

[/b—/b (Rule) ] X— 5 OEHL— IRIED R E

02— B AR ANV — VDA VIR — R DTA KT A

tag ¥—7T—

RANERITEY Va VT RENO N T 7 4 v 7 2u JICRERT 5 89 VAT AILETRT
BHICIE, tagF—UV—FREFEHLET, tagF—TV—F2F-oTHRETAEN T 747 DHA
FLEERETDH XTI, ROBXEFEHLET,
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tagging type, count, metric, optional direction

RD 3 ODFEIZ, TOMOEHTTRERFIHU SV THA L £,

20ODFATDE THEENGIBIRTE ET, ROKRIZ, Zho6DF VRO Z R LET,
BAN—NLTNLU—V R L AT v a rOHERE LTS E, session ¥ 75|54 A4 72k~ C,
BBy arnb0 7y MRBIO® T arNbD/ry O X ICEEESND Z LIl
BELTLEEN, Aty varnbonry haEeo T A—7bd 512l FURA
JL—LNT 12Ol EDN—v 72 3 (flag ¥ —T— KX content F¥—U— K72 ) &%
ELET,

3 63:tag DEI%

ClE Bz

session = N = LR LIy a v NOr sy hEa 7T L
7,

host N— N N =L LT LIy hEEELIEARA RDLO 7y
Mea ik LET, RANNPLD NI 7 4 v 7 DFH (sxe) . FT2iE
RARSDRNT T 47 D (ast) Zitdkd D HFmEM 2B TE F
7,

RICRERT D N T T 4 v 7 BERET D123, ROGIEEEHLET,

R64: 77> FEIK

E1E Bl
count =V b Y =& LTHER SRS e 71T 587 v MIERR

Z OB ZFEET DIZ1E, count FIE DR ICHIERAES (K2 L £,

RORDOHNG, FT7 4y 7 ORFMEIFREI LICr 7 THMAT 2REEELZRIRL T 7E
éb\o

AR Y U7 TR BB ET Xy RRAETHEREELRH D 25Dy b
WZH T o T B ENRT =< RCEHRBREERN RSN D120, LTy NU—F 8
BIZAEDETZORELFHEL T EE,

®65: 07 DRIERESIHK

515 B
packets f f W=D Y T—=RIZ, AV P THRESND ATy MiEdn ZIZek L
e
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flowbits +—7— £ [}

5|8 SBA
seconds W=D N H—1%IZ, BT FNTHRESNOIREOM, N T 74 v 7%
ERLET,

e ZIE WD tag F—V— MEZHEMT 21— b =L LTER SRS E,

host, 30, seconds, dst

WD FAT > FIBEA MIERFEENDITXTONRTry bR ZICREESNnNET,

flowbits +— 7 — k

WL 2t v g BV Y THITIL, flowoits ¥ — U — REFEHLET, T TITARIDTT
ONTRBEIZHE SN T E Yy v a VNORE Ty FESITTHZ LICLD, VAT ATH—
Yo a WNTEEDN )y MRS 7 A7 A MaBH L TEEZHTZENnTEET,

flowbits IREEA I, B> v a Y OREHS TRy MZEID B ToND 22— —ERDO T ~)L
T Ty RONEIZESWTAR Ty MIRBAZTHT 2 &, BEOLEDRN Ty k&
BER Ay MEKILLT 20 £9, FEMRT ANA X T EITRK 1024 EORER % &
BTEET, LLrE v /A VHIIRICDOBIEAT L LBDN>THNDHEENT Y MID
WTHEBET B2, flowbits F— T — REFEH LT, ¥ifla 71 L RI72#k+ 57y M &
PRETLHZLICED, HEASAT Y MCERZRKRD ZENTEET, ZOX ) L EEST S
Wi, £ By a v NOTRTCOB I A UHESLE /Y7 > Billogged in IREED T ~L %
o —nZEil LTct, 2 &ADOAL— VAR L, &AIDONL—/VTRIE SNTREE R
Nry NEBRELTED LI 23y NETELIRT 5 flowsits XD NL—/MIEODET,

A7 a D group name EEMATDHE REO TNV —TITRELZEDHENTEXET, 1
DORELNIEI D T NV—TICETHZ N TEET, Z—TICBEMIT HAv T2V R EE
AR TIZ vz, Y =& U TER Sz b — A3 7 v — I BEAHT ST
TRVRREZ R E LA, BUERE SNV TV A OREBIZIIEERH Y H A,

flowbits ¥*—J7— FDA T 3>

3R 66 : flowbits DA T 3 >

WDFIZ, flowbits ¥— T — RCHEHATX HHE . K&, BIOI/V—T D3 F I E A
BOBIZOWTHALET, 2B, REA L, 287, UL R (), 7ov¥—Ra7
() B vyr=a () 25052 LBTEET,

EEF  |REATUay HL—7F |i6g

N N FFa | Ay Mo ARSI RERBRELET, S—F

° - v PEFZRSNTVDESIT. SN A—FHNTREES
BELET.
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B fowbis +—o— kAT

BAL—LIT14 |

HETF KA Toay gIL—7 |58
. tte Mamesstate name F7Fva [Ny MIET L, BESNEEBORELREL T,
- - v TN—TPEHRZINTWDEEIL, FRESNTZZV—TH
THREBEZHRELET,
etn tmte mame ANIWZE (FRESNIZ T V—TNT/r y MBI LU TRE S IREE
- EREL, ZN—THAOMOT N TORELMRL £,
setx state name&state name AW | FBESNZ T N—TNT/ v MZBE L THRE S LR RE
- - BRE L, ZN—TNOMOT X TOIREEMFERL £,
N eete mam TN—"" |y MCBET E SNTRBA R L £,
- L
TN—"" |y NMCBET DHEESNTREBE MR L £
unset state nameé&state name
- - L
nset L ANWVE (FBESNTZ I N—THNOTXTORIEZMR L £7°,
Coeole ate name IN—"7 |$RESNIDREDRE SN TV DG a 3TNzl &5
% - 2L ESNIREMRR SN TV ABAIC Tz h e E L E
75
toggle state name&state name 7\\/1/‘—70 ?Eﬁz“éﬂf:%ﬁi&@%%#%&ﬁ?éﬂfb\é%éﬂi%;h675:@2;:’
% - - L BR L. B S EEOREDSHR STV 5EAEZh
LaRELET,
fovole 1 ATIWE [FRE SN V—T N TEHRE STV D TR TORREL iR
” L, HEESNE /A — TN TR ST ST RTok
BasE LET,
Ceet ate name TN—T" | FREINTREN Ty PN TREIIVTWDINE S g
- mL o |HBILET
isset state_nameé&state_name TN—"" |$5E ST DOWRIEDR Ny PN TREIN TSN E
- - L 2RI L E T,
isset state name|state name 7‘}1/_70 ?Eﬁiﬂéﬂflb\fﬂﬁ!@:{ﬁﬁgﬂi‘/\c’b‘y }‘V\]T%Hﬂiﬂéﬂfb\é
- - L MEIMEHRILET,
isset an ANWE | FRESINTZITN—THNT, WTNDLOWRENERTE ST
! BIE S DRI LET,
- 1 AN (FRESNT T NV—TNT, T XTOREBIRESNTND
NE I DEHRILET,
conoteet | state name TN—T" | FRESNTAREN T v PN TRIE SAILTW 2NN E 9 s
- L B L ET,

B BAL—LIFa%
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flowbits ¥ —7— RO EAICET 574 k51> [

HEF KA Ty GNL—7 |8
isnotset state name&state name TN—T" | FRE S NI DIRRED N7 > FINTRE S AL TUVRUN
- - L E il L £,
isnotset state name|state name 7‘}1/_70 ?Eﬁiﬂéﬂf:b\ﬁ*ﬂﬁ!@:{j(ﬁ%ﬂ)\ /Qb. > ]\ W’C“%ﬁ‘fﬁéhfl/\
- - L RNDNE D AR L E T,
onoteet lan ANRZE |7y RN TOT D OIREENFRE ST E H s
! AHRILET,
conoteet a1l ANNWIE |7y FNTTRTORENPREIINLTWHRNNE I 01 E
HBIL ET,
oot (IR#EZ2 L) F7va | TRTONRT Y bOTXTORELMRLES, 7 1r—7
> BHE SN TWBIEA, 7 —TRNOT_XTOIRIEZ R
LET,
oalert CIRREZ2 L) TN—T" | A Xy NMEREIHIT 2121, e o EE 7 L HAA
L DETHEHALET,

flowbits ¥—7— FOERICEET 504 K54 >
flowbits ¥ — T — R&FEHTL L 1T, ROBITEEL T I,
s setx (AT EZ AT HHE.

ZEWTEEREA,

setx BT ZEHEIER LT, TNENDA L A L A TR A DIREELR U 7 V—F %15
ETEET,

setx {Eﬁ%%%{%ﬁﬁ LT 7‘/1/*‘70%5[%7]?—?_5%/5\\ %@7‘/]/*‘7%:;@ LT set, toggle,

BELFREIL, BELEIA—TUNO T N—T BT 5

unset {Eﬁ%%%{ffﬁ'ﬁ—é Z <E ﬂif% i“@:/uo

isset JHEL{ & isnotset HE 1. FHESINIREN TNV —FITEEN D20 E 9 MNITEHR

<, TOREERHE L £,

RARY o —DRfFR, BARY —OBEMRE, 3L (77&8R 3 br—L K

P=TERENDRARY =R R) 778 A av br—L R —O i
Wi, Z—7HEDE W isset £7-0L isnotset BE T2 E T /L — LA LIZEE.

T DUREEL & 7' P aVIZEE T D f1owbits Bl BT (set. setx. unset. toggle) \z
BT LD 1 OULEDONV— NV E2RHI LR E | ST DR D flowvits TV B TITE

B 25T _RTON—VBHENTR D £F,

RARY 2 —DRAFRF, RARY —OFEMR, BLW® (778X 2> br—L K

Y=TERENDRARY —HUCBRR <) T2 EA ay hu—L R —OuE Mk
11X, 2 —7ZBE L - isset B T F 71T isnotset A FZ E e/ L—/LEHZC LT
i}'%/ﬁ\\ flowbits %U@‘é’lf (set\ setx, unset, toggle) L:,EZ%L\ iﬂi\ﬁ“é 7\/1/‘_‘70%755
ERT DT RTOA— VS ELHNIRY E7,
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B rowbits £—o— ko

flowbits +— 7 — ~ D4l
:@IE'C‘\MZ\ flowbits '\“\"‘—‘]7*‘ ]\%‘j{jﬁ)ﬂﬁ*é 3 O@@J%‘fﬂf\‘ Lij«o

flowbits ¥— 7 — F D4l : state_name Z{HEF L =% E
ZAUX, state name Z ] L7z flowbits 5% & DOFIT9,

Bugtraq ID #1110 [ZFEiR S LTV D IMAP JE59EIC DWW TE X THET, ZOMEFHEIX, IMAP
D3 (BRMIZIZLIST, LSUB, RENAME, FIND, 3 JXWU'COPY =+ K) THROLNET,
7eE L, WBENZOMEIMEAERT 2121%, IMAP —I2u 74 VT 50 ERH Y £7,
IMAP #—/37>5 @ LOGIN fE#R & ZHUHiE< exploit IXSRAVIZHI % D37 MIFTET b7z
O, ZD exploit T AIFET7T o — RXR— 2OV — )V EVERT D DOIXIREE T, flowbits F—
J— R&fo TN —VEERT DHE, 2—FRIMAP Y —NZa F A VERNE D0k
BERL, B2 A CEHROLGEIX, WTNOOKEPBE SNIRFERTA X AR TE
T, =R a T A FELTRVEE, WBICL > THEFHENERSND Z & i320ned, A
Ry MBRERISTER A,

TRED 2 ODN—)v T FZ T A MIZOBZERLTWVET, ROON—IV 7T T A MNE
IMAP J— 750D IMAP 1 7' A R E BB L £,
alert tcp any 143 -> any any (msg:"IMAP login"; content:"OK

LOGIN"; flowbits:set,logged in; flowbits:noalert;)

WOKIL, EFRON—IL 7T T A MBI 5 flowbits F—T— ROZREZRLTWET,

B BAL—LIFa%
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flowbits — 7 — KDl : state_name % &M L F=5%E .

Apply rule if
No active in
intrusion policy
and matching
port in traffic

Host in
networks and in the
network map?

I 3

Application
traffic

in packet?

Application
metadata
In rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
hast application
information

371863

flowbits:set |& logged in %ﬁﬁ%%&ﬁ Liﬁ“ﬁ\ flowbits:noalert 237 ?*‘ k %Tfﬂﬁ?'JTé Z <E
WHEELTLES Y, T, IMAP Y — AN ETEHOBELRn 7 oy a VBRSPS
FREMED N B DT D TT,

WDN—)v 7 Z 7 A MEILIST XFHNERR L ETH, By v a VAOET N > ORER
& LT logged in IREENFREF A TRWIED . A X2 MEAKLEHA,
alert tcp any any -> any 143 (msg:"IMAP LIST";

content:"LIST"; flowbits:isset,logged in;)

WL, RO —N 7T 7 A MIEBIT 2 flowbits F—V— FOREZRL TWET,
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B fowsis £ —o— ropl mimma R FESIERST

&s
it

Apply rule if
No active in
intrusion policy
and matching
port in traffic

Host in
networks and in the
network map?

I 3

Application
traffic

in packet?

Application
metadata
In rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
hast application
information

371863

ZOBE. BmIDT T T A NERET—IVINEIT Ny Mo TR U A= LTHER L
YA, 2BBDT7 T TAL NG L— AN MY A= LTHERL, A FEAERLET,

flowbits ¥—7T— F D : IRRHEA R FEBI SR ITHRE

Btoi Xy NNa T oD &R TOREBEFFOL— VI —ET 5 Z &I k> Tk
ARy NIRRT LEREMENH D £, HEDONL—ILTHRESNT-BEEOWRIESL & 7 L — 7T
BOHIETINEERTE ET, ROBIX, HEORESLZ 7 NV —T 108D ROGEE SRR
HORET DAREMENH D Z L 2/R L TVET,

12Dy gV TIRDIDDL—)ILTFZTA NRZDEFTRY H—E LTHERAENSS
BEEZTHET,

(msg:"JPEG transfer";
content:"image/";pcre:"/"Content-2?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";
?flowbits:set,http.jpeg; flowbits:noalert;)

WOKIL, Eion—v 7F7 7 A MIBITD flowpits F— U — LI 2N L’(V\i—g«

B BAL—LIFa%
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flowbits £—7— Kl : igtig <> b3z TRE [

Keyword: Aowbits Rule Evaluation Criteria Match Result

Operator: set » It match, set
State; httpjpeg hittpjpeg state,

o Yes P State hAttp jpeg set

Keyword: Aowbits Rutle Evaluation Criteria Match Result
o —— It match, do not ] . N
Operator: noalert : 2 generate an syent. Yes P Mo event generated g
ki
%*}J@/V_‘II/ 737% Ve ]*WO) content ¥ —U— K& pcre ¥ —U— K JPEG 77 A 57'7

v H:gﬁz L. flowbits:set, http.jpeg M http.jpeg flowbits AT — |k %%&E L.
flowbits:noalert [F/L—/LTOA N2 MERZMHI L E T, A2 MRER S AR WBEHIX,
ZON—NVOEBINTZ 7 AN 7 ra— REBRE LT flowits IREBZRET HZ L2056 T
T ZHUCEY 10U kDA R=F b= L TR EMAE L TAE 2T Y 2L,
AEAT YR SIERRTA N AR TEET,

WDON—) 757X M, FEOIPEG 77 AN X7 u— Rk GIF 77 A )V Ay
02— RZERRMLET,

(msg:"GIF transfer"; content:"image/";
pcre:"/"Content-?Type\x3a (\s* |\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:set,http.jpg, image downloads; flowbits:noalert;)

WKL, Lo —n 7T 7 A MIBIT 2 flowbits F—V— ROREZRL TWET,

Keyword: flowhbits Fule Evaluation Criteria Match Result
Operator: set If match, set http.gif State http.gif set in
State: http.oif state in group : 2 Yes Eroup
Growp: image_downloads image downloads, image_downloods
Keyword: Aowbits Rule Evaluation Criteria Match Result
1 o f match, do not E 2 SR
Coerator: poaler! ] genarats an syent. S| Yeg P Mo event generated E
(]
5

2 & H DIL—)VIND content F—1TU— K & pcre ¥—YU—KNIXGIF 77 A /L 57'7‘/I3~—— ]“%fﬁg\
/E[\L/\ flowbits:set,http.jpg & http.jpg flowbit A7 — b %%QH/TE L. flowbits:noalert [T/L—
IVTOA Ry MEMRZIFILET, PIONL—IL T T T A FTRIE ST http. jpeg IREEN
ARENIZR > THHEMEBRESNTND I LICERELTEEY, Ziud, %EOGIFX T
2= FARIHENIZ L ZITIPEG F Uy u— RBBEICK T LTV I Th D72 TT,

WIZRT 3HZEHDON—V 7T T A NMIRPION—IV TT7 T A b _=F 2 TT,

(msg:"JPEG exploit";?flowbits:isset,http.jpeg;content:" |FF|";
pcre:"?/\xFF[\xE1\xE2\XED\xFE]\x00 [\x00\x01]/";)

WO, RO —v 7T 7 A MBI 5 flowbits F—T— ROZEREZRLTWHNET,

Keyword: Aowbits Rule Evaluation Criteria Match Result

Operator: isset » It hitp jpeg state is » oo »
Starte: htip jpeg set, generate event. i

{False positive)
Event generated

372147
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B towbits ¥—7— ko :

flowbits +—7— F D44 :

RBRHA R FEHCT2ODERE

3FEEHONL—IV 7T T A NTIHE, BITREERIZ/R 572 http.jpeg AT — MK Eénfw
DI L% flowbits:isset,http.jpeg DVHEIBI L. content & pere i (GIF 7 7 A /L CIHEE T
%ﬂJ%G774»WT@%%&%@§%6ﬂV?V?%%éLiTQ3%5@»—»777
AL MZEH-T, JPEG 7 7 A VNIZTFHE LW A7 0 A MIBET M HA X FvE
REnET,

RBREAARNY FEBHCT-ODERE

WOBNL, REAEZ I N—TIZED T setx HERETEHEHTL2L T, CoXHITEBE A
ETEBAMNERLTVET,

BB EIFIER U — 2% E 2 F9, 72720, &PID2HOD)N—L T, [ CIRESZ L—T122
OO DIREL VDG END LI T iRy F77,

(msg:"JPEG transfer";
content:"image/";pcre:"/"Content-?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";
?flowbits:setx,http.jpeg,image downloads; flowbits:noalert;)

WO, EFRDON—v 7T T X MIBIT 5 flowbits ¥ —T— ROREZRLTWET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: sety If match, set kttp. oo State hetpjpeg set in
State; http fjpeg P state exclusively in group . 2 Yes Eroup
Growp: imoage_downloads imoge  downloods, image_downloads
Keyword: lowbits Rule Evaluation Criteria Match Result
Cperator: noalert » i e s 4 Yes P Mo event generated | | 2
an event.
5
&
WWNDNV—)b T T T X "ISIPEG 7 7 ANV Xy ra— REetd 5 &,
flowbits:setx,http.Jjpeg,image downloads F—TU— KD flowbits lljﬁ 75? http.jpeg Iz g&ﬁiﬂ L.
FDIRREE image downloads TN—TIZEDFET,
ZDOW%, WON—IVBEEED GIF 7 7 AV X7 ru— RERHELET,
(msg:"GIF transfer"; content:"image/";
pcre:"/"Content-?Type\x3a (\s* |\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:setx, http.jpg,image downloads; flowbits:noalert;)
KOKNE, EFRON—I 7T 7 A MIET D flowsits ¥— T — FOIREZRL TOET,
Keyword: Aowbits Rule: Evaluation Criteria Match Result
Operator: setx If match, set http.gif State hitp.gif set in
State: htip.gif P state exclusively in group e i = group
Group: image_downiaods image_dawnloods, image_downlomds
Keyword: flowbits Rule Evaluation Criteria Match Result
If match, d t
Operator: noolert | ”..a : nim- o= es 3 Mo event penerated @
generate an event, =T
o
5]

. BAL—ILITA4
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http_encode F—"7— K .

2EEDOIL—IL TF AL MNGIF AT a— RIZ—HT 5 &,

flowbits:setx,http.jpg,image downloads F—U— ]‘ iR http.jpg flowbits AT — }\ %%&ﬁ L\

TN—THNOMD AT — T D http.jpeg ZfERL E T,
WIRT3IFZEBDONL—)L 7T 7 A N TEBHIERAELEEA,

(msg:"JPEG exploit"; ?flowbits:isset,http.jpeg;content:"|FF|";
pcre:"/?2\xFF[\xE1\xE2\XED\xFE]\x00 [\x00\x01]1/";)

WORIL, ERRONL—IL 7T 7 A MIBITD flowbits ¥ —TU— FOEEZ R L TWET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: isset t http jpeg state is
i N No event generated =]
Starte: htip jpeg > set, generate event. > I i La skt gerstaLed =
£
(]

flowbits:isset,http.jpeg 2 false THHZH, /—)L = VN — VOB EEIE L, A
Ny MIERSNEEAL, 29 LT, GIF 77 A NVNOa T YR IPEG 7 7 A WIZEET 5
T RTaA b arrrYE—HLEGETOHRMRESEREINET,

http_encode F+—"7— ~

http encode ¥ — 7 — RZ{Ef9 % &, HTTPURI, HTTP ~ v % —N®D3 cookie 7— %, HTTP
Bk~ Z—ND cookie, HTTP JEZND set-cookie T —F DWW T NncBW T, IEHALRTO
HTTP ER F 1IN END Ty a— R XA FZHESNTA RNy b EARTEET,

HTTP Jin% & HTTP cookie ZFfR#A L, http encode ¥— U — R&HH L T\ H/L—ic—&K L7
H D&Y X I, HTTP Inspect 7'V ot v ZRETHLERH Y £9,

E N BEAIL—ILND http encode F—U— RTHEDTZ a—RKZAFIZLoTA 2 b
M) H—=E L THHASNDS LT 512X, HTTPInspect 7'V 7' 1t » H3%E Tl # DFFE D
T A—REATDT A= R F S a7 I — AT a rOmMGEENCT D0ERH
nDET,

WD, ZOF T aTARY FNEERTE S, HTTPURL, <~ & —., cookie, set-cookie
Oy a— R XA TEHHLTNET,

% 67:http_encode T O— K 24 7

Tya—K a4 |35

7

utf8 HTTP Inspect 7'V 7mtE v H#i2 L5757 a— RTCUTF-8§ = a— K XA~
WEMNZ 2> TWDEA, FEE SN CUTF-8 = 2 — RERH L&
T

double_encode HTTPInspect 7 U 7t v P2 L AT a— RC_EHTa— K& A 7NE

N> TV DTG, FESHIEI T HEHxra— FalRH L £,

non_ascii

FEASCHIXFEnRHEEINTH, SNz a— R XA TRE/IR-
TWRWEEAIZ, FEE S N5 T T ASCI XF- 2 Mt L ET,

gaL—LzF«42 I}
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. http_encode —"7— KD X

I a—Fk A4 |t

7

uencode HTTP Inspect 7'V 7' 1t » $1Z &L %7 22— R T Microsoft %u = > = — K ¥
A TINBINZ 2> TWBEE. F8E SN 7=5FT T Microsoft %ou = 22— K
FRHEHLET,

bare_byte HTTP Inspect 7'V 7m v HiZkL A7 a— RTEANS b oa— R ¥
A TRENN /2> TNBEHEE, BESNTLEHITCEAN, b a— K%
BHLET,

EELEY D
HTTP Inspect 7"V 7't v
P— L ~UL D HTTP IEH LA 7> 3

http_encode +— "7 — FD1EX

Ioa—T4 VT DER
HTTP URI, ~v % —. F721Z set-cookie 72 & D Cookic THREEINT-= v a—F (L F XA
ERBETOINEINERELET,

Iva—K A4
WONTNHOEXEZFEHA LT, 12Ut a— K24 7%2BELET,

encode_type
encode_type|encode type|encode type...

ZZ T, encode_type IR DOWNT DT,

utf8

double_ encode
non_ascii
uencode

bare byte.

HE () HET L OR () HEFEZFHIEHATE RN LIZERELTIES N,

http_encode +— 7 — KDl : 2 DD http_endcode F— T — KZEFAL-2DOT>a—

—

TA

T DR

WIZ, RIC/A—/LT2 DD nttp encode ¥— 7 — K& LT, UTF-8 35 & U Microsoft IIS %u
T a—F 47O HTTP URI #FET 50 %2R L £,

H%?‘)N:\ http_encode 3’\’_‘]7‘_‘ ]\%{ﬁﬁﬁ L/ij‘o
s I O—T 4 VT DIEFT : urTe URI

eI A—TAVTDEAT :utss
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fpmc-config-guide-v64_chapter92.pdf#nameddest=unique_2316
fpmc-config-guide-v64_chapter92.pdf#nameddest=unique_2255

| BAL—LIF1%

B file_type BXU file_group *F—J—F

‘/kﬁl\ JEjJ[]O) http encode F—U— REfEH Liﬁ—o

eI OA—TFT 4 VT DIEFT : urTe URT

eI A—TFT AT DB AT : uencode

BEZE - file_type & & U file_group ¥—7— K .

file type & file group F—U—REFEHATLIE, XA T NN—T g NZHSNT, FTP,
HTTP, SMTP. IMAP, POP3, NetBIOS-ssn (SMB) %/ L CTIRESND 7 7 A VAR T
F9, 1 2OIRANL—ILVNTHEED file type *— U — Ko file group *— U — R &2 L%

WTL7ZE0Y,

WegstET— % X—A (VDB) Z2H#HT5&, HHTOT7ANZAT RN—=Var, Tr—7
PRAN—IV =T 4 ZIZERINFET,

G¥)

VAT AL, file type BL N file group F— VU — RIZEEZ AT D017 ety i
HEIWICAZNCT D22 LIELER A,

file type F70E file group X*— U — RIZ—4 2 774 v 712 LTARNY MEAERKL,
A TAVRETIE, BNy ME Raey T LET, 721005 BEOT Y Yutkwyvizfs
MNZT HELBHYET,

% 68: file_type £ & U file_group DIREAA X2 FDER

Jokran WERT)TawySFELETI IOy F T a3y

FTP FTP/Telnet 7'V 7 & v 9B L [TCP ~A 1 — RO IEHE (Normalize
TCP Payload) 11~ 74 Y IEHULT ) et y¥ 79

HTTP HTTP b7 7 4 v 7 TORAA X2 N &ARKT % HTTP Inspect 7° U 7'1
oY,

SMTP HTTP R 7 7 4 v 7 TORAA X NEARKT H SMTP 7' F'at v ik

IMAP IMAP 7'V 7ua & v

POP3 POP 7'V Fut v

NetBIOS-ssn DCE/RPC 7'V 7t v HBIW[SMB 7 7 A )b A A7 v a2 (SMB

(SMB) File Inspection) ]DCE/RPC 7'V 7t v 47 3 v
BMELEYY

FTP/Telnet 7 = — %
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. file_type ¥—"7— K & file_group ¥—7— F

A TA4 IERULT Y Tat vt
HTTP Inspect 7'V 7'a & v
SMTP 7'V F'ut v
IMAP 7'V 7t v

POP 7' U Z'ut v
DCE/RPC 7'V 7't v

file_type +— 7 — K & file_group ¥—7— K

file_type

file type ¥ — T — RZMHT DL, NI 74 v JNTHRIERSRERD T 7 A NDEA T L N—
ValrERETEET, VAN ZAT515 JPEGPDF 72 E) X, N7 7 4 v/ T
THT7 7 A NOEEREFHN L E9,

GE)  FUBRBAL—ILNT tile type F—U— FEZHID file type F—V— NE72IT file group F—
U—R&—HICERLENWTLCIESL,

7 7 4V hTIE Any Version VBRI NLE TN, —HOT7 7 A )V ZA T TFIAA—Var 47
vay (FEZIEPDF A=V a v 1L7) ZBRTHZEICEY, T 7407 THhxg LR
HBEEED T 7 AN ZA T NRN— g U EBATEET,

file_group

file group ﬂﬁ——U»— ]\%‘—f{%ﬂqﬁ—é k N l\ 374’ /7??{*%&‘3—5%5{9\@774/1/ &/]) 77)‘%
72% Cisco EFD I N—THBIRTEXET (RIVFATAT. A—Ta4A7%E) , 2. 77
AN TA—TZE, FNA—THNDOET 7 A4V XA FIZBT 5 Cisco EFDNI—Ta v bEE
nTWEd,

GE) [EJ E{%]\/l/*‘ﬂ/lﬁ'@ file group XF—U— ]‘%}DJIJO) file group XF—U— ]‘i 7= [lue file type X —
U— RE—fEIERALELNTES 0,

file_data +—7—

file data F—T— }‘ﬂj:\ content, byte jump., byte test, pcre 7L£ k@ﬁﬂ@%‘*‘g*‘ ]‘T{ﬁﬁﬁ
AIREZRNLIER IO SZIRE L THRET 2R A # T¥, file data ¥— Y — FRPELRTT—4
DEATE, MHEND T 74 v 7ICE>TREV EF, file data ¥—V— REHEHTH
&L MDA u—F ZATORHEEIRURT ZERTEET,

« HTTP )i AT
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| BAL—LIF1%
file_data —7— 1[I

HTTP &7 v b & RAEd 521, HTTP Inspect 7'V 7k v &2 H%h2 LT, HTTP
IVEEBRET DR )TV ey B ERET HMENRH Y £, HTTP Inspect 7'V 7'
Y v YW HTTP IGEAR LT — X i L7288, file data ¥—VU— KRN —FH L 7,

MG gzip 7 7 AV T —H

HTTP A A LN D IEERE gzip 7 7 A V& & 5121, HTTP Inspect 7 U 7' ut v %
AT HMERHY . S HIZHTTPISE A MRAE L CHTTP ISEAR LN D gzip JE#E 7 7 A
NEEITLTHE )TV ety 2R ETLHMLERD Y £7, FFMICO>VLTE, —1
~JL D HTTP EERUEA 7 2 a & [HTTP W& DA (Inspect HTTP Responses) ] 3 KO [
#a7T — & DA (Inspect Compressed Data) | #Z M L T 72 &V, file data ¥— U — K
L. HTTPInspect 7'V 7' vt ¥ 23 HTTP B A LN CIEILNE gzip 7 — X = HiH LT-56
WZ—EHLET,

IE#UE 417z Javascript

IEBE & 47z JavaScript 7 — & Z fRAr 95 121X, HTTP Inspect 7'V 7’m& v ZH L
T, HITP LB ZRETHELH 7Y ey P 2R ETLHMLENH Y £9, file data ¥ —
U — FiZ, HTTP Inspect 7" U 7't » PR IEEARLT — # N T JavaScript 2 it L7256
=L %9,

SMTP ~2A 2 — R

SMTP ~A 1 — R&BAET 521X, SMTP 7V Fut v 2 HNCT 20BN H Y 9,
file data ¥— 7 — NiX, SMTP 7'V 7' ut v %R SMTP 7 — ¥ i L7-GAIc—&K L
7,

SMTP, POP, £7-1FZIMAP FT7 7 4 v 7 NOxT L a— RENTEETFA—NVIRMNT7 7141

SMTP, POP, F7ILIMAP 77 1 v 7 ADE L A — /IR 7 7 A VEBRAET 51213,
ZNZI SMTP, POP, ¥£72(ZIMAP 7'V 7'mt v ¥ 2 HM T, EIMERICHAG DY
THMNTHUERDY T, Z2O%, ALY TPty T, 7a— R
DENENDIRMG 7 7 AN 2 a— R EAT T a—RKT5L57) T aty ReRE
SNTNDLZLEZMHERTHZ2MLENDY 3, 7V ety T EICREFARRIRMG 7 7 A
T a— R A7 a X, [Base6d 5 DES  (Base64 Decoding Depth) ], [7 E v /8
vy ML FUIESORES (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted Printable 15 75 ™
%X (Quoted-Printable Decoding Depth) ], 35 X UV [UNIX 15 DiE X (Unix-to-Unix
Decoding Depth) ] T3,

1 DO VN THEED file data F—T— REHHATE £,

BMELEYY
HTTP Inspect 7'V 7' v 4
P— L ~UL D HTTP IELA 7 > =3
SMTP 7'V 7't v
IMAP 7'V 7't v
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pkt_data +—7J—

pkt _data F—"7— F|&, content, byte jump, byte test, pcre REDOMDF—TU— FCHEH
FIREZRNLE S I B DOS IR E L CTHEET AR A & T,
IEHRAL S 72 FTP, Telnet, F£721X SMTP N7 7 « v 7 BRI ENT285E . pkt_data F— T —
Nid, BB SN ATy b~ o — FOEBHZIELE S, £OMD NT7 7 1 v 7 B Sh
72358, pkt_data F¥—TU— &, RIMIDO TCP 721X UDP 1 o — ROIEFHEFE L £4,
RANV—VTRET D702, 8 T2 M7 747 &2 AT LATERIET DIIE, IROIER
A7 a e FNIT 20ERHY £,
 RAEDIZOIZFTP b7 7 4 v 7 Z1EHET 511X, FTP & Telnet 7'V 7’1 > @ [FTP
a2 R TO Telnet = A7 —7 a2 — ROH (Detect Telnet Escape codes within FTP
commands) | A7 v a rEHNZLET,

s RAEDT=OIZTelnet 8T 7 4 v 7 ZEHALT BITIX. FTP& Telnet 7'V 7" & ¥ @ Telnet
O [IE#E (Normalize) 147> a v ZAMLET,

s AEDTOIZ SMTP 7 7 ¢ v 7 #1EHILT 212iX. SMTP 7Y ut& v %o [IEHL
(Normalize) | A7 v a v ZHNZ L ET,

1 DDONL—)VINTHEED pxt_data ¥ —TU— REFHATE £,
EELEYD
PIFAT L RLULDFTP A7 >3 v

Telnet 47" > =
SMTP U Fuat v ot g
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base64 decode F—U—F& base64 data *—T— }‘é’?{fﬂﬁ/ﬁ\bﬁfffﬁﬁﬁ—g—é BN ?Eﬁ? Liz7—
X% Basebd 7 —H L LTCT a— FBLUOMAET HELIV— L = D UIHERTEET, &
Z X HTTP PUT & L U POST RN O Base64 = =1— N HTTP RaF%K fLH L & Base64 =
a— R TF—=FERETLHEIC. TR FREERH Y £,

INHDOF—U— RIIEHT, HTTPERND Base64 7 — X %25 2— R L THRAET 5 9 2 THRL
HLET, T, BV UTEEEITICIERT 27292 HTTP TELN D O L [F U HETA
ReZALFRR T LFEERTHSMIPRED 70 ha)L Ty, ZHSEMHTEET, 20
THRE (TVRLEBE D) 2RI D7 v b a VNICIHEEDEE L2 WS, Bt A~S—
A)B T b WEIR E RS T A LT CRENK T LE T,

base64_decode
base64 decode ¥ — VU — NI, X7 v b T—H%Basebd T —H L LTTa—RTHLHI1—

TUVUHRLET, ATV a ORI ET 5L Ta—FToA ME Ta—F
EHIET 5T — X NOFLELZIEECEET,
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base64 decode ¥ —V — Nid 1 DON—/LNT 1 RIZGEHATRE T, o, el éb 1o
D base64 data ¥— T — ROA VAKX LV ADHNZZINEEHRET HZLERNHY 7,

Base64 7 — % &7 22— NFLRIZ, —/b =P, EEITIChl> T RS nZEW
Ny X —ER EBVIIATET, L=V P URROVTIANCEBET L LT a— R3 T
L/ij‘o

« RHUITORE
s Fa— NRG L UTIRE S e S R
« N7y PORE
75(@%@:\ base64 decode F—U— Ffﬂiﬁﬁﬁfﬁﬁfigliﬁwﬁﬁﬁﬁ AN L\iﬁ—o

5 69: base64_decode D7+ T 3 318

515 e

Bytes Ta— RT3 MEEEELET, ThaEEL0nEse, A LITO
KEFEZIZINRT Yy hXAfu— FREDELLBEICHERT 5 ETT a—
ROEETENET, PrlAOoEOEEEE X £9,

Offset Ny b n— RORHEALEC LA 78y FEZRELET, EHIC
Relative &5/ L72 5013, BUEOMENE L LEC LA 7y M &k
ELET, BulbADOEDEEZIEETE T,

Relative BUEDOMANMBEZ EEIC L TRET DL LEEELET,

hase64_data

base64 data F—TU— RNiE, base64 decode F—U— R&Eflio T7 2— K& 7= Base6d 7 — X
%*ﬁﬁﬁ‘é 7‘1277)@72315‘@ %T/%ﬁj:‘ L/i'@‘o base64 data F—U— ]\fj:\ :71:__ ]\éhfi Base64 5“‘—
X OWENOMREEZRIGT AL IOBRELET, 773 T, content X2 byte test 72 & Dl
DF—T — R THARERMES BE2EH L T, REMEZ SDITRET L2 bTEET,

baseb64_decode F—U— RafH L&z baseb6d_data F—U— & 1 B2 EEHT 5 %8R
3?) @ 3579‘} j_7o‘:/ =l T/‘C‘\ base64 data é’%ﬁ%ﬂﬁlﬁiﬁﬁ LT\ 7‘\\:"" ]\éﬂfi Base64 5:‘_"7 @516
FAICRD Z M TEET,
Base64 7 — X ZRAT D & X2, ROAIZERE LT EEN,
s WNT— vy FHRBIIMEH TE £ A,
s P72 HTTP 22 > 7 Y B f# - T/—/L N C Base64 I8 % 79 2 85513, Base64
7“*‘5 é’ é %G:*ﬁﬁj«éﬁm:\ }DJ[J@ base64 data ﬂ?*‘y*‘ F‘ff/l/»*ll/ﬂdﬁ]\?%.’)d‘é\gﬁb‘b
V) \i—g—O
MELEYY
WEZE : HTTP content 35 X U protected content ¥ — 7 — RO 515 (34 _X—)
content ¥ — U — ROEH AKX — <~ v FHEDF|# (39 2—)
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