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LiR— R, VAT LD WebA v H—T 2 ADIEIERBHTIPT FLRAEZEST L
MNTEET,

WOFBRETHRy NIT—IEHEFHL T, Xy b= EOFAIDIP T RLUAZIFETE
ij‘o

ARANL—IL R A=V D [E[FTCIP (Source IPs) |38 LN [4E5E IP (Destination IPs) ] 5.
HL7 4=V REHERTLE, Xy b AU ART Vg vk, BEOREITEIT5e
IP7 RLVAZFFO/T Y NIRRT 5 Z &M TEET,

o I - EE T FE ISR DBRAN—AIEIO [y U —2 (Network) ] 7 4 —/v K& fifi
HAT2L, BED1IODDOIPT RLAEHIXIP 7 FLAFEMEANL—LLT Y oty
B & N A= LG EDRAL R MEmETE 7,

« BI)L—/WHRTE - )RR T E TS e OB L — VIRIED R v U —2 (Network) ]7 o —
NV REHERT S & FRERFMNIZEELTEEAL—ALLT Y Fat y Y r— L O—EEn
2T EHLAIC, ThERTEET,

T HETT AT T Ty ANDEG T ETT 47 7a 77 ANVOEFNRAITS A TY
DGHEH. TETT 47 777 AN0D[Fy hU—2 (Networks) 1 7 4 —/V KiZ, 7%y
CTRETAY Y N 7T AL PBEIONTCP A M) —2D ) TR TN AW ET DM
NHDHRARPIRINET,

DB a v TREND T 4=V RTEREMHERATHHE. BARY —I2) 7 ENE
¥ty MI. BARY L —2FHT 377822y fa— L RY O —TUHE ISRy N T —
7 NTT 4w COEEEERELET,

RDOFy U — 7 BELAERITMAEDE TEBUITBINTE £,

fEMTTRER R Yy P U= VR MPOBIRLIRy NY—I B, Xy NV—27 A7V =
J M BEXORY NT—2 AT V=T N T N—T OEEOMBE DY

s BIHZEE (New Variable) | £7213% [Z28D#4E (Edit Variable) ] X— 725800 L 7=
Dxy NT—I AT V=7 N (MEOEESL, thoOBEFOEH, SBITA%ROEKICZ
LaEBMTEEY)

VT INDOHE—IPT FLRAEET LA Ty

ENENEEBNEMTHZLICLY, HEDOIVTINVIPT RLARET RLRX Tyl
ZURARNTEET, IPABLIOIPV6 T RLAET RLR 7y 7 ZBMT., 1305
ICHAEDETY A RTEET, IPv6 7 RLAZIEET H & 2121%. REC 4291 TEH
NIAEEOT FLAEERRIZEHTE £,

BT AR TCOAESRY NT—27 DOF 7 )b MEIZ any T, ZHUTEED IPv4 F7-13 IPv6
T RLVAREZRLET, BIHIRy hU—7F DF T+ )b Ml none T, R FT—7 R7202 &
ERLTWET, 72, VT IVEOFTT RLVAR : 2ETHE. Agry hU—27 U R
FCEBEDIPV6 7 RLAZIEETE, BRIV A R TIHIPV6 7 KL AR LARRE T 7,
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BRANU A Moty NU—Z ZBINT 5L, BESNTZT FRLABLOT RLA 7o v B3 ER
INFET, 2FD, BASINZIPT FLARST RLA T a v 7 2R&, FBEDIPT RLARIZ
—HEXFHZENTEET,

el 2iE VT I 7 R A 192.168.1.1 ZBRAT 5 & 192.168.1.1 USADEED P 7 F L%
DMEE S XU, 2001:db8:caze: :fadc ZFRIMT 25 & 2001:db8:ca2e::fadec LIS DILED IP 7 K LA
DIEESNET,

V7 IN0y NT—0 FIIEMFRER R Yy T — 7 ZALEICHA A DT, BRIV CHEATE
9, 22X, VT I UE 192.168.1.1 BEL WM 192.168.1.5 ZFRANTDH L, 192.168.1.1 &
192.168.1.5 IS DAEBEDIP T RLANGENET, DFED ., VAT LTI ORELE 1192.168.1.1
THL, Ld 192.168.1.5 TR ERIRL, Ry aNISZEISNTZ b D LR T XTO
IP7 RLARIC—EESEET,

Ay MU= BEEBMEIIRET S L EI2E, RORIETBLTIES,

c EEAICE o T\ fHany BRSNS 2 2L ITTEEH A, any ZBSNT DL T7 FLRZR L
EEWTLI LAV ET, LEXE ARy FU—2 U R NI, ffany Z2RFOLEE
BN 52 LFTEEREA,

« Xy NI — 7 BT BEESNFEBAL—LBIOMEARY o —H#R2ICBET A T 7 4
JEWHMLET, TV ey —iE, RAL—ATHEDNUL TS Ry hT— 7 5B
TERINEARA D EITEREMRIZ, A XUV FE RN T—TEAHZLITHEBELTLLEEN,

A SNBMEIL., BEINDIEDY Ty MBI NDIVERHY ET, 2ExE. 7
RLx 7'm v 27 192.168.5.024 ZaE L., 192.168.6.024 %G 95 Z LIX T EH A,

R— MEHIZ, BARY —THEMNI R TRANL—LD [1EETLAR— L (Source Port) 135 K
W [sE% A — b (Destination Port) ] ~v % — 7 4 —/)L RCHEHTE % TCP RK— k & UDP R —
e LFET, F— M ER— ATV PRBIVR—F AT V=27 b T A—T L DR
EAIL, R— MEEBRBANL—IVEHAEOLDOTHD Z & T, TCP L UDP LA D71 h=av
IR = A7V =7 FEERLT, "= E$K, 7782 arba—LKY— X b
T — IR =L AR MRRIRE, VAT ADWeb A LV F—T = A ZADEF X E YT
THEHTEET,
BANL—O [EETLA— & (Source Port) |13 LN [5EE4A— F (Destination Port) ]~ & —
T 4=V RTHR—=MNEBEHEHATDLE, X7y bV ART Vg U ERFEOEEICE 135850
TCP/UDP 7R — k& F§ o/ 37w MIHIRT 5 Z ENTEET,
INHDT 4=V N TEEEFER LSS, 778X avbo— b—LEREFRD —IC
BT OB ARY o—i2 ) v Snd L5ty M, 778A v ta—nL KU o—
DEMINLIRY NU—2 FTI7T7 4 v 7 TOZNLOEROEEZRE LT,
RDOKR— FRE ZALRITHAGOE TEBITEMTE £7,
cfEHAARE/RRAR—F UA SO OLBINLIZA— MEEBLIOFR— N A7V 27 FOEEOM
I b
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FHTIREZ2AR— N VA MIIEZ, A— AT P27 N IA—TNFEREINT., LN
IHNBEEBICEBMTERNWI SICEELTLIEEN,

« [HTHIZE%L (New Variable) | % 721% [£5O#% (Edit Variable) 13— 735580 L 7= {H %
DOFE— AT V=s b RAOERS, MOBFEOLER, S 5ICSBROERICIND &l
mcEEd)

HN2EEAEIL TCP B L OVUDP AR — FDOAHTT (EHLHDX A T THIE any 25 T0)
B LWEHDAN—TF 7 W@@%%N~V%ﬁﬁbf BN EHBETIE R Aa 273
T AT Y27 FEBMULESRS, 77027 MIVATATEMENE T, EHA]

R4 727 b URMZ i?:%ﬁézhiﬂi/v ﬂ“7 VUVl hwx—VUxEMFEHLT, A
ﬁf@bhéf ATl NERET DA, AR EBEICOMEEZET CTEF
SR

CHLDY T T R ML A L

R—FHHIIZ v 2 (1) 2> TRUDZMLERSH Y £9, FIAMHEMED-HIZ, an
CTCHEINAR— MM bV AR— FENTWETR, fERTAHAR— MEKTlZan s %
EHTEEEA,

BEOVTINLAR—FOERBLOFEZ Y A 5121, ZREFN2E3I2EN L TEE
WA EDL D Z N TEET,

N— FEBEBMEIIRET D & EITE, ROAICEELTLIEE N,

c BINT A TOUER— DT 7 4V Ml any T, ZHIXEEDOR— FE72iEHA— b
FiPHEZ R LET, AR —FDOFT 7 4L ML none T, R— FBRNZ L EZRLTWE
ﬁ—o

Je

EV bl any 2RO ZERT D121, HE O Z2 BN A
LT T TIRIFLE T,

CFRBRANICE o T Ml any ZBAT D 2 LIZTEXEH A, any ZBAT 5L TR—FR LY
PEWRTDHZ LRV ET, 28 20E, Hany 2R OLHABRIR—F U X MIBEMLEZ
A, Bty bERGFETHOZEIETEERA,

cBRANU A MICAR— b 2B 5 L FBESNIEA— FBIOR— MBS EG S E T,
DEY, A ESNTCAR = P EREAR - M ZRE EREOR— MI—HSEL LN T
EES

EAINDEIT, BEINDHEOY T2y MURREINDIVERH Y £3, =& 20,
A— MR 10 225 50 285 L, R— b 60 ZAAT5Z L1z EHA,

AR

PEEER T 5 L. MOFETIEIWeb A F—7 2 A ATHRHETERVELZRET S
Z LB TEET, BUE, Firepower ¥ A7 A TRUE SN TV HIEIRZ ST, USER_CONF 444
DHTT,
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USER_CONF

USER_CONF |%, Web A > % —7 = A A THHERETE R 1 DL EofbE
WHY — 1,

BETDHT2OD

#HO) LYk

BERE DRI F 721X AR — MY OFERICHE S HE AR E . SLIRZESBUSER_CONF # i L TR
ARV —HiEZELBVT RS, BAREEETIRENFEST DL VAT LD
=ik LET,

USER_CONF # a7 % & 21X, 14TICAEH4096 SLFE CANTEET, TIEAHICHY
WLET, BEORKE 8192 LT, I3 T 4 A7 AX—R7p EOWBEHIRICET 5 £ T,
EEOBOEN AT E TR EED DL N TEET, a~ FTF 4L T7 47 TiE, 5%
BRBIBOBRIINYy 7 AT va () TEESCFEERLET,

USER CONF # Uty b5 L 270 £7,

B v SO LOVERAN— T EILEORES— T, £RET 74V MEZ) ®Y BT
EET, RORIZ, £z Yty b5 EEOEARFAZERILET,

R2:ZHD) v ME

ey b FTRIEHDEZAT

ThhEEND Y L 24T

Jty FMROIE

T 74Nk 774V k J— VB
2 —PER 77 F )bk &
FI7 4N NERIZE—YEE | AX L BAEOT 740k By ME

(EH/REFIZ D5 T)

ARy NOEKEV Y vT5E, BIZT 740 8 By NNOZOEROBRIEMIZY
vy hEInET,

Wiz, 774V 8ty NOEEOMEE )y hEFRBERTLE, TRTOIAT A Y B
WNOZDEBOT 7+ MENFEIZEFHTINET, Vey hTAar BT L—FKprEh, 20
EHaV Yy hTERWILZRLTWDEA, 20ty N TIIERDO N A X~ A ZfEPFTE
LW EEBWRLET, DAX L By NWOEBDEZT TICHAZ~A A LTGEE R
L TT7HNNEY NOERAEEET DL, Bty MY 7 SRTEERARY —TfEbh
TWAHENEHF I NET,

GE)

FIT4NVEN By NNOEBELEFETHEIL, Vo7 SN AE L By hOEKAFEHALT
WAHRARY =0, FOERIZL - TEDIL I REBEZTONEMIT I 2RO L
FT i, BAZ L By FROBEEEEZ FI2HAF~ A AL TV RWES)
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Tty NNOU Y h 7oA ay (@) OLCRA V2 %EL L. Vby MEAHERTX £
T, MARAEZ<AXENTEE Y By MERRI U THAHEIE, ROWTNERLTWET,

CHAZL Ty VEIIT 7N By FOPTT, B any ZROEHEEMN LT

WAL LTy bORT, FWRIREEZFFOELEBINL, BELEEZT 7 40 MEE L
THEMT 2 Z & 2R L7

ey MIZEHZEMT S

¥ty MOEBEZBINT S L, OTATO® Yy MIHLZOEHEMNBIMENE T, T AF A
Ty FSERA BT AEAIL, REWMET 74V Mty OB ARZ~ A & LTHAS
HMNE S MDEIRIRT AMERH D 97,

BREM (72 & 21X, 192.168.0.0/16) #FEAT 56, 8%, 7 74/ Mlany ZFfO 0
AP <A AfEE L CREMEEHERATHT 74/ by MBS EST, 5740 kY
FOBAEDEIZ L > THDE® Y FOFT 7 4L MENIRE D720, DB A X Lk v FOM)
HOT 7 5 v MEIZREM (Z OFITIX 192.168.0.0/16) 12720 £97,

REHZFEARALBZWNGES, 23T 740 MEanyDBREFHLCT 74/ by MMIA
MEI, TH9L T, OB AZ Ly hOFIHOT 7 4V MEIX any 12720 7,

Bl: FIHILE Y FADI—FERTHDIEM

WO, EDS 192.168.1.0/28 DTF 7 H/L s By Ma—HEZRDOEE var1 2B LT-5E
Dy DA LUET I g EBRLTOVET,

Custom Set 1 Default Set {ariging Custom Set 2
Warl customized valle Warl custamized valle
{192 168.2.0024) (192, 168.1.0/24)
reset & tacet 4
Y Y
Warl currant cefaul set value Warl default value Varl current defaut sof valie || o,
(192 168.1.024) ; (A ! (192 168.1.0024) g
(=]

fEEDE Y FTvarl DIEE I AKX~ A XA TEXET, varl WHAZ <A XZ TV Custom
Set2 Tlt., ZDflX 192.168.1.0/24 T9, Custom Set 1 TliL, var1 DN A X~ A Al
192.168.2.0/24 X7 7 ANV MlEZEA—R_R—F A4 RLET, T 74/ bty hO2—FERLE
#ZVty b TBHE, TRTOEY cNDOFDT T F L MEDS any IZU v b hE,

Z OB TiE, Custom Set2 Tvarl Z B LMo =GEE. T 74/ By hTvarl W AH
A XFF1FZV Y FT5H L&, CustomSet2 DEIEDT 7 4 /L MEvart DEHFT S, Bk v
MZU 7 SN TWATRTORARY —ICEBE 52 52 LICEELTLIEEN,

ZOFITIHIRENTOWEREAN, By NEOA 2T 7 v aii, 7740 b8y hOT 74
NV RNEEEY Y N D EBFEDNL—/LEH T Cisco |2 L » THEINTMEIZ, TDOT 74V
FEENR Yy hED Z UM, 2= P ERERB LT 74V MEHTHLETHD Z &
WCHEE LT ZE,
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B 5 »2x54¢y i ~ox—vrEaEH0EM

Bl : hAB LY hADI—HFEREHDEM

EHDOARX F

RO2ODHNE, WAX LTy MIa—WERERZEMLIEGE0EEEy hoA 2T 7
VAU OWTORLTWET, HILWEREZRGFET D&, REBEZMOE Y hOT 7 4L M
ELCHERTAINE Y EFRDZ T 7 MREHESNET, ROFITIE, BREELFERT S &
W) BN 2 ENLTWVET,

Custaom Set 1 {origirg Diefault Set Custom Set 2
WVarl customized valle 1 copied Yarl customized valle
{192.168.1.0024) bt (192 168.1.0124) M
reset i reset |
clrrent cefalit set vale clefault valie currant cefaul set valile =
(192 168.1.0124) (any) (192 168.1.0/24) a9
[ 3

Custom Set 1 705 @D varl DFEILEERE, ZOFNX var1 27 74V b By MBI L R
OEIERTTHDL Z EITHER LT LIV, vart DB AF <A RfH 192.168.1.0/24 % Custom
Set 1 (ZIBINS 2 & fEIZT 74/ Ml any ZFFONAZ A ZMEL LTT 740 By M
aAE—3INFET, TOHK, var1 DIEE A X T 7 v a i, varl BT 7 4V~ By MBI
L7ca ERUICRY 7, BROFl LRk, 774V 8 By N Tvart W AZ~ A XFE T
IVt y 45 &, CustomSet2 DEIEDT 7 4 /b Ml vart PEF SN, Tty MU v v
SNTVDLTRTORARY —ICBELH 25 LITHERLTIEIN,

WOFITIX, BROFNZH 5 L 5 IZED 192.168.1.0/24 O var1 % Custom Set 1 12BN L E 4
M. varl OREEEMOEY FOF 740 ML LTHERALEWV E 2B LUET,

Custarm Set 1 {origir Diefault Set Custom Set 2

Varl customized valie | |not copied
(192168.1.0r24) at creation 1

reset i

clrrent cefault set vale Warl default valle cuvrant ciefaul set valile

{arn) (ary) LAy}
I° gl

372258

ZOT 7 a—FTliE, varl T 7 x )b ME any EEOTRTOEy MBMUET, varl &

BMLES, EEDOEY NTEOEENAZ YA ATEET, 207 Fe—FOFIE, 7

THN Yy N TCvarl ZRINIHD AZ <A AL72NWZ EICE-T, 7740y hOfEi%E
HAL<A XL, varl B H AKX <A XL TRV Custom Set2 72 EDF v NNOBIEDIE % &
MEFICELLTLED VAP INET,

EER LIZ R A MZRBRWIRY | B2 R A DT L ENTEET, SEROELELRA MY

HZEIETEEEA,
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AMGERR FENT-EH
PLUF o6 TiX, SMTP_SERVERS, HTTP_SERVERS, OTHER SERVERS 73% A s LT

HENRERTT,
=8 247 (Type) BEFELDRY FT—Y (BASNEHRY FT—
9

SMTP_SERVERS HAR~A REni=7 |10.1.1.1 —
7 vk

HTTP_SERVERS HAR A REn-F|10.1.1.2 —
7 F v b

OTHER_SERVERS YR 10.2.2.0/24 —

HOME_NET B AL A RENT-TF [ 10.1.1.0/24 SMTP_SERVERS
EERI OTHER_SERVERS HTTP_SERVERS

BWNGERRA FSNER

PLF OB T, HOME NET X3 A h 9% & 472784 CJ, HOME NET % 1 A h 9
DL BEOMWEERIZ/ 5729 Td, ©F Y, OTHER SERVERS OEFH|IZIZHOME NET
NEFENDTDH, HOME NET IZFZNHMBTRA N THZ L1720 £,

EH 247 (Type) BENDRY D=V BB ENhERY FT—
9
SMTP_SERVERS AR <A RXsiz7 |10.1.1.1 —
7 4V k
HTTP_SERVERS H AR <A REnT-7|10.1.1.2 —
N
OTHER_SERVERS a—WIER 10.2.2.0/24 —
HOME_NET
HOME NET H AR <A RS- [10.1.1.0/24 SMTP_SERVERS
EER OTHER_SERVERS HTTP_SERVERS

FRAFTHR—FENGVWEEROEH

WEFRDOERHDF A MIHFR— &R0 izH, UTFOFIRENR TS L oiT, #
XY N =27 OHNBIZHDH IP T LA ZKTES NONCORE_NET i H4 25 Z &
IXCTEEHA,
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Pl 247 (Type) BENDRY FT—Y B ESNDERY FT—
9
HOME_NET B AR~ A RS- |10.1.0.0/16 —
i 10.2.0.0/16
10.3.0.0/16
EXTERNAL NET HAR A RSHIT | — HOME_NET
I
DMZ NET S 10.4.0.0/16 —
NOT _DMZ _NET L — DMZ NET
NONCORE_NET . EXTERNAL NET —

NOT_DMZ NET

FRAPTHR—FENGVEEROEHOKREFE

FROFORBTFE L LT, LLTIZ AT 2% NONCORE NET #{EA7T 5 Z & T, &
FERY P =T DB HDBIPT KL RAERTZENTEET,

ZHtEy FOEE

£ 847 (Type) BENDRY FT—T (RO SIhDEHRY FT—
2
HOME_NET H AR A RENT=7F |10.1.0.0/16 —
7 AV b 10.2.0.0/16
10.3.0.0/16
DMZ_NET 2 —YPER 10.4.0.0/16 —
NONCORE_NET o —WPERE — HOME_NET
DMZ NET
AX—b 4t |REDFA LR | YR—rENET | Y R—rSNE K| TIOER
VR SIS | A B
Threat Protection W2y (Any) | WAy (Any) | Admin/Access
Admin/Network
Admin
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5ty rotfs ]

< AF R AL OEBTH, BUED F AL L TR SN AT Ve 7 FBRFRENET, 0
FT s MIRECTEET, Sl F AL RSN AT Ve 7 P RRSHETR, 13
LAY OB THUSRETE E A, FHR R AL U Ch AT Ve s F RS L OS5
I, 20 RAL AT D B2 E T,

AT w71 [Objects] > [Object Management] % 52K L £ 3,
ARTFYT2 7= N ZATDV A LD [E¥t v b (Variable Set) ] Z3#R L £,
RT9T3 Bty NEEELET,

B EV I NGY S il NS EV) [l pr Y e E

BB OEH ARy MCEENDEREEEA LI,

(%t~ boiBI (Add Variable Set) 1227 U v 7 L

£, Bty bOfER (41 ~=2) Z2ZRLTIZEN,

cHIBR : W AZ LOZEHEE v D EHIBRT 2121E, ¥ty FORICHLHIRT A2 (B) 2270 v7

LT, [V (Yes) 122U w7 LET, F74A hOEKE v NERESM FAL B LTNSE

Bty MEHIBRTE A,

G HIRT B2t v FCERENEERIL, MoOvy THIRS 0 o kTR
B Likh ) £,

WRE Aty baiRETHICIE, BETIEEE Y POBICHOMRET A= @) 27V v oL

9, A7V bOfRE 53—) ZBRL TSN,

s T A NHIER Bty NEZAFITTZ ANZ Y 7T BHIIE, ARIOATT BB LET, ASIHIZ—

UNREH S, BT HARMBERINET, AHIOTANEZ VT h 7 VT T HIZE, 7404
T 4=V RIZHD VT TALay (%) 220y 27 LET,

THOEH (42 2—) 2R LT
éb\o

Tty FOERK

ATy
ATvT2
ATv73
ATvT4

AX— bk 54 € [REDSA VR |YR—rENET | HR—rZhE K| 791X

R INA AL A

WA (Any) |3 (Any) |2 (Any) [ WA (Any) | Admin/Access
Admin/Network
Admin

[Objects] > [Object Management] % 34 L &7,
FT 2 N BEATDY A NG Bty b (Variable Set) | @R L £,
[£%k v FOBEM (Add Variable Set) 1227V v 27 L4,

[Name] # AJ1 L E,

NTF RAAL VBT, 7727 MMaE RAAL VBEENT—EIZTAIVNENRNLD £9, VAT A0,
BAED RAAL VU TIIERTERWNWT TV =27 NOLARTEDBREER_TETHZ ENTEET,
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ATYT6 By NWOEKEZFERLET (BHoEH

ATy 7T [1RTE (Save) | 227V v/ LET,

il
&
S
R
e

RDBRY

CTITF AT HY = BAT V2 N EBRT DHA,

DEAEZZRL T ZSVY,

(42 ~—=v) W) ,
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RER T 2 B L £,

AT—F St |HEDTA VR | HK—FENET | HK—FEhBR|TH1R

~R N RE AL

Threat Protection WPy (Any) | WPy (Any) | Admin/Access
Admin/Network
Admin

SNVTF RAL CDORATIE, BUED FAA TR SN A T V=7 FRFREINET, 20D
FT7V=7 MIMETEET, B FAA TERSNTZA T V=7 FHFERENE TR, 1T
LAEDHEZNITIRETE E A, FRIEAANNZHLAT V=7 M eFoRB I OWET D
WX, TDO RAAL I EX £,

AT w71 [Objects] > [Object Management] & 32K L £ 3,
ARTFYT2 AT P=20 N ZATDV A LD [£¥t v b (Variable Set) ] 23R L £,

ATV T3 WETLEEE Y NOMIZHDMET A2 (&) 27V v 7 LET,

ROVIZEKRT A 2> () BEFRSNDLIHGE.
NV FEE A,

RIEFTHMAF AL AR L TEY . REZELT HHER

ATy T8 EREEHRLET,

« TR EBOFRRIMEEFRT D120,
< BN EEABINT ST,
STEEV,

< HIBR : ZEOMICHHHIBRT A= (D) 270 v 7 LET, BEOBMRICEE Y F2RFELE
Gald. (3w (Yes) 1227 Y v 7 LT, BEOHIBRZHEE L £,

WOEHITHIFRTE A,
« F T IV N DL
RANV— VB OEHTHEA SN TN D2 —FERLK
M R AL UITB L TWAZEH

EHORED [E (Value) 1FINOIEIZR A > X HERET,
EM (Add) 127 Vv 7 LET, ZHEOEM 43 ~X—) 28K L T
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ATY TS [fR7FE (Save) |27V v 7 LTAEEKE Yy FE2REFELET,

zzoen [
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 BITEOMENR T TIZTF 7 44 MEIZ /- TV 5,

cRENFMH AL T LTV D,
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Evbh TIOT4TRIVEY N TA D RIRA U EZEBEBLT, T4 MEERRLET,
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DIEFAZZSR L T 7ZEV,
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Threat Protection W2y (Any) | WAy (Any) | Admin/Access
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AT T2 [BFXx2VT 4 A7V Pz A (SecurityIntelligence) |/ — RZJEB L., 74— R ¥ A TEBIRLET,
ATFY T3 [74— FOFEH (Update Feeds) 1227 U v 7 LT, R LET,

ATy T4 [OK] &7 Vv 7 LET,

74— FOEHAZL T n— L THRGEE L%, Firepower Management Center/d 3~ TDZ H
WRZEIHRT A 2@ LET, BARE X, a7 —FEEHLTHT
T4 I DT AN TR ENET,

NAZLEXa) T4 ATV VR R

X2V TF 4 ATV A YARNME, IPT RLA, ZPRLVA 7oy, URL, £721F K
AA VDB AL T 47 VAT, =RV RATACFEH T vy 7a—RKLEd, 7

arATesr Iz~ I}



BHATELA IO b |

B r=xs0ex205c405700z02 0t

A K Y A NI, H—® Firepower Management Center DFEEXf 47 /34 AT, 7 4 — K/
BV UZ O 1R LZY MR LY S50k b ET,

T2ezIE BHTEEZ 74— FREERY Y —A~DT 78 A Z#E - TCTay 7 LTWVHHD
DO, DT 4 — RNBEITHMICE > THEHTHAEA. IPT RLA 74— R A7 Vs
NeT 7R aryba— VR r—0DT7T v 7 A NLHIBRT 2DV, o THRES
NPT RVAETNREGEENDDAZ L RTA MU A MEERTEET,

G¥)

X2 VT4 AT IV A Y RARTIE, /0Fy b AZEHSTT FLA T ry 7 &K
UA M) AMBRBELITT 77 VA MNRETHZ LT TEEEA, R —TTXTDOLT
T4y EBE=LERITT 0y 7T E5EE [E=4 (Monitor) [E721X[7 = v 7 (Block) ]
N— T I varvkateT 78 A arybra—L b—LEFERAL, T 74/ MHi any & [
gLty b U—2 (Source Networks) |3 XN [5645% >~ 7 —7 (Destination Networks) ] 4l
ZHUICRELET,

VAR T FIDT =<y MIOWT, ROBICEBEL T IEEW,

T RLA Ty DXy h~AZ1X, IPvd B I OIPV6 DA, FTNF oMb 32, F7=
X o6 128 T TOEEICRY £,

o RAA U4IZE £45 Unicode X Punycode FE T a— RSN AXLERH Y £3, K
LFEANCFIERB S ER A,

o RAAL U ADILFORILF L/NLFFIEB SN EE A,

s URLIZE £ 5 Unicode T/ —F v by a—F 4 VIR T a— RTA50ERBHD
F7,

cURLYV 7S 417 N)DXFORLFL /PRI ENET,
ey —TEHE (#) THELZVALNZURUIE, a A MERRENET,

YA = MY DOREIZONT, ROKITEELTIZIVY,

«URL £721EDNS U A MZ XD ENM LUV D R AL U BRFET DA, VAT ATTh L
DNIEWL LD RA AL U Z2—EE LET, /=& 2. DNS U X ~Z example.com a4
%) &\ “/7\5“A5i www.example.com & test.example.com @ﬁ‘ﬁﬁ%gﬁ& Lij‘o

* VAT AIEDNS £/2/FURL YU A b = UK LTDNS Vw77 v 7% (74U —R
W 7T 7 UNR=2 )y 7T v 7 EHIT) ITWEREA, 72& 21X, URL U X MZ
http://192.168.0.2 %JEjJDL\ :j’lﬂﬁll/“/77“/70#%463?http://www.example.com THo
72 LET, ZOEE., VAT Al nttp://192.168.0.2 DAL L,
http://www.example.com fjéﬁlk 720 i‘@.‘/\/o

sURL Y A MIKENAT v = () e THERDODURLEZEBM LA, 0o MJIZ
—HTDHDIIZEII—EHT D URL DA L2 FT,

«URLE72I1EDNS U A MIRRBIZAT v 2@ B5DRWURL ZBMLZEE. Zo= 2 b
VERIUCS VT 4 w7 AR URLIT—F &2 FT, =& 21X, URL U R RIZ

| EEEEDE e R A



| BREEaLA ISy k

FLLE
JOo—F

ATy T
ATy T2
ATFvT3

ATy T4

ATy TH
ATvT6

ATy T17

LWV EXYTa 40T PR )X O Firepower Management Center ~D 7 v FO— K .

www.example.com %ZJEMJ—?—Z) <E N VAT AT www.example.com é: www.example.com/example

DM 72 —HELET,

*al)T4 42T 1) xR )R O Firepower Management Center ~D 7

AT—F 5S4t |RHEDSA VR |[HHR—FINBT | HR—FSNBE| 7o ER
~ A N RE AL

WA (Any) | WFIU (Any) |WFRds (Any) (WA (Any) | Admin/Access
Admin/Network
Admin

X2V T4 ATV V2 A VR NEERTLHITNE, V=R T7ANVEERLT, HrLW
AE—%27 v 7R —RTAUNERHY ET, WebA v X —T = AEFEHALTT7 7 A VORNE
EEETAZLIITEXERA, V=R T 7 ANSDT 7B AMERLRWNESIT., VAT AND 2
v—%F X —RKLET,

[Objects] > [Object Management] % 34 L & 7,
[Ex=2VUT 4 A7V Yz A (Security Intelligence) |/ — RZJEBIL, VA NDF A FEBINLE T,
FROFIETERLIZY A ML T LA T a2 70y 7 LET,

[y hU—=T DUV RAKNET 4 — RDEN (Add Network Lists and Feeds) ] (IP 7 F L A2 H)

*[DNS JR k& T 4 — FD3EM (Add DNS Lists and Feeds) |
*[URL YA k& 74— F®iEN (Add URL Lists and Feeds) |

LA ANTILET,

YAF FAL VBT, A7 V=7 Mk FAL VHEENT BT 20ERD Y £T, Y27 LI,
BHAED RAAL U TCIEERTERWNWA T V2 NOAHIE DA ENETDHIENTETET,

(447 (Type) 1 Ky F&wy U Rk, [VAR (List) ] 23R LET,

[ZH (Browse) |#27 Uy 27 LTIUARARD txt 77 ANENEREL., [7 v 2—F (Upload) | %7
Uy 7 LET,
[fR7F (Save) |27 U7 LET,

RDBERY

T IT AT R =B AT V=7 baBRT L5613, RELEZRALEd, BEALR
DEAEZZIML T ZEVY,

arATesr Iz~ I}
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B cs2v5c15700z02 uz r0ES

X a)TA4AVOTIDOI VR )R MDEH

ATy I
ATy T2
ATvT3

ATv74

ATy TH
ATvT6

ATy 717

BHATELA IO b |

AX—bF T4t | REDSA VR | BR—rSNDT |V R—FSNBF | 7U€X

~ A N R AL

VR (Any) |WPRA (Any) | W2 (Any) WA (Any) | Admin/Access
Admin/Network
Admin

VNF RAL CDOREMTIE, BIED RAAL TR SN A T V=7 RERINET, Z0D
7V MIRETEET, BHFAL S TERINA T V27 b ERENETH, 1F
ENEDGEZNTRETEETA, THREANICHDIA TV NeFrnBLlUOWRET D
WZiE, FORAAL AT B2 F 5,

[Objects] > [Object Management] % 34 L % 7,
[EX=2VT 4 A7V Y= A (SecurityIntelligence) ]/ — REZEH L, VA NDXA T ZRINL E7,

BHTL2IV A NOBICHLWET A2 (@) 27 Vv 7 LET,

ROVIZERTA 2y (4) BRERENDLIBE.
W EE A,

RIEITTEH R AL B LTEBY, RELXET T HHER
WMET DY A Oav—RNnEREE, [#Um—F (Download) 1227 Vv 27 L, 77007 rr 7
M TV AMETHFAN 7740 E LTIRIFLET,

MBS U T A M EZEHELET,

[Ex=UT 14 A7V Y=z A (Security Intelligence) | ARy 77 7 74 KUT, [ (Browse) ]
7V vy LT, BRIV ANEZRL, [Ty 7' e—F (Upload) 127U > 7 LET,

[fR%F (Save) 1|27V vV LET,

RDEZRY

T IF AT RY = RA T N EBRT BEAI.
DEEEBRL TS0,

REEE 2 L £,

DK=L ATOI K

VDR FA TV 27 NI, VI R—IVNDOTRTD AL VN —T 4 T ARAT R
VAESTES % DNS h— 3 E72 3 —NIFER L2 WIP T R AW Tz RLET,
DNS R L — L= LNDY v I R—N F TV =7 F2BR LT, —BTH5bT7 74072
VIOR—=MZIEAL VLT FTEET, ZOFT V2V MIXIPVE T RL AL IPv6 7 KL AD
W EED B CTHNERDY £,

| EEEEDE e R A
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| BREEaLA ISy k

voom—nrIozy roti ]

U KR—IL AT FOER

ATy T1
ATvT72
ATv73
ATvTa

ATy TH
ATvT6

ATy 17

ATvT8

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

A INA R AU

Threat Protection WAy (Any) | WP (Any) | Admin/Access
Admin/Network
Admin

[Objects] > [Object Management] % 34 L % 7,
FT 2l N AT DY A DG [Sinkhole] ZIEIR L E 7,
[Add Sinkhole] %7 U v 7 L £,
[Name] # A1 L E,
VIVTF RAALVERTIE, 7922 ME RAAL VEBNTEIZTAXNERDD £7, VAT AT,
BAED RAA U CEEBRTERNAT V=7 NOARIE OBAEERFET DI ENTEET,
U R—)VD [IPvd 7 R LA (IPv4 Address) ] & [IPv6 7 KL A (IPv6 Address) | Z ATJ L £7,
ROBRIERH Y £,
VIR —RADNTT 4 v 7 EY XA LT NT DAL, [Log Connections to Sinkhole] % &
WLET,

s NT T 4w 7 BIEMRIP T KL RIZY X4 L2 b3 5121, [Block and Log Connections to Sinkhole] %
BINLET,

RBADIEH (1oC) DX AT o7 R—IWIEIV Y THIZIE, [#A47 (Type) | Ka vy XX ornbng
NNDX A T EBRIRLET,
[fR%FE (Save) |27 VU v 7 LET,

TJ74IL1JRX bk

X v FU—Z[0) AMP ZHLTEY, AMP 27 77 RN 7 7 A VOMWE ZiR - THE L
BElE, 2077 A0V ET7 AN ANMIBMLT, 5B LICHRHTEET, 207711
I, SHA-256 Ny v = flizfEH L CTHRESNE T, &7 7 A4/ U R ML, —ED SHA-256
% HRK 10000 fHE CTEHEDLHZ ENTEET,

77 AN YA MII2EHOFFIEERF AN T ) BNHY £77,
20— )R+

TDYARNITFANEEBNTAE, AT LIZAMP 757 RR7 U — REEEEY
YCTBA ERBRIC 7 7 AV ERNET,

arATesr Iz~ I}



BHATELA IO b |

B ruzxrov—zz7q0

HARABLEHY X b

TDOVARMIT7ANEEBNTLE, SATHIAMP 7 70 RR< /LD =7 OME ZE|
DUTGA LR 7 A V2R NET,

TNTF RAAL VRBATIE, KA RAL N7 V= VAN RZ DY X FBFELET,
TRLLASLD RAA TR, BHOY A P 2FRTEETH, LETEERA,

INHDUARNMIEENTWDL T 7 A NMITFETT vy X TEERIRET 5720, VAT A
FIN6DT7 7 A NVOWEIZOWTAMPZ 77 RIZBRELEYA, 774 /10 SHAEZFH A
TH5I0E, [V =T 777 Ky 7T 7 (Malware Cloud Lookup) ] 77 v a v & [w/V
U7 7uvZ (BlockMalware) |77 v arDELLD, BIO—KTEH7 74V XA
ZHEHALT, 7740 R —RNOL—VERETIHLERD Y 3,

J274IL 1) R

V)= VAN =T Z28HRNTES, 7= JARMIEoT, AMPZ TV
RBLOIAZ LY A FOWGRA——=F 4 RESNET,

fDY—RX T7A4I)L

SHA-256 fED U A h B E G o ~KEIV{E (CSV) Y—RA 77 ANVET v 7 a—K§
5 EITL o T, D SHA-256 % 7 7 A /L U A MZIBINITTE 9, Firepower Management
CenterlI Z= DOWNEZWEE L. %072 SHA-256 % 7 7 AL U A MZANE T,

VAT ANME T ANAIERES csv DHEHIZR T XA N T 7 A NTHLILENH D £,
R UIZFRY Rigs () THEDILERHD I, ZhiFa A e LT Eh, 7Ty 7
n—RENFERA, T2 b UICIE, 1 OO SHA26EDOHZRICHHAN G ENDIVENH Y | LF
FLITcrir BAT L F CTHRDOAOVENRNH D £9, VAT AT=2 Y NO Z LSO HAE T
NTHEHLET,

ROFITIEBE LTSSV,

e T AN IV RAINEY =R T7ANEHIRT DL, THICEEMT LN TWDTXTO
SHA-256 Ny v ab 77 AN U A RDOHEIRSNET,

o =R T ANDT v u— RIZEKH LR, 10000 {# % 48z A #5100 SHA-256 fEH3
774N VANMIEENDIGEIX. EEOT7 AN ET 7 AV UANIT v 7 r— T
HZLIITEEA,

« VAT AL, Ty T u— FERC 256 IFEEB R DA E RO 256 LETHI DB TET,
A2 ~E2ED I GEE. ZAFr—7XF () ZEATIVNENSD £9, AN
SEFENTWVWARWES, RbYVicy—2 77 A NVEBMERAINET,

s HAELRNTRTO SHA256 ENRZ D7 7 AV U A MIBMENET, 3§ TIZ77 AV

U 2 MIIFHAET 5 SHA 256 A Gie Y — A 77 A N ET v Fu— R LEEE, Bl T v
7' — RENTAEIZ L > TEEFD SHA-256 fENER SN D Z Lidd Y 8 A, SHA-256
BICEET XYy S TF Y EAL T 7 AN, T7AN ANV N, FllF~wAT 2T A X2 b
EFRATHEE, Hx D SHA256 E0 B4 LT IXFHHANSE LN ET,

| EEEEDE e R A



| BREEaLA ISy k
I740 Uz 30 sHA-2s6 Enem ]

« VAT NIV —A T 7 A NVHNOEER R SHA-256 fliE T v 7'r— FLER A,

Ty u— RENTZEHD Y —R 77 A )VHIZHE U SHA-256 {EICB4 5= b U RNEF
NHEAE., VAT DI bHT LWEEZFEH L E9,

c1ODY—A 77 A NLHNICHE U SHA256 fEO T N BEHESENAEAS. VAT AT
BEOLDOZMHHL £,

eI T2 N RV FYHNTY—R T ANV EHERETAZ LI TE VA, EFEAL
1TH2100F, OIS —A T 7 ANVEEHEETL, VAT L EOav—%2HIBRLT-%, £F
BEHRS—A T ANET v 7a— RTALERHD F4°,

o J—R Ty ANMIZEES T O MY B E R, B0 SHA-256 fEOTT, 77 A

IWIYAINBEY—A T 7 A NVEHIRTDHE, 7740 U A MIEEND SHA-256 =2 b
VOEFEIE., V=R 77 A VNOFE/ R NIV TEAD LET,

274 1) X kHEID SHA-256 ED BN

AX—h 54t (RHEDSAELVR|BR—bEZNET | R—+rSnBF | 7O EX

VR INA B A (Access)

NI =T v =T Firepower & (Any) Admin/Network
Admin/Access
Admin

77 A NDSHA256EAEFE LT, ZhE 7 7 A/ U A MIBIITEE3, EHEHT 5 SHA-256
EILEIMTE A,

VI F RAAL OREBTE, BIED RAAL UV TIERSNTA T V=7 RERINET, Z0D
727 MIRETEET, T RAAS TERESNAT V=7 FEFRREINETH, IZ
LAEDHEZNIIRETEEHA, TREALSVICHDIFT V=27 FeRRBIOWRET S
IZIE, FDORAAL THID B2 £,

1R BRI

ARV DN Ea—PL T 7 ANVELEINANT 2T AN 7Yy L, arTFAD
A= —T[7/VTHAPMDER (ShowFull Text) ] ZTIR L. 7 7 A /LD SHA-256 fE4E
Trar—L, 7740 A MO T ET,

AT 71 [Objects] > [Object Management] % 32K L £ 3,
ARTYT2 ATV N XA TDYANNL[Z77 4/ UAL (FileList) ] #8RLET,

ATYT3 TrANDBEINSFTE 257 ) — VA NERIZI AL LBHY 2 NOBOWRET A2 (&) 27U v
7 LET,

ROVIZEKRT A a2y () BDERSNLDHE, REFTEHANAN IR LTEY, A7V =7 b2XLRE
TOMERPH Y EH A,

arATesr Iz~ I}



BHATELA IO b |

. T74IL YR ADBERZDI7AILDOT v TA—F

ATy T4
ATy TH
ATvT6

ATy 717
ATvT8

(BT (Addby) | Ky 7Z U X KD [SHA fED AF) (Enter SHA Value) | 23R L 97,
[ (Description) 1 7 4 — /L RIZYV —A 77 A VO EZ AT LET,

[SHA-256] 7 4 —/LV FIZ7 7 A VEERDEZ A L, TV AAT ET, VAT A TIHEOHH 22—
BUI¥R—F S,

[Add] %7 VU v 7 LET,
[fR%E (Save) |22V v 7 LET,

RDBERY

cTIF AT RY ATV N EBRT A,
DEHEBBL TS0,

RIEAH 2RI LET,

GE)  WREDEEMNREMINIL,

by 7,

VAT AIFEDY A NDT 7 AT HONT AMP 7 T 7 RITRw

T774IL VA MNDERDOD 774 ILOT7 Yy T7A—F

ATy T
ATy T2
ATvT3

AY¥—hr T4t (HEDSAEUR|YR—FENET | R—FSNEK | 7OEX

~ A N RE AU (Access)

N7 N7 WIS (Any) [WTHRLAY (Any) | Admin/Access
Admin/Network
Admin

Tr7AN Y ANMOGEMT D77 A VDat—nNbo%5E. WTHICT 7 A /L% Firepower
Management Center |Z7 v 70— R CE X, Y AT LI 7 7 A /LD SHA256EAFTHR L, 77
AN Y A MIBIMLET, SHA-256 Z3tHT 2L &, VAT MIT 7 A0 ¥4 Z2HfliRL
FH A

~NVF RAALCORERTIE, BIED RAAL CTIER SN T V7 ERFRENET, ZD
FT7 V27 MIRETEET, A RAAS TER SN T V27 PEFRRENETH, 1Z
EANEDHE I NTRETEETA, THREALNVICHDIA T V=7 FeFrRBLUOWRET S
WX, ZORAAL NIV X ET,

[Objects] > [Object Management] 2 38R L %7,
AT N HEATDYARNNL[Z77 A UA L (FileList) | Z®RLET,

T A NDEINBEFTE AT U —2 URARNEFIZHAX DY A NORBRORET A2 (&) 27U v
7 LET,

ROVIZKRT A a2 (%) BFERSNLIGE. REFHHLRASNATBLTEY, A7 V=7 PEAEH

TR B Y EH A,

| EEEEDE e R A
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| BREEaLA ISy k

ATvT4
ATvT5

ATvT6
ATy 717
ATvT8

T7A4ILN YR ADY—R IT7AILDOTyTO—FK .

EM (Addby) | Fry Xy U Mpb, [SHA OFHHE (Calculate SHA) | ZiEIR L 7,

A7 a T, [Description] 7 4 —/V RIZT7 7 A NVOFAE AT LET, SBHZAN LWEE, 77
n— RRHZ 7 7 A VARG E LTERESNET,

[ZFR (Browse) |27 Vv 7 L, 7v7ua—RT57 74 VERNLET,

[SHA OFFE LB (Calculate and Add SHA) 127 U v 27 LET,

[fR1F (Save) 127 Vw7 LET,

RDBERY

T IT AT R =N EAT V=7 FEZRT L5613 RELAEXREMALET,
DEMZZRLTIZSV,

GE) REDEWEZHEATLE, TORIATLIZEDODIAIDT 7 AL % AMP 7 57 RTr )

L7a< 20 E4,

TJ7A4IL YA ADY—R T7A4ILDOFTyITA—F

ATy T
ATvT2
ATvT3

ATy T4
ATy TH

AYX—h T4t (HEDSAEUR|YR—FESNDET | R—FSNEK | 7OERX

~ A N RE AU (Access)

N7 N7 WIS (Any) |[WTHRLAY (Any) | Admin/Access
Admin/Network
Admin

VI F RAL DOREMTIE, BIED RAAL TR SN A T V=7 RERINET, ZD
A7V MIRETEET, BHFAAL S TERINIA T V27 b ERENETH, 1F
ENEDGE I NTRETEETA, THREEALNICHDIA TV FeFrBIOWwETD
W2t FORAAL NI B2 F5,

[Objects] > [Object Management] % 34 L & 7,
[Z77 A/ UAL (FileList) 1227 Vv 27 LET,

V=R T ANIPEDIEDEBINGE L2577 AN VA NOIMICHDMWET A= @) 27V v/ LE
R

ROVIZERT A7 (5) BDERSNDLIGA.
TOMERDPH Y ¥,

REFFEFAAS NTBLTEBY, A7 V=7 AR

LEMAEE (Addby) | Fey 7% o2 UARNT[SHA ®U A (Listof SHAs) | ZER L £7,

F 72 a T, [Description] 7 A —/L RIZY —A 77 A VO E AN LES, Gz AT LARNWGEE,
VAT HET 7 AN EETLET,

arATesr Iz~ I}
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BHATELA IO b |

B o7 uxtosiassEoms

ATv 76 [B Browse) |27V v/ LTY—AT77ANESBLTHID

V[VAMOT v T e— R EEM (Upload

and AddList) 1227 Vw7 LET,
ATy T -1 (Save) 1227 U w7 LET,

RDBERY

T IT AT R —NF TV NEBRTHIESIT.
DEFAEZZSRL TN,

RELE 2R LET, AR

GE)

RY—%BELIZL, VAT AEIZEDOY A NDT 7 A LIZ
Bl 9,

ST AMP 7 77 RIZRWabd

J74I)L 1) X D SHA-256 {EDHFE

ATy T
ATy T2
ATvT3

ATv74

AX— b+ 54 € [ HEDSA VR |YR—rENET | HHR—rZhB K| 791X

VR INA REL A (Access)

~nNy =T <=7 WA (Any) |W3Us (Any) | Admin/Access
Admin/Network
Admin

T 7 AN YA RO~ D SHA-256 E %t £ 72 13HIBRT 5 Z &M TEET, ﬁfylﬂbv
X =V X¥HNTY =R T 7 A NEEBRETERNWI LICHEELTL &N, BEAZI{THIC
BN —A 77 ANEBEBEEFRL, VAT A LEOab —%2HIR LIk, BEERY — x77
ANET v 7a— RTH50LERHY FT,

VIF RAAL ORETIE, BED RAAL U TIERSNTZAT7T V=7 PREREINET, 20D
ATVl MIRETEET, BHFAAL TEREINZAT V27 PEERINETH, 1F
EAEDHEZNIIRETEETA, TREASVIIZHDEFT V=27 FeRRBIOWET S
WX, ZDORAAL AV BEZ £,

[Objects] > [Object Management] % 3&4R L £ 9°,

[Z77A4N VAL (FileList) 1227V vZ7 L¥7,

TrANDOERREL 257 V=2 U A NERIZI AL L) A FOOwRET A2 @) 27V v
7 LET,

ROVICRRT A2y (4) BERRINDGE, RETEHANAAS B LTEBY, A7 V27 N2ER
THHERDH Y £ A,

ROBAELFETTEET,

| EEEEDE e R A


fpmc-config-guide-v64_chapter19.pdf#nameddest=unique_28
fpmc-config-guide-v64_chapter19.pdf#nameddest=unique_28

| BREEaLA ISy k
I7A IR EDY—R T77 A8y a—F [

« BHS 5 SHA256 [EORIC H HRET A 2 (&) 27V v 7 L, SEIZE LT [SHA-256] £721%
[H3 (Description) ] DIEZZAE L E7,

* HIBR 9% SHA-256 IEORUIZ H HHIBRT A =2 (J) 227V v 7 LET,

ATY TS5 [R1F Save) |27 Vw7 L, VAMDTZ 7 AL 2 b ZHEHLET,
ATvT6 [fRTF (Save) |27 U w7 LT, 774 VAREREFELET,

RDZRY

T IT AT R =B AT V=2 BRI L5613, RELEZRALES, RELE
DOEREZZML T ZSVY,

G BREODEENERINTZL, VAT AEFZDY ARDT 7 A IHONWT AMP 7 7 77 RIZRIW
EbERlnn x4,

T774ILYRAMMSDY—RX T7A4ILDA S A—FK

AYX— kT4t |HEDSAEUR|HR—bENET | HHR—bENBL | 7HEX

R INA R A (Access)

VT N7 WP (Any) |3 (Any) | Admin/Access
Admin/Network
Admin

<V IF RAAL ORETIE, BEDO RAAL U TIERSNTZA T V=27 PREREINET, 20
FT7 V27 MIRETEET, A RAAS VTIER SN T V27 PEFRRENETH, 1Z
EANEDHEZNETRETEETA, THREAMNICHDIAT T V=7 FeFrRBLUOWRET S
WX, ZORAA NIV X £,

AT w71 [Objects] > [Object Management] % 3% L F 9,

RT9T2 A7V N ZALTDIVARNNPSL[Z7 740 VAL (FileList) ] #i&RLET,

RATYT3 V=AT7ANDE T a— QLR D 7V —2 U A METTIV AT DY A FOBOMRET A =
(&) 227Uy 27 LET,

ROVIZKRT A a2 (%) BFERSINLIGE. REFHHLRASNANTIBLTEY, A7V =7 PE2LH
TR B Y EH A,

ARTYT8 Xyoa—RTH)—A T 7 A NVDORICHLERT A2y (%) 2707 LET,
AT w75 [Download SHA List] #7 UV v 27 L, B> 7 MIfE-TY—RA 77 A VERIFLET,

arATesr Iz~ I}
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BRRTEAL IO+ |
B e=x—ruxr

ATy 76 [HLD (Close) 127V 7 LET,

EEAAM—F R

B AL — h U R NMIEBOWEAL — IS4 TV =27 N T, EREAHESZAAL— b
Ol SSLEZIZTLSH Bkt vy v a DRI o — MM AR S AL — R 2R LT
T, BEAAL—FBIUOWEAAL— K URARNESSLA—LVTHEHTLIE, 7747 &
P NN FAAL — &> TSSLE vy ararad o —h L7nE ) NIESH TR B
77 4 w7 BHIEICE ET, SSLL—/UICHE S AL — M URX NEBIMTHE, UAXRNOWN
THNNPOREFAAL— P TCRIT— b ENTZSSLEYy v a rpdr—il—%LET,

GE) WebA v ¥ —T7 A ATEMZAL—F YR ERUBITTHE S AA — M TE L2,

Bre AL — M&BM, A%, BT LiZTEERA,

EERAA— bk UX FDERL

A= 54 |#EOSA LR [ HHR— b ENBF | FR—FENS K[ 7o R
Z A AEPS AL B
WL (Any) | WTha (Any) [ 9T (NGIPSy [0y (Any) | Admin/Access
k<) Admin/Network
Admin

AT 71 [Objects] > [Object Management] & Z2R L &3,

RTF9T2 7020 b ZATDIU ARG [H5 AL — K YA K (Cipher Suite List) ] ZBR L £,

ATw T3 5 AL —FDEM (Add Cipher Suites) 1227V v 27 L£7,

ATvT4 LZEiE AT LET,
VAT RALVEBTIE, A7 V20 Mk RAL VBN TEICT5LERH Y £F, VA7 AL,
BEDO RAAL U TEHERTERNAT V7 NOLARTIE OBAEERHFET D ENTEET,

ATy 75 [fHHAFHE/NE 7 (Available Ciphers) | U A b6, 1 DL EOBF S AA — h &2 @IRL £,

ATy 7T6 B (Add) 1227V v27 LET,

AT TT A7 a T, [BIRSNZES (Selected Ciphers) [V A R T, HIBRT 25 A A — FORRIZH DHIBRT A
ay (d) 27Uy 7 LET,

ATy T8 [{RTE (Save) | 227V v 7 LET,

| EEEEDE e R A



| BREEaLA ISy k

HAlBA D

sastriczsr ||

RDBERY

T IT AT R =B AT V=2 beBRET L5613, RELEZRALEd, BELR
DEMZZRLTIZSV,

o b

ENENOFINALA TV =7 M, ABGEGEREAEOY 7Y =7 M ERIIRITITICY A NI
W4 R LUET, SSLA—/L T ATV =2 eI N—T2MHiHT5E, 722 b
FIIFITIRE LTGRIA 2 B0 — GEHE AT A4 T U e —NSSLE v v =
VEXIVE— R LENEIDICHESE, BT T 4 v 7 ZHIETE ET,

WA T V=7 ML, d@AJEME (CN) 2805 2L TEEd,  To=) 2L THIE4
ZBMTD L. VAT LMIAT V=2 FERFTHANS Ton=] ZBIML X,

EBIC, ROKICY A FSNTVS, 2~ CREBNBEE G LHEAL BT 52 & b
TEET.

= 3B OREMNE

Bt A A RE72fiE

C &% 2 DOHT

CN @4 BK 64 LF-DFHF. N J
25 ya () o ATy
() . BB (™), TAH

URZ (%) | AN—ALF

O FHLRER K 64 LF-OHHT, Ny T
2T via () . " T
() . BIAE () . TAH
YR (%) | AN—AF

ou L HLAL K 64 LF-DIHF, Ny s
ATy va () . "7
() s () TR
URAZ (%) | AN—ALF

TANVKI—=RELTIDUEDTAZY X7 (%) Z@MICERTE £3, Lds BT,
RAAL BTN LI DULEDT AL VA7 ZERETEET, VANV I—FREEDT N
NANTORBEESNET B, VAV D= 2R L TEEDO 7V EERTEET, Hlico
WTiE, BLTFOREZZRLTIEE W,

arATesr Iz~ I}
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B sz rov:sronm

R4 HKBRBEDOTAIL FHh— FDH

HalaA T

ATy T

BHATELA IO b |

=k

—¥9 3

—HLaWn

CN="*ample.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="exam*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

E2)

CN="* example.com

mail.example.com

example.com
example.text.com

ampleexam.com

CN="* com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="* * com”

mail.example.com

example.text.com

example.com

ampleexam.com

oxy FOER

A¥—k 51t
V2

HEDZA IR | HR—

kEhdF
INA R

Wi (Any)

Wi (Any)

9_T (NGIPSv
ZEr<)

YR—bEINB K| TV ER
AL
WA (Any) | Admin/Access
Admin/Network
Admin

[Objects] > [Object Management] % 38R L &3,
AT w72 #5314 (Distinguished Name) ]/ — N& R L,

AT w73 A4 OB (Add Distinguished Name) %27 V v 27 L£7,
ATV T4 ARk ANTILET,

TNV F RAAL VEBTIE, 727 "M% RAAL VBN T—
ﬁf®b%4/fi%rT%ﬁwﬁ7/:7%@%mt®mﬂ%%mﬁé ERTEET,

| EEEEDE e R A

({834~ =27 b (Individual Objects) ] Z =R L £,

T BMBERHD F9, AT AL,




| BREAaLA IO b
el |

ATw TS [DN] 7 ¢ —/L RiZ, @ £2336@8A DA AT LET, ROBIREAH Y £7,

o« FRPA I BINT AL, WAL AT 2 b (65 =) ITRENTWBEME T v~ TXE)-»
TEOALZENTEET,
 EA A BEINTABEAIE. BEOT_VLETAL NN RD—REEZDLENTXET,

ATvT6 [RTF (Save) |27V v LET,

RDBERY

T IT AT R =BAT V=7 bR T L5613, RELEZRMLEY, BELR
DEAEZZIML TIZSVY,

PKIATO>xH k

SSL7TUr—2avoPKA T2y b

PKIA 7 V=7 MI, BAEZYR— T A7 DICHLERABHIHE, BIXOSTICh o=/
BHAEELET, WECALT T V27 FPBIXOEHTELCAA T V=7 ME, PBER (CA)
SEETHS SN ET, 70 WICAA T V=7 MO, iR LTI -REHL S
ENFET, WEFGEAELS 7 P27 B XOYMTREAEAS T V=7 NI, — GEBE TR S
NET, F72, WEGEHEA 7 V=7 MOE, GEHEL XTI ERERL S ENE T,
B CE AR A T V=7 b EWNEGEAZEA 7 Y =7 F %M L T ISE/ISE-PIC ~D#:%¢
J/ETAEE . ISEASE-PIC 2T AT v T 474 V—AE L THEHATEXET,
WEGEFAEA 7 =7 FEH L TxF Yy 7T 4 T R—ZNERETIHE. VAT ALEIxF Y7
T 4T R—=HN TN AR —FD Web 77 U VIR T DI, TXAADTAT VT 4
T4 ERIAETCTE £97,
FHECELIRIARAT V=7 AL TLVLERET 254, LDAP £/ AD #—/3~
DX THRERTETEET,
SSL/V—/VCPKIA T V=7 AT 256, UTOLOEHEH LTS SN b7 7 1>
JEBAETHENTEET,

« SNEEEREA 7Y = 7 FNOZERE

EFHTXACAAT T V=2 FOCAICL > TELINT-ZEAE, FHI1HEEHTX 5 CA

F = —NTEL S NTREAE

SSLA—/ATPKIAT V=7 baERTIHE. UTOLOEBEETEET,

CBIENTT 40 NECATT V= R ellio T — SN EHEATH 2 LI E -
THELET

ZENT T4y NEGEHEA 7 V=27 MCHLBEMOMERZHEN L TES LET

arATesr Iz~ I}
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B nszapioozor

BHATELA IO b |

FEAE L X —DERETFEICTANIL, ZOHEREEL 7 7 ANVET v 7 r— R LET, HBEIZ
FoTiE, HLW CAGEIAECHMEX—2AENRT I ENTEET,

F T2l h R =V ¥ TPKIAT V27 FDOY A NERRTDHE, VAT LTIEAEOY
Tz ML EA TV 2 MEE LTERLET, IEAEORERY TV M4 %
FORT DI, HOLIZRA 2 2B L T 72X, GEAEICET 2MOFEME R RT DI
X, PKIA 7V =7 FafRELET,

G¥)

Firepower Management Center3s X OVE BRI G 7 S 21X, WEHICA A7V =7 b & NEREI &
FT V=2 MURFESND T X TOMEREZ | RIFANZ T & DTER SN2l > THE
fbLET, "ATV—FMRESNTWOIMEXF—2T v 7 e—F 5L, 77947 ATa—
PRRUEDNAT — Faflio TRHEX—ZE T L. FUo ¥ LERSNX—2oTENEH
AL T RFLET,

SMAZDOBHEOPKIA TS b

SEFAEORERA 7 V2 7 MIE, FEAEEA R (CSR) ZEMR LD, HEINTZ CAND
TATF T 4T 4 iFAEZRE L7Z0 757D LB FFAER] (CA) H— 0Bk
FTRA—HEINEGEGENTHET, TNODT I T4 ET 41, MES— AL TTANT I T ¥
(PKI) THAELFET,

FEEOREA T U 2 7 M, GEAEASERLEEN TV DIHENRH Y £3, PKI, TV

ZVGEBE, B X OGEAEDOREOFEMIZONTIE, PKIA 7T AT 7 F v &7 U HLGE
RE 2L TIZEN,

WNEREREE/RA T2V b

RESNT-ZZNENONERIED (CA) A7 V=7 b, Mk CHIME XI5 CA D CA AR
&%%%%Liﬁo_@ﬁ7/1&bi\ﬁ7/I7b%\CAﬁ%%\%iUN7K&ot
WERNS20 £, SSLAL—ILTHNEICA AT V=7 hETN—T%H45 L, NECA
WL TH—SFEABICEEATAZ LK, BRETARSILN T 74 v 7 2HEFTEE
7

GE)

[1E 5 - &4 (Decrypt - Resign) ]SSL/L—/L THEICA A7V =7 hE2BRTHEE, L—
NSt v a N8 THE, SSLNAY Ry = 7 DFr T — FTFEHEEEET
XN NI BENRD—F DT ZUFICRRINHZENDHY £T, ZhEEHET DI, B
FHCEX DN — MNEHED 7 FA4 TV METIEIRAAL L VA MINEHCAA T V=7 MEHESE
BLET,

WDOFFETHNE CAF 7V =7 FEETxE4,
¢ RSA R— A FE 7 3MFMH MR — A OGO CAGEAELMEX—%2 A VA —F T2
¢ LW RSA X—2DH B4 CAGEVIE LB —Z24EKT 5

| EEEEDE e R A
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| sBrmaEsEs4+Ioy b
o R |

eRSAR—ZADREBLD CATFHELMBEX—ZERTINHCALT TV =7 N+ 5
BIZ, FERAEIZEA T D1 OICEAESELA ER (CSR) 25D CAIZEETILERH Y
i‘é—o

B EFEAELSDNICAL 7Y =7 MaERR L7212 T, CAREIE L fMEs#Z2 4 7 e —
RTC&EBHE91220FT, VAT AT, Furuo— RENFFiEHE L BT —Z2 a2 —P#to
INAT— R TR LET,

AT ATERSNERATH, 2—FIC L > TR SNEBATH, WECAFT V=7 k
DAIIEETEETN, MOF TP =2 b 7rF (LR TX A,

FERFORNECA A7V =7 MIHIBRTEEHA, &5, SSLARY > —TfEHA SN 5N
CAF TVl "NoefETdTre, BET AT 7R ar ha— L RY o—nKehLET, £BF
EREEEAICE, 778A2A aryhe—L R —2FHEREBTALERD Y 9,

CAEIFRE L MEX—DA ViR— k
X509 V3 CAGEFE L RE X —%2 A AR — T D2 LK -T, WEHCA AT V=V NERRE
TEET, P R—PFEINDIEROWTNNOEX Ty a— RKEnz7 7 A VvET v 77— KT
=FT,

« W SALHA (DER)

o T A N —il{bET A —/L (PEM)

WEX— T 7 A NPRAT— RMEEIN TWDEAIT, B/ SAT— 2t cx £, 7EHA
EBLX—NPEMEX T a— FENTWIEAIE, FHRE2a— LT ITH2 88T
xFET,

WY e EE 2 I —DEHREFATND, HAIZRXTIZR>TWAE T 7 ANDHRET v
O— RCTEET, VAT AIAT V2 FEREFETARNIT #REE L E T,

\}

GE)  W— VIC[{E5 - &4 (Decrypt-Resign) | 77 v a v ZRETHE, TON—/L T, RE
SNTWVAHL—AVFHEIMZ T, ZRINDHNEH CAFEAEDOR SLT LV ITY XAD X A 7
HEONWTI I 7o v BRRESNET, & 2E, BHERX—20T7 1L I) XA THE(LE
NG N T 7 4 v 7 BEZT D120, BHEBRS—AD CAGENELZ T v 7o — R+ 503
BHYFET,

CAGEAE L MEF—D A ViR—
AX—k T4t |HEDTAEUR [HHR—FENET [HR—FERBF|TH 1R

<A A RH Ao B
WP (Any) | WDFHR2 (Any) | FT (NGIPSY |20 (Any) | Admin/Access
<) Admin/Network

Admin

arATesr Iz~ I}



BHATELA IO b |

B craszssvnms—osm

ATy
ATvT2
ATvT3
ATvT4

< AF B AL OEBTH, BUED F AL TR SN AT Ve 7 FBRFRENET, 0
FT s MIRETEET, Sl F AL RSN AT Ve 7 P RRSHETR, 13
LAY OB THUSRETE E A, FHR R AL L Ch AT Ve s FEFRRS L OS5
CIE, 20 RAL AT D B2 E T,

[Objects] > [Object Management] 2 38R L £ 9,

[PKI] / — RZEB L. [N CA (Internal CAs) | Z#IR L £,
[CA DA > AR—1b (ImportCA) %27V w7 LET,
AHiE AT LET,

“NTF RAAL VBT, #7727 MME RAAL VEENT—EIZTHIVLENRNHD £7°,
BAED RAAL VU TIIERTERWNWT TV =27 NOLARTEDBREER_TETHZ ENTEET,

AT LI,

AT v TS5 [FEFAET—4 (Certificate Data) ] 7 4 —/L RO LI H 5 [BH (Browse) 1% 27 U v 27 L, DER 7=
IXPEM Cxr a— RSz X509 V3 CAGEEZ v A V& T v 7 m—RLET,
AT 76 [¥F— (Key) 17 4— /L FOEHIZH D [B (Browse) |%#7 V27 LT, DER £72(XPEM T a— R
NIRRT OMEBEXF— 77 ANET v Fa—RFLET,
AT9 T To7a—K 77 ANVPRRAT— RME#ESI N TO DT, BB L ORD /AT — R (Encrypted,
and the password is:) | T = v 7Ry 7 A% AN LT, RXAUY—KEAHLET,
ATy T8 [RTE (Save) |27V v/ LET,
RDZIRXY
T I T AT R —NA T2l NEBRTHGAIT, RELEEZEMALET, RELE
DEMZZRL TIEIV,
CAEIEAE S K UME X —DER
ARX—b 54t | RHEDSAELVR|BR—bEZNET |V HR—rShDF | 7IEX
R N RE AU
WA (Any) | WA (Any) | T_T (NGIPSV | W42 (Any) | Admin/Access
ZE<) Admin/Network
Admin

WA 1RIET 5 Z & T, RSAN—ZXDH LEL CAGEAE L E X —2 /LT 2 L O ICh
HMCAAT V=7 PERETEET,

RSB CAFERAEOF ML 104 T3, (AR OB (Valid From) ] B, 4
O —F BRI T,

VAT KAL VORBTIE, BIED FAL VCIERSNEAT V=7 ERERSRET, 20
FTVx s MIRETEET, B ALV TERSNIAT V=7 FRRSNET S, 13
AL OBRE ZIRETE A, FREALVCHEAT Vs bR ERE L URET 5
(ZE, O R AL AT L E T

| EEEEDE e R A
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| BREEaLA ISy k

ATwT1
ATvT2
ATvT3
ATvT4

ATy TH
ATv 76

gLosarzane [

[Objects] > [Object Management] % 341 L £ 9°,

[PKI] / — RZEBH L. [N CA (Internal CAs) ] Z3#R L £,
[CA D% (Generate CA) %227V v 7 LET,
AiE AT LET,

VIVF RAL VBT, 7927 ME AL VEBNTBICTALENHY £7°,
BIED RAAL VTIEIERTERWS T V=7 FOLRTE DA BET LI ENTEET,

VAT AL

ID EBMEZ A LET,
[B %4 CA DAL (Generate self-signed CA) [ %7V v 7 LET,

FLWERM SRS

BN XHAES CADLEETAIZLICE-T, NECAF T V- NERETXET, =
L, RO 2ERENS72D £,

s NEECAT T Vxs EBET b OMBIERAEELET, kY, REAOTE
BER L ORTIZ R > BB ER S, F5E L7z CAICKH AREBESE 4 ER  (CSR)
PMERR SN E T,

s CAIZL VW EBLAMEFEAELRRITINOL, TNENHMCAL TV =7 MZT v 7 r—F
LT, READEAELBEEIHRZFT,

BASTEXFAENGEINTOALBEEICDOL, SSLIL—/LTHRECAFT 7V =7 N2 BT F
bé‘o

REHZ D CAGEEAE & CSR DERK

RT—F S [RHEDSAEUR | HH— FENBT | HK— FENB K| T ER
<A AEPS Ao B
WPh2 (Any) | WP (Any) | T (NGIPSv |92 (Any) | Admin/Access
%Er<) Admin/Network
Admin

ATy T
ATy T2
ATvT3

ATy T4 ZHizs AN LET,

[Objects] > [Object Management] % 384 L % 7,
[PKI] / — RZJEB L. [N#5 CA (Internal CAs) | Z 3R L9,
[CA DAfK (Generate CA) 1427 VU v 7 LET,

VNTF RAAL VBT, #7727 MME RAAL VEENT—EIZTOIVLENRLD £9, VAT A0,
BHIED RAAL VTIEERTERWA T V27 FOARTE OB EBET LI ENTEET,

ATv 75 IDREEEATILET,

arATesr Iz~ I}




B s~ oz LcarantEansEREOT v FO—F

AT v T6 [Generate CSR] %7 U v/ LET,
AT9 T CAITEETHZOICCSREZa—LET,
AFv T8 [OK] %2 Vv LET,

RDBRY

BRAwTeELEF ISz~ |

cCAICE > TRITSNDBAWHAMRAELY v 7 — FTL2R0ERH Y ¥, RON—Y

2ZRLTIEEN,

72 ~_—3)

CSRADIEEELE LTRITESN-ELAHSHAZEDNT7yTO—F

ATy T
ATy T2
ATvT3

ATvT4
ATy

ATvT6

ATy 17

CSR ~DJg& L LTREITSNIZEBAMEFENAEFEDT v 7 r—F (

A¥X—h+ 54t XD A LR | R—bENET |V R—rSNBF | 7€
<A AEPS AL B
WLy (Any) | W TR (Any) | 9T (NGIPSv | W 4wy (Any) | Admin/Access
ZR<) Admin/Network
Admin

~NVF RAALCORERTIE, BHED RAAL CTER SN T Vo7 ERFRENET, ZD
I 727 MIRETEET, A RAAS TERESNTEA T V27 PEFRRENETH, 1Z
EANEDHE I NITRETEETA, THREASNCHDIA T V=7 FeFRrRBLIUOWRET S
WX, TORAAL AUV BEX ET,

—ET vy T u—RTD L BAMNETEHFILISSL L — L TERTEET,

[Objects] > [Object Management] % S8R L & 97,

[PKI] / — RZ BB L. [N#5 CA (Internal CAs) ] Z R L £,

CSR ZFif L TV D REBA DFEHELZEL CAA 7 V=7 NORORET A2 &) 22V v7 LE
D

[Install Certificate] %7 U v 27 LET,

[ (Browse) 127 U >~ 27 LT, DER £72/ZPEM T a— R &7 X509 v3 CAGEE Y 7 A L%
Ty 7Fu—RLET,

Ty Tu— K77 ANBRAT = FRESHTO D58, [ LER, SAT—F
the passwordis:) | F=v 7 Ry 7 A&2A N2 LT, WRAU—REANLET,

[fR1F (Save) 127 Vw7 LT, CAZT7 V=7 NMIBAMNZHEHEZTY v e —RRLET,

(Encrypted, and

RDBERY

T IT AT R =BAT V=7 bR E L5613, RELEZRMALEY, BELR
DEMZZRLTIZS VY,

| EEEEDE e R A
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| BREEaLA ISy k

casmessvnEr—osovo—F i

CAIRAZER S UBEF—DF o O0—F

EB I OEOBRE S 7 7 A NENECAFT 7= " bA T u— K52 212k
D, CAFEFAEB X ORTIZ R T2 BHEZ Ny 7 T v 7 EIFmEETE £7,

Fyrn— NS EE RIS TRERGITIRAF L T IZE W,

VAT AT, WERCAA 7V =7 MIREEFEESN TV AMEHRE T A7 ITRET DRI, T
HNERSINTZEHEE > TR LET, iEAEBIUOREREZNTCAL T V=7 bbb
Foyra—RT5E VAT AIETHEREZESHL T, FEHES LUOMEROEHRE Z
77 ANEIERLET, TOH), ¥Ura— K77 A NVEREET DO AT A THED
NDHNAT — RERETIVNERDH Y £7,

caf

VAT LNy Ty TDO—FRE LTH Y rn— FESNLOWERIT, Bk Trb, S

bR T w7 77 A MIBRFEENET,

CAFIRAE L WEX—DEYO—F

ATy I
ATy T2
ATvT3

ATy T4
ATy TH

AY¥—hr 4t (HEDSAEUR|YR—FENDET | R—FSNDK | 7OER
~ A N RE AL
WPy (Any) | WPy (Any) | 9_T (NGIPSv | W32y (Any) | Admin/Access
<) Admin/Network
Admin

< NVF RAAL VDRERTIE, BIED KA AL VTERINT-A TV r PRERENET, 2D
ATVl MIRETEET, B RAAS CTERESNZA T V=27 P FEREINETR, IZ
CNEDEEZIIIRETEE YA, FRINAALNVNIHDAT V=V PR BIORET S
2, FDORAALNTH D2 £97,

BHEORAAL VBIOEH RAL O EFD CAGEHEEZXY Vo r— R TXET,

[Objects] > [Object Management] % 34 L % 7,

[PKI] / — RZJEB L. [N CA (Internal CAs) | Z 3R L 9,

FEERB L UOREX—Z2 X0 n— R TR ERDINIECAFT TV =7 NOBOTRET A2 (&) %
77Uy LET,

ST RAAL EATIE, RT3y (4) 2270y 7 LT, Bl RAS - OFT V=7 FOGERAER
FOREX—%2F T m—RNLET,

[Download] #7 UV v 7 L7,

[/SAT— 1 (Password) |8 ELT[/SA T — FOHER
Rz AT LET,

(Confirm Password) | 7 4 —/V RiZ, BEE{b/ " A D —

arATesr Iz~ I}



BHATELA IO b |

B csczemaptivzst

ATvT6 [OK]Z27 Vw7 LET,

EETELRARAT TV b

\}

RE LT TE 23GER (CA) A7 Y =7 ME, THLENEBTE 5 CAICET 5 CALRMN
BEEEARLET, 2OFT V=7 MEI, A7V =7 ML CAABRBREAENLR Y
To WOLDITHRESNTIAMNBCAF TV = N T N—T 5 TEET,

c(EHTE D CA, EFIHEHET =— L NOVTRND CA 1T K - TEH SN FEH TR
SN T T 4y 7 ZHHHT 572D SSLARY v,

¢ LDAP £ 7213 AD % — "D X o 7 72t A LT H 72D D LIV ADFRE,

« ISE/ISE-PIC #%#¢, [pxGrid ¥ — 3N CA (pxGrid Server CA) ] 7 « —/L K& [MNT ¥— 3 CA
(MNT Server CA) ] 7 4 —/V RCREFHTZ DGR A 7T V=7 FEBIRLET,

FHTEDLCALA TV MEERLTEH% T, ZOLARIEEL LD, GEHERDY A b
(CRL) Z#EML7Z0THZEIETEETN, MOA TP/ M 7a T4 2EBT5HZ &1
TEFEHA, 7 V=7 MUEMTE S CRLOKIZITHIBELRH Y A, 727 MIT v
T — RKEHDCRLEZEETAHIZIE, 727 FaW oz ABIBR L TEAERT A LERD
nET,

GE)

* 7V =7 FHISEASE-PICHARETHA SN TWAEAIL, 7Y =7 MTCRLEBML
THHEIIHY ¥ A,

FEHAFOFHTELCAAT V=l FNERIRT D Z LTI TExERHA, £/, FHTOEFEHETE
LHCAFT TV befmETHE, BMEMTONTNWET 7R a2 ba—/L RY U—2
TR RV ET, BEHEEADNCTHITIE, 778A ar ba— R o—2HERHT
LDUENDHY ET,

E#ETEHCAA TV b

NECAZAT V=7 ME, X509v3CAGEAEARZT v 7/ —R3T5Z2 LKL THRETEET,
KO R—FENTWHWAERoOWTF Ty a—RLET7 7 AV ET v 7T u— R Tx$£7,

« WIS LRI (DER)
s T AN —il{tET A —/ (PEM)
T 7 ANPNRAT — REHES TV EHEEIE, BE/ ATV — RERIT 2 0ERH Y £, i

HENPPEM EA T a— FSNTWLHAE. HlREa— LTI &b T X
—g‘o

7 7 A VYR FEAEE RN E TN LGB OR, CAFFHELZT v n— R T& %4, v
AT WIA TV 27 b RAFT DENIREAE ZMGE L 97,

| EEEEDE e R A



| BREEaLA ISy k

ERETESHCAF TS Y FDEM

ATvT1
ATvT2
ATvT73
ATvT4

gEczscArIvzy toem [

RI— bk S4+t |HEDSA LR | PH— FEhET|HH—bEnd F| 7o £
~ A N R AL
W2y (Any) |V (Any) | 9T (NGIPSy | W42 (Any) | Admin/Access
Zhr<) Admin/Network
Admin

[Objects] > [Object Management] % 341 L £ 9°,
[PKI] / — FZEB L., [[FHTZ 2% CA (Trusted CAs) | IR L £,
[EHECT& %5 CA DBI (Add Trusted CAs) 1 %27 U v 7 LEd,
ARiE AN LET,

NVTF RAAL VRBBTIEH, 7727 MaE RAAL VBEENT—EIZTAIVNENHY £9, VAT A,
BIED RAAL VTIEIERTERWLS T V=7 FOLARTE OB T BET LI ENTEET,

ATy TH
Ty a—
ATv 76

RLET,

T 7 ANPBIRAT — RE#EI TV DA,

(b, NAT—F:

Fry IRy 7 A% F AT LT, NAV—FRE A LET,

ATy 717

RDEZRY

T I T AT RN A T2 NEBRT DA,

[fR%F (Save) 1|27V 7 LET,

DOEREZZRL T ESVY,

EHETZEAHCAA TV FDFEAEERM) X b+

B TCEACAAT V2 MTCRLET v 7u—RTxEd, EEHTXICALT T V=7 &
SSLARY L —DOHFTHRBTE L. By g OB ELIEIT L= CA BXF D% CarlE
ZEROMLENE D DICHESNT, b= b7 7 4 v 7 2T 9, v R—FEh
HWDOWTNPOEA T a—REN=Z7 7 A VE2T7 v 7 a— KT FET,

o BT AL HA] (DER)

o T AR —E{LE T A —/ (PEM)

REEE 2 L £,

[ZM (Browse) |47 U v 27 LT, DER £72/Z PEM T a— R &7 X509 v3 CAFEHE Y 7 4 L %

(Encrypted, and the password is:) ]

CRLZEM L=, RALIAEAFEDO Y XA 2R RTLHIENTEET, A7V =7 MIT v
T — REHRDO CRLEZERT HITIE, A7V =2 bW o UHIBR L CTEIERT 2 LER B

Di‘é‘@

arATesr Iz~ I}
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B cEczsatroos rA0EHEED Y 2 FOEM

\}

BHATELA IO b |

W22 CRL ZE5ATCWA T 7 ANDIEET v 7u— R TExEd, EETEXLCAAT Vs
MZBITE % CRL DEIITHIRAH Y £ A, 7272L, CRLEZT v 71— K L7ZHE, 3
@O CRL #iBINT 2RI, 7 V=7 TR ERET DHLENH D F9,

G¥)

* 7V =7 FHISEASE-PICHARETHA SN TWAEAIL, 7Y =7 MTCRLEZBML
THEEIHY A,

ERETESHCAAF T Y bADFEAEXRSY) X FDEM

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

RI—F 54 RO LR FH— b ENBT | HH—FENBE| 7 £R
<A 134 2% Ao B
VPR (Any) | WP (Any) [T (NGIPSY |V 94A (Any) | Admin/Access
ZER<) Admin/Network
Admin

YT FAL L ORMTE, BHED KA TERSNIAT V=) MBRFENET, 20
ATV w s MR TEE T, SR AL S TIERS AT Va7 NBRRSNETH, 12
L EDBRA T NIERETE EH A, TR A VEHDFT V=7 b RFB LOWET S
i, 2O RAL S B ET,

GE) A7 Y= FHAISEASE-PICHEARETHAIN TWAEAIE, 7Y =7 MICRLZIEML

THREITIH Y £H A,

[Objects] > [Object Management] 2 321 L £ 9,
[PKI] / — RZEB L., [[EHT& 2% CA (Trusted CAs) ] Z#HER L £,

BHETELCAALT V=l NOKIZHDIRET A2 (&) 27V v 7 LET,

ROVIZERT A 2> () BERSNDLIHGE.
NV EE A,

RIEFTFHM F AL AR LTEY, REZLEELT HHER

[CRL ®iEM (AddCRL) 1%7 U > 27 LC, DER £721XPEM Cx= o a2 — REN/Z CRL 7 7 A V& T v/
H— ]\\‘ L/i‘é—o

[OK1 %227 U7 LET,

RDBERY

CTIF AT K AT = s bR BT DA
DEMEBE LT S0,

RERFE 2RI L £,

| EEEEDE e R A
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| BREEaLA ISy k
naanzrsvzs b i

NEREERAEA D2V b

BEFEHADENENDOIETREAES T P =7 M, BERICE S 20— ARSI EEZ £ L
FT, ZOFT V=T ME AT V=T ML EGEHENSLRY F9, SSLA—/LCHNRRER &
FTVx2 ) N IN—TEFRTDLE, Y FEHETRE S L SN N T 7 4 v 7 ZHlECTX
T3, EE BETEIACELA Y NEHELZT v o — R TE 48, FHEHTED
CAGFHEZM > THIET 2 Z LT T A,

X509v3V— NGEEREE T v 7 e — KT 52 LIk o T, ANERERREAS T V27 FERETE
7T, YAR—FSNTVDROWVWTNNDOERD 7 7 A VET v 7o — RTEET,

- WAIRF AR (DER)

o T ANRY—FE{LET A —/ (PEM)

WEI 2R — NEEHEBRAZATWDE 77 ANE 2T v 7a— R T&EET, VAT AIAT
Pl NEBRGET OIS 7 ANV ERIELET, iEHENPEM B T a— &R T3
LaiE, HlEcavr—LClinfhirsz b cEaET,

NEREEBREA T 20 FDE

ATvT1
ATvT2
ATv7T3
ATvT4

A¥X—hk 54t |[EXDSFA VR | Y R—FENET | HR—FSNB K| 7R
v A INA R AU
W2y (Any) |V (Any) | 9XT (NGIPSy | W42 (Any) | Admin/Access
ZhR<) Admin/Network
Admin

[Objects] > [Object Management] % 341 L £ 9°,
[PKI] / — F&EB L. [IMTREE (External Certs) ] 28R L £ 7,
[AAERFEAEOEM (Add External Cert) | %27 UV v 27 LE T,

AEiE AT LET,

“NVTF RAAL VRBETIEH, 7727 MaE RAAL VBEENT—EIZTAIVNENHD £9, VAT A,
HIED RAAL VTIIFERTERWT TV 2/ NOARTEOBEEEBEET LN TEET,

ATy TH

I PEM T a— R&N7= X509 v3 — 3EfRET7 7 A V&2 T v 77— RLET,

ATvT6

RDBRY

T I T AT RN F TV 2V NeBRT 51T,

[RTF (Save) | 227 Vv 7 LET,

DEMZZRLTIIZS VY,

RIER T 2 R L £,

[REBAFET— 4 (Certificate Data) | 7 4 —/V KD EFRIZH 5 B (Browse) | %7 U v 27 LT, DER £7=
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BRAAEAL IO b |
B rsamEroozor

RAEEEAEA 7o b
REFHFDENZNONTIENES T V7 NI, MEICET 20— ARSI ELZ R L E
T, TOFT TVl NI, ATV M, ABEEEEAE, BLORTIZR - T2 E#EN L 22
DET, NERERAES 7 V=7 b ETN—T1F, LT CHEHATHIZENTEET,

« SSL/V—/b, BEFIORE X — 2 AT 2O — "D 1 DIZEEGTDH T 74 v 7 218
FLET,

« ISE/ISE-PIC #%f5¢, [MC $— NGEBHZE  (MC Server Certificate) | 7 « —/v R O NI FEHE
FTV el NERIRLET,

XX TT 4T R=HIEE, =D Web 7T UHITHERT DERICE Y ST 4 T R—H
NWTNAADTAT T AT A ZBAETHLIICHELE T, [—\GEHE (Server
Certificate) | 7 4 —/V KAORNEFEHELS 7 V=7 NE2RINLE T,

X.509v3RSA ~N— R F 72 3B H RN — 2 DV — NFEEHEB L ORT OMES—%2 7 v 7'n—
REBZLick, WEGEHEAS 7 V27 FE2RETEET, PR— SR TWAHEROWVTH
MWD T 7 ANET v 7o — R TEET,

o WRBIEF B AT (DER)
o T ARV —FE{LET A —/ (PEM)
T ANVPBNAT — RE#E SN TV DA, B5 AU — RERIETILERS Y £7, FE

AELEF—RPEMER T a— FENTWAHERIT, BHAar— LTI 52 8%
TEET,

WY 7eREEE 2 I —DEHREFATND, HAIZRTIZR>TWAE T 7 ANDIRET v
00— RCTExET, VAT AIFT V=7 FERFTIHNICRT 2B L E T,

NEREAEA 7Y =7 b2E LTtk TOAMEERTHZ LI TEEIH, ot 7Y =
IR TRRTAEERTHILIFTEEEA,

EATONFIFAES 7 V27 MIHBRTE T A, E5IC, EHTONHIHAES TV 7
NelRETHE, BETAT 78X o ba— L RY S —NEGLET, DELZREIES
Wi, 7782 arre—L R —2FHERRTAILNEND Y £9°,

NEREEBAEA T2 =¥ FDEM
AX—b T4t |REDTALUR [ HH— FENBT | HH—FERBF|FHIER

~ A INA RB AL B
WA (Any) | WP (Any) | T (NGIPSV | W 347> (Any) | Admin/Access
<) Admin/Network

Admin

AT 71 [Objects] > [Object Management] % 3R L &3,
RTwF2 [PKI] /— RZE L, [NEGEHE (Internal Certs) | Z3RIRL 3,

| EEEEDE e R A



| BREEaLA ISy k

ATvT3
RTv74

ATy TH

ATvT6

ATy 17

ATvT8

anzozsativzo+ I

[NFBEERIZ OB (Add Internal Cert) %727 U v 7 LT,
ARIEANTILET,

CAF FALVEATE, A7 V=7 Mk FA VBN T BT 2 5ERH Y £T, VAT AR,
BAED AL v CHERTERVAT Vs FNOAM L OBAEHET S 2 LB TEET,

[FEFAET —# (Certificate Data) | 7 4 —/V KD EEIZH 5 [BH (Browse) |47 U v 2 LT, DER £7=
[ZPEM T a— RENTZ X509 V3 H—GEET7 7 A V&7 v 7 u— LT,

[F— (Key) 1 74—V RO EEHIZH S [ Browse) [#27 V v 27 LT, DER £72{XPEM T 22— R
SNT=RT OMEX— 77 A NVET v IR —RFLET,

Ty 7= RTLMEF— 77 AP AT — MRESN TV DGE IR, [ b, N2 T — R
(Encrypted, and the password is:) | F = v 7Ry 7 A% AL T, NAT—REASLET,

[fR7E (Save) 1227V v 27 LET,

AEEAEDEHEA IOV b

NZARNKRAS L b2fERATDHE, CA LFEAZEDEHLE FL—ANRNTEET, FNTARMKRA YV
FElZ, CAF7RFIDRTEZERHLIZHDOTT, M7 A RKA Y MIIE, CADID, CA[EA
DAY T4 FXalb—a s NTA=F BERINTVWDHIDEHELEDT VY vo— 3 URE
FNTWET,

REEORERA 7 V= 7 ML, GEAEBZAER (CSR) ZEE LY | fEESNIZ CAND
TAT T 4T AEHELZEIG L7209 5 7200 EE 2R (CA) P — NEHROB S
TA—EREENTWET, INOLDT 7T 4T 41X, WEX— AV T7TANT I T ¥
(PKI) THAELET,

AEHEDOREA T Y x 7 MZ, FEHERDFEHROEINTVDLEERH Y 5, PKI TV
ZOVEERE, B L OGEAEOREOFEMICOWTIE, PKIA Y7 T AT 7 F v &7V HLGE
HE 22 TSN,

HMAEOERA TV ~ OERAAE

FEAEORGA TV 2 7 ML, BEHRT AN A& PKIA VT TANT 7 F v T8 L, L
FTEFATTH 2 L TVPNE A H— T 57 A A LIC b T A PRA Vb (CAFT V=V
R EERT D70l ShE T,

1. FEEOREGEA TV 27 FO CARREL BERDNRTA—FZERLET, AT A—X
EREL, A== F 1 FEREAHEN LT, BR2T7 A RAEEOA TV =2 NEREE
BELET,

2 TAT VT AT AGIEELE L TOEEHNRT NA ANZZOFT V=7 b AT
TA VA=AV LET, TXAALET, Z2OFT7 V=27 MIMTARMRA Y MR FE
B
FEEOREA TV = 7 PNT A ACBEEM T AL, TAAL R, VA = END L

TCICGEAEORGE T v ARG EINE T, ek XL, HEE4A., SCEP, KXW
PKCS12 7 7 A VB X A TORSITABMIITEbNET, ©F 0., HFEHFICLLEMND

arATesr Iz~ I}
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BHATELA IO b |
ARBOBRA T b

T va N ESHY A, FEEEAERE T, SHICEBREOBRENLEIC D F
TO

3. ERREN7EFTIARKRAY % VPNORETHEELET,

MHEOERAF TV F DEE

FEEORG AT U2 N #EBTHIZIE, (7Y =7 b (Objects) >[4 7T =y NER
(Object Management) ] IZBEIL, T X —T 3> 7 Kb [PKI] > [FEAE OB
(Certificate Enrollment) ] Zi®IR L E 7, IROEWRPERINET,

« IR OREHEO R GA T Y = 7 3 [4E1 (Name) [FIIZFERSNET,
VA NET 4 NEZ ) TT B38BT —F (Adnn) 2480 E7,

BT TV SORERS A TINFA T (Type) 1FNIFRRSNET, ROBERTTN AN
TEET,

*[B% (SelfSigned) ]: EEXRT A ANMBE DA CEA /N — FEAEL AR L £
‘g—O

*[SCEP] : (57 /L ) Simple Certificate Enrollment Protocol IZ, CANLT A T 27 «
T AREAEEZRGTH1-OICT A ATHERAEINET,

« [F# (Manual) ]: BEOTmt 23, FHEIZL > TFHTETINET,

+ PKCS12 7 7 A /L (PKCSI2File) : VPN O#5fi % V7R — k3% Firepower Threat Defense
DEBXGET SA ATPKCS12 7 7 A V& A U AR—FLET, PKCS#12 (PFX E721%
P12) 77 AN EiE, V= \GEE, FTRHEEAE, WEF—OT X TE2R L L TR
2577 A40TT, HEDORZHD [/SAT L—A (Passphrase) ] ffi%E AJ)LE7,

e [A—/3—F 4 K (Override) (%X, &7V =V FRA—N—F 4 K ($EOF =y 7/ ~—
7)) BHATHENLRND GROX) ZRLET, BRFRENIEE, Zhidd—~—
A4 ROHTT,

[F—/"—F 4 F (Override) | A7 a v ZHL T, VPNRED B THLET A A
DATV 2l NREENAZAALES, —"—=FA KTDHE, ET A AD KT A
FRA » FOFEN—EIZ/R Y £, @, MBAFEITT T Y7 NI, VPNOREN
DET A A LT EEEESNET,

EEDZATDET V=7 FOA—"=F A FICHT L5/MEB LOFIHICHOWTIE, 47
Vel FOF == A4 F (10 ~—Y) 2ZRL TSIV,

HRET A 2y BE) 22U v LT, BNCHER L7 SEHEORGE A 7V 27 - iRk

LET, ML, B4 7 V=7 MR EOFBRIRT N AT HBEMT v TR0
BICORFATTEET, FEHEEOREA 7Y =7 hOREICON T, BINOFIEE SR
LTSN, RILIEBEGFAT V= FEfRETEET,

CHIRRT A = (ZH56) 227V v 7 LT, BSHER L7 GEWEOREA 7 V=7 - 24l
BRLUET, BEHRT AN A RBEEMNT DN TV DIEHEDORERA 7 ¥ = 7 MIHIBRTE
ES VN

| EEEEDE e R A



| BREEaLA ISy k
I e |

[ (+) FEFAERERDIEM ((+) Add Cert Enrollment) ] Z#f L C, [FEFIERERDEM (Add Cert
Enrollment) ] ¥ A 7 v 7% E, GEAEFEDOREA 7=/ N ZE LET, AEEOREA
TV OB (81 =) ZBBL TSN, KIZ, BHEMASRO~Ny R K534
AT EIFEREE A VA =L LET,
BENE YD

HOBABRGEEHEHAL-GEHED A VA h—b

SCEP O Xz il L7ZGEED A > A h—/1

FEPRGRA S U7ZREAEOA VA F—b

PKCS12 7 7 A WA LIZGEAED A 2 h—/1

REAEDEHRA T Y FDEM

AYX— kT4t |HEDSAEUR | Y R—bENET | HHR—bENBE | 7OEX
R INA AL A

WDy (Any) |EE%7e L FTD WA (Any) | Admin/Network
Admin

AT UTFOFEOWTANCLY | [FEAZEEDEN (Add Cert Enrollment) | %A 7 v 7 & £,

ATV MEENOESERL [TV 227 b (Objects) >[4 7P =7 FNEEL (ObjectManagement) ]
B C, [T B4 — 3 (Navigation) |4 > ® [PKI] > [FEEDH Gk (Cert Enrollment) ] % 3R
L. [REFAEDOREEROIEM (Add Cert Enrollment) | Z# L £,

« BWIRIGT SA ZAOFEFIH L [T/NA4 X (Devices) | > [FEBAE (Certificates) | i T, [:BA0

(Add) 1> [#LULEEBAZ DB (Add New Certificate) | Z3IR L, [FEBAZDEER (Certificate
Enrollment) | 7 4 —/V RO H) &7 Vv 7 LET,

ATv T2 [4H (Name) |Z AL, {EETHERTH247 Y= bO [#i8 (Description) 1 Z AL E T,
BENTETTHE, ZOARDBEEMT DN EHIRT NAAD N T A NKRA 2 NOARNI/RY £,

ATv 73 [CATE#H (CA Information) | ¥ 7 BTG, [BEkS A~ (Enrollment Type) ] 3R L E 5,

« [ACBARENE (Self-Signed Certificate) ] : FHIRIGT N4 X3 CA L LTHREEL., BCOBEANE
No— FEEEEAER LET, T TR, SHICREERDERIZH Y A,

GE)  HACBAEAEZRET D L I2E, SEAEAT A -7 Tu@Es (CN) ZHETLILER D
D ij—o

*[SCEP] : (7 7 #/V 1) Simple Certificate Enrollment Protocol, SCEP f&# % f5E L £ 9, FEHIE DGk
FT7Vx7 FSCEP A7 var (82 3—V) ZZRL TSN,

« [FH) (Manual) ]: Bf$ L7z CA FERHE % [CA GEFAE (CA Certificate) ] 7 « —/L RIZAE 0 A7 £ 97,
CAFEHAEEBIOT A Z2nbat— L TERETE %7,

* [PKCS12 7 7 A /L (PKCSI2File) ]: VPN #&fi % 78— F LT\ % FTD FEH SR T /314 2D PKCS 12
Ty ANEA R — N LET, PKCSHI2 7 7 A /b, FT2IEPFX 7 7 A Mid, Y— NGEAE, FRIGENA
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BHATELA IO b |

B eszossr 0z rsceP ATy

ATv74

ATy TH

ATvT6

ATy 17

FOREX—DPEENLIHE—DOWFILT 7 ANV TT, H5DHD[/SA 7 L —X (Passphrase) ]fE%
ABLET,

(EE) [REED/XZ A —H4 (Certificate Parameters) | ¥ 7 Z & | AEEONREFRE L E3, fEHE
DBEEAT V=7 N EEED/RT A—% (83 X—) HR LTI LI,

ZOBRIE, FEAFICKIS, ZOL—IPOEHEELZET TN TOHEENFKRTE LT,

EE) [F— Key) 147 5MHE, X—OARZH/ELET, GEEOREA TV =7 N OB AT
var (B5—V) 2ZRRLTIEIN,

(UERE) [&%) (Revocation) (X7 %7 Vw7 L, KROFTawRELET, iEHEOREL 7V =
7 hRWA T ay (853—V) EBRLTIESN,

WENE T, ZOF T V=7 MZOWT [F—/N—F A R&EFFA (Allow Overrides) | LT &3, 47
Cxl NDOF—NR—=TF A ROFEMTI AT 2T FOF—R"—F 4 K (10—) R TLIEE,

RDBARY

FNLADNTF A MEA 2 P EAERT D720, FAL ADBEERA TV =7 b OBERT & A
A R =V BATWNET,
BMELEYY

BB E A LIZEED A VA h—)L

SCEP DX §k & L7-GEED A A h—)L

TEPEGRA M U7ZFEAEOA VA F—b

PKCSI12 7 7 A V&EEA LIZiElED A V2 h—)L

FIBAZEDEHA IV LSCEPA T3 Y

Firepower Management Center - E4— 3 > /X

[T x5 k (Objects) |>[#TPxH FEE (Object Management) | DIKIZ, T B/ — =
v 74 Runb [PKI > [PKI &% (PKI Enrollment) | 28R L £4, [ (+) PKI &&DIB
S ((+) Add PKI Enrollment) ] Z## L T, [PKI %&kDiE/ (Add PKI Enrollment) | %A 7 &
ZBHE . [CA 1 (CA Information) | ¥ 7 ZER L £,

Z4—ILF
[&4% % 1~ (Enrollment Type) ] : [SCEP] {ZFXE L £7,
[%&4% URL (Enrollment URL) ]: 7 /34 AW EEk%ZRITT 556D CA —30 URL,

http://CA name:port DX D HTTPURL M L7, Z 2T, CA_name|d CA #—
DARABFDNSLEIZIP 7 RLATY, R— MESITMNHETT,

| EEEEDE e R A
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| BREEaLA ISy k
HHEOERL I FEREDSS2—4 ]

\}

(G¥)  SCEP #— 237K A 44 /FQDN TR EN TV A AT, FlexConfig 47 Y =7 &AL T
DNS H— "% E L ET,

CA TOD CAcgi-bin 27 U 7 MIENT 7 4V & (Jegi-bin/pkiclient.exe) TZ2WIGATL, & DR
LIS DA 7 Y 7 MILE % http://CA_name:port/script_location DFER T URL IZ25 O 5 LERH
¥4, Z 2T, script location |[X CA A2 U 7 h~D 7 )L /NATE,

[Fr LY RRAT— RRAT— RO (Challenge Password/Confirm Password) ] : CA H—
ININF R ZADID HRFET DT DIHET 532U — K, CAV—NICEET 78 A LT, %
721X Web 77 7|27 KL A (http://URLHostName/certsrv/mscep/mscep.dll) %
ANLT, HRRAT—=FRZFETEET, ZO/RT— RiE, CA P — 05 HS LR 5
60 7MEENTT, LIchoT, /AT —RIE, fERlifg, TZ 272 REIChmT 208N H Y
£7

[FFRRITHIM  (RetryPeriod) ] : RERAEZCRORITHIE (%) . EIZIZ1I~600 %2 EETE E
T, T 7/ ML HTT,

[FFRAATIEL (Retry Count) ] : BeH)DBLRIFICEE H 23 51T SN TR A, EITT 5 Frat
TEi%, 1 ~100 DEARECEET, T 74/ MMI 10 T,

[CA FEHIEDHFS T (CA Certificate Source) | : CA REMIZEORUEG HILEEHREL £,

[SCEP % fi ffl L 72Htf% (Retrieve Using SCEP) | (F 74 /L R THVY | ME—HHR—F I T
WAA 72 a ) : Simple Certificate Enrollment Process (SCEP) % {Ef L T CA $—/I)
DAFAEZIS LE T, SCEP ZfEH T 2I121X7 /31 A & CA — & DO L
TY, BT m v RAZBGT DRI, T35 ANE CAYV— "D — B d D Z L&k
ABLET,

[7 4> —7Y (Fingerprint) ]: SCEP Zfi /] L T CAGEMF XIS T 585G, CA I —
NDT7 4 TH—=T V2 b ANNTHUENOYES, 74—V bl L TCAY—
NOFEAEORIEMZMET 5 L. RERE =N, AWOEAELZBOGEAEFICESIRZ S
ZEEMIETEE T, CAYV—D[7 4 H—T7Y 2 (Fingerprint) 1213 16 #EFEATA
NLET, ANIUIEDRFERED 7 4 =7 ) R =K LARWEA, FEEIES S E
T, = NCEET 7B AL T, £2EWeb 77 UHICT LR
(http://<URLHostName>/certsrv/mscep/mscep.dll) #AJJL T, CADT 4 —
TV MERELET,

SIBAZENEZEA TV FEEBHZEDINT A —4
CA V— NIZEE SN DFEHEERIC, FOMOEREBELE T, ZOFRIT. FEHEITHE
ME, ZON—FNLAAEEZET AT N TOE "EFNERTEET,

Firepower Management Center - E4—3 3 > /XX

[#72 x5 b (Objects) |>[ATP x4 FEIE (Object Management) | DIKIZ, S B/ — 3
v 74 v Ruink [PKI > [PKI Z$% (PKI Enrollment) | 23R L £3, [ (+) PKI&EDA

arATesr Iz~ I}



BRATEGA IS b |
B eszozsro00 ramEn52—4

i ((+) Add PKI Enrollment) ] Z#f L C, [PKI &&kiBM (Add PKI Enrollment) | %A 7 1
P&, [REBED/XT A —H (Certificate Parameters) | ¥ 7 Z 3R L £ 97,

J4—ILF

FE#ED LDAP X.500 T A A LT, X TOHHREATILET,

« [FQDN % & #¢ (Include FQDN) ]: 7 /34 A ® Fully Qualified Domain Name (FQDN; 5242
B KA A 4) ZiEAEERICED DI NE I DERELET, BREE®RDO LB T
j—o

o [T/NA ADRR %% FQDN & L TER (Use Device Hostname as FQDN) |
o [RERAZ(Z1E FQDN ZfERA L7 L (Don't use FQDN in certificate) |
« [1 A% 1 FQDN (Custom FQDN) ]: Z#uZ@&EIRL, KRS [ A Z L FQDN
(Custom FQDN) |7 ¢ —/L RIZfRE L £ 7,
[THRAADIP T FLA%ED 2 (Include Device's IP Address) ] : IP 7 R L A DGER 22
RICHEENTNWDA v F—T = A A,
« [#:E4 (CN)  (Common Name (CN)) ] : iEFIEICE D 5 X.500 HiE4,

N

GE) HOBAMFEZ BT L & &1Td, GENEFEANT A —F Ti@4,
(CN) ZIRETLLENH Y £77,

o [MARHAL (OU)  (Organizational Unit (OU)) ] : sEBAEICE O B MGRHEALOA T GHRF94
%E)

o [¥1f% (O) (Organization (0)) | : fEFAEIZE ® DMk £ - It O 4RI,
o (Mt (L) (Locality (L)) ] : sERAZEIZE © 2 Hithik,
o« (EENFR (ST)  (State (ST)) ] : AEHAFEIC B oD DM & 72 I XEENT R,

s[E=—F (C) (CountyCode (C)) |: FEMIFICE®BE, Zhboa— ik, IS0 3166
DEOEWIGHEI L TVET (& 2137 A U B ARET US) ) .

«[EFA—/ (E) (Email(E) |:iEHEICEDLETFA—L T LA,

[T ADY Y T NEFEED S (Include Device's Serial Number) ]: 734 AD T U T
NG ZAEAEFICZO LM E I e ELET, CAIZ, 2OV U TAFSEMENL T,
FEAEARIET 20, F72idd & CIEEAREDT A AT £, U T AE
FEEGDDHNEI DB TEXRWIEAIX, TNy IR DT, FH TS,

| EEEEDE e R A



| BrmmERstIvs b
MREOBRA IV FoxELA TV ||

AAZNERAT IOV FDEELGA T a Y

Firepower Management Center £~ —3 3 > /XX

[72 o & (Objects) |>[ATP ¥ FEE (Object Management) | DIXIZ, F B/ —T 3
v 74 v Ruink [PKI > [PKI &£k (PKI Enrollment) | 23R L ¥4, [ (+) PKI&EDA
S ((+) Add PKI Enrollment) ] Z#f L T, [PKI &&kDiE/N (Add PKI Enrollment) | %A 7 a2
ZHE, [F— (Key) X7 Z®IRLET,

J4—ILF

s [F— X147 (KeyType) ]:RSA (F 74/ b, BIOVKR—FENDL T a D)
F 7213 ECDSA,

o [F—4 (KeyName) ]: siEH5E & BIEAMIT 2 % — XT PBBEICHFET 285G, 207 4 —)b
RTIEZEDOXF— XTOAMEHRELET, F— XTBEFEELRVGS, 207 4 —/L R
WGP S ND F— XTI ET 24 A E LET, RSAF— <7 ZHHEEL
7254, Fully Qualified Domain Name (FQDN; 52 &{&fiffi K A A > 4) MR VIR X
ET,

o [F— P4 X (KeySize) |: F— XTBFELRWGEX, LEBx— A4 X ((FH) %
vy NTEFRLE T, HELEY A X3 1024 TF, ROV A ANKEL2DI1EE, F—0
X270 ET, 2L, RO A ANRRKRENT—ITE, ARRIZKRER 23300

12y RO REWIGAEIT 1 oL E) | R 5 & OB SRR A0 7,

[FEMIE%E (Advanced Settings) ] : IPsec U E— bk 7 7 A 7> hiEHED, F—f FIRM
T AT Y a YBRORF — ORI 7 2T v a U OEEBGEEL R WIGBETT.
[IPsec % — D Ik % 47 (Ignore IPsec Key Usage) ] Z3#IR L EJ, IPsec 7 74 7 > b
FEAEDOF — ORI T = > 7 Z4TORNEICTEET, 774V T, 204
Ta AFEN o TVET,

N

GE) YA MW VPNEHG ClE. Windows i2GER (CA) AT 254,
FIFNINOT TV r—v gy RY—EZIP X3 T4
IKEFETT, ZOF7 74V FREZMEH L TV A5, &R
L7eA 7Y =7 b ClIPsec— Dl FRI % 4R (Ignore IPsec Key
Usage) | A7 a VEBRBRTLILENRH Y £3, TSSO
Ay TV RAA LV MIYA MR VPN #2528 T T EH A,

BRZEOEFEA TSI VAT 3

FEAED LN AT — X AR THNE I DE, FEZER L CRETDHIZLTHEELET,
KN OFERILT 7 4V b TE 72> THEY, EH50H#HE (CRL £721X OCSP) &4 12
2o TWER A,

arATesr Iz~ I}



BRATELGLT IO b |
B =—5=—ot70:5¢

Firepower Management Center 7 £~ —2 3 > / X

[#72 x5 & (Objects) |>[ATP x4 FEE (Object Management) | DIXIZ, T B/ — 3
> 742 Rk [PKI > [PKI &% (PKI Enrollment) | #3384k L £4, [ (+) PKI&HDIE
A ((+) Add PKI Enrollment) ] Z#f L C, [PKI%&kDiEN (Add PKI Enrollment) | %A 7 1 2
ZPAx . [%h (Revocation) | & 7 &R L F9,

TJ4—ILF

s [REBAERZD Y A FDFZNE (Enable Certificate Revocation Lists) ] : CRL DR &2 BT
BHiZiFA AT LET,

o [REBIEDS D CRL 23R > b (Use CRL distribution point from the certificate) ] : FE
BHE D ORZ Y A MidAi URL 2B 21234 i LEd,

o [(XE SN2 URL 24 H  (Use static URL configured) ]: K%Y A RDRAZT ¢
7 R HEWRIETE SN2 EAT URL 2B IN3 5121k, chad iz LEd, KRICURL 238
MLET,

[CRL #—/3® URL (CRL Server URLs) ]: CRL # % 7 > 12— RA[HE72 LDAP H—/3
®» URL, Z® URL iZ 1dap:// »HhiAE D, URL IZIEAR— NESNE T D HLEHR
HoFET,

* [Online Certificate Status Protocol (OCSP) ®D £ %{t. (Enable Online Certificate Status
Protocol) ]: OCSP F = v 7 ZHWNZ T HI2I1TA I LET,

[OCSP #— N URL (OCSP Server URL) ]: OCSP F = v 7 Z#MHE LTV DFAIC, K%
%F =7 950CSPH— SDURL, Z®URLIZ, http:// CHAEHLENH Y £7°,

 [RDEFERICT 7B ATERWGA, EAETEZE RS E T (Consider the certificate
valid if revocation information can not be reached) ]: 7 7 4/ h TA IR > TWVWET, =
NEFAILRWGAIE, T2y I/ Ry 7 22 A 71 LET,

F—Fz—2DATTTH b+

TNRAADT—H X2 VT 4 LIR#EL N ESEH720, IGPET Z38FET 572912180 HLEL
TOMBOERF—DEM SN THET, BRI 1T, BEEOLL2—Y R L—T 17 7 n
N VRERECEH SN TV A F—2 R TE VI 2IZL, Fxy hT—2ICX D> b— |
DT RREAXRLNT T 4w I DIV EA VI NefiEEd, HBIIXF—2ELETHZ LT, #
MEND VA7 ZEREHNCER L ET, F— Fo—0 %2820 —T 4007 T baro
WREA R TET HHAE. =T =2— N THxF—%2RTELTIA 77X A 25EHEIEET, 29
THZEIWLE-T, F—CHRESNTZEERT 7T A TR =Nl th-oTHEERTHZ L
OIS L £, BRI —IX0SPFV2 7'u Fa Lz EnET, F—DF A 7
ALY, T T 47 72%—=070< /5L, OSPF lIRxZkICADIZE sz —2 ALY
7L OBERBER AR L E T,

| EEEEDE e R A



| BREEaLA ISy k

GE)  FERICHERAESNLZDIIMDS ST LI Y RADH T,
F—DSA4 753414 L
BELEBEZHER T3, 7 ANFT— F=o— 2 OFIEF—Z2RF L. EHo
F—ZFRFCHREICERA LET, S—0OEELEZTANDTA 7 XA MIHESE, F—Da—
WF—NR—F T A X2 TRAD RN —F = — B L > CTHREENET, T/
A2 F, F—DITATEA LEFEALTCER—F == NTT 7T 4 TN > TN D F—% W
| =
F—F 2 — L HNOEF—IZIE220DT A 7 XA LBV £1,

e ZITFTANT A T HA D BIOT A AL DF—FHAMFIZT A ANFDOX—%Z T AIND

HAR,

CEETATHEA L BIDOTINA AL DOF—FHRFITT /NA ADRFED X — %553 5 MR,
X—DEETA TEALR, TARLAIN—TFT 4T Ty FTF—h 7y haed—L i
EELET, BEINEXF—DTAAL R EOXF—0ZIFTANT A 7 XA LN TRWES,
FOTNARAIF—ZEE LT, ANE0BEEZTANET A,
FGATHEADNEESINTWRWGRIE, YA L5T7 472 L TCMDS BAEARETHD LR L
ZEiZhET,

F—0&EIR

X — F = VTHEBOAN X =N D55, OSPFIZT7 A 744 ANRROFT—%2FINL

iﬁ—o

« TATHA LDEROFT—DNMER SN ET,

e TATHEALNRELX—DEEHDEEIT. bo b REQRFT—ID 2R OFT—PELX

ﬂ\i@—o

F—Fz—20DA T FOERL
AX—hF T4t | REDSA LR | HR—rENBT |HHR—FSNBF | 7IEX
VR INA A A A
WA (Any) | W (Any) | W3R (Any) |2 (Any) | Admin/Access
Admin/Network
Admin

ATy I
ATy T2

A\

s—Fr—r0F70zs rots ]

[Objects] > [Object Management] = S8R L £ 77,
FT2 I N EATDY AR [F— F=—> (KeyChain) | ZEIR L ET,

BRATREGA IS b .“




. F—F—

ATvT3
RTv74

ATy TH
ATv 76

ATy 17

ATvT8

ATvT9

ATv710

ATy 71

BHATELA IO b |
SOATSTY FOER

[¥— F=—2r DB (AddKey Chain) %7 Vv 7 LET,

[F— Fz—r A7 =7 bOEM (Add Key Chain Object) | XA TRV Ry 7 AT, F—Fz—r0D
£ % [48] Name) 17 14—/ RIZATTLET,

BANET o —=Aa T LTV T 7 Xy MbBIE L, ST ST E IR CT 0 L+ ) &
el £,

X—%X— T —IZBEMT 52, DEM (Add) 122U v 7 LET,

[¥—ID (KeyID) |7 1 —/L RiZx—#kBFa245E LET,

F—ID OEIZIE 0~ 255 2 TE £¥, EahRF—2@MT 25AICOR, Ho ZEHLET,
[T Y X2 (Algorithm) |7 4 —/v R & [ 5{k% A 7 (Crypto Encryption Type) |7 « —/b RIZH R —

FHEOT AT XL EREEAL S A 7. SFED [MDS] & [FL—> FF 2k (Plain Text) | B2 2
FoRENFET,

[ 5-%—30F% (CryptoKeyString) 17 4 —/V RIZ/XAT— K& AL, [EXF—3CFH| O (Confirm
Crypto Key String) | 7 4 — /L RIZ/NAU—REZFHAHLET,

¢ NAT— RO KEIT 80 LT T,

¢ NAT — RIF10CFLL EMETT, Fo, BFORICEAZELXTINIFEHTEETA, & X
X, TOpass)] =° (1) 13 TT,

FRA APMIDT A AL T =A% LT DI F— 2 %58/ E T MR EZ T 1 AR ET D
\ZiE. [T ANT A 7 # A 2 (Accept Lifetime) | 7 4 —/v K& [1515T7 A 7 Z A 2 (Send Lifetime) ]
T4V RIZTATEA LOEERRELET,

GE) T 7N FTi, BEEOMEIZUTC A LY — 12720 £7,
KTHRZNZ, WM., T ANWEE T A 7 XA 20T T DMkt F2 3R, 7740 b
T AL, DateTime T,
WIT, BHR & T DEICHOW T ORGEL—/L &2~ LET,
KT ITATHALEBRE LSS, BG4 744 22 null IZTEXERA,

CZFANEIZZEEDOTA T ZA LOBIRT A 7 XA DE, TNENOKRTRZI LD b TH 54
EHRH Y £,

B (Add) 1227V v 27 LET,
AT 5~10%VELTF—%2ERLES, $—F I3 T7A4 77X A LDREHETLHF—%22D
PLEERLET, 299752 LICL-oT, F—TRESNTEZBERT 7T 4 72X —0N e & ioT
HETDHZ LB TZOICESL B E T,
AT "NOF—N"—F 4 REEHLET,
c DA TVl MDA —NR—TF A REFFAT 5551, [AllowOverrides]| T = v 7 7R v 7 A% 4 \Z
LET (A7 V=27 bOA—R"—=F 4 ROF (12X—=) 25H) ,

s DA TV 2l MIA—NR—F 4 NMEZBINT 554 1%, [Override] 27 > a V& BB L, [Add] &
7V LET (A7 V2V bOF— =T ROBM (123—=2) 28H)

W srRATRET IV b
88



| BREEaLA ISy k

ATvT12

ons4—ns—TF A 70z5 |

[R7E (Save) |27V v/ LET,

RDEZRY

T IT AT R =N AT V=7 BRI L5813 RELALLREALET, RELE
DOEREZZRL TIESVY,

DNS H—/N\J)IL—T ATV b

RAA Y F—2L A7 5 (DNS) $—/NF, www.example.com 7% & DFERERG K A A >4
(FQDN) % IP 7 KL ATk L4,

DNS H— N\ T I—T AT FOERL

ATv T
ATvT2
ATv7T3
ATvT4

ATy TH

ATvT6

ATy T1

AYX—b+ 4t |REDFAELIR | YR—FENET | HR—FENE R | TIOEX

R INA REL AA
WD (Any) | WA (Any) |NGIPS # (< 4 [f£E (Any) Access
~ Admin/Admin/Network

Admin

(#7259 b (Objects) |>[ATPxH FEE (Object Management) | 3R L £,

Fy NU—7 7= b YA R)E [DNSH—/3 71— (DNS Server Group) |47 UV v 7 LET,
[DNS #—/3 7 L—7DiE/ (Add DNS Server Group) 1 %7 U v 7 L ¥,

(47 (Name) 12 AT LET,

“NTF RAAL VRBBETIEH, 7727 MaE RAAL VBN T—EIZTIVNENLD £9, VAT A,
BAED RAAL U TIIERTERWLT TV =27 bOLARTEDBREERETAHZ ENTEET,

RIUTIE U T, BREM SN TWRWER R NIZENT572OIEHEND [T 740 8 KA A 2 (Default
Domain) | % AL ET,

T 74N RO [FA LT T L (Timeout) | & [F34T (Retries) [ DMEIXFRIAT SN TWET, MBS T
T, INHDOEEZEFELET,

« [T (Retries) ]: Y AT ADIEEZZ(E LRWEAIZDNS — 10D U 2 k& FRITT 55 (0
~10) , 74N ME2TT,

«[#A4 L7 Y I (Timeout) ] : #k® DNS ﬁ—/\%nﬁﬁﬁ“éﬁu CRHET 0% (1~30) . 774V ME
F2BTY, VAT LRV =Y R FEHAITT LN, ZOXA LT T MI2FHIRY £7,

DY N—T DRI D [DNS H—,3 (DNS Servers) ] %, IPv4 F721% IPv6 DIERD A >~ KEI Y DT
YR ELTANLET,

arATesr Iz~ I}
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BHMATRLGA IO b |

B oswz-s170z5+

12O N—71201%, WK TE6DNS —R_E2EHd N TEET,

ATv T8 [fRTFE (Save) |27 U7 LET,

RDARY

DNSH—/N T —FICRE I TWADDNSH—NF, DNS7' 7 v b7+ —ALFKETA ¥ —
To2AAFT V27 MTEID S THMERD D £9, sEMICONTIX, [DNS ORE] =&
LTS EEN,

SLAE=2ATTxH bk

&

ATvT2
ATvT3
ATvT4
ATvTH

KA E—Fy b T hal — R LLVEL) (SLA) £E=4TlL, E=# U VX80
T R ANDEGRRY V—%TF#L, TDOT FLA~DL—  ORAEEZ N T v F 7 LE

T, — FORTHMEE, ICMP =2 —ZREZXEFE L, IWELZFET 2 22k - T, EHmIC
Tzl INET, BRBIALTUNTDHE, ZON— NIV—T 4 7 T =T BHIER
Sh, No 27y 7 —NMIEZHAONET, SLAE=XV T TV aTlE, 73 AHRE
MHSLAE=Z ZHIFRL TWRWRY | BIAZT CICHGB L TIAT LT ET (0Fh, V=
TF=—= 7 T RLERA) A F—Fy b7 r hal—E X UL (SLA)

TR ATVl MILIPVAAZT 47 —bh R —D [ b—F F7vF%2 7 (Route

Tracking) 1 7 4 —/V RCEHINET, IPVv6 L— FTiE, — bk F T v F 712K > TSLA
EoHEEATAZ LI TEERA.

AY¥—h+kS514t YR—bENET | HR—FrShd K

VR REDSA VR |11 AH AU TR

WP (Any) |47 L FTD WA (Any) | Admin Access
Admin Network
Admin

(72 x5 b+ (Objects) |>[ATP Y FEE (Object Management) | ZiIRL, 2T Y 77—
JLVI B [SLA E=4 (SLA Monitor) | Zi&R L £7,

[SLA € =% ®iE/N (Add SLA Monitor) ] %27 UV v 27 LET,

(480 (Name) | 74—V RIZAT V=7 NOA4RTEZEA LET,

(A7 ar) [ (Description) | 7 4 —/V RIZAT V=7 FO@HZ AN LET,

[BHEE (Frequency) | 7« —/V RiZ, ICMP — = —ZURIXFOHE (BHAD) 2 AN LET, ARRED
HPHIZ, 1 ~604800 ) (7 H) T, 774/ NI 60FTT,

GE)  BHERZA LT MERIICTE EE A, ZHOOEZ LT 51203, #HEZ I ) BIciES
LDMENDH Y £,

| EEEEDE e R A
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| BREAaLA IO b

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

ATy

ATvT12

ATv713

siax=a47czs+ |

[SLA £ =% ID (SLA MonitorID) ] 7 4 —/L F{Z SLA #/ED ID FHE &2 AN LET, EOFPHIL 1 ~
2147483647 T9, 1 DDT /A RIZITHK T 2000 {H O SLA BAEAERCTE 7, £ IDFFZIIRY > —
ETNRAAREILH L T—ETHOAIMNERD D £7,

[L&EVWME (Threshold) 17 4 —/L FIZ, EH LEWEAES SN D ETIZ, ICMP T 2 —ZR D% FH
T HMEOHHEEH (X YHA) 2 AN LET, AR MEORMAIZ, 0~ 2147483647 X VBT, 7
74V MME5000 2 U TT, LEWEE, ERINTMEEREIRE LA X FERT ORISR
FT, INHDA R ME, XA LT U MEREEI THLINE I DEFTHMIT -0 TEET, 2
DAXRY NI, FE=Z VU THGEDT RUASNORFERREMN 2 BHEMIORTHLOTIEIH Y FH A,

G¥) LEWEIZZ A 27 7 MaZz#EE L2 E I LET,

[#A L7 7 K (Timeout) ] 7 4 —/V RIZ, SLA #E2 ICMP = 22 —BURA~DIGE Z Fr% T 25 (Y
HAL) AL E T, HO&PHIZ0~ 604800000 X VRS (7H) TI, T 74/ L5000 2 Y RTY,
EFE=H Y THBEDT RUADLDISENZ DT 4 —)b RIZERINZRFRNICZE SRR WEE, X
BT 47 V= PNV—T 4 T T—=TNPOHIBRSIL, Ny 7T v 7 — MIEEHRI ONET,

GE)  ZA L7 U MESHEMZER T A, 2O008IEA T 51213, BEHEE I UK
LTLZENY,

[7—% ¥4 X (DataSize) | 7 4 —/V FIZ, ICMP ER 7 v b X 0— KDY A X (XA FHALD) %
ADLET, EOHPFAIL 0~ 16384 /N1 R TT, T 7 4/L ME28 /31 R TT, ZOHE. BIKD ICMP
Ny ME 64N, P e FET, ZofEIZIX. 7 a b 20 F 72 1% Path Maximum Transmission Unit (PMTU)
THWNENIRKNEEBZ HMEEFRELRNTLIEE N, BTk TL, BREFREMZHERT 5720
W, TN DT —H P A X K& LT, Y—=REX =4y FORBITOPMTU DEWERBRIHTX 5
kol rzennBiLen £, PMTUNNE NS, By g DT 3 —< 0 RATHELZ RIFT 2
EMBVET, By a DR T =~ U ANDEENR SN &, B F Y RAPEHINET,
[ToS] 7 4 —/L RIZ, ICMP ER N7y RO P~y X —TERINHA T F7 h—E X (ToS) DfE
AN LET, EOFAIZ0~255TY, T 74/ MI0OTYT, ZDO7 —/b RiZi%, BIE, EIIEN,
MR EOERNEGENE T, ZOFERIT. RV = N—T 4 T DDIFy NU—7 EofioT
NAZMEATEHELHIUT. EHT 7R L— R POBREICL> THEAESNLIBELH Y £5,
[/37 v b (Number of Packets) | 7 4 —/L N2, XESND/3Ty FOFEE AT LET, EOHMIT1
~100 TY, T 74/ MEI1 37y b TT,

G¥) 7w MEKRIZE - T, Firepower Threat Defense 7 /XA ANE=H U U TRROT KL AZH|E
TERWVWERSTRMT D ENBBEINLIGEIE. T 74V FOTy MaRELLTL
7ZEW,

[E=% U7 %57 KL A (Monitored Address) ] 7 4 —/L FIZ, SLA BMEIC X » TRl HMENRET=4# &
NTWAHIP T RLAZANLET,

[ FRE72 >~ — 2 (Available Zones) ] U A MZiX, Y —r A U X —T oA R T )V—T DM ITINFRE
NET, [V =/ ¥ —7 A A (Zones/Interfaces) | U A h T, T/ ANEFHAT — 3 > LilfE
THA L E—T 2 A G = F3A v A —T 2 A AT NV—TZBMLET, 1 OO L H—T =
ARABRETDHICNE, A v F—T 2 RS =V F AV F—T 2 AD T N—T 5 AERT D LEN
HVET, EX2V T4 V-0 BILOAN AT A AT N—T FT7 7 FOEKR (24 X—) %
ZRLTLIEEY, TRARZEIRLIZA VH =T oA AEITY =0 BREENTWDEBICOR, T
NAATHRARNBRESINET,

arATesr Iz~ I}



BHATRAT IS b |
B oovozuxr

ATy 714 [R7FE (Save) |27V v 7 LET,

TLI4 VPR YR

N—b=vT R)—~<v T OSPF 7 A NH LT BGP KA N— T 4N B Y v T ik
ETHERICHEAT S, IPABEIOIPV6e HOF L7 4 v 7 A VAN ATV 27 FAERTE £
¥

IPv6 7L v R YR MDETE

IPv6 7V 7 497 A VARNDRER—VEFEHALC, V7497 A VA NE TV b
Bk, abv—, wWELET, L—F ~wv 7, RV —~<v7F OSPE 74 N& VY 7 E7-1%
BGP XA N—T 4y NEZ VT HERETHEEIMHHTD, V74T A VA NE TS

M EERTE ET,

AYX—b+rS14+% YR—bENET | HR—rEhB K

VR WHEDSA VR |11 RA$K A TR

W)y (Any) |EES7e L FTD WAL (Any) | Admin Access
Admin Network
Admin

AT9 1 [ATPxH bk (Objects) |>[ATP x4y FEE (Object Management) | 23R L, BIRCT[TLTa v
9 X 1JR b (Prefix Lists) |>[IPv6 7L 74 v X )Xk (IPv6 Prefix List) | Z8R L £ 7,

AT9FT2 [FvT7 4y 7 A2 UARDBENM (AddPrefixList) |27V v 27 LET,

AT9 T3 [HLWI LT 4w A VAN ATV b (New Prefix List Object) 17 « > K7D [£47 (Name) ]
T4 —IKRT, V74w I AVANFTT V=7 bOLRIEATLET,

ATy F8 [HLWTLVT7 v 7 A IVANAT Y2 b (New Prefix List Object) 17 4 > K7 T, [BAI (Add) | %
707 LET,

ATvFSs  [T7var (Action) | Koy 7E U A ShG#ERT 7y ay, [ (Allow) £ [7 e v’
(Block) ] #BIRL T, HEART 7 EAZIEELET,

ATFYT6 ZOFTVxl FTTTIHRESNTNWA T LT 47 A VAR FIDY RARMIBITS, HFrLn
L7 4y 7 A YR ) OfEZRTEAORT %, [ —7 A% (Sequence No.) |17 4 —/b
RIZABDLET, ZHICLTELS &, BIEFHESNLTWEIRAY—F7 UV AFELD s REVWT—F A
T NT 7 4V M0 £97,

ATy F1T [IP7RKLA (IPaddress) 1 74—/ FDOIPT KL A/~A7BERAXT, IPv6 7 FLAZRELEY, ~
A7 RIT 1~ 128 DAMRMETRRITNITR 0 £ A,

ATy 78 [TV 4 v AKE (MinimumPrefixLength) ] 7 4 —/V R TR/ V7 4 w7 ZAREZASNLET, E
. MRV 7 4 v 7 ARDEPRESNTWDOLIHREIL, ~A7RUE KTV T7 4 v 7 ZARUTFT
RTER Y FH AL

| EEEEDE e R A



| sBrmaERL4r ISy b

ATvT9

ATv710
ATy TN

ATvT12

Pt 7174 w52 U2 roBE |

K7V 7 4 v 27 2K (Maximum Prefix Length) | 7 4 —/V RCTIRKRT V7 4 v 7 ZREZ AT LET,
X, AN T VT 4y 7 ARDEPEESNLTWDHAIC, T V7 4y 7 ZARUE /AN T VT4
I ARDEPEE SN TORWEEIZ, v A7 RUETRIFNERY A,

[Add] %27 Vv 7 LET,

ZDOFTV 2l NOF—"—F A REFA[T 55E1EL. [AllowOverrides]| T = v 7 ARy 7 A% A I LE
T ATV T FOF == 4 FOFFA] (12 =) &5H) |

[R7FE (Save) |27V v LET,

IPvd L7414y R )R FDETE

ATy I

ATy T2
ATvT3

ATvT4
ATv7T5

ATvT6

ATy FT17

ATvT8

IPva 7L 7 4 v 7 A VANDBEER—VEFEHLC, V74 v I AVANAT V=) b
epf, 2 —, WELET, V»—hr~v 7, RV —<=v 7 OSPF 74L&V 7 E7-1%
BGP %A N— T 4 VB T EBRETHEXIMHATE, L7 4w 7 A VANFT V=

NEfERCCE T,

AI¥—hS4E Hi— FENBT | S R—FEhBE

VR REDSA VR |11 AH AU TR

WP (Any) |47 L FTD WA (Any) | Admin Access
Admin Network
Admin

(A7 =2 I (Objects) ]>[A7 V=7 MEH (Object Management) | IR L, HXKT[F L7 4 > 7
A Y A & (Prefix Lists) ]>[IPvd 7' L7 ¢ v 27 A U A K (IPv4 Prefix List) | ##RL EF, > >
(V7 4w 7 A UANDIEBM (Add Prefix List) 1227 U v 27 LET,

LWL 7 47 A VAR AT kb (New Prefix List Object) ] 7 « > KU ® [4#1 (Name) ]
T4 —IVRT, VT4 v I AIVANFTT V27 NOARTIEZEATILET,

GEI (Add) %227V 7 LET,

[7 7 ar (Action) | Ruy XU A NpLEEZRT 7> a ] [7FF (Allow) E721EX[7 0y 7
(Block) ] Z#IRL T, HEAAT 7 EAZEELET,

IOF TV FPCTTTIEIRESNTWDLT LT 4y 7 A VA FIDY X MIBITFL, LT
V747 A YAy M) OMEZRTEAORT%, [ —7 A% (Sequence No.) ] 7 4 —/L
RIZAJILET, ZZAICLTRLS &, BEFASNTWARKY—F UV AEFLD S KEWVWI—F R
TG NT 7 4V N2 7,

[I[P7 RLA (IPaddress) ] 74 —/V RDIP T RL A/~ A7 EHRT, IPVA 7 RLAZIEEL XY, ~
A7 RlT 1~ 32 OFRETRITNITR Y A,

[/NTV7 4 v 7 2K (MinimumPrefix Length) |7 4 —/V RTHR/NT V7 4 v 7 AREEATILET, E
F MRT VT 4 v 7 ARDEPEEESNL TV DHLEIL, v A7 RUE BRT VT 4 v 7 ZRUTT
RTE7R Y /A

arATesr Iz~ I}



BHATELA IO b |

. L—r3v7

ATvT9

ATv710
ATy TN

ATvT12

kK7 V7 4 v 27 2K (Maximum Prefix Length) | 7 4 —/V RCTIRKRT V7 4 v 7 ZREZ AT LET,
X, AN TVT7 4y 7 ARDEPEESNLTWDHAI, T V7 4y 7 ZARUE /AT VT 4y
7 ARDEPEESNTOWRWEEIZ, v A7 RUETRIFNERY A,

[Add] %27 Vv 7 LET,

ZDOFTV 2l NOF—"—F A REFA[T 55A1EL, [AllowOverrides]| T = v 7 ARy 7 A% A I LE
T ATV T FOF == 4 FOFFA] (12 =) &5H) |

[R7E (Save) |27V v LET,

W—hk<w7J

ATy T

ATy T2
ATvT3

N—hk =y FlE. V= e —TFT 47 Tt RCHEMRT S EXIEHTEXET, F7-.
FI AN M= =T 47 T R ERT L ESICHBEMLET, L— b~y 73,
BESNTNV—T 47 7 baloEor— eEBL—T 47 Tt A HEA TE
HONEERLET, »—F w7 EHRELT, —bF o7 FT7 V=7 FOFLVVL— b
~v 7 N EERLIEYD BEfFOL—F vy = MU ERELTED LET,

AY¥— k514t YR—bENET | HR—FrShd K

VR REDSA VR |11 B AU TR

WP (Any) |47 L FTD W) (Any) | Admin Access
Admin Network
Admin

1R BRI

N—h~y L, ZNODF TV FOIOFEIFEREEHNT 22N TEET, b
DAT V=7 haedT N TEMTL2LETIHY EEA, ZN6DOFT V=7 M MBIL U TE
B LIOEA LT, v—F vy FE2RELET,

« ACL O3B/

c LT 4w A YR NOEN
o AS /X2 DB
ea3a=F4 R FDBM

e R — U X DB

[P x4 b (Objects) |>[A Ty FEE (Object Management) | ZiEINL, 22Ty 77—
JVING [Jb— bk v 7 (Route Map) | %R L £,

[b— bk ~v 7 DEM (AddRoute Map) %7 VU v LET,

[HrLvwib—h ~v 7 47V =2 kb (New Route Map Object) | 7V 4> K7 TLHEM (Add) 1227V v 7
L\i—gqo

| EEEEDE e R A



| BREAaLA IO b

ATvT4

ATy TH

ATvT6

L—r2y7 .

[V —7/ A5 (SequenceNo.) | 74— /L RT, ZON—h~v T ATV MITTIZRESNT
WHL—h =y 2 MIDYRRNTOHFRLWWIL—h <y 7 = ) OMNEZRT., 0~ 65535 D& 5
EASILET,

GE)

FERRNC A 2T D MEMEDNE U7 & & OFZORBEZ MRS 272012, D7 &b 10 BAL
THWZESEZRET S LaB@d LET,

[FFEA (Redistribution) | Re v 77X w2 U R Rk, BEAT 78 A2 Rmd @77 7 v a > (FFAl
(Allow) 1 F721X[7m > 2 (Block) 1) ZEIRLET,
[ADOHA (Match Clauses) | Z 7 %227 U w7 LT, a7 T—7 )V TERT DRDEMEITHESNT
MELEST (=N FT710v7),
c[EX=2 VU7 1 ¥ —r (Security Zones) ]: (V/O) A H—T A AZESNT L NF 7 1 v 7 &2 RE
LET, V—rZERLTEMT L0, A F—T=A A% E AL TGEIMLET,

s [IPV4] : ROEKMITEESNTIPVvE Ob— N bT7 7 4 v 7) ZRAELET, 2 ERT DX 7 2
HRLET,

1.

N— K T RLAIZEASNTL— bERATHITIE, [T KL A (Address) | ¥ 7 %27V v 7 L%
T, IPv47 LA LT, AT 78R VA NERIZT VLT 4 v 7 A VA NEFEAT L0
EomrkRay Xy UARPLEBRL, BAEIHEHTHACLA T Vs bELEFT LT 4
JAYARNEANELITRINLE T,

N— b DFI AN Ry T T RLAZESHTL— hERAETDICE, [FZ7 ARy (Next
Hop) %7 %7 U w7 LET, IPVvd7 RLRIZK LT, BEIZT 7 EA VA NELEFT VT 1w
JAIVANEHERTENEIDE Ry FX T VA RPLERL, BEITHEMT 2 ACL A
T2 FEFRIRZT LT 4 v 7 A VRN EANELITRIR LT,

o= RDT RN A ZEFETLT KL ARZESNTOL— M ERET 5121, [b— Fi%EE7E (Route
Source) | Z 7 %27 Vw7 LET, IPvA 7 RLAICK LT, BAICT 78X VX MERIZT L

T4 I AVARNEMERTINEIDE Ry X7 VA RNGEIRL, BAEIZHEHTS

ACLA 7 V=27 FETRIFZT V747 A VA RNEANELITEIRL T,

s [IPV6] : L— b : L—bhDNL—hK T RLVA, XA KKy T 7T RLA, 720137 KX A XEET
7 RLRIZESNWTIPVG Ob— N 774> 7)) ZRELET,

* [BGP] : ROFKMIZFESWTBGP Ob— NN ET77 4 v 7)) #RELET, S ERTIZ T 2%
RLUET,

1.

BGP BV AT LA RA T 7 EHVAYANERESNIZNRATI7EH2A VA NOREEANT D
121X, [AS XA (ASPath) ¥ 7 %27 Vv 7 LET, HEORATI7E®A VR NEEELZY
A — MIWnTNILrONRZ T YA RE—HLET,

BGP a2 a=T 4 LIEESNaI2=T A OREZAEDCTDHITE, [232=T 1 VAL
(Community List) | #7 %7 Vv 7 LEd, #EOaI =74 ZHELLEE. L— MIWv
ThrOala=T4t—FHLET, PR tb 12O Match 2 ==7 4 L —FK LRV L—
ME, 77 RRT U R L—h =y 17 RARAZ AL ZENEH A,

arATesr Iz~ I}



. L—r3v7

3.

BHATELA IO b |

BGP R U ¥ —%FHlik L OB 272D/ — h = v 7ERET DL, [RY— U A b
(Policy List) | # 7% 27 Vw27 LET, 1o0DL—h vy = NUNTEEORY >— U R
FRRRAEEITOHE, RY v— U A NI RTCIZEREZT TRAZITOVET,

s [Z DAt (Others) ]: IROFMFITHEANTNA—FERIT T 70 v 7 2RELET,

1.

N—+DRA R v 7 OBEEEDCT DI, [A MY v 7 — MME (Metric Route Value) ]
T 4= R, BEERTHA N v 7 EE AN LET, BHOMEE D~ TRY > TAT)
THZELTEET, RELEZA N v I 2BOEBEONL—FEBRETEET, AN v I fH
L. 0~ 4294967295 O#PHCTHRE L £,

[# Z'fE (Tag Values) ] 7 4 —/V RiZ, BMAIWHHT 22 7l2 A LET, BEOEE D~
TR > TANTAZLLTEET, BELE- X2 VT 4 IN—T 2T 2EOFEEDL— b
PRAETEET, ¥ 7HIE, 0~ 4294967295 O&FE CTIHEE L E T,

N— kA TOREERNT DL, WY RIL— AT AT aveticLEd, A%
7p/L— K X A 1%, Externall. External2. Internal, Local. NSSA-Externall. NSSA-External2 C
T, HEDONL—F ZATHY R IMLBIRTAZ ENTEET,

AT9 71 [AIOERE (SetClauses) ¥ 7 %27 Vw7 LT, arvsr Y 7—7 /L TRIRT HKROEMITHE SN TL—
M7 47 BFRELET,

o[A MU v 7E (Metric Values) ] : [#7480E (Bandwidth) ], X CTOfH, FIHEA2 L EZRELE

E
1.

[kl (Bandwidth) 17 4 —/L RIZ, A MU »v ZEEIIHEE (Feey M) ZALE
T, BEZEIT. 0~ 4294967295 DEFE OEEE T,

[ARYwZ ZA4T (MetricType) ] ey 77X URA KNP, 5k —7T 427 7 han
DA RN w7 DFATZ2FRLTHELET, AR72MEIL, internal, type-1, E72(F type-2 T
‘a‘o

[EZIE (Delay) 17 1 —/v RIZ, EIGRP/L— hDIEIEAE 10~ 1 7 e PEATAN L ET, Ao
EOPIZ, 1 ~ 4294967295 T,

[E#8EM: (Reliability) ] 7 4 —/L RiZ, EIGRP D/ %47 v Mk Ok E AN LET, G807 M
DOHFIPAIZ 0 ~ 255 T, fE 2551 100 % OEFEMEZEW L, 0 IXMEHER 2N L2 ER L
‘g—o

(%) (Effective) ] 7 4 —/b NIZ, EIGRP OF el 2 A UE4, A7 EORMIL1 ~
255 T¥, E 2551, 100% Oua— REZEWRLET,

[MTU] 7 4 —/V RiZ, EIGRP ®/L— k Ofg/s MTU A X%&3A MEALCTAN LET, 4072
EDOHIPFAIL 1 ~ 4294967295 TT,

« [BGP A1) (BGPClauses) ]: IRDFMICHEASWNTBGP/L— b ERELE T, K2 EHRT DX 7 %1%
WLET,

1.

BGP/L— b D HMPEY AT A NRREEFT T H(21E, [AS/SA (ASPath) [ #7 %27 U w7 LET,

| EEEEDE e R A



| BREAaLA IO b
L—r2y7 .

1. [EEDOBMEY AT L NALFH % BGP /b— b OFENIAINT 5121, [AS 2SR Z /IS4
(Prepend ASPath) 1% 7427V v 7 LET, W, =—0/L7e ASESDEEELEMN S 41,
B AT A RNAEMILE T, BEROASSAFZZEHBE LEZHA, b— MInThho
AS FEEMIMCTEET,

2. ItED AS FH%E AS NADOFNIAINT HI2IEL, [RfZD AS % AS /S ADRFIZATHIN (Prepend

Last AS to AS Path) ] 7 ¢ —/L RIZ AS SAFEEAZ AN LET, ASBEOEA 1 ~ 10 Df
FHCTANLET,

3. V= hDETEARIAT L NRATEBRT DI, Pv— N Z T & AS RRITEHRT D
(Convert route tag into AS path) | F = v 7Ry 7 A& F NI LET,

2. AIa2=T 4 BREERET DT, [212=7 ¢ VA (CommunityList) ¥ 7 %27 V27 L
£

1. V= b= 7B2RXRTET VLTI ANnbaa=T o BEEZRET DI, [l
(None) 19V A RZ v #7 Vw7 LET,

2. A3 2=T 4B BEANTBITNE, [ 2=T 0 DFEE (Specify Community) ] 7 24 R
Bk 7 Uy LET WERSGE) . A27EIX 1 ~ 4294967295 T,

3. FOaa=T74llaia=T 4% BNTAHI0F, BEFOaIa=7 (IZBMT5H (Add
to existing communities) ] F = v 7R v 7 A AN LET,

4 BEHIO DS 2 =F L OWPRNEEAT B0, [ #—% > b (ntemet) | [7 R3% A
X721 (No-Advertise) . £7213 [=27 AR — 2L (No-Export) | T =v 7Ry 7 A%&EF
VIZLETS

3. BMEMEARET DL, [£OM (Others) 1 #7227V v 27 LET,

1. Z7fEZBEMICHAET DI, [BEY 7 2R ET 5 (Set Automatic Tag) | F = v 7 K
I AEAF AT LET,

2. [A—DVABEEOBE (Set Local Preference) | 7 « —/V RIZHALY AT L /XA DS EE
EATILET, 0025 4294967295 £ TOfEEZ AT LT EE W,

3. [EATTOREE (SetWeight) |7 4 —/V KiZV—T 47 7—T/LDOBGP V=1 h&EAJ)
LET, 005 65535 FTOMEAITLTLZE0,

4. BGP ODHEm=a— FZEIRL THRELET., AR7MEIL[=—H/VIGP (Local IGP) 18 X
O [R5ET (Incomplete) ] T,

5. [IPv4 #%E (IPv4 Settings) 17 > a > T, X7y bBRHAENDI XTI AN Ry TOFRT A
Ry 7TIPvAT RLVAZRELE T, ML — X THLHMEEZIH Y A, BEOIPVE T
RUAZBBELESS, WSO IPT RLATry b TE 9,

[V 7 4y 27 A VAL (PrefixList) | Fay 7 X7 URAINLIPVE T LT 47 A Y
A MEBRINLTHEELET,

arATesr Iz~ I}



BRAwTeELEF ISz~ |
B 7oexuxr

6. [IPv6 % (IPv4 Settings) |27 > a T, N7y "BRHIENDZX T AN Ry TORT A
FARYTIPV6e T RUREZIRELET, ML — 2 THOINETH Y E¥ A, HEDOIPV6 T
RUAZBELESS., WIN»OIPT RLATRyy b TEET,

[V 7 4y 27 A Y AR (PrefixList) | Ry 77X 0 URRNLIPVG LT (v 7 Aai#k
WL THELET,

ATv T8 [Add] %7V v LET,
RT9T9  ZOFT Tl NOF—N—F A REFAT55E1E, [AllowOverrides] = v 7 Ry 7 A% A I LE
T ATVl NOA—R—=F 4 ROFFA (12 °—V) 25H) |

ATY 710 [RTE (Save) |27V v LET,

TIOEA)R L

AYX—hk 3514+t YR—bENET | HR—rShB K

VR REDSA VR |11 B AU TUER

Wy (Any) |#E%7e L FTD W) (Any) | Admin Access
Admin Network
Admin

TIEAVANF TS ME, 778X arbra— U2 (ACL) &bHFETH, 5
T4 ZICHEAINAY—EREZRBIRLET, 77E8A VAN AT V=27 bEfioT, NL—
b~y TR EOKEERELET, ACL THFAIENTZ N7 74 v 73— A ZFHTEE
T, [TaovrsEnl] P73 74 v 2713 —E20bBRAENET, F—ERNLBIAESN
TR 74 9P TLLEERIZRR Yy 7INSDITTEHY £H A,

WDEATDACL ZRETEET,

EEE  BETTESLET FLABI R —MIESWT I 7 v 7 2@ LET, IPV4EB
FOIPv6 7 RL AZ YR —FLTREY, FEDONL— NV TREIEDLZLENTEET,

o FEHE  SEET RUVADRIZHEANWT N T 7 4 v 7 2B LET, IPvADHFAR— K LT
F9,

ACL X1 »F 7237782 arta—)L = b (ACE) 73— THERSINE
T, ACE DIRFILEZETY, 7 v & [FFA] ACE LG LT ACL #3325, ACL
WCBERSIN TS ACEDIEFR BV IZRELET, —BBR-O0D L, ZHLIFED ACE &1
BAELEEA, 72& 201E, 10.100.10.1 2 [FFAT] LC, 10.100.10.0/24 DFE Y 1TF_C [T m v
71 THGA, T IR Ty 2 M LYEHICBRESN TV DMENRNS Y £9, @
w. BARMEDE VW L— LA ACL O FIFICE & £,

[FFa])] = RUIC—H LW ry NMIvay s Sl /AR LET,
W, ACLA 7V =7 FOFRIEFIEIZHOWTIHA L ET,

| EEEEDE e R A



| BREEaLA ISy k
mrac+ ooy rosE |

MR ACLA T2 FDETE

FEEITBLIOMET FLA, Ya bal, BIOR—MIESNT, HBEWVEINT 7 4 v 7N
IPv6 DRI T 7 4 v 7 B RET DI, HIEACLA T V27 FEEHALET,

ATV [#T2xH + (Objects) | >[4 T x4 FEE (Object Management) | ZIRIRL, =27 F—T )L
Mo [FY9ERX arbka—)L )X+ (Access Control Lists) | > [#:5E (Extended) | Z iR L £9°,

ATFY T2 ROWTNNEEITLET,
o [#53E ACL ®3BH (Add Extended ACL) 1227V v 7 LT, iLWA 7P =7 FaELET,

T A3y @) 7Yy LT, BFOAT7 V=7 FERELE T,

ATY 73 [HEERACL A7 =7 b (Extended ACL Object) | XA T R Ry 7 AT, A7 V=7 bhOA4RITEZANTIL
(AR—=RFIEAART) . 77EA arba— L = M) EFHELET,

a) ROWTNDLEFITLET,
LW MY BERT AT, [Add] 227V v 7 LET,

ET Ay (&) 7Yy LT, BBFO= MY ERELET,

F7 Yy dA=ma—=hbb, = MIOYVEY, 2t — BT, EEHREZT) 2L TE
iﬁqo

b) NI T4y 7 HEEERTR (—8) T, FET ey (—BELRY) TEMDOTI L3 UEER
L%,

G¥)  [m7 (Logging) ]. [RZ LU (LogLevel) ]. BLW [ Y A % —s3b (Log Interval) ]
FTaFT 7 REA NNV L TORMERESNET (=T = XTHEH STV
B, Ta— L THEHASNAHACL) . ACLA TV =7 T 7B A L—LTHEHETW
RN TIHOMEICIET 7 4V hEFERALET,

) WOT 7= 7O TNraefEHALT, [*y hU—2 (Network) | ¥ 7 CiEEB L 0%HT FLX
EERELET,

s [FIFAFTEE (Available) 1 U A WS HBIDOFR Y NI —27 3T V27 hEFITTA—TE2RIRL,
[241ETCI2IENN (Add to Source) | £721% [#05E1218 M (Add to Destination) %27 U v 27 LE$, U
ARDEDHRE LRIV I7FTHE FLWAT D=7 FEERTEET, P4 T FL AL
IPv6 7 RL A ZAGDLEDL Z LN TEET,

« EEILEITSEY A DO FTOMRER Y 7 22T L A2 AH L, B (Add) 1227V v 7 LE

9, 1D2OOKRAKMT FLA (10.100.10.5, 2001:DB8::0DB8:800:200C:417A 72 &) T2V 7% v b

(10.100.10.0/24 % 721 10.100.10.0 255.255.255.0 DIE R, IPv6 DA 1 2001:DB8:0:CD30::/60) %
BECTEET,

d) [FA—1 Port) | #7227 Vv I L, OT =7 DOWVWTNrZMHALTH—EREHRELET,

arATesr Iz~ I}



BRAEELS IO b |
B =zacroo:z0 rozE

« [FIFAATEE (Available) 1V A R 2B HBIDOAR— K A7 V=7 bEIE7 V=752, EET
\ZiBAN (Add to Source) ] F721% [FE5CITEN (Add to Destination) ] #27 Vv 27 LEd, UA D
O RZ L EZT )V TDHE, FTILWAT V2l PEERTEET, 4777 MZLoT
TCP/UDP 7"— b, ICMP/ICMPV6 A vt — 4 A4 7 ZOMo7 o harizigecessd ( E
Bl 28T , =L, BEITZEIZLTELEREIILAR— ME TCP/UDP O A% F ANLE T,

s EETLFELIIFHRY A MDD TFTORER Yy 7 ATR—MEIZT e barz ANFELITRIRL, B
m (Add) 1227 Vv 7 LET,

GE) T_XTOIP I 74 w2 Z@HTI I M) EZRET DL, 3T o7 e balLzis
ETAHER—F A7V FEEIRLET,

e) [BM (Add) %7 Vw27 LT, = N ATV MIEBMLET,
) MBS T, 2 MV E2Z7 Yy I7BXORT7 7 LT, V= VEFCTHROSGE T ETICBEIL
iﬁ—o
IOTREREMBYIERLT, A7V MIBM=Y MY ZERETZITMRE L ET,
RTYTE ZOFT V2 NOF—"—F A REFAIT D551, [AllowOverrides] = v 7 Ry 7 A A A LET
(727 FOF—="—=F A ROFF (12 X—2) 2ZH]) ,
ATYT5 [{RTE (Save) |27V v 7 LET,

BEALAF T FOERE

SEHCIPVA 7 R ADIRIZEESNWT N T 7 4 v 7 #IRAETHHAT. BEACLA T V=7 b i
ERALET, TNLSNDOEEIX, YEEACL #H L £,

ATV T [#TPxY b (Objects) |>[AT Py FEE (Object Management) | ZiIRL, a7 Y F—T )1
NH[7UEAX A kAO—JL )X+ (Access Control Lists) | > [{Z2# (Standard) | 23R L £,

ATY T2 KOWTNNERITLET,
o [#E%E ACL @3B0 (Add Standard ACL) ] %7 Vw7 LT, HiLWAT V=7 FEERLET,

cWMET A2y @) 7Yy LT, BBFOA T V=7 FERELE T,

ATY T3 EHEACLA T V=7 k (Standard ACLObject) ¥ A 7V Ry 7 AT, A7 Y=/ hOA4HIZATIL (A
R—2IMEATEXERA) . T/ BRI ha— L = N EBELET,

a) ROWFNNEEITLET,
eHLWZY Y AERT DL, [Add] 227V v 7 LET,

mET Ay (&) 7Yy LT, BBfFO MY ERELET,

F7 Vv 7 A=ma—pbb, = FVOYVERY, 2t — MOFHT, £REHIREZIT) 2N TE
ij‘o

| EEEEDE e R A



| BREEaLA ISy k

b)

<)
d)

ATV ZOFTo 2l bOF—R"—F A REHATI8E51%.
ATVl FNOF—N—F 4 ROFFA]

Tk Aarybtu—Lxr Y LT,

JARN

LI N—T%BMLET,

asizorvzot |

RDOTrRT 4 ZBEELET,
s [727ay (Action) |: T 7 4 v 7 HUEEFTA] (—F) Fi3x7eyr (F—%) T50E9

[y hTU—7 (Network) 1:IPv4 Ry bT—2 3T V=7 NETRIINT 7 4 v 7 DS EFFET

GBI (Add) 1227 Vv 27 LT, = N &AT7V=7 MTBMLET,
MBS LT, = MV &2V v 7 BXORZ vy 27 LT, A= UEFTHRMOEHTETLETICBEIL

OB REBRYVIRLT, A7 V=7 MBI MY ZEREITRE L E7,

[Allow Overrides]| = v 7 R v 7 A% A4 A LET
(12~=2) 2ZH) .

ATv TS5 [{RTE (Save) | 227V v 7 LET,

AS/INZADA Ty k

ATV T [A7 =7k (Objects) >[4 7 =7 FNEHL (Object Management) | Z IR LT, HKT[AS/SA (AS

AS/SAIEBGP Dty N7 v TOMABHETT, ZiUd, Ry MU= OT 7 A& ARRIZT
HASTEZDL—r AT, AS/NAIL, BEI ST v MO — MIe D EE T E 5D
N—Z ORI AS FEHZDL—7 VAT, BADHAS T VT 4 v 7 A2 —FF 5 HEICH
THAYE—VEZH, FHTLHOIZ, XA N—HHET AT A (ASes) TBGP 2MEH S E
T, FN— X THILE TORK#ENL— MIBET D87 e e — b VN Thh -k, BRI T
WAHHEBEA P U v 7 BLORABEMEE &EHIZ, — FELIIANADERNENENDOE T Ik
FBahET, ZOERPARY NT—72BET5H L, NRThoeKL—HiX, BEHDASE
F% BGP A vE—TD ASes U A NOFNZAMAHIMLET, ZDU R NI, L—FDAS /AT
To AS/IRRIZAS LT 4 w7 AL EBIT, Fy NT =T & LIz —FH DL — ~OFf
FEDNY KT £9, ASNAXR—UORELFEH LT, BET AT A (AS) O/XZADR
Vo—F7 V=l NefEpk, at—, wELET, v»—b~vv 7 RVv— <o FiZ
BGP XA N—T 4 NH Y T HBETDHEEIHATH, ASHKA AT V= hEERTE £
T ASRNADT 4 NZIZEY, FRERTL—T 4 v I T v TFTF— M AvbB—V% 7 4 V%
METE FT,

AV—h+r M4 +% YiR—rEN5T | HR—FEhB K

VR REDSA VR |11 AH A TOER

W)y (Any) |E¥7e L FTD WPy (Any) | Admin Access
Admin Network
Admin

Path) ] Z@#IRL £7, >

arATesr Iz~ I}




B =z:=7/uxr

BHATELA IO b |

ATw 72 [ASXADBN (AddASPath) |27V v/ LET,

AT T3 4T (Name) ] 74—V RICAS XA 47 V= s hOLRTEAF LET, FE7eIT
ATy T8 [HLWAS XA A7 =7 bk (New AS Path Object) ] 7 1 > K7 T,
a) [7Z7v=ar (Action) | KRy 7 X7 X b [FFA (Allow) ] £720%

. 1~500T7,
GEM (Add) 127V v 7 LET,
[7wm>Z (Block) |4~

varE@ERLT, AT 7 B RAERELET,

b) [IEHIZEBL (Regular Expression) | 7 4 —/L R TAS/NAD T ¢ L HALHR % TE

To

RIOEREHZIFEL £

¢ [Add]Z7 V) vZ7 LET,

ATy TH

TDOXTV 2l NDOA—R—=F A REFTDHGEET
(ATl NDOF—_"—F A ROHA]

. [Allow Overrides] F = v 7 AR v 7 A% A A LET
(12 =) #ZH) .

ATYT6 [RTE (Save) | 227V v 7 LET,

O3Za2a=574 YR b

a3 a2=F 4%, BBHBGP BMEOA T a T, aa=F 4%, HET IV OO
B AEET 25D V—F T, ZhiFv—h 22X IR ENET, BGP O o
=T 4 JBEIX. BEDT VT 4 v 7 AIZEY éf%ﬂ D RAIN—IZT RANE AL RENDE
ETY, aIa=T41F, RORBHEEZEFT L - HOT LT 1 v 7 2DV —F 2 I
T&EET, Tv7TARN) =LA 7a ", F—L, ZhoO~—A—%EHL T, fFFEOT—H/L
&ﬁ@74w&vyﬁikm%0%1\%6wim@ﬁﬁ®%%ﬁ8®—$%ﬁww?4V7
RV —%2@HALET, 232=2T 4 VAMOREN—VEFEHALT, 232=54 JA}
RNV = F7V =7 FafERk, 2t — ELET, V — b vy FELEFAR) P — <~ T %
RETHEXIMHEHTD, 23a2=FT 4 VAR —FT7 V=7 bEERTEET, =3I
=54 VA EEATHE, —F =y 7 Omach A TSNS aIa=FT 4 I NV—T%
B CEET, 23a2=7T 4 VANMIL, —HAT— AU FOFEFEY R NTT, HEidt
. —ERARONDETL—ILERELET,

AYX—hk 14 +E YR—bENET | HR—FrShd K

VR HEDSA VR |11 B A AU TR

WP (Any) |57 L FTD WA (Any) | Admin Access
Admin Network
Admin

ATY T [TV =7 (Objects) >[4 7 =2 MEEL (Object Management) | iR L T, HRC[ZI2=T «
Y A~ (Community List) ] 23R LET, >

AT9FT2 [a3a2=F 4 VA OB (Add Community List) %227 Vv 27 LET,

RATw T3 [4A1 (Name) | 7 14—V RiZ
ATy74 HlLnaia=71 YA A7 V=7 (New Community List Object) ] 7 > K7 T,

Va3 a=T 4 VAN ATV FOLREIZEEELE T,
LGEM (Add) ]

7 Vw7 LET,

| EEEEDE e R A



| BREEaLA ISy k

Kyo—uzt |

ATv 75 [HE# (Standard) |47V a v RFUERRL T, a3a=7 4 V—VOREEFRRLET,

ATvT6

ATy 17
ATvT8

ATvT9

B Ia=74 VANMI, UV /) Uy a3a=7 4RI a=T7 4 BEOHEHEHINET,
GE) HE¥ERFEHLEZZ M), aa=T 4 L= LOWEEEAEHA Lo M &2, ALaIa=
T4 VAN AT V2l MIEDDLZLITITEERA,

a) [T77ay (Action) | Ku vy XU X IE [FAl (Allow) | £/2iE[7 ey 2 (Block) 147
TaryE@RLT, BEAAT 7B AEEELET,

b) [Z2I==7 4 (Communities) | 7 4 —/V R T, AIa2a=7 4 BFELEH/ELET, AHRMEIZ1 ~
4294967295 F7-1% 0:1 ~ 65534:65535 T,

c) WYlZe [v— k ¥4 7 (Route Type) | &R L FET,

e[ Z—x>y b (nternet) |: A F—Fy hOU )V /)T aIa=T A ZfRETHDITE
WLET, Z0aIa=FT 40N — ML, TRXTOET (NEBIUINE) 127 RAAZ AL X3
i‘d‘o

s [FET RNHZ A4 X (No Advertise) |: 7 RANF A ZXDT )V ) Ty ala=T 4 ZHRETDHED
WERLET, 20aIa=710bsL— MNIET (NWEHEIFHNET) 1ZIET7 RAZ A4 X3
FHA,

s [FE=Z AAR—bF (NoExport) |: LI AR—F DU =V /) T aIa=T 4 2BET DO
BRLES, Z0aia=7140boN—ME, ALHEY AT LANOET ~DH, £l3EE
WNOMD YT AL ZT DA~DHT RARZ A XINET, ZTHbDO/— MIFMTETIZIET R
A ARXIINER A,

[#:3E (Expanded) | A7V a v RF U ERBIRL T, aIa=7 4 L—/LOMELFRLET,

PiEala=7 4 VA MIERRBUCL 27 4V F ala=T IS ET, EHARBUL, 23a=

T4 BHEOREG AR — v ORREIMERAESNET,

a) [7Z7=ar (Action) | Rry 7 X7 U ARG [FFA] (Allow) | £/ [7 2 v (Block) |4~

arEBERLT, BRAT 7 ERAEZRELET,

b) [FHL (Expressions) | 7 4 —/L N T, EHEXHEZEBELET,

[Add] &7 U v 7 LET,

ZOF TV DO —N—TF A REFFa[T 5581, [AllowOverrides] F = v 7Ry 7 A% F A LET
(727 NOF—="—=F A ROFFF (12 X—2) 22H]) |

[RTF (Save) |27V v 7 LET,

RYS— 1) Rk

R —=VAPORY) v—=FT7 V=7 Fefpi, at—, wET L2 [RV—U XD
%7€ (Configure Policy List) | X—Y&#FHLET, v—h vy 7 E2RETDHEXIEHNTD
RV — VA NFT V27 FEAERTEET, — b~y 7ANTHRI > — VX IBRZRIN
L&, RN T— U R MNO match LT XTI =4, LBEENET, 1ODL— vy 7T
2O EDOKRY — VA NERETED, RV —UVRXANI, RCA—F <y 7HIZHDHH
AU — URARDOATHEESINTWDMOPERFD match B L W set LEHIAFTEET, 1D

arATesr Iz~ I}



BHATELA IO b |

B oc—uxr

ATy T

ATy T2
ATvT3

ATy T4

ATy T5

ATvT6

ATy 71

ATy T8

DV—b <y T 2 PUNTEEORY = VA MR~y Fr 77956, R v—U X
M RTERERMELET Ty F 7,

ZY—hk 5S4t HiR— FENDT | YR—FEhB K

VR REDSA VR | 181 RAH A TR

WA (Any) |FE47e L FTD WA (Any) |Admin Access
Admin Network
Admin

[72 x5 b (Objects) 1>[FT P9 FEIE (Object Management) | ZEIR L, 2T Y T—7
G [RY — U A K (Policy List) ] ZHER L £,

[RYU— U X bFDEM (Add Policy List) 127 U v 27 LE9,

(481 (Name) | 74—/ RICKRY > — VRN A7V =2 FOLBTIEZEANLES, £7V =2 Tl
KILFL/NSUFERRBI S ER A,

[7 27 ay (Action) | Kry 7 Xy URA NS, =BT HXRME~OT 7B REFAT N T a v
THPERINLET,

[ % —T7xAA (Interface) | Z7 %27 Vv 7 LT, fELIZWTINDA U F—T = A ZADINBIZHK
JANRy T EFEONL— NERAALET,

[V'— /A B —T A A (Zones/Interfaces) |V A M, T/AA ANEHAT— a0 L OBEEITH
AVE—T A ARGENTY = EBMLET, Y —CRIZRWA X —T oA ADEAIE, [FIRL
7o) =4 v H—7 A A (Selected Zone/Interface) | U A D FDT 4 — )V NIZA  F—T = A A4 %
AL, GBI (Add) 1227V v 27 LET, T80 AR LTS VX —T = A ZAETTY — U BEEN
TWABBITDI, TNAL ZATHEAMPRERESNET,

[7 RV A (Address) 147 %7 Uy 7 LT, BET 78XV ZAMNELEFTT VT 4 v 7 A YA FTHFAIS
N5 T RV R & FgoN— N il LE T,

WBEIWC[TZ7E®A U AP (AccessList) £/ [F V74 v 27 2 U AL (PrefixList) D EH S &9
DNEINL, BAIHERTOEET VA VA NAT V27 NERFT VT4 v IRV RANAT Ve
7 N ATTTHMERIRLET,

[*Z7 A RAFBy7 (NextHop) 1 #7 %7 U7 LT, FBELEZT A VANELFTS V7407
ARD I ONBESINTZRT AN EFYy T N—% T RLAZFFoL— MM LET,

MEIWC [T 27 E2A VAP (AccessList) |F/IE[F V74 v 7 A URK (PrefixList) |OELLEFHT
HMERINL, MEIHERATEET 78 A VA NA T V27 NERBT VI 4 v I A VAN ATV x
7 NEANITHERLET,

[b— FEfE7E (Route Source) | ¥ 7 %27 U7 LT, 7T78A VA MNERFT VT 47 A YUART
BESNTET FLADL—ZBLOT 7B AP =L o>TT RRZ A XENTN— N EFHEA LET,

MEIC[T2Z7E2A VAP (AccessList) |F7IE[F V74 v 7 A URARK (PrefixList) |DEL L EFHT
HMEBRINL, BMEIHERATIERET 78 A VA NAT V27 NERBFT VI 4 v T A VA RNET Vx
7 b ATJT L0 ERL £,

| EEEEDE e R A



| BREEaLA ISy k
vwnioozs b [

ATFYF9 [AS/SZ (ASPath) | #7 %27V v 27 LT, BGP At AT L N A% —HEEET, HED AS 2%
BE LSS, v— MIVThro AS "X E—HLET,
ATV T [Z2I=2=F 4 L—/L (CommunityRule) ] ¥ 7 %7V v/ 35HL, BGPaAI=2=7 4 LIFEIN2
R T A OBENEMNIRY FET, HHOaI 2 =T 4 2EBTE LS. V— MInThnroaa
=74~ LET, BGPAIa=T 4 LIEELEaII 22T A ORE-HEANTTHIIE, HEEL
7ma =7 1 LRI —H (Match the specified community exactly) | T = v 7Ry 7 A& A2 LE
R
ATYTN [ARV w7 T Metricktag) | #7227 Vw7 LT, ARV w7 EN—bOX2VT 4 TN —7
27 eBELET,
a) [Metric (A MV w2) ]74—LRIC, BREHEHATL2A N v 7EEZ AN LET, #EROEL
VY TCTRUSTANTHZILELTEET, ZHELIEA N v 7 2RO EOLV— NERETEET,
A MU v I, 0~ 4294967295 OFiPH THE L £,
b) [#7 (Tag) | 74—V RIZBAEIHERT X 7EE2 AT LET, BEOMEE D~ TRY > TAT
THZLEHLTEET, HBELE®EX 2T 4 IN—T X T2 oOFBEON— NEBRETEET, #
L, 0~ 4294967295 O#FiIFH THRE L £,

RTYT1R2 ZOF TVl bOF— =T 4 REFAT5551%, [AllowOverrides] = v 7 R 7 A% A4 LE
T ATV FOF—=R=F 4 FOFFA] (12 =) &5H) |

ATv 713 [RTE (Save) |27V v/ LET,

VPNA T o k

FTD IKE /K1) o —

Internet Key Exchange (IKE, A > % —x v k ¥— 7 XAF =) |&, IPsec 7 DL,

IPsec fif 5 —Dxr I m— 3 > LA, 3 K OV Psec Security Association (SA, E¥ = U7 ¢
TYvT—ay) OHBNRMESLIER SN A —EE# e b2 Td, IKERTT—
T I2 oD T = —ATHERENTWET, 7=2—X 1 Tit, 2200 IKEETHDOEF=2
T4 TV vE—varERrIAo—MLET, ZHUTEYD, ETIET 2 — X2 TEAITHET
XXV ET, Tx—R20x AT —31 9 T, IKEIZK - T IPsec 72 & DD 7
TV r—2a VO SABHELEINET, MHFDOT = — XA THEHOFR I T—1 3 VEHZ T 1
R—=VPARNFEHEINET, IKE 7o R—VLiE, 20087z — g 2 R#ETH
OGO T THHENLT LT X0ty FTF, IKEXI T —3 3 0%, L@
(H:A) IKERY o—IZBEEL TV A EETICE-THthsNE T, ZORY »—1F, %o
IKERXIvT—ya VaRETHEDIEA SN EX2 )T 4 RXTA—FERLET,

IKEvl Tld, IKEZmR—H/Licid, B—DT7 LT XAty SR V—TRNEaEnR T
FI, BHORY) o—% T 74 F VT A ETERLT, 2722 b1 20KR) —RNY £—
FETORY —IZ—ETHLIICTEET, IKEv] &I1FHERD | IKEv2 7' 7R —H /LTl
1 ODORY S —THEEOT LT ZLABLNEY 2T A TN —T2EIRTEXES, 72— 1
DAL= g TCETHEIRT 572D, fETHIKEYmAR—F LAz 1212352 &
IXATRETT D, BEORLLIKE T e AR—HF AL EER LT, RbEELWAF T v a v aEm B

arATesr Iz~ I}



BHATELA IO b |

B ek —rI0:0 rome

FNEAICERETH 2 L bMF LT &, IKEV2 TliX, R — 47V =7 MR A%
BELRWEZD, TOMDKRY o —CiGEEM 2 ERT HILENH Y 7,

4 k[ IPsec VPN Z 5% ET HB8E, IKE R U > —0NMETH, FEMIC OV TIL,  [Firepower
Threat Defense @ VPN] ZZM L T 7ZE 0,

IKEVI R) o—F T2 ) FDOERE

&

ATy T2
ATvT3

ATy 74
ATy TH

ATvT6

AYX— k54t |HEDSAEUR|HR—bENET | HHR—bENBL|7OEX
R INA AR AA (Access)

T AR—h 3 |EZY L FTD U—7 DI Admin
CTIGAT A

IKEvI R Y 3 — R—=VZHH LT, IKEvl RV > — 47V =7 M &ERk. B, 7213 E
LET, INH6DORY —FT7 V=7 ML, IKEVIAR Y O —IZBBE 2T A—ZNEENT
WET,

725 b (Objects) | >[AT x4 FEE (Object Management) | 23%®IR L, HIK T [VPN] >
[IKEv1 7R &— (IKEv1 Policy) | Z#R L £,

BICERE LR U—F, VAT AL TERSNDT 74V MV AREINTWVWET, 77X L
NS TE, TR —FALaiEE @) . £x (%) o F2EHER (O) 93228 TEET,

(&) W[IKEvl EVU v —0iE (AddIKEv] Policy) ] ##R LT, HILWEV v— A7 V=7 b &
ERR L £9,

ZORY —0 45T (Name) | Z AN LET, K128 XFEHEHTEET,
ER) Zo7aR—%1o [#iHH (Description) | & AJILET, &K 1,024 XFEFHTEET,
IKEARY =D [FT7A4F VT 4 (Priority) [fEZ AL ET,

IOTITAFVTAEICL T, FHEOEF 2V T 4 T Y= —rv a3y (SA) ORHEERITRIZ, 3T
T—2arTA2O00E T BT A2 LT, IKERY U—DIEFARELET, UE—h IPsec BT
B, DT TAF VT 4 R —TRERIRINTNBENRT A= EHHR— K LTWARWVWEE, RIZEW
TIAFVT 4 TERBINTNDENRNTG A—ZOMAEFITLET, ARMEOFMAT 1 ~ 65,535 T7,
EANZWNEE, TTAF VT4 BEL2VET, ZOT7 4=V ET T I7DELICTHE, EHt
VHE—IZL ST, FREEIDHETOENTOVRAWNERS/NSVERE VS TONET, EIX120BFEY, &
LS5 &7, ZO®%IESs TOHMLET,

(K551t (Encryption) | HiEZ IR L £,

IKEvl RY =TT A EB IOy v 2 73 RAZRETIHHE. 7 T4 R 2L-T
PR—=FINTNETNTY AAETZERTEET, VPN MR YOI A NT Ry OT /A AT
X, WAOETIC BT 7 VTY XALEZEBRTIHLENRDH Y £3, IKEVI TIE, WIhnro4 7T s
VEBIRLET, AV a VOFELWVEAIZOWTIE, AT AR BT AT RADIREESR LT
<TEEW,

| EEEEDE e R A
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| BRREgELL ISy b
Ke2 Ky v— 470z roEE [

ATYTF1 [y i= (Hash) [ 7403V ZLERRLT, A v b=V OBESEORKICHENSND A vE—Y XA

VA NEERLET,

IKEvl 72 R —F L THEATAEB(LB IOy 2 7Y ZAEZRET HES. BHEST 1 2
LS THR—FENTWAET ALY AL TEZERTEET, VPN hARRY D= 2 T %y DT
NAATIEE, MFOETIZ—HTHT7 VI ALERIRTIMNERSY 9, A7 a DFFELWELH
WZOWTIE, T2y > 2 T3 XLOREEZSRLTLEEN,

AT w78 |[Diffie-hellman 4 JL— 7 (Diffie-Hellman Group) | #7% & L £,

KBk 9 % Diffie-Hellman 7 /L — 7, RN KEWEE X 2 U7 0 BRib S E T, QLB
NELSRVET, 22007, BT BN —TNHREESNTWHLRLENHY £3, VPN THA]
THIN—TZFEIN L E9, z‘7 a O LWV OW T, 7 % Diffie-Hellman #% 3t 7 /v — 7
DWRTEESZHR LTI,
AFYF9 X2 VT TVIT—ar (SA) O[TA 7 XA L (Lifetime) | (B¥0) %
2,147,483,647 b DIEZE TEZ £9, 7 7 4 /L M 86400 T,

TDITATEALLEBZDHE, SADHIEREIIN, 2 0D TTHXI T —2 a L ETHILERH D
FI, RIS, —EDREIETHET, T4 7 XA LNEWEL, IKE R AT —YarRhteFa
TIZRVES, IIEL, A7 F A LREVE, 5%DPsectx 27T 4 7V vxz—a0Dky b
Ty, FHNTA T EA LORAE LY bR ThIVET,

LET, 120~

rmu
><

ATV T 2007 HITHEMT S [RAEJ1E (Authentication Method) | Z##¢E L £,

o [FAidAA ¥ — (PresharedKey) |: FaiAxF—2MHT 2L, WEXT—%Z 200 7HTHAE L
D, F8GE7 =—XHIZIKE CHERA LY TEXET, 2MET7TO 1 DIZE CFRiEF—NREIN
TWARWEAIL, IKESA #fEsr Tx £H A,

o [REFAE (Certificate) ]: VPN £l C78RE /N E U CREBHEA AT L, ETIEPKIA V7T A K
T F D CAY =IO T VANGEREZ G LT, EVORBGE TR L £,

()  IKEvl Z%AR— 132 VPN AR T, BRLZIKEVI AU = A7 V=7 P THRELE
[#85EF720 (Authentication Method) |73, IKEvl @ [F&FE# 1 7" (Authentication Type) ]iXEDT
TNV MIRVET, INODEIT BT LOILERDH Y FF, —BLBRWVWERENTT —ITR
D E7,
ATY TN [Savel 227 Vv 7 LET,
BLWIKEVI R Y =Y 2 MBEmEhE T,

IKEv2 R S— AT FDOERTE
AX— bk 54 ¥ [ HEDSA VR |YR—rENET | HHR—rShB K| 791X
R INA REL AL (Access)
T AR—F 3 |4 L FTD U —7 DI Admin
VITAT A

arATesr Iz~ I}
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BRAwTeELEF ISz~ |
B ceexyo—r70z0 romE

IKEVRRY > —Z ATl Ry 7 ZA&EHA LT, IKEVRRY =477 b a2ERk. B,
WELET, TNOORI > —F 7V M, IKEV2ERY O —ZUE R R5 A — 2 NEF

ATYF1 [ATPxH + (Objects) | >[A# TPz FEHE (Object Management) | IR L, HIKT[VPN]>
[IKEv2 7R1) &— (IKEv2 Policy) | Z&#R L £,

AICRE LR —iF, VAT AL TEREINDT 74V MV A MERTWET, 77ER L
S ko T, R —%fE (o) . For (8 L FEsm (8) b TxET,

25w T2 [IKEv2 EYU S —DEM (Add IKEv2 Policy) ] 38R LT, HLWEY v—2 Bk LES, &
ATY 73 ZOKRY—0[4HET (Name) |2 AN LET,

RY = FT7 V=7 PO, K128 LFEEHNTE X7,
RTvT4  ZOKRY—0 [#H (Description) 1% AL ET,

R = AT V=7 FOMM, K&K 1024 XFaEHTE £,

ATY IS [FTA4A VT 4 (Priority) |2 AL LET,

IKEZ B R—FNDT T4 A VT 45, ZOTTAFVT HICk-TC, DXV T4 TV T—
var (SA) ORHBITRIC, v =—var 3520087 20y 5 2 L T, IKE 7 rF—#1
DONEFRRELET, UE— FPsec TN, HDTTA ATV T 4 RY I —TERINTNDH/RNT A—
F P R— LTRSS, RIBEWTZA 4V T 4 RY —TERSN TV DO AT A=Z DM %
RITLET, ARRMEOHEPHIL 1 ~ 65535 TF, EX/NSWEE, TIA4 XV T o n3@m< e ET, 2
DT A4—INRETITVIDEFILTEHE, BHELVZ—ICEST, FEEDV Y TONATWVARVWERL/HE
VMEZREID M THILET, X106 BEY, WRITS LR, ZO®RITS TOEMLET,

ATYvT6 EFX2VUT4T7VIxZ—ar (SA) O[T7A4 7 %A L (Lifetime) | (B #FELET, 120 ~
2,147,483,647 WO EZFRE CTE £9, T 7 4/ biE 86400 T,

IDIGATEAL LEERZDHE, SADHIENYIN, 2 0O TR THRrAL T —2 9 UAITHINLERDY
F9, A, —EDREICETDIE T, IA4 7 EZA LDNEWEL, IKEFR I —arNEeFa
TR ET, 2L, 47 FA4 LB EWE, 5%DIPsecEFxX 274 7Y —varyoky b
T TR, FNTA T EA LOEE LD bREIIThIVE T,

ATy 7Tl KERYI—THHATIEINAY 2 TATY X500 AT L TY X2 (Integrity Algorithms) | 545 %3
MLET, 2Oy vaTVIAY XAMIEST, Ay E—VOBEAGHEORKRIMENINDIA yE—DF
AT = A MPERENET,

IKEV2 7 a0 R—F L THEHT RS bB L Oy v a 73 RAERETLHE, HHENRT A A
LS THAR—=FENTWETATY LT ERIRTEET, VPN MR YD X T %y hOT
NAZATIE, MAFOETIC—HTHT7VT) ALETRTHMENSHY £9, VPN THAT57 /03
ALTRCEBBRLET, A7 a VOFELWVBAICOWTE, EHT v a T3 ) XAORE
EHZRL T I,

ATy T8 Tx—RX2FxIvT—1a ER#ET LD T 2 — X 1 SA DWMNIZHER SN D [EEET LY XA
(Encryption Algorithm) ] Z R L £,

| EEEEDE e R A
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| BREAaLA IO b

ATvT9

ATy 710

ATy TN

FiD Ipsec 7rti—4L [

IKEV2 70 AR —H IV THEAT IR S EB LNy 2 7TV X LERET H5E. BEMNGT N1 R
WCEoTHAR—= SN TWETAITY ALALETERINTEET, VPN bR YOI XA NI Ry DT
NARATIE, WHFOETIC—HTHT7 VTV ALEERTLHMLENRSHY 9, VPN THAITH7 /03
ALTRTEBBRLES, A7V a0 LWEBIZOWTIE, EHT AR5 (LT7 VT XLADRE S
ZHLTLIEEN,

[PRE 7 /LY X2 (PRF Algorithm) ] Z 33K L £,

IKE RV > —IZfliHEN Dy 2 7T ZLAO%RLEEES (PRF) #4> T9, IKEvl Tl, &4
PET N TY XANEPRFTNITY ZALEFIFTHIENTEERA, 7L, IKEV2 T, ZTNHDOxT LA
VMIHKLTERR2DZTNAVTY ALERECTEET, VPN THATHT LT ALATRTERRLET,
I a VOFELWVIINIOWTIR, TNy 2 7T ALADOREEZSR L T IEIN,

[DH /L —=7" (DH Group) ] Zi&{R L, B (Add) ] LET,

5 kil S 45 Diffie-Hellman 7 /L —7", fREBAKEWIEE X 2 U 7 ¢ BNoffb S 9728, ALEERy
W#%<&Di#‘2o@t7 BT AR N T RERESN TV DHLERSHY £9, VPN TH
T?é&ww7%%mbi¢oﬁ7/a/@#bwﬁ%_0wfi\ﬁ%?émmﬂMMm%ﬁﬁww
TOWRTEEZRLTLTEEN,

[Save] 7 U v 7 LET,
EEOE G DENBIRENTEE. FTLWIKEV2 RY o —n U 2 MIBEMENET, BRI
oG E, TT7—BEREN, ZORY U—FIEFIRGET D20, BERTHLERH D 7,

FTD IPsec 7 OFR—H)L

IPsec 7’RA—H /L (F7FX T A7 —A%y ) XIVPN bR UEHRETH & ZITHEH
INET, BT, ISAKMP ¢ D IPsec X2 T 4 7/ vo— g ORI o— Mz,
BEDT—4 7u—% T 28 EO e R—FALOFERICFRELE T, T uR—PiE,
FOET TRILTHDILERHD 9,

IKE /N—¥ 2 > (IKEvl £721% IKEv2) (ZH250 T, BEOD IPsec 7 mAR—H/L A7V =7 b
nBdH Y ET,

«IKEvl IPsec 7R —H)L (F7-F T AT 3—b kv b)) A7 V=7 MEERT 58
A, IPsec NENMET HE— RERINL, MERK YA TBIORREY A T2 ERLE
T, TN ZANIFHE—OF TV a U EBIRTE E9, VPN THEOMAG OE A
A— FT51201F,. BED IKEv] IPsec 7 a2 R—F L A7V =7 NaEERLET,

« IKEV2 IPsec 7R —H /L F7 V=7 FEAERKT HFEIZ, VPN TH AT 5T X CTOR 51t
TNIYALENYy 2T NI ALEENTEET, IKEV2ZRI v — 3
T, TNENTHR— FINDRERA TV a s &2BRLET,

ﬁjﬁ”W?*JJ?47ﬁbﬂﬂ/®9)m\mm1&mﬁa®mﬁ®mwafmﬁ~%w

WHEA S ET, ZAUTEREE. e k. BIXOT vF U LA —e 224 L £9, ESP
m\m7ub:w&475m?%

arATesr Iz~ I}
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BRAwTeELEF ISz~ |
B keviipsec Tok—yL AT roBE

\}

(51) IPsec }‘ \/?‘/I/VCHT‘%%{E (E [E uﬁ@ﬁjﬁ‘%'fﬁ)ﬂj—é (E %*&4% Lij—

IKEv1 IPsec 7AFKR—FIL AT 9 FDERTE

AX— bk 54t [ HEDSA VR |YR—bENBT | HR—FENEF | 791X
VR INA R A (Access)

T AR—F 3 |4l FTD J—T7 DI Admin
CIIGAT A

AT 1 [T b (Objects) | >[FT Py FEIE (Object Management) | Z3ER L, HIK T[VPN]>[IPsec
IKevl 7O7/R—+4 )L (IPsec IKevl Proposal) | %R L £,

AR E L7 a0l —Fid, VAT AL TEEINDT 74NV MU A MENTWEST, T/ &R
LUz »TiE, edR—YraefmE () . For (%) . Tk (O0) 92288 T FET,

2T v F2 D[IPsec IKEvI 7' 10 A—H /L DB (Add IPsec IKEv] Proposal) ] %840 LC, # L7 1 R—H L % 1Rk
LET,

ATFw T3 Zo7aR—YLo [4ET Name) ] Z A LET,
RY = ATV =7 bOLAR, KK 128 LFEFHATEET,

ATv 784 ZOTaR=PLO @Y (Description) ] & AN LET,
RY =727 bOBH, KK 1024 LTaEATEES,

X%vﬁsEWH%%:@@mmwmm]ﬁﬁ%%wbif ZOFuR—PFLOH ST MMEXF 2T 4 Fu ha
b (ESP) K5 B LT LY XA,

IKEVI TiZ. WIFhnoA4 7 g U ZBIRLET, [Psec 72 R—YP L THEAT IR S(LB L0y 27
LT XABRRETHHEES., VPNHROTF AL 2L > THR—FEINTWAT AT XAFPT 2 EINTE
9, 7V ar0FELVBBHIZOWTIL, AT AREE T LT XADREESR L TLTEE N,

ATw 76 [ESP/~v = (ESPHash) | DA v a v &R L E7,
F7 T a OFELWVBIZOWTIE, T2y 2 T ZLDREESRLTIIZIN,

AT9 7T [Save] &7 Vv 7 LET,
LW aR—PLn) 2 MBS ET,
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| BnmTgEarICcs b
IKEv2IPsec FOR—4L #7015 roBE ]

IKEv2IPsec 7AKR—FI)IL AT FDERTE

AT—F SAt |HEDSA VR |YHR—FINBT | HR—FSNBE| 7o ER
~ A INA R A (Access)
T AR b3 L FTD V=7 DH Admin
VITAT R

RT9T1 [TV b (Objects) | >[A TPy FEE (Object Management) | =R L, HIK T[VPN]>[IKEv2

IPsec 7 A7R—+ )L (IKEv2 IPsec Proposal) | Z iR L %7,
AMCRE LT BR—YF T, VAT AR TERINDT 7+ MV A ESNTWET, 77 kX
LAUUZ R o T, eR—¥rzift ()  For () | 3R (3) 52286 TEET,
AT w T2 [DIKEV2 [Psec 7 12— /L OiEN (Add IKEv2 [Psec Proposal) ] 23R LC. # L\ 7 2 B— L% Eik
LET,
AT9 73 ZoO7aR—¥Lo [4E] (Name) |2 AT LET,
RY = FT V=7 FOARTL, &K 128 LFEMEHTEET,

ATy T84 ZOTaR—%1LoO [#HB (Description) 1 & A LET,
RV —=FT7 V=7 OB, &K 1024 XFEEHTEET,

ATw 75 [ESP/~v ¥ = (ESPHash) | FIEZRIRL T, Ny Va3 AT LT X AERGEH 7 2R —V L
WEHLET,
IKEV2 Ti%, [ESP /v > = (ESPHash) | AW AR —hF 547> a3 _RCTERERLES, A7 ar0
FELOVEBIZOWTIE, T2y 2 7T XAAOREEZSRLTIIEIN,

AT w76 [ESPH;5{t (ESPEncryption) | HIEZRIRLET, ZO7aR—FLroh7erbtxal) 74 7r b=
b (ESP) K5 B LT LY XA

IKEV2 TiE. [E4R (Select) 17V v 7 LT, VAR — b TEH5TRTCOF T a v EZ@BRTEDHLAT S
Ry 7 2%MEET, Psec 7R —P L THEHAT I SLB IOy v a TATY XALERET D54
VPNHNDTNSA AL THR—FENTVET AT RATZTERIRTE LT, A7 a v OFEL0H
Bl OWTIE, FHT AT L) XLAOWREESZHL T X0,

AT TT [Savel 227V v 7 LET,
FLnTaR—FLnY 2 MBS ET,

FID G IL—T RS —AToxH k
TN—FRY L — 3T N—F RV —F TV NAIREIE SN A B S [EO—EHDLT T,

UJE—FT7Z7EBAVPNOZ I AR T AZFERLET, L xE V=T RIv—F7
Yx7 FT, T RVA, Tu bk fERGERER EO— i) @tE AR e LET,

BRATREGA IS b .-]]-
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BRAwTeELEF ISz~ |
B /—Fxis—479z0 romeE

2—PIZHEHEND I NL—TRY > —ZVPN b RIS S NABRIZIRE SNUE T, RADIUS
B — NI N—T R —%E YU TEHEN, FREFHRECE R e 7 7 A VI EEES
F9,

\}

G¥)

FTID TiZZ7N—7 R v —BIHEOMKITH Y EEA, 2—FIToNTIE, Z7r—7 R v—
ATV =y PRERE LTHASRET, 07 VIS AAA Y — S TRES iz / L—7 &
Vo—F7 V=7 FMEREND D, ERITIANEESH TORWESIE, VPN #5715t
LTRESNET 74NV MO A—F RY—NEHENET, HBESNET 74 DT
N—T" RY =T 74/ MEICRETEET, ZHud, B e 7 7 A ZH V¥ TH
. o7 N—7 KU =R —FIZH L TRE SN TV R WG AIZOAEH I NET,

ErEYY
IN—T R —F T FOFKE

BI—FRYS—+TS1H hOBRE

(112 ~=—2)

AR—h+ 24 €
VR

HEDSA2R

Hih—rEhdT
N A

HH—FENB R
A A

TR
(Access)

T 7 AR— il

ALY

FTD

Admin

WL (Any)
FEREDS A 270 A
~—h 714
AT AT MZ
BIEA T AT
DR
AnyConnect 7 A
T AOWTR
IR

* AnyConnect

VPN Only

» AnyConnect
Plus

» AnyConnect
Apex

FID 7 V=7 RY) v —F7 V=7 b (111 =) 2ZRLTIEIN,

ATy T [#TPxY b (Objects) |>[ATP 9 FEE (Object Management) | > [VPN] > [ )IL—T K1) o—
(Group Policy) | ZiE#IRL 7,

PANCHRTE LR ) =N AT A T 73 eV A hanEdT, 2—HFDT 7R L-ULIZR T
T, ZN—7 RY —Offak, Fr, EFITHIRATE £7,

| EEEEDE e R A



| BREEaLA ISy k
sn—Fkyo——mr7var i

ATY T2 [ZN—T KV —@EM (Add Group Policy) 1% 27V v 73250, BUEDOKRY > —%RINL THREL E
j—o
ATY T3 ZORY —0 [4AET (Name) | & A7 2 > C [ (Description) ] # AN LET,

AHNZITR K 64 LFOR S ZMATE, A=A A TE 4, ST, KK 1,024 XFEHEHTE
32_9;«0

RTYT4 TV—TR) v——ffA T ar (1135=) OB T, ZOZV—7 R Y & —0 [General] /37
A= EEELET,
ATY TS Z—7 KU ¥ — AnyConnect 77+ 3> (116 X—) OFHHIIHES T, ZOINV—TF KY T —D
[AnyConnect] /X7 A —Z ZfiE L £,
ATYT6 IN—T R v—0t 7> ar (118 =) OMBIZHE- T, ZOTN—T K o —0 [FEH
(Advanced) ] /X7 A—Z #RELET,

ATy T [IRF (Save) |27 U w27 LET,
HLWT =7 R —nNY 2 MTBMENET,

RDERY
IN—F RN —F T2 "2 VE— KT 7 EBAVPN#EG 07 7 A VBN ET,

GIW—TRYyo—BA T ay

FEZF—=ar R

#7249 b (Objects) |>[F TPy FEIE (Object Management) | > [VPN] > [F)L—T
7R1J — (Group Policy) |. [Z//v—7 KR Y 2 —DiEM (Add Group Policy) 127 U v 27 3%
n, BIIEORY o—%RIRUCRELET, 227V v 27 LT, [ (General) | ¥ 7 %8R
L\‘i‘é—c

VPN O ko)L 74— K

ZOITN—T R o—%@ATDHEXMEATEAVE—FNTI7EAVPN bRV DX AT
ZHRE L £, [SSL] £ 721 [IPsec IKEv2]

IP7 FLR T—)L

VE—KNTZ7EAVPNOZ—F FNL—TIZEHDOT R A T — /WD Tl &b IPv4
T RLAE DB TEIEELET, UET—h 727X VPN Ti, #:EIZ RADIUS/ISE ZfH L
T, BAIESNTZa2—F FL—TDREDT FLA F—ANSIP T RLAZE Y YTHZ LR
TEET, FFEOZ—Y Z L —FIZk LT, FFEDZ NV—7 R Y 2 —% RADIUS #FiLE Mk
(GroupPolicy/Class) & L CETHZ LWL, IETAT o T AT 4T V=T VAT AND
2—WELFZ—YF TN —TZHR) U —DHHE > — LAV ACETTEET, 2L xE, FFA
EERIEEDT FLA =L E2FR LT, Zho6D7 RLAZEHLTRY > —o@EH 217
W, WER Yy T — 7 ~OHIRE DT v A EFFA[THAMLERDH Y £,

arATesr Iz~ I}
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B/ xus—mtroay

Firepower Threat Defense 7 /XA AN7 T A 7 MZIPvd 7 KL A 7— L& E0 4 CHERIE
iz :

1. IPv4d 7 KL &2 7—/,L.® RADIUS @k
2. ZA—7RU T —d RADIUS &%
3. B a s A NI~y T EINTZIIN—T R —NDOT KL A TF—)L

4, BT 77 A VNDOIPVA T KL A 7 —)b

ITN—7"HRIV—TIPT7 FL A F— L& FEHTHEORBEERO—HELLTIRLET,
¢IPv6 7 L A 7F—)LIHHR— I TWEHA,
c IN—TF R —TF. BRKT6ODIPVvAT RL A F— L EBETXFT,

E%$®TFVXf—wﬁﬁEéhé& BEAN KM LET, TRVA F— V%R BT
AENZ, TR_XTCO2—V 2l 47T A20ERH Y £,

7 RLA = NVOAFINERINTZY, BEET LT LA T—LAREESIND &, B
DRITDAEMER SV £7°, BFEAEMT2I2E,. HWT RV 77— L Z2HIBR LT
O, BEINET RLA P— A5 EETAVLERH Y 7,

NTGTNY a—T 47 a<wy RO—EZUFIORLET,
® show ip local pool <address-pool-name>
® show vpn-sessiondb detail anyconnect

® vpn-sessiondb loggoff all noconfirm

NF—T4—ILFK

074 VLI L TERTEINATFT— TF X M E2EELET, ESITRK491 7T
T, T 74 MEZH Y £ A, IPsec VPN 7 T A 7> kTl AT —IZxf L TTXTO HTML
N HR—F & ET 2, AnyConnect 7 7 A 7 2 h TIE—HOHTML O AN R — h Sk d,
W] =N = F 2—PIZIELL EREIND L HITT DI, IPsec 7 FAT v M &7,
SSL 7 A 7 M <BR>Z 7 ZEMAL£7,

DNS/WINS 7 1 —JL K

Domain Naming System (DNS) # —~335 J U* Windows Internet Naming System (WINS) #—/%,
AnyConnect 7 7 4 7 > N DA RRRIFEH S E T,

« [7*7 A~ YU DNS % —,3 (Primary DNS Server) ]33 LU [ 4 U DNS#—,3 (Secondary
DNS Server) ]: Z D7 —7FTEMT 5 DNS — 30D IPv4 £7213 IPv6 7 R L A & E 5%
THFy NU—2 A7V =7 MaBRIRETIIMER L ET,

«[FZ A4~V WINS #—,% (Primary WINS Server) | B L [EH & U WINS —
(Secondary WINS Server) |: 2D 7/ —7THEHT2 WINS h— D IP 7 KL 2% 5T
Xy NT—7 A7V NEBIREIIER L ET,
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| BREEaLA ISy k

sr—Fwys—mgrrvar |

« [DHCP * v b U — 7 #i[fi (DHCP Network Scope) ]: Z D7 /)L—70 DHCP % v kU —7

DIPVAT RLAZ SRy NT—27 ATV NEBIREFIIER LEST, ZORET
WX, IPv6, 7 KLU AHH, 37 %y MERIZV R —FESnnTnERA, BWUNICEHRTE
ENTWARWEAS, VPNRU S —OREEIT R L £,

[T 7HNV b RAA Y (Default Domain) |: 7 74V 5 RAA D4R, i AL RAA

(7= & 21X, example.com) ZfEE L £ T,

ATYy bk b)Y T4—ILK

A7y b bV, —#oxy NU—2 77 4927 % VPN b RVISHEEL Tl
WEE KB . BYORY N —Y 57 49 7% VPN FoRAOSMIEELET GE
ek, 2F0 707 %X MOIREE] ) o

c[IPvd 27V >k hRY U Z/Pv6 A7 Y > b b U 2 (IPv4 Split Tunneling/IPv6

B

Split Tunneling) ]: 7 74 /L Tk, A7 Y v b hoR Y 73BN TT, IPv4 & IPv6
MEEL, [N RNV ETTRTONT 7 4 v 7 %735 (Allow all traffic over tunnel) ]
WCRESNTWET, ZOFFIZLELGAE, =V FRA UV ENRLDTXTO NI T 47
I% VPN it i TG S E T,

A7V b MR T ERFRET HITIE, RICFEEES N v Fy FY—2  (Tunnel
networks specified below) | £713 [IRICHRE S loxr v F U —27 2RS4+ (Exclude networks
specified below) | Z@EINL E£3, £D%, TORY > —DT7 78X abe—L JRA B

EHRELET,

(A7 Uy bk b xy hU—2 UA S ZA 7 (Split Tunnel Network List Type) ] : &
HTo7 78R VA NDOZATHRINLET, EHET 78X U A (Standard Access
List) | £721X[JE3ET 7 A U 2 b (Extended Access List) | Z R34 257, 1ERL £,
FEIZOWTIE, TR URA R (98X—) AL TIEE,

[DNS #ER A7V v+ b U7 (DNS Request Split Tunneling) ]: A7 U > ks DNS &
HFEINE T, ZHEHORETHffF SN D DNSEELRE L £,

T 74/ M TiE, A7V > DNSIZEZ T, [A7 U > b LR Y 2 —(Z9€ - TDNS
TRk A 1%4{59 % (Send DNS request as per split tunnel policy) ] (ZF%E 4L CWEJ, [DNS
FURZHIZ DRIV TE(ET %  (Always send DNS request over tunnel) | % 3492
&, T O DNS ZRIFFRAFIFIN b FREHTT T A X— b Xy FU—=ZIZEFE S
7,

AU N DNS &% ET DI, FBE LT RAAL DI %E b F/UEEH TE(F (Send
only specified domains over tunnel) 1Z2EIRNL, RASLDYARNE[RASL L VAL
(DomainList) ] 7 4 —/V RIZAJILET, TNHDERN, 7IF7A4X—K Ry hU—7
ZAZY v b bt LTRSS E T, o~ TO4RNL, /87 ) v 27 DNS¥—
NEMBHLU RSN ET, RAL DY ZAMIKRKI0DTY N 2~ TRY>T
ATTLET, LFFNIREIT, 255 LFU T THLIMNENSH Y £7,

FEYS
ITN—T RV —FT 2l FOFRE (112 3—)
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BRAwTeELEF ISz~ |
. 5 IL—7 K1) > — AnyConnect = 7 3 >

5 )V—7 R1) >— AnyConnect = 7> 3 >
TS OHARIL, AnyConnect VPN 7 7 A 7 > F OBEMEICEH SV E T,

FES—Lay

724 b (Objects) |>[F TPy FEIE (Object Management) | > [VPN] > [F)L—T
R1J — (Group Policy) |, [Z//v—7 KR Y 2 —DiBM (Add Group Policy) |27 U v 27 3%
M, BUEORY > — %8R LTt L ¥ 9, &KIZ, [AnyConnect (AnyConnect) ]# 7 %% L
£,

JOJ74I)L T74—ILK

[7m~7 7 A (Profile) ]: AnyConnect 7 7A 7> h 7u 774V G077 ANV 4TV =
7 MeBRETIIMERLET, A7 P2 MERDOFEMIZOWTIEL, FID 77 AV F 7V =
7 h (119 X—2) Z2ZML TSN,

AnyConnect 7 7 A7 v 727 7 A JVIEXML 7 7 A WK S NWIZRTENNT A —F DT )L —
7 CT%, AnyConnect ¥ 7 bV =7 JFA T NI, IV IAT U RD2—HF f X —T (R
WCERRSNLET Y P ARETDEDICINEFEALEST, b0/ T7 4A—% (XML
2 7)) Tk, BN AnyConnect BEREZ AN T DR E HATOILE T,

AnyConnect 7 7 A 7 b 70 7 7 A )V ZARRKT D1, ML L7ZHRY — v Tdh D GUI~—
A D AnyConnect 7' 12 7 7 A )b =7 4 ¥ ZHfEH L ET, FEMIZ OV TIL, [Cisco AnyConnect
Secure Mobility Client Administrator Guidel]| DF%4 32 U U —R D AnyConnect 7’11 7 7 A /L =
T4 Z OEEZRLTIEE,

SSLERE 74 —IL K
* [SSL i (SSL Compression) ]: 7 —Z EAMEEZ AT 2028 20, AT H5E1L.
RS 27 — 2 EfED0 Hik (J£#i (Deflate) ] £721% [LZS (LZS) ]) . [SSL £#fi (SSL
Compression) (%7 7 4/ h TEHIZ/z > TWET,

T AEREL, BEEHEE BT ETN, Kax—P ey a0 AE Y L CPUEHE
LEDET, TOED, X2 VT 4 T T ITAT U ADOEER IR ANL—T" FIMEFLE
j—o

* [DTLS JE# (DTLS Compression) ] : LZS #fff L CZ ® 2 /L— 7 ® Datagram Transport
Layer Security (DTLS) D&% LG9 2208 9 2>, [DTLS [£#E (DTLS Compression) ] (&
77 v TSI o THE T,

« [MTU %A X (MTUSize) ] : Cisco AnyConnect VPN 27 7 A 7 > NI & - CTHESL 4172 SSL
VPN 5t D g KAREHAL (MTU) YA X, T 7 4 /L MME 1406 /31 b, HRh72#FHIX 576
~ 1462 /N4 KT,

*[DF B v b M (IgnoreDFBit) |: 75 7 A MERHE/R/ 7+~ k@ Don't Fragment
(DF) tv FEEGET 50857, DF By FRRESNTWD /37y N ETREIIC
77 A MELT, PR BBEEDLZENTEET,

| EEEEDE e R A
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| BREAaLA IO b
JIL—F K1) & — AnyConnect ¥ < 3 > .

BEHEEEI«—ILE

« [AnyComnect 7 7 A 7> b & VPN = b =2 A WDOF—TT 74 7 A v — O
(Enable Keepalive Messages between AnyConnect Client and VPN gateway) | 5 X OV D [[#]
@ (Interval) JFXE : P XA TOT —FEZFICET 2HEHTELHZ L E2RTI2DIT,
ET7HCHR =TT IA T A=V T DN EINERELET, 774V FTIHHE
TT, F=TTI7A4T7 Avb—VF RESNERBTEESNET, AT IHE
I VE—F 2747 FBIKE F =77 T4 7 /37 b OFEE R ORI O &
AN LET BHAL) . 7740 FORBIE 20 #. AR7eEMIE 15 ~ 600 7T,

[Ty F E7#H®REDERE (Enable Dead Peer Detection on ...) | .35 X O D [[HIfR
(Interval) [R%E : 7 > K 7 (DPD) 2LV, VPNEFx a7 F— U= A £/
VPNZ IA T2 MME, ETNIRE LR Rol=Z &, BXUOEHRICRM L2 & 2
BIHTEET, 774NV ITIE, 5= VA L7747 FOWGTHZTY, DPD
A=V, RESNZHRBTERESNET, AT L2HEIE. VE—NIFA4T
23 DPD A vt — Y DR FEM ORI OMBE A LET BEA) . 7740 b
DOMFRIE 30 #, AR RHIPHIT 5 ~ 3600 B TT,

[ TAT v " X"A XX Fa haLzF#NZT % (Enable Client Bypass Protocol) ]: 73 =
7= RNTzANIPV6 T T 4w VIETEBELTWDEEDIPVE N T 7 4 v 7 OEH
FHER, IPv4 b T 7 4 v 7T EEEL TS EEDIPV6 b T 7 4 v 7 OEEFIELEH
ETDHIENTEET,

AnyConnect 7 74 7 2 hid~y R RIZVPN##RT D & &2, ~v R RiXIPv4 &
IPv6 D—HE72XM D7 RLUAZEID K TET, ~v R F2Y AnyConnect #5¢12

IPv4 7 RV ADIH, F720X1Pv6 7 RLADHZEIN Y TEGZEIZ, ~y RZV RRIPT
RUARZE Y YJTRholzry NT—2 T T7 4w 7ZOWC, 7747 7ukha
WA RAZESTED T T 4 v 7 Ray T EELN (T 7408, 8, 47) |
FFANYy R U RENARALTIY TA TV M BOREE(L2 L, DFED 7 U7 7%
A bl ELTOKXEEFATL0 (AR, ) ZRETETDHEIITRVEL,

&z, BF¥ 2T ' — U = A ) AnyConnect #5#5¢ (2 IPv4 7 R LA 7215 &EID 4T, =
VRRA VIR T aT VAL v 7 IR TNDEBELTLEEN, ZOTY RARA R
IPv6 7 KLU ANDEEERAT-E &I, 774 T2 b X827 a f a BN ESOSA
X, IPv6 T 7 4 v IR Ray TENETR, 774 T XA 3& Fa ha/LRaR)
DFAIE, IPV6 b T T4 w7137 TAT U b7 U T THFAME L THEENET,

[SSL & —F4 5k (SSLrekey) 1: 7 747 > "B ERHOF—2FHERTE DL OICL T,
B — b~ ¥ —%fxradvo— L, #totXa2 V7 ZmbESEES, 2
X, 7740 P TIRENZ 2> THET, AT DL, BRIV —Ta UREES
NI-MBTEIT I, BEFEDO R FAOXF—RNHARINDID, ROT 4 —V REREL
TH LW hFABERENET,
 [/775 (Method) ]: SSL F— AN AN RGEITMHTRETY, L bt
(New Tunnel) ] Z1ERKT 5 (F 74/ 8) 2 [BEFD ko /v (Existing Tunnel) ]
Ot EHRI -2 ar LET,

o [[Mk7 (Interval) ]: SSL F—fAERN AN RGEITMHEHATRE T, 4~10080457 (11
M) O#HWHETAHOT 74V MIERELET,
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BRAwTeELEF ISz~ |
B /—Txus—om@rroay

[Z2T7AT N 77 AT 74—/ Lb—)L (ClientFirewallRules) 1: 7 7A 7> k7747
T =N N—NVEHEHLTCVPN I FA T DT T N7 —2DT7 7 AT U4 —/Li%
EERELET, V—ME, FEILT RLA 587 LA, 7a b ale EORERAEICE
SNTWET, HET7 7 Rxar he—L U A NORERA T V=7 NI, N T 74>
I T ANEEMEEERT HIOIEHEINET, 2O V—7 KU > —DOEE ACL %%
WT D0, fELET, T4 = Ry NT—27 2N DT — X ZHlT 5 [ 774
N—k Xy hU—7 /L—/ (Private Network Rule) ]. S X172 VPN b > L DAERIZ
(707 7%AKT) fivd7T —2&ZHHT 5 [X7Y v xy NU—27 JL—/L (Public
Network Rule) |, E/IEM G2 ERLE T,

N

(G¥)  ACLIZ TCP/UDP/ICMP/IP R — b DEZNEENTWT, FETE v
NT—27 73 any, any-IPv4, FE =i any-IPv6 THDH T L HfER L
*9,

Microsoft Windows % 2E{TL CWA VPN 7 A4 7 RIZTN, 2
N7 7 AT T —NERELHEHTEET,

EENEYD
IN—TF KY — F T2 FOBRE (112 2—)

GIN—TRYS—DEFERAA Ty

FEF—ar R

[#72 x4 b (Objects) |>[ATP 9 FEE (Object Management) | > [VPN] > [F)L—T
R — (Group Policy) |, [Z//V—F KU —DiEA (Add Group Policy) 1227V v 2745
M, BEORY) —%RIRLRELET, 227V v 7 L, FFMERE (Advanced) | ¥ 7 %%
WLUET,

FS2499 2403 J4—IL K

[T7E®A YRR T 4)LH (Access List Filter) |: 7 4 /L X%, VPN aRXHT25 ho
IV T ENTZT =X Xy NEFFAT 07 0y 7T 50 ERET S /L— /L THEK S 1
TWET, —/UE, FEILT VAL 56587 FLUAL T'a b3 EOFEAET SN T
WET, JERT 7R ar be— L U R NOWEERA T2 NI, NT T v T T4
NEFMEEERTHEOIFEHASNET, 2O NV—7 KU o —0H LUWEIE ACL %8
REITFER L £,

[VPN % VLAN (235 (Restrict VPNto VLAN) ]: [VLAN~< v E 7] & HIETIh,
ZDORFGA=HIZEY, ZOTA—TF R = EInbdty v a O VLAN A
VHE—T 2 A APRESNET, ASAIL, ZDTN—TNEDTRTDNT T 4 v &g
E &2 VLAN ([ZEEE L £,

ZOBRMEHFEHALTCVLAN 227 L—7 R — (2B YT, 7r/E8R ar bo—L%&f
FLET, ZORMIEZEIV B THHEZ ACLEFHA LTy aD T 7 4w

| EEEEDE e R A



| BREAaLA IO b
morantrvzot ||

TaTANE) U TTBEHEORBFFIETT, Fay 72 U A ML, 77%»%1
(Unrestricted) DOz, Z D ASA THREINTWD VLAN 72 RFERENET, AlHE
fEDOEFPHIZ 1 ~ 4094 T,

Ly a EETA—ILE
o [7 7 & AW (AccessHours) |: KFH#IFAA 7 =7 NE@RIREIIMER LET, 20
T MEI, ZOTN—F RY =N E— b T 7R —WE TR A R
ZRELET, S VL, BEEHAA 7 Y27 b 25 8—) 2BRLTLEE
A

o [2—YH7-V FEFF2 71 > (Simultaneous Logins Per User) | : = —WIZFF [ B[R 77
AVORKREERELES, 7740 MAIX3 TT, K/AMEIZ0 T, Zo%HEa 7 A VR
N2, 2= T e X2 LET, HROFRREREZTF T LS E, BFa )
T4 DERBMEREEL, N7+ =~ RIHET L ARERH Y 7,

o [ RKEERIRER]  (Maximum Connection Time) J/[7 7 — FEBE (Alert Interval) | : g k> —
PEEGEE (HAD) ZRELET, Z 2 THE LRRIARET 2 &, AT A idE
gl LET, R/AMEIX 14T, [77— MBS (Alert Interval) ] TlE, fe R¥EHERF]
WL Ta2—WIZA v =V %R RTHETCORRMBEZREELET,

«[7A4 KV ZA L7 7L (Idle Timeout) |/[7 7 — hill@E (Alert Interval) |: Z O —H 0D
TA RV EZALTD MM (HAD) ZEELET, ZO#ME, = —VFEkRIcEET 7
T AT A BRIl GE . VAT MIEER AL LET, RAMEIXLSTT, T 740
MZ 305 Td, [77— Mg (Alert Interval) | Tid, 7 A R/VRERIZEL T2 —WIC
Ayb—UhFRTDHECTORMBEREZREELET,

BMELEYY
TN—TF R —FT V=7 FOFE (112 3—)

FID 274 ATy k

[Z7 AN AT V=7 FDEI (Add File Object) |0 [7 7 A /v A7 V=7 kOt (Edit File
Object) | ¥ AT TRy 7 AEMHLT, 774N A7V x7 NEERBLOWE L ET,

Tr7ANET V=l NI, BFIFIVE—RNTI7EAVPNRY O —OFETHEHAT L7 7 AV
E#RLET, THITIE, AnyComnect 7 74 7 > b a7 7 A/ 77 A L= AnyConnect 7 7
ATV M A=Y T7ANDEENET,

TrANAT V= NEVERKT S & Firepower Management Center (2 K > CZ D7 7 A /LD
E—NURY MR ENE T, ZNHDT7 7 A NVE, T—FX—=2ADNy 7T v T E2AFRK
ERAYEO _A/&7/7éh T—=ARXR=2AEETT D EEILINET, Tr ANV TV
r COEHDTZDIZ T 7 A /L % Firepower Management Center 7°7 v N 74— Al —F 5 &
%ﬁ\774»%774”Uﬁy%UKE%35HL&PT<ﬁéV0

Tr7AN AT FEHIBLTH, BEMTONTWDEI 77 A NMIET7 740 URY MU M
LHIRENT, A7V =7 FOBRBEIBRENET,
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BRRAELA TS b |
B roaszo<cy 74705 rzovT

Tr7ANTT V=l NelRETHARECRET L &, BEMTOLNTNDE 7 7 AR, YT
574V NIDT AL RAZF Ty ya— RERET,

FETF—2 3 1RR
[#72 x5 b (Objects) |>[FTP x4 FEE (Object Management) |>[VPN]>[AnyConnect
7 74 JL (AnyConnect File) |,

J4—ILF

 [4A1 (Name) ] & [@B] (Description) |: &K 128 LFDOL4RIZATI L, 72 a T
DT 7ANFT V7 M@l T A0 E A LET,

s [Z77 A4 (FileName) | & [Z7 7 AV Z A7 (FileType) ]: 7 7 A NVDL4RETE 743
A BEOREA T, B Browse) |27 V7 LTI 7 ANVERIRL, 4T 54147
7 Vw7 LET,

TrANF T2l MTEDDHTZHIZIE AnyConnect 7 A TV b A—2 BI O

AnyConnect 7 S A 7> b AT 7AIL XA T DHIPAG%N T, Firepower Management Center
7Ty N7 A= DIAFET HDREN DY E,

MELEYY
Cisco AnyConnect ¥ =27 EEU T 4 7 TA T F A A=
T N—=7"7R VU — AnyConnect =72z (116 ~—)

FIDSFBAZENDVT Yy T AT MMZDWVT

HHEO~ Yy AT Vs ME, BEAE-EBL— LA EXEY N T, b4 TV
7 MI. ZELEAHAELVE— RN 7278 A VPNE#RE 70 7 7 A L & OFEAM T 2124 5
EOIERINET, Eiion 7 7 ANV EEHEO~Yy A7V MIlFE S, UE—
777 AVPNARY —DO—HTT, ZE LIiEENEAE Yy FIZHEER TN DL L— Lk
—T B L EEIMSEOEE IO T AN [y B S ERTWS ] . BET ST
WET, A WTERIEN CTEE S, ULICERSNDIERFCHRASINE T, BAIX. FEH
Foy S F Tl NNOBYIOL— LR —E LT~ & X2 T LET,

FTEY— a3y

(7> x4 b (Objects) |>[FT ¥y FDEE (Object Management) | > [VPN] > [FERAE
D=y 7 (Certificate Map) |

J4—IJLF

o [4H7 (Name) |: 204 TV =7 MEFEELET, 2k, VE—K 727 A VPN
R EDMOBRETEHRTEET,

o[>y B 7 %M (Mapping Criteria) ] : #Hli T~ 2REAEOANE Z45E L £, FEAENZ
NEDNL—NDOZMZTZ L TWD5EE, 2— X047 V=7 baagbeiEi 7 n 7 7
ANy BT EIET,
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| BREEaLA ISy k

e[z R —%> F (Component) ]:

o [7 4—VF (Field) ]:

« [l#% 1 (Operator) ] :

« [fE (Value) ]:

ez 7—1 |}

—HN— K LTHERT S Z4 7 hEAE

D R—F FEBIRLF T,

7 74T v MREWED (4 (Subject) 1 £ 7213 [FIT5C
s T, —Bv—nD7 4 —)L REBIRL £,

[7 4 —/V K (Field) |25 X372 =7 ~ (Alternative Subject) ] F 7213 [fLIEF —
ORI (ExtendedKey Usage) JIZERE AV TV DA, 2R —F 2 ME[7 14—
JV R4f& (Whole Field) | & L CHifsILEd,

—FH N — IV OFHE RO I BN LR L £7,

AEEa AR —R Y I ANESNTEE BT 08N
HVET, BERIZELEWES., BEFRIEEINET,

» [&7¢ (Contains) ]:uftEﬁi:t/T—%/l\ . ATENTEREEN TN D
TR ET, aUR—F MNIEOEREENTWRWES, #idEST S
i—a_o

¢ [ L <72\ (DoesNotEqual) ]: fEdEa > R—x2 MEI, ANEShizlEEL
SBRVWMERHY 7, =& 20X, BRSNTFEIE 2 AR —2 2 M2 Country
ThO, AMENTENUS ThLHGE. 7747 NOEOMHEN US &% LT
X, HERsELR S ET,

o [REEF72 (DoesNot Contain) | : FEBAE =z VR —x > MZiX, A ENE
DEENTORVWRERNH Y £9, & 20X, BRINFEHE= A —32 b
23 Country TH VY . ANTSNTENUS T LGE. 7747~ FOEOHEIZ US
MEENLTND L, BnES S nLET,

(Issuer) ]iZ

s [Z LV (Equals) ]:

—FL— LD, ANDENTEIE. BRENT-a 0 R—3 2 PBIOER

T LEEMT N TVET,

EErEYD

AEE~ Y TORGE

7KLR T—)L

7 AH Y T D Diagnostic f ¥ H—T = A A, FEFRITIVPNIUE—KNT IR a7y AL
W T 5 IPv4 B8 X OVIPv6 D 5T,

IP7 RLA F—LEBETXFET,

A¥X—h+kS514t YiR—hrENBT | HR—rEhB R

VR REDSA VR |11 B AU TR

WP (Any) |47 L FTD W2 (Any) | Admin Access
Admin Network
Admin
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BRAwTeELEF ISz~ |
B rexcontigr ooz s -

ATY 1 [T b (Objects) 1>[FHT P9 FEIE (Object Management) |>[7 KL X F—JL (Address
Pools) |>[IPv4 7—JL (IPv4 Pools) | Z iR L £,

RATw T2 [IPvd 77— 7%BM (AddIPv4 Pools) 1227 U w7 L, IRD7 4 —/L REHELET,
«[4AT (Name) ]: 7 KL A F—LOLAFIEZAN LET, K64 LTEIFETEET,
« [#8] (Description) |: 2D —/LDOA T a Ot ZEML 9,

«[IP7 KL A (IPAddress) |: 7—/VTCHATEZ A7 FLAOFEHEZANLET, Ky MEE 10 #%K
FEBIORMEREDT RLADETHNA 72 A L £, #:10.10.147.100-10.10.147.177,

[v227 Mask) 1: ZOIPT RLAT—LANEET LY 7%y hEFEELET,

[A—"—F A R&FHFA (Allow Overrides) |1: ZDF = v VR 7 A&EF LI LT, 7 V=7 bD

F—=N—=F 4 REAMCLET, BAKMEZZ Vv 27 LT, [F—3—F A F (Overrides) | 7—7 /L
EFRALET, B (AdD) 1227V v 7 LT, #FHilmled—n"—F4 REENTHIENTEXET, if
MZONWTIE, A7 V=2 bOA—"—=F4 F (10X—) 2R LTLIEI0,

ATY T3 [fRTFE (Save) |27 U w27 LET,
AT Y T4 [IPv6 7— L DiBEM (AddIPv6 Pools) 127 U w7 L, IRD7 4 —/L REHELET,

[T (Name) ]: 7 RLRA F—LOARTZ AT LET, K64 XTEIFETE XY,
« [#8] (Description) |: 2O —/LDOA T a O ZEML 9,

«[IPv6 7 R LA (IPv6 Address) |: RE SN — L THEHATEIHBHDOIP T RLALE Yy hDT L
T4y AREEANNLET, 72& 2IE, 2001:DB8:1/64 720 £7,

«[7 RLAD% (Number of Addresses) ]: BHAAIP 7 RV AMMDBIAE D, 7 —MIHDHIPv6 7 KL AD
BERELET,

o [A—"—=F A R&FA] (AllowOverrides) |: ZOF = v VR y 7 A& F AL T, F—"—F 4 %
A LET, BAKEZZ YV v 27 LT, [A—3—F4A R (Overrides) | 7—7 VEFRRrLET, B
mo(Add) 1227V v 27 LT, Filclpd— =54 FEBINTL5ZERTEET, FMONTIE, 4
TV hDOF—=N—=F A4 F (10"—2) ZZRLTIIEIN,

ATv TS5 [{RTE (Save) | 227V v 7 LET,

FlexConfig =7 >/ k

FlexConfig " Y — T FlexConfig " U v — A7 V=7 M & L C, o 5L TIX Firepower
Management Center % {# fl L CTi%E TE 72\ FTD T34 ADFED N A X ~ A4 RENT-RE R
8 € L ¥, FlexConfig R VU v —DFEIZ DUV Cid, FlexConfig AR U o — DO E A S L T<
TZEW,

FlexConfig DIRD X A T DA TV =V N ETE £7,
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| BREEaLA ISy k
raowws 4—3 51— [

FEARAFTSH b+

THXARNAT Y/ M, FlexConfig4 7 V=7 FTEME L THEHTHBERDOT X
ANLFHINEERELET, 20TVl MIE—OEZFTELIZY, 2047 V=7 b
EEBOMBDOY A MLV TAZ ENTEET,

FRIESR %ﬁwmw&mgﬁfy:ﬁbfﬁ%éhé@ﬁ@%%ﬁ%ﬁ&%#zbﬁf
Yl bR®HY F9, BEAT 5TV D FlexConfig 47 v =7 b &HT 585461, B
I, TFANFT V=7 bONEEHRE L T, FlexConfig4 7 ¥ =7 hC ié%m®7h
A ADF Eﬁ/ﬁ%’:ﬁx&v% AT DTN METT, FHIERFADE T V=T N
ﬁ%ﬁé —fRIZ, TNHDAT V2 FOTF T 4V MEZEEEE T DO TIEAR
<. ELTI/\%)T/\/(X CLIT AN AD EEX AT DH &%%%M)Liﬁ“o _zh
= ﬂﬂ@—’lh‘ﬂ‘ﬁ B DO—1HDT /34 AZ[H U FlexConfig4 7 ¥ = 7 N &EHT 5

B LRVERNBE LI IICTEDIHEILLET,

TXARNAIT VT FOREIZDWTIE, FlexConfig 7 ¥ A b 7=V NOREES
ML TLIEEN,

FlexConfig 7 7> ¥ +

FlexConfig &7~ =7 MIIE, T AREaA~Y N, B, BIXORAZ VS NSEOTF
ERAEENTHET, BARMARKIZ, ZROOFESLHE SN T, —HOREI~Y R
W, Z— > NT A A TRHEODKEEZRET DNAS A RSN NRTA—=2L LB
((ED A (V= a8

B DOFNEIL, ¥ D Firepower Management Center 7~ U & — TEFR S LTV D HERED X
E S AL HI (%ﬁ AP E73% () IZERE S4vE T, Firepower Management Center
TRHESNTAT V2 b (Ry NIT—0 F 727 MNelk) I[ZHkAF7 5 FlexConfig 1%,
aﬁﬁ@ﬁﬁ@iﬁbﬂéz"bé%gﬁ%w FT, NS nWiGs, BERA 7Y =7 b,

FlexConfig N2 DA TV =7 NSRRI D2MEN B HANIEE SILER A,

FlexConfig 47 ¥ = 7 R O EDFEMIZ OV TIL, FlexConfig 47 ¥ = 7 kN DOF%IE % 2R
LTLEENY,

RADIUS H-—/\ J)L—T

RADIUS —X J)—7 47V =7 MZiL, RADIUS = "~DO SN 1 DL EEEh T
iﬁo_h%®%~ﬂm VE— 77 AVPNEfHmEzEB L Ca—on /A4 255
WEERH SN ET,
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BRATEAL TSz b |
B roowsy—io—7

AYX— k514t |HEDSAEUR|YR—bENET | HHR—bENBF | 7HEX
R N AR A (Access)

T ZAR— Ml | % L FTD WA (Any) | Admin
FEREDS A R 70 A
~—h T4
AT AT T
BAEfTF BT
B RD
AnyConnect 7 1
T ADWTHR
IR

» AnyConnect

VPN Only

* AnyConnect
Plus

* AnyConnect
Apex

BR&H BRI
A\

GE)  RADIUS H— NI N—T FT7Vx7 NI, A——F 1 RTEEHA,

ATy T [#TPxY b (Objects) |>[AT> x4y FEE (Object Management) | > [RADIUS H—/\ ¥ )L—7
(RADIUS Server Group) | ZER L £7°,

BERESNTWATRTORADIUS = PV —TF F 77 hinU R MFRENET, 740V E %
FRHLT, VARERKRVIAALTITEEN,

ATFvF2 U ANENT[RADIUS #—/% 7 )L—7 (RADIUS Server Group) |47V =7 MERINL, WET D0,
HFLWAT V=7 MEBIMLET,

DX TVl bEFRETDHHAEIE. RADIUS — 47 g (126 %—) BXURADIUS H—3 7
N—TDF T ar (1253=) 2R L TLTEEN,

RT9 T3 [Save (f-TF) 127V 7 LET,
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RADIUS H—/\

RADIUS H— T L—TnATvas ||

GN—T0Axr T3y

FTES—2 a2 R
724 b (Objects) |>[FT o FEIE (Object Management) |>[RADIUS H—/\ 45

L—

7 (RADIUS Server Group) |, iREHFHD RADIUS — /R J)—7 4T = 7 | ZiEiR

LTHtET 22, 73 L<BIMLET,

J4—ILF

« [4A1 (Name) ] & [#t# (Description) ]: 2 RADIUS — /R J)v—7F 7=/ b &

WAl D004 L EETHAZ AT LET,

[(FN—T THhorT 427 F—FK (Group Accounting Mode) ]: 7 /L —7PN® RADIUS
Y—=NZT IO T4 T A=V ERETLHDDIETT, [1 > (Single) ] %%
NLET, THAVT 4T A=Y BRI N—=THD1 OOV —NIZEEFESNET, =
NEXF 740 T3, F720%, [FF (Simultaneous) | ZEIRLFEI, TAHU T 47
A=Y NI N—=THNOTXTOY— NZEKFHZEE SN ET,

[FlED U k7 A (RetryInterval) ]: RADIUS H— " ~DO i & il 5 M CTJ, MEOH
I, 1~10FTT,

[LL2& (Realms) | (A7 ay) : Z®RADIUS %— 7 )L—F\ZBEAFT 5 AD £7-
IXLDAP LV AZIREETLITEIRLET, 0%, N7 74 v 27 70 —0 VPNERGET A
FUT AT 4 Y — ADHFIEIZ, %@?6RMHB%~N7W%°V77?Z?6t

WCZDVIVENTAT T AT 4 RY —TERENET, ZOLLLTEEIC

TUT AT 4 R =BT @mmm%—nﬂw—7m®7)//%ﬁhbifo;®
RADIUS #—/\ 7 L—77 ava%%@HH@wﬁn\74?y%4%4ﬁuv—fb
F7 47 7a—DVPNRBIET AT T 4T 4 Y —A&HBIT 5722 RADIUS H—3
TN—TICRETDHZ ENTEEEA,

[FFrl DA% HNZT 5 (Enable authorize only) ]: Z @ RADIUS H—/3 7 /L— 7 D3585 EIC
ﬁﬂﬂéhiﬁb\b\ ﬁTif_ T AT 4 IR ENDGEIE. 207 4 — )V K&
{234 % & RADIUS H— Z L —F O A REET— AR £9,

ZEA[PRETE— R ClE. 77 & ATRIZ RADIUS — N XA T — RE2EHANLE RS £
Hh, LEA->T, f#50 RADIUS % — NICRRE SNT2/N AT — R S L E T,

[7 Dy OB EFEH (Enable interim account update) % A NI T 5] 3 L OV[[H ﬁ:ﬂ
(Interval) ]: #H72IZE W ¥ CTHN7=IP 7 KL A% RADIUS ¥ — NZ#@E1$ 5720
RADIUS interim-accounting-update A vt — DA EFIC L £, [[HFE (Interval) ]
T4 ROEMT AT T 4 o 7 EHOMBERREZBRELET, ASKIT1~120T
Ho. F7H L MEE 24 TT,

[ZA T v 7 BAEDOAEZN (Enable Dynamic Authorization) | & [R—F (Port) ]: ZD
RADIUS #—/3 7L —7® RADIUS # A 7 X v 7 BFEE I ITRBAIAH (CoA) r—E R
EAEIMZLET, [FA—bF (Port) ] 74—/ KT, RADIUSCoA ERD U A= 7 R— k
EHRELET, A2EUL1024 ~65535 THY . 7 7 4/L MEIZ 1700 TT, —HE&ZRIN
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B rowsy—ir7oa

% L& k9% RADIUS H—/3 7 L— 773 CoA A FIZ B $k S 41, Cisco Identity Services
Engine (ISE) 75 CoA RV ¥ —DEFEZITHIAR— MY v A LET,

« [RADIUS#—~% (RADIUS Servers) ]: RADIUS — N A4 72 g (126 2—2) &5
LTLEENY,

BEErEYD
RADIUS ¥— N 7 L—7 (123 _X—)

RADIUS —/N A TS 3>

FEZF—Tar R

724 b (Objects) |>[FT Py FEIE (Object Management) |>[RADIUS H—/\ 4
JL—7 (RADIUS Server Group) |, U A h &i17= [RADIUS $—/3 7 )L—=7" (RADIUS Server
Group) | A7 Y =7 hEEIRL, WMET DI, HTLWAT V=7 MEBMLET, KIZ,
[RADIUS #—/X 7 )L—=7" (RADIUS Server Group) | ¥ A 7 122 T, U Ak &iL7z RADIUS ¥—
NEBIRLC, WET D5, #H LW RADIUS h—"ZBMMLE7,

J4—ILE

s [IP7 RV R/FEA 4 (IP Address/Hostname) | : 8:EZER A3 2E(E 45 RADIUS H— 30D
RARNGETIXIP T RVAZRFET DXy NI —27 A7V 7 N T, FAMELIX
IP7 RLZ& 1 ODRER L, BMOY— TEM L, ¥72 % RADIUS #—/3% RADIUS
Y= I —7 X MTBMLET,

N

(GE)  Firepower Threat Defense (X, RADIUS FRFED IPV6IP 7 N L X % ¥
R—=brTDEIITVELE,

o [(BFEAR—  (Authentication Port) ] : RADIUS iRGER L ORI THOIL D AR — hTT, T
7 4V ME 1812 TY,

«[F— (Key) ]BILO[F—DHiR (ConfirmKey) |: EWHHRT A X (7 T4 T )
& RADIUS =TT — ¥ 255 b T DDA SN A LB/ ME T,

F—TiE, 127 LFELLFOFEE T T, RCFL/MLF2 KR LEd, Frorr b Re
‘(“‘3‘0

D7 4 —/V FTER LF—IT, RADIUS y—DF —L —HL TV DHLENH Y *
T, WR7 4=V RTH I —Ex—2 AN LET,

[T T 47 K=K (Accounting Port) ]: RADIUS 7 U T 4 v T RFETSND
A—hKrTT, 7744 ML 1813 TT,

c[ZA LT UL (Timeout) ]: ikt y T ay ZA LT TR,
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Rabws 4— 473> |

N

()  RADIUS " EFEBAEDOH A, XA L7 7 ML 60 BPLLESTET
T, TIHNLIDEA LT T MEIL 10 BT,

« [ L CHEE (Connect Using) ]: V—T 4 V£ IITHFEDA VX —T = A A&MHL
“C. Firepower Threat Defense 7> & RADIUS H— S ~DO 8t & fE2 L £ 9, RADIUS $—
\Z[v—7 47 (Routing) |Z#BINT DL, V—T 47 T—T WM Ko THEREHD
INATHEREDFENL SIVE T, ETRIX[FFEDA X —7 = A A (Specific Interface) ] %8R
L. VRSB A U E—=T =2 AZERT D0, FLnA ¥ —T = A/ tX2) T4
V= EEBMLET,

Firepower Threat Defense 7> & RADIUS H— "~DO#EfilL, EX =2V T 4 V' — U F2id A v
B =T 2 A AT N—T D THILREDA X —T =2 AN L THESLENET, UA
A E—T A APBIRENTWRWGSE, Bl A v —T 2 A ART 74V FD
AH =T AL LTHEHSNET,

A H =T 2 A AF T b i AV E =T 2 A AT N—TLEX2DT 0 V=2 (23
R—) SR L TSN,

<[V &A1 7 FACL (Redirect ACL) ]1: VA B U XA L2 b ACL Z3&IRT 250, HL
WU XA 127 ~ACL ZiBMLET,

N

GE) ik, VA L7 haSND T 74w 7 2 RETHT2DIC
Firepower Threat Defense TiEFE 41TV 5 ACL D4RFITY, 22
TOY XA L7 hACL DA, ISE Y — 3D redirect-acl D44 il
ERICTHLIMERHY £7, ACLAT V=V NakET HHE
L. ISE #—,3& DNS #— N2 [Block (7 mwv ) |77 v ay
Z, FRD OV — 2 [FFA (Allow) [ 77 v a rET IR C
<IN,

EENEYD
RADIUS #—/ 7 )L—7 (123 ~=—7)
RADIUS #— R Z)L—70OF 7> g (125 2—)

arATesr Iz~ I}



BRATEAL TSz b |
B rowsy—ir7oa

| EEEEDE e R A



	再利用可能なオブジェクト
	再利用可能オブジェクトの概要
	オブジェクト マネージャ
	オブジェクトの編集
	オブジェクトとその使用状況の表示
	オブジェクトまたはオブジェクト グループのフィルタ処理
	オブジェクトのソート
	オブジェクト グループ
	再利用可能オブジェクトのグループ化

	オブジェクトのオーバーライド
	オブジェクト オーバーライドの管理
	オブジェクトのオーバーライドの許可
	オブジェクトのオーバーライドの追加
	オブジェクト オーバーライドの編集


	ネットワーク オブジェクト
	ネットワーク オブジェクトの作成

	ポート オブジェクト
	ポート オブジェクトの作成

	トンネル ゾーン
	アプリケーション フィルタ
	VLAN タグ オブジェクト
	VLAN タグ オブジェクトの作成

	セキュリティ グループ タグ オブジェクト
	セキュリティ グループ タグ オブジェクトの作成

	URL オブジェクト
	URL オブジェクトの作成

	地理位置情報オブジェクト
	地理位置情報オブジェクトの作成

	インターフェイス オブジェクト：インターフェイスグループとセキュリティ ゾーン
	セキュリティ ゾーンおよびインターフェイス グループ オブジェクトの作成

	時間範囲オブジェクト
	時間範囲オブジェクトの作成

	変数セット
	侵入ポリシー内の変数セット
	変数
	定義済みデフォルト変数
	ネットワーク変数
	ポート変数
	拡張変数
	変数のリセット
	セットに変数を追加する
	例：デフォルト セットへのユーザ定義変数の追加
	例：カスタム セットへのユーザ定義変数の追加


	変数のネスト
	変数セットの管理
	変数セットの作成

	変数の管理
	変数の追加
	変数の編集


	セキュリティ インテリジェンスのリストとフィード
	セキュリティ インテリジェンス オブジェクトのクイック リファレンス
	[今すぐブラックリストに登録（Blacklist Now）]、[今すぐホワイトリストに登録（Whitelist Now）]、およびグローバル リスト
	セキュリティ インテリジェンス リストとマルチテナンシー
	セキュリティ インテリジェンス フィードの更新頻度の変更
	カスタム セキュリティ インテリジェンス フィード
	セキュリティ インテリジェンス フィードの作成
	手動によるセキュリティ インテリジェンス フィードの更新

	カスタム セキュリティ インテリジェンス リスト
	新しいセキュリティ インテリジェンス リストの Firepower Management Center へのアップロード
	セキュリティ インテリジェンス リストの更新


	シンクホール オブジェクト
	シンクホール オブジェクトの作成

	ファイル リスト
	ファイル リストのソース ファイル
	ファイル リスト別の SHA-256 値の追加
	ファイル リストへの個々のファイルのアップロード
	ファイル リストへのソース ファイルのアップロード
	ファイル リストの SHA-256 値の編集
	ファイル リストからのソース ファイルのダウンロード

	暗号スイート リスト
	暗号スイート リストの作成

	識別名オブジェクト
	識別名オブジェクトの作成

	PKI オブジェクト
	内部認証局オブジェクト
	CA 証明書と秘密キーのインポート
	CA 証明書と秘密キーのインポート
	CA 証明書および秘密キーの生成
	新しい署名付き証明書
	未署名の CA 証明書と CSR の作成
	CSR への応答として発行された署名付き証明書のアップロード
	CA 証明書および秘密キーのダウンロード
	CA 証明書と秘密キーのダウンロード

	信頼できる認証局オブジェクト
	信頼できる CA オブジェクト
	信頼できる CA オブジェクトの追加
	信頼できる CA オブジェクトの証明書失効リスト
	信頼できる CA オブジェクトへの証明書失効リストの追加

	外部証明書オブジェクト
	外部証明書オブジェクトの追加

	内部証明書オブジェクト
	内部証明書オブジェクトの追加

	証明書の登録オブジェクト
	証明書の登録オブジェクトの追加
	証明書の登録オブジェクト SCEP オプション
	証明書の登録オブジェクト 証明書のパラメータ
	証明書の登録オブジェクト の主要なオプション
	証明書の登録オブジェクト 失効オプション


	キー チェーンのオブジェクト
	キー チェーンのオブジェクトの作成

	DNS サーバ グループ オブジェクト
	DNS サーバ グループ オブジェクトの作成

	SLA モニタ オブジェクト
	プレフィックス リスト
	IPv6 プレフィックス リストの設定
	IPv4 プレフィックス リストの設定

	ルート マップ
	アクセス リスト
	拡張 ACL オブジェクトの設定
	標準 ACL オブジェクトの設定

	AS パスのオブジェクト
	コミュニティ リスト
	ポリシー リスト
	VPN オブジェクト
	FTD IKE ポリシー
	IKEv1 ポリシー オブジェクトの設定
	IKEv2 ポリシー オブジェクトの設定

	FTD IPsec プロポーザル
	IKEv1 IPsec プロポーザル オブジェクトの設定
	IKEv2 IPsec プロポーザル オブジェクトの設定

	FTD グループ ポリシー オブジェクト
	グループ ポリシー オブジェクトの設定
	グループ ポリシー一般オプション
	グループ ポリシー AnyConnect オプション
	グループ ポリシーの詳細オプション

	FTD ファイル オブジェクト
	FTD 証明書のマップ オブジェクトについて

	アドレス プール
	FlexConfig オブジェクト
	RADIUS サーバ グループ
	RADIUS サーバ グループのオプション
	RADIUS サーバ オプション



