TLS/SSLIIL—ILDERZRIRT 5I121%

T I T, TLS/SSLA—DER, BE, B, I T AT a—T 4 T OWEERLET,

GE)  TLS & SSLIFMAICHER SN D Z EMNL W=, TLS/SSL L) REAEH L ChFnno >
2 haoOWNWTIHBALTWAZ EEZ/RLTWET, SSL7 2 hait, LYEF=2T772TLS
7o bR S Z LICEVIETFIC K o CEIESNE LTZ, £D7=8, TLS/SSL L@k,
TLS DHZEHETHD L L TR TE £9°,

BIAL SSL AR U 3 —"Td, FMC % T4 73 a i [Policies] > [Access Control] > [SSL] & 725
7, TNHORY =X TLS BELWSSL D K7 4 v 7 ON— L EEFRT DDA I
EFTN, ISSLAV—] W) HEEEHEHLET,

SSL v h=zbd TLS 7’1 b a /L @FANZ W TIE, [SSL & TLS : =W &% (SSL vs.
TLS - What's the Difference?) | #ZHR L T 72 &0,

« TLS/SSLIEHIOME (1 2—2)

« TLS/SSL V=D FTA KT A EIRFHE 2 X—)
« TLS/SSL b —/ /L DR & ZEH (9 ~—2)

« TLS/SSL/V—/vD v T 7 4w ZHLEL (11 _—)

« TLS/SSL /b—/L5&f (15 ~2—70)

« TLS/SSL HHAI7 7 v 3 v (18 X—Y)

+ TLS/SSL Rules Management (23 ~<—71”)

TLS/SSLARRI D E

TLS/SSL V—VaRETHIET, TN EDA AR g VR LTI 74w TRy
745, NI T4 v EESEPTICT /A 2 b — L THRETS, HBHWVIET 7R 2
Y=V DGHHAIZ N T T 4 v P BEET A BHOBEERNGT N, A N LI X
DR EAL N T 7 4 v 7 DRI A Y AR TEx 4,
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TLS/SSLIL—ILDHA K54 > EFHIREIR

TLS/SSL/V— V&R ET 5 & &I1E, RO MITHERE L TL EE W, TLS/SSL/V— L & iz 5% E
T HDITEHER 2 A7 TT D, %m%774y&%ﬂﬁ?éﬁ@ﬁ%ﬂﬁﬁ?ﬂk@&za
TI, = EEDXIICRET L0, HETERWRFEDT 7V r—y a yOEEE S
o, ZLOEZPEELFT,

IHI, W= APREWES VT N, BNTA B ARUEIZ RS0 THILERH
DET, o, V—MCEHLREN G ENLAREELH Y £, EEICHRE SN7ZSSLLV—
ML, oy U — 7b774/7®MEKM£&UV—X@%WK%%5Li¢ 08 A
IRV —VEAER L, W= EBo AT T 5 L, N7 4 —~ U AER B 5. 2 5 et
BHYFET,

FEICOWTIR, W= DONRT =< VAT ATA RTA BB LTI,

TLSK ST 72T L— a VICHRHCBIE ST 2 A K7 A 2D\ TiE, TLSH ST 7 &7

L—2a ez TLIEEN,

BErEY Y
=L & Z DD R Y 2— DL
V=V DIRT 3 —< AT AT KT A~
TLS/SSL 5D DA KT 4 (23—)
TLS/SSL /b —/LDH R — b IqL7e e (3 X—2)
TLS/SSL 51tk H A KT 4 v (3 =)
TLS/SSL & 51t : HEL DA KT A4 (43—
TLS/SSL 5 - BEENDF—DHA FT7 4> (6 2—)
TLS/SSL 72y 7 DHA RT7A4 2 (6%—)
TLS/SSL ZEFHED L EODTA RTA > (14—2)
TLS/SSL N—FE—hDHA KT A2 (7—Y)
TLS/SSL [E4: D5 A A — hOffRFHE (7 X—)
TLS/SSL IEBLDOH A KT A > (8 X—)
TLS/SSL DZF DD/ —NDHA RF A (8§ =—2)
SSL /L — L DJIASF

TLS/SSLESDERLD LA 54V

EHRIGT NA AR SALSNTZ N T 7 4 v 7 BT DA DO R, [B5-HE4 (Decrypt
-Resign) | £721% [ 5 - BEAIDOF— (Decrypt - KnownKey) ] D/L—/L&xtvy h7 v 7 LE

o EHA—MTIE, T =~ AL RITT RN & 5 A — S —~ ROMLBEA
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I EERALT DI LI TEEEA,

Wl TLS/SSLL—LOERERIET IS


fpmc-config-guide-v64_chapter20.pdf#nameddest=unique_602
fpmc-config-guide-v64_chapter72.pdf#nameddest=unique_687
fpmc-config-guide-v64_chapter72.pdf#nameddest=unique_687
fpmc-config-guide-v64_chapter20.pdf#nameddest=unique_255
fpmc-config-guide-v64_chapter20.pdf#nameddest=unique_602
fpmc-config-guide-v64_chapter20.pdf#nameddest=unique_694

| TLS/SSLIL—ILOFERERET BIZIF
TsssLL—Logt— kshioise ]

TLS/SSL JIL— )LD H7R— b Sh 7z L VBEEE

RC4BEFRA —YEHR— SN TOEEA
RivestCipher4 (RC4 £721XARC4 L b\ D) BT AL — 2 IMegattnH 5 = & Tabin T
BY, BETHRWERZEINTHWET, SSLAR U —TIERC4 K5 AL —Y &V HR—
KA E LT L CWET, MEOERE —BTDH2LICKRY v—0 [EERAIOT 7
v 3 > (Undecryptable Actions) ] % 7 ~X— O [V — MR OIE A A —>
(Unsupported Cipher Suite) |07 7 & a VA RET HMENH Y £9, FEMIZ OV TR,
WETERWNTI 74y I OT 74N MURA TV a U ESRLTIIESY,

RN TEEVAVZAV AT E—RFDA223—T A RIEHR— SR TVEEA,

TLS/SSL N7 7 4 v 73Ry v T ERIFA LV TA L By T EF—FDA X —T = AT
FEZTEEEA,

TLS 1.3 (P R— b EhFEEHA

Firepower 3 A7 AFHIAE, TLS N—2 3 V130K B b £ 7213 5k R —F LT E
HFh, T—FNRTLS 13K bEZRrIT L =— 95 Web WA MZT 27 EATSHE, Web
TIIVICROE IR T —RNEREIND BB 7,

« ERR_SSL_PROTOCOL_ERROR

« SEC_ERROR_BAD _SIGNATURE

* ERR SSL_VERSION_INTERFERENCE

Z DEIWEZFIE D IFIEDOFEINZ W TIL, Cisco TAC IZBRIWEHE L 72 &,

TLS/SSLEEFLELDHA K51
RICE S TEIESNTWDEEIE. P77 4 v 7 & Z L TUIWITEREA,
G kAU, —HOBRTIE, MEHROM B EARLE SR TOET

2AEDORY = To b ZF BT Ko TR 720815 DE S LA EEIE Sh TV D EE M
HYFET

7T A N — 1

SEAEOY U (TLS/SSL B'= 7 L b IEEN D) T2 T 7 4 v 713, #Hio
U2 <20, Bt ENT-FEICTIHLENHY £

BEDOHED N7 7 4 v 7 TEFENANRNATLEE. N7 740 v 7 QLB ThbIVER A,
BB sT 7 4 v 71F, OIS SSLARY =2 ko TEMlisn-#%Trr7tx ar rue—iL
R —TER, F 2 CREIRT T EIZ T 0y 7 ORENTONET, BEbEni- 5
T4y, ROEOEEFLN 2 HIZRE S VR VMEE O TLS/SSL /b — LG TR R & 72
7 ey s cEET,

AEHEDO AT — 2 2 (WIIRGIN £ 7213 7RaE I E e &)

e7m hai (BEF=2T7 TRWSSL 7'u f i l)
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e Xy hU—27 (BFX2VUT 4 V=2 IPT KL A, VLAN ¥ 772 L)
o [Effe7e URL 721X URL 7 2V

s [R—1 (Port) ]

o« 2—Y -7

TLS/SSL1ES 1L : BERDHAA FS514 >

[Decrypt - Resign] 7 7 3 2 A2l 1 DONEFEFER (CA) FERAE & X — 2 BEf T 2 2
EBRTEET, VT T4 v I NZOLV—NMZ—E LTZHE. VAT AMICAFERHEZMFEH LT
P NGEHEEZFES LT L, FR#F (man-in-the-middle) & L CTHEREL £9°, 2 ZTid2
DO TLS/SSL Y v a UIMERR & L, 12137 747 2 b EFEHIRT NA ADRM, 9512
ITEHNRT NA ALY — "o THEHENET, Sy a QIS ESEhEEEy v a
VORMNEENTEY, VAT AIINEHEHAT LI ETRT 7 4 v OEB{LEFEREEL
PITAET,

RAMTSOF4R

WROREHELEL £,

* [Decrypt - Known Key] /L—/v7 7 2 a 2T 558G N7 7 ¢ 7 LIIXTRRAVIC, BE
N7 4 v 7 OEFAIZHT LTI [Decrypt - Resign] v—/V 7 7 > a VEFHLET,

[Decrypt - Known Key] DFEMIZ OV TIL, TBD #S L T 7Z 30,

* [Decrypt - Resign] /L —/VT 7 ¥ 3 VA X ET H%561E. 47 [Replace Key Only] 7 = » 7
RNy I RAueF AT LET,

2— PR CBLIEHELFNT S web A FEBBTH L web 7T U HITEF 2
TN FIRE N, EX 2 U T 4 TSN TV ARWY A R EEEL TN Z B I&ST

XFET,
D—PREETEIEAELH AT Dweb A bEST DL, XU T o BEIFR
SNFEH AL

Details

[55 -84 (Decrypt-Resign) |77 v a v &Z/V—VIIRETDHE, VLD T 7 4 v
7 OREIT, BEINTWAMONL—/LEEIZINA T, ZRT LN CATEHEDEA T VT
VAL BAFICESWTEESNET, & [H5-FESL (Decrypt-Resign) 177 ¥ 3 UIiZiE
FNEN1 OO CAFEHENEEMNMTONLDT, BARZBLT LI AT LENT-E
BOLATORENT 7 4 v 7 BT D TLS/SSL L—/VII/ER C& £/ A, F/o, L—
JVIZIBINT BHE S A A — R EANEBREHED A 7Y = 7 b O _TIL, B#T 5 CAFEHEDOR;
BTN DY XL 2 A T~ H0ERHY 5,

el X, RS (BC) 7403 ALATHESILENTERENT 71 v 7B [EE - BE
4 (Decrypt - Resign) [/V— UIZ—ET HDIE, 77 a P ECRX—AD CAGEHEEZSHL
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| TLS/SSLIL—ILOFERERET BIZIF
nsissLgsit : mEe0A1 51> [l

TWABRATF T T, SAE LR AL — NOL—LVEEEERT A543, EC X— D4}
EEFHE LS R A — M AR L— W BEINT ALERS Y F9,

[FFEIZ, RSA N—2D CAGEHEEZSRT 2 (15 - B4  (Decrypt - Resign) ] /L—/U1&,
RSAT NV TY ALTHSILINTZRENT 74 v 7 DB —FHLET, EC T /=T U XA TH;
BALENTZRIERNT 7 4 v 713, RESHTWAMMONL—LEMENTXT—FHLZE LThH,
ZON—MTIE B LEE A,

EERIECHNSEIE
FROFITER LTI,
ELZDEBBERXA — kIYR— Fxtgsa

EL DR SAA — MIZFOWEENS, FBERIIFERA ST, F—HmeaEHLEEAL, E
L DOREEAA — b @@ﬁ%&%%ﬂ%@ifo@ﬁ_owfm\MCﬂ%@ﬁﬁ/a
VASESRLTLIIESN,

&4 DR 5 A A — MIFRECEEH S 2nizw, — VT (18 5-f5%% (Decrypt-Resign) ]
FRIT[ES - BEHOF— (Decrypt- KnownKey) ] 77 v a VIIEHTE 8 A,

—HBLEVEBERA—F
SEEHE L —F L2 WES- 24 — R CTLS/SSL L — VR FEL LS ¢35 E, tkODZ=F—

NERRSNET, ZOMBEZMERT 5I121T, TLS/SSL 75 A A — F DR 22 L T<
fx_él/\o

Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

EETEHVEEELR

P — NFEHEOHBL IR T 2GR (CA) 27 74T 2 FOMEFEL TORWEE,
ﬁ%%ﬁ%ﬁ?%&w&woﬁi#n~# tEhET, ZhE<iE. 277470
DIEFHTE D CAAMTIZCAGEHEE A VA R—FLET, FHFMEMICT T4 —F
PKI B® 25A 1%, kD022 747 N THEINIZEE IS /L— h CARELTHH
M CAGEIZEZRITL T, TO CAGEHELAT A AT v 7 r—RT52 L1 TEE
7

HTTP 7 0% DO#IR

AT b EEEIBET N ZADOBICHTTP 70 %2083 ho> T, 74T v k& —n
28 CONNECTHTTP # ¥ v K& LT kv 1V TLS/SSL e & M9~ DA, v AT A
XhI7 74 v 0 B2 ERLTEETA, VATAZELDBZDONT 7 4 w7 OB
K =4 7 = — (Handshake Errors) D5 TXR2W\WT 7 > g U RELE T,

ELEHACADT7vyTA—FK

WH CA A7V =7 MAER L CREEE A ZRK (CSR) DAEMARIRL-HGE&IE. 47
Tl MIBAMEMNEEZT v e — KT 5E T, 20O CA % [H - &S (Decrypt
-Resign) | 77 v a VIHEHTE $HA,
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ERADEESRX A — MIYR— AR

B4 DR FAA — MIZOMWEG, BIRITERA SN, FS—HmAEEHALEEA, B
L DIEFAA — MIIBER L@’ H Y 3, FFMIc oW TIX, RFC 5246 D7 v =3
VASESRBLTLIIES N,

P4 D5 A A — MIFRREICEH Svenizo, L— U [fE5-F%E4  (Decrypt-Resign) |
T [ES - DX — (Decrypt- KnownKey) 177 v a VA TE H A,

AR FFAEREN LW
[1E 5 - BEA D% — (Decrypt - KnownKey) 17 7 ¥ 3 > Z 457 L C TLS/SSL /L— /L & 1EK
L7241, %514 (Distinguished Name) ]=° [FEAE (Certificate) ] &ofhiC L 5 FRAIT
TEFEHA, ZZTORHRIE, ZOV—ANET T 4 v & BT D854, GEHE, 7
Y= 7 h DN, BLUOFITICDN (X, N— VBT SN -REAEE 3 Clo—HFEAT
bbb LT,

ZLZT7NLIYXLDI—E
[1E5 - FE4 (Decrypt-Resign) |17 27 ¥ a »Z/—/VIZHEE L., | DERIIEE OIS
AEEA T V2 NERIEIREEAAL — N TCEAT VT XL XA TOR—ENE LT
& RV v— =T TA—AORICIERT A 2 (@) BERsnEd, FTo4
EEEAEA 7 V2 FEIITRTORSZAAL — N TEALTNVITY XL LA TDR—EMN
LTS, BY =0V —VOBICITESET 4 2> (((8]) BERSN, SSLEY v—
WZBEST T 72T 78R avhr— R — ATy 4,

SIBAEZEDNE VB

T UENRGEHEY = 7 LT — NEEE R T A2 A, P NEEEICH
BLLTH, ORI 74 v I BEBTEERA, 2O 7 4 v 7 EFFAT 521X

P N EO L EITHRIAL LSS0 :J@ﬁbﬁw(mmmwmm)]
77 arEHH L CTLS/SSL b— /L2 ELET,

TLS/SSL OOy o DAL L4
(A5 T7 27747 7avZ (Interactive Block) | £72X (VY MIEA ¥ T 0747 7

> 7 (Interactive Block withreset) 177 > a > ft& D7 7R a2 hr—/ Lb— S
N7 4 v I N—ETDHAE. VAT NINEX—VERRLET,
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| TLS/SSLIL—ILOFERERET BIZIF
Ts/ssLEREDE v BoHnH 1 k51> ||

N—NTaXr TERMNTHE, ([4 (Analysis) | >[4 N2k (Events) | > [##;
(Connections) | T) 2 DOERiA X "RERRINET, A XTF77T7 107 Tav 7 DA
Y hE =RV A FORKE AR LT E D 0B RTRIOA XY KT,

BMELEYY
HTTP G~ — 22\ T

TLS/SSLEFBRZNDEVBODHA K54 >

—HW DT IV r—ar T, T A= a VERICTEDO Y —NGEREO T 4 o —F )
FEHOIAT, = ZERITGERAEY =7 LIRS HASMER S ES, TLS/SSL % D
=, [1H % - 534 (Decrypt-Resign) 177 3 a2 > CTLS/SSL LV —/LZRE LTIZHAIX. 7
7U7*VﬂVﬁ%@ﬂ%?ﬂ4xﬂ6ﬁﬁﬁéﬂt&%%%thék\@&#%WL\E
TSRl S AvE T,

TLS/SSL D & OITHHIH B E 2T 5 72O S D 7zd, BhikE 72X mEkEd 5 G 1A
HFERA, WOBRRENH Y £,

s FOT N r—a rHiC, [EE-FE4 (Decrypt-Resign) [/L—/V X0 SIEFFETO,
[f85 L72\ (Do Not Decrypt) ] /L—ZERK L £,

cWeb 77 UHEMEHLTCT 7 r—2a 7 78 AT 5L ) 2—PITHERLET,

JL— IV DNEFEDFEAZ DWW TIL, SSLL— L DIEFEZSR L T a0,

TV r—a ISTLS/SSL DB EFEH L D0 E 5 & Y4 512iE, TLS/SSL
= DRI I a—T 4 T EBRRB LTSN,

TLS/SSL/N— hE—FDHA KA

—H DT 7V r—3 3 T, RFC6520 TEFE X4 TV 5 Transport Layer Security (TLS) 35 &
U\ Datagram Transport Layer Security (DTLS) ~'& k=/LiZxf LT, TLS/N— hE— K =7 X7
viarypMERERET, TLS/»— e — MI, RN ETEANTH D Z L 2ERT 5 HE%E
RUELET, 77472 bERITH—APEESNTAL MIOT =2 ZFE L, INEEZIKT
IWTHFICERLET, TS LISGAE, e banler—2RkEasnEd,
BHHSRT NA AN 2P R—F L TOWRWES, ERIETLS b7 787 L— g Vi
N2> TWDIGEIT, *v NI —27 458K Y >— (NAP) T [MaxHeartbeat Length] % 3% & L
TTLS — b E— FOREGEZRETE ET, FEMICOWVWTIE, SSLT'Y 7 ut v 25K
LTL7EEY,

MOV TIX, ITLS N—hE— RZDOWT)] 2L T &V,

TLS/SSL EEZ DIFS X 1 — ~DHIRSEIR

E4 DREFAA — MIZFOMWENG, FREIMER ST, S—HasFHLETA, BELD
AL — MIZRENRHERH Y 3, FFMIC OV TIX, RFC5246 DBV > a v A5 %
ZHLTLEEN,
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B rsssiEsmieosq ks

[E4 DI 5 A A — MIGRFEIZHEHA SRz, — iz [ 5-FE4 (Decrypt - Resign) ]
FRIT[ES - BEAOF— (Decrypt - KnownKey) ] 77 v a VI TE £HA,

TLS/SSL/V—/v D [ AA — I (CipherSuite) ]5RIFIZELN DR G AL — M Z2BINT 52 L1
TEXET2, VAT A, ClientHello JLEE 2 HBIHIICESL ORF B A A — M &2 HIBRL 7,
N— VBT 52 AT A CTlE, ClientHello DALER %[5 1E 32 72 12 TLS/SSL /V— /L & FR ET
HVERH Y £9, IOV TIE, SSLAL—LDNEFZSBL T &0,

TLS/SSL EfRRILDHA K51 >

A TAVIEESET ) 7at v T REIAA v— FOIES{L (Normalize Excess Payload) |74
TrarEacT L e, Vet yICLAEET NT T 4 v 7 OFERE(RRFC, Ty BB
ey 7ENTRY I T ENTTy MIESHZ ONL5E6RH D £, ZHATTLS/SSL
Ty alFETLERA, T T4 v BRSNS AE. NI U ENTE Ny M
TLS/SSL E v ard—fe LTRSS Ed,

TLS/SSLD F DD IL—ILDHA K54 >
A—HE5L—F
N—JNZ T N—TFE T —FEEM L2k, TOITN—TFEFa2—FEEATEH LD

WCLVVADREEEETDHE, — VTR EIN2<< 20 ET, (LI AEEZT D
ALFEETT, ) LILADOFEMICHOWTIE, LILVLADOEREZSHRL TS EE N,

TLS/SSL JL—)LDA T3

SSL AR Y > —IZ [ 5-FE4 (Decrypt-Resign) 177 ¥ a v BdHHI2H 00 5T Web
YA BB ENRWIGEIL, TORY —IZBEF T O TWHL—LD (BT 3
(Category) ] ¥ 7 X—VZ MR LE T,

Az Lo Tk, 72 EOBHRIT Web 4 ERBIOH A MU XA L2 &, VA
AV7 NEDOY A RO URL AT FYNEEEZRLTNDYA MEFRRLZEDRHY F
T, 72& 21X, gmail.com ([WebX—RFE{ A —/L (Webbasedemail) |77 = V) Xi&
AEDT-®IZ accounts.gmail.com ([f ¥ ¥ —F* v AR —4% /L (InternetPortals) |77 =
V) e F A vy hanEd, BHETL2T_XTONT TY 24T SSLAL—MCEDET,

A—AIL T—ER—X[ZHEWLURL DY T

[{H5-F%E4 (Decrypt- Resign) | /V—/VEAERRK L, B—A)L T —2X—R(ZhT7 3V &
LEaT—va BNV Web A Naa—FRSHT 5L T—2RNEFINRNT
N FEF, —HD Web A MIn—HhL T —H_XR—ZATHEINFEEAL, DEINZ
WA, ED Web A hOT—HIIT 7 40 FTIHESINER A,

ZOEMEIX [ R T L (System) | > [#A (Integration) | > DEXE ZfEF L [Cloud
Services], [AB3 URL % Cisco Cloud IZELM&4tE % (Query Cisco cloud for unknown
URLs) | Z#fiH L CHlfEIcx £,

TOF T a rOFEMICONTIR, YA T REBRBLTLLEE N,
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| TLS/SSLIL—ILOFERERET BIZIF
nsssLL—LoRezE ]

TLS/SSL/L—ILD1ERELEH

AR—b 54 | EDSA Y |[HR—bEND [HR—bENhD |[7HER

VR 2 TINA RE FAA

W A g WiR F_T (NGIPSv | WL 972 Admin/Access .
(Any) (Any) ZE) (Any) Admin/Network Admin

AT w71 Firepower Management Center (2172 7' > L £,

AT w72 [Policies] > [Access Control] > [SSL] Z7 U v 7 L £,

ATYT3 SSLARV —ORRICHLRET A2 (&) 27V v I LET,
ROVIZRRT A2y (%) BDERREINDGE, REITEARALS B LTREY, REXEET DHHE
R23d D XA,

ATy T4 ROBIRERH Y F9,

« H LWL — L& BINT 52iE, b—r DB (AddRule) 1227V v 27 LET,
WOV — NV ERET DITIE, WMET A2 (&) 27V v LET,

ATy FE L= [4H] (Name) | Z AN LET,

ATYT6  N—IEAMNZTDHHE D D [Enabled] ZHE L F7,

ATy T V= VONEERTELET, TLS/SSL L — L OIAFORHE 22 L T 72 S0,

ATYT8 N—D[TZ7ar (Action) |27 V27 LET, TLS/SSL/L—/L 77 v a U ikiE (Q05—Y) %
ZRLTLIZEN,

ARTYT9 N AFMeF T arERELET,

a) X2 VT 4 V= IESWT— VR ERIET DI
To AU F =T A AFMEESZRLTLIIZIN,

b) Xy MU= EIIEFRICIE SN TOL— AR ERET DI
7V LET, Xy hU— 7*1¢%7%5ELT<7Z§1/\0

¢)  VLANIZESWTA— G2 ET 5121, [VLAN] 227 U v 7 LET, VLANSHEZSH LT
TEEW,

d 2= PFBIOIA—TITESNTA—AEELZHRET DT, [2—Y (Users) 127 U v 27 LE
T, 2—PEM, LIV LS, BXOVISE BiA #(n~%ﬂ@)%£%bf<ﬁéwo

e) TV —va SV T AFMEERET DL, [TV 7 — a2 (Applications) % 7
V27 LET, 77V 07— /a/*#(77)&~yayﬁﬁ)%5%L1<ﬁéwo

) WBER— MIESWTA—AFREERET DL, [FA—k (Ports) 1227 Vv 7 LET, A—1FE
FOVICMP 22— FOEHZZRL TS EE 0,

g0 URLLE=zT7—va il W TL—AFEERET DI, [T TV (Category) 1527 U v 7
LiﬁoHn%%?74/7®74w&)/7%a@\Ummmm@®%%§%Lf<ﬁéwo
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P X 7 EmMET 52 & T, 20%, BMONAL—LVPNFET 55X FE DL — VTG
LTHrI 74 v 7 RBAEESN, BET I, 70y 7350, HELT500/RESNET,

F=Z = VPO —F T D I DI — IV,

Wl TLS/SSLL—LOERERIET IS
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| TLS/SSLIL—ILOFERERET BIZIF
nsssLu—c gELanrsvay ]

VarERELET, SHIC—BT OV ANRWGEE, VAT AIT I ANV T I a vk
FEHLES,

FE=F V= NVOFEZAMNEIR Y NUV—2 NI T4 v 7 EBIT 2L THDLTZH, —b
DRI U TRER, L CHERELIT LT 74V OT 7 v a AXhrbbd | VAT A
T=HKBR T T 1w 7 DR T A X k& BEIRYIC Firepower Management Center 7 — %
N—R TR L ET

TLS/SSLIL—JL : EELEWVWFTo a3y

[ U722\ (DoNotDecrypt) |77 v a ik, 77kAar ba— LK) r—DL—LEBX

ONT TN T I a o TR N T 7 4 v 7 23T 570k LEST, 50T 7

TR ar b= L=V DOEETEHBET LI TN N T 7 v 7 BB ET 570, Z

ILTE N T T 4w 7= T N —NEBDL R BRDGERHV T, BT 7 1 v 71T

LT, BART 7 ANALVARI v a VR EDT 4 —T A VAT v a r&2T9H 2 &I

TEEH A,

[ 5 L7\ (Do Not Decrypt) ] /L—/b 77 ¥ a > O—fREREEAIZ, LD LY T,
«TLS/SSL N7 7 1 v 7 ODESPEFIZ L > TSN TWn D,
fEHETEDLHHL VDA N THD,

s NI T4 7 HEFRDL LI o THEITE S YA (Windows Update 72 &) Th 5,

« TLS/SSL 7 ¢ —/b ROfEZE #RT HICIE, #hA 0 M aEALET, (kA <0 b
T4 RERFTBIEOI T 7 4 v 7 B EEAET B BEEH Y A, ) FEICOW
Tit, B RV b 74—V FOANDOEHEBR LT 2 S0,

I OWTIE, HETERWNTI 74 v 7 OT 740 MUREA T v a v 2L TES
W,

TLS/SSL/L—)LDTJAv Y 7o 3>

Firepower > A7 AL, VAT LZEEIERWNT 7 4 v Z7I1Z%F L TRO TLS/SSL /V—/v T
JvaraiftLET,
s [Zu w7 (Block) | TliE, & TT 2720, 7I7AT v N 77 0HICT—nBHERR
SNET,
TT7—AyE—VIZE, RV —IZXoTHA MR Ty 7 Il LIRS EEA,
bz, —REBREFET LT ZLNRZWVWEREINDIGERHVET, ZOA vE—
UnbIE, MEICERES T Ry 7 SN2 ST LN 8 A,
[ X T 7T 477y (Interactive block) ] Tlk. %EieV— S~ N HHF S,
Y= DT 7 APRZAEDORY —ITE L TWD ATREEDR & 5 Z & &2 — I3RS
LDMENRHY T,

T 7 AN FOMERBISER—THEH LT DAZ L RXR=V2ER LY TEET,

TLS/SSLL—LOERERET 512E
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TLS/SSLL—LDERERIET 512 |

B rsssi—omsrroay

Pefgi A N ME, 22— D5 — O A BIR L 72 E I ERmLET,

s[VEy hLTZ7av 2 (Block withreset) | Cix, #finV Y hxihvdicd, 7747
VT IURICETRERRINET,

COXT =T, BNty S22 LT £33, TOHEBITONY A,

Bk

Ny TERFATAy (X TE—NR) BHTIE, 71M AN N7 0 v 7 ZEERAEL
7eWed, [7r vy 2 (Block) & [VEy hLTZr > 7 (Blockwithreset) 17 7 v a v &ff
MATERNZLITEELTES WY, Ny v TEBFA Iy (Fy T EF—F) f 57—
T ARGt Xa VT 40 =V FMHEANT, [Fry Y (Block) 1E[VEY RLTTRY Y
(Block withreset) 177 ¥ a v ZEHA LI V— 1V EERKTHE, R — x5 4 X TL—)b

DRUZEET A 2y () BPERRENET,

TLS/SSLIL—ILDEST V3>

[H 5 -BEF D% — (Decrypt-KnownKey) 13 LU [ 5 - FE 4 (Decrypt-Resign) 177+ =
I WEE NI T4y 2B EELET, HESNLNT 70 v 2k, T ERHIEELEH L
THEINET, 77E8Z2 arha—iL b—id, BELENTENT 7 0 v 7 LIEELEN
TWARWRT 74 v 7 CRICAHEAZ LEY, 22 TIETF—ZXOMERIIIMA T, BA, 2ik7 7
AN, AT =T ORHET By VN TEET, VAT AL, FASINTENT T 0 v 7 E TR
FAE LT BEEEICE L £9,

B CX 2585/ (CA) Do OMEERFEHA LTINS 74 v 72 BETAZ L2REOLE
9, ZHUZ LV, Invalid Issuer 23855 A X FINOD SSL FEIHE A T — Z RFNZFE /R S 720
XolcLET,

BRECTELA T V=7 MEBNT 5 HEOHMICOWTE, FHE T 558HR4 7Y 27 b
ZHLTIIEEN,

TLS/SSLIIL—IL 749 3 UERTE

AX— kM4t |HEXDZA4 Y |YR—FrEND | YR—FEhd (79X

VR 3 TINA AEL KAAL

W DI F T (NGIPSY | W Admin/Access |
(Any) (Any) Z%<) (Any) Admin/Network Admin
1R BHIIZ

KESRLTIEEN,
*TLS/SSL V=N DT ry 7 77 vay (195—Y)

« TLS/SSL V—)v : HEFLRWT 7 v a v

Wl TLS/SSLL—LOERERIET IS
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| TLS/SSLIL—ILOFERERET BIZIF
#s-BEa7svav08% |}

« TLS/SSL /V—/VDE=F T 7 ar (18 ~—)

ATYT1 SSLARY ¥V — 5 4 ZIZIE, ROFTLarn"bHoEd,
« HLUVL— LA BN AR, b—r DB (AddRule) 1227V 7 LET,

cBEFON— NV ERET DR, WET A= @) 27V v I LET,

AT T2 [77vay (Action) | RKey 7 Xy VA RNPLA—LT 7 arazRIRLET,
WAL T T4y 7 BTy 7T HIIE, [P ey 7 (Block) | IR L F9,

MBI T T4y T a7 L, Ha Yy bTOIZIE, [VEy hTT7 Ry 7 (Blockwithreset) |
ERLET,

cEENT T 4 v 7 DEFSOFEMICONTIE, B -BHOF— 772 aroRE 22~—Y) &%
BLTLSZEW,

cHRIERNT T4 v 7 DEFOFEMIIONWTE, BEE-FBE4AT 7 arORE Q13—) 22K LT
<TZEW,

cBEEAL N T T 4 v 7 BFLERT DI, [E=4 (Monitor) | Zi®&R L E7,
WEBL T T 4 v 7 BT LRWEGAIX, [E5{E L7\ (Do Not Decrypt) ] 3R L £7,

ATv 73 [EM (Add) 1227V v27 LET,

RDBERY
« L= /L OBEDOFHINNE > TL— LV FHEERE L ET,
RELEZEMALEY, RELEORMEZZML TS,

BS-BERT7V V3 VDERE

AX— kM4t |HEDZM Y |YR—FrEND | YR—FEhd (79X

VR 3 TINA AEL KAAL

W WP F T (NGIPSY | W Admin/Access |
(Any) (Any) Z%<) (Any) Admin/Network Admin
1R BHIIZ

TLS/SSL 51l : HELDHA RT7A4 v (4—) 2R LTLIIEEN,

TLS/SSLL—LOERERET 512E
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TLS/SSLL—LDERERIET 512 |

B &= saos—7roav08%

ATv T

ATy T2
ATvT3

ATv74
AT975

SSLV—/b =5 4 X T, [T7ar (Action) | VA S5 [1H5 - HE4 (Decrypt - Resign) | &3 L
£7.

UARDPONE CAREHEDA T V=7 FEBIRL £,

[Replace key Only] # 4 > Z LE T,

[Decrypt - Resign] /L—/V 7 7 2 a V&R IET D% 61%. %7 [ReplaceKey Only] F = v 7 R v 77 R A 2
LET,

A—FRACELGEAEFEZENT D web 1 FE2ZRT DL, web 7T U FITEF 2 )T 4 EENFIRS
. BX2 U7 4 Thi#ESHL TR A FLBRELTWD Z &R E £T,

A—YPNEHTE DEHELMENT D web A F 22T 2L, EXa )T 4 BHIFRSNEE A,

B (Add) 127V w27 LET,
F T a U MEFHTE D CA B4 ELE SSLIHEH LT, #51 X h® SSL FEIAE AT —# AFIZ Invalid
Issuer NERIND DO ZEELEET 121, fEHEZRY >—IZBM L £,

a) SSLARV v — T 44 X—U T, [[FHTX 5 CAGEFE (Trusted CA Certificates) | ¥ 7 %27 U v 7 L
£
b) BEEIOF—IZkHET D CAGEEZ SSL AR U »—IZEBMM L £7,

RDBRY
RELR LRI LET, RELHEORMEZZML TS,

EBS-BHMOF—702 3 DERE

ATy I

ATy T2
ATvT3

ATvT4

2X— kSt |REDSA £ |[$K—rEhD [HR—rShD |[FHER

VR z TN A AL DH

A Wi A eV 9T (NGIPSv | W94 Admin/Access .
( Any) ( Any) <) ( Any) Admin/Network Admin
188 BRI

TLS/SSL1E 5 - BEE DT —DH A KT A4 (63—) 2R LT EEN,

SSL/V—/L =5 4 X T, [77 a3y (Action) | Ky 7 X UR MG, 5 -BEMOF— (Decrypt
-Known Key) ] #E{RL £,

[Z7 Vw7 LTHESIEHELER (Click to select decryption certs) | 7 4 —/V K& 27 U w7 LET,

[ FTRE 72 AEFH & (Available Certificates) |V A b D 1 DL EOWNEGEHEDO A 7P 27 FE2RIRL, [L—
JVZEM (AddtoRule) 1 %27V v LET,

[OK] %27 Vv 7 LET,
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| TLS/SSLIL—ILOFERERET BIZIF
TLS/SSL Rules Management .

ATy 75 B (Add) 127V v27 LET,
RTYT6 A7 a MGHEHTES CAELESL SSLICHEMH LT, #ki( > O SSLFEHEA T — X 25| Invalid
Issuer NFE/RIINDHDEEHET H 121, FEAEZEZRY —ZBMLF3,
a) SSLARVU I — x5 4 X N—=T, [[EHHTE D CAFEHE (Trusted CA Certificates) | ¥ 7% 27 U v 7 L
7
b) BEEIOF —IZkHET 5 CAGEE % SSL AR U & —IZBEML 7,

RDBERY
REELH LR LET, RELHFORMEZZML TILESI N,

TLS/SSL Rules Management

SSLAEY v—x=F 4 ZD[L—/L (Rules) | ¥ 7 ~<—TTlx, KU —ND TLS/SSL /L—/LD
B, . B, BE, Ak, B2k, HIR, BLOEOMOEREITH Z LN TEE
bg‘O

TLS/SSL /L—ILDEZE

A= 233 J ORI AT RE 72 FFBR SUF % B e BT SCF-A I 2 LT, TLS/SSLL—/v D U A b
T—HTAHEEBRBTEXET, ZOREBE T, L—1A4 B LOUL— BN L= b — LS
BEINET, V—IAEHOBEEE. &2 A7 (V=2 Fy vNI—7 TT UV r— a3
L) TLICEBMTEAMEEOARIELIMESRRBRREINET, I, lrodT7 Yo
I NAFERRE, IN—TF T2 N, TA—THNOEA DA TV =7 MAEZITE. B
TRV TFINMEREGENET,

RBLFHNOT R CERIEHEEHTEET, BEL— LTI, —ET2HEON T L035H
ERENET, 2Lz \lmmok“?i%ﬂ@?“fiﬁi*%%%ﬁuﬁ*?é&\
Bbiel b, 100Bao 7Y —a v AEBEIN L T-& /L —/ LD [Applications] 77 7 A DS TRFHZE R
SIFET, 100Bac EWVVILARIDONL—/LH 8 H5AE 1L, [Name] 7 7 A & [Applications] 777 LD
W7 AR E R S E T,

1O ERIFROBENL—NVIIBENTHZENTEET, AT —HF A A vb—I20%, BHITO
—HEBLIOEFH—EENFTRINE T,

BEAN—DON—L A RTIE, EON—VTH—EPRHSNDATREMRH Y ¥, D
—BSBIH SN DR DOR—T T ‘itﬁb\iﬁ/\i BAID =B SN =V RRR S
NET, REO—BNBITO—ELL>TWDILE, RO—BEZRINT L5 L, FAO—BNR
RENET, £, RUIO—EDBBITO— ﬁkiﬁof%éiﬁ/\ AT~z IR 5 & ffk
D—BMRFRINET,
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B nsssi—rorz

TLS/SSL /L— L DR Z

TLS/SSLL—LDERERIET 512 |

AX—hF 54t | HEXDSA1 Y |[HR—bEND [HR—brZNhD |7V EX

VR 2 TINA AE RAADH

AR WD 4T (NGIPSv | W94 Admin/Access .
(Any) (Any) <) (Any) Admin/Network Admin

ATYF1 SSLARY v— x5 4 X T, [FE/L—/ (SearchRules) |77 v a7 U v L, MR LFINE AT LT
M5 Enter ¥ — %2 L ET,

EVk

MRRSNET,

ATv 72 BHONL—VERERTIIIROBIENFIHATE 7,

—BTBHEEELN—NVDOH T ARERAFTRINET, BRINTWD (HID) —8L, fhe
EXBITE A X958

cWEN—VOREBET 5561, RO—BET7 A2 (7) £REHO—BT A= (2) 227Uy

7 Li‘g—o
e NR—UEEH L, MELTINBLOEREREZ 7 VT T8I, 207742 (%) 270y 7L
7,
TLS/SSL )L— LD E L & EIh1E
AX—h+ 54t |EDSA 1Y | Y R—bEND [HR—+Zhd |7TUVEX
R z TINA A%k RAA
S g Wi WAL F_T (NGIPSv | W\ T Adm.in/Access .
(Any) (Any) <) (Any) Admin/Network Admin

YERRE L7= TLS/SSL v —E, T 74/ R CHENC>TWET, Vv —AEEBEIcT AL, ¥
AT AIFR Y NT—27 N T T 4 v OFRICEDONL— VAT, O —Ix HEE
LS5 —DEAEEIELET, SSLAY —D/—L ) X NEFRT D L, ER e L— TS
L—FoRENFETA, BHEIIAEETYT, £3— =F ¢ X & LT TLS/SSL /L—/L %
BARELIFENCTEDL I LICEBELTLES N,

ATFYF1 SSLARV S —x2F 4 2T, —V%ZHE7) v 7 LT —/IREEZER L £7,
ATy T2 [1RTE (Save) | 227 VU v 7 LET,
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| TLS/SSLL—ILOERERBY B

RDZ R

TLS/SSL JL— L DFEEf

Z
s REAREZ R L £,

RELEDORFMZZHM LTI IZEW,

nsssL—Loesn ]

AX—b 4 |EXDFM Y |YR—FEhD | R—FrEhd | 7TIOEX

VR R TINARH FAA U

A e A eV 4T (NGIPSv | W94 Admin/Access .
(Any) (Any) <) (Any) Admin/Network Admin

AT9F1 SSLARV — 5 4 X T, ZEN—NVDOEHE S ET ) v 7 L TOL—L &R L E7,
AT T2 V=& HE7Y v 7 LT, [BIVED (Cut) | ZEIRL £,

RAT9 T3 YV E S /— Va0 AT oL@ BT 2V — VO ZE a7 U vy 7 L, [ EICREY £41) (Paste
above) | £72IX [FITHE D fF1F (Paste below) ] Z IR L £,

ek 2o00E7A TLS/SSL AV —DOfTlE, SSLA—1LDabt— T K RXR—=X MNMITEEHA,

ATy T4 [RTF (Save) | 27V »7 LET,

RDBERY
EAERZRALEYT, RELEORMZZML TS,

#7 LUNTLS/SSL/L—IL AT MBS

AIX— k542 | REXDSA Y |YR—FrEND |HR—brEhB |79 ER

VR 2 FINA B R

AR 7R WU F_T (NGIPSv | W s Adm.in/Access .
(Any) (Any) Z<) (Any) Admin/Network Admin

HEtRR Y —FER T 5 2 LK = VB S DICEET 5700, EREL—L L L— k Lb—)L
DOATIYOMNIH AL LT IY ZAERTEET, BIMLZAT IV, ARTEE &HIBRD
TEET, N0 A T OBENITETEEAN, —nNOh 7T EBIOET IV Nt
~OBENIAHETT,

AT TN RV v—x2F 4 2T, (A7 3V DENM (Add Category) 157 U v 7 LET,

Evb KU == BT TICHEENTWDLEEIE, BBFEOL—VOITO2EAE D227 Y v 7 LT,
FLWAT TV BT HRNCEOMBEEZRECEET, BEOLV—LVELHZ Y v 7 L, HiHD
73U Off A (Insert new category) | Z#i&IRT 52 L HTXET,
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TLS/SSLL—LDERERIET 512 |
B sovnsssii—nn7Tuoem

ATv T2 [4H] (Name) ] Z# AN LET,
ATV T3 ROBRERSH Y £7,

s MO [Insert] K2 X7 U A R)D [above Category] Z IR L721%, 2ZFHO Ry 7 XU
A IO AT A ZRRLET, ZZTRRLEZDT AV ORIV —ARRESLET,

s ey 7 XY YR RN [belowrule] #BIR L, BEFEDONL—LESZEZATILET, ZOFT v a )
BRe DL, RY =il & H 1 DOL—ARFET LHEDOHRTT,

e Foy X o R )b [aboverule] BN L, BEFONL—AVEFEZEZ AN LET, ZOF T a0n
Bz DiZ, RU—2h b 1 DON— I RNEFETDIHEDHRTT,

ATy T4 [OK]%#Z7 V7 LET,
ek HIBRTAITIVICEENDIAL—NLT. FO LRI DT IV ICBNESNET,

ATY 75 [RE (Save) |27 Vv 7 LET,
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