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ATY T [b—27 U DFERK (Create Token) ] %7 VU v 7 LT,

ATFYTN VARTHLOD =2 E BT, [727 Y3 (Actions) %27V w27 LT, [2— (Copy) ]£7=
X [# 7> —F (Download) ] ZER L F9,

AT 12 MEIE U T, Firepower Management Center |Z b —727 & AT HYEN TE L LT, b—7 U B2RER
BTl R E L £

RDBERY
A<w— K T4V ADRE (21 X—) OFEICHELET,

ZT—k SAEVRDESR

AYX—bk 4t |[REDFAELVR | YR—bENET | YR—FENE |7 EX

VR INA RE AU
= ML Firepower Threat | 7'z — 31777 |Admin
Defense

Cisco Smart Software Manager C Firepower Management Center % %56k L £79°,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR I
B x=—t+51t 2088

4R8O SRS
« Smart Software Satellite Server £ 72 IFFFED T A B ADTFRIEMHEHL T DHEEIL, 2D
FlEZEFEH LN TLEESW, RV IZ, Smart Software Satellite Server ~DHERE DR E  (
26 X—Y) FRIIREDTA L ADTRIOELETE 28 X—V) 2ZNETNABRLT
TZEW,
« Firepower Management Center 7)* tools.cisco.com:443 C Cisco Smart Software Manager (CSSM)
P=NIT 7 BATE L L 2R LET,

» Firepower Management Center CNTP 7 —F N FIT SN TWND Z & AR L £ 9, BEriF
{2, NTP #—,3 & Cisco Smart Software Manager D[] T — &N FEIT I N H -8, #EHI7R
BRI ITREZ O [ 28 BT,

Firepower 4100/9300 > % — /(2 FTD % J&Bi3 2 %3G 1%, Firepower Management Center & [F]
U NTP $— 3% v — | L C Firepower ¥ ¥ — VI NTP 2% ET 2 MLE R H V) &
R

o KAk %L D Firepower Management Center 7 77 A 7V AN H 5415, % FMC ([ZHHk
WA CTE D2 —BOAFPMTNTNT, RAUA=F ¥ L7 H U MIBERS LTV D AR
PEDY & 5 flL D Firepower Management Center 7 77 A 7 A L XBITE 5 Z L R L E
T TOAHNE, A~v— b T4 B ZAOHRMGOEIZ L > TEHETT, bWV ENVRA
AI7C L % CRIENRET D2 0DV £,

« Cisco Smart Software Manager 2> H LB T A B ARG N —7 V&2 ERLET, A
~—F T4 AMOBET A B 2K =7 L ORSG 20 —) 2ZRLTE
SV (TRTOFHESRM A2 E&Te) . Firepower Management Center (27 27 2 295~ 3/ L7
BRh—J TV BATELZ LR LET,

AT w71 [System] > [Licenses] > [Smart Licenses] % %R L 7,

AT w72 Firepower Management Center O Web > % —7 = A A, [%4§k (Register) %27 Vv 27 LET,

RT9 T3 ARSIl h—7 v & [BhA VA X U A ER h—2 > (Product Instance Registration Token) ] 7 ¢ —/L K
WD A £

T XA NDOFIRICANR—ARZEHDOITR N & 2R L ET,
ATy T4 FRRRT — 2523 A TEETAINEINERELET,

» [Cisco Success Network ®F%h{l, (Enable Cisco Success Network) [1Z. ¥ 74/ hCHZTY, v A=
WX TEESN DT — X OFfEE R RT DL, [P 7 VT —4 (sampledata) |47 U v 7 L&
9, Cisco Success Network DIEH 7 10 v 7 Zide & | HIWHIENL D F7,

. GE) « HNZF % & Cisco Support Diagnostics i%. R OD[EHH A 2 /LT Firepower Threat Defense
(FTD) T34 A THMNCZZ2 D £, FTD & FMC & OFEEIE, 30432 & 12 1 [FIFEfT &S
ET,
c AT D&, A% 2D FMC 28RS L5 LW FTD Tld, Cisco Support Diagnostics
DSHBERICAHZNIR D £,

. Firepower > X T LD 542X



| Firepower VA T LD S AR
BHEsIREOENE (Fa— LERDOLBLTAYY ro5d) |

ATy TS [E¥ %A (Apply Changes) 127V v 7 LET,

RDEZRY

» Firepower Threat Defense 7 /3 A % Firepower Management Center {2381 L £, Firepower
Management Center ~D7 /34 ZADiENMZZH L T EE 0,

« 7 A & A % Firepower Threat Defense 7 /31 AIZHI Y Y TET, HEOFEHGRT A A
~DITAEZADEY BT 43 =) 2ZRLTIEIN,

M REIBEEED BRI (VT O—NILERDLGEWTHAD Y FDEE)

| &

BE CZOFEE. Av— R T A YL MORARESPERSNTOARNEAICOMEALET, 7
BT RRERENTORVES, £23bh b 2aVEA BB G OMRED T A £ %
(16 ~—) LTI 7EEVY,

48 HHEIIZ
« BB TELEw B ROBELRY R— PSR TGN L 2R LET,

N

GE) B CHH RS R S OMRER Y AR — F STV 54, CiscoSmart
Software Manager @ [%5§% b —2 > DfERL (Create Registration
Token) ]~S— UIZHp G ROMEEEZ BN TE L A4S a v
NERREINFET, FHHIT OV TIE, https:/www.cisco.com/c/en/us/
buy/smart-accounts/software-manager.htmlZ M L T 72 &0,

s BT T A o ADMERH SN TW RN L 2R L ET,

» Cisco Smart Software Manager @ [4 >/ k1) (Inventory) |>[Z4 22X (Licenses) |
~— T, Firepower Management Center |Zxf/5 T 57 A B AN S DT & MR L ET,

BHBARM AR Firepower Management Center £ 7 )L

Cisco Virtual FMC ¥ U — X Di& J17ei5 51t | 3~ T D48 Firepower Management Center
(3DES/AES)

Cisco FMC 1K ¥V — X Dis 11 ks 54k 750. 1000, 1500, 1600
(3DES/AES)

Cisco FMC 2 K ' U — XD} ¢ 54k, 2000, 2500, 2600
(3DES/AES)
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Firepower VA T LD S AR I
B sessnsoseommt (Fo— EROEVT AL FOBE)

BRI R Firepower Management Center 7 )L

Cisco FMC 4K ¥ ) — X D& 11 7 ks 54k 3500, 4000, 4500, 4600
(3DES/AES)

AT T1 [VATL (System) |>[F4 2R (Licenses) |>[AY— b 542X (Smart Licenses) | Z3{R L £
7

GE) [ ¥ —0ER (Request Export Key) ] 232 SAUTW A 5E 1Tl H SR R OBEREN 7 1 7
MIKRENTOVEY, £DOD, BELEEOHMAICHET Z L3 TE ET,
ATy T2 [ AR—F F—DFR (Request ExportKey) 1 %7V v 7 LT, =7 AR—h F—ZHELLET,

Evk =7 AR— MEIF—OERIZKLIZHEIX. N—F ¥ VT U2 MR 7 AR — bl
WMIA B ARNHDZ LR LET,

RDARY
T, EHERES R OMEA AT AREEIIR ) —ZERATE L L O 9,

| &

AE ZHICE o THERIESNTZH LW EHIRR O Z A ' A & _XTORHEEIL, Firepower Threat
Defense 7 /3 A ANHEE S ND ETEDT ANA ATIEAIRY £/ A, ZRE TR, @D
TABATYHR—=FESNTWIERBORNT 7T 4 71720 £,

A ERE TR, 72T 4 7T 7T 4 7 OAREZRET D 72 9O )7 O Firepower Threat Defense
T AR T OMERDH Y £,

R ROMEEDESE (JO—NILERDODLEWT A FDIBE)

R HRSRE DA (e — MR O N T o hOgE) (23 8—) TR L
FERE 2 U Clm AR S ORERE 2 A0 L7238, S OFNEZ M L T Z ORERE 2 550
IZTEFET,

ATYF1 [VRTL (System) |>[F4 2R (Licenses) | >[AY¥— bk 54X (Smart Licenses) | R L %
h@‘o

LT, ZOTA B ANBEBENTEET DU NNOMHARIRER T A B AD T — VIR |
HAHFATELX21Ch 7,

ATY T2 [HHF—0iEH! (Return ExportKey) %27 V v 7 LT, ®EaHHH 7 A o 228z LET,

. Firepower > X T LD 542X



| Firepower VA T LD S AR
I7¥vy TREDS (o 0t Tvay ||

I7XvyvTEBEAODSA U RADA T3y

WDEIZ, A v Z—Fy N T 7 AR WRETOITA L ZADREBICFEH x24T a v
G L CTRLULET, FFEORMRIZOWTIE, IFBHEEFENMOT RAA X2 TEH55085
D E£9,

RIITXY VT RYET—IDSA VR FT T a3 DHE

Smart Software Satellite Server HEDSAEADFH
REOREIT 5T 5 YRR VIO T SA AN i

TA B AER, ARG, B L OEEEEL | IR & OV EE A B o> I D R
DMz HE#hk

TNA A& BINT D720 DEH A SO | T34 ZA%&IBINT 57O ORI ZGEH = X
L ~ D3RRI

FE, ENLT S DA ==y B BE), B, BLOLEEOROEREL LOF
LD A==~y FDE S

B IO ESEAHYEOIIRECa L7 |2 I, TV ARBEAT—F ALY AT
FGAT VARBEEAT —ZANTFEND LOEWEICHEEY 525

FEANIZ DU TIX, Smart Software Satellite Server | f£fIIZ DWW TIX, FFED T A B ZADTFHRID
OBE 25 —) 2L T3, B (27 =) R LTIV,

Smart Software Satellite Server D} =

License Authority & DEHIEIE (8 ~—3) OBHICHE- T, TA B AHEREMERT D72
W, VAT AlX Cisco & EMICHET A2HLERH Y £3, RORROWTNLOEE, T4
Y U RBER LT A 72D 7 1% LT Smart Software Satellite Server 2 {# & £ 97,

« Firepower Management Center 7347 714 T 5, #AHIRIN TS, E70id8kn
R (DFED, =T Xy v T Fy PU=ZIZRERASATND) BA.

* Firepower Management Center (Z[EEHRE N H D05, KRy 8T —27 )b OHE—OHEIZ
TA~—h T4 v A &HIET D55,
A=K VT 02T BTI7A4 N P—NEHHTLE, FHATr V2=V aRE, 7214
~— bk 74 & AFBFE% Smart Software Manager & FE) CRIMiSH 5 Z LN TE £,

23— V7 =T BT TA b Y —SOFEMIC OV T, https:/www.cisco.com/c/en/us/buy/
smart-accounts/software-manager-satellite.html %2 2 L T 73\,

W

ITTXYy v T Xy NT—TDHEEDODREY ) a—2a VI ETA B ADOTFHTY, 6
DONWTIE, BFEDTA B RO THOME 27 =) 2L TITEEN,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR I

. Smart Software Satellite Server D BB A%

Smart Software Satellite Server ) EF A%

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

4a & SRS

Ry N =T RZT Xx v 7 DOY4E ., Smart Software Satellite Server £ 7213 ET7 A B ADTF
FINEBRICEER V) 22— a3 THHINE I MEHE LET, FHIZ OV TIL, SmartSoftware
Satellite Server O ZE (25 X—) BLWRED 74 B AD TROME 27 X—2) &%
LT EEN,

Smart Software Satellite Server % BB L TiRE L 9,

https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite. htmliZ & 5 [Smart Sofiware Manager
Satellite User Guidel] % ZM L T 7ZE0,

Firepower Management Center % Satellite |28t L, Bk b —27 U2 TG L T, HH & ¥ —% Satellite (2%
gRLET,

Smart Software Satellite Server ~DEEFE DK TE (26 X—) ZHL T Z I,
TN R EEIRITEIM L7,

Firepower Management Center ~D7 /34 ZDiBNEZH L T ZE 0,

BEIGRT NA ANDT A 2 ADEN) KT
BBOEBEZET NA A~DT A2 ADEY HT 43 —) #RLTLIEEN
Satellite % Cisco Smart Software Management Server (CSSM) (2[RI =& &,

LA L7z [Smart Software Manager Satellite User Guidel % ZH 1L T 72&0,

MR 72 AR 2 2 A 7 ¥ 2 — /v L E T,

Smart Software Satellite Server ~DIEHDETE

AYX—b+ 4t |[EDFAELIR | YR—bENET | YR—FENE |7 EX

<A AEPS AL B

& L Firepower Threat | 7 o — )LD 7. | @8R
Defense

458 DRI

+ Smart Software Satellite Server Z % E L £ 7, aEMIZ-DUTiX, Smart Software Satellite Server
DIER L (26 X—) 2L T XN,

e %7 F A4 b Y— 3D TLS/SSL FFBHED CN & A £ L £,

. Firepower > X T LD 542X
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| Firepower VA T LD S AR
BEns 1 tr20FuoEzs |

« FMC 7%° Smart Software Satellite Server |ZEZETE HZ L 2R L E T, L& 21X, 77
A b %— 30 call-home URL & L CTE%E S 4172 FQDN 23N#S DNS $— N2 X » TR T
LT L EMmERLET,

« http://www.cisco.com/security/pki/certs/clrca.cer {258 L, TLS/SSL fEHIE DAL 2K

("-----BEGIN CERTIFICATE-----" 7> "--——-END CERTIFICATE--—--" ¥ C) % . &/ESPIZ
T REATEAGICaY—LET,

AT w71 [System] > [Integration] %z &R L £ 9,
AT w72  [Smart Software Satellite] ¥ 7% 27 U v 7 LE7,
RATw 73 [Cisco Smart Software Satellite Server|Z#ft (Connect to Cisco Smart Software Satellite Server) ] Z 3R L &

T
ATv T4 ZOFNEDORIHESAETINE L7 CNEA M H LT, Smart Software Satellite Server @ URL Z &k DX TA
HILET,

https://FODN or hostname of Satellite/Transportgateway/services/DeviceRequestHandler
FQDN L7{IAA Mald, 7 74 ML o TR SHIZREAED CNEE —H L TV OLERH Y £

—a—o
ATFwFE  H LU [SSLAFHAZE (SSL Certificate) 1 ZBM L, ZOFINEORHESGMFTa B — LZGEHET F A &L
DAHFET,

ATv76 [EH (Apply) 127V v7 L%,
ATYTT1 [VAT L (System) |>[7A &2 A (Licenses) |>[A~— kT A &> A (Smart Licenses) ] %R L,
&%k (Register) |27 U v 7 LET,

AT w8  Smart Satellite Server TH L\ h—27 U ZERR L £7,
ATvT9 b—srEab—LET,
AT b= U EEHE X — RX—=T DT 3 — L0 T E T,
ATy TN [E%%iEAH (Apply Changes) 127 U v 7 L7,
T, EFEE X —) Smart Software Satellite Server [Z B Gk SV E L7z,

RDRARY
Smart Software Satellite Server D JEERH J7iE (26 X—) OV OFNEEZFEITL F9,

BHEDTA L ADFHDHE

BEDTA B ADTHRMEZHAL T, 27Xy v 7 %y hU—JICAS—F T4 BV
FRHTEET,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR I
B sz05 1t 203080~ 2F F55 5742

FED T A B ADTRNEMI 2> TV DA, Firepower Management Center |, Cisco Smart
Software Manager ¥ 72 1% Smart Software %7 7 A ~ $— T 7 8 A FIRAET 7 7 > R
54 AETFRLET,

Firepower Management Center ClX, 12%#E7 7 v 7 T4 v AEMHT 5T A A& [RFHIE
HIHZEbTEET, EL, ZNHDOT AL RAFFEDTA B ADOTRZHEHL £
/L/o

A UVHE =R DT T B APRNEIRRT Y w7 Web VA MMIkT 25 URL VY 7 T w79k
Pt U7 fE B Eh 72 & ORSEEITEE L £ A,

VAAZ, HEDTA L AOTFR MM 2 RIICET D Web 507 LA MY OF—X
ZIVE L EE A,

B by 7
BEEDTA R ADTFRIORA N FT7 7T 4 A (28 3—)
HEEDT A ADTRIOEE (28 N—)
BEEDTA B ADTRIOFEEFE (28 X—)
EEDTA VL ADTRHIAT—H A (38 4—)
cBEDTA R ADTHRIOEE (35 2—)
FFEDTA YL ADTRIOIET 77 4 7L ERE (39 =—)

HHEDTA B ADTRION T TNy a—T 47 (41 =)

BEDZAEVADFHDRA N T30 T4 X
FFEDTA B ADTREEFIZFEET DI, ZORF2 A0 FELTHATIIZEIN,
AT R L 7255613 TAC ICHAR T 2 BN AE U D AR & D £,
MREA BT 2121%, ARSI HRTFIEZ 50 T, FIHICHEEICE > TSIV,
HEDTA U ADFHDOEH
FEDTA X ZDPRIOMARDIIL, ¥ A 3T K DK & RAENLE T,

FFEDTA | ADOTFRORMHESRME 29 X—) LR L TN,

BEDZA B ADFHOEERE

BEFIE HER
2 Z OMREORTTESM AT LE T, i DT A & v ZDTRIORHESE (29
T ~N—=2)
71

. Firepower > X T LD 542X



| Firepower VA T LD S AR
BrEns 1 wrrodwonmess [

1BEFIE FEHBIEER
S A= TATY NTRHREDTA VLA | A~Y— K T AT "BEEDT A2 AD
T | OB E BT D HERTE S TV D | TRIORBDOUEHINIE S TN DN E ) DOk
72 | e EMERLET, W (30—
A Firepower Management Center Z i ] L T | [ ED 7 1 &~ A (Specific Licenses) | A
Ty |FEDTA RV ADTHEANILE |=a— 4T arofdhi 31 4—)
7 R
3:
A Firepower Management Center 7> 5 7% | Firepower Management Center 7> & 0 ) 2K
Ty | Ra—FEERKLET, a— ROARL (32 X—)
—
4 :
3 THIBE R a2 — R&FH LT, Cisco Smart | Cisco Smart Software Manager 7> & @ T H&GR
7 v |Software Manager 7> 6 PHRIAR = — F& | 23— R4k (32 ~—)
A AL ET,
5:
A Firepower Management Center |Z T#J7K78 | Firepower Management Center | Z T 7K 38 = —
Ty |a—=FEANLET, REATTLES, (B3~<—)
—
6 :
2 FEED T A & v A% E BRSO Firepower | B EXI G T /A A~DRFED 7 A &2 ADHE|
7 > | ThreatDefence 7 /34 AIZEID YTEF, | VYU T (34—)
77
A (Firepower Management Center #%) 4T | =77 % v » 7' OHERf
Ty |\FDOATFUABZRTDY A HD
7Y | ATV a—VEHRELET,

BEDSA U RADFHOEHEE M
cAv—NThur ety NT vy LET,
TAV AR TD2ODA~—F Ty hOERKR (18 X—) 2L TLES
AN

« Firepower Management Center CHEHER~v— k 74 BV XA ZBITEMFH L TV D561, FE
DT A& ADTH % FEET 5 HiIZ Firepower Management Center D% &k 2 ffbr L £ 97, 7f
HIZ-OUW T, Cisco Smart Software Manager 7> & Firepower Management Center ¢ %< §fif iz

(48 ~—v) ZZWL TV,

Firepower Management Center [CBI/EBH SN TNWEL TR TORA~Y— K TS BV ART I
Y hTHERRRER T A B ADT = VIR EN, FFEDTA B ADOTHRIZREST D L
FIATE DL £,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR |
B A= 7790 rBEDS A L RO FHORBDERNE > T BHE > HDHR

HEEDTA B ADTRNTIE, FREAS—F T B RALELEBLOIATDT A
ANRETT, BT LT A A LRIV ERIEET A B AP — X TR YT
TarOEERELET, LHEIZ U T, Firepower Management Center Virtual Df} 5- & #&
BEDTTEEN,

Firepower D7 A B ALY —E R YT R 7 Y72 g O TIE, Av— K 7148V
DEA T EHIFIFEH (9 =) BIXOZEOYT FE v 7 ($flZFirepower Management
Center Virtual 74/ £ A2 2X—2) ) 2L T EE0,
VEEIRT A AEEALET,

VETHY | MBRICZ OSBRI 55515, M BLHIx 5 05 /) 228 5L Re 2 Fhid
LET, 7H0 2 N TEORRENMEATE S Z &, 72134272 Firepower Management
Center DFRT7 A BV ARMEMT AT v MIERSNTWDLZ L EMRLET, THDU
MEYEEDYR— N LET,

FEHICOWTIE., BHBEGSOBEED T A 2 (16 3—) BB LT &V,

Firepower ®A DR E T A £ AT (SLR) OEKRBEGLT20, T A0 MEEENHT)
Wiz LET,

BEDTA B ADTRINERATE DIREEICR-TEY, A~— T h U MIKBER
TWAZLETH Ty MULEICHERL T EE W,

BHIIR T /NA A % Firepower Management Center (2B L £9°, Z OFBHIZ OV TIL,
Firepower Management Center ~D7 /XA ZADBM # B L T 7230,  (FEHMRT A
AFONOTHBMTE XA, BN 25E, 207 ARMEICRY £4, ) Zhz
FATT DI, T 7 A B A2 AT HMERH Y £T ([ AT L (System) 1025
[T At A (Licenses) ]>[A~—hF 7 A& A (SmartLicenses) ]) . alMliZ7 A & &
I, 74 AR~ O E LE L LEE A,

(HELE) = w] A B C Firepower Management Center X7 % BBl T 2% 61%, 7142 X
BN B THANCZEOREZ LET (& A AR O FMC TRER T A & 208U,
H—DFMCOHFALFLTT) . TTCEILFY TTIAT LV RAZTA B A% R
LTCWBEAIE, ZDOT T ITAT U ANL TA B AR SEMRLET,

ARX—LTHIVEDPEEDSA LU RADFHORBADEHRDIE->TLEINE S HDIER

BEDTA B ADO TIORGOS <72%, Firepower Management Center (2% 5 % /I
ZDANZZDOFIMEZFITLET,

1R BHHEIIZ
HEEDTA B ADTRIOFHESM 29 _X—) TEMHL-EfEZHZL WL I %
R LET,

« Cisco Smart Software Manager D27 L7 > ¥ )Vindh 5 Z & e LET,

AT w71 Cisco Smart Software Manager {2V > A > LE T,

. Firepower > X T LD 542X
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| Firepower VA T LD S AR
BEEDS AR (SpecificLicenses) | 2 =2— A+ 7o avoamt [

https://software.cisco.com/#SmartLicensing-Inventory

ATY T2 MEIZELUT, [1 X U (Inventory) |27V v 7 LET,
ATY T3 [TA4 A (Licenses) | ¥ 7 %27 Vv 7 LET,
ATV T8 RO ELEHERLTIIZEN,
s [T7A4 L ADTHK (License Reservation) | 7R % U NFERIINTND,

T DAL, T /3 A A D Firepower Management Center Virtual D} 5-&4#% % & O TR 27 31
ABIOWRICH DR T Ty N7+ =L TA B ALEET A B ADD D,

ATFYTE ZHNEDT AT LN, FRITES TWAEAIE. 7hH Uy MEYEICER L CRIEARREL £,
BE BIEEAMEIESNAETIE IO a2 35T LT &L,

BEEDS A R (Specific Licenses) ] * —a— A4 FL 3 > DEMIE

Specific License YR—EEINZT/INA | R—bENBFAS | TO LR
A 2

i Firepower Management | /" 7 — 3 )L 75 F B
Center

Z OFJATIX, Firepower Management Center @ [A~— K T A &> A (Smart Licenses) ] A
—a—FTarE [FFEDT A 'L A (Specific Licenses) JIZEE L7,

ATw 71 USB F—74H— K& VGA £ =% %Z{li [l L C Firepower Management Center =1 > Y —/U|ZT 7 AT 50, £
7oIXSSH 2 L CERA v X —T = A AT 7 EALET,

AT w 72 Firepower Management Center ® admin 7 4 7 > hMZa 7 A > LET, 774/ FTiE, ZHIZ X - T Linux
T ASDT 7 AMENFT - Z L E T, Firepower Management Center @ CLI 238 201272 > TW A 5AE L
ko Tavwr R I v A F—T =2 A~DT 7B AMENMTE SN E T,

AT v T3 CLIBNAHEZT/: > TW 5 Firepower Management Center D¥541%, expert 2~ K% A/ L C Linux ¥ = /b
W7 7 2ALET,

ATYTE FFEDTA B ADTHOLT v a AT 78 AT 52T, koa~vy REFEITLET,

sudo manage_slr.pl

1 -

admin@fmc63betaslr: ~$ sudo manage slr.pl
Password:

Khkkkhkhkhkhkhkk kK kK kk Configuration Utility Khkkkkkhkkkk kK kK

Show SLR Status
Enable SLR
Disable SLR
Exit

o W N -
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Firepower VA T LD S AR I
. Firepower Management Center 1\ > D FHIER 31— KD 4R

R R R b I b b b b b b E b dh b E E h b b b b E E b b b b b b b b b b b b b b b b b b b b 3h b b b b b b b b b i

Enter choice:

ATy TE A7 a2 %ER LT, Specific License Reservation 2 H 0 L £ 7,

ATYT6 A7 a0 %R L Tmanage slr 2—7 1 VT 4 2K T LET,

AFw ST exit P ASJL, Linux = /VZKTLET,

AT v T8 CLI BNHZT/2 > Tu 5 Firepower Management Center TiX, A exitL Ca~> RIA v f o H—T = A
Aa T LET,

AT 79 Firepower Management Center > Web A > % —7 = A AD [FFED T A & ADTH] (Specific License
Reservation) | X—VIZT7 7 VA TE5HZ L 2R LET,

o [ AT I (System) ]>[7 A &> A (Licenses) | >[A~— bk T4 > A (SmartLicenses) ]-<—I
BERT SN TVWDLEAIT, X—UZ2EHLET,

s TN DAL, [ AT L (System) |>[7 A &2 A (Licenses) |>[$FED T 1 & A (Specific
Licenses) | Zi®R L £7°,

Firepower Management Center 7 5 D FHER I — FOAERK

Specific License YiR—bENBTNA | R—rZNB AL | 7THOER
A 2

i Firepower Management | /' &1 — S )L 725 EHE
Center

ATV T [BEDT A ADTH) (Specific License Reservation) ] ~3— YV MNF/R I TWRWEEIX, [V AT A
(System) ] >[7 A & A (Licenses) ] > [FiED T A & A (Specific Licenses) ] Z R L 7,

ATv T2 [4K (Generate) |27 U 7 LET,
ATvT3 FHERI-—FEZAELET,

Cisco Smart Software Manager > D FHI&AE 31— FDERK

AT w71 Cisco Smart Software Manager (258 L %9,

https://software.cisco.com/#SmartLicensing-Inventory

ATy T2 WMEISUT, [A kY (nventory) |27 VU v/ LET,
(ZON—=VITABNCRRIINDZEDBHY ET, )

AT9FT3 [TA&A (Licenses) | ¥ 7 %27V v 7 LET,
ATy T4 [TAEADFH (License Reservation) ] %7 U v 7 LET,

. Firepower > X T LD 542X
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| Firepower VX TLDZ (42X
Firepower Management Center [Z P &I — FZANLET, .

ATw 75 L7z 22— K% Firepower Management Center 7> [ T#J %K = — K (Reservation Request Code) ] 78 v 7
AW AT LET,
ATFYT6 [k~ (Next) 127 Vw7 LET,
AT Tl [HEDTA B ADTFH (Reserve a specific license) | &R L £,
ATYT8 TFTAZa—nLLTIA4E ATy RERERRLET,
ATv 7T [PHTHEE (Quantity To Reserve) 112, ERICMERK T T v 74— EHREOSAE AT LE T,
= o BHXIGT /XA A Z L |Z Firepower Threat Defense Base Features 7 > A%, ~/LFA
VAL AJEB OS54 13 Firepower Threat Defense N— X BEEE T 1 2 0 A 2 IRINIZE D 5
‘/[Z‘gzﬁ&) D ij—o
AREHRE X —EFEH LTV DAL, FEV 2L (RATA U RZ U RER) D,
TR EEGRT NA A (ZOMOTXTOREB) I Firepower MCv T/Af R S/ >
RADEREERIAT IR DY FT,
N VAN R (o et LA R AL e
« A=k TA Y2 bREDSEHBIH SRR L TANT > T DA, 22
TS T HHETHY £HA,
* Ak DA )Y Firepower Management Center AL DGE1X, 7774 7 AT I Y)
RTA VB AZERT DLERH Y 7,

TN ANJEEN 2T A & o A4 RIS 5120T, WmRAIESEO AL (7m—0r
MERDOILNT D bOgE) 23 =) ORHERFEZZRLTIEEN,

RATFYT10 [k~ (Next) 1227V 27 LET,
ATy TN [K#E=a— F&4ER (Generate Authorization Code) 1 %27 U v 7 LET,

Z DR T, A 72 AL, Smart Software Manager (Zf > T T,

AT w12 Firepower Management Center [Z A ) 5720 DHEfjif & L CRKRa— REz4 v —RKLET,

Firepower Management Center [ZF#&ZEI—FZ#AHNLET,

Specific License YR—FINDBTNA | HR—FINDE KA | THER
A U

& Firepower Management | /' & — 3L 72 s g
Center

ATy T BEEDT A ZADOFH (Specific License Reservation) | ~<— U N#E /R STV W AT, Firepower
Management Center ® Web A > % —7 = A AT [ AT L (System) | >[T7 A 2 A (Licenses) ]| > [$F/E
D Z A+ A (Specific Licenses) ] Z R L £,

ATy T2 [ (Browse) |27 Vv 7 LT, ARa—K 774V (&xt) 27 v 7a—KLET,
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ATY T3 [Install (f A=) 1227V 7 LET,

ATV T8 [FFEDT AL ADTHI (Specific License Reservation) | ~— 12 [ FH DGR (Usage Authorization) ] A
T2 AN KRB (authorized) | LR RINTWDH Z & AfERLET,

AT9 TS [THIFEHRT A A (Reserved Licenses) | ¥ 7 %7 U7 LT, [K#=2— K (Authorization Code) ] D
REFIGRIR LT A B AR LET,

MERTA B ARFRREIN T 2WEGEAIT, RERTA B RAEZEMLET, MOV TiE, /HE
DITAVLADTRIOFEH | 2R L TLTEIN,

BEMRTNAANDEEDSA U ADEY LT

Specific License HR—bENBTNA | HR—rEINB AL | THUOER
A %

1T Firepower Management | " 1 — L7 1} Gagsiie
Center

ZOFIEZEH LT, HEOEHHRT NA AT B 2 —FITTIERLEID B TET,

Flo, ZOFEEZEH L TIA B AZWNTT D0, E£721% 1 DD Firepower Threat Defense
TNAAMBRDT A RZBIHTEES, TAADTA R AZBHZTDHE, T4
ANCEREAT T SN HEREE Z DT A A THATE A,

ATYF1 [V AT A (System) ]>[7 A & A (Licenses) ]>[fE53]Z A &> A (Specific Licenses) ] 2R L £,

AT9 T2 [74 2 ADE (Edit Licenses) 127V v 7 LET,

RATFYT3 {HETH 7V v L, BEIUSUTTANAAL R TA B ZAZED Y TES,

ATy 74 A (Apply) 127V v 7 LET,

RT9TE [EVYTERDT A LA (AssignedLicenses) | ¥ 7 %7 Vw7 L, T A ATTA LUV ANIELL A
VAR EINTWD Z L AR LET,

RDBERY

o B HIRE R OBEEN BN 2 > TV DEAIE, T3 A2 Fiigh LE4, &S
TNZT A AMBESINLTWDEA, MHFDOT A AZRFICHEEILCT 77 4 717
IT 4 7 OIRIEEEHEL FT,

RELEZRALEY, RELEORMAZZML TS,
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BE05 12030055 [

HEDTA L ADFHDOERH

ATy

ATy T2

ATvT3

Specific License YiR—bSNBTNA | R—rZNB AL | 7THOER
A D2

i Firepower Management | /' 1 — <)L 725 EHE
Center

Firepower Management Center CHFED 7 A B AN EFIZER I N=%IZ., ZOFEEZHEHL
T EEHEE NS THEBNEZIFHIRTE ET,

Firepower Management Center C, Z D7 774 7 L AD—FE DA A& o AF A1 245 L ET,

a) [V AT A (System) ]>[7 A &1 A (Licenses) |>[FFED T A > A (SpecificLicenses) ] &I L F
R

b) [BfLA > AKX A (Product Instance) ] D% AE L E 7,

O Z DT e AR ENPLEIL D 7,

Cisco Smart Software Manager C. #1795 Firepower Management Center O 7 77 A 7 > A & il L £77,
a) Cisco Smart Software Manager ([ZF8) L £ 7,

https://software.cisco.com/#SmartLicensing-Inventory
b) MEIIGLT T, [4 X MY (nventory) %7 YU v 27 LET,
(ZON—VIFHBIZER RSN ZLBH D £7, )

c) [HEA AKX A (ProductInstances) | ¥ 7 %27 Vw7 LET,

d) [#A 7 (Type) 15N FP, [4H] (Name) ]¥NZ—#%A972 SKU (AR A h 44 TlEZawy) MBiRE ST
LHEIGA VAR ABRLET, FMOT =T NAFNOEEEHT D L. D Firepower Management
Center 23 1E L\ Firepower Management Center 2> JIWir 3~ 2 DIZZSLHE T, AAixz7 Vv 7 LET,

e) UUID Ziff~, ZA® L &L 5 & LTV 5 Firepower Management Center @ UUID 2> & 9 &R L £ 7,

# 9 %A%, 1E LV Firepower Management Center 78 2005 £ T, TN LD FIAZERE Y KT HLERH
DET,

Cisco Smart Software Manager Cii#itJ) 72 Firepower Management Center 7 77 A 7 > AN oMo 6, TR

L7TedA B AZHH L, FLWEARa— FE2ERLET,

a) ELWUUID NEREINTNDELN—=UT, [7T7 3 (Actions) |>[THIFEADT Ao ADHEH
(Update Reserved Licenses) ] &3 L £77,

b) MEIIELT, PRFEATA B AZEHLET,
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ATv74

ATy Th

BE o BWHXIGET /34 A Z L |Z Firepower Threat Defense Base Features 7 1 £ A%, ~ /LT
A AK v AJRBA DA 1T Firepower Threat Defense N — X#EE T A o A 2 H/RIICE
OOLIVENRDH Y F£7,

ARMBEEHE A —Z AL TV LHAIT. FEY 2 —b (ZATFA U AZ AR D,
FIIIEEHEASRT A A (ZOMOTTHOREB) 12 Firepower MCv T/Af R 54 &
DARADEEMAIATEN DY ET,

« BN S LEERE A E I 2 5 G
« Av— K T AU MRS IS L THIC R o T A SATE. 2
T TLRMEEH Y FHA
o HA%k D EHE DY Firepower Management Center AL D1, 777 A 7 2 AT (il
BT A4t A @IRT LMENH Y £77,

TS AW IR T A & AL R Bk, R EOE ML (Fr—
NAERRED72NT 17 FDOBE) (23 ~—) ORHESLFESZB LT &0,

c) [k~ (Next) 127 Vw7 LCiEMEMRELET,

d) [ =— K& (Generate Authorization Code) 127 U v 7 LE7,

e) Firepower Management Center [Z A ) 572 DHEfif & L TKGRa— RE2 XU o — RLET,

f) [THRIOEH (UpdateReservation) | X— TV ZBWWV-FFIC L TEEET, ZOFIEDOKRFTIDOR—
IR 7,

Firepower Management Center COFRFED 7 A & A& LH T HI2IL, RO FIEEZFATLET,

a) [ AT A (System) [>[7 A &> A (Licenses) |>[FFEDT A &> A (Specific Licenses) | % &I L E
j‘o

b) [SLR OfffE (EditSLR) 1% 7 U v 27 L£7,

c) [ (Browse) |27 Vw7 LT, BriclilERIniE&k#a—KeT7 v 7 e—RKLET,

d) [A¥AF—= (Install) 1227 V7 LTIA B AZEHLET,
AR a— FNIEFIZA v A h—/L &N 7= 5, Firepower Management Center O [ T#J7% 7 (Reserved) |7
IZFRENT=T A B A, CiscoSmartSoftware Manager CTFHI L7277 AL AL —H L TWDHI L%
iR L £,

e) EEE%.J\:_I:%%%LE?—O

Cisco Smart Software Manager |Z7KF8 21— N & A )9 5121%, RO FIEZFATL £ T,

a) ZOFNAOHETEVVZ £ £ L THV /2 Cisco Smart Software Manager DX — TR Y £77,
b) [T 27 ar (Actions) | > [fER8=— KD AJ) (Enter Confirmation Code) ] Z iR L £ 7,
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2% siREB0%E

. P . L]
UDI_PID:FS-VMW-SW-K9; UDI_SN:3;
Overview Evanl Log
Description
Firapower Thiea Befense
General
Name: LD _PADCFS-WIMW-SW- K3 U4 Shia:
Product Firepower Theeal Defanss
Hexst Idinlifiest
MAG Address:
PID: ESUMW.SW.KE
Serial Mumbes, 3
(§]5]1s} Bel48120-coLE-1108-Dacd-(4Z 1 coabb 140
Virtual Account: FTD-ENG-AST
Registration Date: 2016-Oct-11 17:03:24
Lagt Conlact: 201E-Oe1-16 09:47.40 (Rocarvad Licenzay) - Dowrdoad Reservalion Autmersdzstion Code
License Usage These licenses ane resenvad on this product instance Uptals resenvation
Licenas Billing Expires Fequired
Threat Defense Virtual URL Figering Fregaid 2018-Dec-08
Prepaid 201 B-Diec-0d i0
Transfor
s Fentures Frepaik

Upilate Reseerved Licenses.

Eriler Canfirmation C:-::...b Shaing all 8 Riws

Removwa

ACTIONS =

c) Firepower Management Center 7> bRk L7z 22— RE AT LET,

AT 76 Firepower Management Center T, 74 BV AN THI L2 LBV ICTRINTNDEZ L, BLOKEBXS
FAL ADERRECT = v 7 v— 27 BV EREOL (©) BERINTVDZ LamRBLET,
VEIZR U T, FEIZOWTIIRED 7 A BV ADTRAT—H A (38 =) #BMLTLIIZE,

RDEZRY

JEBIZ DS R OMREDN B EN TV DBEIETET A A2 B/EB L3, @i~ 72
TNAABRRESN T DG, MGTOT N A Az FRICHER LT 774 7/7 7747
DARFEZ (A L E 9,

RELLZEMALEY, RELFORMEZZML TIZS W,

EE : SLR EF DR

R EZANROEBICET 27 =2 & V7 b =T 2 HHT 5123 =7 F v v TREOME
FaZzRLTIEEN,

T RTCOERENTRETICEE LT 2 L 2127212, 748 2A0FGHBREEZ (TR
77 A A (Reserved Licenses) | ¥ 7) THAR L £,
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Firepower VA T LD S AR I
B szo5 t203nz7—42

BEDSAEUVADFHAT—E R

WIZRT L IIZ, [V AT L (System) ]>[Licenses (74 &2 R) [>[FFEDT A L A (Specific
Licenses) ]-{— IZ1% Firepower Management Center T 7 A & > A O FRIL OB N Fok X
nEJ,

ﬁmo)ﬂlb M.
AR AT — 4 AEZRD & B Y T,

o [&FR7% 4 (Authorized) ] : Firepower Management Center (X, 777 A 7T L AD T A &L A
DA BB ZKR LI T A B ABIERICHER L TR Y | EFICFERISNTNET,

[T T AT ARG E (Out-of-compliance) ]: 7 A B ZAOHIRNBEIN TV B0, F7z
I% Firepower Management Center 23 T#) L CWV2WIZ S 00b BT 7 A & 2 A Z il
LTCWDHEE, [0 7 T4 T ARG E (Out-of-Compliance) | XA T — X ATRKRI
F9, [FFEDT A EZL ADTH (Specific License Reservation) ] 127 1 & 2 A DT 5.6 #5
DHEHINDTD, T a BT ITTH0ENDY 7,

LB

FFE DGR AT —H A & | Firepower Management Center C/&F8 2 — RBKHBITA A h—/L &
Nz, FrEFERSNZAEMEREELE T,

i S AR
Firepower Management Center O I SR RE A AN LT2in &9 hEIEE L £,

iy L A B RE ORFANZ SV T, I B ROBEED 7 A 2 (16 ~—) 22
LTLEE0,

BEA VAR UR
Z @ Firepower Management Center (D= =/N—3 )L —E k7] (UUID), Z ®{EI Cisco Smart
Software Manager CZ DT /3 A Z ikl L %97,

uu..:|_|“

BEDTA R AZEHT DI, £RITHET 77 4 7L L CERAT HHAIC [ERa— R
(Confirmation Code) ] N METT,

[B]Y B TEHS 4 >R (Assigned Licenses) 153 T
BT NARAEEZNETNDAT —HAZEN B TOHLNTNDETIA BV AEFRLET,

[F#FA 514 >R (Reserved Licenses) 1% 7

FYICHEHASNTWD T A B R EMATTRER T A B ADH, BLUT A 2 ADAZBIR
ZFRLET,
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| Firepower VX TLDZ (42X
gRIn TS Ao 20FH [

HRUINEBEDSA U ADFH

W2 T A B ANERATE 20 FRIFHIRPA N TV SEE, ROT 7 v a VIFHIR S
NTVET,

o TONA ARBRGFRITAE
e ARV T —D R

BEDTA VL ADTFRIOERKEZFHTHIIL, LERIA B ZAZBAL, FFEDT A
ADFRIOFH (352—) OFEEZETLET,

BHEDTA o ADFHERDES

BEDTA o ADTRIEKE BHT Do b, BERIA B RAZEBAL, BED
FTAE L ADTFRIOEH 352—) OFIEEZFEITLET,

BEDSAEVADFHDIET VT 1 TILERA
BEDSA VR |[YR—FShETAL | HR—rENB FALS | THHR

S - V¥
B Firepower Management | 7"z — /3L (D Jx B
Center

KEDT Ao ANRENZ IR0 Te B/, TDTA VL A A= T HU Y MIETHLEN
HYET,

EE ZOFEOTRTOARAT v TEFEITLRNVE, FA B AIMERATOREOETE L2, HF
AT EHA,

ZDFIAT, Firepower Management Center & Bi#EA 1T HTWZT _XTDT A & ADfHE
PMEART o o MICBISNE T, BEREMRT 2L T4 B ABMT 5 SN ERE~D R
BREENFFAI SN2 £7,

AT 71 Firepower Management Center ® Web A > % —7 = A AT, [V AT L (System) |>[7 4 &> A (Licenses) ]
>[RFED T A A (Specific License) | # BN L F 9,

AT w T2 Z O Firepower Management Center O [, > A % > 2 (Product Instance) ] DB 1% A€ L E7,
AT 73 Firepower Management Center 7> 5Kl 2 — R &K T H10iF, WOFIAEZFEITLET,
a) [SLR ®iEH (ReturnSLR) ] RZ > %27 U v LET,

WOEKIZ, [SLR ®iEHI (Return SLR) ] AR¥ &R LET,
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Firepower X 7 LDS51 VR |
B #2051t 20300%k75 5« TLER

Overview Analysis Policies Devices Objects AMP Intelligence

Configurstion __Users _ Domains __Integration __Updates _Licenses » Specific Liconses __Health v Monitoring v Tools v

Specified License Reservation Status S

2018) Return SLR

Firepower Management Center Virtual (4)

() mase (4)
Malware (0)
Threat (2) &
URL Filtering (2) o
AnyConnect Apex (0)
AnyConnect Plus (0)

AnyConnect VPN Only (0)

Note: Container Instances of same biade share feature licenses

Firepower Threat Defense 7 /31 AD T A & AN HELHIZ/2 V) | Firepower Management Center 73 5 &k
DIRFEITRBATLE T
b) BREI—FEZAELET,
AT w74 Cisco Smart Software Manager C, %8k % i7" % Firepower Management Center D7 77 A 7 L A %5 L
i j—o
a) Cisco Smart Software Manager {[Z 8 L &7,

https://software.cisco.com/#SmartLicensing-Inventory
b) MEZSUT, [ X FY (Inventory) |27 Vv 27 LET,
(ZOXR=VITHEMICRRENDLZEBHY T, )

c) [HfhA > A% A (ProductInstances) | ¥ 7 &7 U v 7 LET,

d) [#A 7 (Type) 15T FP, [4Hi (Name) ]FIC k72 SKU (R M4 TIEZRWY) BERE STV
LR A AR AR LET, MO T =TI OEEFAT D L, £ D Firepower Management
Center 73 1E L\ Firepower Management Center 722 filfi 2 DIZRNHET, 4Ria 27V vy 7 LET,

e) UUID Z#f~, A® L L 9 & LT\ 5 Firepower Management Center @ UUID 2> & 9 &l L £ 37,
9 &A%, 1E LU Firepower Management Center 28 005 £ T, ZNHDOFNEEAME Y KT HLEN D
DET,

AT w75 IE LU Firepower Management Center NFFE Sz, 74 BV A AV — N TH U MIRLET,
a) IELWUUID NFERENTZR—I T, [727 3 (Actions) ]>[HIFR (Remove) | Zi#EIR L £,
b) Firepower Management Center 7> 5 £k L 72 PHIEF 2 — R & [H5L A > A% o ADHIFR  (Remove Product
Instance) | ¥ A T a7 Ry 7 A AN LET,
c) [BFA 2 RH o ADHIEE (Remove Product Instance) 1 %27 U v 7 LET,
BEDTRIEHTA R ANA~Y— KT AT FOMHRET —/VIZE D . Z @ Firepower Management
Center 7% Cisco Smart Software Manager D#f A A% 2 U X M bHIEREET,
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BEDSA LU ADFHD RS TN a—F127 |

AT w76 Firepower Management Center @ Linux ¥ = /L C, FFED T A L AZMWhz L ET,

a)

b)

d)

2)
h)

USB ¥ —74— K& VGA & =% %ff | L C Firepower Management Center = > >/ —/U|Z7 7 & A F 2% D>,

F/UESSHEZEA L TEEA V¥ —T = A AT 7 BALET,

Firepower Management Center ® admin 77 7 > MZn 7 A LET, 774/ T, ZHUZE-T
Linux ¥ = /L ~D7 7 & AW H I vE T, Firepower Management Center @ CLI 23 20272 > T\ %
BElE., ThCkoTavr R4y A 0B =T = ANDT 7B AERNEINET,

CLI 23 B 20T 72 > T % Firepower Management Center D354 1%, expert =~ > K4 AJJ L C Linux ¥ =
T 78R LET,

makecall 7 4 L' 27 MU T, RDa~<w>y REFETLET,

sudo manage_slr.pl

&1

admin@fmc63betaslr: ~$ sudo manage slr.pl
Password:

KhkKAk KK KK KKK KKK KKK Confiquration Utlllty KRk KK KKK KKK KKK

Show SLR Status
Enable SLR
Disable SLR
Exit

O W N -

R T R e R R S

Enter choice:

AT a3 EBEBRLT, HEOTA L ADOTREZENILET,

F 7 a0 ZRIR LT manage sk 2—7 4 U T 4 2T LET,

exit  AJJ L., Linux =&K& TLET,

CLI 235 #0272 - T 5 Firepower Management Center TiL, AJJexitL Ca~v> R4 A X —T =
A RERET LET,

BEDSAEVADFHD S TV a—T140T

Cisco Smart Software Manager D& G4 >~ X2 U X 1) R b H 5 455 D Firepower Management Center
THANT BDAETHATLESLY,

Cisco Smart Software Manager @ [$fl 1 > A % > A (Product Instances) ]-2—3 T, 7—7 /LW
DINIDONT DI FE SN TR A A X APRFHHITEIRWGEIT, FP ¥ A 7 OPLHER
WA AL S AENENDLAFTZ 7 Y v 7T HMERH Y £T, ZO~— 0 UUID Offil 1
>0 Firepower Management Center % — & (Z#k5 L £,

Firepower Management Center @ Web A > % — 7 = A A T|X, Firepower Management Center
UUID /L [~ AT A& (System) ]>[7 A &> A (Licenses) 1> [FFED T A & A (Specific
License) | {—ICEREND [HfhA A% A (Product Instance) ] DfE T,
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Cisco Smart Software Manager D [T 1 & > XD F %5 (License Reservation) |7R% VKRR INE
A

[T A v 2F# (LicenseReservation) AR % U NERINBRWEE, BEWOT I 7 h Tk

fHBZ A E o ADTRIPER SN TWEE A, Linuk V=L TRED 7 A B ADTHIEZTT

WAL, ERa— REARLTWDIERIE. ROFIEEZFEITLET,

1. Firepower Management Center @ Web A > % —7 = A ATT TIZERI—FZAK LTS
Balx, To#ERa—Fexdy oL LET,

2. RFEDTA R ADTRIOHT 77 4 7L LIEH (39 <—) | k7 v a Tl
LC\W5% & 91T, Firepower Management Center @ Linux ¥ = /L CRED 7 A £ AD T4
T LET,

3. A~v—F b—2 U %FEH LT, #%E— KT Firepower Management Center % Cisco Smart
Software Manager |2 846k L £,

4. CiscoTACIZEME LT, HOHDA~S—F THT L FOENT A B 22/ LET,

T4V R TOCLRADRFICHENRELE Lz, FHLIIGEMEREGT 2 HEEHA T
=LY,

AR — R34 L7223, Cisco Smart Software Manager 7> 5 £ 724 70— K L T RWEA
I%. Cisco Smart Software Manager @ [# i1 A &% > X (Product Instance) | ~— VIZBHE) L.
WA AF AL ) v LIt [TRERRa— ROX 7 12— K (Download Reservation
Authorization Code) 1% 7 U » 7 L7,

Firepower Threat Defense 77\ X %Firepower Management Center Virtual [Z&#TEE LA,

BET DT NA R E T N—F L0457 MCv DBRENA~— K Ty MIhbH I & &
WLUTHLEBZESL, LELREKZENLET,

FEDTA B ZAOTROER (35 —) 2L TI7ZEN,

BEDSAEUVAZEMIZLTHWELER., [RY—F 5S4t X (SmartLicense) ] R— M
EREINGELLHYELE,

ZHIE TSN TWEEIMETY, [FFED T A & A (Specific Licensing) ] ZHMNIT 5 &,
Aw—|F T4 ANTEH/0 T, FFEDT A B A (Specific License) ] ~X— & f#
LTCIA B ADBELETTEET,

A —hFIA BV AZERT H561E. FFEDTA B AZRATHLENDH D £7, FMIC
DNWTUE, FFEDTA B ADTFRIOHT 77 4 7L EIRHA 39 ~—) ZZRL TS
Wy,
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EROEERET (2051 20R YT ||

Firepower Management Center [ [#$E D 5 1/ > X (Specific License) | R—UMARTINFEE
Ao

[RFED T A & A (Specific License) | ~—T A EKRT HITIE, FFEDT A B AL AT
HMHENH Y £, FEMICOWTIEL, FED T A % (Specific Licenses) | A =2 — 47
var ORI B1 =) EBRLTIIEIN,

HEDSAE U REZEMZLELED., REIO—FZaF—3 502N TLENVELE, &
SThIEENTL &5,

[EY =2— K (Return Code) ]I Firepower Management Center (ZfR-1F S 41TV EJ, Linux ¥ =
APBRFEDTA VL A% H ) —EAMCL ( [[FFEDT A & A (Specific Licenses) ] A
—a—FTvarofguft 313—) | &) | Firepower Management Center @ Web
VHE—=T 2 A AEHEH LET, [EY 2— F (Return Code) | R RINFET,

BHOBEXNRTINNAAANDTAEADEY HT

\}

AX—b+ 41 | REDSA IR | HR— LSBT | HR—FSNBF | 7UEX

~A INA RH AL UM

(=¥ ML Firepower Threat | 7' o — )L oD& | &
Defense

Firepower Management Center (Z > TEELI N DT /31 AL, T4 & A% CiscoSmart Software
Manager 7> 5 [E# Tl 72 < Firepower Management Center #%FH CHUS: L £ 97,

#5 D Firepower Threat Defense 7 /3 A CAY— K T4 BV AEITFED T A B R % — &
AT DI, ROFIEEZFATLET,

GE)

\}

FILEFal)T g BEDa— o Oarvsr A AR ADESE. S48 A %4
A VAF AR LET, 7277 L, X2 VT4 BV 2TV DT RTDA LV AK
VARIZONWTIE, BExX a2 VT4 BV a— WD TSRS LIl oD T A B AD B EAH
HALET,

GE)
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"recordType" : "CST FMC",
"recordVersion" : "6.4.0",
"recordedAt" : 1550467152050,
"fmc" |
"deviceInfo" : {
"deviceModel" : "Cisco Firepower Management Center for VMWare",
"deviceName" : "firepower",
"deviceUuid" : "18842483-30cf-11e9-a090-503c97636361",
"serialNumber" : "None",
"smartLicenseProductInstanceldentifier" : "cbs246a5-6d51-4eb7-9gc2-118b177dc4de",

"smartLicenseVirtualAccountName" : "FTD-ENG-BLR",
"systemUptime" : 262007000,
"udiProductIdentifier" : "FS-VMW-SW-K9"
} 4
"versions" : {
"items" : [ {
"lastUpdated" : O,
"type" : "SOFTWARE",
"version" : "6.4.0-1335"
boo A
"lastUpdated" : O,
"type" : "SNORT RULES DB",
"version" : "2018-10-10-001-vrt"
boo A
"lastUpdated" : 1550200610000,
"type" : "VULNERABILITY DB",
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"version" : "309"

oo A
"lastUpdated" : O,
"type" : "GEOLOCATION_ DB",
"version" : "None"

bl

}
s
"managedDevices" : {
"items" : [ {

"deviceInfo" : {
"deviceManager" : "FMC",
"deviceModel" : "Cisco Firepower Threat Defense for VMware",
"deviceName" : "10.10.17.220",
"deviceVersion" : "6.4.0-1335",
"serialNumber" : "9AUVTSGTRPA"

s

"malware" : {
"malwareLicenseUsed" : false,
"numberOfACRulesNeedMalwareLicense" : 10,
"numberOfACRulesWithMalware" : 20

s

"sslUsage" : {
"isSSLEnabled" : false

s

"threat" : {
"acPolicyHasIntrusion" : true,
"acRulesWithIntrusion"™ : 20,
"isTIDEnabled" : true,
"threatLicenseUsed" : true

s

"urlFiltering" : {
"acRulesWithURLFiltering" : 10,

"numberOfACRulesNeedThrea
"numberOfACRulesNeedURLL1
"urlFilteringLicenseUsed"
}
oo A

tLicense" : 3,
cense" : 3,
: true

"deviceInfo" : {
"deviceManager" : "FMC",
"deviceModel" : "Cisco Firepower Threat Defense for VMware",
"deviceName" : "10.10.17.221",
"deviceVersion" : "6.4.0-1335",
"serialNumber" : "9AONMB3VAL7"

s

"malware" : {
"malwareLicenseUsed" : false,
"numberOfACRulesNeedMalwareLicense" : O,
"numberOfACRulesWithMalware" : 0

s

"sslUsage" : {
"isSSLEnabled" : false

s

"threat" : {
"acPolicyHasIntrusion" : false,
"acRulesWithIntrusion" : O,
"isTIDEnabled" : false,
"threatLicenseUsed" : false

s

"urlFiltering" : {
"acRulesWithURLFiltering" : O,
"urlFilteringLicenseUsed" : false
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"deviceInfo" : {
"deviceManager" : "FMC",
"deviceModel" : "Cisco Firepower Threat Defense for VMware",
"deviceName" : "10.10.17.222",
"deviceVersion" : "6.4.0-1335",
"serialNumber" : "9ATSKTCENXA"

s

"malware" : {
"malwareLicenseUsed" : true,
"numberOfACRulesNeedMalwareLicense" : O,
"numberOfACRulesWithMalware" : 0

s

"sslUsage" : {
"isSSLEnabled" : false

s

"threat" : {
"acPolicyHasIntrusion" : false,
"acRulesWithIntrusion" : O,
"isTIDEnabled" : false,
"threatLicenseUsed" : true

s

"urlFiltering" : {
"acRulesWithURLFiltering" : O,
"urlFilteringLicenseUsed" : true

}

oo A

"deviceInfo" : {
"deviceManager" : "FMC",
"deviceModel" : "Cisco Firepower Threat Defense for VMware",
"deviceName" : "10.10.17.223",
"deviceVersion" : "6.4.0-1335",
"serialNumber" : "9AP4B2J9BC1"

s

"malware" : {
"malwareLicenseUsed" : true,
"numberOfACRulesNeedMalwareLicense" : O,
"numberOfACRulesWithMalware" : 0

s

"sslUsage" : {
"isSSLEnabled" : false

s

"threat" : {
"acPolicyHasIntrusion" : false,
"acRulesWithIntrusion" : O,

"isTIDEnabled" : false,
"threatLicenseUsed" : true

b

"urlFiltering" : {
"acRulesWithURLFiltering" : O,
"urlFilteringLicenseUsed" : true
}
bl
bo
"deploymentData" : {
"deployJobInfolList" : [ {
"jobDeviceList" : [ {
"containerType" : "STANDALONE",
"deployEndTime" : "1550466953538",
"deployStartTime" : "1550466890057",
"deployStatus" : "SUCCEEDED",
"deviceModel" : "Cisco Firepower Threat Defense for VMware",
"deviceOSVersion" : "6.4.0",
"deviceUuid" : "8918db92-30de-11e9-a576-92cc6a3b249d",
"pgTypes" : "[PG.FIREWALL.NGFWAccessControlPolicyl",
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"policyBundleSize" : 3588153
oo A
"containerType" : "STANDALONE",
"deployEndTime" : "1550466953634",
"deployStartTime" : "1550466890057",
"deployStatus" "SUCCEEDED",
"deviceModel" "Cisco Firepower Threat Defense for VMWare",
"deviceOSVersion" : "6.4.0",
"deviceUuid" "87cf54e6-30de-11e9-8fdb-ce9d0£fc9lad2",
"pgTypes" : "[PG.FIREWALL.NGFWAccessControlPolicyl",
"policyBundleSize" : 3588172
oo A
"containerID" "5f009744-30fe-11e9-8a70-cd88086eeaclO",
"containerType" "HAPAIR",
"deployEndTime" "1550467052791",
"deployStartTime" : "1550466890057",
"deployStatus" "SUCCEEDED",
"deviceModel" "Cisco Firepower Threat Defense for VMWare",
"deviceOSVersion" : "6.4.0",
"deviceUuid" "c8df3b96-30ce-11e9-b5e5-d6beeb6498£5",
"pgTypes" : "[PG.FIREWALL.NGFWAccessControlPolicyl",
"policyBundleSize" : 3588212
b}l
"jobId" : "12884903350",
"numberOfDevices" 3,
"numberOfFailedDevices" : 0,
"numberOfSuccessDevices" : 3
b}l
"lastJobId" : "12884903350"
s
"cspa" : |
"cspaCount" : 0,
"queryCount" : 0,
"queryGroupCount" 0
s
"analysis" : {
"crossLaunchInfo" {
"count" : 28,
"enabledCount" 28,
"iocInfo"™ : [ {
"domain" : 10,
"ip" : 9,
"sha256" : 9
bl
}
s
"SSLStats" : {
"action" : {
"block" : 10,
"block with reset" : 4,
"decrypt resign_self signed" : O,
"decrypt resign_self signed replace key only" : 0,
"decrypt resign signed cert" : 227,
"decrypt with known_key" : 0,
"do_not decrypt" : 9094

b

"cache_ status" : {
"cached session" : 18693,
"cert validation cache hit" : O,
"cert validation cache miss" : 10883,
"orig cert cache hit" : 15720,
"orig cert cache miss" : O,
"resigned cert cache hit" : 14,
"resigned cert cache miss" : 4,
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"session cache hit" : 4398,
"session cache miss" : 1922

b

"cert status"

{

"cert expired" : 155,

"cert invalid issuer" : 866,
"cert invalid signature" : 0,
"cert not checked" : 1594,
"cert not yet wvalid" : O,
"cert revoked" : 0,
"cert self signed" : 362,
"cert unknown" : O,

"cert valid"

b

9659

"failure reason" : {
"decryption error" : 0,
"handshake error before verdict"
"handshake error during verdict"
"ssl compression" : 0,
"uncached session" : 984,
"undecryptable in passive mode"
"unknown cipher suite" : 56,
"unsupported cipher suite" : 125

b

"version"
"ssl v20"
"ssl v30"

0,
0,

"ssl version unknown" : 10,

"tls_v10"
"tls v11"
"tls_vl2"
"tls v13"
}
b

"snortRestart"

32,

8,
11355,
922

{

"appDetectorSnortRestartCnt" : 3,
"appSnortRestartCnt" : 1
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