HEBRFNA DA ESA Y T7
L2 X

PERAIT NA ZADCLIY 77 LU AR, ROT 774 T A S NET,
* 7000 3 £ (V8000 >V — X
* ASA FirePOWER
« NGIPSv

% DML Firepower 777 A 7 L ADGE

» Firepower Threat Defense : Cisco Firepower Threat Defense =2~ > K U 77 L > A& 5L T
<TZEWN,

« Firepower Management Center : Firepower Management Center D2~ > K 74 )7 7 L
AHZRLTLIEIN,

VTV FTNAACLIIZOWNWT (1 3—Y)

I TV FRALACLIEH A~ R (38—)

« 753w T34 A CLIshow 2~ K (6 3—)

s ITV v TNRAACLIREa~ K (37 3—Y)
« 7Ty TNA A CLIsystem 2v > K (59 _X—7)
« VT vy FTINAADCLI DERE (73 X—)

2599 TINAACLIZDINT

PEFRTNT /R4 2 (7000 3 LTV 8000 2V — A, ASA FirePOWER, NGIPSv) (2 CLI Z{#f L T
v 74 > (7000/8000 > U — X, ASA FirePOWER, 5 X OYNGIPSv 7 /3A AD CLI ~Du 7 A
VEBR) THE, ZOMETHRHATIa v REFH LT, T3 A2 FR, &FE, BIO
NG TN a—T 4 TTHEMTEET,
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REBF AL ZOATVESAvYT7LUR |

B /5000 7qzuzE—+

v5

9599

\}

G¥)

v T

—

7000 £721% 8000 >V —X T N_A A&V T —FL, TEBHEITES CLIKEZ A LTH,
WebA v H—T A ANEATEDLIITRDET, ET 19 _XIToa~vy RiZERR 71z
kS EE A,

CLI 2~ RTIERILFENLTFENREFIESNFEEA, 72720, 2—VFEZCHMBT 4 VX272 E
THARNRCLIZ L—LU—7 D—ETIERVRT A —Z TIERBIENDEDOTHEELTLEE
v,
EELEY D

Firepower ¥ A7 L L—H 4 X —T = f A

\fACLE—FK

CLIIZIZ4 DDE— RNRFENTWET, 774/ FE— N ThHD CLIFHIZIZ, CLIHED
WHZBET L7003~y FRAGERLTHET, EVDE—RNIT, 7T vy 7 TRA A
BERED 3 DD R DKL T 2 a2~y RRFENTHET, ZNHDE—RHNDa~v R
52}:\ T }‘% system, show, 3571:’_ X configure Tﬁﬁjﬁ U i‘%

FT—REANTDHE, CLIE, BIEDET—REMNMTLIOIEFEZROLNET, 7-& 2
X, VAT A aAVR—R Y hONR—V a3 VIEREFERTDHITIEL, BEAHECLI 7'r 7 MRS
ha<wr ReE AN LET,

> show version

INETIC showT— RIZ A2 03B BEAEIL., showE— RDCLI 712> kT show F—
U— RNEFEHEICa~vr FEANTEX E4,

show> version

TINNAACLUT7I X LR

KE—RT, 2—¥PREHTEL2a~vr NI, =2—VFDOCLIT 7 ERIZE-> TR 7,
2= T DEAERT 2581, FBITROWTRNO CLIT 7 A LoULZEID 4T
HILENTEET,
o [FEA (Basic) |: 2—VIXHARY HHOT 72 AL L, VAT LT f—~< AT
WBEH5 A 53 FEFTTHZLITTE EE A,

o [(%E (Configuration) ]: = —WiX, FAMY /[EZALT 7 EAMENRHY | VAT 5N
7¢w7/2_%m%515:7/b%£ﬁT5:kﬁT%i¢o

«[72L (None) ]: =—HXCLIICn /A T EHA,
7000 33 L T8000 > U — R T/, ATIL, =—H /L WebA o Z—T A AD [—HEE (User

Management) |X—3 Ca~v K 74 VOMHERZEID Y TSHZ LN TEET, NGIPSv & ASA
FirePOWER Ti&, CLIZH L Ca~>2 K 74 OMHERZE Y 24 TEJ,
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s5vvy Frqzcugzazor |

D299 TINARACLUEEIATU K

CLIEH A~y FEMMLT, CLIERY LV FTHERTEET, ZhAbDawy NEFA
A ADIBIZEE L FH A,

configure password

BUTOA—WE, BHONRRY—FE2ER ST L ENTEET, av 2 FERTT5 &, CL
FHED (FV) NRAT—=F2ANTLE)2—FICERL, ZORTHLWART—F%2
FIAST DX IERLET,

TOtA

Basic

(378

configure password

il

> configure password
Enter current password:
Enter new password:
Confirm new password:

exit
CLI2 T AMe, RIZEBWCLI 2V TF AN LLA~BEILET, T 740 8 F— K

bIDavwy RERITT5E, 22—V IFHITOCLI By Yyar»bu s 7y LET, Zh
. CLI 2~ F® 1ogout FITTHD LR LTI,

TOtR

Basic

(378

exit

1

configure network ipv4> exit
configure network>
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. expert

expert

REBF AL ZOATVESAvYT7LUR |

Linux > = V& EEI L FE T,

history

ny7Yy k

Cisco TAC £ 72id2—% v =2 7 LV OIIRMZ2FIAIC L 2R3 720 R Y | Linux & = /L&l
HALBRWZ LR BEID LET, FEMIC OV TIE, Firepower VAT A —HF T ho v b &
ZRLTIZEN,

TOtR

Configuration

BX

expert

1

> expert

HITOk®v vy aroavwry R4 v OREEREERLET,

TUOERX

Basic

X

history limit

ZZTClimit (FBEY A FDOY A XEHRELET, A XLERIRICHRET DI121E. 0 AT
L/\li‘g—()

1

history 25

BATOCLLz Y=ty arhbBfToa—Yau 77 FLET,
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NCT N

TOtAR

Basic

X

logout

1

> logout

? (REREF)

CLI 2= REBIXUOURT A—F ORIMEGE~N T EF LR LET, RO L5110, MG () @
avr REfEHALET,

cBUED CLI Ay 7F A MNTHATED a2~y RO~ T EFRTHITE, avr P
77 hCRME (o) ZADLET,

RFEXFE Y FNBIMELMEMARER I~ FOU A MEFRRT 5120, B8R (o) (2
T CEMiSNlca~vy RE A LET,

« A FOERRGIEDO~NTHFRRTHITE, a~vr R 77 FosI8oRb Y IZ5
MfF () ZADLET,

SRR (2) 1. av Yl a— Ry 7 XN EICEE LT,

TUOER

Basic

X

?
abbreviated command ?
command [arguments] ?

il
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. 95399 T8, XA CLishow A< > K

295999

TN A CLishow a< > K

Show 2~ RiL, 73 ZADREIZEHT A REZBIELET, b0 a~vy RiET N1 R
DEWEE— FZ2LE LETA, £/, TMH6DOaw F2FTLTH, VAT AOBRITHT
LRI/ NBIC2 0 £, 1ZE A YD show 22 RIZT_TOD CLI 2—F N FHTE 4
B3\ show user ¥ NEFEITTE S DI, Configuration CLI 7 7 & AMERZFF D2 —F DI
T

access-control-config

alarms

BAEEA SN TWARDO L DR T 7B AHEREEL R R LET,
X2 VT4 ATV ADRE
T BA A br—)L R =T ENLHHP LT TR > —D4T]
RAEEEY N T —X
B X T DRIE
R D= LAULDRT v A BB, BARERE TR E DT OMOFEMEE
£, BELEEER— DT —F (ICMP > N DA FLa—ReaEt) BLOKT 7

TR Ay ba— b =BT O (B M) RED, Y —IIBET DR
WMbHFIRLET,

TUOERX

Basic

X

show access-control-config

il

> show access-control-config

FRAZTHEIET 757 47 (BEE/EIL) REBICRS>TWAN—RY 2T D7 T—hEF L
9, 2Oz~ KX NGIPSv 3 L T ASA FirePOWER /34 Z I T £8 A,

TOtAR

Basic

P EERFAAROITVESAVYTFLUR
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arp-tables

audit-log

X

show alarms

1

> show alarms

arp-tables .

F BT — 7|23 C % % Address Resolution Protocol T— 7 V2 F R LET, ZDa~r N

NGIPSv 35 &2 T ASA FirePOWER Ti3fiH TEZ £d A,

TUOERX

Basic

X

show arp-tables

il

> show arp-tables

AR 7 Z2RRAOMIRICER LET, b LVERER S A X2 FAVEHICAR Y £,

TOtAR

Basic

378

show audit-log

1

> show audit-log
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. audit_cert

audit_cert

bypass

REBF AL ZOATVESAvYT7LUR |

BATORER S 7547 MEHEEZFERLET,

TOtR

Basic

(378

show audit cert

> show audit cert

7000 £721% 8000 >V —RX FTNA AT, HFOA T4 vy hE—EFRRL, TNHD
£y MZOWVWTIROWT DDA /A F— F A F—X A5 FRLET,

carmed : A vV HF—T 2 A ART N, BERERFIIN—RT 2T RNARRIRDEIITHE
ENTWD (234 78Z F—F : /34 3% (Bypass Mode: Bypass) 1) 7. £7-1%
configure bypass close =~ FZMif] L TR 7 =— o/ m—X S E LT,

sengaged : A YV H—T = A AXRTIN, =T K LT=D, F7213. configure bypass
open 2~ &M L CTHEHIFICAN— R =7 SA SR 0 £ LT,

coff i A UVH =T 2 A AT, Tx2—T a—X| ;Eﬁﬁiﬂéﬂ“ﬁz‘iﬁ" (Bypass Mode:
Non-Bypass) . ' #—7 = A A X7 THEENBELLEGEIL. Xy M7 ry 7 S
NET,

TUOERX

Basic

X

show bypass

> show bypass
slpl & slp2: status 'armed'
slpl & slp2: status 'engaged'
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High-availability 37> £

High-availability 3 < > K

config

INATRXATGEVT 4 DRE, AT —HA, AUN—=FT NN, AFENTIAZ v I DIFEREYFT
LEd, Zoa< RiZ NGIPSv 3 L Y ASA FirePOWER 534 A TIIMEATEX £ A,

TOER
HAR

FRAL ZOE A AEORELFRLET,
BX

show high-availability config

1

> show high-availability config

high-availability ha-statistics

cpu

A PEAST OFT A ZOREIARF 2 2R LET,

X

show high-availability ha-statistics

1

> show high-availability ha-statistics

FNRAAEDTRTOCPUDT T v 7 +—AHEAT HBITO CPU O RO EHE R %
FrRLET,

7000 33 X TN 8000 » U — X T34 A TlE, ROMERFRREINET,
«CPU: Yutv¥ES,
e — K :0~100 DEIETEEIND CPUMLHE, 0iFr— RENTWARVIREET, 100 1X
SRl —RFENEZZEERLET,

NGIPSv 35 & T8 ASA FirePOWER TiZ, ROMERFRINET,
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REBF AL ZOATVESAvYT7LUR |

+CPU: 7utvH¥FEE,

s%user : L—H LY (T r—g ) TEITHFICAECZCPUEHARDE IS (—t
YT=)

* %nice : BWVELED 22— LUV TEITHIZA U CPUMBHEKROEIS (S—k T —
V),

c%sys : VAT L LoyL (=)L) TEITHIZA U CPUERROEIS (N—k T —
V) o ZHUTE, P —ERDOE Y IALR softirgs THRAE T AL E L EH A, softirg
(Y7 b7 =T OEIVIAR) X, O CPU TRIFFCEITTE DIk K2 EDOFIZES AT
V7 R =TEIVIABD 1 DOTT,

* %iowait : AT AMIKRMLHELDOT 4 27 /OFERMNH 72 & 1T, CPUBT A RRRETS -
- oOEE (=t rT7—)

s %irq : BIVIAZEAT D 7292 CPU BNEC LR OIS (RX—trT7—V) |
* %soft : softirgs 1T 9 722 CPU B LM OIS ON—k T —) |

* %steal : NA IX—= A FRPIOEET vt v EFITLTND & X, (AR CPU A
G TESL LIEEROEES (= T—)

*« %guest : AR T 0 P EFEITT L7202 CPU BNESL LIZRM OIS (—k LT —
D) .

* %idle : CPU 37 A R/VIRAET, T AT ATRUEDT 4 A7 1/0 BRN2 o T2 D
#HE (kT —V)

TUOERX

Basic

X

show cpu [procnum]

ZZT7T procnum 1. ﬁfﬁ'}?@‘%?ﬁ%ﬁﬂ?'?é 'tk /'&@ﬁ%% Lji—g«o ﬁ;ﬁff{ﬁbi 0> B\
:‘/X?‘AJ:O)/E,\§+7°D-IZ /"j‘iﬁﬁ)% 1 glb\fiﬁli T@fﬁﬁf—g—o procnum 25 7000 F 7= 1% 8000
VU= AT ATHASN TS RIRERESNE T, 2077y F 74— A2 20T,
EHROERITTITOT vy FIZTONTORERIND DT,

> show cpu

Database <> F

5:““5“\““10)2%% (show database) I~ R, T NA X@%fi/]) VHE—T A AEREL
\iﬁqo
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processes .

TOtAR

processes
EITHDOT—H X=X J ) BFRLET,

TR

Basic

B

show database processes

1

> show database processes

slow-query-log
FeHR—=2DAu— I ) ZFFELET,

TOtAR

Basic

(378

show database slow-query-log

1

> show database slow-query-log

device-settings
BATOT A AR OT 7V r—a y OAA RAREICET AR ERRLET,

TOtR

Basic

X

show device-settings
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B sk

il

> show device-settings
disk
BATOT 4 A7 ODFEMRERRLET,

TOtAR

Basic

X

show disk

1

> show disk

disk-manager

VAT LDHEN— (A v ARKNL, EAKNLRE) DT 4 A7 MEHROFEMIGEHRE FR L E
—é‘O

TUOERX

Basic

X

show disk-manager

il

> show disk-manager

dns

BUTO DNS =80T FLA LR AL w2 FoR LET,
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| #EBFNAROARVESA2YTFLUR
fan-status .

TOtAR

Basic

X

show dns

il

> show dns

fan-status

IN=RT 2T 77 VDBEDAT—H A EFARLET, TDa~< FiZ NGIPSv 15 L OV ASA
FirePOWER /34 A CiIEHA T £ A,

TOtR

Basic

B

show fan-status

1

> show fan-status

fastpath-rules

BUERE STV 5 8000 & U —X O fastpath b — /L& FoR LEd, 2Dz~ Rid 8000 &
V=X TN ATIHEHTE A,

TOtA

Basic

(378

show fastpath-rules

il

> show fastpath-rules
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hostname

hosts

REBF AL ZOATVESAvYT7LUR |

Web A v Z—T =2 A ADBREDRELZRRLET, ZTDa~2 FIENGIPSv B L OVASA
FirePOWER Ci3f#EH T £/ A,

TOERX

Basic

(378

show gui

il

> show gui

TNAADKRANBIOT 7747 o AUUID ##FR LET, CLIZEHL TT /A 2DK
A N4 ERET DEA1E. B EET % Firepower Management Center [Z &8 A KM S D 2 & & e
BLET, BRI J:OT I, TS AEHERE L FECHRET H2LERNH D 7,

TOtAR

Basic

X

show hostname

1

> show hostname

ASA FirePOWER & ¥ = — /L ®D Jetc/hosts 7 7 A IV ONEEZE R LET,

TOERX

Basic
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http-cert-expire-date .

X

show hosts

1

> show hosts

http-cert-expire-date

TFIGAT AT ST 7 40 s HTTPS $— NGEAZOBIEOF B AF R LET, =
D= KX NGIPSv 1 L Y ASA FirePOWER 734 ZA CIIfE T 8 A,

TUOERX

Basic

X

show http-cert-expire-date

il

> show http-cert-expire-date

hyperthreading

INANR—RAVL T 4 VT NHEIDEG N EFRLET, 2O~ Kid ASA FirePOWER TliX
fFRHTEEEA,

TOtAR

Basic

X

show hyperthreading

1

> show hyperthreading
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. inline-sets

inline-sets

interfaces

ifconfig

REBF AL ZOATVESAvYT7LUR |

TRTCOA T X2V T4 V=V EBETHAS A —T 2, ADHRTET —HEERL
*9, ZOa<> KX ASA FirePOWER Tl T 48 A,

TOERX

Basic

(378

show inline-sets

il

> show inline-sets

IRTRA—EPIEINTORWESIE, RESINTWVDETRTDOAS U H—T A AD Y AN
FRINET, RITA—EPBEEINTWBEAIT, BESNZA V¥ —7 =4 AOFEMIER
NEREINFET,

TOtAR

Basic

X

show interfaces interface

Z 2 Tinterface IIFFME M A R RT DREDA o —T =2 A4 AT,

1

> show interfaces

ASA FirePOWER &V 22— VKT H A4 VX —T oA ADRTEEF R LET,

TUOERX

Basic
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lcd i

X

show ifconfig

1

> show ifconfig

lcd

LCD D= R =7 7 4 A7 LA BN ES P ZFRLET, 203~ R NGIPSy B
L U ASA FirePOWER Tl ] TE £H A,

TUOERX

Basic

X

show lcd

il

> show lcd

Link-aggregation A< > K

show link-aggregation av H;’E\ U \/7%%7/1/**70 (LAG) ODEQE%J:U\%?r‘%ﬁE%ﬁ
RLET, ZOa< KiZ NGIPSv B L Y ASA FirePOWER 531 A TIIEFHTE 8 A,

TOEA
BN

LAGID, A > Z—T A A0, a7 4 Fal—raryET—RK, a— R KX 07 F—
K. LACPIH#, BILOWMHEA L X —T oA ADXA T 72, REINT-% LAG O EDFE
MEFRLUET,

TOtAR

Basic
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B sutes

METIHR

link-state

REBF AL ZOATVESAvYT7LUR |

X

show link-aggregation configuration

1

> show link-aggregation configuration

AT —HA Vo AF—h EeWlE, a7 4FXalb—raryE—F, EZEINE Ty
rOHTE BIOEZEESNIEAL FOO T H Y BESNEZS LAG OEHERE
A EB =T 2 A AT LIZERLET,

TOtAR

Basic

B

show link-aggregation statistics

1

> show link-aggregation statistics

TNAADKR—=F DEAT Vor, BIXOHE, 7271y 7 AOREL XA 2E—
REFRRLET, 2O < FiX ASA FirePOWER 534 A T TE ¥ A,

TUOERX

Basic

X

show link-state

il

> show link-state

P EERFAAROITVESAVYTFLUR
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log-ips-connection .

log-ips-connection

managers

memory

RLER SNVTRAA N2 MIBEM T BTV D81 N2 kD & o ZRNF RN ) 2 FoR
L/\i‘a_(]

TOER

Basic

(378

show log-ips-connection

il

> show log-ips-connection

Firepower Management Center D% E4 K BED AT —Z A2 F/R LE T, BEgkF—FB IV
NAT ID &, BEDRETOLEDAHERSNET,

FORA AN, AZITREDED L ZFY FARALA AL LTHRESNTWDIHEE, BELTWS
FDOFMC, BEORT T4~V T, AT HERNFRINET,

TOtAR

Basic

X

show managers

1

> show managers

TNAZADEFHAEY, EHAFOAEY | FHMRERAET)ZRRLET,

TUOERX

Basic
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. model

X

show memory

1

> show memory

model

TNAZADETNMERERRLET,

TOERX

Basic

X

show model

1

> show model

mpls-depth

BTEA B —T oA ZTHRESN TS MPLS LA YHZ 0~6 TERLET, Z0avw K
X NGIPSv 35 L. 1! ASA FirePOWER Tl T 8 A,

TOtAR

Basic

378

show mpls-depth

1

> show mpls-depth
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NATa< > K

active-dynamic

active-static

allocators

MNEETN |

show nat ¥ NiF, BEHA L X —T 24 ADNAT 7 — & LR EHREELTLET, Z0z
<~ > FIX NGIPSv $ X " ASA FirePOWER 7 /34 A CIIfEifl T 8 A,

TOER
HAR

HAFI T = TEBENTWVWAHNAT 70 —2FRLET, b= Y
i, 70— — B L TWAEARIC, L= AREA LT 7 MIRDETERENET,
L7RoT, VA MIEHTIERWI ERHVET, A LT T MIT e ha/WEKFELE
9, ICMP % 5%, UDP % 120 #. TCP (% 3600 &, oo _ToH 71 k=213 60 #T9,

X

show nat active-dynamic

il

> show nat active-dynamic

ABT 47 =V TEBMENTWANAT 7 —%2 K- LET, 2hbnxz Y
L. T RV—ADBEHEND ETTICRREINET, UA NI, A¥T 1 v 772 NAT
=N L TCWDBT I T 477270 —%R L TCWDEDITTIEH Y FHA,

(378

show nat active-static

il

> show nat active-static

TRTCONAT 7 ar—Z DGR, FAFI v 7 L— L THEHESNTWASERFELT FLAD
T EFRLET,
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. config

(3%

show nat allocators

1

> show nat allocators

config

BTHA LB —T 2 A ZADBITONAT RV > —DOREXF - LET,

3%

show nat config

1

> show nat config

dynamic-rules
fEEESNTET e —2 D Z AL TWAHE AT Iy 7R NAT V=V aRRLET,

(3%

show nat dynamic-rules allocator id

Z Z Tallocator id [ FARNT 0 —# ID &5 TI,

1

> show nat dynamic-rules 9

flows
HBEShEETar—2 D EEHALTHDHL—IonT7a—0FEF R LET,

(3%

show nat flows allocator-id

Z Z T allocator_id l3AN 2T v /r—4 ID H =TT,
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static-rules

netstat

network

il

> show nat flows 81

TRTDOAZT v 7 NAT L— B RKsLET,
XX

show nat static-rules

il

> show nat static-rules

ASA FirePOWER £ 2 — VDT 77 4 Tty N — 7 Bfga T LET,

TOtAR

Basic

X

show netstat

1

> show netstat

static-rules .

BTBEHA L HE—T 2 ADPvE B L OIPv6 DFEE, MACT KL X, HTTP 7 {3 7 KL &,

He— b, 2—P4 (BRESNTVDEES) #FRLET,

TUOERX

Basic
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. network-modules

X

show network

1

> show network

network-modules

ALV AFR—ILENTWNDETRTCOEY 22—/, BIOWEY 2—/LDOIER () TILEERY)
HEFRRLET, TDOa~< 2 FiENGIPSv B L OV ASA FirePOWER TiHfEH T £/ A,

TOERX

Basic

X

show network-modules

il

> show network-modules

network-static-routes

B =Tz A, BT RLA, Xy " IT—F <R 7 BIOF— 0= T RLARY,
REFHDTXTCDOX Y NT—F RAET 47 — R EZDOFERBPEREINET,

TOtAR

Basic

X

show network-static-routes

1

> show network-static-routes

P EERFAAROITVESAVYTFLUR
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np [

ntp

NTP 2> 7 4 Xal— a2 LET,

TOtR

Basic

(378

show ntp

1

> show ntp

perfstats

TNA ADINT f—~<  ADRRHEREF R LE T,

TOtAR

Basic

(378

show perfstats

il

> show perfstats

portstats

TNA ADTRCOFASINTZAR— FOR— MEFHEZFERLET, 2O~ RIENGIPSv B
J OV ASA FirePOWER TiHfEl T £H8 A,

TOtR

Basic

B

show portstats [copper | fiber | internal | external | all]
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. power-supply-status

FRRIT, TNTOHAR— FPEFELET, T 7 A NFT_NTORT 7 A N F— b 2FEEL
E9, WEIT TN TORMA— M2 LET, SMEBIT T~ TOME @B LU 74 2%)
R—hrZ2LET, TXTUITRTOR—F UMNTBLONE) #fRELET,

1

> show portstats fiber

power-supply-status

BEDON— R =27 OFBFIREEZEZ R LET, 2O~ RIZNGIPSY B L TN ASA FirePOWER
TIHEATEEEA,

\}

GE) 8000 >V —X OEHGRT A A THEBERENFEAET D &, CLI 2~ RO show
power-supply-status 73 1E LWNAT —Z A& M 5 E TIZ 15 5002560850 £7,

TOtR

Basic

BX

show power-supply-status

1

> show power-supply-status

process-tree

FNRAATETRHO T o R HO>NWT, XA 7L 1Y) —EXTCY— ML TERLET,

TUOER

Basic

X

show process-tree

P EERFAAROITVESAVYTFLUR
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processes

IL—Fk

processes .

il

> show process-tree

FNA AL TBIEFEITHO T a2 R 2250 T, CPUMEMAROBIETE RLET,

TOtAR

Basic

X

show processes sort-flag filter

ZIZT, AEV (OBE) TY— FTAEAEIR. sortflagll -m BFREL, IR AL T
a—HPHTY = 58I w ZHBELET, £/2, av U FOTARX—LB IO 2%
%%?5%%@%ﬂmﬁ%%Ebiﬁmwﬁﬂﬁf_5ﬁ\37VF@@%%E%@%%%
TANETHEOIMENT 22— a2 ELET, R ULITIER RSN ETT,

1

> show processes -u userl

ASA FirePOWER € = — /VIZBT D0 —7 4 U T iEREFR R LET,

TOtAR

Basic

X

show route

1

> show route
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. routing-table

routing-table

serial-number

REBF AL ZOATVESAvYT7LUR |

INT A= PIREINTORWEGEEIE, TRXTOEBAL—XIZET LV —T 4 v T iEHRE E R
LET, RNIA=FRBPESNTWDLGEIL, BESNTA—FDNV—T 4 7R, BIW
AT AEAIR. BESNIELV—T 4 DT e hal A T EFRLET, T A—ZiTT
RCA T a T, ZOa~<r N NGIPSy 3 L OV ASA FirePOWER Tl T& £/ A,

TUOERX

Basic

X

show routing-table name [ ospf | rip | static ]

namelx, HRELEL T HRFEDNL—F 4TI, ospf. rip, staticld, b—T 47 781 K
)V FATERELET,

il

> show routing-table Vrouterl static

T —IDVYTNANEEEFRLET, Z0Oa<w 2 RIZNGIPSy TIXfEHTE FHA,

TOtAR

Basic

(=378

show serial-number

1

> show serial-number

ssl-policy-config

HAEBEHENTHWDSSLRY —0FRE (R —0#HHA. T 74/ hoaX 0 7%E. A%
2P RTOSSLIV—/L EL—)LDFRERE) | [FHTE 5 CAREHE, BLOEB{LRAEER
N4 2DT7 7 a v wEKALET,
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stacking

summary

stacking .

TOtAR

Basic

X

show ssl-policy-config

1

> show ssl-policy-config

BHSABT N ADAE XV TOREERS v a v E2FRLET, 794~V ELTRES
NTWDETNRA AT, TRTOEIHFY THRAAOT —F HRENET, @A AT O
AR OGS, ZOavy Rk, A%y I REATHERTOA L NN—=THDLZELRLE
To AZ XU T EANEITEDICT D (REOHEITEIZT D) 1[Ik, = —PFEL Web
AV B =T A REERTHUNERD Y EF, AX X ITRFEHIR>TORWVGE, 3
v FIZ stacking not currently configured & W) XA v —U%IRLET, ZDa<w NiX

NGIPSv ¥ J T* ASA FirePOWER T3l T £/ A,

VA7

Basic

(378

show stacking

il

> show stacking

TAA R L TR KA ShDER (N—Ya . 47, UUID 72 E) oY~ —%
2%% Liﬁ“o gf?%&”i/j{@ show A< F%?Z&E\‘E LT< fiéb\o version, interfaces,

device-settings. jSJ:[ﬁaccess—control—configo

TR

Basic
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. syslog

syslog

REBF AL ZOATVESAvYT7LUR |

X

show summary

1

> show summary

VAT LD T ERRIOWIE TR R LET, A7 a T ANAZERELT, =Y B a—
TEIERTE TV E L a— REICESWT (T 740 ME25) | BFEDO L a— RER
IRTEET,

TUOERX

Basic

X

show syslog ["filter" records per pagel

filter 73 Grep AHLDIRIE 7 4 VX HF67E L. records per page B3 &~— B a—IlRRTH L
a— FRERET D56, MR7 AV ZOFEMICONTE, [T AT Lu 7 7 4 V2O
IR LTLLTEEN,

1

> show syslog "ssh" 20

VAT MILFH Tsshy & BT 20 RO BT D syslog L a— REZRRLET, KD 20
BHorva— REFRRTDHIZEEnter ¥ —%2 W L, FrREELETHITIEqE AN LET,

BAED B LR A %, UTC BLOBITO2—FITHREINLTWDEa—L XA b S —2TH
%L/iﬁ‘o

TOtA

Basic

378

show time

P EERFAAROITVESAVYTFLUR
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traffic-statistics .

il

> show time

traffic-statistics

PRI A=EPEESHTORWGEAIE, TRXTOR— LR ESNE, BXOZE LA
FOFEHE R AR TR LET, A= FBRESNTVWEEAIL, BEESN-R— FoFROLE
FR L EF, ASAFirePOWER €V 2 —/LDOKR— FEBETHZ LTI TEEHA, VAT AT
F—H T—r A H—T o2 ADHEHERLET,

GE) HACEoTE, Zoa~vr FOHAN, EBIZET A AR NI 7 v 7% Fry 7 LT
WEXIINN Ty bRy T R2RRTHIERBYET, RERNTy bexfEddE, K
0y AT ABEMLET, RIERANT Y NI, ~y X —HNOREDE RN KIT TN D |
KEITTEMA (CRC) IZRML CTWrlEERH Y 9, @%. RIER3X7 v hO—fRi7e R
AERIZ. REZF—TNVEIFIARBRA v E—T 2 A AR EDT—% Vo 7EOMETT, F
a2y ENT ANy MIe IR ESNETA, 2L, BEILN TCP 72 . BT B
‘7 ha oA, SNy MIEEESIRET,

TUOERX

Basic

X

show traffic-statistics port

Z ZTportld, EHRERRIETZVFFEDAR— K TT,

il

> show traffic-statistics slpl

user

NGIPSY ODAIZHEM TE £ 7, FHEIN2—WFICHET R EDOFEMEREZR R LET, KD
ERFTRSNET,

«Login: =74 4
«UID : =—H 1D (¥fH)
e Auth (Local F721% Remote) : Z—YFNED L HICFHIEINTWVDEM
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» Access (Basic F72i& config) : L—H DR L L

* Enabled (Enabled 7213 pisabled) : Z—VNT 7T 4 70 E S

* Reset (ves £72idno) 1 IROBR T A VIFHICZ—FRNRAT — REERT LMENEH 500 E
oy

«Exp (Never E£7213HHE) : 2 —HF DR — REFENLEICRDHETOAK

e Warn (n/a E72038K0H) : SAT— FOFZHHBRRGIN D1, 2—F RS2 T — REH
D=z HE 2z 65 B

e Str (ves £77201dN0) 1 2=V DO RRAU— FPREETF = v 7 OFEREETEZT LN HLH0E
ORR

e Lock (ves £72ldno) : BT A VORBMMNRET I LA, 2—FOThvr bia vy
ENAHMEH D

eMax (w/a L7238  2—HFOT v hny 7 SNDHANCKRKT 20 74 D5
PNEIE-s

TUOERX

Configuration

X

show user username username username ...

Z Z T username |Z 1 —V D4R F L E T, BEED username (FAX—ATRE > THHEL E
KR

1

> show user jdoe

NGIPSv 3 L TV ASA FirePOWER DAIZi%Y L7, T TOr—h/b 2 —F DR EDZEMIF
MERRLET, ROENPRRINET,

« Login : 1 7' A 4

«UID : =—# ID (¥tf)

« Auth (Local £72ld remote) : Z—YNRED X I ITFIES N TN D0
e Access (Rasic £721% config) : Z—VDHERL L

* Enabled (Enabled E£721d pisabled) : T—VNT T T 4 T ME I m
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version .

s Reset (ves £72ldno) : ROB T A VIFIZZ—FRANRAT — REERETILENHDNE
9
*Exp (Never F72IIHfH) : = — VDA TU— REERMBEIZ/RDHETOHE

e Warn (w2 £721380E) : "RV — FOFBHIRPEINDENZ, =PRI 2AT — FEE
DIDIZHE 265D A

e Str (ves £7/21dn0) : 2=V DONRATU— RKPRMEF = v 7 OEEZHT-THLERNH D0 E
RN

s Lock (ves £72ldno) : B A L ORMBLT L5, =2—FOT Wy ey
ENDHME DD

*Max (w/a F72038HE)  2—YDOThHU L bR e v 7 SNBFNIKRWT I 74 Ok
KIE#EK

TOtA

Configuration

X

show users

1

> show users

version

BN DONR—g L BN REFETLET, detail 3T A—ZBIEESNTWAEAIL. B0
AR —R NONR—=T g U RERENET,

\}

(G¥)  ASA with FirePOWER Services Tl detail /37 A =X [IfEA TE EH A,

TOtAR

Basic

(=378

show version [detail]
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. virtual-routers

REBF AL ZOATVESAvYT7LUR |

il

> show version

virtual-routers
NI A=ZPRES N TORWGAIT, BUERESNL TV D TR TOHEELV—FDY X B
LTO'DHCP U b—, OSPF, BLURIP DIFRPFRINE T, NI A—FZRFEINLTND
L, fES NI —Z T D mS, FES N — A T Lo THIR S TFRR
SNET, NTA=FTFTXTAH T a TT, ZOa~ L FIENGIPSy B L TP ASA FirePOWER
TIHMEHTE £ HEA,
TR
Basic
B
show virtual-routers [ dhcprelay | ospf | rip ] name
::'(“dhcprelay\ ospf, iO)J:Uirip fi/l/b‘ ]\ &/])70%32% Lijﬂo name li\ ‘%i&%i@ﬁﬂ“é%
EDN—FDLFTEFR LET, ospt ZIRELTZLEIT. V— M 247, B (FET LS
/El\bj:) JL— }\%W_;d' LT neighbors, topology. ifi&i lsadb é’#ﬁﬁ—é—é Z <E 75"(% jz—g_o
15l
> show virtual-routers ospf VRouter2

virtual-switches

PRI RA—=APFREENTORWVEEIE, REENTWETRTOEMEAL v F DY X FBNER
EINFET, RNIA—HIPF/EINTWBERIL., HBEINTZAL v TFICETIERNERIN
4, 2D < FiZ NGIPSv 5 L N ASA FirePOWER Tl T £ A,

TOtAR

Basic

BX

show virtual-switches name
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vmware-tools

VPNa<T > K

vmware-tools .

il

> show virtual-switches Vswitchl

VMware Tools 23, RABT /SA A ECHREGINZI>TWENE I »ERLET, Z0a<wy
RiZ, NGIPSv DA Tl T& 9,

VMware Y — /Ui, IR~ DR T 3 —< U AZ A EEE L2000 2—T 4 VT 4 A — |
T, ZTNoDa—T 4 UT 4 %fEHT 5L, VMware B OFER] 2L T X OIEH & £
T, TOVAT AL, IX_XTCORBET I IA TV ATROT 7T, & R—FLET,

* guestInfo
* powerOps
* timeSync

» vmbackup

VMware >V — VB IOV HR—FIND T T 7 A L OFEMIZHOWTIE, VMware @ Web 1 |
(http://www.vmware.com) ZZH L T 7ZE 0,

TOtA

Basic

X

show vmware-tools

1

> show vmware-tools

show VPN <3 RlZ, VPN AT —X 2, BIX O VPN #EGOREFREFRLET, Do~
> FiZ NGIPSv 3 L Y ASA FirePOWER 534 A TIIHHTEX £ A,

TOER
HAR
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. config

config

T R_RCTO VPN R OREXFE R LET,
XX

show vpn config

1

> show vpn config

config by virtual router

AL —ZZDONWT, TXTO VPN #ERORELFH R LET,
XX

show vpn config virtual router

1

> show vpn config VRouterl

status
VPN #5654 R CHOAT —H A2 FR-LET,

X

show vpn status

1

> show vpn status

status by virtual router
RAE L —HZIZDONT, TXTO VPNEHD AT —F AR RLET,

X

show vpn status virtual router

P EERFAAROITVESAVYTFLUR
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counters

counters .

il

> show vpn status VRouterl

TR_RTO VPN GO T o 2 aeFRrLET,
XX

show vpn counters

il

> show vpn counters

counters by virtual router

AL —ZZDONWT, T_XTO VPNEZOI T v 2 2Fr LET,

X

show vpn counters virtual router

il

> show vpn counters VRouterl

FTINAACLUZREaATVR

ary74Xal—rvaryavy REALT, VAT LAEREBLIOEHRT L ENTEE
T, INHOa~vwy NIV AT LOEICEEY 52 F7, 207D, HA (Baisc) LD
INAT — R#B|E (conflgure password) a<w Ly R&ERE, RECLI T 7 AMEREZFH > —W
DIHNINHD A~y RERITTEET,

audit cet A< > F

audit _cert AV KX, ZeaMERa 7 A N = T H2ITITDICT A, AR 7 7
747/F£%i@§ FATWET,
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import

REBF AL ZOATVESAvYT7LUR |

TOtAR

==

X AE

X2 TREE S AN =BT T4 T v MEAEZERZHIBRLE T,

X

configure audit cert delete

il

> configure audit cert delete

X aTREEa S AN —I DI IAT v FEFAER A VR—FLET, =—WFiF. =
<~ REANTDHE, 7947 FEAZELME X —, FI3GEAETF = — 2 CLIN B AT
THEITROBNET,

X

configure audit cert import

1

> configure audit cert import
***************Import Audlt Cllel’lt Certificate**************

1 Import Client Certificate and Private Key
2 Import Certificate Chain
0 Exit

R R R R R R R R R R R R R R R R R R R R R R R R I E I h Ik h h E

Enter choice: 1
Enter your audit client certificate (PEM format) here:

MITIEOTCCA4mgAwWIBAgGICARAWDQYJKOZIhvcNaQALBWAUgGYICZAJBONVBATYALIVT
...certificate details
Tx*FAhnXeUZ78hFepgl yHOMYWTkD7hCaqmSN3UkAb110IoBcxTA==

Enter your private key (PEM format) here:
miiieOWobabkc3qwaOgVx0Tt6leY83Mrga+bek gPetcHRAw6eadpO0TIMVVSETqQr

...private key details
nRIGONkoumLUT9EVIF6bFoT3M6eDI7+NdDIhjVeOP*E4+hxEX50)M
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bypass

bypass .

Client certificate import succeed, exiting...

7000 £721X 8000 Y —X FTNA AT, A T4 XTETz— VA= (Kh—KuxT
INANA) F—=FRELF T == A7 —XE—RNILET, ZOavrRE, 4171408y
rD [73A /XA E— K (Bypass Mode) |47 3 U3 [231 73& (Bypass) | IZEEIANLTND
BRICORMEATE £,

FNRAL A FRETHEA T By DT 2— N F—T 2 F— RREBREND LV 2
LIZEBELTL &N,

TOtA

Configuration

X

configure bypass {open | close} {interface}

Z I T, interface IIA VT A ¥ XT ONTNNDN— R =27 R— ~DLETTI,

1

> configure bypass open slpl

high-availability

TR ATE R AEDO NS RABEENZ LT, FRE LY LET, Zda~<>2 Rik, NGIPSv,
ASA FirePOWER, 7213 h o F U ZAZ v 7 A RELTHRESNTWET A X Tl A
TEFEHA,

TUOERX

Configuration

(378

configure high-availability {disable | bypass}

1

> configure high-availability disable
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lcd

REBF AL ZOATVESAvYT7LUR |

FNRAAD Web A v X —T 2 A A (VAT LADA D ¥y —RBHIFICERIND ., LT v
TV —=RWebAf v H—T xR0 E) ZEMELZIFEDICLET, 2D~ RiZNGIPSy

B LUV ASA FirePOWER Tl T 48 A,

TOERX

Configuration

X

configure gui [enable | disable]

il

> configure gui disable

FTNRA ADIEHD LCD 7 4 A7 VA ZHNE -1

J Y ASA FirePOWER TIIfFEHTX ¥ A,

TOtAR

Configuration

X

configure lcd {enable | disable}

1

> configure lcd disable

log-ips-connections
RS NI RAAL R MCBRERHT BTV B XY b O ¥ 7 E AR E 2RI L

e
Tt A (Access)

Configuration

P EERFAAROITVESAVYTFLUR
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manager A7 > K .

X

configure log-ips-connections {enable | disable}

1

> configure log-ips-connections disable

manager A< > K

configure manager ¥ > NiX, &HEICD Firepower Management Center ~D T /A A DFEft &
2y
RELET,

TOtA

=

X AE

& PRIC O Firepower Management Center?) b OHG A KT D L O T A AZRKELET, 2D
avy RiE, TAART 7T 4 TITEBREINTORWEAOHEREL 7,

7 73A Z % Firepower Management Center(Z 8§k 3 5121%, —EOIETT L 288k — 3L
T, [ FEAEDOEHAIT, BEX—L IR A M ELIZIP T RLAZRET H2LERD

D Ed, 7272 L. T34 A LFirepower Management Center7s NAT 7 /31 A2 L > Tl b T
WD EIL, BEkF— L —IC—EDNATID # AL, RA M ORIV I pontrESOLVE &
BELET,

#X

configure manager add {hostname | IPv4 address | IPv6_address | DONTRESOLVE} regkey
[nat id]

Z Z°C, {hostname | IPv4 address | IPv6 address | DoNTRESOLVE} (X, Z DT /A R & EHF
% Firepower Management Center © DNS AR 2 44, F72IZIP T RLU A (IPv4 £721%1Pv6) %15
7E L E 3, Firepower Management Center Z [EL#7 N L Zf5E T& 72513, ponTRESOLVE &
il L E 9, pontrEsoLve & {# 95 %E 1 nat_id BB T, regkey L, T/ A A% Firepower
Management Center (288K 5 72 DI B — B DO P F OB FRF —CJ, nat id/E. Firepower
Management Center & 7 /NA A DB GET 1 A Tl SN AEE DR TO LT T,
hostname 7% poNTRESOLVE (ZERAE SV TV D HEITHETT,

1

> configure manager add DONTRESOLVE abcl23 efg456
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mpls-depth

REBF AL ZOATVESAvYT7LUR |

Firepower Management CenterOEHc M A 7 /3 A ANHHIBRLE T, o a~> Rk, 734

Xzﬁ?yﬁ:/r 7\csziéh"cb\f£b\i}%/ﬁ\@#$}%§ﬁg sz—;*o

X

configure manager delete

1

> configure manager delete

WAL X —T A ATMPLS LA YOHAEHRELET,
FirePOWER Tl C& ¥ A,

TOtAR

Configuration

X

configure mpls-depth depth

Z 2 C depth 1% 0~6 O T,

1

> configure mpls-depth 3

network 3 <> F

configure network 1< NiX, ”V7:/\/])X(7)ﬁé.r’fi/]) VH—T 2 A AR ELET,

dns searchdomains

TUOER

==

X AE

Z D= RIENGIPSv 8 L TFASA

DNS MiZZ RAA L DBATO U XA &, o~ FTHRESNTZY A MIEXHZ T,
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dns servers

hostname

http-proxy

dns servers .

X

configure network dns searchdomains {searchlist}

searchlist [T~ TRUI BN RAAL DY X N TT,

1

> configure network dns searchdomains foo.bar.com,bar.com

DNS —_DBUTDO U A b, a~vr RTHRESNTLY A MIEZHZ 7,

X

configure nework dns servers {dnslist}

dnslist IZ, >~ TXU 572 DNS —/"D U A F T,

1

> configure network dns servers 10.123.1.10,10.124.1.10

TRA ADEREA ML EHRELET,

X

configure network hostname {name}

name /3FT LWWKR A M4 T,

1

> configure network hostname sfrocks

7000 & 8000 > U — X I XY NGIPSv 7 /34 AT, HTTP VX v 2R EL T, a~v K%
FAT LT T, CLIZ2—WIZH L THTTP 7 X307 RL A LR— |k, 7% OFGEN
MENE S InEZmRET, iR MERG AT e X O —4, TaXx oAU — K|
BT X L ORRAT— ROMERENTTTHE ) ERINET,
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. http-proxy-disable

http-proxy-disable

ipvd delete

REBF AL ZOATVESAvYT7LUR |

NGIPSV P CZ <2y REMHH LT, HTTP e X% —NE2HE L. (BT A ZRHEIH
AT DT DI T 7 A V% AMP 7 57 R~EETE L L 95ICLET,

XX
TaXTDONAT— RN T, BTEFOLMEFATXET,

configure network http-proxy

il

> configure network http-proxy
Manual proxy configuration

Enter HTTP Proxy address:

Enter HTTP Proxy Port:

Use Proxy Authentication? (y/n) [n]:
Enter Proxy Username:

Enter Proxy Password:

Confirm Proxy Password:

7000 > U —X. 8000 'V — X, F7-1L NGIPSV T34 AT, fEEDO HTTP a2 X% OEEL
HIBR L £ 9,

(378

configure network http-proxy-disable

1

> configure network http-proxy-disable
Are you sure that you wish to delete the current
http-proxy configuration? (y/n):

FRAADERA L Z—T =2 A AD IPv4 RELZEZ L ET,

(378

configure network ipv4 delete [management interface]

Z Z°C. management interface |[IEEA L H —T 2 A AID T, A U F—T = A AGLfRELR
WEE. ZOAX Y RET 7NV EOEHA =T 2 A AR ELET, ZONRTRA—X

l%. configure management-interface =~ > & fli o THEOEHA L F—T7 = A AL HNTT
LEENDHMETT, FEOEIA X —7 = A AL, 8000 ¥ U —R T /34 23 KUVASA
5585-X with FirePOWER ' —E X CO LY FR— I TWET, tO7F7 v b7+ — L TIEZ

P EERFAAROITVESAVYTFLUR



| #EBFNAROARVESA2YTFLUR

ipvd dhep

ipv4 manual

ipvadhep I

DIRFGA—=BEIRELRNWTL &N, B, L Z—T A ZAIDI. T 74V MNE#HA L & —
T A ATlTethd, 7> a0 DAR s A F—T A ATlXethl TT,

1

> configure network ipv4 delete ethl

TNAADEERA o H—T =2 AD IPv4 % E% DHCP (TR E L ET, BHA L H—T =1 R
IZ DHCP #— L BfE LT, REBMETE L £,

X

configure network ipv4 dhcp [management interface]

Z Z°C. management interface [XEHA X —7 = A4 A 1D TT, DHCP LT 7+ /L h DEFHA
VE—=T A ATODHYR—FINTWDHTD, ZO5EEATLIHETHY FH A,

1

> configure network ipv4 dhcp

FRA ADEHA L B —T =2 A ZAD IPVAREX FETHRELET,

(378

configure network ipv4 manual ipaddr netmask [gw] [management interface]

Z Z Tipaddr 1X 1P 7 R VAT, netmask | IV 7>y h~AT  gwldT 74NV K F—F U= A
D IPv4 7 K VAT, management interface |3EFA L X —T = A AIDTT, /1 F—T =
A AZRBELRWGS, COavr RNET 74V OERA VX —T 2 ZREHRELET, =
DT A—2%1%, configure management-interface =~ > K% ffi o CTHEOEHA v X —T = 4
AT DHEICOHLETT, BHOEHEA 2 —7 =4 AL, 8000 >V —X T /A
2% L OV ASA 5585-X with FirePOWER H— E 2 TOLYR— SN TWET, o7 T v b
TH =L TIEIDONT A=ZZRELRNTI SN, BHA =T =2 XD, 77+
VNEEA VH —T 2 A ATlTeth0, 7 3 DA X b A ¥ —T A ATlTethl T,

il

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1
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. ipv6 delete

ipv6 delete

ipv6 dhep

ipvé manual

REBF AL ZOATVESAvYT7LUR |

FNA ADEHA L H—T 2 A AD IPv6 REZ RN LET,
XX

configure network ipv6 delete [management interface]

Z ZC. management interface |IEA L H —T 2 A AIDTT, A X —T A AEHELY
WEE. ZOAR RET T AN FOERA =T 2 A ZAERELET, TONRTA—H
I%. configure management-interface =~ > R &> THEEDEH A 7 —7 = A FHT
DA DOHME T, BHOEHEA 4 —7 4 A%, 8000 > U —X T34 ZF L NASA
5585-X with FirePOWER #—E A TOA I R — SN TWET, OT T v h 7+ —ATIEZ
DRTA—=BZEFRELIRNTL IS, HHA F—T A AIDIE, 7740 NEBA 52—
7 xA ATEethd, 77> a DA b A F—T x4 ATlT ethl T,

1

> configure network ipvé delete

TNA ADEIHA L H—T 2 A ADIPv6 ¥ E% DHCP IZRELE T, BHEHA L X —T (R
IZ DHCP — &L @E LT, REHREIEG L E 7,

ax

configure network ipv6 dhcp [management interface]

Z ZC. management _interface |3 EHEA X —7 = A A 1D T9, DHCP (X7 7 4 /L b DEFEA
VHE—=T 2 A ATOHYR—FEINTNDD, ZO5EEERTL0EIHY £ A,

1

> configure network ipvé6 dhcp

FRAADERA B —T 2 AD IPv6 RELXFETHRELFET,

#BX

configure network ipv6é manual ipéaddr/ipéprefix [ipégw] [management interface]

Z Z Tipbaddrlipbprefix (X IP 7 RLVAL T VLT 4 v I AE, ipbgwldT 74V K F—FU=A
DIPv6 T R A% &K LET, management interface | FEHA L 2 —T = A AIDTY, A& —
T A AEBELRWGA, Z0Oav s RET 74V NOEBRAS X —T7 24 AERELE
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ipv6 router .

T, DT A—H L, configure management-interface =~ > R & i > THEOEH A & —
T2 A ZAEEINCT DGENCOHMETT, EHOEEA ¥ —7 A AL, 8000 ¥ U —X
F A A ¥ L TN ASA 5585-X with FirePOWER —E A TO LY R — SN TWET, o~
TR T F—ATIEIONRT A= ERELRNTL SN, A X —7 A 21D I,
FIT IV NERA U H—T 2 A A TlTeth), 7 a DA b A H—T xA A TlLethl
<7,

1

> configure network ipvé6 manual 2001:DB8:3ffe:1900:4545:3:200:f8ff:fe2l1:67cf 64

ipv6 router

TR ADEHA L H—T 24 ADIPV6 REZN—HIIHRELET, BHA L X —T A A
X IPv6 — % LiBIE LT, REHHREIELET,

#X

configure network ipvé router [management interface]

Z ZC. management interface |(ZEPA L H —T 2 A AID T, A X —T = A&fRE L%
WA, ZOavy FET 74NV FOFRA V=T 2 A AERELET, ZONTA—H
I%. configure management-interface =~ > N & ffi o THEOEH A ¥ —T7 = A ZAZHHITT
DAV DHMETT, FEOEIA V4 —7 = A AL, 8000 ¥ U —X T /31 25 LT ASA
5585-X with FirePOWER +—E A COHYFR— hEINTWET, fO7F v b7+ — AL TIEZ
DIRTA—=BERELRNTLZE N, HHEA VX —T 2 A AIDIE, 77 4V NEEA V4 —
7 xA A TlLeth), 77 aDAX b A H—TxAATlLethl TT,

1

> configure network ipv6 router

management-interface disable
WA L F—T A AN L ES, HEOEHA L F—T = A A1, 8000 Y —X TN
A AF LT ASA 5585-X with FirePOWER ¥ —E A TOLY R — F N THET,

X

configure network management-interface disable ethn

ZITC nlIRETLEIA U F—T = A ADET, eth0 (X7 7 4V SOEHA X —T = A
A, ethl (T4 T a DA RN AU F—T = ATT, VAIATE, FHF ¥RV LEAN
Y FrRNDOMG AL T, eth0F7 7 4V MEHA =T =2 22D EEITT S
Z L EHELEL T E 9, Firepower Management Center 33 JX OVE BRI T /S A A TEBID A <R
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. management-interface disable-event-channel

N H—T 2 ABFEHTZTEOTFMMZONTI, BHA VX —T 2 2E2BRB LT
éb\o

1

> configure network management-interface disable ethl

management-interface disable-event-channel

RESNEBA L 4 —7 A ATANY b R T T4 97 FRANE BN LET, B8O
BHA 2 —T = A AE, 8000 ¥ U — R F /31 235 LU ASA 5585-X with FirePOWER #— £
ATOBYF— FERTOET,

X

configure network management-interface disable-event-channel ethn

ZIT nERETLEEA LI =T 2 A ZADOF S, eth0 (LT 7 40 FOEHA L H—T x4
2, ethl 34T arDAR N A A —T oA ATT, YAATE, FHF ¥R EAX
VR F X RNADWGTEAINILT, eth0F 7 4 /b NEHA L X —T =4 ZEADOEEICT S
Z L EHELEL CTUE 9, Firepower Management Center 33 L OVE BRI T /34 A TEBI D A <
A VH—T oA AT 5 HEOFMIONTE, B A X —T =2 AEBR LT
S0,

1

> configure network management-interface disable-event-channel ethl

management-interface disable-management-channel

RESNTEHA =T A XATEHIN T 7 4 v 7 Fr 3NN LET, HEOEHA
VB —=T = A AL, 8000 ¥ U — R F3A ZF5 LU ASA 5585-X with FirePOWER #— &' A T?D
HYFR—hENTVET,

X

configure network management-interface disable-management-channel ethn

ZITC, nlIRETLEHA L H—T oA ADFE W, eth0 LT 7 4+ /V FOERA L H—T = A
A, ethl 1ZA T2 avDARY S A H—T oA AT, AaTiR, FHF v LA
Y N F X RNVDOM G EAINZL T, ethOT 7 4/ NEFA L X —T =2 AZHHOEFIITD
Z L BHESEL CTUE 9, Firepower Management Center 38 L OVE BRI R T /3 A4 A TEBI D A <
NAVH—T 2 ABMERAT B HEOFHMIONTE, BHA VX —T =2 AEBR LT
X,
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management-interface enable .

il

> configure network management-interface disable-management-channel ethl

management-interface enable

WELIFEHA LV A—T oA AZAMLET, EEOEHA X —7 A AL, 8000V —
R T AF L ASA 5585-X with FirePOWER #h—E 2 TOH YR — F S TWET,

(38

configure network management-interface enable ethn

ZIZT, nlid AT EIEEHA X —T 2 ADFE S, eth0 (T 74/ NOEH A 4 —T =
A A, ethl T4 T a DA A X —T 2 A ATT,

TR, A BT 5854 Firepower Management Center & B A > % — 7 = A A(Z13 2 DD I
DETT7 47 FxAARHVET, BERIT 747 FXXMITXTONBET 7 1
7 (TAAZAOERIZEREDOT A AW NT 7 4w 7 728) gk lL, AV M7 T 497
F ¥ RMTTRTA RN 8T T 4w 7 (WebA Ry Mpd) ZEELET, LEIZSLT,
Management Center CEB| DA X2 hEHEHA v X —T =2 ZAZFREL, A XV VT T 47
AT A Z & TXE9 (Firepower Management Center Web { > % 7 = — AT, ZDFHEMN
FATSNTNDLZEEHERLTLEIY) o ARV IHEAA LV F =T 2 AL DETFRET
TET, ARV NI T4y VT IIREOHRBIREZEH T2 RN HLOT, FHENT T 1 v
T AXRS N 8T T 47 5T % 2 & T, Management Center D/N7 —~ A% [i] |
SHHZERTEET,

FTFNbEDeth) f X —T = A AL, T 74NV B TEILE ARV N F ¥ RVOMEGN
BENTVWET, BEISUT, ANV FEHA 2 =T A XL LTethOAf F—T = A A
EHEMNCTEET, ARRTHIUX, T/NA A A X kA ¥ —T = A X & Firepower Management
Center f XU h A L HF—T 2 A ZADWT, AU FTFT T4 v BEESNET, X0k
Fy NI—=INE G FTHE ARV NT T4 T3, TIANVROEEAS X —T A A
WIRD £9, ARERGAEIITIEOA Xy b A v F—T oA APNFERINETN, FHA
B—T oA ANy 2T v 7Ly £,

BHA =T oA REANIT DL, BEHEAXV N T ¥ U RXNVDMGNT 7 40 FTHR)
WZENET, BHT Yy XNV EAXR N T Y RNAVDOMFIZT 7 4V NEBRA LV F—T = A ZA%ff
HATsZzBE8dLET, TO%, BIEOA X FNEHA VX —T7 oA AEHHZLET,
Firepower Management Center { X2 NEHHA V¥ —T = f RIEFEBTF Y INVD ST T 4 v T &
ZIFANDZENTEROVDT, TRAAARV b A F—T oA ATEHRF ¥ RV EZHIC
Mz LT 7EE,

configure network {ipv4 |ipv6} manual =~ > FZfH L CTEHA X —T = ADT NL R %
RELET,
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. management-interface enable-event-channel

il

> configure network management-interface enable ethl
> configure network management-interface disable-management-channel ethl

management-interface enable-event-channel

BESNEEHA L A—T2AATA_XU D b T 747 FXXLE2HAMLET, O
A R —T A A%, 8000 U — R F 34 ZF LN ASA 5585-X with FirePOWER H— £
ATOHYR—FEINTWET,

X

configure network management-interface enable-event-channel ethn

ZIT nIRETLEHA L F—T = A ADFE T, eth0|37T 7 4+ /V FOEFHA X —T = A
A, ethl 1 IA T a v DARV A =T 2 ATT, YAaTIE, BHFvxLEAN
YR FARNVOE G EANILT, eth07 740 MNEHA =T =4 AL FHDOEEIZT D
Z L EHELEL T E 9, Firepower Management Center 33 JX OVF BRI R 7 S 2 TEBID A <
A E—T A REFEHT L HEOFEMICONTIL, BEHA V=T oA RAESR LT
S,

il

> configure network management-interface enable-event-channel ethl

management-interface enable-management-channel

BESNEEHRA L E—T A ATERRNT 7 4 v 7 FYRAEZENCLET, EHEOEGH
A B —T A AL, 8000 U —R F 34 2F J N ASA 5585-X with FirePOWER #— b 2 T
DI R—FINTWET,

(378

configure network management-interface enable-management-channel ethn

ZIT niITRETLEHRAS L F—T =2 A ADFE G, eth0 |37 7+ /V FOFEHRAS L H—T = A
A, ethl [ IA 7> aDAR N A H—T 2 f ATT, VAITIEH, BHF vy L EAX
YR FARNVOE G EANILT, eth07 740 MEHA V=T = A2 GO EEICT D
Z & EHELEL T E 9, Firepower Management Center 35 X OVEBEXf G 7 /S A A CEBI DA X
AV HE—T 2 ABFERATHHEOFEMICONWTL, HHA VX —T oA AEBR LT
0,
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management-interface tcpport .

il

> configure network management-interface enable-management-channel ethl

management-interface tcpport
BEHO TCP R — b OEEEE L E T,

X

configure network management-interface tcpport port

port [ IFXET HEBAR— FDOE T,

il

> configure network management-interface tcpport 8500

management-port

TNAAD TCP EHA— FOEEHRTELET,

X

configure network management-port number

number IR ET HEBR— FOEEELET,

1

> configure network management-port 8500

static-routes ipv4 add
RELIEHA LA —T 2 A ADIPVAAZ T 4 v 7 — B LET,

(378

configure network static-routes ipv4
add interface destination netmask gateway

interface IXEFA X —7 = A A, destination IZ355C [P 7 KL A, netmask Ty b U —7 <=
A7 T RUA gateway [ZIEMT D7 — U =A 7 RLATT,
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. static-routes ipv4 delete

il

> configure network static-routes ipvi4
add ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv4 delete
RELIEHRA X —T 2 A ADIPVAAZ T 4 v 7 V— FEHIBRLET,

X

configure network static-routes ipv4
delete interface destination netmask gateway

interface |3 B A X —7 = A A destination |Z%65CIP 7 KL A netmask |Z %~ hU—7 =
A7 T KU A gateway [IHIRT 57— FU oA 7 LA T,

1

> configure network static-routes ipvi4
delete ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv6 add
RELIEHA X —T 2 A ADIPV6 AX T 4 v 7 — B LET,

(378

configure network static-routes ipv6
add interface destination prefix gateway

interface (3B HA ¥ —7 = A A, destination (35855 IP 7 K L A prefix (X IPv6 'L 7 1 v 7
A, gateway [ZIEMT 57 —hU A 7 RLATY,

1

> configure network static-routes ipvé
add ethl 2001:DB8:3ffe:1900:4545:3:200: f8ff:fe2l:67cf 64

static-routes ipv6 delete
RELLEHA X —T 2 A ADIPV6 AX T 4 v 7 L— FEHIBRLET,
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password

password .

X

configure network static-routes ipv6
delete interface destination prefix gateway

interface [FEHLA > ¥ —7 = A A destination (FFE5E IP 7 R LA prefix | IPv6 'L 7 1 v 7
25, gateway [FHIFRT 55— hU = A T RLATY,

1

> configure network static-routes ipvé
delete ethl 2001:DB8:3ffe:1900:4545:3:200:£f8ff: fe2l:67cf 64

BITO2—HE, BHONSAV—REEFRTLIENTEET, avr FERTT5E, CLI
FHED (FV) NRT—=F2ANTLE)2—FICHERL, ZORTHLWART—FE2
FIANT D& S BERLET,

TOtA

Basic

X

configure password

il

> configure password
Enter current password:
Enter new password:
Confirm new password:

AByxTDEDE

7000 33 L TX8000 ) — X DF NA A TlE, DT NA RAFET DAL v 7 HERITT X THI
rEnEd,

e T IATVELTRESNTWNDLT A AT, AF v 73T RICHIERSIVET,

BN FY ELTRESINLTWVDT N, ZATIR, ZOT A AFIAL v 7 InBHIBREIVE
j—o

Zd=a< > NiX., NGIPSv £7-1% ASA FirePOWER ¥ o2 — /LTIl T ¥ A, £7/-. =
NEFEHALTT S, AOE A AEST 2R+ 52 LixTcaxti,
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user A< K

TOER

REBF AL ZOATVESAvYT7LUR |

AL X TWEED LT T T4 T AL DBE LML TERVEEIT, Zoavy Raefif]
L %7, Firepower Management Center% {5 Cffi  C& 235513, 1> ¥ |ZFirepower Management
CenterWeb 1 ' # —7 =2 A AT HEIBZ DA vE—URERINET, FEkIZ, 77
A<V THRA RAEFEHTE LI, B XV ELTHRESNTWADT /N1 A ETstacking
disable ¥ ANJT DL, TI7A4~Y TAAANL A REANTHEIBADAvE—UN
FRINET,

TOtA

Configuration

X

configure stacking disable

1

> configure stacking disable

NGIPSV COAFHTE £7, configure user A ¥ N TN, AP —R) 22— F—X
NR—2LEHRLET,

TOERX

S

Aax A&

BELEa2—VDOT 7AW EERELET, Z0avy Ni, fHESINZ2—FRKIZe
TA LT BHEXITHENIRY 9,

X

configure user access username [basic | config]

usernamelL., 77 B A EHTH2—HVDLRT R LET, vasicldbasic 7 7B A%, config
IZ configuration 7 7 £ A& FE L £,

il

> configure user access jdoe basic
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HIBR

B .

BESNLNET /A L_RLTH LDNa—FEERLET, Zoavy KT, 2—%Fo
NAT—REANTDHEIBERENET,

X

configure user add username [basic | config]

Z :'(‘\ username fi%ﬁ LU\:’—_“B'@%EILJ.%"*EE Lij‘o basic ﬂi%j§77’kz\ config 0:1%4“7]?
T EAERLET,

il

> configure user add jdoe basic
Enter new password for user jdoe:
Confirm new password for user jdoe:

Z—H RRT— NIZEHMIRZRE L ET,
XX

configure user aging username max days warn_days

Z Z T, username ﬂil*"ﬁ‘@% G max_days (I AT — F73>7ﬁ§j17‘£%j< H 2. warn_days fiﬁ
RPN D RN =Y B ANRAT — FELRETD7ZDICHR STV D A ERLET,

il

> configure user aging jdoe 100 3

a—Hra—Por—bLFT 4L 7 M EHIBRLET,

(378

configure user delete username

username XL —HFDLETEE L E T,

1

> configure user delete jdoe
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B isable

disable
—PEMHCLET, Eshpa—FIn A o TEEEA,

X

configure user disable username

username 6i3‘—‘ﬁ-@% [FlIRs LET,

1

> configure user disable jdoe

enable
2—PEENMLET,

X

configure user enable username

username | —HV DL RIZIRTE LE T,

1

> configure user enable jdoe

forcereset

A—PRRIZ T A T HEEIT, NAT=RFOEERLZERLET, 2—FRn /A LT
AV—REERETDLHEL, BREOF =y 7 NABKIZANIRY £7,

BX

configure user forcereset username

username 32—V DAHI R L F T,

1

> configure user forcereset jdoe

maxfailedlogins
FRELIa—YR, e/ A TRIETE DRREERERELET,
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minpasswdlen

password

strengthcheck

minpasswdlen .

X

configure user maxfailedlogins username number

username 13— DLHI, number 1%, 074 L TCRIETE DR KA EZELET,

1

> configure user maxfailedlogins jdoe 3

A=Y NRRAT = NZEDDMENRD DR/ LTFRERELET,
X

configure user minpasswdlen username number

Z 2T, username I — T H T NOALHIEETE L. number (IFDT D NMIED D
R D HERANCTFE (1~ 127) ZHEELET,

1

> configure user minpasswdlen jdoe 13

2—HFDONRRT—RERELET, Z0a<wr N, 2—HF0RRAU—FRE2ANT 5L 58
RENFET,

BX

configure user password username

username 1T —V OL4FTIZFR L F1,

1

> configure user pasword jdoe
Enter new password for user jdoe:
Confirm new password for user jdoe:

A—PDONRAT — NI T 2MEOEMFZHFNEITENLES, 2—F AT —ROH%)
MR G- 38546 . F721% configure user forcereset =~ > K& H L TWAHAIE, =— PR
wiZv 7 A > Llc & SIZZOBENABINCANI 2D £,
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unlock

vmware-tools

REBF AL ZOATVESAvYT7LUR |

X

configure user strengthcheck username {enable | disable}

username 13—V DL4HHFE L E T, enable ITFETENTZ2—TFD/IRAY — ROE|ZFHT
L. disable (%, FHEINTZ2—HF DR T— ROFEMHZHIERL 7,

1

> configure user strengthcheck jdoe enable

B A RO RRE A B L e —Y 2wy ZRER L ET,

X

configure user unlock username

username 1T —V DL HTIH#F L F1,

1

> configure user unlock jdoe

NGIPSv T® VMware Tools DRSREAZ HEhE /13BN LET, ZDa~ 2 Rk, NGIPSy DA
THEATEx X7,

VMware Y —/Lid., IR~ ONRT 3 —< o A% 0 L5002 —5 4T 4 AL — b
Td, TMoDa2—T 4 VT 4 %2FEMAT 5 L. VMware 85 O(FEFR] 7062 X CTIERATE %
T, ZOVAT AL, TRTOWRBT FI5A TV ATROT 7 A &Y R—FLET,

* guestInfo
* powerOps
* timeSync
» vmbackup

VMware ¥V —/LEB L OV R — b EI DT T 7 A L OFEMIZOWTIE, VMware © Web %1 b
(http://www.vmware.com) ZZH L T ZEWY,

TOER

Basic
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9599

95399 T84 X Clisystema< > K .

X

configure vmware-tools [enable | disable]

1

> configure vmware-tools enable

—

T /N XA Cllsystem <> K

system 2~ REH LT, VAT LABKOT7 7 A NVBIOT 78R 20 ha—/LVOREL
BTHETHZ ENTEET, Configuration CLI 7 7 ¥ AMEZFFOL—F DI, VAT LA FE— R
Tavy RERITTEET,

7O vRAGEHaA<T U~

archive

clear-rule-counts

system access-control ¥ R, Z—PINT NS XJ:“CT?“IZX%IHEI]%QTE%%%ET% 5 &
I LET,

TR

B E
HEREBHINTCWAT7EA arva—L R —%2TF AN 77 A4/LE LT /var/common
R L ET,

B

system access-control archive

1

> system access-control archive

TR arka—nL—ADby NEE OO EY FLET,

(378

system access-control clear-rule-counts
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rollback
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il

> system access-control clear-rule-counts

CHNETICEBASNZT 7B AFHIEHEREICH LT, AT LAOBIFEITVEST, ZDa<vw K
BAS 7 EFIIE AT OT AL ZATHERAT A Z LT TEEEA,

X

system access-control rollback

il

> system access-control rollback

TS5 AF7RATUNR

enable cc

a7 T4 T A (compliance) A< Kit, XA ZADEX 2T 4RBEI L TIAT VA
T FORR, REXZITVET,

mﬂﬁ%ﬁxﬁ L7, BT 5 2 LiIdTEEtA, BT LILENDH LA,
MZBMWEDEIIZS N,

TOtR

=
Ax AE

FRAZADEF 2T AREHENET 2T 754 FT U7 (CC) T— NIZERELET,

COREZFINILTBRIT, EDNTTLHZ LT TEEYA, BT IMERHLHEIT. Y
— MBIV EDESTZS VY,

X

system compliance enable cc
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enable ucapl .

il

> system compliance enable cc

enable ucapl

TNRAAZADEX 2 V7 4 BEENE R EEEATRSH A Y X b (UCAPL) E— RNIZ#&
L,:._E’ L/ij—o

B CORELEDC LEBIE. ECTH I LIETE RHA, BT IUER L SHAE. F
F— MEBROADEL &L,

X

system compliance enable ucapl

il

> system compliance enable ucapl

show

FRAAZADBIED X 2 U T AREDA L TIAT VA EF— FEFRLET,
B

system compliance show

il

> system compliance show

disable-http-user-cert
7T OPIAIIR Y TA T v P ERE R R S B BRI £ I LE T

TOtAR

Configuration
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filea<w >k

copy

HIBR
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X

system disable-http-user-cert

1

> system disable-http-user-cert

system file A¥ Y R&EMHT L L, 2—HiF, T4 A LD commonT 4 L7 R IZHD T 7
ANEEBRTHIENTEET,

TOtA

==

X AE

FIPZEA LT, el A 2a—PL4E2FHEHALTCWAKRA N EODVE—habr— g7 7
ANEFEIEELET, 2—HL 77 A/ X commonT 4 L7 FUICEBTHILENHY £17,

X

system file copy hostname username path filenames filenames ...

hostname li&*‘b‘/ }‘@ U £ — ]\ R A }\@%ﬁﬁjﬁflﬂi P77 }‘\‘1/2 %2% Li?“o username LiU
E— hARRA }‘J:@:L*"‘j‘@%ﬁﬁ\ path TVE— KRR ]\J:@%GE/\UX\ filenames Li%ﬁfﬂ‘i‘—j«é
0—H Ty ANERLET, EEOT 7 A NKITAR—A TR > THELET,

il

> system file copy sfrocks jdoe /pub *

commonT A4 L7 FUMmH, FELE7 7 A VEHIBRLET,

X

system file delete filenames filenames ...

filenames |[ZHIBRT 2 7 7 A L EIETE LET, ?’E§5C0)774/1/% [FAR—ATEY]>THEL
i‘a‘o

P EERFAAROITVESAVYTFLUR



| #EBFNAROARVESA2YTFLUR

list

secure-copy

list [

il

> system file delete *

T ANEPREIN T RWESIE., commonT 4 L7 RUNDTRXRTDT 7 A LD T
EHEOWRA, A X, BLXOT7 7 A NANRRRENET, 77 A NVADTRESNLTOL5EE
F BESNT T 7 AN E—H LT 7 AV T, BEORA, A4 X, BLOT 7 A4 40
FoRINET,

X

system file list filenames

filenames (3FRTH7 7 ANERLET, HEODOT7 7 A NZIFIAR—ATRY > THREL E
—/9)40

1

> system file list

SCP LT, v/ Ay 2—HFLAEZHEMLTVWEFA N EOVE—F alr—var~7y
ANEERELET, 2—F/V 7 7 A WX /var/common b /ey ICHEE T HMERH D F
R

BX

system file secure-copy hostname username path filenames filenames ...

hostname (34— DY E— N KA NDOLARTEZIZIP 7 RV AEFRLET, username 1LY
E— bk FA N EOZ—VFDOLHEL, path 13V E— b mA N EDOSEI/ A filenames 13H55T 5
R—HN T ANERLET, EEOT7 7 A NVAIEFTARX—ZATRE > TRHRELET,

1

> system file secure-copy 10.123.31.1 jdoe /tmp *

generate-troubleshoot

VRAAPRNINMEHT D N T TIN T a—T 4 T TR EERLET,
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B ens rzoavs k5407700

A

FE OBAERY TN RO RN T TIN Y a—T 4T Ty A NEERTLSE, BABT U S — g
VA RA (AAB) DHENC2 > TWBHAIZAABZ MU H—F 252 nTEx£4, i<
b, AABZ MU A —7F 5 &ESnort 7t AEFHTH &, RN N T 7 4 v 7 RES I
ENET, ZOFWHIZNT 74 v I RN Ryl ENE0n, TN EAS VAT v a UMTH
NTEZTESNDEIDE, X—TF Y ETNNA AN NT T 4 v 7 AT 5 5RO CTRZRY
F9, FFAIESnort® ODFEENZ LD T 7 4 v 7 OEEEZSZRL TS EIV, o £OXH 1
AL AABD R U B =2k - T, TA AR —IFAICEMERREDIRREIC 2D Z 3 H W £,
FEARRE 72 IR REA ot < 358 1T Cisco Technical Assistance Center (TAC) (ZHAE L T 2 &V,
BRRICHE LY ) 2a—2a v a TIRELET, BEEZTT VT /31 A, Firepower 7010,
7020, X TV7030, ASA 5508-X, 5515-X, 5516-X # LT 5525-X, NGIPSv 72 £ T,

TOtA

Configuration

X

system generate-troubleshoot optionl optionN
AT a VBROD 1 DETTEEROGE IR, A=A TKYEIY 9,
caLL: IROTRXTOF S a I TLET,
* SNT @ Snort D/X7 f—< U A LRTE
CPER: N R =T DO/ T f—v At a s
esys: VAT ARE, R —, BIXOrS
e DES : R E, AU ¥ —, BLURrT
eNET : A UV H—T A AL Ry NU—J#HT—X
«voe : fRHH, #HI, VDBT —4#, BLOnr
cuRG: T —HERTDT ST L— K
*DBO : TRTDT —HRX—R T —H
c10G: TRTORYT T —H

sNMP ¢ Ry hU—T <= v T IEHR

1

> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl..
Please, be patient. This may take several minutes.
The troubleshoot options codes specified are VDB,NMP.
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Idapsearch

Ay o3y

Idapsearch .

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]
Troubleshooting information successfully created at
/var/common/results-06-14-2018-222027.tar.gz

A—YR, FRESNIZLDAP Y — D7 2 ZF(TTEL LI LET, T RXTONRTA—X
DUATHDZ LICEELTLEE N,

TUOERX

Configuration

(378

system ldapsearch host port baseDN userDN basefilter

host I LDAP — 30 K A A > port {Z LDAP #— 3D 7R — bk, baseDN |35 35 DN (G5
4) . usetDNIXLDAPT « L7 b U~/ RJ 52— D DN, basefilter (fEFETH L a— K
ERLET,

il

> system ldapsearch ldap.example.com 389 cn=users,

dc=example,dc=com cn=userl,cn=users,dc=example,dc=com, cn=user2

expert o< F%%U[&% L/\ 7:/*\/]) XJ:@ Linux > = /L ~7 7 & X Li‘a—o

caf

Zoa<wy R, YR—=FNODFRY N7 4 v 7 ANRBRWGEEITIRVET I EIETEERA,
ERIITFEE R LT,

TR

Configuration

BX

system lockdown

fxBTR120av k510 )77L02 ||



. nat rollback

nat rollback

il

> system lockdown

DIRMCH A L TV = NAT DR EIC,
FirePOWER Ci3fffH CxFH A, Z

T2 Z LT EEA,

TOtR

Configuration

BX

system nat rollback

1

> system nat rollback

renew-http-cert

VNS U TH LW —Z2EH LT, VAT L TRESN DT 7 4L b HTTPS H— NGEH &
EFREHFLET, BHINTEAEIIIEMAERTT, ZDa~ 2 RiZ NGIPSv I L O ASA
FirePOWER T /31 A Ciifi i c& ¥ A,

reboot

TOtA

Configuration

X

system renew-http-cert [newkey]

1

> system renew-http-cert newkey

THRAAZY 7T —FLET,

P EERFAAROITVESAVYTFLUR
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restart

TOtAR

Configuration

X

system reboot

il

> system reboot

FRAADT T r— g CEAHERLET,

TR

Configuration

(=378

system restart

1

> system restart

support A< > K
system support =¥ KEFEHT5Z & T, T3A A b DH5E%k 72 SSL ClientHello LR % B C

EEN

TOtAR

En==4

AX A

ssl-client-hello-display

SSL/~Nv K3 = A 7 B2 ClientHello A v & — Y 2 WUFE4 2 72 8O DBIED

BN

ax A&

restart [JJ]

EERRLET, Z

fb?)0)%%ﬁ§0)§ﬁﬂﬁlz’3b‘7ffi\ ssl—client—hello—enabledjSJI(ﬁssl—client—hello—tuning =

YU REZRLTIZINY,

TUOERX

Basic

fxBTR120av k510 )77L02 ||
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. ssl-client-hello-enabled

X

system support ssl-client-hello-display

1

> system support ssl-client-hello-display

ssl-client-hello-enabled
SSL /N> R = A 7 BT ClientHello A v & — 3 DR R 72 PR 2 14 L £ 47,

A

AR VAR FROOERNRVIRY . Zoavr FIEEHLBNTS7ZE0,

cll

TOtAR

Configuration

X

system support ssl-client-hello-enabled setting {true | false}
Setting \ZH5E TE DEITKRD &L BV TT,

feature
ClientHello X v & — OF T ORBRRUER 2 H)E L E T,
curves
Firepower & A7 L TH AR — F ZFU TR UE T B O HIBR Z Hil 8 L £ 37,
ctrue (%)) HAR—FENTOWRNWTXTOFEM#h#RE % ClientHello A v E—2706
ﬁljli,% L. o774 v7 mﬁg%@b%%ﬁﬁ)ﬁﬂi szjﬂo extensions %&E%ﬁ;ﬁc:Téﬂ‘g
L FET,

« false (#E%h) : ClientHello A v &— Y NOHHR— h ST IR 2 7 L,

FT7 747 DEGOMWRPMET LET,
ciphers
Firepower ¥ 27 LA THAR— F I TWRWIE S A A — FOHIERZ G L £,

ctrue (%)) A= S TWRWVEF S A A — b % ClientHello A v & — Y7 b HIER
L. FT7 74 v 7 OESOMERNEELET,

s false (M%) : ClientHello 2 v E—YNOHHR— b I TV RWEFEA A — b &R
FFLET, ZHUTKY T 74 v 7 DESOMERMET L, Bh#Ed 5861~ hD
SSL Flow Error 7 4 —/L K C%%(® Unsupported T 7 —<X>Unknown Cipher 7 —
DRAET L AR BV 7,

NIRBS
B35 215 % TLS YEsROHIbR 2z HilH L £ 97,

P EERFAAROITVESAVYTFLUR
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wxRBF L2033 k54 y77LoR [

ctrue (A%)) B 5ZWT 5 TLSHLIRZKE L, ClientHello # v E— VG HIER L %
9, curves, session_ticket, 35X Dalpn Z G T 256, ZOMEFRET D 4EN
b FET,

e false (EZN) : ClientHello A v E—YNOTRTO TLS iEZXHEEELE1, Zhic
SV NTT7 47 DEEOMENMET L, BIET 281~ ;® SSL Flow Error
7 4 —)L KT Unknown Session TT7—MNHEATARREMENH Y 3,

session_ticket
ClientHello A »» & —3"® SessionTicket #EIEDALERZ HIMH L £3°, AT LD3F1E ClientHello
A B —HNO SessionTicket[ExX ¥ v a SNty ar 55— LBETEXLHES.
I IGAT v NP —INTRERSSLNY K= I BRFETINRL ThEy v a 2
TEFET,

etrue (A% IR S I720 SessionTicket fE % ClientHello A v & —I 02 HHIBR L £
T, TSk, HREEN-E Yy a TR T T 4 v OESOERNE ELE T,
extensions %&Li%ﬁ’;&@:?éﬁ%g %) 3?) D ij_o

e ralse (MEZH) : ClientHello A v t— WD T SessionTicket fi % {7FF L E 7,
KD NT T 4 v 7 OEGOMEEMET L, BET 281 <> b D SSL Flow
Error 7 4 —/L KT Uncached Session =7 —MWFEAETAHAREMNH Y 97,

session_id
ClientHello * v &—2 D% v ¥ g Vil FEHADUEZH#H L £, A7 L05E(E
ClientHello X vy E—YNOE® v v g Vil FE2F vy v = Shitky v ar s—% LRE
TEDLYA. 7747 MW —NTREERSSLNAY Ry=A I RFEfTE N ThtEy
TarEBATEET,

ctrue (F%h) FREESN2VE v v g VB E % ClientHello A 2 — U0 BHIER L
¥4, kY, HRENTEEy Y a TR T4 v DEBORERE ELE
ﬁ—o

 false (%)) : ClientHello A v E—YNOTXTOYE v v a VBl HEEZ R L E
To ZHICEY NI T4 v OESOMEMET L, BES 2881 < kD SSL
Flow Error 7 4 —/L K C Uncached Session =7 —MWHRETHAREMNH Y 9,

alpn
BRETX7U ALPN 7’1 k2 /U{l, 4712 SPDY B L OVHTTP2 7' 12 k = /LD Y54 Hil48 L
F9,

strue (%) 74T FNSPDY £/-IXHTTP2 B g VAT H 2 & &4k
JJ:L\ }\574 /7®?§%£i0*ﬁﬁ@ﬁ%$ﬁ’ﬁibi@‘o extensions%ﬁ%ﬁggj}@:
TAHALELDHY £9,

e false (BE%h) : 7 IA T PR Y—"E SPDY £/ HTTP2 ® v g L &1 5
ZEEFRL, VT T4 v DEFBLUREOHERERMET LETS,

compression

ClientHello # v &= —235 0 TLS [EHEEL R OB 2 #4 L £ 4,

fxBTR120av k510 )77L02 ||
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. ssl-client-hello-force-reset

* true (75';%) I TAT IR —NETLSEfi e v v a VAT A LA L
i@qo

e false (BER) 7 TA T R —RE TLS JEMit v v a v aENLT D Z L 2]
LET, ZNUCEV YT a DT T 47 DESEDPYIT B, BT 2851~
> b ® SSL Flow Error 7 4 —/L R T Compression Used =7 —M3&E$ 2 AEEMEN

HYET,

1

> system support ssl-client-hello-enabled feature false

ssl-client-hello-force-reset
F 7 F )V MEIZHEET % ClientHello A v £ — ORERRERRELZ YV Yy PLET, VAT A
T —F OEREVNE L IHITLET,

AR A I OLOERRRVRY . Zoavr MEEALGZLTEZS 0,

TOtAR

Configuration

X

system support ssl-client-hello-force-reset

1

> system support ssl-client-hello-force-reset

ssl-client-hello-reset
F 7 F U MEIZHELT 5 ClientHello A v — Y O3 ERRERHEEZ VY FLET, VAT A
X, BT T AN — OMERELE S LET,

E PR—= DO DRRBRVRY , Zoa~y FIIEHLGWNTS7ZE0,

'

TOtR

Configuration

P EERFAAROITVESAVYTFLUR
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ssl-client-hello-tuning .

X

system support ssl-client-hello-reset

1

> system support ssl-client-hello-reset

ssl-client-hello-tuning

SSLNY Ry A 7 REZAE BRI R T /3 A A ClientHello A & — Y% ED X 9 IZEE T 50
BTEET, 2Oz~ KX, ClientHello * v &— Y THA SN DS A A — b, FEH Hh#R,
BIOMEEOT 74V N UANERELES, Zoa~vr RiE, Fash2fE0T 744 b
UANMZZY WY ZBINT 50, FASNDHEOT 74V 8 VA LTy b ZHIERT 572

JTT, TN VA MIEEEIREREA,

AR YAR— PR LOERNRRORY . Zoawy FIIMEALBENTIZS 0,

TUOERX

Configuration

X

system support ssl-client-hello-tuning setting value

value BFRIIMEDO B <KUY DY A &V R— K LET, setting 5 X O value B5& D% TE I HE

REIZIIRNEENE T,

RIE

VARTLDTO Yy

fEe

ciphers allow

ClientHello A v & — Y CHRE
SN AL — MEFFA L
¥4, Toavwr REFEHT
He, VAT NIEFETHT
~T D ClientHello A v t&—
THREINTREAAL—
L ET,

ciphers_remove

ClientHello A v & — Y CHRE
SNTRET AL — M EHEEL
¥4, Toavwr REFEHRT
He, VAT NIEFETHT
~T D ClientHello A vt&—
NHIRE SNz B A A — K
ZHIBRLE T,

IANA @ Web B 7B %
DT AL — FOBETUIT L
¥, hitps://www.iana.org/
assignments/tls-parameters/
tls-parameters.xhtml#tls-parameters-4

IANA I3 16 EHDOE A R4 L
9, Zoawr REFHL
TENS % 10EECEH L F
7,
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. shutdown
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RIE

DARTLDTO Ay

fEe

curves allow

ClientHello A v & — Y THHE
ST FEM AR AT AT L &
T, Toavy REMHT5
L VAT AIEFETH TR
T® ClientHello X v &— T
e S - kMR 2 R FF L
*7,

curves_remove

ClientHello A v & — Y THHE
ST FEM R A IS L E
T, Zoavy REMfT5
L VAT AIEFETH TR
T® ClientHello X »&—7»
DR E S AU FE M iR 2 Hl bR
LET,

IANA O Web H A k7> i
DEEEGFLET,
https://www.iana.org/assignments/
tls-parameters/
tls-parameters.xhtml#tls-parameters-8

extensions_allow

ClientHello A vt — Y CIRE
SNTILREFAILES, 2
Da<wy REfERTHE, &
AT KIEFEST 59 TO
ClientHello A v & — Y CHE
SNTAEEZREEL £,

extensions_remove

ClientHello A vt — Y CHEE
STk AR A A L &
T, VAT AIEFTH TR
T ? ClientHello A v &—H»
SIEE SN JEREHIBR L &
T T7HNVITIE, VAT
DITHEHE 22, 23, BXW
30032 ZHEAR L ET,

IANA @ Web -1 k2B HLHE
DEETGFLET,
https://www.iana.org/assignments/
tls-extensiontype-values/
tls-extensiontype-values.xhtml

1

> system support ssl-client-hello-tuning ciphers allow 4,7,16,22

shutdown

FTNRA Ay hE U LET, ZOa~< KX ASAFirePOWER £ = — /L CIIf#f ¢ &

EH A,

P EERFAAROITVESAVYTFLUR
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A RIS

535929 Fr1zncunrE [

TOtAR

Configuration

X

system shutdown

il

> system shutdown

—

T34 20 CLl DEFE

HaE

IN—
Tav

B

HTTPS ZERH &

6.3

BAE, VAT LE L BITRIIENDE T 74 /L FO HTTPS +— N 7 LF o ¥ L33
FETHIRNINE T, N—=Ya 63127 v 77 L— KT DRICAERSNZT 7 41
NEHEZ T 7T A4 T U AREH L W A4, FEAERRIICER SNz L&D
20 FERLICHIMROINL E 72 0 £, T 7 40 b D HTTPS — SGEHEEZHH L T 58
By VAT AIE O EEZ TH T AEEA R L TV ET,

H LW 72> CLI 2~ K : show http-cert-expire date, system
renew-http-cert

PR—=bINDT Ty b7+ —L  PWEFMC, 7000 35 X TN 8000 2V — R F /34 X

773y 7 CLla~wy
R®D system

lockdown-sensor ¥/«

BT A,

6.3

27 Z 3w 27 CLI @ system lockown-sensor =1~ >~ K%, system lockdown (ZZ5 % &3 %
L7z,
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