BRAAN

UUFDREy 7 T, RBAALRY FEBRIETZHEICOWTHALET,
cBAARY MZOWNT (13—
RAAR FDOFRR (2 2=Y)
BAALNR FDOT—7 TE— =Y (23 =)
RAAR DY yTHR—K (46 X—)
RAA N FOFEHEROE R (49 X—2)
BAANRY NDONRT p—v R T T TDOFRF (51 X—)
BAALNR S TTTOERR (58 8—)

MZDWT

Firepower ¥ A7 LlE, A & ZOT —X OR[ Mk, BEHME, 3 X OBEMEICEET 5 AR
WDHDNT T 4y I BRNNEID, Xy NT—V HE=XTHDIELHET, FEk
Fy NU—27 BT A NIEBRIRT A AERET L E, BEOHDLT /T4 8T 4 ZHI
ELTHRy NT—7 2BIBT 5y eRETEXET, ZOTVATAIIE, WBENFIEL
IESERT I AT oA NERBRTDHOIMEHTELNL OO AT = xAm&Diﬁo

VAT DT BERRBAZRET D2 ERAAL R R (FWHEET MIPS A~ b EFRTH
HZELHYVET) HAERLET, ZHUT, =7 AT A FORM, K, A7 BIUK
Bz —7y MIBT 23 7TH A MEROT =2 T, N7y FR—=ZADA X D
Ba. ANV e R H—L LTHER LAYy hoabv—bitekShvEd, BERT A
A%, Firepower Management Center (21 X M & EfELET, 22T, BT —F MR L

Xy NU—=27 Ty MIAHT 2B EZIMRICHERE TS £7,

BB T A A% A TA 0 AL v F R, £E3V—T v RORAT AT L L LTRERT
HTEHTEET, ZHICRY, ARE LR LAy b Fay PSRBT 28957
WA RAERETEET,

BARY roEE I}



B a1~ rozs

RAAANY FORT

BAIRY 0% |

ARXR—b 54t | RHEDSAEVR|HR—LENET | R—rENB K| 7HER

VR N R ALY (Access)

I st & (Any) £ (Any) Admin/Intrusion
Admin

BAANRY ME, Ry FU—27 ¥ X2 VT (ST DEBNH D0 E ) 2T 57210k

% Lij‘o

PIEIORAA R P Ea—if, R=JIZT 7R THEOIFEHTEZUV—7 7o —I2 k> TH
BRVET, 1D EDORIAF T X=D AL DT =T Ea— BRI T
oy R Ea—%58t, BEEFLT—7 70— 1o%FEHT50, MAOT—27 7a—%Ek
T&FET, DAX LTINS~ T7n—aF Rt 52 b TEEd, i,
BAAXR NEEDDHENTEET,

KEDOIPT RUVANREENTWDIRET, [IP7 KL ADfER (Resolve IP Addresses) |1 N>
M Ea—REVADTRoTNDHE, ARV Ea—DORERVBELRDIGAEVRH Y £7°,

VIVF RAAL VREBBRETITE. BEO AL VB RNAL DT —H 2R RTHIENTE
4, i~V D RAALEFRIIRB AL VDT —F2HEZR_RTHZLIXTEER A,

FIE

AT w71 [Analysis] > [Intrusions] > [Events] 2% L F 97,
AFw T2 ROBIRKERH Y £,

o RFFRIREDH OFFIE - BRI O ZHOHIUAE S T, A X2 b B = —ORFHFEIH 2 % L £

j—o

U — 0 7u—DEHE AR DT —T N Ea—RNEENRWIAZ LT —7 70—

ZHEHLTWDIGE, V=270 —0% A M ORIZHD [(V—7 7r—0DHI0 i R)
((switchworkflow)) 1227 U v 27 LT, Y AT AREO T —27 7o —D WPz @ik L
e

« HFD 1 BoRT DR EDHTIZEB WD TEERRAAL R MO 5121, ALY T —

7 7u—0fER 24 X—2) ZZRLTIIZSN,

c ARV NOHIBR 1 T—H2RX—=ANHA XY NEHIBRT DL, [HIFR (Delete) 1227V v

JLTERRLTNWD Ry hOA XY NEHIERT 2200, [TXTHIBR (Delete All) | % 7
Uy Z7 LTURNSGERIR LNy hOTRTOA XY FEHIFRLET,

CEREHD~— 7 BT D BAA N MIERE D~ — 7 AT DI, ZFAA R

MR L LTy—2 (17T<—Y) 2R TIEIN,

c BEET — X DR D RAA N MIBEM T e EE T — 2 2R T DR, RAAN

v b EBEMT ST — 2 0FR (17 X—) 2ZRLTIIZSN,

B EA R Lok
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| BAARY bR

a1y rozs—nrizont i

cHNEDFR AL N 74— K =) ORI TT =T NVDHT LD
NEZFRLET,

EENEY D
fRAANRN kX b BEa—DffEH (28 X—)

BAAREFED T 4—ILKIZDINT

VAT ML, BERRMBANERET D EREAAL R MEAERLET, ZNE, =7 A7 B A b
O A, B, 247 BLXOKBLEZOX—Fy MIBET L a0 TFA MEROT —H T
T RXTF Y FR=ADARY FDFE, ARV NI —E L THERALE Yy hOabE—
bLitsksnEd,

BAA X2 b T—=2E [0 (Analysis) ] b>[Z A (Intrusions) ]>[A <>k (Events) ] T
Firepower Management Center Web A > % —7 = A4 A CICHR/RTEET, E3MBY — L& ff
L CTHERARID syslog A v =V DEFED 7 4 —/V RInHT—X %2 v b LET, Syslog
D7 4=V RIZTOY A MIRENET, FEDsyslogns U A b I TNRWT £ —/L R,
syslog A v =Y CIMEHARETE ¥ A,

BAANRY MERBRT DL X1, HROA Xy FTHRAFRERERIZ. AT AR, 7
., PO LTARV MR LN Lo THRRDZZEICEELTLEZ N, 22
WX, B kSN T 7 4 v 7 TR Y H—=ENTRBAA X2 M2 A TLS/SSL 1 # % & AT
WET,

GE)

BRAAANRT b

Firepower Management Center ® Web 1 > ¥ —7 = A ADRAA RV vDT—T )b B a—D—
EOT 4=/ RIET 74V N TEDZR>TWET, By a Pz 7 =V REEIICT S
Wi, BRBHIFIZIEE L TG, [#ED5 (Disabled Columns) | D FDSI&E 7 U v 7 L%
—g—o

J4—IL K

[72+t X 2> ka—)L KR >— (Access Control Policy) 1 (syslog : ACPolicy)

AN NEERLTERAV—, TV TFaty P —b FET a—F =B HENT 2>
TWDIRARY —ICBEFT O TWET 78R ar ha—)L R v—,

TOEX a3 rca—J)LIL—)L

ARV RNEERLTERBANV—VERRH LT 78X a3 ha— A b—), [T 74NV NT 7V
v a3 (DefaultAction) ] 1%, L— A BEILENTVWBRARY —RNEEDT 7 A 3
fE— L —NZBEMSIT N TE LT, bV, 778X ar br—A K)o —DF 7+
NET 7 arE LTRESNTVWSZEZRLTVET,

WOBE . ZDT 4 —)L RiXz2iz2 v £,

grAs~v ot W
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BALRY rEE |

o [BEMHT O NToV— e UIT 7 4V R T 7 v a 72 L (Noassociated rule/defaultaction) ] :
BAL AR a N7 7®A ay ha—)L )L—LIZb T 74V K T 73 a2
TSN THWRWER, T2e2iE "7y FBRT 74V FORARY & —IZ & - TH
SN ERETT,

o [BEATIT BTV B8R A X2 72 L (No associated connection event) ]: &> 3 /12
FER SN A X PR T —FR—=ZAMBHEEINTWBEEES, 728 2R, Bia <
MIBAALR FED EEWE — F—R_R—NH LS5 T,

[7 74— 3> 7A kaJL (Application Protocol) ] (syslog : ApplicationProtocol)

(EHATRER S BAANR 2 NI A= LU HEALEZ N 7 0 v 7 THREENZA A b
MowEsrRS., 77V r—> 3> Fu hajl,

TF)—arvJaral ATI)EEU4AR S (Application Protocol Category and Tag)
TV = a  OWREEZ BT 2 DIZKNLD, 77— a v ORHEZ R LT,

F7TUr—a>r®1) X% (Application Risk)

BAAXR N NI H =L N T 74y TRISNEZT 77—y 3 VICBEMT ST
LY A7, [FEFEICEV (VeryHigh) 1. [# (High) 1. [*F (Medium) ]. [{& (Low) ]. BLO
[FEEITIRVY (Very Low) ], #i CRIHEND T TV r—va DA 7L ICBEET LU A
IRBHVET, ZOT7 44— RiE, EN6DI2bRbEWI AT 2R RLET,

ECRRXEDEEM (Business Relevance)

BAANX N NI H—LTE T 740y 7 TRIHESNTZT 7 r—32 g VICEERMT ST
HETUFRALOMEM, [FEFIZEV (Very High) 1. [ (High) 1. [*F (Medium) ], [1K
(Low) 1. BLUOPBEFIZMEVY (VeryLow) |, #ft CRIHESND T 7V r—v a0 A4 72
CICEET AR AL OBEENRH Y T, ZOT7 40—V RiX, TAHD ) LigbEKy (B
HEDNRBIRY) bOERRLET,

[5>%8 (Classification) ] (syslog : Classification)
AR N EER LT V—LN BT D58,
TRAA N MM ATREZR D Y X P 2SR L TS 7EE 0,

TDOT 4=V RERRFETDHLE XX, FRTDHARU MEAR LIV —IVONEREE AT D
M DHRAERIFRHOT R TCTERIT—HEZANDLET, o, EF. LAl TRIEEHADO 2
PYEEID YR N EANT LIS TEET, KRS, WAZLGEEBENMLISE, T4
ATEITAOT R TERLITHEHEH L THRET L TEET,

[254 7>k (Client) ] (syslog : Client)

(FERARERES) BAA R "2 N H—L L THRALEZ N 7 4 v 7 ThEEhE-E=4
KEDRA SN TEITENTNDY 7 b =T %2RT, VI9AT N T TV r— g,

B AR OB
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95472k ATTVELU4ES (Client Category and Tag)
TV = a OB E BT D DN, T r—3a ORI A R,

A 2 \—% (Count)

BATICR RSN DIHRE BT 24X FOEL, U b (Count) 17 14—/ Rik, oD
Fl—AITHER SN AHIBEEZEA L7 TOAFRRIND I EICERELTLLEIY, 207 41—
NV RIIMRBETEERA,

%E{E% D KME (Destination Continent)

BAA X2 MZBET B2 {58 X O KEE,

%{E%DE (Destination Country)
RAA R MBS 2258 A FOE,

[58%c IP (Destination IP) ] (syslog : DstIP)
RAA Ry MBI BRAF R A R AR5 1P 7 KL,

[585£7R— F/ICMP 21— K (Destination Port/ICMP Code) 1 (syslog : DstPort. ICMPCode)

NT7 7490 5%ETHHRARNDR—FES, ICMP b7 7 4 v 7 OBEIT. R— FEZNR
W=, ZDT7 4 —/L RIZIXICMP 21— RBFERENFE T,

585 1—+4 (Destination User)
SRS A Mor /A v LTV BBEHO 2 —F O a—+ D,

Device
TR arybo— R —NEMINZEIGSRT A A,

AH VEERETIX, 774~ Y TAALREEDZY TAL RE, Blx DT A A TH
HPDEINTREAAN FELVR— R T5Z LICERBELTIEZN,

kA4 > (Domain)
RAZR L2734 2D KA A >, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[HAA % —T 4R (Egress Interface) ] (syslog : Egressinterface)

AN RV H—E LTHERLEARNYy OO =T A R, Ny T A F—T =
AADEE, ZOA U E—T 2 A ZADFNNIATISNER A,

grAs~v ot W



BAIRY 0% |
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[HA+EF21) T« Y—> (Egress Security Zone) ]: (syslog : EgressZone)

ARV ENERNIAT—L LTHERALE Yy boiieEX=2 )7 40 V—r, RNy U TREAREKET
F. 20X VT4 V=0 D7 4= RIZFIATIShEREA,

BFA—ILDHFTT 74 )L (Email Attachments)

[MIME = > 7 >/ - fi[5] (MIME Content-Disposition) ] it L 2> 5 BitfF X7z MIME ¥+~ 7
ANGe W7 7 ANDLAHTEZRRT 5121, SMTP 77U 7't v # 0 [MIME it 7 7 A /v
4w (Log MIME Attachment Names) |4 7' a VBT HAMERH Y £9°, BEOIR
7 7 ANABIR— R SnET,

BEFA—ILD~ Y S — (Email Headers)

DT 4= FIEHRHET 4 — FEATT,

BFA—NDNy X —=DLERF LT — 4,

BT A—ND~y =% SMTP 77 4 v 7 DIRAA S | EBEA T DI21%, SMTP 7' 7

ntytho [~y & —nrs (LogHeaders) | 47 a v ZHMNITHLERDHY £,

A—)L%2{E% (Email Recipient)

SMTPRCPTTO 21~ R LHEGSNIZE T A—NZEEDT RLVA, ZO7 4—)L NOfE%

FRTHIZIE, SMTP ') Pt oD [ZEET KL Adr Y (LogToAddresses) |4 7T =

VEAMNITHLERHY T, HEOZEET RLARYR— I Ed,

A —)Li%1EZE (Email Sender)

SMTP MAIL FROM =2~ RO EG SN E T A —LVEEEDT KL A, ZO7 44—V FD

EEFRTHITIE, SMTP 7'V kv Ho [XM5ET KL Aadru Z (Log From Address) |4

Ta v EANCTHLERDY £T, HEOEEET NLABRYR— I ET,

1k L—% (Generator)

AR MEERLEZayR—3 b,

ROBAAXR S 74—/ FICEATHHEROSELTIZS Y, [GID], [AyE—Y
(Message) 1. 5 LU [Snort ID]

GID (syslog D)

VxRl —FID, A XM EARLEZaVYAR—FR D ID,

WDBRAAR N T 4=V RIZETAEHRBSZHL T EEN, [Pk b —F (Generator) ],

[AvE—Y (Message) ]. 3 XU [Snort ID]

HTTP 7R X +4 (HTTP Hostname)

HTTP ERDOARZ FAH L OEESNIZARA M (FFETDHHE) o BERAAY » MR A b
ZNEICEENTVDIDIT TRV Z SICEFE L TLEE Y,

B EA R Lok
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WAL EHTTP 2 747 b T 7 4 v 7 DRAA RS N EBEM T 5121%, HTTP i 7
V7aty¥d[FA NGO (LogHeaders) | A7 a Y EHMITHMENRDH D 77,

F =T Ea—T, ZOHIZIE, BUGENTZHR A N ORAIID 50 LFENFRSNET, KA
N DEWESL DRRTRTICHRA 2 eGbE D L K256 31 M ETORERARERRT H
TEMNTEET, Fo, ®K25631 PETORELRKRA N ENry b Ea—ICHERTH
EHTEET,

[HTTP [5Z& 33— F (HTTP Response Code) ] (syslog : HTTPResponse)

AR N Y A= LTk E2 M LY 74 7> b HTTP EsRIIGE L TAE S b HTTP
AT —HA a— R,

HTTP URI

(FET2HE) BAAXC b2 MY H—E U THEHALUZHTTPER N7 » MCEEMIT B
72raw URI, R X7 v MZURIDBEIZEENTWVE DT TIEERNI EIZEELTLEEN,

URIZHTTP 7 AT > 8 T 7 4 v 7 DIRBAA X b EBEMT 2121, HTTP AT Y 7
ot vHPD[URIOEZ (LogURD |47 Y a rEHNCTIHLERHY £3,

HTTPIGEIC L > TR U =& LT SNIRAA > b OBJE# HTTP URI 2 2 M9~ 25 121,
[MHFDOR— M TORA MY —AFHEKRDOFEIT (Perform Stream Reassembly on Both Ports) |4~
v a VZHTTP Y —A_"DOR— M ERET DLENH Y £, 2720, ZhiZkv, FF74y
2DV TR TAMOY Y = ZABRBHEMNT 5 Z LICEE L T EEN,

ZOFNTIE, BUSENTZ URI DFRAIO 50 SLFERFRENE T, A URI DFRTSITRA
BrBbEbe, K248 14 FETOREEZ URIZFRTHILENTEET, £, &K
2048 NA NETOERRURI 2Ny b Ba—{lRRTHILEHTEET,

22 (Impact)

DT 4=V ROFEL~IUE, BRAT =2, Xy MU—7 BT —2 MesatkiEd & ok
ZRLET,

DT 44—V RERBRTHL XL, HET A a2 OaFEITOESEEELLNWTLE
Sy, 728 21X, blue., level 1, F/HIT 0 2HALARNWTL XN, A&7 K LFE /N
FERXBLZARVEZRD EBY T,

* Impact 0, Impact Level 0
* Impact 1, Impact Level 1
* Impact 2, Impact Level 2
* Impact 3. Impact Level 3
* Impact 4, Impact Level 4
NetFlow 7 — % /b xRy b U —2 = v FITBEMS 2R A MERRER AR —T 1 7 &

AT LADOERIZRNDO T, VAT AT, ZNHDOHRA MUEATHRERAAL NS MOxF L 72
(A7 B LrULl i R) AR LRV EENYTHZENRTEERA, DL RY

BARY roEE I}
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BAIRY 0% |

HlF. RAMANIEELZFHALT, RAMOFNL—F 4 7 AT AID ZFEHTHRELE
j—o

AHNA B —T x4 X (Syslog : Ingressinterface)

AN FE RV —E LTHERLEART Yy FOANA =T =2 R, Ny T A F—T =
A ADBFE, ZDA LB —T 2 ZADFNEIFICATENET,

[AAEF 21T« Y—2 (Ingress Security Zone) ]: (syslog : IngressZone)

AR NI A= L THERALE Yy OATIEF 2T 4 V=V FRIT b V—
Yo NyVTREHRETIE, 20otXa VT V—r 74— L REFICATSNET,

[41 >S54 %52 (Inline Result) 1 (syslog : InlineResult)

U—r7u—¢t5—7 Ea—TX, 207 4 =L RIZIEROWTNLRFRRINE T,

R1:7—49270—Ea—brF—TNLNEa—D[MA254 %R (InlineResult) ] 7 4 —IL FORE

= =10
B TR =% NI H—E L THERALE RNy BV AT AN Ry LEL
7=

7 L—D TR [>T A4 UFFZ R w7 (Drop when Inline) 1BARY > —F T3
oAU T VBHERER) AN LIS, IRV AT AR T L —
=7 LTSI [Fry 7 LTA R T*%_"EE}Z'TZD (Drop and
Generate) |/V— A XU MEERLTEGE, PSRNy Mo Ry
Tl ERLET

TAarL (28 | M) H—=ENFA— LT[Ry 7 LTA Xy F&4T %5 (Drop and
H) Generate Events) ] IZEXE SNV TWERFATL

Ny TRETIE, BARY =0/ —LOIREERA T4 > Fu v TEHEICEZR RS, AV
FGAL AV E—T 2 A ANRE TS T— ROFEEZED T, VAT LI ry heRay 7L
FH A,

ZDT 4=V RERKT D LEEFE, ROVTIrE AT LET,

sdropped : N7 v A U TA VBRI TNy M Re vy ST HNE I N ERELE
—g—

*would have dropped: 1 7 A YRR T/\7 > & Ny 75K IITRARY
VeRREINTWAHREIL, Xy M Rry P T 08I EHELET

BAKY —

AR NEERLIZBAL—L, TV TatyWd —)b, FEFTa—F L— LB E
NTFEBAR) Y —, TR aryra—LR)—DFT 73V E T 7 are LTREARY

B EA R Lok
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grrrvr 71—t B

V—HEIRT L, TI/ERA ar hr— )L =L ERARY —EBEAT S 2 ENTEE
j—o

10C (syslog : NumlOC)

BAAR P NI LTHEHALEZNT 70 v 70, BRICBRT AR R MR B1EA
DIEHF (10C) & FY H—E L THERLENE 9D,

DT 44—V REMRET DHE XL, triggered 7ol n/a ZHRELET,

[Avt— (Message) ] (syslog: A v t&—)

AR NEFATETFIXA N, AR —ZADEAAL R NOBEES, A X N AvE—UF
N—NANLEREENET, Ta—F_XR=2BLO07) 7oty =201 X F DAL,
AR Ay—UEFN—FK a—FT 4 T ENTWET,

VxRl —HZEBXWSnortID (GID & SID) & SID XN—Y g v (ME]) 1E0 vy = THARZE =R

VX 0BT TE A v =TV OKREIINENE T (GID:SID:version) , #i :
(1:36330:2),

[MPLS 5 ~ /L (MPLS Label) ] (syslog : MPLS_Label)

BAAR N2 NI =Ly hEBEEMTON TR AT T hal TL AA v
F T T,

[y FT—4 98K >— (Network Analysis Policy) 1 (syslog : NAPPolicy)
AR FOERICBEEM T O TWD Ry hU—=2GHR ) — (HDHE) .

DT 4 —)L RIZit, BB ENT- URI ORI 50 TFERFRINET, EW URI ORI
WCRA VB REhbED L, HRK2048 XA FETORERURIZR R THIENTEET, £
72, K2048 XA FETORERURIZ/7r v b Ba—{lf -T2 L TEET,

93472 b®DF) PFILIP (Original Client IP)

X-Forwarded-For (XFF) . True-Client-IP, E£7213 7 A% AEFED HTTP ~v X —MLEE S
7=, DI 74T MIPT KL A,

ZDT7 4=V ROMEEFRTDHITIE, Xy NIV TRV o —THTTP 7'V 7Yut v¥ [
DI FAT > NPT RUADOHIH (Extract Original Client IP Address) | 47> a > ZH T
LMENHY EF, A7 a T, Xy NT—JfFTFRY) U —DRLETY 7T, HK62ODH
ABNTTAT U RIPRHLEREL, VAT LN [Z AT bOAY 2 F /L IP (Original
ClientIP) 1A X2 N 7 4 —/b ROMEZ R T HEHNE 2R E L ET,

(25 (Priority) ] (syslog : Priority)

Cisco Talos Intelligence Group (Talos) THEE IAL7A X2 M OEIEEE, MBI, priority

F—U— FOEEIZ classtype F¥— U — FOEIZE S LET, ZDOMOEEAA X bD:

B TTAFT VT IEZT a—FEREF T Ty Lo TRESNET, AZRMEIL. [&
(high) 1. [F (medium) ]. BELU[HE (low) ] TT,

BARY roEE I}
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% 2: Snort ID 12 3R B

BAIRY 0% |

[ZO k3L (Protocol) ] (syslog : Protocol)

Firepower Management Center ® Web A > % —7 = A A T{E, ZD7 4 —/V FIIHET 41—/
HHTY,

http://www.iana.org/assignments/protocol-numbers ([ —E R R I TW5H, HERTHEHAT L N7
AR—F 70 FIVDOARTEITE S, UL, BEILE L OSSR — MICMP D51 & BEe]
Joniere hacd,

#:2%& (Reviewed By)

AR NEFER L2 —FOLRT, D7 4 —/)V REZHEKTHL XL, unreviewed & A /19
HE, FEFEHERENLTWRWVWANRNY NERBETEET,

Revision (syslog D #)
AR FOEBITHERESNTZBELDAA—V a2,

ROBAAXR N7 4 =)L FICETLHERBSBRLTIZSV, [V b —4 (Generator) ],
[GID], [#A vE&— (Message) ]. [SID]. ¥4 T [SnortID]

[E¥a2)T 4 a2FTFX b (Security Context) ] (syslog : Context)
N7 4w 7PN ER LT T 7 AT T — N I N—T 5T DA BT =2, VAT KN
DT 4 =)V RIZT—=HEBRETHDIE., ~/LF a7 F A T— KD ASA FirePOWER 727
<7,
SID (syslog D)
AR FEAER LT L—LDBEL ID (SnortID & BV 9)
WOBAAR N7 40—V RIZEATLAHEHROSZRLTEE N, [V —% (Generator) ],
[GID], [#A v E—Y (Message) ]. [2XE] (Revision) ], 35 XU [Snort ID]
Snort ID
ZDT 4=V RIIMRET 4 —/V REHTT,
(syslog 7 4 —/L RIZOWTiX, SID ZZHL TS 7E30, )

BREFEITT IS A FEAERLENL—LD (SnortIDSID) &##5ET A0, 7S a
T, V= LOEEY 2% —#%1ID (GID) BXOSID#fFELEd, ZZTC. GIDHBLSID
Tanmy () TRUILI., GID:SID ORI Y £, ROBROEEDEELIEETE £,

]

1

BH—@ SID

10000

SID D #ipH

10000-11000

B EA R Lok
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fie 1

SID kY R&Ew >10000
SID L1 I >=10000
SID Aif <10000
SID LA <=10000

SID o <XgH U R b

10000,11000,12000

H— GID:SID DAL ot

1:10000

GID:SID OfAEEDOa L ~Xg Y U A K

1:10000,1:11000,1:12000

SID 3 XUV GID:SID DA HED 2~ XYY U & K

10000,1:11000,12000

FRLTWNDEA X RO SID B [A vE—Y (Message) | FNCFRA~INE T, FEMIZONT
X, ZOHD [AvyE— (Message) ] 7 4 —/V FIZOWTOHBHAZZL T TZE0,

Y —ZXMDKEE (Source Continent)

RAA XY MIBEHET 2XER A N0 H HKEE,

Y —AXME (Source Country)
RAA XY MIBEET 2XERA FOH 5 [E,

[#/E5T IP (Source IP) ] (syslog : SrclP)
AL~ MBI 2 %(E R 2 MERT 2 TP 7 FL 2,

[E{ETTAR— RICMP 2 1 7 (Source Port/ICMP Type) ] (syslog : SrcPort, ICMPType)
HETLHRA RDR— FEF, ICMP N7 7 ¢ v 7 DFEIE, A— FEZRRND, D7 41—
JU RIZIZICMP # A T3 ERR S IET,

[E{ET1—Y (Source User) ] (syslog : User)

EEILARRA M /A4 v LTWABEED 2 —F D2 —H ID,

SSL Actual Action (Syslog: SSLActualAction)

In the Firepower Management Center web interface, this field is a search field only.
VAT AR SEENTE N T T 4 v ZIZHEA LT 7 va v,
Jay /)ty MEEITBO VY (Block/Block with reset)

Tu oy ShleE e g e £ LET,

BARY roEE I}
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5 (BE4) (Decrypt (Resign)) |
HEAT— NGEHELHEH L CES SN RESEREZ R LET,
[BE (F—DX#) (Decrypt (Replace Key)) |

BEEHZONTARF—L BOBEA T — FEHELZ AN L Tl b SN R EBE R L
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BAANR DOy P E2—NT, ANV 2 M= LUTHER L L— IS5 LT
DT 7varERFITTEET, AXVEIR, ATV r F—b, Ta—F FiE7Y
Tat yFICESNTNAGEEE, LA EFEHTERNT LIZEELTEEN,

FIE

ATV TN BANL—=IC K> THERENTZBAAL R Oy b Ea—KNT, [4X0 MEHR (Event
Information) |27 > a > ®D[7 7 a2 (Actions) | ZEB L £,

ATYT2 WOBREENH Y 7,

e I AU EYET F R K L—)L AR hDEA, b=/ 2 A2 b (Rule Comment) | %
Vo7 LT ANV EEARLIZLV—WZTHF AN a A MEBMLET, ZHITE
D, L—o, BESNIZZZ AT A FELEFRY —EKICET a0 732 B X
MESRAIRETEXET, S5, BAL—ILTF 4 X TL—LDa A hOBMB L 0FE
IREATH Z L TEET,

WY [ DON— L EERCT S . (Disablethisrule...) %7 VU v 27 LT, Jb—/L &%)
[ =

ZDANRY FPFERET XA N — M Ko TER S NTZEA IR, HEIZSE TOL— L& R
N TEET, B— WL THRETE LT RTORY =l — L E2RETEET, £/
T, BEORY) —%2u—h LV TRETE BB, BEORY — (0F0, A~ b
EAER LR =) ORIINV—IVERETHZILHLTEET,

BEOR) —F 7 g id, BHIEORY) O —42RETEIEAICORFREND Z LT
HEEL TSN, 2z, WAX LR V—aRETEETN, VAT LANEMT S
FI7 4R R —IIRETE EEA,

B BA(~Y DR



| BAARY bR

Kyt Ea—ncorAL—LoiE [

GE) Ty bbEa—0oEFGF TVl MIL—AEERILZY, T4 FOR
U —TNL— LI LT THZLIXTEEREA,

Ny hDORR YT [ZON—NERELT RN A= 37y e Ra vy 7. (Setthisrule
to drop the triggering packet...) 1% 27 U > 27 LT, I H—F27y M ey 74 5/1—
NERELET,

FHART NAARR Yy NU—T ETA T4 VEBHESNTWDIGAE, /X &2 MY
H—=e L THALIEV—VEREL T, B— ANV TRETEDLTXTORY —TL—/L
ERNIH—F27y b ey 7 TEET, £id, BEORY —&n—h/L Ttk
TEXLH5AIE. BEORY v— (DFED, ARV MEARLIERY v—) ORIV —/L %
RETHZEHLTEET,

BEOR) —FT7va it BEORY) U —%2RETELIHAICOARFERIND Z LT
HEELTLLEIW, LExiE, PAF LR U—ERETITETR, VAT LANREMETS
FIZFN D R —IIRETEEEAL, ZOF T a I [(A v IArOEE ke y 7
(Drop when Inline) | BEAEDR Y o —THIMNIR > TV ILGAEDAHFERIND Z & ITHE
BLTIEEN,

fte « BEHET X 2 h L— L A XY MDA, e (Bdit) 227 Vv 7 LT, AXV hE
R LIV NV ERELET, /XU IR, HEAFT V= P—, Ta—&, £720%
TV T at vy IESONTWDLEAIL, V= EFEHTEEEA,

GE) VAT AKX TRt I (W AH LMEHET XA FL— /L TiERW) L—)L%
WET DA, FERIQTEHO =L L— L 2B L T\ Z &) £,
0=V — NV EREL T, AXV hEERL, BHEORARY > —Trrd/L—
NWEBNZL TND Z EEHER LTS ESV, 2EL, T 74V OKRY —D
2— IV L— VFENCTERNZ LICERELTLESN,

AR NOER : [ZON—VERTE L TA X2 h&EARK... (Setthisruleto generate events...) ]
7 Vw7 LT, ARV MEERT DNL— NV ERELET,

ZDA Ry FHPERET X R R L— U Ko TAERSNEZEAIEL, VL ERELT, B—
ANV THRETELTRTORY) V—TA R bR TEET, £0%, BEORY v —
Eo—h NV THRETE DHAIE, BUEORY v— (DF D, AU hEAERLERY )
DIHNZN—IVEFEETHEHTEET,

BEORY) =47 ad, BUEORY o —2RETEDLEBICORETREND Z LT

HEELTLEESY, FEzE, WAZLAR) V—2RETEETRN, VAT LANHEMT S

F7 )N R —IIRETEETA,

G HEFT7P2I P A—ATTy b Ba—D0bA XU NEAKRLIEZY, T 74
JLE R —T— L EENILT-DVTEZLIXTEERE A,

WA T a L ORE Ny N Ea—RNTOMEA > a roE 37 5—Y) Ofi
BIZHE-> T, [HflA 7> 2 > DFKE (Set Suppression Options) | Z B L. HfT LET,

IO TvarEMHALT, B— AN THRETEEZTRTORY —T, ZOALX %
M) H—E LU TER L= 2RI CEET, 203, HEDORY —% o — /)L T

BARY roEE I}



B orea—moolznErivavoss

BAIRY 0% |

ETEXHEEEF. BIEORY v— (DFED, ARV IEEKR LAY =) OHRTIL—/L
T AL L TEET,
HEORY —F 7V g it BIEORY) —a2ETELRBFICORFIREND Z LI
HEELTLEIW, I2E20E, WAZ LR U—%fRETEETE, VRAangldsr5
T4 R —IRETEET A,

LEVMEA 72 a v OFRE : N7y b BEa—NTOLEWMELS TV a v ORE (36 3X—

D) OFHBICHES T, [LEVWEA TS 9 o Df%E (Set Thresholding Options) ] % B L.

AT L £

ZOATvarEHEALT, R=AVTHRETELTATORY —Th, Zh& RV

H—L L THEHALEZL—LOLEWMEZERTEET, £20T, BIEORY v —%2ua—7
NTCHRETE DHAIT, BIEORY — (0F D, A XV MEERLERY >—) TOR
LEVEZERTHIEHTEET,
BEORY) —F T a it BEOR) V—aRETEX DIFAICDHLEREND Z LT
HEELTLESN, 2ExE, WAX AR U IRETETETN, VAT ANEMET S
F 7V FORARY —IRETE EH A,

F¥=a A FDFER: [FFa A2 FDFKR (View Documentation) | %27 Vw7 LT, A

NP EER LTIV — VOB ZHER L E T, RIZ, REUILCTPL—b RFa X
7—3 = (Rule Documentation) | %7 U v 27 LT, L—/LOiEfMEFRRLET,

Ny FEa—KHNTOLEWMEA T a3 DETE

AYX—hk T4t | HEDSFAEVR|HR—FENET | HHR—bENBK|7OEX

VR N R ALY (Access)

174 PR L& (Any) L& (Any) Admin/Intrusion
Admin

BAANR DRy FEa—TLEWVMEST Y a v ERETHIEICE-T, b—1T kI
REORGE & & HIZERSNDA XY hOFEHIFEITEET, B— IV TRETEXHTITO
RYv—i2, FEr— IV TRETELHRITHEDORY — (DFV, A MEARL

72AR Y v—) DI,

FIE

ATy T

LEVMEA 7> a %

RECTEET,

Information) | £ v a > ®D[7 7 a2 (Actions) | ZEH L £,
AT9 T2 [LEVMEA T > 3 D% E (SetThresholding Options) [ Z R L, D2 O AT =
UG 1 OEENLET,

« TWEDR!) — (in the current policy)

c A—HILTHER ST RXTDR — (in all locally created policies)

B EA R Lok

BANV—IAZ X S TERESNTRAAL X Oy b BEa—NT, [4X0 Ml (Event



| BAARY bR

Ky bk Ea—meomitr7vasoge |

BAEORY —F 7> g 0%, BIEORY o —EHETXAEAITOLFIREN
FI, LA, DAFX AR —IRETEETH, VAT LAREMT LT
T4 R —IIRETEEE A,

6=3)

RETHLEVEDOZ A FE2BINLET,
A S ICHE LA RN b A U AZ L ADOBITHIBRT B 85AE. [HIFR (limit) ]
Vv LET,
cHIFZLITHE LAY M AV AZ APUTET DT NTEHZAT O AL, [LEW
& (threshold) 1% 27 U v 27 LET,

HRESNTAR D A AZ U ZABITELEEZ T, Hf S0 1 BIFommalT o %6
X, [M5 (Both) 127U v 27 LET,

ATvT3

HMTDEA T ar RE BT v LT, ARV N A UAK AR [£1E5C (Source) ] 1P
7 RL AL 565 (Destination) JIP 7 KL 2D EL 5 TBMT 2024 ELE7,

(77 (Count) 1 74—/ RNIZ, LEVMEE LTHEPT 24X b A A2 208 A A
JILET,

[# (Seconds) ] 7 4 —/V RIZ, A XU b AV AX U A& BT 28I ZEET 28 (1~
86400) # AL ET,

BEFORARY > —TZONA—VOBRED LEVMEEZ A — =T 4 RTDHAIE, [ZDL—
VOB DR E % A —/N—F 4 K9 % (Override any existing settings for thisrule) | F = > 7 R >
JAEA N LET,

[LEVMEDORSFE (Save Thresholding) %727 U v 7 LET,

RTvT4

ATy TH

ATvT6

ATy 17

ATvT8

NTry f Ea—RATOMHEA T 3 VDERE
AYX— bk T4t (HEDSAEUR|YR—FENBT|HR—FSEK|7OERX
R N R A (Access)
174 PR & (Any) L& (Any) Admin/Intrusion
Admin

AT a v BFEALT, BAMRVRE2EEOT, FHEFETIP 7 LA 3565
IP7 RLAIZESHNTIHITEES, o— DL THRETXLTRTORY > —THHA 7> 3
VEBRETEET, FE, BEORY U —2u— WL TRETE 2581, BEORY v—
(DFED, ARVIEAERLIERY =) ORTIHIAT > a v EZFETHEHLTEET,

FIE

ATYT1 BANV—NZE S TEREINTBAL R FORry b Ea—WNT, [fX2 MEHR (Event
Information) |27 v a > ®D[7 7 3 (Actions) | ZEH L £,

BARY roEE I}



BAIRY 0% |
B oo—sEsoo—nr

ATY T2 ilA 7> a OfE (Set Suppression Options) | ZJEBI L. KD 2 >OFR AT a >
b1 D& FERLET,

« TWEDR) — (in the current policy)
s O—AIITHEREIN=FTRTDR Z— (in all locally created policies)

GE) BEORY > —F 7 aid, BIEORY O — 5 RETX A HESIZOLERINTE
T, 72l xiE, HAF LR U—EFETEEIN, YRAanE 4257 40 b
AU —IImETETETA,

RAT9 T3 ROWTINO BEFE (Track By) | 47> a U EERLET,
HEELTCEEILIP 7 RLANLEEINDNNT v ML o TEMRSID A X k& il
THEAE, [BHE7C (Source) 1227V w7 LET,
cHEE LTS IP T RLRIZHEESNDH Ty M Lo TER SN D A X2 N &l 5
WAL, [#a5 (Destination) 1227V v 7 L¥7,
« ZDANRY " MU H =L —LDA R S EERICIEIT 5581, b—/L (Rule) ]
7 Vv LET,

ATw T4 [IP7 FL A (IPaddress) ] £7-1%[CIDR 7' 7 v~ (CIDRblock) ] 7 4 —/L FiZ, #ExE/-
I35 IP T RV AL LTHRETDHIPT RLAELIFICIDR 7 v 7 /7 V7 4 7 AR AL
i—a_o

ATy T5 [l ORTE (Save Suppression) ] &7 U v 7 LT,

BErEY Y
Firepower ¥ A7 LD IP 7 R L A KA

JL—LEHRDT 1 —ILF

Ny b BEa—7T, [ZLb—2A (Frame) | ORRIZHDHRAIZ 7 ) v 7 LT, Fx 7 F ¥ Ihiz
TU— AT AEREFRLET, Ny P Ea— 3T LA E 3 EE T L — o %
FRTEET, 7L —AZE, HrxDFxy NU—27 07y MIBETAIERNFRINE

T, TeE X, FUHEAT Yy NERITFAER S TCP A NV —AHWNORT7 » FORGE

BEOT7 L —ARERENET,

7 L—JLon (Framen)

Xy T F Y EINTTL—L, nlTH T L —A Sy FOBEAITL, BT L—L Xy D
BAIES 7 L —LFFTTT, 7L—bNDOX ¥ I F v SNE-A M7 L —2F 5123800
SNFET,

BIEHE:RS (Arrival Time)
T L —ANF Y T F v Iz B,

B EA R Lok
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| BAARY bR

DY ] -l PRENS |

Fr TFvEHADTL—LOBERETILAZ (Time delta from previous captured frame)
BT V=0 7y ROBE, IO 7 L—LA0BF ¥ 7 F v S TH 5 ORBIFERL,

KEREHD T L—LOEEMETILZ (Time delta from previous displayed frame)
BT L—2 "y bORE, GO T L— ARFR ST H ORI,

SHELBEIXEE I L—LMSOERM (Time since reference or first frame)
BT L—20 7y ROBA. BHIDT L—LAWNF v 7F ¥ SHTH S OFGEFR,

7 L—LZES (Frame Number)

=7 L—LhE T,

7 L—LE (Frame Length)
T —LADES (A NEAAD

*+ 7F v & (Capture Length)
X FFrENETL—L2DRES (O FHEAL)

T L—ALIE<Y—2 & (Frame is marked)
TL—LN~—7 INTWENE S D (true £7213% false) o

JL—LRA®OZA kaJL (Protocols in frame)
TL—AIZEEND T b3,
BEErEYY

tag ¥—U— K

TCP % F U — LD FHER

T—R)OBIERI 4 —ILE

Ny N Ba—T, 7%V 7@ 7ra banr (& z2iE, [ —% > > b1 (EthernetII) ]
) DRICHLREZ7 U v 7 LT, Ny MIBET 27 —2 Y v @iEResRrLET, i
i, BHETAA MBIUSEEAR A D48 By kD Media Access Control (MAC) 7 KL A7
GENET, N—FU=T7 7 a bR L T, 2y MIET Ao RbFERSND 2 L
BdHYFET,

G¥)

ZOBITIE, A=y b U BRERICOVTHHL TV Z LITERLTIES N, o
Tu baLbRRENDLILEBHY ET,

BARY roEE I}
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BALRY rEE |

B < ro—vEEsoRT

\}

Ry hEa—iIsg—2 Y v I7BTHEHEEINSG e balza L E4, ROU X KTiE, N
o b Ba—TA—P Ry FITEIZIEEERR3 A —H %y b N7y MIOWTHERTE S
THEIZOWTHIA L £,

[#£%:% (Destination) 1]

SEHEAR A RO MAC 7 R LA,

GE)

A —HFFxy ME, 5T FRLALELTEATHFYy A MBI T o — 2y A T KLU AZHH
TAHZIELTEET,

YJ—X (Source)
EEITLARA RO MAC T KL A,

24 7 (Type)

A—=YFy N7y FOBE, A=V 3y F 7 L—ATHTVMEEND 7 b OFESE,
72213, IPVv6 £T-I1ZARP F—4 75 L, ZOHBIFA—Y 2y NI N7y NOBERITDH
FRENDZLICHEBE LTSN,

£ (Length)

IEEES023 4 —H 3y b7y hOBAE, T2 7B hE2EERVry FO =LK (XN
A NHALL) . TOHEBIXIEEE 8023 A —H %y b Xy hOLHEICORFRIND Z LITHE
BLTLLEEN,

v FIT—UBRBDODRT

AY—h T4t HEDSAEUR|YR—FENDET|HHR—FSNDEK|7OERX

~ R INA R A (Access)

B ik £ (Any) & (Any) Admin/Intrusion
Admin

FlE

Ry R Ba—7T, 7y MIxy hI—27@7a han (FEzif, (v ¥—Fv h7m
k=L (Internet Protocol) ) DREIZHDHKHIZZ Y w7 LT, /<7y MIBE#E LRy NU—
7 @D ROFEMIER LR LET,

GE) ZOFITIE., Py MZOWTHHAL TWAZ LICHEELTLZE N, fio7m
B FRENDHZENH D ET,

B AR OB



| BAARY bR
pva oy k7—sEoERT—LE

PdRy FT—ORDEHRT 4 —IL K
AT YU A RNE, IPvd X7y B TEREIND RN H D7 1 b2 /VEFOEFROMRA T,

IN— 3 > (Version)

A B —Fy b7 haron—a KR,

~vw & —F& (Header Length)
TRTCOIPA TV arzeagte, RHLONA ML, A7 a D0 IP A Lo &1 20
R NTT,
ZAeY—EX 7 4 —JL K (Differentiated Services Field)
EE TR A R ORAGEEREE S (ECN) YR — b2 Hik&2 m kO =L — 2 2 D4,
* 0x0 : ECN-Capable Transport (ECT) % ¥ 74— F LEHA
c0x1 BELWox2 : ECT # YR —hLET

* 0x3 : Congestion Experienced (CE)

k—% L& (Total Length)
IPRHLAEZLGINZIP X7y ORI (S MHAD) |

1]

PEETLRA RO EESNDIPTF—4 2T Ak — S0+ 2, ~OEIZFR LT —% 27
TN TITTRA N2 P —RATHDIfHFHEINET,

735% (Flags)

IP 757 AT — g ZHEd 5E,

[t D7 F 7 A2~ (LastFragment) | 7 7 7 OfEIX. 7 —% 7 7 AZBEE#EAST S 72 E8N0
TITTA NBEETDNEINERDO L DITRLET,

<0 T—H 7T MIBEMT BNIGBIND T T 7 A 2 MFIAFE LR
c1: T =X 7T NIBEEMT ONTBMD T T T A SHPEET D

[7F 7 A2 b2kl (Don’t Fragment) | 7 7 7 OfEIL, T—4 7T L% 777 A METE 5
DNE D IEIRO X O ITHIEE L £,

S0 TF—HITRETTIAY METE S
VLT M ST RET T A MELTRESHL

| BARY roEE I}



BALRY rEE |
B rexoro—sBOEHRT—LE

750 4*A2 bk ZA 7€y + (Fragment Offset)
F—HTTLEDFEHENLDT T T A N ATy FOE,

4T RTRERSR] (ttl)  (Time to Live (ttl))
F =277 ARMIRYINIC R BRNCT — % 7T A0 —Z B TTHER T 5758 v 7 0%,

Jakajl

IPT—%7Z M hTebENnNd vT7 o AR—k 7a haji, =&z, ICMP, IGMP,
TCP. *7-1% UDP,

ANy S —F 1 vHH L (Header Checksum)

IPF v 7V BWENNEIDERTA LT —HF, Foo I INENIGE, T2 T
APEEHITHAR L=y, RAEBEORITICBWCHEAT TH L RN H Y £,
EETE(FZEIESL (Source/Destination)

BEETE (FE1358%E) RARDIPT RLAERIXRAA 4,

RAA B EFRARTHIZIE, IPT RUAREGENZTHLENRH D Z LIZERE LTS
/AN

TRUVAEFRRFRAA A% 7V v 7 LTIy TF AN Ama—%2FKR LT D, whois i

EITT 55513 [Whois] 2, HmA MERERRTDLEII[FA N T2 774 VDOFRR (View

Host Profile) 1%, 7 KV AZ 27— L 77 w7 URARNERIIHETA MU A MGENT 58

AT [ETST T v 27 ) A MET S (Blacklist Now) ] £721% [5FT<AYA FY A MET S
(Whitelist Now) | Z i@ L F 5,

IPv6 2y FJ—ORBDEHRIT 4 —IL K
PLFDU A ME, IPV6 /N7y hTEREIND AREMERH 5 7 1 h 2 )VEA OFEHROFBH T,

> T4w9 95 R (Traffic Class)

IPv4 TRt SN D ERNE I —EAMREL A U L 512, IPv6 /N7 v N 7 7 RE I IMB SR E & 4F
ET 5 IPv6 L LIND Experimental 8 B b D7 ¢ — /L K, REHOEHE, 207 4 —/L NiX
Brll&kESNET,

20— 5AXJL (Flow Label)

T T ANV RDQoS ET2IX Y TIH A L —ERREDRHIR 7 0 —%FET 5H. 1755 FFFF
ETHO, 7T ard20y hOIPv6 16 HEEIE, REAOEHE, 207 4 —/L RiIZEB a5
ESNET,

R4 O0— K& (Payload Length)

IPVv6 XA 2 — RKDOA 7T v hOBERKETII6E Y b 74— R, ZhiL, £EOIETR
HLZETe, IPv6 R LIZH T TORr » N THEREINET,

B EA R Lok
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b5 v zak— rEEEoER [

KAy & — (NextHeader)

IPvd 7 b 74—V RERCEEZERA LT, IPv6 LT HICHELS . A LofEE
EEETH8EY b7 4 —L K,

ARy 12wy bk (Hop Limit)

Wiy Nk d D) —RZLIZ1DT5FT 7V A bT588y b 108, 57U X
Y RLEERERIZRD L, Ny MIESRE T,

Y —X (Source)
EEILAA RO 128y FDIPV6 T KL A,

[#£%:% (Destination) 1]
SESER A RO 128 B D IPV6 7 KL A,

b3 U RR— FEBIEHROERTR

AX—b 41 [ REDSA VR | YR—rENBT | R—FZNBF | 7IERX

VR N R AL (Access)

B ik 5 (Any) 5 (Any) Admin/Intrusion
Admin

FE

ATYF1 Xy hba—T, hFUAR—FET R b2 (72L& 2IE[TCP], [UDP], %7zi%[ICMP])
DRI D RNZ Y ) v 7 LET,

AT T2 A7 arT, GFETDIHAE, [T—% (Data) |27V 7 LT, "y hbEa—0D [y
ME#H (Packet Information) |27 > a > C, 7B harOF < LZHLH 1 a— ROEHID
2431 NEFRIRLET,

ATFYT3 TCP X7y h Ea—DT7 4—/L K 43~—) (. UDP X7 v N Ea—D7 —/L K (45
N—=) | FLIZICMP N7y b Ba— 7 4 —)L K (45 X—27) OFHICHE- T, TCP,
UDP, ICMP & hai)L®D kT AR— NEONKFEFERLET,

Gx) INHDOHITIE, TCP, UDP, ICMP /X7 > MIDOWTEBH L TWETHR, thorm
FaLbEREINDZIENRHD I EITHERELTLIEE N,

TCP /XYy F Ea—DT4—ILFK
ZZTIE, TCP 4y ho7u ko /LEHOERICHOWTEE LET,

| BARY roEE I}



BAIRY 0% |
B st ei-—07—nk

Y—ARR—F
RIETROT TV r—ay 7a b a el 5 E .

#Efi%R— & (Destination port)
ZEMOT 7Y r—vay 7a ha)vEiEd 5% 5,

L—r o X%ES (Sequence number)

TCP A + U — LD o — 7 A5 EEBT 5, HAED TCP & 7 A2 b ORAID/SA FD
fiE,

RD—7 2 A%ES (Nextsequence number)

JSESRT Y MZB T D, RETDRONT y hDY—0r v 2,

HERISEES (Acknowledgement number)

PIRNZZE SNI=T — X Dy —4r o A% 5 i) L7z TCP #ERIA,

~vw & —FK (Header Length)
Y =D B

27574 (Flags)

TCP &7 A h DkIREEZRT 6 B b,
cu: BERA VA DBHER
«n FERRICEE S AR
cp ZEHEIIT—HFET v aT HMERDD
r:EERHEYEY TS
es: U= U RAE GRS L TR LW BT 5
cr FEFIET —HREEEKTLE

42 K9 Y4 X (Window size)
ZAEHR A PWNZITAND, HERICE SN TV RWT—Z 08 (A M)

F v %YL (Checksum)

TCPF = v 7 ABENNE DI mT AV —4, Fxy 7V LRENREE, 7—27
T LONEE ISR L 727, BRE#EORATICRE W T TH L WREMED D Y £9,

B EA R Lok
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Py kEa—07s—1E [

BE27KRA >4 (Urgent Pointer)

BET—FPKETTDHTCP B A FNOfE ((FIETDHHE) . u 777 bICEHLE
bé‘@

# 7 3> (Options)

TCP A7 a O (FFET 2%HB)

UDP /Xy h E2a—DT74—JLF

ZZ T, UDP A7y b7 a b o LEA OFRIZOWTEIHA L £,

Y—R R—k
RIETOTZ ) r—yay 7a harzisid 5% 5,

Rtk R— & (Destination port)
ZEMOT 7V r—vay Fa haLvE#ET 5% 5,

£ & (Length)
UDP R L &7 —# A G bET-R X,

F v Y.L (Checksum)

UDPF = v 7 W ARHNINE D Inaemd A =52, Fow 7 LBNEGRYE, T—527
T LR IREHITHHE L2 TR B D £,

ICMP /7y h Ea—J4—ILFK

ZITIEL ICMP Xy b o7 e b 2L EA OIFEIC OV TR L £,

247
ICMP A v & —YDH A7,
00 To— K
« 3 SESERIEEARE
c4: V=R 7T (hEINHIER)
5: VXAV b
¢ 8 T —HR
c 9 L—H T RNRNZ AL XX |
< 10 : L— X RE(FER
o 11 : WpfE)EE e

grAs~v ot W



BAIRY 0% |
B g rEmozR

12 : NT A —Z DRE
c13: A A NAK TR
e 14 B A NAHE T INE
< 15 THHEGR (BEIR)
<16 : fEHISE (BELL)
«17: 7 RL A w27 B

18 : T RL A v RV WA

a— K (Code)

ICMP 2wt — 24 FIfHET A 2— R, ICMP A vtE— 2473, 5, 11, BIXO121C
IZ. RFC 792 THHHEN TV A5 — K23 H 0 £,

F v YL (Checksum)

ICMP F = v 7 W ARHENNE DD armT A T —58, Fxy 7V LANENRGE, 7 —4
7T LDSEE PITARIR LI "TREMEDN B 0 £,

Ny b INA MEBROERR

AYX—hk T4t (HEDSAEUR|YR—FENDET | R—FSNEK | 7OEX

~ R AR A (Access)

L PRk & (Any) & (Any) Admin/Intrusion
Admin

Fig

Ny b BEa—T, [’ v b 231 b (PacketBytes) (DHEICH D KAIZZ Y v 7 LT, Xy
N EAERRT DA D 16 BB L ONASCII N~V a VEFERLET, VATLANNT T 4w
7 HBEAb LT AaIE, Hebshi sy b N FERRTEET,

BAAREDYY) v THR—F
77Uy THR—=RiE REORAALSR P E2a—0nbRAALN heat—T&5RF) 7T
R

7 Uy TIHR—=RONEIE, A EBRERSHIZARINICY —FEnET, 7Y v 7 R—FIZ
RBAAXR bBMLTcR, 70 v TR—=FRoZnNbZ2HBRT52Lb, 7 v 7R —FD
WEDLVR—=FEeERTHZ b TEET,

B EA R Lok
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1)y TiR—

sy yFr—rorf—roLn ||

7Y T R=KODBAALSXR ATV MOGBMTA2ZE8TEET, 1T e
i, BX 2 VT 0 AU —OEKOAREMEICER L TV D b oA Xy D a /XA LT
7T
BELEYY

BAAXR N U= 7ua—0H (24 =2—2)

BAAXRU N Xy N Ea—0ff (28 —)

AT b OIERL

FDLR— FDAER

AYX—bk 4t |[REDFAELIR | YR—bENET | YR—FENEHF |7V EX

VR N R ALY (Access)
=174 PR L& (Any) L& (Any) Admin/Intrusion
Admin

EBEDA R P E2—TITHO2DLERILLIIC, 7V v TR —FDA XV MIETHLER— %
ERTE F9,
IR& HEIIC

e 7V T IR—=KRIZIDUUEDA R FEBIMLET, SOV TIEL, BAS RV N U —
77—l 24 =) FHEIFBEBAANRV Ry b Ea—0Offif (28 X—)
L TLTEE0,

FIE

AT 71 [Analysis] > [Intrusions] > [Clipboard] % &R L £,
ATY T2 ROBRERH £,

c 7V T R=REDR=VDRFEDA XL P2 ZHITIE, ZON—VICBEIL, A
NORRIZH DT = VR 7 A%F LT, [LAR— DAL (Generate Report) | % 7
Vy 7 LET,

VU T R=FDOTRTDOA R hEEGDDHITIE, [TXTOLR— DAL (Generate
Report All) %7 U v 7 LET,

ATY T3 LR— NOFRFEEZREL T, £ (Generate) |27V v 7 LET,
ATYyT4 1 OULEOHIEREZBIRL, A7 a0 T, hORELLEELET,
ATvT5 [4K (Generate) |27 U7 LThH, [ITW (Yes) 1227V w7 LET,
AT9T6 ROBRIENRH Y £,

cLAR—F VIR I LT, LW 4 RUIZLR— FE2FRLET,

grAs~v ot W
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B /oit—rnsorrsronr

1)y TiR—

\}

BAIRY 0% |

c[OK] %27 V> Z7 LT, VR=FDTHA L ZEHETEXLH[LAR—K T L —hk (Report
Templates) ] ~— IR £,

EENEY D

LIR—F T 7 L—k

DDA N2 ~DHIBR

AY—hr T4t (HEDSAEUR| Y R—FESNDET|HHR—FSNDEK | 7OER

~ R INA R A A (Access)

B ik £ (Any) & (Any) Admin/Intrusion
Admin

AT MIBMLTELS BRWVMREAAL XY R Z U v FAR— R EZH AT, FDA X b

AHIFRTE 9,

GE)

IV TR=RPHA R FEHIBRL TS, A X T = _X=ZAnbA X MIHIRERE
Bh, IEL ARV T —=ERX=ZANbA X MEHIRTHE, ANV MIZ Y v 7PAR—F

MOHIBRESNET,

FIE

AT w71 [Analysis| > [Intrusions] > [Clipboard] % 3R L ¥ 7,
AT9T2 ROBPRIERH Y £,
« 7V TR—=ROR=VORFEDRAA X MEHIBRT DI21E, TOX—=ICBEIL, A
R NOHEICH DT =y 7Ry 7 AR, [HIBR (Delete) 1227V v 27 LET,

« 7V y FR= PO TRTORAL Ry D EHIFRT 5, [T THIBR (Delete Al) 1%
(Event Preferences) | C[4&CDT 7 v a > Z e (Confirm

7V w7 LET, [ FRE

All Actions) [A 7'V a v 2R LA,

RTL7u 7 P RHEND ZEITERELTIESN,

B EA R Lok

BN T _RTOA Ry FEHIET 5008 9 D
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| BAARY bR

BAAANY FOREHRRORT

ATy
ATvT2

gAa1 Ay romstEnz® [

ARXR—b 54t | RHEDSA VR |HR—LENET | R—rEhBE | 7HER

R N R AL (Access)

I st £& (Any) £ (Any) Admin/Intrusion
Admin

EAA X b OFEEHEHR (Intrusion Event Statistics) ]-X— 1%, 777 A 7 2 ADBIEDIRAE
OWEL, Xy NI =T TERSNIETRTORAALNR bEFRRLET,

TONR=VICEKRENDIPT FLA, R—F, Ta bha), AX_XUF AvE—UREIIFN
ENY 7o TWET, A XU FOFHRERRT DL, ROV &2 v L
£, & 2iE. BT 10 D565 R— FOWFIDD 80 (http) /tep THIHA. TDV v
THR IV ITDHE, TTHNVIDRAALRY N U—7 70 —DRPDX—UNERIN, £
DR—R e =y  eTHAR MY R NENET, BEORLHEH CERRIND DITA
R M (BEXOA R FEERT HEHINRET NAR) OZRTHDLZ LIZER LTI EEN,
I BT, MERFEH~— 7 BT TRAA Ry MbftEHC | e RSN ET, =& 2, Bl
TEOREZN G AN E 1 R TH D . TAIDA X M3 5 FEMRTNZ AR SN2 HE . [RIOA
Yk (FirstBvent) (V> 7 %27 Vw7 35HE&, ZOAXY MNIKAHAZEL T HETA X
v b =V ERENEEA,

<IF RAAL VEBRETCIE, BEDO KA VEF R RNAALA DT —HEERRTHIENTE
T4, LD RAAL U ERIEIRB RAAL DT =2 2R R T2 LITTEEEA,

FIE

[Overview] > [Summary] > [Intrusion Event Statistics] % 3R L £,

R=UD EIIZH D2 ODOBNE v 7 A0 0| HEteRRZT DY = BLOT A AR
L0, [TRTOEF2Y T 4 V' —2 (All Security Zones) ] BL N [T X THOT /34 2 (All
Devices) | Z#IRNL T, RAA XY FENET 5T X TOT A AOHFHEFR R LET,

AT w73 [HitOEE (Get Statistics) 1227V v 7 LET,

Ev b WRYLRAHEHEN ST — 2 23R 21, A LEOR=V 2V TOY T w2 )y

7 L. WD ZEEIZH DRIV ET,

RA MRETIEHR

[RAA X MGEHE# (Intrusion Event Statistics) ] -X—3 D [ A MaHE#H  (Host Statistics) ]
o a i, TTIAT o ABRICET D E R AR L EJ, Firepower Management Center
TlE, ZOEZ v a VFT R TOEENGT A RZHET HER ORI L E T,
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B~ rom=

BAIRY 0% |

ZOFHITIE, RONEPREZENET,
B %l (Time)

TTIAT v ADBAEDRZ,
7w T4H2 A L (Uptime)

TTAT U ABERPEHER) LT o8 L B, FEE, B XUV EL, Firepower
Management Center CTlL, [7 v 7% A & (Uptime) | IZ&KEEXRT /A A DL B
A, v A4 Llca—FoH, BIXOAMEbLRENET,

T4 RV ERAE (Disk Usage)
ERF DT 4 27 OEIE,
AEFEAZE (Memory Usage)
BHFOY AT L AT Y OEIA,
B7FE (Load Average)
ERTO 143/, 543, 15 43D CPU ¥ = —WNOFH) 7 a2 24,

AN FOBE

[fRAA X b#EEE (Intrusion Event Statistics) | 2= [ X b D% (Event Overview) |
B va it BAARY N T R— R HLEROMEL R LET,

I OREHIIE, ROEBRBEENTOET,
LR+
BAAL RN T—=HR=2ADA X~ D,
FFEIEEE AN D A X2 b (Events in Time Range)
BUEIBIR STV 2 REHIGPA & | RefFEENICINE 27 —F2 _X— 2D A X b OEIG,
RHDA N>k (First Event)
AR N T =ERXR=ZANDFER DA X FDAR b A=,
=EDA X2+ (Last Event)
AR N T—=HRXR=ANDOEHEDA X FDA R N XAyE—,

G¥)

Firepower Management Center CIR AA X2 b 7 —# & KRB B R T /A A &R L1285
B, TOT A AD [A X FOEE (Event Overview) &7 v a UMbV ICZERENE
D

B AR OB



| BAARY bR
1~v gzt B

A4 R Mgt

2AA > MRt (Intrusion Event Statistics) | ~X—® [ X2 MiEET (Event Statistics) | &
7 va TR, BAANRY N T =2 _X—=2NOERICEET 2 RN R ERNF RS NET,

OB, WICET 2R E ENET,
s EAL10EDA R N AT
« AL 10 EOEEILIP 7 FLA
« BAL 10 B D%E5E P 7 R L
« BAT 10 B D56 5ER— k

ANV MDBERRTHDL T har, AT VAEA—T L ADEF2YT 4 =0 B
LT A 2

GE) <A TFRALVEBRTIE, VAT AE &Y —7 AL AERIOFR Y hT—2 < v T &AE
MLET, TORR, V=7 KAAL L, XY NTV—FJNT—ETHDLIPT RLAEZED
HIENTEETN, IOV —T7 FALUHNOIPT RLALREICIZTHZ ENTExFET, 4
HRAL L TARY FOKEHEREEZRTHE, VAT LT, TOIPT RLADEEDOA
AR AP IR LEZRINDGERHY ET, —WTHL, = MIREHLTNWDL LIS
R2AZ2L083H0ET, 2P L. FIPT RLADOFRA N 7077 A NUVERETCRI L X
THE, FNONRELRBET—T RAALUVITBELTWAZ EBPNHD F9,

BAARNRNDINITA—I R ITTTORT

AYX— bk 54t [ HEDSAEVR|YR—bENBT | HR—FENBF|79EX

VR INM R ALY (Access)

B ot f£& (Any) f£& (Any) Admin/Intrusion
Admin

URAA X2 FD/N7 4 —=< A (Intrusion Event Performance) ]-~<—3""CiX, Firepower
Management Center & 72 (3E Bt R T S A ADIFE SN ORAA XY hDONRT —<
AMEHERERT VT 7 HENTEE T, V7 7EBERTLHZEITED, 1 BHZY DRAA
NN, IBHIZVDATE Y ML 1237y bHT2 0 OIS A ML Snort (2 K - TH
HEINTWRWST Y hoOEIE, BEOTCP ERLORERE LTI ry 7 Sy FD
BrEKMTEET, 6077 71%, WEIRER, fiA, ell, 7238 OREOKH %
FORTEET,

| BARY roEE I}



BALRY rEE |
B arq o rosTr—v oz EEERY S T 0EE

\}

GE) LW —ZIESH T LICHEH 7 7ICEBEnNET, Lo T, 7772710 I r—

RLTH, RDSTDOESERINFATINDETT —FIIERINTWRWEERH D 77,
K77 710, R UM (FTH. 8, B, 72300 s LR (B, R,
F2E55) TEHENRFRSNE T, FHER | RmOLEIE, METERISNE T,
YT RAAL VRBRETIE, BUED RAAS VL FRRAAL DT —F 2 RF-THIENTE
FT, LSV D RAL CERTWSE RAL v OT =2 E2RRTDHIEIEITEERA,
FiE

AT v 71 [Overview] > [Summary] > [Intrusion Event Performance] %2 3#R L & 9,

ATV T2 [F34 ZDEIR (Select Device) [ U A Finbh, T —FE2FRTHT A ZAZEIR L ET,

ATYT3 RAANY bOART =< U AFGEHER T T 7 OFF (523—2) THMENATVD LI I,
[77 7 DiER (Select Graph(s)) 1V A ", fERkT 57 7 7 OFEEZ IR L £,

AT v T4 [RERIEFH O (Select TimeRange) ]V A Rinh ., 77 7T 2 REMEFH 23RN L E 5,

AT9 TS [/F7 (Graph) 1227 Vw7 LET,

RTYT6 VI7ERGTDHIE, 79 75A7 V) v L, 770 TA A=V %EGFET L FIRICENE

D

BAAARNY FDNT+—< U RA#EHRERT 5 T DFEEHE

WRORIZ, FoRAEERT T 7 OREEEZRLET, Xy NT—I R v—D 4 TA
E— K (Inline Mode) | REDKEEZTILHT —F &0/ 77 X4 7Tk, N d0
THELTLIEEW, [/ T4 %F—F (nlineMode) |2/ >TWDHEA, WebA v
B =T 2 A ATT ALV AT (+) PINWTWDET T 7 X A7 (FRROETITFNZ[IF (yes) ]
EEEHD 12X [T A4 > F—F (Inline Mode) | DA /2> TWEBAEICEFTE/-1X K
0y TENDNT T4y AT AT =R EENTVET,

RIBAARD DR TA—R VR TS TDIESE

T—ADERRREL DTS | RTT DIRE E5EA A054 2 E—FRIZ&B%
’ #

W SA KTy b (Ave | G4 Ty MZE 5 7)) | No

Bytes/Packet) A M,

TCP b7 7 4 w7 F£7213% |[B/RAHEE S (Explicit | F 3> T—3 3 ZBM%Z | Yes

7y FTTIERMES 2 ECN
77 2" (ECN Flags
Normalized in TCP
Traffic/Packet)

Congestion Notification) | %
AL T, X7 b
(Packet) | ZEIR L E9,

<, "7y NEfLTECN 7
TN VT ENT Ny b
Dz,

B EA R Lok
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BALRY kDR T+—7 o 2HEHERT S T0iEE [

Ny DXL

T—ADERRMREGDT T | EITT HIEE £ A A054 2 E—FRIZ&B%
7 &
TCP b7 7 ¢ v 7 £izixt v | [/RAUEEEEE A (Explicit |ECN OfEHA R 2> =— K | Yes
v =g V' CIE#ME &7z ECN | Congestion Notification) | % | SR> T2HAICA R Y —
777 (ECN Flags AMZLT, [ARY—A |AHMTECN 7770327
Normalized in TCP (Stream) ] Z@IRLET, |7 SNz FE,
Traffic/Session)
A~ FP (Events/Sec) S EPOE-Z4N TNA ATERSNZ 15 | No
e oA Ry N,
ICMPv4 = =1 — D IEHAL [ICMPv4 O IEfL Ta— (ER) Fldm=a—|Yes
(ICMPv4 Echo (Normalize ICMPv4) | % H |JEEA v E—Y D8 E Y b
Normalizations) M LET, a— R 74—V RkBRZ YT
ST ICMPv4 287 b D
e,
ICMPv6 = 22— D [E Ak [ICMPv6 O IE#iL, Ta— (ER) Fldma—|Yes
(ICMPv6 Echo (Normalize ICMPv6) | & H |JSEA vy E—Y D8 E Y b
Normalizations) N LET, I—R 74—V B2 U7
SN2 ICMPV6 237 R D
8
IPv4 DF 7 7 7 O 1E#E [IPv4 O EHL (Normalize |[IPv4 7 Z 27 (IPv4 Flags) ] | Yes
IPv4) 1 & [DFEY hOEH |~y H— T 4 —L KD
{t (Normalize Don’t Fragment | 7' /L & N[7 F 7" A L N4k
Bit) ] #H&Z L £7, 1 (Don’t Fragment) |47
TA4—IV IR )T I
IPv4 737 > b DXL,
IPv4 47> a » DIEHAL [IPv4 O EHE (Normalize |47 av A7 7 v by | Yes
(IPv4 Options IPv4) 1 =B LET, My fERL (No
Normalizations) Operation) ) [ZERIE S 472
IPv4 377 > R DHL,
IPv4 PRI 7 7 7 OIEHL |[IPv4 DIESE (Normalize |[IPv4 77~ (IPv4 Flags) | | Yes
{k IPv4) 1 & [TRBEHAEY B |~ H— T4 — L RO
DOIEHE (Normalize T ey b [TTRIT A
ReservedBit) 1AM LE | (Reserved) 17 7 4 —/b
7 K27 U7 STz IPv4 /)
7 O,
IPv4 YA AEHLOIEHME | [IPvd DIEH L (Normalize |#i#~<A 72— K2 IP~» |Yes
(IPv4 Resize IPv4) 1AL ET, X —THRESNT—X7F
Normalizations) LAEIZHI Y 6 iz IPva
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BAIRY 0% |

STy FOIERIL
(Packet Resized to Fit MSS
Normalizations)

(TrimDatatoMSS) 1% A%h
WZLET,

T—ADERNMRELDT S | RITT HIRE B 10514 E—FRIZ&LDE
’ #
IPv4 TOS D IEHAL [IPv4 O EHE (Normalize |1 /34 h® [ZEREY—E A | Yes
IPv4) 1 & [TOS B> hDIE | (DS) (Differentiated
At (Normalize TOS Bit) ] |Services (DS)) 17 4 —/V' F
EHNZLET, (IR [ZA T A7 —E =%
(ToS)  (Type of Service
(TOS)) 17 14—V F) 7
U7 SN IPvA Xy FD
IPv4 TTL O IEHAL (IPv4 [IPv4 DO EHE (Normalize |IPv4{Efils#E (TTL) Ef{L | Yes
TTL Normalizations) IPv4) 1. [ K TTL DL,
(Maximum TTL) ], BX W
[TTL ® V&> b (Reset
TTL) ] =AML ET,
IPv6 47> a » DIEMHAL [IPv6 O EHE (Normalize |[7& > 7 /NA 7Ky 7 47 a|Yes
(IPv6 Options IPv6) | ZH/EIZ L £, > (Hop-by-Hop Options) ]
Normalizations) EEEN Y, b g Vg
(Destination Options) ] #E5E
N B DA T g HA
7" (Option Type) 17 4 —/v
K23, o0 (RAF w7 L CHLE
ZfeAT) \ZERE STz IPv6
PRy R,
IPv6 TTL O IEHL (IPv6  |[IPv6 DIEH{t (Normalize |IPv6 7Ry U I v b Yes
TTL Normalizations) IPv6) 1. [H/ TTL (TTL) EHULDHL,
(Minimum TTL) ]. BX O
[TTL ® V& > b (Reset
TTL) ] =AML ET,
AT E Y MEP (Mbits/Sec) | i FH %I 54t FRA R B IRAZL—TF 5 | [No
T 47 DIRBHTZD DA
ey MM,
MSS I[CEDHETH A AEE |[[FT—ZZMSSIZhY I 7|~ fa— KN TCPF—4% | Yes

T4 =NV REDEENSTZTE
b, A ma— KRR 7 A
v b A XY EED B
7o’y O

B EA R Lok
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BALRY kDR T+—7 o 2HEHERT S T0iEE [

{t. (TCP No Option
Normalizations)

# 7 (Allow These TCP

Options) 12/ LT, T

&= (any) ] DA OAT > =
VITHERELET,

MA RN Iy b
Dz,

T—ADERRMRELDT S | RITT 1R E EHEA 1254 —FIZk5E
’ #
TCP V4 v RWZADLET |[[FT—F%2 T4 R R | ZEMAZ SO TCP 7 4 > | Yes
YA ZAER SNy FD | X2 (Trim Data to R/ T TCP 7 —4
IE#IE (Packet Resized to Fit | Window) [Z AN LET, | 74—/ RREIDESD Lz
TCP Window Normalizations) Ny DO
Fw -y 7Sy hoFE | x5 BRI N2 _TOT 31 A |No
4 (Percent Packets Dropped) BT HRRED Ty FD
RIS, T 2, 220
T A ;’i’ﬁé?ﬁ Li=%a, F
B350 % ThHDHEWVHD
E 12D TF A 2D Ry
TENIV% THY, I 1
DDT A AD Ky TEHIN
10% THAHZ LERLTW
DAEEEMERH Y 4, -,
DT ISA ZAD RKa w75
73 50% ThHHAREMEDL H Y
£9., 777X \10®fﬂ
A A BRI LTSI ORE
n+ (A= /74%2‘%[/&‘3‘0
T — X BEREZ T RST /X |[[RST IZBT 57 — & #HIBR |[TCP Ut > & (RST) /34 | Yes
v hOIEHE (RSTPackets | (Remove Data on RST) ] % | h2xB 7 —# AHIBR S Auiz 8
With Data Stripped Bz LET, o b O,
Normalizations)
T—HNERE I SYN /N [SYN 2T 27 — % ZHIBR [ TCP XL —F 1 7 & |Yes
7w h@OIESME (SYN (Remove Data on SYN) ] % | 7 .A72% Mac OS CTZW5GE
Packets With Data Stripped A LET, 2. SYN X7y Fvb 55—
Normalizations) 2 RHIBRS N ATy D
.
TCP ~y = RT AT D |[AT 2 al NT g TN, F T3 r OMOIAT A | | Yes
EBE (TCP Header Padding | F DIEBULEZIE 7 U7 |23 0 IZEIE S 4172 TCP /¥
Normalizations) (Normalize/Clear Option 7y F DO
Padding Bytes) ] #&ZZ L
£75
TCP A7 a2 LOER |[[ZNHDTCP AT v al & | XA LAX T 7 a2 |Yes
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B arq o rosTr—v oz EEERY S T 0EE

BAIRY 0% |

{t (TCP SYN Option
Normalizations)

#F 7] (Allow These TCP

OMmQ]%ﬁ%KLT\WE

& (any) ] LA OF T3
knxﬁ Li'@‘

TWWiae, KRBT A
vk A X (Maximum
Segment Size) [ E7/2IE [V «
v Ry 24—/ (Window
Scale) | AT 3 ) [HE
72 L (NoOperation) ] (TCP
FFavl) IEREINE
Fva DO,

T—ADERRMREGDT T | ETT HIEE & EA 1354 —FIZ&b%E
’ #
TCPNS 7 7 7 O EHHL (AR /RAEEREE %N (Explicit | ECN Nonce Sum (NS) 47 | Yes
(TCP NS Flag Congestion Notification) | % | 3 = IER{LDO%L,
Normalizations) BN LT, Yy b
(Packet) ] IR L £,
TCP 47+ a v OEHE  |[[CHBDTCP AT a v % |47 g 74— RR[Hk | Yes
(TCP Options #F 7] (Allow These TCP fE72 L (No Operation) ]
Normalizations) Options) (=B LT, (| (TCPAZ v a 1) ITHRE
i(mw]u%@ﬁfya ENTWEA T a3 0¥k
VICRELET, (MSS]. [V« FT A
47—/ (Window Scale) ].
[#A L A% 7 (Time
Stamp) 1. ¥ X OHPIRAIICEF
RNt 7 v a &R
<) »
EHUbICE>TT7 ey 7 SHU|[TCP XA r— ROEHL |TCPEZ AL MEEFIZY |Yes
7= TCP /3% v ~ (TCP (Normalize TCP Payload) | | 7BV T T&ERNSTZT-0
Packets Blocked By ERENCLET (BEZ7ACMIZ Yy TSNy bO
Normalizations) DY TECTVITRBLE |$
)
TCP THIFE A7 7 V7 OER |[TREAE Y NOERILE | TRBAE Y R332 U7 Si| Yes
{b (TCP Reserved Flags 721%2 U 7 (Normalize/Clear | 7= TCP /X7 > kD3,
Normalizations) Reserved Bits) ] ZHZhZ L
£,
TCPEZ A2 b UT®2T |[TCP XA u— KOEHL |FHEET—XO—EMEEMR | Yes
U OIEHAL (TCP Segment (Normalize TCP Payload) ] |3 272®IZ [TCP 7 —#
Reassembly Normalizations) |ZA%NZLET (EZ A | (TCPData) ] 7 4 —/L KA
DY 7T VIEEHLE | ERENT ATy SO
7). (ELL U TRV INTER
WEZ A MIFTANTRR Y
TENET) .
TCPSYN A7 a VOIEM [[ZNHDTCP A7 a % |SYNHIEIE » h2GRE S | Yes
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BALRY kDR T+—7 o 2HEHERT S T0iEE [

Reply (TSecr)) 147+ a v
T A=V RIS U T SN
7 O,

T—ADERBRRELDT T | RITT HIRIE BTLL] 12542 E—FRIZKDE
’ #
TCP ¥ A LAX T ECRD |[[ZNHDTCP A7 v a v % | HERISE (ACK) #ilfie > |Yes
IE#E (TCP Timestamp ECR | #F A (Allow These TCP R RERIE AV TUNVRUWN 2D,
Normalizations) Options) (2B LT, HL|[F A b AZ T = a—&
ff (any) 1 UsboA 7 a | (TSeer) (Time Stamp Echo

TCP BGARA - Z DOIEHL
(TCP Urgent Pointer
Normalizations)

[BREARA ¥ DERIL
(Normalize Urgent Pointer) ]

EHENZLET,

TCP~v & —D [BERA
% (Urgent Pointer) | 7 4 —
VR Q@A R) B m—
FREZBZ Tz, <A
0 FRIZEDETRES L
Ty b O,

Yes

Ty Iy hoRk
¥ (Total Blocked Packets)

[>T A F—F (Inline
Mode) | E71E[f > T4
KFlZ K >~ (Drop when

Inline) | Z%XE L £7,

J—)b, Ta—F BXLO
Vo7atyVo Koy s
OT, FayrEnz\ry
~ DRI,

No

ATy a I
7y hO#EL (Total Injected
Packets)

[1>Z 4> F—F (Inline
Mode) | ZF%E L E7,

FBEERNCY A AEE I
Ny DXL

No

TCP 7 4 V25 > b
D#a%r (Total TCP Filtered
Packets)

TCP A b U — ADHEULE %
HELET,

TCPAR— bk 74 VHZ T
DDA RN —A2k-T
A%y SENTNRT Y RO
.

No

UDP 7 4 VXA > b
D#3% (Total UDP Filtered
Packets)

UDP A bV — ADRULE %
HRELET,

UDP R—hk 747
DDA N —LIZE-»T
Ax vy T ENT Ty RO
2

No

BRATT7 7V TERDIE
#R1t. (Urgent Flag Cleared
Normalizations)

[BRRA 2B REINT
WRWEAE URG 227 U 7

(Clear URG if Urgent Pointer
is Not Set) 1 ZHNZ L E
D

SARA VA DBERESNTY
fcﬁfﬁo 72728, TCP~> X —
DO URGHIEE >~ 37 U T
SNy hO#K,

Yes
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BAIRY 0% |

T—ADERRMREGDT T | ETT HIEE & EA 1054 —FIZ&b%E
’ #
BARA VABIOBREAT T [[EDOA, 01— RIZHREIN [~ a— KRR iz728, |Yes
7 7 U T EHOIERYE 2B AR A 2 £ 721X URG | TCP ~ v X —D [BRARA
(Urgent Pointer and Urgent | % 2 U 7 (Clear Urgent % (Urgent Pointer) ] 7 4 —
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