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Select the type of event for this rule

If I a discovery event occurs :] I a new IP host is detected _vJ and it meets the following conditions:
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This field is only present if you have ever configured the Firepower Management Center for
multitenancy.
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This field is only present if you have ever configured the
Firepower Management Center for multitenancy.
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SSLEFHED 7 4 H—TY o k

T 7 4 w7 OB BALIZER S ZEHEO 7 4 v —T
Uy REANT DD, 740 H—7V v MCBEEMST B
-7 vy bodEL EBRIRLE T,

SSLAEAEDY 7V =7 F oIkl (CN)

oy va OGN SNIGEHEOY 7Y =2 Fo
WA DT X TELITLDO—EHE AT LET,

SSLEFHEDY 7Y =27 FoE (C)

Yy va OB IR ENZEEREOY TV =7 b
EHFEZ%Z 1 U EERLET,

SSLAEHEDY 7V =7 F Ok (0)

v va O FICER SNGEREOY 7Y =7 b
FfkA DT X TEITZEO—HEATILET,

SSLFHHZEZEDH 7V =7 FOEHM (OU)

By Y a VO ELICER S NGEHEDY 7V =7 b
ML OFT N TELIFZDO M2 AN LET,

SSL 72 —DA T —HF A

VAT AEZED N T T 4 v VT EFAEEITORERICHE S A
T A% 1 DL EER L ET,

EEITLAR— MICMP % A 7

EBEILRNT T4 v I DER— FEFEIZICMP Z A 7% A
HLET,

Web 7 7V r—a v

AT =T AR MIBEAT BN Web T ) r— g
A 1O ERIRLUET,

Web 77 r—a o3

Web7 7V r—2a 07 AV 2100 BERLET,

EENEYD

T7ANBINRN~LT72T A XN 7 40—/LK
Firepower ¥ A7 LD [P 7 N b AKFLIE

TARAN) ARV M)A—FHDEX

F 4 ABNY A X FTHEAL—LVER—Z L LTHERAT 512, £, HT57 0 28N
VARV MDA TEBELET, BINENEHAEER N IV —FHOREEZRELET, K
DRI, BIRAEERT 4 AN AR SDX A T HRLTWVET,

B aEERy > —
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| #BKRy>—

Fazxnny 4~k by si—ghomx [

Ry TERIZL > THBEAL—LVE N H—E LTHERLZY, AA MRBEEO DIV AT
LBFLWRA M ey 7 LR CHEALV—AVZ N = LT L2 $25 2 L1ET
XFEHA, ZFEL, [EEDOZ A TDA X 5235 (thereis any type of event) | Zi®INT 5 =
ETCAEEDEZATDT 4 AHNY A X NOFAERHIV—VE N T—TEET,

RIHEBEL—ILO L) H—FHETARANY ARV EALT

BIRTEA T3> BIRNE
PIAT L NRER I 7oA T v NEH

I TAT VRN EA LT T MIIRoT

IIAT N EALT T b

ARARMIPT RLAREHEHENLTWD

DHCP : IP 7 KL ADHE| Y 24T

RA MHRIBRICE L7272 DR A R HHEIBR S L7z

AR YRR R A NMEIBRIC S

RAIRRY NT—7 T 2L LTHBIETHD

X NI =27 TN ZANDFRA N B TOER

RARBEZALT T MI7eoT

RAN XA LT Tk

RARDIP T RLABRERE I N

DHCP : IP 7 RL ADEHE

NETBIOS & OEFE S S iz

NETBIOS 4 D25 H

HLWNT SA T BB EhT

HLWTF7A4T b

HLWIP RA A ENT-

HLWA A R

HLWVWMAC 7 LA sansz

A F OB MAC DR H

H LW MAC R A R &S

HLWAA R

LWy hU—27 7o ha Pt En

LWy hU—2 Fa bajn

HLWER T AR—F P halPiiEns-

LR T AR—F 7o han

TCP AR— F 3P L7

TCP AR—F 71 —X

TCP R— MR FZA LT U ML

TCP AR—hk A LT T I

UDP A" — RSP L7

UDP R— K 7 m—X

UDP R— FRZ A LT T LT

UDP R— K A LT U b

VLAN % 7R EH Shi-

VLAN % J {538 O FEH

I0C W% E STz

1= ED IR

F—7 TCP A— b\ &z

H L TCP AR— |

#—7" UDP &~— F 3 S /-

H L\ UDP R— k

mERy o — I}



B 7 xn10 4~k buH—gtoEx

mERy o— |

EBiRT BT 3y BRAE
BRARND OS fEHRNEE iz H LW 0S

RAFDOS £/1EY—"ID Ta 7V 7 ERRBELL

TAT VT AT AHA

BRARDOS £TY—"IDRFA LT 7 ML

TATUT AT A4 XA LT T b

EBEOEZATDARY FBH D

HFEEDANR N ZAT

MAC 7 KL RIZEET 28 LWMERBH 5

MAC DL E

TCP H— NIZBT 528 LWMEHRDB H D

TCP H— MEH O FHr

UDP % — N2 28 LWMEHRDBH D

UDP H—/\{EF#H O F 5

RORTIEZ, T A AN AR FEFERAR & UTRIRT 5 & &2, HBEAL— VO

EVERT D5k L £,

RAU:TARAANY AR FDOEX

HEY SEE

BRI DEEFLEAR

TV — gy 7a kajl

TV r—vary ra hanik 1 DU EERLET,

TV =gy e bhan hraly

TV =gy Ta halobhTa ) &2 1 OLL FEIR
l/\ijqo

TV r—vay =k

TV r— g7 halOR— NEEEASTLET,

7747 b

7747 el DL EEIRL £,

JI7AT N T AY

74T bOAT A &1 DL EERL T,

IIAT N RN—=T g

TIGAT v DONR—= g U BEEASLET,

Device F A AINY ARy LR LT AR 8 5 7 /A A
& 1oL ERRLE T,
RAf LDLLED FAL VEBIR LT EE W, wAF FAL

JEBABREE ClE. Jefll R A A A KD HIEERZD KA A
YOFRICE o THESN 2T —ZICbEHENET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[/»— K7 =7 (Hardware) ]

ENAL NN TR, ZADNN—RT 2T BEFNLE AN LET,
7= & 21, 3T D AppleiPhone |Z—E X+ 5 (21X iPhone
EANLET,

B aEERy > —




| #BKRy>—

Fazxnny 4~k by si—ghomx [

fHEY HHEE

BRY IEEFLEARR

[ARA K ZA7 (Host Type) ]

RANZATH1OUEBBRLET, AA b, 20530
THPDE A TDFRy NU—7 FTNA ABEBRTEET,

IP7 RLVAEZIIH LWIP T RL&

H—DIPT7 RLAERIET FLATay 72 A LET,

[Pz AT r—2 > (Jailbroken) ]

AR RDRA NN oA NT AT ENTZFEANAL LT
NRAATHDHZ EEFRTITNE[IEIV (Yes) 1%, £ 9 T/
WEAIZ W2 (No) ] 2R L £,

MAC 7 KL A

AARDMACT FLAEIKEITZDO—EHEATILE
7,

& zI1E, BEDN— Ry =7 HE T DT 31 A MAC
7 RUAMN0A:12:34 TUHRED Z L B> TV BHEA,
AT & LT [BAdh (begins with) ] 23R L, & LT
O0A:12:34 Z Ay T&EE T,

MAC # A 7

MAC 7 K L 273 [ARP/DHCP T#:ti (ARP/DHCP
Detected) ] S E I NEBIN L F5,

DFED, MACT RUABKRAMIBLTWNWAEZ L2 A
TLANRYT 4 TR LT=D 7 ([ARP/DHCP THitt (is
ARP/DHCP Detected) ) . F7oid, BFEXGT S A A LR
Z RO —E RN D7 EDOEB T, FOMACT L
ABFFOLDIEA N BT AT ANREHE L TWDO0n

([ARP/DHCP THiH &7\ (is not ARP/DHCP
Detected) ]) ZFIR L E T,

MAC > #—

FURANY A R E MY A= LTHEALER Y b
U—7 774 v TEDILTVA NIC D MAC /~— K
72T XL —DHREERE T F O EATLET,

Mobile

AR NDFEARBENRL IV TFAL ZATHDHI LRt
WX [V (Yes) &2, £ 9 THRWEEIZ W2 (No) ]
EEIRLET,

NETBIOS 4

RA MO NetBIOS 4% ANJJLET,

Fy hU—27 Fu khav

http://www.iana.org/assignments/ethernet-numbers {Z U A k &

NTWAERy NU—27 o haLFesaz AN LET,

0S 4

FRU—F 4 VT VAT AOLHTE 1O FRIRLUE T,

OS N ¥—

FRV—=T 4 T VAT DO F—% 1 DL R L
E®

0OS N— g v

F_RL—F 4T VAT LADONN— g o 1 DL FEIR
L/i‘j‘o

mERy o — I}


http://www.iana.org/assignments/ethernet-numbers

mERy o— |
B 27775 501/ byUF—£HOHEX

BEY HEE BRI HEEFLERNE

Ja harEiE N UAR—F Fe han http://www.iana.org/assignments/protocol-numbers {Z U A | &
NTWD FZ U AR— R 71 faLOA4FTEZIEES %
AJTLET,

Y — A (Source) RAMANT =2 DY —=AZBR L ET (AX—T 4~

T VAT —RNOT AT T 4T A EEBIOT A
LT T NDBHE)

J—A BT KA MATNT =D —ADEA THEERNLET (F
V=T 4T VAT ALY —ROTAT T 4T 4 ER
BIO¥A LT T FOBR)

VLAN ID (Admin. VLAN ID) AR MIBEE L TWAERA ROVLANIDZ AN LET,

[Web 77V /7—3 3 > (Web Application) ] Web 77U r—3 3 VAR L £97,

EErEYY
TAABINY A X AT
FTAARNRY) AR DT 4 —)V R
Firepower ' A7 LD IP 7 R L AEKGLiE

A—HYTFITAETADARYE M) H—FHDHEX

2 T I T T 4 TR~ S— X LTHRT A1, £ BT 52—y 7
JT AT 4 DI AT HFINLET, BIUDEHATREZR b Y W —FRIFOREELRE L ET,
WDOFT v a v wBRTEET,

« a new user identity was detected (7L L 21— ID D)

« a user logs into a host (L—HAKRR ~ZAT A V)
2—FT I T4 T 4 BIERANRY N E LTRIRT 256, IROEXTHIIT 5 HIEINE> TH
B/ — DGR L £,

K5 A—HYTFIUOTAET1DEX

Y HHEHE BIRT BHET ENE
Device 2= T YT A ET A BRI LI THEEO 55 T 2

Z 1 DLLEER L £,

RAA 1 OUED RAAL U HBRL T IZE, v F AL
JEBABRBE TIE. Jefll R A A A K DHIEERED KA A
YOFRIZE o THESN DT —ZICbEHSNET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

B aEERy > —
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| #BKRy>—

A2 FAATAY by Ai—gponx [

fHEY HHEE

BRY IEEFLEARR

[[P7 KL A (IP Address) ]

H—DIPT RLAEZET RLRATay 72 AN LET,

[=—%4 (Username) |

a—¥HEANLET,

EENEY D

A=Y TITAET 4 T=HDT =/ F
Firepower > A7 LD 1P 7 R b AKGLE

RARANAARD b ) H—FHDEX

RAMATIA R P THEAL—LERX—2 L LTCHEHAT AT, £, AT 2258 A FATA
R PDEATERIBBELET, BIREAHHTRER M) P —FoREEZRELET, ROE
TIE, BIRAFEER AR A NASNAR N DEA T HRLTWVET,

A—PERICLDHRA NBMERZBIAIRAEE TS L& H25VIIMEIINED FEIRE 4 3%
ET DL, BNV —ALE R T—L LTHERTS Z T TEEREA,

RKEAEIL—ILD ) H—FHERX MAAARY L 24T

BIRTBA T ay

W—=ILE)A—ELTHERTEZAA S04

747 v hBINE T

7547 > bDEM (Add Client)

747 v FBHIRS L

7547 hOHIE (Delete Client)

RA RGBS

AARDENM (Add Host)

o haLBENnEhz

71 ka/L@iBAN (Add Protocol)

ZA=E = VI NC (1] S Wi

7'v h a/LOHIER (Delete Protocol)

A% ¥ UERNBMES T

AF ¥ UFERDIBENM (Add Scan Result)

P NERPRIE SN

P — NEFDORTE (Set Server Definition)

P—pEnE

A— F DB (Add Port)

P—BHIER ST

A— ~ DY (Delete Port)

Wasatk 3 L) & ~— 27 Sz

a5a i 2 M2 3% (Vulnerability Set Invalid)

fasatE N Goh & ~—27 Shi

ffa5s 1 2 AN EX E  (Vulnerability Set Valid)

T RUARHIRS T

AANFZy FU—27 OFI (Delete Host/Network)

JEBMEME 2 HIBR S e AA NBMEMEOHIER (Host Attribute Delete Value)
BMEEFRE S RA NBMEMOFETE (Host Attribute Set Value)

mERy o — I}
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mERy o— |
B =5 ~or rus—spomx

BRI B4 Toay W—ILERYA—ELTERT IRV 24T

OS EEMPHE I NT IRV —T 4 T VAT MEZEDBRIE (SetOperating System
Definition)

RA NOBEBEENRIE ST RA NEEEOBRIE (Set Host Criticality)

WDFETIH., FAMANARY NEEERA R FE L TRIRT S L X2, MHEL—L O
ER S % izt L £,

R71:KRXAPARAARY FOEX

BEET HIER BIRTHEEFERNE
RAA 1OUED RAAL VEBIRLTLEE N, w/LF RAAL

JEBABREE ClE. Jetll R A A A KD HIEERZD KA A
YOFRICE o THESN LT —ZITbBEHENET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

[IP7 KL A (IP Address) ] HB—OIP7 RLALIEIT RLRA7ry s 2 AN LET,
Y — A (Source) RAMATNT—=HD Y —A%EEIRLET,
Y —A X A7 (Source Type) RANANT —=HD)—ADE A T EHRIRLET,

EErEYY
WA RANANR S ZAT
FAABNNY AR DT 44—V R
Firepower > A7 LD IP 7 R b AFKGLE

BRAN L P A—FHOEX

B A X P TTHBE AL — LA R—2 L LTERAT DI, 9. EHT8HA X b X A
TERELET, B X2 N CTRHREZRERIX. AT A0t E v Z ISRk L2 5k,
HH, BIOHICL-oTELAZ LICHEEL TSN, ROA T a o ARIRTX 1,

cEBORRELITRTROLT
- FE D FAIR B
- DR T B

WDOFETIX., A N FE2EARA R M ELUTRIRT 2 & xic, HEL—LORMEEZERT
B HEEDALET,

B aEERy > —
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| #BKRy>—

R ERMANY FDEX

g~k rys—gponx [

HEY SHEE

ERY DBEEFLERE

TR A arba—)L R
:‘/FA

Bga o LT 78R oy hra—L R —% 1 DL BRI L £,

TR arhr—) L—
NDOT 7 ay

B n JICEEE LT 78R 2y ha—n — UV IEEMT LT 2 a vk ]
DL g LET,

B L TR B — VE T IT 7 AN T 7 g BIRERRIC, Ry N U—
FS7 4 v 7 BNWETNDOE=F L— )LD — LTSI A R R 2 R Y
H—e LU THEMT I, [E=4 (Monitor) | ZBIRN L E 7,

TR arka—)L )L—
JL

B n ZICEEE LT 78R 2y ha—L — LOLRTIOTRTEIT—E % AT
L/iﬁ‘o

BHETERELBE LIV AV ETEIT 74V ST 7 a v SITERMRIC, B e —E L
TS L— L DARTIE AT TXET,

TN r— g Ta ha
JL

BRI BB o7 ) — gy Fu halky 1 DL RN LU E T,

TV —y gy Fua ko
VI ak=a))

T r—vary e bhalohFa k1 O ERIRLET,

7747 b

54T e 1O BRIRLET,

UIAT YN AT Y

IIAT DT AY 2 1 DL EERL £,

JITAT b=V g

IIGAT v RDONR—=a B EEATLET,

ot iy ]

iAo N> b ORFE (B0 ZADLET,

e A7

PR IE MmN ED L 9 ICHE SN ESWT, HEL—LE R T—F 50 E 9%
RELET,
e =7 AR— h S{L7z NetFlow 7 — & 2 BAERR SV BEfi A <> M2, [ZERoE (s) ]
$ L O [Netflow] 2RI L £79°,

» Firepower > A7 ADOEHIRT /NA A2 X » TR S =8k ( X2 Mo, [4ERK
JETRVY (isnot) |35 LN [Netflow] 23R L E 7,

i (H) £k ET
(=)

B A Ry PO ETEIIFAIP 7 FUACEEMT S EHE 1 DLl ERIR L E
KR

Device

Pt i L7e T S 2% 1 DL EBIR L7, £72id (=7 AR — bk 417z NetFlow
L a— Rinb DT — % D%a) S QB LT A 2% 1 DL BSR4,

mERy o — I}



mERy o— |

B =5 ~or rus—spomx

HET HIEE BRYLEEFERE
RAA 1O ED RAA U EBIRLTLE S, w/VF RAL VEBRE T, Bl KA A v

WEDHIRGFENED RAL U OTRICE s TRESN ST —XICbi#H SN ET,
This field is only present if you have ever configured the Firepower Management Center for
multitenancy.

WA 2 —T A ZAFET-1L
ANIAVHE—T A R

A Z =T xA A% 1 DL RN L 9,

Hhtx=074 v—F
TIEANEX 2T 4 V' —
M

12X T4 V=0 FRT by = BB L E T,

f = —H A ", L
AW B NA M E TR
ARt M

WOWTNNEANTTLET,
« EEENTAA ML ([ = =—% /31 ¥ (Initiator Bytes) ]) .
« ZAE SN AL ML ([VAKRZ /31 ML (Responder Bytes) 1) o
« BZAE SNIAA M ([BFFSA B (Total Bytes) 1)

f =T —HX P, VARV
AP, f =V —HX IPE L
WL ARZIP O, &
HNFIA=v=—HX TP ET=
IZVARHFIP OWT I

H—DIPT7 FLAELET FLRA Ty 7 2BELET,

A= x—=5 "y MR,
VAR Ny ML F
[ ESE I AT/ -

JOWTNEATTLET,

cEKFEINTAT Y ML (A =v=—% /X% v b (Initiator Packets) ]) .
FEENTTy M ([VARCZ 35y M (Responder Packets) 1)
ZlEINT ATy NI (A7 v M (Total Packets) )

A = m—H R— F/ICMP
B ATERIFI VAR H
AN— MICMP = — K

f=vm—H" "NTT 4T DR—FESERIXICMP Z A 7, HDHWVIILVARSH b
T4 DIR— " BESEZIXIICMP 2— F&E2 AT LET,

10C # 7 B A X2 ML W IREDIKES 7 RxE (&5 (s) |E2ITRE[SNZ (isnot) ]
NEIMERELET,
NetBIOS 44 HERICRBIT D E = 2% RA A F®D NetBIOS &4 % A1 L £,

NetFlow 7 /3 A A

BNV — % P Y T —F 57D T D NetFlow =7 AR —F D IP 7 KL A Zi%R
LEd, *v FU—ZHHEARY > —IZ NetFlow =7 AR—F 2B L TW WA,
[NetFlow 7 734 A (NetFlow Device) | KRy 7 &7 U A MNIZEHIZRY £7,

TLT 4 NE R —

B B L7 L7 g v 2 R —%& 1 DLLEEIRL £,

B aEERy > —



| #BKRy>—

g~k rys—gponx [

fHEY HHEE

BRY BEEFLERE

A (Reason)

Befoe A o MBS T S B A 1 DUl R IR L £,

X2 VT ATV
VA J1 73V (Security
Intelligence Category)

oA N2 MCBEEM TNt X2 VT4 AT VP2 AOHT A 2100 L
WLET,

P TAR FPOFMFEL L TEF2 VT4 ATV V=2 AT AV EEATHIC
X, 778X arre— LK) —CTh7IV% [Ty (Block) ] TiEi< [E£=
% (Monitor) JIZRRELE T,

EREDOSSLT V> a v

VAT AN B EN TR A EO LY ICBE LA R T SSLILV—L T a Uk
BELET,

SSLEFBHED 7 4 H—7"V
N

NS 74y 7 ORI SN ED 7 4 o H—F Y NEANT BN, 742
H—=FV v MIEEMT N TPy hodms 2 EIR L E T,

SSLEEAAE R 7 —% & (SSL
Certificate Status)

vy a ORI SR E I CEEA T b AT — X A& 1 O BN L
£,

SSLEFFAEDOY 7V =7 b
B4 (CN)

Ty g VOB ELITER SN HERAEOY 7V 27 hOEL DT R TERITEDO—
HAEANDLET,

SSLAFAEDY 7V =7 D
E (C)

Ty g O ESICER SN EOY 7Y 2 7 FOEEFE 1 DL EBRIRL E
R

SSLEFFAEDOY 7 =7 b0
HfE (0)

Ty va VOB SNIEEREZEOY 7V = 7 FOMMEL OT X TERITZDO—
HEADLET,

SSLAFHEDOY 7V =7 D
5 (0U)

Ty va VOB SNEEHEOY 7Y = 7 FOEML OT R TEITEDO—
WaALET,

SSL K55 A4 — K~ (SSL
Cipher Suite)

Ty a OISR SN S A A — 2 1 DL E#IRL £,

SSL BBkt v a v

[IEH 2185 (Successfully Decrypted) ] Z3®R L £,

SSL 72 —D AT —H A

VAT ARZED T T 4 v I EBALFAITORERICH S AT —Z A% 1 DLL BRI L F
7,

SSL AR Y 32— e b &N a o 1@k L7 SSLARY > —% 1 DL @R L E9,

SSL /b—/ V44 Wb SN s o JICEEE L SSLL— L OARTIOT X TEIT—HEANLE
7,

SSL #r— 4 T IAT v B SN B A TS LT — NOLRTOT R TERIT—HE2ATI L

=7,

SSLURL &7 =Y

Wb SN T7 7 B ARSI URL DA 7T A & 1 DLL B@EIRL £,

mERy o — I}



mERy o— |

. FS524v9 TRI7AILELRDEX

fHEY HHEE

L#F\I_‘j_ élﬂﬁ% & W’Q\"

SSL N— 3 v

Ty g rORESITEH S 72 SSL £72IX TLS N—Y g & 1 DL E@ERL £,

TCP 77 7

ML —LZ N H—L LTHERTA-0IC8EA X MZEEnTniaiTiudie sz
WTCP 77 7 %2R LE7, NetFlow L 21— R BARK S -85 — Z 12D TCP
T ITREENET,

N AR—K 7 hajy

Y=

=3

L

WmcERENZF T AR—F P bajL TP £721XubP A A LET,

MRV T 4V J—
JL

e 7
S

MPR U= F o R VETIT TV T A A Z A— L DAFTIOT R TERIT—E AL

URL

B TT 72 AENTZ URL &K E 320 —HE AT LET,

URL 7 =Y

B TT 7B AESN-URLOATIY %2 1 L FRBIRLF T,

URLVE 27— 3

BT 7 EASNTZURL DL 27— a3 UEExE 1 DL FEIR LET,

[=—#4 (Username) |

:I:
=

YL

B TWTEnnoRA Mol A v Lira—Foa—F4 52 A LET,

Web 7 7V r—a v

d:

=3

L

el AT B L7 Web 7 U r—a & 1 DL EBEIRL 9,

Web 7V r—a Db
var=)

Web 77U r—2a 073 & 1 DL IR L 7,

EPE

FEYY
B A N b X 2 VT4 AT VP2 AAR DT 4 —/L R
Firepower 3 A7 LD IP 7 R L ZAFK Gk

S TJ4vd 7O 74ILETIEDEX

rZ
=7
na

raw 7 —X% . EET =405

%i

&E
H—

T4 7T ANVENTHEL—LER—R L LTHERAT S, £, EHTS
©4 7 T T AIVERIR L ET, L—/UT, BIRTH 707 7 AU K> THEEAT T S
IRE =B Ry NI—T NI 74w I BR@ERTHEXICNIT—SNET,

AR S NHEHE RO VT IICIE SN COL— v E R Y F—T
T & ZE Xy MU= NEBET T — & (N MTHE) Aadic B kL
CBEBEEIIMOE X2 YT 0 — WY EXNEE L ARERH Y T £ LD
@JH%E FUA=E LTEHSN V=V EERTE ET, UTOWVWTFhLOHAIZ Y
ELTHMAEND L9, V=N ERETEET,

c Xy MU= NEBET 534 MADBKFEDAA MEk BRI S 5E

B aEERy > —

Ky bU— ?W%%@?éﬂ4kﬁﬁ\
HRAZ B2 TRaMIcB b L2y

SN T T 4w BLD FERITTOREROE
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| #BKRy>—
r374vs Fovranzionx [

Xy b= WNEBEIT 25 NI, FrEBROERFRAE» L2 58 Mz (EEFT
[2) BATEZIZ MY A—L LTRSS DV — V2R T 2121, ROKITTRT L9
(2, ERRETRZIEEST 2HENHY £,

Select the type of event for this rule

If [a traffic profile changes | and the profile is | sample Traffic Profile ~| #  and it meets the following conditions:

@ Add condition | | & Add complex condition

® |Respunder’ Bytes ﬂ |are areater than LI 3 standard deviation(s) ¥ | [T use velocity
data
OR = o
3¢ [Responder Bytes =] [srelessthan =l 3 standard deviation(s) =] [T use velacity o]
data &
@

BENT 554 M, P LY ERIORERORERAEZ B IZHEIC N ) T—F 5 /1—
NVEAVERLT 2121%, LT ORI R SN TV D I DRMFIZT 2 L £,

BT 534 MRS, FHEIEEL LR ERORERERAD MIZBA TSI M) T—
ELTHMSND N — IV EERT D12, 2B DORFZT 2HEM L3,

[BET—2 &2 HT 2 (usevelocitydata) | F = v 7Ry 7 AZERTLHE, T—H KA b
MOELRIZESNTHENL—LVE N H—TE 3, Lol TRICHEET —X 2##iH3 5
LA, ROWTNDORERTL— LR ) =L LTSNS L) ICHEETEET,

* Fv MU= NEZBEIT 554 MEOZER, FHEARLY EEITTOREROIEYE
RAZBAT5E

Xy FU =7 NEBET 534 MIOEALH ., FEDAA Mz bRl T2 56

FNIT 4w TuT s ANVEREREREA N P E LTER LGS, ITORTHIT 5 H51E
(ZHE > THHBIN— L DA 2 ER L £,

RIS Tavy TOTFANLTIEDEX

IEE9 HIER BIRTHEEFEANAR WIFnhZEIR

Bk i danRa Y W= TADES =R ~'S Bfi
Frzlk standard deviation(s) : FEVE(R
THIE D EE 713 FOBEREOS (S ni-segn | =0 K
ThEBzDENL—AN MY H—=L L THEHASNET)

| mERy o — I}



. FS524v9 TRI7AILELRDEX

mERy o— |

SA MR EFEL AR S
SA

« EESNTAFAAL NI ([BF3A M (Total
Bytes) ])

EEEINTAA M ([ = x=—% 31 & (Initiator
Bytes) ])

c ZAFENTANA ML (VAR H Ao MK
(Responder Bytes) ])
EJbS

PEILY EERTZEITORERAOE (EOXKEONT D
=3 U =& LTS 2 L E R H Y £7)

BET HIER BRTHEBEFEANAR WFhh ZEIR
BN M, A== [ ROWNT TR Y £, bytes

standard deviation(s) : FE (R
ZDE

Bt STy Mg A=y
5y M R A
K5 0y M

WOWTIIINTIR D £77,
 KEINTBE Ty ML ([BFEY7 v ML (Total
Packets) ])

cEEFEEINT Ty MR (A== Ny b
(Initiator Packets) ])

s ZEEINT Ty MME (VAR F 2y MK
(Responder Packets) 1)
EES

VLY EEFITTOEBREZOE (EOSHOWT I
F—A S R =L LT SN BERH Y £7)

packets

standard deviation(s) : (R
ZO¥

—BOAf =T —H

Yo va BB LUZENDRA D
EX S

FEEY BRI T OREREOR (B Shic—EDA
=== N B = UTE S D 5B
HYET)

initiators : f = T — X ¥

standard deviation(s) : FEVE(R
72D

—BOLARSH

Ty g VITSE LENDR A D%
F1=1%

TEE D BRI TOREMER LK (B Shiz—FEo v
AR BRI — N R =& LTHER Sh D BERH
DET)

L AR E

responders :

standard deviation(s) : FZE (R
EZDO¥

B aEERy > —



| #BKRy>—

wERz k 7o77LRE0Ex |

HEARRA M A7 7 ILREEDNHEX

AR MIBEETHHEANDFEA N 70T 7 A RSO THEL— LV EZFFT 2120, [F

A~ 7a7 7 ANVRE (hostprofile qualification) | ZiEMLET, w7 =T A2k,

~Z

T4 TaT7r AN, FRIEHLOVIP AR MEHICES TR =L LTHEHENS
FABEL—ZiE, AR N a7 7 A NVREZBMT 52 LI TETERA,

WAL T 0T 7 ANVREEERT D & &IIE, £F, L=V ZHF T Do 578

A MEFRELET, ERAREZRAR A M,

nET,

= IVDHEMEL T2 AR NDHA T L - TR

o BEGEA XU b D [VARZ R AR (ResponderHost) | E 7213 [ == —% 7R A | (Initiator

Host) ] Zi8R L £97,

AZAA b [FESEA A K (Destination Host) | %7213 [25{§7¢4 A  (Source Host) ] %

BIRL £97,

T A ARNY AR N RARMATNARY NI, FlE2—F T 2774087 ¢ : [KRA R

(Host) ] Z8R L £,

WROFETIE, HBEL—LVDFERA N a7 7 A NVREEIERT 5 HIEICOWTEBH LET,

£10: KR~ FOT7AILBREDHEI

fHEY HHEE

BRY IBEEFLEARR

[7 7V sr—ar 7u kajb (Application Protocol)
[7 7V /r—ar 7nu kajb (Application Protocol)

>

]
]

TV r— gy S ha L ERRLET,

[7 7V —3a> 7a b aj (Application Protocol) ]>
[7 7V —3 3> AR—b (Application Port) ]

TV r—gryu halOR— N EBEADLET,

[7 7V — a2 7m h=av (Application Protocol) >
[Za k= (Protocol) ]

7u hanEERLET,

(7 7V —ar 7a han 73U (Application
Protocol Category) ]

AT A EBRRLET,

[7FA47 >k (Client) 1>[Z 47>k (Client) ]

7747 bEERLET,

(7747 (Client) 1>[Z7 A7 k=T a v
(Client Version) ]

JIAT o b=V a B ANLET,

(247 372V (Client Category) ]

AT FY ZRRLET,

RAA

1 DLLED FAAL U EBBEIRL TS 2SN, /F RAAL
JEBABREE ClE. Jefll R A A A KD HIEERZD KA A
YOFRICE o THEENDG T —ZICbHEMASNET,
This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

mERy o — I}



B eutzr 7077 LREOHX

mERy o— |

fHEY HHEE

BRY IEEFLEARR

[/»—F7 =7 (Hardware) ]

ENANTFAL ADN— R =T EFNVEADLET,
7o & 21X, 3T AppleiPhone | —FH X ¥ % (21X iPhone
EANNLET,

[RA b OEEE (Host Criticality) ]

RAPOHEEEZRRLET,

[ A K Z A7 (Host Type) ]

RANZAT 21D EERLET, BEOFRAN, F
TIWT DD XA TDORy 8T —7 T3, ZA&RINT
%i‘d‘o

[I0C # 7 (10C Tag) ]

REOIMES 7% 1 LI EEIRL 7,

[V x=A /L7 a—2 > (Jailbroken) ]

AR PFNDFEARNB2ANVT VA7 SNTEENL T
NRARATHDZ L a7 [TV (Yes) 1 &, 9 Th
WIEAIZ W2 (No) ] 23R L £,

[MAC7 RL A (MACAddress) |>[MACT KL &2 (MAC
Address) ]

RARDMAC 7 RLUALIKEITZED—E 2 AT LE
j—o

[MAC 7 KL 2 (MAC Address) ]>[MAC %A1 7 (MAC
Type) ]

MAC % A 773 ARP/DHCP CTHH SN0 E 9 A EIRL
*9,

« VAT AIIMACT RLARKRA MIBBLTNDZ &
ARTT 4 TICE#A L7 ([ARP/DHCP Tt (is
ARP/DHCP Detected) 1)

s T2 X, TAAAREFAMIZIIN—2 R DT
b, VAT AFEDOMACT KL AZFEFHSEL DR A
k&7 LT\ 5 (JARP/DHCP CTHitH S 722w (is
not ARP/DHCP Detected) ])

* MAC # A 7D EERZ ([EnTh 720 (isany) ])

[MAC X % — (MAC Vendor) ]

RARNBMEHTH N N— R =7 O MAC X ¥ —2KFE T~
TFO—EE AT LET,

Mobile

AR FDRARBRENRA)N TNRAATHDZ L ERT
WX [V (Yes) 1%, £ 9 THRWEAIX W2 (No) ]
BN ET,

[NetBIOS 4 (NetBIOS Name) ]

ARA MO NetBIOS 42 AHTLET,

Fy hTI—27 Fa hajn

http://www.iana.org/assignments/ethernet-numbers (Z U A k &

NTWbH 3y hU—27 Fa harvkess A LET,

(AL —F ¢ 2 A7 A (Operating System) ]>[0S -
>4 — (OS Vendor) |

FR—F 4 T VAT AOR U —LE 1 OLL FRIR
Ljﬁj‘o

B aEERy > —


http://www.iana.org/assignments/ethernet-numbers

| #BKRy>—

wERz k 7o77LRE0Ex |

fHEY HHEE

BRY IEEFLEARR

[(A~_XVv—F 4 2 A7 A (Operating System) ]>[0S 44
(OS Name) ]

FRL—F 4 VT VAT AOLHTE 1O FRINLUET,

[A~_XVL—F 47 AT 5 (Operating System) ]> [0S
/N—37 7 2 (OS Version) |

FR—F 4 T VAT AONR—T g % 1 OLLFRIR
l/jz\/g‘*o

[FZ > AKR—hK 71 k=)L (Transport Protocol) ]

http://www.iana.org/assignments/protocol-numbers {Z U A | &
NTWDHMT7UAKR— |k 7a havoaiiEidFE %
ADLET,

VLANID (Admin. VLAN ID)

ARA MO VLANID FH5&E AN LET,

[Web 77"V r—</ 2 (Web Application) ]

Web 77V r—3 g UEEIRLET,

[Web 77V r— 3 D717 =Y (Web Application
Category) ]

AT A ZBRRLET,

EAMRRREEORA N T 74 a7 o747
VARTA MY AR ERNEHEEET)

RA MRS A G C Tl iz A £ 7238 R L %
B

BRUELIIARDI SA 70 FEERALEZARRA N TR 77 4 LIREDER

VAT AN client Wi T XY r—a v 7 a ha)Lo4ET (72 & 21E, HTTPS client)

AL THRIHESNTZZ 7947 e LR— M 254,
Moz 747 T, ZRHDHEE

ZDYTTAT v MIRFBRAYF 71T
VAT AIRED I FGAT VM EBEL TWERA

AN

B, P—NEERNT T 4 v T IZEAINTI TAT v FOFEELZHER L TWET,

BRI E - IZILAD 7 SA T o " EERALTEHRA N e 7 > A ABREAERTHICIE. 754
TR TR, VARUVE RA N TEITENTWAT I r—y gy 7 harvzERL

THIFILET,

ARV T—E2FFALI=RA N TOT7 74 IILEEREDER

KA N 777 A VEREDHIFIEE

MTEET,

T, L OYA . HEAL—ILVOERAS X RIS TF— X B fE

T2l ZE BFEHHBONTNPORA N THREDT ZUIPER SN TNDZ 2T AT A
DR LESals, HEL—ARN MY A= LTSNS E LES, b2, Zofzk

Hd 5 & =iz,

ZDHE.

TIZTFDONR—=T g UBEHTROVNGEIEA N FEART D ERELET,
[Z7 747k (Client) JIX[A4 XK 27 Z 47> (EventClient) | T 2%, [7 7

AT hN—= g2 (Client Version) |3 FTD/3— 3  TRWIGAIZDHIL—LIN N Y H—
SNDHEOIT, ZOMEANL—ILVERA L TrT7 7 A VREITEMTE 97,

mERy o — I}


http://www.iana.org/assignments/protocol-numbers

mERy o— |
B -vmronx

RRA~ TO7 74 ILEEDE

WDRAN T T 7 ANREIL, V—NVOREMELIRDT 4 AHNY AR MBI
B 7R A KM Microsoft Windows D /3—3 3 B FAT L TWAEHEIZDI, L—/LB K
H—e L THHEND X ICHBEL—LVEZHK L ET,

Host Profile Qualification ¥ Remove Host Profile Qualification

Only generate an event if the host(s) i lved have the f ing properties:

&3 Add condition &) Add complex condition

IDEstlnatlon Hostﬂ I Operating System LI has the following properties

05 Vendor | is | | Microsoft =]
v
2 0S Name I\s j IWmdDws LI !."E
o
0s Version| is ;I | any ;I E"-_-
(3]

BEErEYY
RANT—H 74—V K

A—HREDHEX

Bige. R, T4 ADNRNY | FRIEIEA NATOWNTRNDOA R N EFEH L CTHBIL—L
MU= LTHERAT LA, ANV MNCEET L 2—YFDOT AT T 4T 4 IS TL—
NERRT2ZENTEET, 2oL, =—VFRELFINET, L& xX, #MErEk
35—V DT AT T 47 4 BRTEHMIR CTHLGEICOH M) H—& LTHEHRT 5 &
7. FEREL— L EHTE ET,

NT7T7 4wl TaTr A NVEARL— T T/ T A BT A BRI Ko TR =L LT E
WAL — /L, 2—FREZBINTHZ LI TEERA, o, VAT AL, 74TV
T AT 4 LV THENL S 1UT- Firepower Management Center — /X Dzt &2 1 L T —H OFEA
ARG LET, ZOBERIE. 7 X—2ARNOTRTO2—FIZBEH L CTAFARRE IZRY £
oo

—WIREEERT D & XX, £F, HEL— AV ZHNT 272OERTL2T7A4T 0T+«
TAEBELET, BIRAERT AT T AT 41E, V—IVDERA RN DX A TIZEHT
Hirn £,

PR N A== DT AT T 47 4 (Identity on Initiator) ] E721% [L AR
VHEDT AT T 47 4 (Identity on Responder) ] Z 3R L 97,

ARAA XU [BEEDT AT T 47 4 (Identity on Destination) | F 721 [IX{FED 7 A
77 47 4 (Identity on Source) ] &I L £,

T A ANNY AR [RARNDT AT 2T 47 4 (Identity on Host) ] Z R L £,

e IRANANANRS N [RANDT AT 7 47 4 (Identity on Host) | Z3®&IR L F 7,

WD TIL, MLV — VO —FREEZIERT 2 HFIECHOWTHHLET,

B aEERy > —
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| #BKRy>—

® 11: 1—HREDEX

gwrsvn— [

HEY SHEE

BRY DBEEFLERE

FWAF7 2 =/l (Authentication Protocol)

2=V EBRHT A7 DIEA SN BT e han (i
IZa—Y Z4F) Y hba L ZRIRLET,

%4 (Department)

HEEANDLET,

KA A > (Domain)

12U ED RAAL U EBIRLTLIEIY, w/VF RAAL
JRBHBREE TlT, ol R A A S X DHIREENFED R A A
VOTFRICE o THREENDS T —ZXIZbEHAINET,

This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

E A—/V BIA—NVT FLAEZANLET,
% HEANTLET,

45 A AT LET,

EE BRE s E AN LET,

[—¥4 (Username) ]

a—¥HEANLET,

EENEY D

A=Y F=ZDT 4=/

EHErNDYh—

e b7 v —

1T, L—ILOEPIOREEE (FA N a7y A MBI —FRELET) |

—H LRI /XTA#%EUDT%’UL@ NI xR TGO D IS ML — LA Liﬁ“

E‘ll‘%’)]‘ é j/l/ %)Tﬁ"f/l.‘z))\

E LIRSz o> TR SN B REZ =T HAI12IE. VAT

Aﬁw—w®m%4NVk%$&bi¢o

Evh EBE. BRI oD —IIBEED N T T4 0T EE=F L, FUA—L LTHERAENEES
IIRE SN EMRE T ENE T, B h T o —IE, B RR Y N U= T T 4y

7 =2 L CRfAYIC

FEITEND NT T4 vy FRT 7 A N L EIRBHITT,

B N7 o =D AR N EAERT D HFIEITZ2OH D £,

FHIC—BIHEELICEFTSER NSV H—

Xy NU—=27 8T T4 TN T v I — DRI BT % & AT — AT 5
EO R F T v N—ERETEET, ZOHAE. XA L7 0 MR T LTH2RTYH,
VAT DFIEOERE ST I — A S ARZ L ATOREGD T v F T ek LES, MHEL—

mERy o — I}



mERy o— |
B =5rs5on—0em

N M) AT—E LTHRALIZD LR TS A 7ORY & —@RKPAFURE LS E,
BLWEEE N T v W — %R L7,

72720, Xy NI T T7 4 v 7B T v — ORI —ET RN A 27 7 IR
i T LIE3E. VAT AMIMAEA Xy b EAERET, TN — £ U AZ L ZADERD b
TR T EEIELET,

7ol 21X, FED X A 7 OEEREDFE O WM IR E RIE 2 8 2 THRAE L7c %A Ic o AR A
R NEAERSEDLZET, N T v —5HOHEOA XU PLEVEE LTHRESES Z
ENTEET, HDHWIE, PR ZICEERT — Rk &L VAT AR L2 AICo
I, FHBEIA XV M EARSIEDLZ EHTEET,

VAT AL

BA LT BB TRICER T RN v H—

HA LT T MIBEKICDE > TIES NG T — X IKGFT 280 Bt b7 v I —Z2RET
EET. ZOHE, YA LT Y MIRBAE T2 ETIIESH L EEA,

7o & Z1E FPEOHIF NI SN TCERIE BN R E DA M A Tlalo 725818k N 7 >
A—zZEETHLORET DL, VAT DILOHBNREHT 5 ETH>T, *y hU—=7 b
TT7 4y I BEDRMFIZ B LG BTN PR LET,

B2y h—mEm

ATy T

ATy T2
ATy T3

AX—h Z4t [REDFAEVR | BHR—bENET | HHR—bENEF | TUER

~ A AR A (Access)

fES (Any) & (Any) f£E (Any) £E (Any) Admin/Discovery
Admin

458 HHIIZ

« B, R ., =2—VID, A MASA R MZESWTHEA— LV EER L E T,
PN 2T AR RNRNT T 47 T T 7 A NVOERIZIESW I N— VIR N T v
H—ZBINTHZ I TEETA,

FIE

MBEANL— T ¢ X T, Bk

—g—o

k7 > B —@iBM (Add Connection Tracker) 1% 7V v 7 L%

BT DA EE LE T, e h T v W —DML Bl =) ZZRLTIEIN,
B D HHRCSIE C Ty WOMBA N b EAERT D0 ERELE T, T v — A

~ DFEL

B aEERy > —

(34 ~—72)

L TLTEE,
ATV T FT o h—DORENmTZ ST S 2O R o [

(.

Sy ETIIRE) AfRELET,



| #BKRy>—

BRbIyH—DEX

&5y n—omx [

WOFIT, EO XD el BUN T 2 A 4RET D48 b T v U —SRAFOERRTEEZBA L T

WET,

RI2:FHE LSV H—DOEX

fHEY HHE

BRY IEEFLERE

TR Aarybo—)L R —

B ROBG AN L -7 72 ary hr—L R —
1 DL IR L £7,

TR hag—)L)L—)LDOT I g

B ROER e JICGEES LT /A a3y be—b
JL— VIS T SN T 78 A 2 ha—L L—L T
7 vavi 1l DU ERIRLET,

b L TEmENHTAL—VEIZT 74V N T
VOIERIRIC, TEOFE=X L— VDI TS
i BT 2120%, [£E=4 (Monitor) |ZEIRL 7,

TR ar ba—L L—)L4

B R OB AT S LT VA 3 br—)b
L=V DELFIDTXTEITFO—EE AT LET,

FoH N —HT D A BT 0T, = —
NOZHTEANT LET, b & CHA LT DL — LT
FF 74N T vy LIREBMRIC, AT AN
+ BB % BB L

TV — gy 7a hajl

TV r—vary ra baniy 1 DU EERLET,

(77 Vo —ar 7a han 7Y (Application
Protocol Category) ]

T — gy Fabhal bR 1 ORI L
e

7747 b

74T e 1 DL E@RIRLET,

[7FA47 37 =Y (Client Category) |

7I7AT b AT A E 1 O ERIRL £,

IIAT b RN=T g

IIAT U NONR—=a 0B AN LET,

FEAERE FE]

el (W80 2 A LT,

Wi A7

PEGIERN ED L S IS SNBSSV, L —
W N T—=FTBNEIMNEREELET,

e T/ AR— b S 472 NetFlow L 2 — R BAERK S L=
Pai A~ Mo, RO (s) ]38 L OY[Netflow] % i3
RLUET,

* Firepower > A7 A DE R R T /34 212 K > Tt
SHTz iR A X BT, [AERKIT T2 (isnot) 3 &
Y [Netflow] Z 3R L £ 97,

mERy o — I}



B =5rson—onx

mERy o— |

fHEY HHEE

BRY IEEFLEARR

e (F) F72i3#Ex (H)

4 1 DLl SR L £,

Device

SEBFRTEOBHE A I L7275 2% 1 SBLERIR L%
., NetFlow B 2 8T 23413, =27 AK— F &hie
NetFlow L o1— K738 OB T — & % BT 5 7 /34 A%
R LET,

ANTA o H—T =2 A RFEFIIHEIIA X —T = A

A H =Tz A A% 1 DLL BN L F,

ANTtEx=20T7 4 V= FRIEIE A2 T4 V=

122U EDEX2 VT 4 = FE L bR — iR
WLET,

A=z —HIP, VARV AZIP, /-3 = —%/L
AR HZ P

HB—ODIPT7 FVRAEZEFT KL A Ty 72 AT LET,

f = —F N ", VARCE A ML £ E
HoAAL MK

IKONTNNEATLET,
« ¥ESNToAA ML (A =v=—H 3 L (Initiator
Bytes) 1)
« ZIESNTAA M (VAR F 231 M (Responder
Bytes) ])
o BEAE E TS ML ([BFNA M (Total
Bytes) ])

A=y x—2 %y Mg, LARUE Sy MR £
TEFAT MK

WOWTNNE AT LET,
cEFEEINT ATy MR ((f=v=—% Ty b
(Initiator Packets) ])
s ZEEINT Ty Mg (VAR Z 7y MK
(Responder Packets) 1)
 EZAE ST ATy M ([BENT > M (Total
Pakets) ])

A =T —H R—FICMP Z A TE-IL VAR Z HR—
NICMP =2— R

A=Y= =H FFT 4 v OFR— FFELELILICMP ¥
AT HOANIVARUHE FFT 4w 7 DR— NS E
721X ICMP =2— KZ A L E T,

10C # 7 SEOIRMES ZRHREINT[WD (s) |EEFRESN
T [V (isnot) ] 2289 AL E7,
NETBIOS 4

BEIIBIT AT X EA A O NetBIOS 4% A ) LE
.d—

o

B aEERy > —



| #BKRy>—
&5y n—omx [

{BET HIEH EBRT5EEFEARE
NetFlow 7 /31 A BYF4 5 NetFlow =7 AR —ZDIP 7 L A& B L F

4, *v hU—Z7 AR Y > —IZ NetFlow =7 AR—X %
BIL TWRWEA . [NetFlow 7 /31 A (NetFlow
Device) | Fay 77X o U A MIZEAIZRY T,

TVLT 4N R — BSOS A B LT LT gV E R —F 1D
VI EEIR L ET,

P (Reason) B R ORI BhEM T STV AR & 1 DLl EER
L%,

X2V T 4 AT Iz A BT Y B ROBEGICEEMT O TWE X2 T 4 A

TV AOHT I % 1 DL EEIR L F9,

TCP 75 Bt 2 BT A - DICHERICE EN TV D LED & 5 TCP
T EENLET, TCP 777 F—X%%, =7 AHR—
k &7 NetFlow L 22— R BAR S #Ic DG %

nEJ,

FF U AR—F Fa hajn BEICHERHEINA N VAR—RF e ha sz @R LE
j‘o

URL B ROPHETT 78 A SN URL DT _RCEILF
DO—EEANTTLET,

URL Category B ROBGETT 7B AESNIZURLO AT IV % 1O
VA EER U FE T,

URLLV E 25— 3> B ROBER T 7 EASNZURLD L E 2T —3 3
MlZ 1 DL REIR L ES,

[=—H4 (Username) ] BRI R OB CWOTNNDARA Moa /A v Liza—W
Da—VZ = AT LET,

[Web 77V /77— 3 > (Web Application) ] Web 7 7V r—a vz 1 DL EERLET,

Web 7 XV r—arphTay Web7 7V r—ardDhT 3 210 F#IRL £,

ARV T—REERALER NS v H— DR

Bt N7 v —EAET D L I, 2L OA, HBELV— LV OERLS XU M DT — 2 EEH
T&EET,

2R, VATABH LW TA T MEBRET A E X, HEAL—AR N H—ENnD L
MELET, Bt b7 v —2 ZOX A T7OMEANL—/VZBIMT B L. VAT MIKDOIEARA
Ry M EZRTHHEKOHD VT v h—FBEMICATILET,

| mERy o — I}



mERy o— |
B =5r59n—1~vromx

o[ == —H¥/L AR IP (Initiator/Responder IP) ]2 [-f X2 N IP 7 K- A (Event IP
Address) | IZREZND,

c[Z7 747k (Client) | B[4k 27747k (EventClient) |IZEEILDH,

Je

EVh KFEDIPT RLALLIZIP T R 7oy 7 ISRl 286 280 5121k, [F#hi=> k
UIZAA »F (switch to manualentry) 122 Y 27 LT, FETIPZfRELET, [ h
74—V RIZAA vF (switchtoeventfields) 1227 U v 7 $5L, A XU FDIPT FL A%
AT 5REICREY £9,

BMELEYY
BiA X b X2V T4 AT IV AAXRV DT 4 —)L R
Firepower ' A7 LD IP 7 K L AEKFLIE
BELSYHh— AR FDEX

BRI R OBHGRICE SN T ED L H 72 & A X e AR T 0 EFRET 58 N7 v
=M EAER T AI2IE, IROEBDOFHINENE T,

KRBEHRESIVD— ARV FDEX

EBEYT HIEE EBRTIHEEFEANAR
E273 e AR WAk 775 AR 4
SSL s Eibt v v a oK M &3 7= SSL 721X TLS i 5kt v o 3 v &K

BEEAA ML A =2 =2 AN M FRF VAR [ROWTRINCRY) 9,
FoA R CREESIEATA M (AR B (Totl
Bytes) ])

o EE NS MR (= =—# 31 & (Initiator
Bytes) )

PRSI M (AR F 3 K (Responder
Bytes) ])

ARty Mgk A =v =2 Xy MR FREV A [ ROWTRMNIZRY £,
Ry bR CREIESEAT AT Y MK (R K (Totl
Packets) ])

cBEEEINTAT Y M (= —F 7y b
(Initiator Packets) ])

cZEINT Ty ML (VAR H X7y MK
(Responder Packets) ])
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sk 2 koo odEsEmozEs ]

fHEY HHEE

ERT HBEEFEANAR

— B =T FET—EBEDVARH WDUNT DN Y F97,

st ENTt Yy v a VEBBLEEROR A ML (—
B0DOA =3 x—% (Unique Initiators) ])

R SN BER IS LB oA A ML ([(—ED
L AR >4 (Unique Responders) 1)

SNERRR b AN o DBE 7 R D ER E 5

F v FU—27101.0016 DT 47 T7ANET =47 L, @, *v hU—740
RABMIRY NU—TNOFRA MO ZGT 52 L3V T U A E2EFELET, FRZ
Ry FU—ZAE S BN SN D Z BB FTA8, 2 4 LINIC 4 DL E DB
BENT-BAICITEENLEL LM+ E LET,

WORNIRT—LTliE, #650310.1.0.0/16 £ FT—IANSE Xy NT—FTWNITHEAE LT L
T, BRECEATA N v U VR AT AL OB ELE T, TDE, 2 0UNICE
V=BT D408 (REMOEREEET) PHREINTHMEEA X 2R LET,

Rule Information & Add User Qualification @ Add Host Profile Qualification
Rule Name Archive Connections - Outside

Rule Description Trigger on 4 outside connections to 10.1.0.0/16 in 2 minutes

Rule Group Ungrouped 'I

Select the type of event for this rule

i Ia connection event occurs LI I at either the beginning or the end of the connection LI and it meets the following conditions:

&) Add condition (&) Add complex condition

X [mitiator 1P =] [isnotin =] 10.1.0.0/16
IAND s
x IF‘.espDndEr IF LI I i in LI 10.1.0.0/16
Connection Tracker ¥ Remove Connection Tracker

... start tracking connections that meet the following conditions:

(&) Add condition &) Add complex condition

H [mitiator 1P =] [isnotinz] 10.1.0.016 { switch to event fialds )

IAND =

K [responder 1P =] [i=in =] 10..0.016 { switch to event fields )

... and generate an event if:

(& Add condition () Add complex condition

X total I Number of Connections LI I are greater than or equal to LI 4

in the next 2 minutes ¥

371879

UTFoRiZ, xRy V=2 F7 74 v 7B ERROMBELV—VE ) H—E LT TE 27514
ZRLET,

mERy o — I}




mERy o— |
. BitTorrent & F|7: 7 — 7 53 O 5% E

Metwork
10.1.0.0/16

0 sec Conn. 1 l Host A ‘—-.-l Host 1 ‘ initiating connection

Conn, 2 [ HostB 1—-" Host 2 ]
Conn, 3 [|«+os-. C i—-p[ Host 1 ‘

- ditions met
a0 ; [-mst A i—'-b[ Host 3 ] o ¥
il Conn. 4 event generated,

conn. tracker terminated

371875

ZOBITIE, L= VORAFHIC BT DR E AT AR LE L, 2FED, Ry
T —2710.1.0.0/16 DIFIZH D HEA M B Ry MU= NE DR A N~OFERi & v AT LD
MILE L, ZHUCED, #i b7 v —0EkSNE LT,
Wi T v —i3, ROAT—IJ TR L £,
« FY FT—=IHDKEANAMNDFRY NT—=TNDKRA M ~OEEIBHEINS L,
T X TR ARG LET,
WG N T I — DB T D20 EoEEE (RARB~KA M2, RABMC~KZA
F1) R LET,
2 Iy DOBFEHIRNTHE A M ABBA R38R T D E, 4 DOREINTWHE 2 B
LET, V=V EHENEELET,

« RIS, MBS P EERL, MT v R EEIELET,

BitTorrent OB E| % T — 2 B D% E HI

RANZEERI RO R > T —27 OFRA MOERitk, BEI72 BitTorrent 7 — % ORRE AR H S 4
7B A X N EERT DT VA EEELET,

WOKIL., BEHGER Ry NU—2 B2 BitTorrent 7 7Y 74— 3> 7ua bz LGS
IR T—E LT ENAMEBEL—LERLET, 20—, BEHdSRRy hU—2
DARA N (ZOFITIE 10.1.0.0/16) 25, TPIDORY T —ERED 545 TMB #8255 —
% (7340032 /51 k) % BitTorrent Z /L TE & O THET HBEFITDHINL— LN K H— &
LTHEAESNALIITHT AR N T o =060 £,

B aEERy > —
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BitTorrent & F| 7% 7 — 2 853k D 5% E .

Select the type of event for this rule

If adiscovery event occurs | there is new information about a TCP server + and it meets the following conditions:
2 add condition ) add complex condition
¥ 1P address - isin -~ |10.1.0.0/16

AMD
b 4 Application Protocal - is - BitTorrent -

Connection Tracker X Remove Connection Tracker

... start tracking connections that meet the following conditions:

| & Add condition | &) Add complex condition

#  Responder IF - is - Event IP Address w [ switch to rmanual entry
AND - X Application Protocal - is - BitTorrent -
X Transport Protocal - is ~ [TCP

... and generate an event if:
| &3 Add condition | | & Add complex condition

X total Responder Bytes - are greater than - (7340032

in the nexts minutes

arier2

DITFoORX. Xy hU—2 v I 7 4 v 7N FEEROMEBENL—LE ) H—E LT TE 5 5%
ZonLET,

Metwork
101 0.0M6
Dzec |Triguering event: BRT orert HCF“ 1 Cornection Tracker crested
application protocd deteded Application Signature: Host1 1P, BitTarrent, TCP
Protocol: BitTorrent

1==c Connedion 1to Heo=t 4 Connedion Tracker total 1MB
Host 1 Host & H| Spplication
1MBE Protocol: BitTorrent

Seec Connedion 2 to Hest 1 Connection Tracker total: 3MB
Host 1 Host B H-fe Spplication
2MB Protocal: BitTorrent

Vaec  |Triggering evert: BitT orrent Host 2 Host 2 addedto Connedtion Tracker
application protocd detected Application Signature: Host 2 1P|, BitTorrent, TCP

Fraotocol: BitTorrent

10 e Connedion 1 to Haost 2 Connection Tracker total, 4MB
Hiogt 2 Host & - Application
TME Praotocol: BitTorrent

15 ==c  Connedion 3to Hiet 1 Connedion Tracker tatal: BMB
Haos 1 Host © Hee Application
2MB Praotocol: BitTorrent

20 ==c Connedion 2 to Haost 2 Connedion Tracker tatal: 7B
Host 2 Host B H—e Application
1MB Frotocal: BitTorrent

0 ==c  Connecion 4 to Hest 1 Connedion Tracker tatal: 9B
Host 1 Hogt D H—= Application Connecion Tracker fires, termindes
2MB Praotocol: BitTorrent

300 zec fimeout) Connedion Tracker would have

_______ e e — — — — — | Expited andterminsted without fiing
if it had not already fired &t 30 s=c.

271874
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mERy o— |
. BitTorrent DB E|%: 7 — 4 ERiX D% E I

ZoFTIX, 20D FRA N (RA M1, ARAK2) IZBIitTorrent TCP 7 7Y ¥ —> 5 7 |k
N ENFE L, 202 DODFRA ME, BitTorrent #47 L T4 DDMDK A (KA b
A, "AKNB, mAFC, FAFD) T —ZZEELE LT,

Pl b7 o W—13, ROTIERTRELE L,

« £9°, A1 TBitTorrent 7 7V 7 —3 3> 7u hauiitiansd &, 0p~—0—
THERD b T X R LET, RO 545 DMIZ 7TMB @ BitTorrent TCP 5 — # Oin
ERBHENRNES GOOR~—F—I12k V) | BT v h—ITEOC ARSI T
BLIEEN,

SHT, AR LIE, BAIC—BTHIMBT — ¥ ik LET,

el B~ —D—TliE, FAMIDOHERAMA~NIMB (L7856 N7 v —I1T%k L
T# %z 7-4 BitTorrent b5 7 ( >~ 7 1 MB)

oS —N—THEA LI PHEAM~B2MB (&7 3 MB)

TR TIX, A 2 TBitTorrent 7 7V 4 — 3> o haLziEt L, AA2 2125 L
T4 BitTorrent #:%tD b7 v % ZHBMA L £9,

20T, RADMLERAF2OWMGNOEESNDLEZAIZ BT 2BMOT = 2kt
]\/i—é—o

0~ —H—THEAL2MHEAMA~1IMB (F7 4 MB)

IS5~ —D—THRANMINBEAFC~2MB (A7 6MB)

D0~ — N —THRAR2MBEAFB~IMB (& 7MB)

ARA B 1 EARA D2 M 08R% L7 BitTorrent 7 — Z (IBFH T TMB I 2 D F L7278, ik sh
AR MR TMB A BB L TV D Z DML 7> TS 72 (Responder Bytes are
greater than 7340032) . /L—/LZ N U H—L L CTERHSEFAL, ZORFERT, M7y
H—DEA LT 7 NN OFE D 280 B, B BitTorrent Fk A3 H S 7z 5
B Ty —ITIEIC R AR N M ERR S N EE A

7272 L. 30 ST, BlD BitTorrent #5523 H &1, IRD/L— /L DS T2 S v E
9,

30— —TiE, FA LI HHRARD~2MB (A3 9MB)

BRI, FABAA N PR ENE T, ETo, SHOBPEDCR LR THER N T v 1 —
AVAZ L RZODNWTIE N T v TR EIEIE L E9, Z OFEFAT BitTorrent TCP 7 7°
UVor—var7a harvzHnTli LW ESns &, FrLnesk 7 > 1—2" 4
ENET, RAR1IA2MB T _XTEAER b DICHRRE LBICHEA X Fadksh
HEICTEEL S, ZhiE, By a v R TI 5 T T — 2 2352 Lix
RN DT,
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| @Ry —
22—2gMs L vET o7« 78m ]

AX—ZAHME L VET I T 1 JHIR]

ML — NV TAX— XM ERETH N TEET, AX—XHPMEERTET D &, fHEL—
AN R H—E LTHHENT- L &, 35E LIERRIRRBPICL— ERDNHORAEL TS, &
AT MIZ O FIEIAL—AD N H—ZEIELEd, AX—XHRARET5 & v—uix
BN T—ABIZZVET LW AX—XHMBHBEY £9) .

ez, MFIIN T 74 v 7 BB ERLBWETORA MRxy hU—2 BIthDH e LE
To ZORAIDBEGET 28NV AT LA THRIESNDTCNZ MY A—& ULTHEH S D il
RN —NVOEE, TORANTEZEIND Ry NU—2 " T T 4 v 72> T, FHEE
RMICZEOMBIA X MBERSND AREMENH D T3, RV o —EK Z/RTHEA X2 o
BAEGIRT 272012, AX—AWRZENTEET, 2Ly, FEELEHRENG &
T LTI SN2 Z DR AR MIBEET DB DOHERIL L TDIH, VAT LMIFAREA N M &
AL ET,

Flo, HEAL—AVTIET 77 4 THIMEZRET 52 &b TEET, IET 77 0 7RI,
BALV— I MU = LTERHSNEEA, T 2770 7HlZEA, EE, E23EA8Y
T EHIICERETEET, e, TAMN ARV —T 4 7 VAT AEREETZDICH
ARy N —27 CHREIZNmap Ax ¥ 2377 5L LET, 2054, HEL—LRNEHST
MU H—ELTHERENRNE S, BHORAX ¥ UREEHIC, 34T 2LV — LV TIET 2
T4 TR ERET LD ENTEET,

HEIL—ILOERA B =X L

MBIV —/UE, V=D B Y = ENDEMEREE L TER L £, KETHEATE S

Fy 7 ZE AL LD E LTOVDERICE Y B2 T, AD=ALFTT~THELETT,

FEAEDRME, ATV ERT ED 3 SOMANHR0 T,
cHARENL =V P U T — BRA N T 0T ANVRE, T v h—, 2= PREO LN E
fER LTV DOMNIE LT, BIRTE 207 Y B2 5, MEL—1 FYH—T
1, EBWENV—VOERAL R P ZAFIZLVBIRTE DT TV BRI £, RFIC
LoTid, ZNZIMH O T L EEROBEROI T TV REETNDZ 0D Y £,
« RAHCHEATRERE T30 7 IV Ik > TR £,

KM OEEIRET AT OIERTELL 2y 7 2%, AT Y LHEEFITS U TERRY
9, BAICE-oTE, TFRA M 74—V RICEEZANTIVERS Y £4, FhLSo
e, Fay 7 X o U2 SnBE (129525 0I3EEOM) 28R cE £,

T2 ZIE, FLWEAA BB ESND TZONSHIRE A X R 2 AT DI2iE, &8 £
WEH 22 L — L AR TE £,

Select the type of event for this rule

if |a discovery event occurs x| | a new IP host is detected -

and it meets the following conditions:

d add condition ) Add complex condition

X[ [

arery
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wHERy >— |
HEIL—ILOERA D =X L

=L ZEBICHI LT, FTLWEARRA RN 104xx Xy hUT—7 TR ENTHESIZOIA X
v NEERTHICIE, 1 DO EBINTE T,

Select the type of event for this rule

If I a discovery event occurs ;I I a new IP host is detected ;‘ and it meets the following conditions:

| © Add condition | | &) Add complex candition

371869

X [Paddress 7] [isin =] [10.4.0.0016

HEICEBORMZEZ0 2561, TbDOEME [BXT (AND) | HEFEIE [E20F
(OR) AT THETOXENRDY £9, FL L VICHLEROEMT, Gb8 TRl s

NET,
« AND (B 73, HHEHRO LSV H DTN TORMG LT HERHD Z L aRLE
R

«[E£721% (OR) B AL, HIERRDO LT H HEBOEED D72 &b 1 O
ENTVWHLRERHLDZ EERLET,

104xx Py FT—278BXU192.168xx % v hU—7 EOIFERER— KN CTSSHT 7T 4 BT 4
ERETAUTONL— T, 4 DOFMNREESINTEY, TO203HESREEZBHK LT
I/\i—é—o

Select the type of event for this nae

U1 [ 5 Gescovare seend s ﬂ["-" e v rrmaion’ Blice & T KBV El and I aveats e Eolicwing Conditienss
i ASd condbicn O A compiex conaddion
% [ E] [=F [ =
e H =
== o A GOy | A i DR
N ) = [= =] acons =
=8 | e | s Z

FRERAIIE. =TI D K )R S E T,

(A and B and (C or D))

= 14: )L—)L O FH

30 EHTHET SRR

a 77— a7 a k3L SSH ThD
B TSV =3 = RS 22 TR

c IP 7 KL A7%%10.0.0.0/8 NiZdH D

D IP 7 R AD196.168.0.0/16 NIZ&H 5

B aEERy > —
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mEL—L~oztoemey v oE [

BN AT HA N MZE ST RN W —SNHEHEFHRE L — LV EZFHMET 2 2 &k, &~
AT DN T =< APNEFTHREEERH Y 7, & 2, v X 7T 5T TOERIC
K UT, HEBEOKMEN SR DN — v U AT ADBFHE L2 U Haniga, U Y — A0
BRI D AEEER H Y 97,

HEIL—IL~DEHEDEME ) VD ERE

ATy T

ATy T2

AX—b+ T4t | REDSA LR | BR—rSNDT |V HR—FSNBF | 7UEX

~ R INA R ALY (Access)

fER (Any) fEE (Any) £ (Any) £E (Any) Admin/Discovery
Admin

FIE

MBI — AT ¢ 2T, BHiSFELIIEEREZBML £,

« Bl : [SeE BN (Add condition) &2 27V v 7 LET,
A [BEESMDIBEM (Add complex condition) |27 U v 7 LET,

FMEDLEICHD Ry 7 H T ) A RS [AND] £ 721X [OR] AT 28R L CERMHEfEA L
i‘ﬂ—o

BB H L EEEGEDR L
WORIE, BfiZtE 2 % [OR] HEF THA LML — L A2 R LT H D TY,

Select the type of event for this rule

If Ia discovery event occurs ;I I a new IP host i= detected ;I and it meets the following conditions:

(&) Add condition (& Add complex condition

OR |= % lﬁ E
WO, Bt 1 oL, HESM 1% [OR] A 1 Tia LML — L 2R L
2D TY, EERIML 2 SOHMEAT % [AND] A7 TS L TR L £77
Select the type of event for this rule
If I a discovery event occurs j I a new IP host is detected j and it meets the following conditions:

:J) Add condition i J Ad;l complex condition J
x -
& Add condition \_,J Add complex conditien
OR | E
om || - g
s—H =

mERy o — I}



B ss - z2ecorgoEnmEm

HEIIL—ILEHTOEHRDIEDER

ATy T

ATy T2
ATvT3

ATy T4
ATy TH

mERy o— |

AX—+ F4t [REDFAEVR | BHR—bENET | HHR—bENEF | TUER

~ A AR AL (Access)

fES (Any) fEE (Any) f£E (Any) £E (Any) Admin/Discovery
Admin

MBI 2 RS 5 & &1,

WL A M BEBOMEERIR T 9,

FIE

FMEOXLTRr y 72T U A RN LEZBRTE 2546, @

B — =7 4 2T, HE L LT HFET D (sin) ] £72IX {FIE L2 (isnotin) | %
BIRLT1 DOEMZER L ET,

TXAN 74—V RNOEEOHFTEIE [fRE (Bdit) (V272270 v7 LET,

[EHTTRE (Available) | D FICHLEEDOELZBIR L T, £z, Z Uy 7 LTRIZv 735
LT, BET OHEBOMABRIRTE £,
FRE (>) #27V v 7 LT, @R LHEHE % [Selected] IZBEN L £,
[OK] %27 Uvy 27 LET,

HEIL—ILDEE

AX—h 54t (REDSAELVR | Y R—LEZNET | R—rESnBF | 7o LR

VR INA R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

VI TF RAAL VIBBTIE, BUED KA A U TERESNIZMEBEL— L E TV —TRERREE
T, THOIIREFTRETT, E7-. BH FAAL VB OREIR LI-FHEAL—L & T — 7 b FoR
ENFETH, INOITRETETEEA, FMNO RAAL U TERESNHEL—LVE T V—T %
FRBLORET HITIE, O RAL TV EZET,

GE)

BOEICHEBALRZ R A A > (GaRll, BEIRT SA 272 8) CHT2HFHRP/AZASh TN DY
By VAT LI R AL UINEOREER T LEE A,

TIT 4 TIRMERY =D — N ~OEFE X, REICKB I ET,

B aEERy > —
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wEnssL—Jonz [

1R BHHIIZ

L=V EHIBRT AR, TONL—L 2T _XTOMBERY) =0 IR LEd, 3o
WL, FEBIR Y o —DFEL 4 =) 2R TSN,

1|

FIE

AT 71 [Policies] > [Correlation] % Z4R L T, [/L—/ L& P (Rule Management) | ¥ 7% 7 U v 7 L%
j‘o

ATV T2 V= EEHLET,
« ERK : L— L DPERL (Create Rule) 1% 727 V v 7 LET, MHEL—LORE (53—)
ERILTLLEEN,
« T N—TDIERL : [ZV—TDVERK (Create Group) 1% 7 U v 7 L, Z—TD4Hi%ZE A
SILT, [BR1F (Save) 127 Vw7 LET, ZNA—TIV— L ZBMNT 5T, —%
mELET,
s RET A2 (&) BV Uy LET, HBEL—LORE (5X—) 2SR
TLEEN, ROVIZERTAar (%) BDERINDIGA, HEIXHLHRA AL T8
LTEY, REXELTDHHERID D A,
s = VETTIN— TNA—TOHIER  HIBgT A= (O) 27 Vv 7 LEST, L—1 T
N—TZHIRT D& =N DT N—TREBRINET, a2 hr— BN RaRRIh
TWBHIEGE, REFLEMHRAAS VB LTRBY, RELZEFETHHEMRNH D A,

MBEEEE T IL—TDEE

AYX—b+ 4t |REDFAELIR | YR—bENET | HR—FENEHF |7 EX

R N R ALY (Access)
L& (Any) L& (Any) L& (Any) & (Any) Admin/Discovery
Admin

77— BIOMEBEOHBENE I N—TEER L, IN—T%T 7T 4 7L, TI9T47
RAARERY S —NOFREL— B Y THZ R TEET, VAT A%, xvy hU—2 bT
74y 7B ET D L, TRTI AT ENTZSE BB LT,

TIT 4 TR N—TFEIINT D T —F SNBSS T HEEIX, 77T 477
FABIR Y & —TIT 2 8HE. T2 bICHENT/R Y £,

FIE

AT 71 [Policies] > [Correlation] Z &R L, [Z/L—7 (Group) &2V v 7 LE7,

| mERy o — I}



B =urss—JosE

ATy T2
ATvT3
ATv74

ATy TH

ATvT6

mERy o— |

[ V—T7D1ERL (Create Group) | %27 UV v 7 LET,

ARIEANTILET,

ERRFIC I N—T% T 7T 4 TICT D561, [T 277147 (Active) | T =v 7Ry 7 A%A
YIZLET,

T 7T 4 TSN T N—TIHIRE B L A,

T N—7Z [EHFTREZ2 ) (Available Responses) ] Z3®IR L., AR (>) 227 U v 27 LT,
ENOE[ZNV—THNDIE (ResponsesinGroup) JWZRBENL £3, ISEZ Mo FETEBEIT S
Wik, ERED (<) 2L ET,

[PRfF (Save) 122 U w7 LET,

RDZBRY
AN I N—T % T I T 4 TN Lo ledh, T/ T 4 70T 2IE, ATA X %7
Uy 7 LET,
EErEYY
Firepower Management Center 7 7 — [ L&
E1E D2

HELETIL—TDEE

&

AT—F S |#ROTA LR | HHR— b ERDT | HH—FEhB K| T LR

VR N R Ay (Access)
{£E (Any) {£E (Any) & (Any) & (Any) Admin/Discovery
Admin

ISE T N—T1E, HERY O —THEA SN TOARWESITEIBRTE £, W&/ L—F 24k
THIET, ZOWREDITN—TERERLET, £/, WEIZNV—TZHIBRETIZ, —K
WCIHET 7T 47T AL TEFET, ZNICLY, ZA—FF AT AT ETHN, R
—IENT D & E IS N—T R EN R A0 T,

VT RAAL CRBATI, BIED RAA TER SN2 V=T RFoR SN ET, ZHUdimE
TEET, ol AL TR SN NV =T b FRSNETH, ZHITwRETE EEA, T
LD RAA TR ENTIZ I N—T R RB L OWRET 5121, TDO AL AV FEX F
B

TIT 4 TR OINE T N—T ~OEET, IS ET,

FIE

[Policies] > [Correlation] Z&&R LT, [/ /V—7 (Group) |27 U v 27 LET,
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AR Y o—
wEnssL—Jogz [

ATy T2 IWEITN—TEEHLET,
T I TATAETNIHT 7T 4 Tib  ATA X E Y v LET, ar ha— itk
REINTWEEGE, REITTEHRAAL VB LTEBY, REEZERETLHHERPH Y £H
/\Jo
YERR : [ v—7 DAERK (Create Group) %27 UV v 27 LT, FHEISE I LV—7 D% E (
43 =) ZZERLTIZEN,
M MET A2 (&) 227V v 7 LET, HBEISEZNV—TORE 43 —) %
ZLTLIZIN, ROVICRRT A a2y (4) BERRINDGE, REILLHRAA
VIZBLTRY, REALELTHHERIH Y EH A,
HIBR : HIBRT A 2> (0) 227V v 27 LET, ary b —ARNRARRINTWDIGEE,
HEFTMRAAL B LTEY, REZEETOHERPH Y EHA,
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