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B weoozxxoavoms

&
ATy T2
ATvT3

FIFNRINTIE, T P TN—F DAL NR—DRTTRTDOARP /N N FRENFET,
ARP X7y hO 7 a—EHIT 5121F. ARP A VAT Vg VEAENCLET,

ARPA VAN v a N li» T, BEOHD—FRMORR ML —21272 03 F£3 (ARP
AT =T 4T EMTIND) OEBIETEET, ARP AT —7 4 V7RSI TS &,
(hifE ) WBE2ZTHZERHY T, & 21X, RA MM ARPERAZFA— U = A L—
HIZKETHE, Y= U2 A N—HFF— T2 V—FDMACT FLATIRELET,
7272 L, BEEIT, V—FDMAC T RL AT BEEH D MAC 7 KL A THID ARP &
ERANMIEEFELET, I T, WEHIL, IXCOFRAN N T 740 v 7 2T ELTL—
HIHGETEDL LD £7,
ARP A LV AT v a v ZfEAT AL, ELWVWMAC 7 RL A EZNICEEMNIT NPT R
VANAHET 47 ARPT—T NLANIZHDHRY . WEFITKEED MAC T KL AT ARP i
BERFEETERLI LY FET,
ARP A VAT v a v F—T7NWIIZT 5 &, Firepower Threat Defense 7 /34 AL, 3XTD
ARP /Xy FAHOMACT RL A, IPT RV A, BELORETA VX —7 =41 A% ARP 7 —
TNVHADAZT 47 = h) EERL, ROT 7 v a v EFITLET,
sIP7 RLA, MACT RL A, BLOEETA v F—T7 A ABARP= N L —ET 5
e, Ny eRmasgET,
*MACT7 FLA, IPT FL A, ¥/3A 2 —7 oA A TR~ & 5854 . Firepower
Threat Defense 7 /341 A3/ > & K v 7 LET,
cARP X7 FINAET 4 v 7 ARPT—7ILHNOEDT L MY b —FH LARWES, N7y
F%:?“A“TOM’ V=T 2 A RZHEE (TP T v T4 7)) TDHN, FlhE ey T4 k&
9 |ZFirepower Threat Defense 7 /31 A # g% ECTX £,

A

GE) BHHOZW A 2 —T A AL, TDO/NT A—X I3 flood |ZFRIE
SNTWEEETHL Xy 27T v T 47 LEREA,

FIE

[Devices] > [Platform Settings] # %R L, FTD 7R VU > —Z{Epk E 72 13MwEE L £ 7,

[ARP A A7 /2 > (ARP Inspection) | Z&#R L £,

ARP A VAR v ay T—7 Mz M) ZBILET,

a) [BM (Add) 127 Vv 7 LTH LWy MU EERT D0, =2 N RTTICHL5E6

WX, MR (Bdit) 17 A 2>%227 U7 LET,

b) EEOAT Y a U EERLET,
s[4 AT 2 a %) (InspectEnabled) |: BERENTWNWAHA X —T = ALV —
VD ARP A VANRT g v EEITLET,
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n+—zz |l

[7T7vT 47 4%) (FloodEnabled) ]: #MJARP > kU IZ—E L7\ ARP E:R %
DA B —T 2 A AETIHMAOEHA X —T = AUNDTRTDOA X —
T2 ARIT T T 47 LET, ZUET 740 NOEHETT,

ARPERD 7 T v T 4 T HBR LRV A, #ARP = h U (Z—ET 5 ERD
BN R] S NE T,

s [EX¥=VUT 1 Y —2 (Security Zones) |: BIRINTNWET 7 a BT T7T51
H—T oA AGie) = EBMLET, V—VIEFAAL v TF R =T HR0ERD
DEF, VY —UIFELRNA V7 =T o AOHEE, BIRESNTEX2 ) 7o
v —> (Selected Security Zone) 1 UV A D FDT 4 — )V RIZA v H—T = A A% &N
SL, B (Add) 1227V v 27 LET, BRINTWDHAS U F—T oA ZAFET2TY —
UMNTNA RZEENTNWD EEIZDH, ZHDL— VRT3 ZTH#EH S ivE
RS

©) [OK]%27YUv2r LET,

AET 47 ARP = FU OBINZHE- T, EHIARP = MU ZBIL £,
[fRTF (Save) |27 U w7 LET,

ZNT, BB (Deploy) 127 Y v 27 L, BV HTET AL AR =2 REATEES, £
BIERY =2 HATLETHEDNNIRY EE A,

ATy T4
ATy TH

1 —
j_ X B
AX—h+ 54 % YR—bENET | HR—FENBK |7 ER
VR HEDSA VR |INL R ALY (Access)
L& (Any) ALY FTD L& (Any) Admin Access
Admin Network
Admin

FNRAADCLI (A<~ RIA A2 =T 2 A R) [T Ha—VE2ERTELI., Ay

TV ERETEET,

Fg
AT 71 [Devices] > [Platform Settings] Z3®IR L, FTD RNV > —&ERk 72 13MmE L 7,
ATw 72 [/3F)— (Banner) ] #EiRL ET,

ATv7T3

NF—mRELET,

J;L—Fci\

NF—D Y L EHTT,

s i CTE 5 CFITASCH LT DA TY, AR (Enter 2L ET) ZEH T 792085,
T EFEHTEEEA,
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B onsoxe

ATvT4

ATy T

ATvT2
ATvT3

Firepower Threat Defense D 75 v k 7+ —LHE |

o TNA ADKRANLETNI R A A 41E, $(hostname) 2525 & $(domain) 248 % fH A A Te
ZEIZEoTHEAFI v ZITEMTEET,

o NF—IZEIDHIRIZH Y FHAND, N — X vV DOMBIZ A7 AT A AT
M7 E . Telnet 721X SSH v a UIFBA L £9,
s X2 T A DBLENS, NP —TARET 7 BREHIET A2 ENEETT, RAELZH

SANDAEENRHLDOT, TXHZ%] ° TBEWLET] REOFHEIMEMH LRNT
KTEEWV, ROAT—IE, RIET 7 B RICKT 28 2 12 ED T,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk criminal charges.

[fR7F (Save) |27 U w7 LET,

T, BB (Deploy) 1227 Vw7 L, BIVECTHT AL AR v—aRETEET, &
IR o—ZEATHETHEDNIRY FHA,

AR—h+ 24 €
S

HEXDZA VR

HYR—rEhdT
IN R

HiR—bEhd K
rAAY

TR
(Access)

i (Any) ML Firepower Threat | {f-#% (Any) Access Admin
Defense Administrator
Network Admin

DNSfRIEDOFRETIZ, T—HF A L F—T 2 A ABLOBZKA L F—7 = A AD DNS Z&RET
EFJ, o, DNS Y —NZEHTHOOEHRLHETETET,

JR 8O BRI

DNS H— R TN —THAER L TWND Z L 2R LET, ZOMPITOWVTIX, DNSH—n 7
N—T FTT 7 FOER 2B LT 7ZE0,

FIE

[T/81 X (Devices) |>[FTT v kT +—LETE

Threat Defense RV o — 2B E /- I3MmE L £ T,
[DNS1 %2 U v LET,

[T /734 AT X 2 DNS4 HifRk 245023 % (Enable DNS name resolution by device) ] F = v 7
RNy 7 AEBRLET,
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ATvT4
ATvT5

ATvT6

ATy 717

ATvT8

ons o i

VER s D [DNS $—3 7 /L—=7" (DNS Server Group) | Z 3R L £,

(FFvay) (BERMR= Y %A ~— (Expiry Entry Timer) | & [R—/V % A ~— (Poll
Timer) | DEAZ AL TCAN LET,

c IR N Y X A ~—"TlL, fEfiAlRERR (TTL) #Ri#IZ, DNSA > 7 T v 77—
TN DR FQDN O IP 7 R L A& HIRT 5 £ TORIRMEMAFRELET, =k
U EHIRT A ETF—TNOFa LA ARNEICR BT, HEBEICHIRT S L& T34 2D
AR N ZHZ ENH Y £, ZOREIIEEETIL Z2EE L ET,

e AR— L A ~—TlE, Xy NT—2 FT V=7 s A —FITEFRZSNL TS FQDN % fif
P B2, T/ AN DNS b — 27 =V 2179 £ TORIREEFZHEET L £,
FQDN (X, R—/v ¥ A ~—OHRYI, ik 1p = h U O TTL OHIREI
DOWTNRAET D & EHmIciksnE 3,

GE) HDN%&@%@@4VX&VXi FQDN A7 Y =7 NBT 78R 2> hr—/b
RY —IZBH SNSRI AELET,

(AFvay) HHATEY A MNOURERA VI —T2fA A FT V=7 MR L, B
(Add) 1 ZEIRL T, [BIREHA X —T A A A7 =7 & (Selected Interface Objects) |
U MZEMLET,

A UH =T 2 A AEFREET, BWiA L X —T A ATDNS V7 T v T HFH LN
& KROFIEESR) | FIDIEINV—T 47 T—TNEERALTA v =T oA AZRTE L
FT, —BLAWESIE. SEL—TF v T ARNEASINET,

EE) [ZHiA v 2 —7 A ARHEDODNS/V > 77 v 7 H AT 5 (Enable DNS Lookup via
diagnostic interface also) | F = v 7 R v 7 A &R L £7,
B> TV B4 Firepower Threat Defense 13, IR L7277 —X A o X —T = A L3
A B —T =2 A ADW % DNS fRRIZHEHA LE T, [T/34 X (Devices) |> [TI\'fZ""‘iE

(Device Management) |>[7T/\f AD#wE (editdevice) |>[f % —T =4 X (Interfaces) |
R TRWA L F—T 2 A ADIPT RLAZHFELTIIEEN,

[PRfF (Save) 1227 U w7 LET,

RDBERY

Tytzﬂﬁw—w@HmNﬁ7/:7b%ﬁ%¢5 & T 7 AL — U E D 2 TR]
HEZRFQDN % v NU—27 47V =7 Bk LEd, FEICOWTL, Xy b= 47 V=
7%@%&%%%LT<Eéwo
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SSH D5} ERFEREE D EX TE

AYX—h+k Q4% YR—bENZT | HR—FrENBF | 7O LR

VR HEDSA VR |INL R AL (Access)

{£E (Any) ALY FTD {£E (Any) (=it
(Administrator)

B — P OINRIEEZANCTH L, FIDIZ X VANREREEA 7 Y = 7 b THE &7~ LDAP
F 721X RADIUS 4 — R ZfHH L Ca—% 7 LT Uy DRI S E T,

%tlzmu nl—t7.|_ 7:) =¥V k 0)#\:%

INEZREEA 7Y = 7 MiE, FMC, 70008 X Tr8000> Y — X, BLUFIDF A A THEATX
T, TRTOTFIATVARITNRA A ZA T TRILAT V27 "eefFT 5208, Bk
DAT V2l FERTHZ L TEET,

TNAZRANDOHNERREEA TV FDEIYHT

FMC T, [ R T4 (System) |>[1—H (Users) |>[9VEREREE (ExternalAuthentlcatlon) 1
BT CHERRAA TV = 7 P REEANCLET, ZOREIZ. FMC OERICO L,
BHRRT NSA 2 AT DHGEI2IE. 20X T TH ﬁ‘é%%bi%@iﬁ/\/o 7000 3 LTV
8000 > U —X BLOFTD DT A ATl T3 AZBHT LT T v F 74— LRE TN
AL TV = 7 NEAINZT HMERHY £9, FID, TiX, RV —T,Ic7 27747k T
EDHMBRAEA T ¥ =7 NI 1 DDA TT, CACGEZ AN L7Z LDAP 47 ¥ = 7 b
CLIZ7Z7EBATHHERTHZ LITTEERA,

FID Y/ R—bHHE T4 —IL K

FTDSSH7 7 B A TiL, INHBFBAEA 7 V=27 NNOT7 4 —/V ROV Ty NOAZBMEH I E
T TOMDT 4 — /)L RIZEZ AN LTHEHAINEST, 2047 V=7 FEOT A R ¥
TICHEHAT 58, T 7 o —V RBMER S ET, ZOFIEIZ, FTD THAR— K
ENTWET 4=V ROREXNGE LET, ZOMDT 4 —/L RIZONTIL, INTBRRIEDRE
EHEIRLTLLEEN,

1—H4

2 —H4 T Linux THRRAFTT, 222, /IMNLFOHATHLILENRD Y, BHCFEE Y AR
) BEXUONA 7y () 2EHTEET, Ty h~v—7 (@ RATvv=a () e, 20
ORER L FIE T AR — h I TWER A, SMTERIEIC admin = —F 2 BINT 5 2 LT TEEE
o AEBL—HIL, FMC T UMEBERAEA 7V =7 hD—#5&L L Q) BMTHZ & LNTEE
A, CLITIHBITE EHA, W= —HiX, FMC TiZ72<, CLITL2BITE RN &
WCHEBEL TR,

configure user add Wil —# & L TR Lax—¥4A N a~vr REFEH L TRE STV

X, FTD 3N Z DN 2—Y DAV — R&eF = v 7 L, TRNEK LIS imm
Y= F v LET, B0 AE—Y L CARTONE 2 — Y 2B TE fcﬁb‘: bl etz
BELTLLEIY, BEONH2—F LI R—FSNEEA,
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ATy T
ATy T2
ATvT3

ATvT4

sshosimzinsz I

Privilege Level

S —PILHICREMERZFF > TVE T, hoa— m— 3R —FSnEta,

4r & HREIIC

FIE

*SSHT 7/ AIEFA L X —T 2 A A LTTF 74V N THENIRVES, T—HF A H—

T x2AAEFTSSHT 7B AZGCT DT, BF2T 2 VORE (19 X—=2) %
BT EEV, SSHIZEZWA v F— 7 2 A AWK L THR—FENTWHER A,

« RADIUS = —HIZROEMEZ @I L, WYNCEMET 2 L2l LET,

=PRSS Tr T A T 5L, FID IILEREEREER L E T, =2—3
Ty g VERKHERT 2 2 LIXTEERA, 2=ty v a V&R T DI
X, BERET20ERH L7217 TT, 2—FIIRDO LI R A v E—VUREREN
F9, [HLVIMNT=— VA ESNLE L7-, (New external username identified.)
vy a rERBTHICEL ) Eu A LTLZEY, (Pleaseloginagain to start
a session.) |

H% I, kORI A VUL —E RS A T TER L —FOIENEHE Iz
AN :L*‘"j’ iﬁmnﬂi‘?‘ébgﬂ% DNET, —PIUIKD LI R A vE—UnE
AN é ﬂi T, [GEFEHEREN AT I N TWET,  (Your authorization privilege has

changed.) & v a v EBMHTDHICEL ) —Er 4 LTL7EEV,  (Please login

again to start a session.) |

[Devices] > [Platform Settings] Z3%#{R L, FTD RNV > —&Ek 72 13mE L 7,
[#MBERAE  (External Authentication) | %2 U v 7 LE9,
[FMREREY — SDE # (Manage External Authentication Server) | U > 7 %7 U v 7 LET,

LTI X7 T [V RTL (System) |>[1—H (Users) | > [4VEREEEE (External
Authentication) | B2 & ¥ 9,

a)
b)
<)
d)
e)

[%nﬁﬁmﬁf&ﬂ‘ Ty l\ S EYII (Add External Authentication Object) 1% 2 U v 7 L£7,
[RFE5 . (Authentication Method) ] % [LDAP] IZF%E L £,

[4f] (Name) | &4 7> a @ [#B (Description) | % A LET,

Kay7Zoy URARNS [Hh—3F A7 (Server Type) ] iR L E7,

[7F7 A~ VU4 —N (Primary Server) | D& 1%, [ A R4/IPT R LA (Host Name/IP
Address) | Z A LET,

GE)  FEBAEAEMAL, nsitiﬁLﬁmfﬁﬁféﬁA . AEAEOR R N4
M. ’@74~w WCANTDHRA NG L — ﬁbfméb%ﬁ@%@i#oi
7=, # M§MTiEm7bvxiﬁﬁ~Féﬂfwiﬁho
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f) (EE) [R—hF (Port) 127 74/ FIBERLET,
) UEE) [Ny 277 v 7% —s3 (Backup Server) | /X7 A—F % AJTLET,
h)  [LDAP[EHD/XF A —% (LDAP-Specific Parameters) | Z AJJ L £ 7,

+["X—ADN (BaseDN) ]: 77 AT HLDAP T 4 L7 + U DOX—RiAI4 & AT
LEJ, /=& 21X, Example fhDEF = U7 1 (Security) P4 i A FRGET 51
I¥. ou=security, dc=example,dc=com & AJJLE£9, F7=ii. [DN@E&?%" (Fetch DNs) ]
7V L, Ry XUy R MNPO#E R — A543 R L £ 7,

o (AT ay) [HEARZ 4 F (BaseFilter) 1: 72 21X, T4V 27 b YU —HND
:L*"H‘ j—7f/i 7 ~Z physicalDeliveryOfficeName E‘l‘iﬁ‘%&ﬁiﬂéﬂfﬁ n . New
York 3 D —HNZ%F L Z D JRMEIZAE Newvork DEXE STV HHE . New York
iJ‘EO):f-*—*ff:H’EE%%?Lé ﬁ:ﬁi\ (physicalDeliveryOfficeName=NewYork) k]\jj L
=7,

o [=—¥4 (UserName) ]: LDAP ' —RZZRT 272D+ HR7 VT vy vk
FFoa—VoOMLEZAN LET, L 2= A7 V=7 M uid BYERS
F N TV % OpenLDAP H— N Z#2f¢ L, ExamplefttOt = U7 ¢ (Security) 54
DOEBEDOA T 27 P uid IZfE Networkadmin DX E LTV D EEIT.
uid=NetworkAdmin, ou=security, dc=example, dc=com & ]\7'] L/i '@40

¢ [/XATU— R (Password) | & [/XA U — ROfFE (Confirm Password) | : —H DX
AT —FRa AN L TR LET,

o (FAFvay) [FEMA T L a »&FKR (Show Advanced Options) | : IRDFERA
varERELET,
* [[ES1t (Encryption) | : [% L (Nome) ]. [TLS]. F£7/2IX[SSL] 27 Vv 27 L
i‘j‘o

() A PFEEELEEBETHGIRAEETL L, K= IRZ20HAD
T7HNMEZYEY FEET, [Z2L (None) ] £7-1% [TLS] D5
B R—=HMEIFT 74V MAED 389 12V v h & ET, [SSL] K1k
ZEINLIZGE, A—hMT636ic ey hanEd,

* [SSLAEBIET » 7'm— R/ & (SSL Certificate Upload Path) ] : SSL & 72/% TLS
KA L DEAIX. [7 7 A VD& (Choose File) ] %7 V v 7 L CiEHES &
RE2DMERH Y 7,

o CRFEH) [=—¥4 T 7L — b (UserName Template) ] : FTD CTlEfliH &4
TWEHEA,

c[ZA LT UL (Timeout) ]: Ny 77 v 7HHICR— LA —"—F5FTOW
AN LET, 7740 MI30 TT,

i) (EE) =—u LA TUNDY =V T 7 v 2B AERT 288, [ =T 7
T 2 @M (Shell Access Attribute) ] Z % L £ 7, 72 & 21X, Microsoft Active Directory
Server T saMAccountName ¥ /b 7 7 B ABMZHFEHL T =V 77 R 2—F 2 Ef5
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ATvTh

ATvT6

i)

k)

sshosimzinsz I

T 51T, (=T 7 & A &M (Shell Access Attribute) 174 —/v RN|Z saMAccountName
EATTLET,
[ =T 7 &8AT7 4% (Shell Access Filter) ] Za%7E L £,

RONT IO I IEZFIR L £,

ERX E DR ERFIZHRE LT D LR L7 4 v E 2T 2123, [EAT7 o158
[ U (Same as Base Filter) ] #3&IRL £,

o BIEEICHESWTE A —PIHE 2 BG 721213, BiEA . HEEE . 807«
N UTHENT 2 BMEZ, 1y a THATANLET, 2Exid, T 3ToOxy
b U — 7 EHE D nanager BYEICBIYEE shell DRREINTWAHAEIT. BAT 4

JU#Z (manager=shell) XX E C& £,

S
22
zul

|

LDAP ¥ — N EOARIIE, RO KL HIZ Linux (I L THEITHHLERH Y 9,
HHT, ATy () BEOTUE—2aT () BMEART, K32 3T
« TARTILF
s ANDILFAINA T > () IR, T_RTEFIIARA, VAR (O Ty
f~—7 (@) . £7-FAT7 v = () AR

[f~1F (Save) 1227 Vw7 LET,

LDAP O34, LDAP — R THENL 22—V 2B EITHIRT 55813, 22—V VA &2 E
HFL, 77 N7+ —L2BRELHEERTIOILELRD Y 7,

a)

b)

<)

[ AT L (System) 1>[1—% (Users) |>[4}EBEREE (External Authentication) | % 3R
LT,

LDAP $— ORI H Hrefresh] 7 A 2> (&) 227V v 27 LET,

2—P VR INPNERINTZGEE,. T AORELRERHT 5L T A vyE—
MFIR S HVE T, Firepower Threat Defense D77 K 7 4 — AR EICIL,  [x BORHRT N
AATEL 2o TWD ] ZEHBERINET,

RELFELZERALET, RELFOREREZSZMLTIZE W,

RADIUS F3FA 7V =7 FEHREL T,

a)

b)

<)
d)

FMC C [/MEBERREA 7 ¥ = 7 R DB (Add External Authentication Object) | %227 U v 7

LET,

[#3AE 57 (Authentication Method) ] % [RADIUS] IZF%E L £,

(481 (Name) ] & A7 2 @ [#BH (Description) ] Z AS L ET,

[F A~V 4% —s3 (Primary Server) | DH&E1E. [ A F&/APT KL A (Host Name/IP

Address) | A LET,

GE)  FEBAEZMIMH L. TLS H72i3 SSLik i THHE T 2 5B 1%, SEAEOHR 2 M

D, ZDT 4 —IVRIZANTERA M EBHLTWDIRNERDHY £3, &
7o BEEALEEE TR IPV6 7 R L R Y R— h SR TV EF A,

(EE) [A—b (Port) 1T 74/ EOLELLET,
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B 571 ronzozs

ATy 1

ATvT8

&I

2ATFv 710
ATvINn

AR B,

f)  [RADIUSHA# F— (RADIUS Secret Key) 1 Z AL ET,

) ER) [Ny 77T v 7 ¥ —sN (Backup Server) /37 A—X & AJJLFET,

h)  [RADIUS[EAH D /37 A —% (RADIUS-Specific Parameters) | Z# AJj L £7,
(A LT T N (B) (Timeout(Seconds)) ]: /3> 7 7 v FHGIl 0 — /LA —/—7F"
HETOMEEATLET, 774/ Hid30 TY,
« [HRIT (Retries) ]: Ny 77 v FHEIC R — A —N"—F DT T A< Y H—
NP AR IT TR AEAD LET, 7740 ME3 TT,

i) [V T 7 &'A 7 V4 (Shell Access Filter) | D [FELE L =V T /A 2—H% U R
I (Administrator Shell Access UserList) JIZH <X D2—VFZD Y 2 &2 A LFE
9, 7=& 21X, jchrichton, aerynsun, rygel “ ASJLET,

7 [fR7F (Save) 1227 Vw7 LET,

[T/84 X (Devices) |>>[FF v b T+ —LERKE (Platform Settings) |> [4VEREEEE (External
Authentication) | ¥ 7IZR YD £,

[refresh) 74 2> (&) 227V v 7 LT, HLBMLEAT V=7 haFRLET,

LDAP D3551%, SSLIE BALE 72X TLS W5k A ET 5 & &2, 20 AOFENEL T v
Ta— RTAHMNERHN FET, Ty 7o —RRLAEWESIL, 20X T2 —BU A FInE
A,

T 2RAA TP =7 ORI HDEATA X (D) %27 v LET, ADCTE
LH0E, 12504 TV 2V NOHZRTT,

[fR1F (Save) 1272 Vw7 LET,

RELEZBELET, RELEOREMZBHL TSIV,

~DNIEDERTE

AX—+k 14 € YR—bENBT | HR—FrENBF|7OER

VR HEDSA VR |INL R AL (Access)

& (Any) PP FTD £% (Any) Admin Access
Admin Network
Admin

T 74/ h T, FID T3 AL 1DODIP X7y MIOEHRK24 DT F 7 A FEFFA[ L,
K200 D7FZ7AMDOY Ty T VRHELEFFAILET, NFSover UDP 72 &, 77V 7 —
aryPNHEICRTy VT T 7 A METD5EIE. Xy NU—7 TT 77 A MEEFF
ATAERERDVET, 1L, NI 74025777 A MET BT r— 3 RN
BAIE, [F=—> (Chain) |Z 1ICRELTIIT AL FEFATLRAVWEICTAZLEE
B LET, 777 A My M, —EAEE (DoS) WEIZL b E

7
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| Firepower Threat Defense ® 7’5 v k74— LHE
we oz |

\}

GE)  ZhooREE. ORIV —REV B TOENTET NS ADT 74/ MRV ET, £ ¥ —
7 = A ARERLT ['f7z‘/1/ N T7Z A MEREDA—/3—F A K (Override Default Fragment
Setting) | ZBIRNTHZ LT, TS ADFEDA V H—T 2 A ATINLDREE A —/3—
T4 RTEET, A =T =4 AzfmET DB, [FEM (Advanced) 1> [t F = U7 1 &E

(Security Configuration) | % 7 CA 7' a v &R TE E£3 >, [7 /34 X (Devices) ]>[7 /N
A ZE P (Device Management) | Z3&R LT, FID 731 A& fREL, [f X —T = A A
(Interfaces) | # 7HEIRLC, A v H—T oA ADT 0T 4 ZiRELET, >

FIE

AT 71 [Devices] > [Platform Settings] Z3®IR L, FTD RNV > —&Ek 72 13mE L 7,
RTw T2 [77 7 A (Fragment) ] Z38RLET,
RT9T3 ROAT > avEZRELET, T 74NV MREEERTL2HAE, [T 7402V EY b
(Reset to Defaults) 1 %27 Vw27 LET,
[ AKX (FuvZ (Size (Block) 1: V7T ILVEFHEATRES, T X COEAW
IMOEDNTy N TIT AL NORKRER, 774/ ME200 77274 FTY,
s [F=—2 (7T A2 F) (Chain(Fragment)) ]: 1 2D5EERIP /N7y NIT T T A
METE DR N7y MEERRELET, T 740 MNME24 37y N TT, 7737 A b
EHAILRWESIE, 2047 varE LICHELET,
[#A LT T () (Timeout(Sec)) ]: 777 A MbENT= 37 v M &IKROE|FE % FF
KT 2R RPBARELET, T 74V MISHTT, $XTDOT7 I 7 A MR Z O
NIZZE SN T2G6, T XTOT7 I 7 A MBHEINET,

ATy T4 [#1F (Save) 1227V v 27 LET,

ZiT, BB (Deploy) 127 Vw7 L, Bl0ECET AL AR U —2REATEET, &
FIERY —2EHATHIETHDINIRD A,

HTTP D% E

AYI—b+rS14 € HR—bEINBT | R—+rEhBF | 79X

VR WHEDSAEVR |1 R ALY (Access)

L& (Any) BT FTD L& (Any) Admin Access
Admin Network
Admin
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B vmroxs

HTTPS #5%i% FTD 7 /3 ZADBEED A 2 —7 = A R L TR HI21%, HTTPS &%
TWET, T TNTa—T 4T Ty vy T Fyr Xy a— R 572Di2, HTTPS
PEHTEET,

1R BRI

» Firepower Management Center % {1/l L C FTD # &8 535& 1%, FTD IZxf9 5 HTTPS 7
TRAPBNTy N FRYTTFr T ANOFRRIILIME S EE A, FIDIE, ZOEH
F— RN TOREMHD Web A & —7 = A 2%z TWEH A,

HTTPS 7 —# /L =—4 %, CLI T configure user add =~ > RZHHT 252 L2k ->TD
HEETEET, 7 74/ FTIE, WIIRERIC SA T — RERE L7 Admin=— 72377
FELET, AAASMBRRGEIT PR — F S EEA,

WBERA 2 —T = A AL, DWEmiA o Z — 7:/1’%&“'5@ HELA X — T = A ATH]
?ﬁﬁéhi#o:@&ii ﬁﬁéhfbé FMERA A — T = A AETTZ OO
T=HAE =T oA AOHEHENET, Afi WERA L H— T = A ATT N, ADA
DA V§—7:n4’x75l?f@]@%ﬁéh“(b‘iﬁ’o Z X, Firepower Management Center (27
WA AZREL, BET DO ISNET, 2l EyomP 7 FLbx ez
TA VI N=T 4T HRHYET,

HTTPS DT, R"RA NPT RV AEZFTFA[THT 7B A N— VIV EH Y FHA, ZOD
Y7 g OFEICES T, HITPS 727 B A ZRETHHLERH H 51 T,

BEA[RE/R A X —T = A AIZDH HTTPS #{#fT& £9, HTITPS s & N MBAERA >
H—T A A DHEEIE, INEBA B —T = A A~DEFE R E RGO LG TE £
7,

ML TCP A— MIBI LT, RUA ¥ —7 A AZHTTPS & AnyConnect U E— k 7 7
T A SSLVPN Ol FZ2RETHZ EITTEERTA, 72&21E, A F—T =4 R|Z

UE—h 727 EASSLVPN #%ET D56, H— FMYUHHS@%W@%%%/&_
T AAHLBA LI TEFEHA, FIUA ¥ —7 oA ATH T OMREZ R ET A HLEEN
%6%@ﬁ\%b@ﬁ%%%ﬁ%LiTotkiﬁ\ﬁ%%Mﬁinnws%%%iio

FNA ATIL, K 52D HTTPS #5 &[RRI T X F47,

TN AD HTTPS #Ke 7P TR A MEITR Yy NV =V 2 ERT DXy hU—7
F T = NPMETT, ?J"E@*jﬁ& LTAT V=7 baBIITEETN, IPT RLA
DIN—TEREET DDA T V=7 N TN—T%MHT HAIFE, V—L CTRERT
N—T NI TIFETH 2R LET, [T P kb (Objects) |>[FTPx b
EIE (Object Management) | Z®INL TA 7 V=V FERELET,

A\

GE) AT A0 any x>y NT—7 ATV N T A—T 1A
TXFEHA, ROV IZ, any-ipvd 7213 any-ipv6 2 FH L 7,
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ATy
ATy T2
ATvT3

ATv74
ATvT5

ATvT6

ICMP 79 £ X JL—ILDERFE .

FIE

[Devices] > [Platform Settings] Z 3R L, FTD &R Y > —Z{ERRE 72 I3MwE L £,
[HTTP] Z R L £,

[HTTP ¥ — & HNZ9 25 (EnableHTTPserver) |47 U v 27 LC, HTTPS — ZHZhZ L
e

(=)
HTTPS #5#:

HTTPS R— A2 EFH L E T, T 74V MiF 443 TT,
HFATABIPT RLRAEA B —T oA ZAEEELFET,

ZOF—TNAEER LT, HTTPS #6586 L O HTTPS # 3 iF A SN TW5H 7 947 D IP
T RUVAZERTDHA L H—T =2 A ZAZHIRLET, HerDIP 7 FLA TR, Xy hU—
7 7 RLVRAEMHTX £9,

a) DB (Add) 1227V v 27 LTHLVIL—AZBIT 50, [fE (Bdit) 1|74 a%7
Vw27 LTEFEOL—LVERELET,

b) RON—) TaRT 4 ERELET,

«[IP 7 KL 2 (IP Address) ]: HTTPS #ft & #F Al T 5 A M E/IT*y MU —7 &
TRy NT—0 ATV b, ATV e Ry XXy Ama—0nbHiE
T D0, FFZ+ARZ %227V 7 LTH LR Y NT—2 3TV MEBIIL
iﬁ—o

s [EX¥=VUT 1 —2 (SecurityZones) |: HTTPS ¥k dFrl A5 A v X —T =4 A%

G = EBMLET, V—VIFELRNA U —T oA ADEAIT, [BIREH
7o&¥% =2 U7 4 ) — 2 (Selected Security Zone) | YA DD T 4 —)L RITA & —
TaxA A% HEANTIL, B (Add) 1227V v 7 LET, BRESNATWEHLA L —T =
ARAETNTY =V WBT AL RAZEFEENTND L ZIZDH, ZHHDNL—LIRT /A A
WA S ET,

©) [OK]%27YUv2s LET,

[fR7F (Save) |27 U w7 LET,

ZNT, BB (Deploy) 127 Y v 27 L, BIDHTET AL RIRY =2 RHATEES, £
BIERY =2 HATLETHEDNIRY EH A,

ICMP 75t X JL—ILDETE

AX—k 214t YR—bENZT | HR—FrENB K| 7OER

VR HEDSA VR |INL R ALY (Access)

& (Any) B FTD L& (Any) Admin Access
Admin Network
Admin
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&
ATy T2
ATvT3

Firepower Threat Defense D 75 v k 7+ —LHE |

B

axX ;e

T 74V T, IPv4 7213 IPv6 2 L TIEE DA ¥ —7 = A ZAIZICMP /X7 > K&k
BFTEET, 2L, ROBARH D £9,

* Firepower Threat Defense 7 /34 A (X, 72— RK¥ ¥ A h7 RL A% TP ICMP = =2 — %R
WISELER A,

« Firepower Threat Defense 7 /31 A 1X, N7 74 v I BEFETDHA L F—T = A A5 TD
ICMP N5 7 4 v ZICDIEELET, ICMP TS 7 4 v 7 iF. A v F—T A AFHT
BN A V2 —T 2 ATEETEE AL

FORNA AL SARH#ET A= 0I2, ICMP L— LA FH LT, 4 > X —7 = A A~D ICMP
T I RABHEDKRAN, Fv hT—27 FRIZICMP ¥ A FIZRETE £9, ICMP L—/L
WZIZT 7 A =)L L EREICIEFE R H Y . 737y MRS LIZL— DT 7 3 a VN
HanE7d,

AU B —T 2 A AZK L TOTID ICMP L— LV ERETSHE, ICMP L—L DU A kD
BITHEERD deny ICMP /L— LN IBII S L, T 7 4V FOBEREE I NE T, DD, —i
DA E—UZATETEEST LA, BOOA 2= XA T E2FT 5 L9 IZICMP
=D U A KN DOFAZIZ permit any L— /L EEZHHMERH Y T,

ICMP BZEERHEA v —Y XA (XA 7 3) IIXEICT 7B AFFAI 245352 L 2HEL
F7, ICMPRIEREA v E—VZELRTDH L ICMP/RAMTU T 4 A /3 )N S 4,
IPsec L NPPTP b T 7 4 v 7 MEIET A Z ERH Y £, Fiz, IPv6 DICMP /37w M,
IPv6 D FA N—EZR T a2 I ET,

1R BRI

N NIBEIRA T 2 7 RN TTIFEL TWA Z & 2R LET, [ 7Y =27 b (Objects) ]
>[A7 V=7 MEBL (Object Management) | Z 3R L, A7 V=7 FERELET, >TED
RANELIFRY NV—PVZ2ERTDHRY NV ATV NETIFZIT V=T, HDHOIEH]
T DICMP A v b= XA THFERTDHR— NI TV FBKETT,

FIE

[Devices] > [Platform Settings] Z 38R L, FTD &R U o —Z{ERE 72 I3MmE L £
[ICMP] Z IR L £ 7,
ICMP /L — /LA EL £,
a) [BN (Add) 127U > 7 LTHLWL— L EZBINT 50, [ (Edit) | 742 %7
U2 LCEEFEOL— LA RELET,
b) WONL—)b T aXT ¢ ZFHELET,
«[77vay (Action) |: —ETDHNTF 74 v 7 ZFFA LI5S (Fry ) 250
EIOMERELET,
* [ICMP —tE A (ICMP Service) ]: ICMP X vt — ¥ A %R+ HHK—h 47
Tl b,
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SSL

ATvT4

ATy TH

sstze [

[y FTU—7 (Network) 1: 77 BAZHIEI L TWBHRA MERITRy hT—7 Zilk
BT B2y NT—2 7= NEIZTV—TF,

s[B¥=2VUT 1 V—> (Security Zones) |: fRiE L TN DA X —T = ARGy —

VEBMLULET, V—UIMFELRNA VX —T oA ADEAIT, [BIREh-tx =
U7 4 Y — (Selected Security Zone) |V A FDFDT 4 — /L RiZA V H—T = A A
HE AL GBI (AdD) 1227 Y v 27 LET, BRENLTWNDOA LV F—T A XF
XY = WT AL ZZEENTND EZIZDIA, ZIDH D=L DT /3 A 2
SNET,

) [OK]ZZ7 VU v7 LET,

(A7 a ) ICMPVA EFEARREA v —V % L— IR L £9,

e [L— MHIFR (Rate Limit) ]: ZEARGEA vE—Y 0L — MIREZ, 1 #H720 1~ 100 D
WA THRELET, Z740 NI 1 BbY 1 A vE—UTT,

e [/X—A K A X (BurstSize) ]: /S—A b L—F%& 1 ~ 10 OFPHCTRE L £ T, JIfE,

ZOEIFV AT AL THEAENTHERT A,

[PR1F (Save) 1227 U w7 LET,

ZNT, BB (Deploy) 1227 Vw7 L, BIVYETHET AL ACRY) U—2RETEET, &
FIERY o—REATHETHINIRD A,

AYX—hr T4t |HEDSFAEVR|HR—FEINET | HHR—bENBK | 7OER
R N R A (Access)
TUAR—h a3 |FHeL FTD U—7DH Admin
VTG AT R

1R BRI

SERIZT A ' AEE X 72 /N— 3 2 > @ Firepower Management Center # 21T L T\ 5 2 & %
WERTHLENH Y £9, FEHliE— K T Firepower Management Center 2 317 L TW 55481,
[SSL #% & (SSL Settings) ] &# 7IXMhic7e v £4, Flo. 7 A & Ath S 72 Firepower
Management Center D/3—3 5 VIR T 7 AR—bD a7 T4 7 v AFEMELET- L T 70
A [SSL &% & (SSL Settings) | # 71EfEshic72 v £4, SSL TUE—F 727 A VPN ZfEH
LTWaGE, A — T A0 TR SEREN G N> T DRENRH Y £7,
FEHNZOWTIE, Av—F T4 ADE A T EHINFEEZSR L TS0,
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B ossizecounc

ATy

ATy T2
ATvT3

ATy T4

ATy T5

Firepower Threat Defense D 75 v k 7+ —LHE |

FIE

[T /34 A (Devices) |>[77 v 7+ —2Li%E (Platform Settings) ] %i%®R L. Firepower Threat

Defense NV & —ZAFR 72 I3fRE L £ 7

[SSL] Z&&R L £ 97,

x> U %, [SSL #&EDEN (Add SSL Configuration) | 7 —7 /VIZEM L £ T,

a) DB (Add) 1227 Uy 7 LTH LWL MY EERT D, = PRI TICHLHH
X, M (Bdit) 17 A= %227 ) v LET,

by Ry 7 XUy VAN OLHLEREX2 )T 4 ELERLET,
«[ZB k3L /8s— 3> (Protocol Version) ]: VE— K 77 AVPN Y a U 2RE
THLEEMENTLTLS 7'e bavzfiELET,
s [EF 2T 4 LRI (SecurityLevel) ]: SSLTHETHEXF 2V T 4 RPTva=vT7D
ZATHfRELET,

BT 578 ha) N—2 g TS (M EREZR T /LA Y XA (Available Algorithms) ] %
BIRL, GEM (Add) 127V v 7 LCEIRLET B FaucEdEd, Sl v, &
EHERL TS, SSLEREIZDOWT (16 =X—)

TAY ANF, BIRTL70 hal X—=Vg N2 HSWTY X NERET, FRLEnot
X205 Fabhanii, EXFa VT4 LNYULOBREO—BEOT LI AAEHALET,

[OK] &7 Vw7 LTCERZRELET,

RDBRY
ZNT, B (Deploy) 127 Y v L, BB TET AL RIRY —2RATE 7,

SSLEXEICDULNT

Firepower Threat Defense 7 /3 A Cld, E¥ =7 Y47 v h LA ¥ (SSL) 71 k=)L & Transport
Layer Security (TLS) #ffH LT, VE—h 7747 FHDYE—F T2/ A VPNODOE
XaT Avb—VEREE R~k LET, [SSLEE (SSL Settings) ] 7 4 > N TiE, SSL
TOYE—FVPNT Z7EZAPIZ, XAV T— LAy E—VREHENESND SSL A=V 3
VEREHT NV AY ALERETEET,

SSL & iE (L. IRDOGATTHERL L £7,
[T/31 R (Devices) |>[F 5w b7 +—LEKE (Platform Settings) ]> [SSL]

J4—ILF

[H¢/N SSL 73— = > $—,3 (Minimum SSL Version Server) ] : Firepower Threat Defense 7 /N1
AR —"E LTENET S & M T 25/ 3—2 3 0 SSL/TLS 7' b 2L &2 457E L %
T EzE VE—FTI7EAVPNS— U =A & LTHIETSHETT, Fry Xy
Y UR RS Ta AL N—=Va VERIRLET,
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sstgzizonT

TLS V1 SSIv2 7 T A4 7+ k@ hello 5% F AdL, TLSvl
(LK) #xayxo— R LET,

TLSVI.1 SSLv2 7 74 7 > b ® hello &%} AL,
TLSvl.1 (LIf%) Zx=avxz— kL%,

TLSV1.2 SSLv2 7 A 7 > b ® hello &5 7 AL,
TLSv1.2 (LAKR) Zxr=avxz—hLET,

[Diffie-Hellman 2 /L — =" (Diffie-Hellmann Group) ]: KR v 7 X T2 URA Kb 7 )—T7 %58k
WUET, HHAFEERAL 7Y g 1%, [Groupl] (768 ¥~ MfaxHiE) . [Group2] (1024 £ bk
#oeHiE) . [Group5] (1536 £ MfaxHiE) . [Groupl4] (2048 & MEGME. 224 ¥ b FEENL
¥) . BLO[Group24] (2048 B v MEKHE, 256 v MEEME) T, F 744 Ml
[Groupl] T7,

[#5 1 #h#% Diffie-Hellman 2" /L — " (Elliptical Curve Diffie-Hellman Group) |: FKu v 7 &
A NN T N—TEFTIRLET, FHAMEEZR AT T a i, [Groupl9] (256 >~ b EC) |
[Group20] (384 &' FEC) . B LW [Group21] (521 £~ FNEC) T9, 7 74/ MEIZ [Groupl9]
VC“@‘O

TLSv1.2 Ti%, RO XDV R— bR BEMELTHET,
« ECDHE-ECDSA-AES256-GCM-SHA384
« ECDHE-RSA-AES256-GCM-SHA384
« DHE-RSA-AES256-GCM-SHA384
« AES256-GCM-SHA384
« ECDHE-ECDSA-AES256-SHA384
« ECDHE-RSA-AES256-SHA384
« ECDHE-ECDSA-AES128-GCM-SHA256
« ECDHE-RSA-AES128-GCM-SHA256
« DHE-RSA-AES128-GCM-SHA256
*« RSA-AES128-GCM-SHA256
« ECDHE-ECDSA-AES128-SHA256
« ECDHE-RSA-AES128-SHA256

A\

GE)  BICENRE S SV O ECDSA K55 & DHE K& 5 C1,

Firepower Threat Defense 7 /N4 A CHAR—h L7z r har A xi—Ya vy X% U7 4 LR
V. BROWE ST AT Y RAEET 572012, SSLRET—7 VEFEATEET,
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B ossizecounc

[7'7 k=)L s3— =3 (Protocol Version) ] : Firepower Threat Defense 7 /3 A TH AR — |k &
. SSL#EEICH SN 7T hal A=V g v a—EFRLET, FMHRER e haL
N=Ta FROLEFEY TT,

« 77 F /L b
* TLSV1
* TLSVI1.1
* TLSV1.2
* DTLSv1
[E%=U7 4 L~ (Security Level) ] : Firepower Threat Defense 7 /XA A CTHR— b i,

SSLEEE MR SN O EEF 2T 4 L E—HFRRLET, ROVWTIALDOA T a
2R L7,

[T (All) ]:NULL-SHA & ® 7= 9 X TORE 5,
[ (Low) ]:NULL-SHA % [k< 9 _XTCOBZ 5,

[ (Medium) ]: NULL-SHA, DES-CBC-SHA, RC4-SHA., ¥ X UFRC4-MD5 #fR< 4 TD
ez at (BT 740 TY) .

[FIPS] : NULL-SHA. DES-CBC-SHA. RC4-MD5, RC4-SHA. 3 L TfDES-CBC3-SHA % %<
FIPS #lDF+ R T OB HRE &L,

[ (High) ]: SHA-2 W55 %75 AES-256 DH%&E A, TLS N—va v 12 B K0T 7+
IV N=Va U ATEA SRS,

[B A% 2 (Custom) ]: [K55 7 /0T U RL/HAX LTS (Cipher Algorithms/Custom String) ]
Ry 7 ATHRET S 12U Lo 5 X EETe, ZOA4 72 9 Tlik, OpenSSLI 5 EFR LT
FNZfEH LTS A A — M 23 BECE £7,

[T w3 Y R/ J AL L3551 (Cipher Algorithms/Custom String) ] : Firepower Threat Defense
TNA ATHAR— b Zd, SSLEERICHEAINAR ST /LT R A% —EHR R LET, OpenSSL
A U725 ORI DWW T, https://www.openssl.org/docs/apps/ciphers.html % Z& L T <
72 &\, https://www.openssl.org/docs/apps/ciphers.html

Firepower Threat Defense 7 /34 A Tix, ¥R — hIN W5 HFROBRENRO L HITHES
NTWET,

TLSv1.2 DA THR— b I B

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384
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%27 vrnoBE |

DHE-RSA-AES256-SHA256

AES256-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA256

AES128-SHA256

TLSv1.1 £721% TLSv1.2 THAR— F IRV

RC4-SHA

RC4-MD5

DES-CBC-SHA

NULL-SHA

X217 OTILDEHRTE

A¥—+ 54 € YiR—bEINDT | HR—bShEF| 7R

VR HEDSA VR |INL R ALY (Access)

& (Any) YL FTD £E (Any) Admin Access
Admin Network
Admin

FID 534 A L T1OUEDOF —4% 4 v Z—T = A A~OD SSH #2511, ¥ =
TV VEREERRK L E T, SSHIZEZWmEA v ¥ — 7 = AZK L THER—FEINETA,
WBR IR BRA X — T = A AT, BWEREEA VX — T oA AL EHRBEA VX —T oA AD
MCciFTEEd, SSHIXEFGRH A L ¥ —T 24 A LETT 74V h THIC > TWET
2. ZOMEAEITESSH 7 7 & ATHE L 4 A,

BB, LA —T 2 A AT ADMDA v F—T = A ANBEIVEES L TWET, Zh
I%. Firepower Management Center (27 /34 A ZRE L, BT 57Dl snET, 7—4
A BZ—T A AZADSSH L, EFA L Z—T A ZAD SSH ¢ NBB L OS2 —F U 2 M &
HEHELET, TOMOBEIEINERESNET, T—F A X —T A ATIL, ZOMHEE
BEHLTSSHET 78R VR MNEFEIILET, T—F A X —T A ADSSH 77 1 >
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JIXBEON—T 4 VITREEHEHA L, REFICHREINTZAZXT 4 v 7 b— = CLI TR
ESNTZAXT 47 b— MIFEHLERA,

BHA L H =T 2 A ADPA. SSHT 78 A U R MEFRET ST [Firepower Threat Defense
Command Reference,ﬂ @ configure ssh-access-list 7~ > FZZHM L T3V, RET 4 v 7
Jb— N EFRET HITIL. configure network static-routes 2~ FEZZR L T X, T 7%
L R TIE, PR Eﬁ CEBA =T 2 A AMBT T AV b — P ERELET,

SSH #7512k, SARIPT RLAREFHFATHT 7 EA NV—VIHNEHY FHA, ZOD
Y7 a DOFNEES T, SSHT 7 B A ZRETINERH HE1TTT,

SSHIX, BER[RE/RA v X —T = A AZDOIMEHATEXET, SSHEA MNIEA X —T = A
ZNZHDHE. WA H—T 2 A A~DOEZEEHEG OB T T,

TNA AT, &K 5 OO SSH ##i#7Fal TE £,

GE)

FTRXTOTFIAT U ATIL, SSHEZN L7 CLLETZITY = /b~Dwa 7o AT 3 Bk L
THREET 5L, SSH BRI T LET,

B8 HHEIIZ

» SSH Wil —41X, configureuseradd =~ > RZfiH L CTCLI TOARETZEJ, CLI
TOWNHZ—FOBEMES LT ZEN, 774 /L b T, FIHRERIZSAT — K4
% E LizAdmin —V2F7E L £ 7, LDAP £ 721X RADIUS LD —Hix, 77 v k
7 4 — LR E T [IMHFEAE (External Authentication) | R ET DI LI - THRETE
F£7, SSH DIMIREREDRRE (6 ~—) #ZRLTIZEN,

TN ZA~D SSHEHt A FF [T 2R A b ETT Ry NV =V BERT DY NU—0 F
Tylﬁkﬁﬁgfﬁo?W@*%&LT?fVI?F%EWT%i?ﬁ\ETFVX@
IN—TEREET DDA T =7 N I N—T 2T DHAT, V= TRER S
N—TNTTIAET D2 2R LET, [TV b (Objects) |>[FTPxH b
&I (Object Management) | ZER L TA 7 V=7 FERELE T,

N

GE) VAT ARRMT Dany ry VU2 AT V= MIEATE
A, KOV IZ, any-ipv4 £ 7213 any-ipv6 ZEH L £,

FIE

AT 71 [Devices| > [Platform Settings] &R L, FTD AV v —Z/El E /o i3mEL 5,
ATY T2 [EF=7 =/ (Secure Shell) ] Z#ER L £,
AT9 T3 SSHERZHFITHA X —T2AALIPT RLAZRELET,
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| Firepower Threat Defense ® 7’5 v k74— LHE
smrp oz [

TOREFEH LT, SSHEHEZZ T AND A v FZ—T =24 A, BIOENLOEREZITF SN
577AT 2 DIPT RLAZHIBLET, HLxDIPT FLAFRLS, Fy NTI—7 T R
AEfEATEET,

a) [BIN (Add) 1%2727 U > 7 LTH LWWL—LZ2BINT 570 [k (Edit) |7 A =2 %7
Uw 27 LCHEOL— L ERELET,
b) WON—)v T aNT 4 ZFELET,

«[IP7 KL A (IPAddress) ]|: SSHEHiZ AT 2R A MEIFR Yy NU—27 ZFET
DAy NU—0 TPV b, ATV Mo Rany XXy A= a—nbiERT
B0, FE+REZ U E ) v 7 LTH LWRY NI —7 ATV 27 FEBEMLE
7T

c[B¥=VUT 1 v —2 (Security Zones) |: SSH i ZFr T HA v X —T = A A%F
oy —rEBMLET, V—UICFELRWA U X —T = f ZADOETX, (BRI
X2 U7 4 ' —> (Selected Security Zone) | YA RDFD T 4 —)L RIZA X —
TxA A% HEANTIL, B (Add) 1227V v 7 LET, BRESNATWELA 2 F—T
A AL =BT AL RAZEENTVD EZITDRH, THHDIL— VRT3 A
Wi S AvET,

¢) [OK]%27YUv2r LET,

[PRfF (Save) 122 U w7 LET,

T, BB (Deploy) 1227V v 27 L, B YUCTHT AL AR O —%2RBECTEET, £
FIIARY —%EATHETHENNRY £H A,

ATy T4

SMTP DERE

AX—hk 54t YiR—bEINdT | HR—bShEF| 7O LR

VA WREDSAEUR |1 R A (Access)

f£& (Any) AR IAD FTD £% (Any) Admin Access
Admin Network
Admin

Syslog XETCTHEFA—/N T 77— baRET D5 E1E. SMTP 4 —RZ{EET HHLENH Y £
9, Syslog CXET DEFEILE T A—/NVT KL AL, SMTP YV —"OFRT Hhor v ThbH
VERH Y £7,

1R BRI

TIAIEBELOED L H Y SMTPH—"DHEA RN T RLAEZERTHF Y NUV—7 4T V=
7 NFETDHZ LR LET, [TV Y kb (Objects) | >[F TPy FEE (Object
Management) | Z#IRL TA 7 V=7 FE2ERLET, £id, AV O —ORERICH TV =
7 MR THZ L TEET,
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B swrozsi-xy smmozE

ATy
ATy T2
ATvT3

ATy T4

Firepower Threat Defense D 75 v k 7+ —LHE |

FIE

[Devices] > [Platform Settings] Z 38R L, FTD &R YU > —Z{ERRE 72 I3MwE L £,
[SMTP #—/% (SMTP Server) 1 %7 VU v 7 LE7,
[FFA4~<Y H—"DIP 7 KL A (Primary Server IP Address) |, 3L OA 7T a T, [&D

YHEY B —DIPT KL A (Secondary Server IP Address) | Z%FET H Ry NU—7 A7V =
7 MR ES,

[fR7F (Save) 1227 U w7 LET,

ZNT, BB (Deploy) 127 Y v 27 L, BV HTET AL IR —xRHATEES, £
BIERY =2 HATLETHEDNIRY EH A,

SNMP D ERLIZxt9 AEhEHDERTE

Y

AY¥—h+S514t YR—bEINBT | R—bZNBF | 79X

VR WHEDSAEUR |1 R A (Access)

& (Any) ML FTD & (Any) Admin Access
Admin Network
Admin

ity NU—27FB 7 haL (SNMP) 1, PCEITV—27 AT —2 a UV TCEITINTND
HAy NI—T B AT a B, AL vTF | N—HF, X2 VT A T T ITAT L ARRED
SEZERIATDTNA ADNVALE AT —HZ AT =T HT2DOEUERN IR TiEE T+ L
F£9, [SNMP] X—VZHHL T, SNMP EH AT — a ik TE=ZEND LT 7
AT VA=V TN AERETETET,

fligry NU—27FH7m haL (SNMP) %, EHEETLIGHMNLORy NU—27 T34
ADF=BY T EAF—TMZLET, Ciscokx=a VT 4T 7T7A4 7T ATiL, SNMP/R—
Yalrl, 2c, BIUO3EHERA LAY NI—27 F=X VU U 7IZMA T, b7 78 LOSNMP
FBEY T 7 ARV R—FENFET, SNMP EXALT 7 A IV HR—bFENEEA,

SNMPv3 i3, 4o B0 B —H & AESI28 IC L AREIbOLE R —F L TWET,

G¥)

ATy T

M SNMP H—/ 3 T7 F— R Z{ERKT 5 12i%, [ Y >— (Policies) |>[7 7 = > (Action) ]
>[7F7—b (Alerts) JIZT77®ALET, >>

FIE

[Devices] > [Platform Settings] iR L, FTD RNV > —ZAERE 72 I3MmE L 7,
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snmpiz 1—5oam [

ATw T2 [SNMP] #E4R L £,
ATYFT3 SNMP #HNC L, RS T a v EZRELET,

RTv74
ATvTH
ATvT6
ATvF1

« [SNMP ¥ — _Z M9 % (Enable SNMP Servers) | : /& S 4172 SNMP 75 & hZ SNMP
ERARMET DN EIDEIBELET, ZOF T a v OBRREERT 5 &, BEEHRE
BEFL7ZFEFE, SNMPE=Z U U 72T 4 B—T NI TEET,

c[mZI=2=FT 4 AN T DF (Read Community String) ], [f72 (Confirm) ]: SNMP
BHAT—2 a2 VI FID 735 ACERZRET HRIHERT 22— &2 A LE
T, SNMP2 2 2=F 4 AU 71%, SNMPEH AT — g0 LEMHHEDOFX Y hU—
7 ) — R OEREF—TT, EXa VT4 TAATIE, ZORRT—REHEHL
T, HIESNMPERMNADIMNE 2 DA LET, AT — NIRRT/ NLFEREB SR
B, K32 XFOEBTFOXLTINTT, AX—RAIEHTE ETHA,

o [ AT LEPE 4 (System AdministratorName) | : 7 /34 AEHE F 72132 O Y3
DLAFTEATTLET, TOXFINIRILTF E/NSCFRRB S H, ek 127 LFTT, A
N=RAEFHTEETH, BHEOAR—ZEATILTEH 1| DORARX—R|Te D T,

« [ (Location) ]: ZDk®x =2V T 4 T3 ZADFHTE A L E£T (Building 42, Sector
5472 8)  ZOXFINIRILF E/NLFRERIE I, K127 07T, A=A ZfHH
TEETH, HBEDOARX—ZAEATILTEH 1| DOANRX—R|T/e 0 £7,

s [RA—1 (Port) ]: BEERVBZIFANSLIND UDPAR— hZANLET, T 74/ I
161 T4,

(SNMPv3 D #) SNMPv3 =—H B0 (23 *X—) |
SNMP 7" A2 R DB (25 X—2) |
SNMP |7 v 7 OgE (27 ~—) .

[fR7F (Save) |27 U w7 LET,

T, [JEB (Deploy) 1227 VU w7 L, EID Y THEF AL RCKY V—wEBATE S, &
HIIARY =2 HAT L ETHEMRY A,

SNMPv3 1. —H DB N0

\}

G¥)

SNMPv3 TOHL—FEIERTE ET, LATFTOFNEIZ, SNMPv] F 7213 SNMPv2c (2135
NEFA

SNMPV3 135t A0 a2 —F DB 2R — T 5Z L ICEELTLLEIN,

SNMP —H(21E, 22—, BIEXATU— R, BB L/ SAT— RB X O HT 258587 1=
URALEREFALT AT REANEEINTWET, BIET LI Y XD A4 7> a L MDS &
SHA T, BEfb7 L3V XADA 7> 3 13 DES, 3DES & AESI28 T,
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B swwes2—voem

ATy
ATvT2
ATv73
ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

Firepower Threat Defense D 75 v k 7+ —LHE |

FIE

[Devices] > [Platform Settings] Z 38R L, FTD &R YU > —Z{ERRE 72 I3MwE L £,
HRO[SNMP] %27V w27 LT, [2—H% (User) | #7 %27V v LET,

LEM (Add) 1227V v7 LET,

[E¥=VUT 4 LUl (Security Level) | Ky Xy UA ML a—PFIZHEL7-tx= Y
T4 UL BRI L ET,

e Auth : uuu i&)@i#ﬁ‘j 7/1)/\/“— i&)@iﬁ/\/ 7( /-IZ /ﬁ)pthuﬂzéﬂé k%n%
]\/i—g‘O

eNoAuth : Bt b 7T A4 NNV —b bV EFA, AvE—JICE0LI X2 T 4 bl
HEaninwo e 2Em L1,

o Priv: fBREE T ANV —0H Y £, A vbE—U0FREE L O ’ftéﬂé:k%%ﬁ:%
]\/\iﬁ—o

[=—H4 (Username) | 7 1 —/L RIZ SNMP =—H D4R i# AN LE T, ZDO2—F 4L 32
XFLUTTHDZ ENMETT,
(M5 5/ XA U — K % A 7 (Encryption Password Type) | K2 v 7*Z 7 U R RixBAEHT 53
AT =R DZA TR ET,

* Clear text : FTD 7 /31 A(X, T/ ZA~DE AR Z > TRAT— REREZLLET,
« Encrypted : FTD 7 /31 R, B kA H 72T — N2 BE#EREM L £7,

[FERET /LY X % A7 (Auth Algorithm Type) ] K v X 7> U X ki MDS £721%
wA@o% T DAL A T 2BIR L £,

oS ﬁﬁﬁﬁ‘é/\x U — K%, [FE/SA T — K (Authentication Password) ]~ « —/L KIZAT)
LET, Kb/ XA T — & A 72 [/t (Encrpted) | Z&IRL 7256, NATU— RiX
XXIXX:XX... & WOTERIZ 7+ —~y FanET, ZTIZT, xx T 16 EEHDOETT,

GE) RNRU—FROEEZ, BRLEEAT LT AL TEARVET, T XTH/RR
TJ—ROEES% 256 XTFUTETIHLERHD £,

R L NAT— RZ A FIZ[Z7 V7 7TF A B (ClearText) | Z&IR L7245, R (Confirm) ]
TA— IV RIZRAT—=FR&2H 9 —EANLTIEINY,

(K514 A 7 (Encryption Type) | Rm w7 & U X T, AES128, AES192, AES256,
3DES. DES O T oK 5k ¥ A 728N L £,

GE)  AES E£721L3DES i B{b 2 i+ 2 i12i%, T8 AR A4 B A% A VA h—
W LTELLLERZH Y F7,

K551t/ AT — R (Encryption Password) | 7 4 —/L RIZKs AL CEMA T2 /32 U — K& AT)
LET, Wb/ "AU— RZ A 7[5k (Encrpted) | Z @I L7256, SA U — RiX
XXXXXX... EWVITERIC T +—~ v bahEd, TIT, xx X 16 EBOETY, Bt x1T
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ATy 7N
ATvT12

snwp 2 roem ]

IGEEDNRAT— ROESITBIRENTEEALDZ A ALV EALY E4, R2AT—ROEE
KD EBY T (KxxlZ1 o047 F v " ERELET) .

*AESI128 TlX 16 A7 7T v LT DMENH Y £F
*AES192 TiX24 427 v T HMERH Y £
«AES256 TiX32A 77 v T HUERDHY £7
*3DES TIE32 477 v heTHMENDHY £7
*DES DE X EEIETT,

GE) T RTONRRT—ROEEH256 LFUT ETH30LENHY £,

BERAE/ AT — RE AL I [Z7 VT TH% A (ClearText) %8I L7-3%4 . [HER (Confirm) ]
T 4=V RIZRRAT—REH ) —FEATL T EI,

[OK] %227 U w7 LET,

[fR1F (Save) 1272 Vw7 LET,

ZNT, BB (Deploy) 1227 Vw7 L, BIVYETCTHT AL AR U —2RETEET, &
FIERY =R EATHIETHINIRD A,

SNMP 7R X kMiEN

A\

[~ A b (Host) 1% 7 %ML T, [SNMP] X— 2% % [SNMP 75 A b (SNMP Hosts) ] 7 —
TNOxTy M) EBMERIIRELET, N0 RUIE, FIDT A A~DT 7 E AR
FFAIENTWD SNMP EHEAT — 3 AR LET,

K400 HETHRA RZBIMTEES, 270, FI v 704l LTHRETXLHDIZED
IO 128 fA7Z 1 TY,

1R HAEITIC

SNMPEHAT —v a VEAERT DXy NI —7 ATV =7 "OMFHET D L 2B L ET,
[7 /734 A (Device) >[4 7Y =7 F&EBE (Object Management) | ZiR L, xv hT—2 A4
T2/ NERELET, >

G¥)

PR—=FEINTWVWDERY NT—F F 7T xr ML, IPv6 Ak, IPv4 &= A b, IPv4 #iFHIS
SQIPA T TRy 8 T RULAREGENET,
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B swwe itz rosem

ATy
ATvT2
ATv73
ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9
ATy 710

ATvINn

Firepower Threat Defense D 75 v k 7+ —LHE |

FIE

[Devices] > [Platform Settings] Z 38R L, FTD &R YU > —Z{ERRE 72 I3MwE L £,
H&R®D[SNMP]Z7 Vw27 LT, [KRAF (Hosts) | #7427 U7 LT,

GBI (Add) %27 U y27 LET,

[IP 7 RLZ (IP Address) | 7 o« —/L FIZ. A%h72 Ipv6 78 2 h £721L IPv4 R A R & ANT 5
w\awm%@x%~ya/®T117bvx% BTDH2FRY NI AT V=7 FERIRL
£,

IP 7 RLARIZIE, IPv6 A b, IPv4 AR A b, IPVA T EZIXIPVA 7 ry hEHCTE E
bé‘o

[SNMP /X—<7 5 > (SNMP Version) | Ky 77 U R Kk, )72 SNMP N— 3 >
EIRL E7,

(SNMPv3 D &) [—H4; (UserName) | Ky X U RpHi%kiE L7z SNMP = —H
Da—H4 R F T,

GE)  SNMPARARITELIZ23 AFETO SNMP = — WA B#EMITAZ LN TXET,

(SNMPv1, 2¢ ®#A) [Read 2 ==7 4 A U7 (Read Community String) ] 7 4 —/V F
2. THAA ADBHWY T 7 B ADEDICT TICREL THDHAI =T 4 A M) T2 AT
LET, MEROTEDICZOXTFIEFADLET,

GE)  ZoOXFINI, ZOSNMP A7 — a U THEH &4 T 2 3054173 [SNMP — 3%
AT % (Enable SNMP Server) ] E 7 ¥ a VNZERFEHD b D & Hie 556 D Huih
AT,

TNA AL SNMPEFLRT —2 g VOMOBEXA THEERLET, WHTOX A 7 EHEINTX
i‘é‘o

[R—=1U 25 (Poll) |: BHAT— a VITEHHNCT A ATHERZER L £,
c[FZv T (Trap) |: 731 RiF, A XV MRAERIZINE T 7L, BHAT—V 3
VITHELET,

GE) SNMPHFEARRNDIPT RUANIPV4 &FHEZIZIPVA TRy hOWTNNTHHE
By [R—=Vr7 (Poll) 1 £E[FT v (Trap) | DitifFTldZe<, WIFNEHET
=F7,

[R—b (Port) 17 4 —/L FIZ, SNMPAHRA RDUDPR— hEBSZANLET, T 74V ME
%162 T, ARh72HPHIL 1 ~ 65535 TJ,

BN (Add) 1227 Y vyZ L, ZOSNMPEHAT = a v INT NN AT VAT DHA
Z—=T a2 A A ANNETITRINL 77,

[V —>/A % —TxA A (Zones/Interfaces) | U A MZ, T/ ANEEHAT— 3 LD
BEATOIA V=T A ANGENTY = ZBIMLET, Y —VRAIZRWA U F—T A R
DOEET, [BIR LI — /A % —7 A A (Selected Zone/Interface) | U A FDFD 7 4 —
NWRICA v 2 =T 2 A AL NS L, BN (Add) 1227V v 7 LEd, T8 ZATERLTZ
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ATvT12
ATy 713

snwp -5y FoEE I

A H =T 2 A AEFIL =V NEFNTWVWBERIZDOH, TNNA ATHRAMDPREINFE

j—o

GE) A EF—TxAADIPT RLAN, AF v 74 (262—3) O SNMP KA MIE
FINTWDHIPT FLADEEHA LN E 2R LET,

[OK] %7 Vw7 LET,

[fR7F (Save) |27 U w7 LET,

ZNT, BB (Deploy) 127 Y v 27 L, BIDHTET AL IR =2 RHATEES, £
BIEARY =2 HATLETHEDNIRY EH A,

SNMP ~5 v JDETE

ATy T
ATy T2

ATvT3

[SNMP + 7 v 71 Z 7% HH LT, FIDT /XA ADSNMP b7 v 7 (A2 MEH) 2T L
F9, M7y TEBREFRRVET, VT TR ERENDI T T AR, T
JHE T Ak Syslog £ Xy R FEEDA R Mk D FTID 73 A D EH A
T—var~OFViAZ [a X~ TF, T4 ADSNMP 47 =27 hID (OID) I3,

TRA ANBHEFEEIND SNMP A Xk T v FZFRRENET,

—HEDOFT v AE HEDON— R =T ETMTHEATEEEA, ZNLHLD T v 73, Zh
SOETNADIOORY —2EMT 5 L EEINET, & xiE TXTOETIMTBLR
BB = B LIDIT TIEH Y £ A, TOH, [BIGRHEEL = MEA/MIFR (Field
Replaceable Unit Insert/Delete) | b7 > L6 DET IV CTHEINER A,

SNMP b7 v 71k, BE¥FIIo X —T T4 XFEAHFDOMIB ODWTHNTERSINET, 12
¥ hT o 7IXIETFIC L » TIER SN, S EXERRFCICEHREHEINTWET, SNMP 7 v
. FID Y 7 b =7 i2ar XA L ENTWET,

RENZE LT, OGN G RFC, EHEMIB, BLUIFEERT v T2 ST rn— R TEET,
http://www.ietf.org/

WO D CiscoMIB, 7 > 7 BEUOID DERZRY A PSR TSN,
ftp://ftp.cisco.com/pub/mibs/

F 7. Cisco OID KDL MNE FTP THX U u— KL TL E&EW,
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

FIE

[Devices] > [Platform Settings] Z 3R L, FTD &R U o —Z B E 72 I3MmE L £,
HXD[SNMP] %27 U > 27 L, [SNMP k7 >~ (SNMP Traps) | ¥ 7 %27V v27 LT, FIDT
INAADSNMP T 7 (A2 MER) ZRELET,

W#Y)73 [Enable Traps]) A7 a 2 BIRLE3, WFNhEIIWM G047 v a o2 BIRTE
F9,
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B swe 5oz

a)

Firepower Threat Defense D 75 v k 7+ —LHE |

[T_XTPHSNMP k7 v 7 %2402 F 2 (Enable All SNMP Traps) ] IZ~—7 &+ T
BT D47 arTIRTO N v THEHFRGRIRLET,

b) [TXTD Syslog bT 7 HHNZT 5 (Enable All Syslog Traps) ] (Z~—7 ZfHF T, b

F v FEE O Syslog A v —Y DIREEZANT L ET,

GE) SNMP FT7 v A3 TAHEA DTENZ ERFEEIN D728, FID 76 O

Ayt —= L0 SEEIEM S EHNTT, T XTDOSNMP k7 v 7 Eidsyslog M7 v
TEAMCTHE, SNMP 7 R AR —Yx MRy NT—7NTREIZY Y —
AEMHBE L, VAT AP TT v T T LARMERD Y £, AT LOBIE, K58
TOEXR, F72E2 A4 L7 0 MPFEAELTEGAIL. SNMP 7 v 7 & syslog b7 v 7
EBRIRLTHMITHZENTEET, £, syslog A v E—TDAERKL— NI, H
RKELSNLVELFIA vy =Y IDICE-oTHIRTE LT, 72& 23, 212 THED
syslog A v E— ID 139X TC, SNMP 7 7 A |ZBH#E L CTWET, Syslog A vE—
DERR L — FOHFIR (44 X—2) 2L T 7ZE0,

AT T4 [HEHE (Standard) | B2 2 a DA Xy MEH T v AL BFEORY —TlE, T 74/
THENZ > TWNET,

* [?8FE (Authentication) ] : KFBA[D SNMP 77 A, ZORFETT —X, fiE->7-a2I 2

=T 4 ANV TNy MK THAELET,

«[V>277v7 (LinkUp) |: BHIRINTWDHERD, T4 ADHEFEY 7 D 1O

fEFHAREIC 220 LT,

« [V 27 &7 (LinkDown) |: HBEINIRINTNDERBY, T4 ZADEFEV 27 D15

T —=REAELELL,

e[m—/L RAZ— ] (ColdStart) ]: 7 /A ANHBTHAMELL TWD & X, ZORE

FHETe Fa L T AT A DEENREEINDLIZENHY F1,

(VA —LAZ—b (Warm Start) ]: 734 ARHB THAMHELL TV D L &2, TO

EEFIITe b al m o T 4T A DOEERERINLZ EITHY A,

ATY TS [T 47 4 MIB (EntityMIB) | ®7 > a > ClifF&/eA Xy MBI N T v 7 E2@RIRLE T,

s [T iE =~ MM#E A (Field Replaceable Unit Insert) ] : /R &AL TV BV, Bl

ZHAlgEL = b (FRU) DA SNE L7 (FRUICITERER. 772, ety
%V:ﬂw\4V&~7:4x%y;~w&8®ﬁ#¢f%mﬁ€iniﬁ)o

s [T RE = » MERSL (Field Replaceable Unit Remove) | : AN RS TWD &8

v, B EL=> b (FRU) 2EDAASHE L,

s [(XEZ ¥ (Configuration Change) ] : AN REINTWVDERY, N—FU = TIZEEN
HVELE,

ATYT6 [UY—A (Resource) |7 v arTlEEpA v MBEM T v 73R LET,

o [BEEHIBREIE (Connection Limit Reached) ]1: 2D b7 v &, %€ L= BEGHHIIRIZE L

Tlosh, BT EG SN Z & 2R LET,
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Syslog DX EHE .

ATy FT [ZDfth (Other) &7 ar THERARV MEFM T v 72BN ET,

« [NAT /3% > MMiEFE (NAT Packet Discard) ]: IP /3% 725 NAT B§REIC LV BEFES D
L ZommMERESNET, Xy T2 T RUVABBOMERAFEERT RLUAE X
A— I, BELLZLXVWEZ FEY LT,

ATY T8 [R1FE (Save) 1227V v LET,

T, [ (Deploy) 127U w27 L, BV S THT AL RACKRY v—2REIATE T, &
FIIRY =% EATDHETHMIT/RY THA,

Syslog DX EME

FIDT A ADY AT L X7 (syslog) #HMITHZENTEET, Rz uexo 74
HZLET, Xy MU=V OMBEEIET A, AREOREARE L Colfca 4, £/, —
HOEX2VT 4 A2 Mo syslog P —NZEETLHZEHTEET, 22T, v¥ 7
EEDOREFEIZONTHH L ET,

Syslog [ZDULMT

VAT A aX TN L, TN ADD syslog T—F L EFITT D= AAAD A v — U EINE
T 5 HETT, Flsyslogh— "~ ¥ 73, v 7BL07 77— FOENELEET, &
A3 FTNAATIE, IhbOr Y A yE—T% UNIX A A )LD syslog — B A ZEFETE
F9, syslogh—E R L, a7 4 X2l —alr 774 NMIEST, AvE—V%%
BLTZ7AMRET 20, HAOLET, ZoRKounx 73, v 7 HoR#E sz kY
AL —VEBHLEST, 8713 V—F DT TN a—T A U TRBIOAL VT v ML
HOW T TERLBLET,
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Firepower Threat Defense D 75 v k 7+ —LHE |

= 1: D R T L A% Firepower Threat Defense

it

OIERL 22 L TS 720y,

EEny ¥4 (Details) RE
FRL ALY | 2D syslog RETIE, F—% FL—r ETETESNTVAHE| TT v
AT 5~/ |Fe. OF U show running-config =~ R THERTX % CLIFR | 74— LD
A, kv b | ETERSRTOAREICHET S A v —UavEREnE S, |E
U— IR | 2RISR V=T 4 v VPN, T X A B =T A A

DHCP %—/3 NAT 2 EOBRERE ENE S, 77— T —

D syslog A v =T EZHMTHNTEBY . ASA YT

N 2T HZFITLTWDLET AN, ATERINDHDEELTT

9, 7272 L. Firepower Threat Defense i, #3 L& ASA V7

N =7 THERARRTRTORA vy —Y ¥4 T HEHRT 5

CIERY A, ZNHDR Y E—=TVDOFAII OV TIL,

https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/

b _fptd syslog_guide.html @ [ Cisco Firepower Threat Defense

Syslog Messagesl] % ZH L T 72&V, 2 ORERKIZ DOV T,

WD b E 7 T LET,

(N—=T 3 | ZOsyslog DFEETIE, #Efi, EX 2074 A7V Vo | TR Y
63LNEZFIT | A, BLORAALXRY bOT 7 — MPERINET, FEMIC | hr—L R
LTWD TN | DWTIR, e A N b ERAAL R FDsyslog A vE—V | —D[FT >
A R) DEFIZOVTEBLIOYT 7 FE Y 7 2B LTI ZE, N7 g — L
e iE .(Platform
POt Settlr}gs) \\] &

=
(Logging) ]
27

(TRTOT | ZD syslog RETIE, 77— MEEDOHHR— F&E TS | 778X 2
A ) NTWL LI, 77 RAG#EL—L, BAL—A BLO | be—L K
EY e %@M@TPNVXF%ffxm%?675~bﬁ$%éniﬁWMT?—
A B I3, ZThbHmR V"Z”f753515§%75§1¢&7 ENTHWERA. | MEZ (Alert
BYPCUN ZDH AT D syslog DFXTEIZDOWTIL, Syslog 77— hin | Responses) |

tlaxyr
(Logging) ]
v

BELD sysloghr—_"EHE L, FEH—NCEFEINDIA vE—TV LA XU MEFHIEITEET,
Flo, Ay Y=, BFAI, WAy 77 R EORRDEHEERERTH LB TEET,

WDFRIZ, syslog A vE—VOEREO—EEZRLET,
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N

syslog A v &— T4 LB ) VY .

% 2:Syslog * v &—CDEKE

LRILES EXE A

0 22 VAT LHPMERAR A REAIREE T,

1 77—k FTICHBETILERH Y T,

2 EX AN 7R BT,

3 I5— T 7 —IREETT,

4 2% HAREETT,

] AN EHTTR, EERANLELT R TT,
6 E#R fHHA v =TT,

7 TN TNy T Ao—TTY,

GE)

Firepower Threat Defense |, B A 0 (B22) O syslog A v E—V &R LEHA,

syslog * vt— T4 LB Yy

AR E I D syslog A v E—1E, FEED syslog A B — 72 BRFED M EIZEE S d &
INCT A NE YT TEET, 7=& %L, Firepower Threat Defense 7 /3 A iR E LT, T
TDsyslog A v =% 1 DOHNEITEE L, 2D D syslog A v E—T OV 71> &5
DHIIIZEET L ENTEET,

HAREIIZIZ, syslog A v — U BROIELECHE-> THADLICEIESND L HIcTE £,
e syslog A v =YD ID FF

(ZHE, B I ORAAS X MelDEX2 VT 4 A2 hD syslog A vE—VIC
FEASNEE A, )

e syslog A v & — Y DEHKE

esyslog A vb—Y 772 (BRE= Y 7 & [AI5)
(ZhiF, BB L ORBAAL R bR EDOEF2U T 4 A2 FD syslog A vE—VIC
FEA S EEA, )

INOORMET, HAkERET D EZIRETRERA vy E—Y VR MR LT, HAZ~
ARXTEET, HBHWIE, AvE—T VRN EITEBERIC, FFEDA v E—Y VT RAELH
A 7O HITEIET D X 5 1T Firepower Threat Defense 7 /34 A ZiRET 52 L b T& £,

(A=Y VA M, #ERBILMBRBAAR M EDEX 2T 1 4 FOD syslog A
T-vIFEA S EE A, )
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syslog A v t—2 VS5 R

\}

GE)

ZOREYZIE, X2 VT 40 AU @, RARE) O yE—VIZiTEHIES
/L/o

syslog A v E—=T D7 Z RFRD 2 >OFETHHATEET,

esyslog A vE—TOH T IV RIEROH NG EHEELET,

A=V IV IAEREET DA vE—Y VA MEAERLET,
syslog A v&—3 7 7 RI%, T3 ADFHRE T I3HERE & A D X A 712K - Tsyslog A v
TV EGET D HEERMELET, 7L X RIPZ Z AERIPV—T 4 &R LET,

BED T T AZET D syslog A v =YD ID FBIFZT T, HAOIHAELTT, 72&x
X, 611 TIEE DT X TDsyslog A vE—IDIE, vpne (VPN Z T4 7 2 ~) 7 T AZBE#
T B TWET, VPNZ T4 7 & MEBRICBIES T 50TV 5 syslog A & — VOB,
611101 ~ 611323 T,

T2, 1ZE A EDISAKMPsyslog A v & — XIS SN T4 7 Y =7 bodbst v b
MWEENTNDIZD, P RAZRHHT 2 DI BET, ZNbDAT7 V=2 bk, AT
HEZe & (T, syslog A v E—TOWHT XA FORNIAINSILE T, syslog A vt — ARk
ATV =7 SBARPREA. FFE D heading = value OflAAS DR IIFRRSINEH A,
FTV = MIRO XD IR E v E T,

Group = groupname, Username = user, IP = IP_address

Group (X k> %/V Z/b—"7" Username [T 10—/ 7 —Z X— 2 E721L AAA T— 30 L5
Lizaz—F4, IPT FLARIZVE— T I BRI T4 T FERFILATY2ETONRT Y v
7 1P 7 FL AT,

WOFRIZ, AvE— V53 ALK 75 ADAyv— 1D OHiIFEEZ Y A NLET,

R 3:syslog * v E—C DI SRABLUVEEMITONATVWEAvE— IDES

AV E&E Syslog A v +—2 ID &
auth o—ERE 109, 113

— TI7EA YRR 106

- TV —vary Ty AT U4 —Iv 415

bridge N ATV N 77 AT U4 —)b 110, 220

ca PKI FEH#% 717

citrix Citrix 7 747> b 723
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syslog A v tE—2 U5 X .

95 R E & Syslog * v —2 ID &

— JTGARY T 747

— Jr— R EL 323

config A R AU HE—T AR 111, 112, 208, 308

csd X aTRTAI Ry 724

cts Cisco TrustSec 776

dap EAF I TUEARY — 734

eap. Sy hU—27 7 RIvvararhbao—/LA|333, 334

eapoudp ® EAP % 7213 EAPoUDP

eigrp EIGRP L —F ¢ v 7 336

email FBFA— Taxy 719

- REE=4Y 7 735

ha 7z — L= — 101, 102, 103, 104, 105, 210,
311, 709

— Identity-Based 7 7 1 7 7 4 —/b 746

ids RAFREN S AT A 400, 733

— IKEv2 Y —/L3% & | 750, 751, 752

ip IPAY Y 209, 215, 313, 317, 408

ipaa IP7 RLADENY 2T 735

ips RABE S 2T L 400, 401, 420

— IPv6 325

— TTw 7 VAR HFIALBNYAR BIOT 338

L— Uk

— SAvLvT 444

mdm-proxy |MDM 7' &z 33 802

nac Py MU= T RIvvaryarybto—i (731, 732

nacpolicy NAC R — 731

nacsettings |NAC R U > — %59 57200 NAC #&iE |732
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95 R E & Syslog * v E—T ID &

— Xy FT—2 T RBARAL R 713

np Xy hT—2 Tatk v 319

— NP SSL 725

ospf OSPF /b—F 4 v 7 318, 409, 503, 613

— NAT — RO 51k 742

— Phone Proxy 337

rip RIP L—F (7 107, 312

rm Resource Manager 321

— Smart Call Home 120

session a—HFeyar 106, 108, 201, 202, 204, 302,
303, 304, 305, 314, 405, 406,
407, 500, 502, 607, 608, 609,
616, 620, 703, 710

snmp SNMP 212

— ScanSafe 775

ssl SSL A% w7 725

sve SSL VPN Client 722

sys VAT L 199, 211, 214, 216, 306. 307,
315, 414, 604, 605, 606, 610,
612, 614, 615, 701, 711, 741

— B DR 733

tre NS AVE NI I 4 780

— UC-IME 339

tag-switching | +— b 2 % 7 2 A v F 7 779

vm VLAN Mapping 730

vpdn PPTP B L ONL2TP £ v v a v 213, 403, 603

vpn IKE 3 X T IPsec 316, 320, 402, 404, 501, 602,
702, 713, 714, 715

vpne VPN 7 7 A7 b 611
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E Y A |

95 R E & Syslog * v —2 ID &
vpnfo VPN 7 = — )L F—/3— 720
vpnlb VPN B— K NZ v 718
— VXLAN 778
webfo WebVPN 7 = — /)L A —/\— 721
webvpn WebVPN 35 X OY AnyConnect 7 7 4 7 > 716
- NAT ¥ X TV PAT 305

AX>T0DHA KSA4 Y

ZOHETIE, vX T E2RET DANHERT DMBEOH HHIRFHE A T A AZDWTHL

HLET,

IPV6 DHA K54
«IPv6 YR — h &R EF, Syslog i, TCP £721X UDP 2l L TXET& £,

e syslog EIEAICHRESNIA v X —T =24 ANERTHHZ L, IPVORILTHDHZ L, B

L O syslog — 3235

EA I =T 2 A ARRHTEETE L Z L 2ERLET,

cIpv6 ZI LT Ex a7 X Jid AR — ST ERA,

ZOMOAA K342

e syslog —/3TiX, syslogd & WO — "7 /T LEFETTHH0ENRH Y £9, Windows
Tl AN =T 47 VAT LDO—EE LT syslog 4— &2k L TWET,

» Firepower Threat Defense 7 /NA A WA L7 v 7 2 FoR$ 5121%, X 7o NkEsE
ETOMENHYET, uxX o FTOHNEZHEEETICn X 72/ X—TMIT D L,
Firepower Threat Defense 7 /3 A 2 [ZA v —V AR LETH, TROED A v —13%
TERCTEXDLELMUMRGFINE A, EuX o Z7OMNRIIEINIEET 2 LERH D F

j‘O

2DODEIRD VA NETNTY T AE BRI D syslog V— "F LR CHATICHI D ¥ THZ L
IXTEEHEA,

« K 16 5D syslog — "EHETEET,

« syslog %" —~3I%, Firepower Threat Defense 7 /3 A &l CTRFETE 21T 0 £H A,
syslog = "\DEFETEXHA X —T 2 A A LT, 73 AN ICMP RIZEARGEA v E—

ZEA L, WY —30

TsyslogZ EET DL IICRETHMLENHY £, TXTHOEK

FEIZXH L TR I RA X —T N ThDHI MR LET, syslogh—\B7 7w al
RNE DT D20, syslog 313001, 313004, F KT 313005 DA EIHI L £9,
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. FTID T/3A A D syslog OX > 5 DR TE

s syslog ® UDP e O#IL, N— KU =7 77 v F 74 —LDCPUDEKE | BET D syslog
P NOFITE R L TV E 9, ATHEZR UDP syslog #26t DETH 12, CPU OH & 3% &
35 syslog — "D EFFLIEE R TR0 £9, 72 & 21345 syslog — 3 TIIKD
Lo £7,

* Firepower 4110 T3 #x K 22 @ UDP syslog ##i23 FIRE T,

* Firepower 4120 Tldi K 46 @ UDP syslog ##5¢ 75 FIRE T,
ZHFTH SN TV SREIETT, /' m— L UDP T A RV # A4 A7 7 MEZhbo
tyvalEish, 774V MI2AHTHLZ LITERELTLESY, Zhiboty

TarEINLD LEOEKMTHLZHAICIIZIOREELZFETEETN, XA LTV
1% syslog 7217 T2 < §7_XTo UDP ##elC i H S E T,

« Firepower Threat Defense 7 /XA A 73 TCP #%H1 T syslog #4595 & | syslogd h—E 2D
MEEE ., BHOBRRICKI 1 2000 37,

FTD /81 XD syslog O X > DERE

A=+ 34t HYR—bENET | HR—FrEhB K| 7HER

VR HEDSA VR | ISR ALY (Access)

£& (Any) YIS FTD £& (Any) Admin Access
Admin Network
Admin

EVE

ATy T
ATvT2
ATvT3

X2 VT 4 A b @A X PRRAAL NS ) IZBT S syslog A vE— VR
BTDEI0CT A AEERETDHE, IFEAEDFID 7T v 74— LRENINSED A
VIS ERA, X2V T 4 A2 hD syslog A v E—VIZiEAT 25 FID 77 v
N7 —2DF%E (38X—) ML TIIEEN,

Syslog DFXEZ1T 9121, LU FOFNEZEIT L ET,

IR& B
X TDOHARTA Ly 353—) TEEEZZBBRL TSN,

FIE

[Devices] > [Platform Settings] iR L, FTD RNV > —ZAERCE 7 I3MRE L £ 7,

HIX® [Syslog] 7 U v 27 LET,

(¥ 7#RE (LoggingSetup) 1 ¥ 7% 7 Uy 7 LTurFXr 72, FIP h— DR E
EZEEL, 77y vaOHEZRELET, FEMICOVWTIE. v¥ o 7 OF R bE JUOEAR
EORER (38 X—) LTI XN,
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ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

tEIYT A AR bsyslog A v b—U VT ERET 2HHDORZ TS5 [

[2 ¥ 7 Hidt (Logging Destinations) | % 7% 7 U w27 LT, FrEDERE~DaX L 7%
AL, AvbE—VEEE, A RXVFITRAEREFHIAIL AN N YA RTT A NVEZTY
VI ERELET, SEMICOWTIR, vX U UEREOAENME (40 X—) ESRLTE
éb\o

1 TR R AN LT, TOERETA v — VA2 FRARICT HDMNERH D £7,

[EFA—/VEXE (E-mailSetup) 1% 7% 27 U7 LT, SyslogAyE—VZEFA—LELT
HETDEIC, TORELTT FLRE LTS 2EFA—LT FLAZIRELET, I
ONTE, B A—ILT RLAND syslog A vE—TVD%kE 423—2) 2R LTS
AN

[f~X> b UAL (BventsList) |#7 %27 Uy 7 LT, A7 TA EHEE A2 FID
EEULNAZ L AN N VA MEERLES, FFMICONWTIE, BWAZ LA URARD
TER (43 X—2) ZZRL T EE 0,

[L— MR (RateLimit) 1 # 7 %227 U v 27 LT, RESNTWNDTNTOFEITEEFEIND

Avt—VOREEEL, L— MIBEZHV Y THA Yy E—VOERELZERZLE T, FHMIC
DWTIE, Syslog A v E—Y DAL — FOHFIRE (44 X—2) 2L T 7ZE0,

[Syslog #X i (Syslog Settings) 1 ¥ 7% 7 U w27 LC, ¥ —3% Syslog ##ct & L TRET D

72O, aX U THEEERE L., A LAX L TOUEEFINIL, MOFREEAINILE

T FEMICOWTIL, Syslog i (45 X—) ML T 7ZE 0,

[Syslog #—/3 (SyslogServers) 1Z 7% 7 U w27 LT, a¥> Vit s L THRE S5 Syslog
P—="DIP 7 FLA RS TWS T r bk, B, BLOEFa VT V= &4EE
LET, FEMICOWTIL, Syslog F—"Of%E (47 X—) ML TLIEIN,

tXxa)T4 AR bsyslog A v =D UG ERETDEOHDRANITISHVT 4R

FINAREN—D 3y REDE

Firepower Threat Defense /N— |1. FID 77 v h 7 4 —AKE ([T /31 A (Devices) |>[7

Va 63 L% Z v b7 — L% E (Platform Settings) > [&&IZxtd 5
4% & (Threat Defense Settings) ]> [Syslog]) Z&¢7E L
iﬁ‘o

X2 VT 4 A FDsyslog A vE—VIZHEHT 5
FID 77 v b 74— LDRGE (382—2) ML T
EEW,

2. TR ba— R —D[rX Y (Logging) ]
X T T, FID7' 7 v b7+ —LREDHHZRIRL F7,

3. BAMXRUVIOEE) 7782 aryia— LK) —
DX 7 (Logging) 147 DREXMHT D X512
ARV v—zRmELET, (ZhET 74V RTT) .

IHNHOFRED EEEIFTHELEL TV ERA,
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B

B cx207 1 AR LD syslog # v &—SISERT B FID IS5 v b 74— LOBE

REDIGFR
FOMDFT R TDOTFINA A 1. 77— MNSEEERLET,

2. T MREEERT LR 778 A ay br—L R
J—dD[aXxr7 (Logging) | ¥ 7% ELET,

TNAREN=D Y

3. BAAXRUIOHE) RAKRY 2 —T syslog X & % 1
L9,

21—

X2 T4 AR LD syslog A v E—2(CEATDFID T35y 74— LDERTE

[7 /314 A (Devices) 1>[7'7 > b7+ —2LE (Platform Settings) ]> [Threat Defensed% &

(Threat Defense Settings) ]> [Syslog] X— & Z DX 7D syslog sk ED—BlEE X =V T 1 A
N2 RO syslog A v E—VITHEASNETN, Z<DOHEIE, VAT ANV AERY U —
JIZBET 54 X DA vy E—VICHEA SN ST TT,

X2 VT 4 A2 FDsyslog A v E—UI2iE, ROBRENEHSNET,
s[mX 7 &'y N7 v (Logging Setup) | ¥ 7 :
* EMBLEM = T syslog %318
* [Syslog #% & (Syslog Settings) ] ¥ 7 :
esyslog A v tE—C DA LRATEHHE
s A LREZ Y THRA
* Enable Syslog Device ID
* [Syslog #—~3 (Syslog Servers) ] ¥ 7 :

* [Syslog —/3Z 38/ (Add Syslog Server) 1B (B L OHREFH— DY A )
DT XTOF S g

X2 VT 4 AR bsyslog A v =V U T EBRETDIZODONA NS T T 4 A (37 _—
V) b LT EEN,
AX T 0EMMES KUEKREEDER

A¥—hk 54 € YR—bEINDT | HR—bShEF| 7O LR

VR EDSAEUR|INL R A (Access)

f£& (Any) A AP FTD £ (Any) Admin Access

Admin Network
Admin

F—H TL—r A X D syslog A v =V EERTDHITIE, VAT ATERX T 2G0T
TAOMENRDY 7,
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nxvsoamitssvEsgrEoEn [

Flo, =N Ry T B0 WD E, 77 v aE T FTP Y — N EDT =0 A7
PRFERATE LTRHRETHILELTEET, nl 5T —XIIMRERICRETCE £, =& 23

FREZ A 7 Dsyslog A v B—I RN a ZICEEkI NI & TR T 7> a U inFETanbs L 9
WHRELEY, v o7 =22 ML TCLAR— NHOD 7 7 A WMZZE DOFLskE A7 LT

D, A FNEFORZ Y 7 ML ChHEHERE BB LY TEET,

ROFNETIL, FEARRIR syslog S E D —HFIZHOWTHII L7,

-

X2 UT 4 AR (BEHA NS PORAANRY MR E) IZBT 5 syslog A v E—TV %%
BTD2EIECT A RERETDE, IZEAEDFID 77 v M7+ —ARENINLD A v
T—VICEA SN ERA, X2V T 4 A2 hD syslog A v E—VIZiEAT 5 FID 77 v
7 4 —LDFRE 383—) 2B TIEE,

FIE

AT 71 [Devices] > [Platform Settings] 33K L, FTD RV > —&E E 72 13mEL 7,
AT 9 T2 [syslog] > [AFX 2T DERFE (Logging Setup) | ZRINL £,
ATVT3 aXUTEAEMHIL, RO X FRELHEE L ET,

ATy T4

s [BX 7 DHAE (Enable Logging) ] : Firepower Threat Defense 7 /34 AD T — % 7' L—
VIVAT A uX T A LET,

o Tx— )V —N—=ZAHF N[ 2=y FTORF 7 OFRML (Enable Logging on the Failover
Standby Unit) : Firepower Threat Defense 7 /SNA ADAX XA Oa X o T hk A4 NI LE
R

* EMBLEM JEZ T ® syslog D55 (Send syslogs in EMBLEM format) : J-XCDRa X 7%
Jlzxt LT, EMBLEMER O v X v 7 2482 LE 3, EMBLEM #4029 55413,
UDP~7'u b 2V L Csyslog A vE—T% 7Y w208 RH Y £9, EMBLEM
[T TCP & MR H Y £H A,

TRy T Avy—T% syslog & LCiE[F (Send debug messages as syslogs) : X TDT
Ny Fb—AM % sysloglZ U ZA L7 NLET, ZOFT T a v SERDT/R-> T
BED. syslog A v E—UIE I Y —MCERSNERA, LERST, FRv 7 Ay
T —UEFRTDHITE, Y= ATRIX T EANTL, T8Ny Fsyslog A vE—T%F
FeaZ Lottt LTRET HDMENRH Y £9, EHIND syslog A vE—T%F
X 711011 TF, ZDsyslog DT 74/ s a7 LoyUE [T/3> 7 (debug) ] T,

c NNy 77 D AEY B A X (Memory Size of Internal Buffer) : 2 X227 /Ny 7 7 3G %)
DA syslog A v B =V PRIESNDONH Ny 77 OV A A& ELES, Ny 770
RIS TG AT EEESNET, T 740 ML 4096 N1 R T, fFRETE 2HMIX
4096 ~ 52428800 T,

(A7 ar) [FMC~Dua x> 7 ZH0t (Enable LoggingtoFMC) 1 F = v 7R v 7 A% A4
LT, VPN B XU 72 LET, [v2 LUl (LoggingLevel) | Ky &2
A RDB, VPN A v tE—YDsyslogtF = U7 4 LoULERIRLET,

LoYLIZOWTIE, BRE (302—) ZRLTLEEN,

Firepower Threat Defense D 75 v k 7+ —L%E [



B o= oesroant
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ATvT6
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(AFvarv) Ny TZyBRbEESSNDANT, B—NZn 7 Ny 77 ONFZRFT 5121

FTP ¥ — %R E

«IP7 KL A (IP Address)

7 hEERL £,

o« —H4 (User Name)

e X2 (Path)

o XA T — FO#EFR (Password Confirm)
AT —REANBLOHER L £,

LET, FIP 4 —HFREAFEL £7,
« FTP #+— X /N 7 5 Z w7 (FTP Server Buffer Wrap)

RN T T ONENEEXIND
BIZFTP — NARET DI, ZOR Y 7 ZZF T L, RO T 4 —)b RIZHEER565E
A2 AN LET, FIPREXHIRT HICIE. 20X T g @R L £4,

FTP Y —RDIPT RV AZEDRERA MRy NU—7 TV =

: FTP Vr—NICEEi 5 L ST 22—V 42 AN LET,
RNy T OB ERGFET B2 % FTP L— R DO TASI LE T,
: FTP ="~ — W4 OGRS b8

(AFvar) Ny T7yBREESSNDANI, B—NZn 7 Ny 77 ONEZRET 5121,
7T vva YA AR ELET,

« 77 v 2 (Flash)

Wi Z

XTI T /KT T v 2 (KB)

RNy 77 ONEN EES SNDANCT T v o A VIREFETD
DF =y IRy I AA A LET,
(Maximum flash to be used by logging (KB))

7T vva AEFIVNTeX U ZIEHSN AR KREREHRELET (KB) . #iHIX. 4
~ 8044176 /XA KT,

< REFT D /N2 E BEI (KB)

(Minimum free space to be preserved (KB))

T vva R

EVICRFET ORI EEEEEZIEELET KB) . @FHIX, 0~ 8044176 /N1 KT,

AT TT [#RT7F (Save) |27 U w27 LET,

2T, BB (Deploy) 127 YU v 27 L, BV HTET A RCKRY —x2RETE X7,

BIERY =2 HATLETHEDNNIRY EE A,

OF 2 JHEGEEDEDE

%

AR—b+k 24 €
VR

HEDSAER

HYR—bEh3T
N R

HiR—hrEhBF
A

TR
(Access)

& (Any)

AR

FTD

& (Any)

Admin Access
Admin Network
Admin

1 TR A AN LT, EOEHIETA vy B —V2RRARBICTDLENH Y £, #

fede e A 5 & & TRk

TO
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nxyrgmeoant [

Bk

X2 UT 0 AN FE A X FRORAARY MR L) 1T S syslog A v E— TR %
BTDEICT A RERETDHE, IFEAEDFID 7T v F 74 —LRENINSLD A v
T—VIcEAINEEA, EX2 VT 4 A X2 FD syslog A v E—VIZiEAT 5 FID 77 v
F 7 —LDRE (38—) ZBRLTLIES,

FIE

AT 71 [Devices| > [Platform Settings] 2 &R L, FTD AV v — /Bl E - idmEL 5,
AT w T2 [Syslog]> [ ¥ 7kt (Logging Destinations) ] Z#&R L EF, >
RT3 HEFEAENCL, uX T T VB EEAT D0, GO A wRET DI,

pEM (Add) 1227V v7 LET,

ATw T8 [aX 2 7t (Logging Destinations) | %A 7 1 7R 7 AT, #EFilea®INL, #idkT

ERTL2 74N FEHELET,

a) [ 7 HEkYE (LoggingDestination) | K1 v F & 7 U X R T, AT 5Bk oc % 55
WLEF, ary—i, A= WENy 77, SNMP FZ v~ SSHY v 3, Syslog
P—ROENENDOEGETIHEBDOT AV F 2B TE T,

GE) avY—ABIORSSHE v ar aXo 7%, W CLI TORERE L £,
system support diagnostic-cli # A/ L £,

b) [ 27 FZ (EventClass) | T, T— 7 /MIFHRINTWARNTRTDY T AT
THT 4N EHEIRLET,
WDT 4 NEEHETEET,

c[EKEIZXL D7 4% (Filter on severity) ]: ERKEDL~LAERLET, REL
e LV ED A o — U EICE S NVE T,

|

o[£ X hU A MEM (UseEventList) ]: 7 A VX &BEFKTHA 2 bU A NEER
LET, ZOAR MY ARMI[AX MU AN (EventLists) | % 7 CIER L £,

e[ X2 7S (Disable Logging) 1: Z O#EGIHE~D A v — VR EEEIEL T,
) ARNVIITAZTLEDT 4 VE BT DI, B (Add) 1227V w7 LTHLWT 4

WA ERRT D0 BEFEO T 4 VA EREL, £DI TATOR v =V 2RI 54~
YR TAREEBRELAINVERIRLET, [OK]Z27 Vv 7 LT, 742 2R(FLET,

AR RN 7 TAOFBIZONTIL, syslog A vE—Y 772 32~°—) ST
7ZEW,

d) [OK]%27YUvr LET,

ATv TS5 [R1FE (Save) 1227V w27 LET,
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. BFA—ILT FLRAAD syslog * vt —TDEE

ZNT, BB (Deploy) 127 Vw7 L, BIVYECTHT AL ACRY) U—2RETEET, &
FIERY —REATHIETHINIRD A,

A=+ 34t YR—bENET | HR—FrENB K| 7o ER

VR HEDSA VR |INL R ALY (Access)

{£& (Any) YIS FTD £& (Any) Admin Access
Admin Network
Admin

B A—NELTEEEIND syslog A vE—VOZEHEI A NEEETETET,

EVh X2 UT 0 AU BEHA X FRORBAALNRS R E) (2T 5 syslog A v E—U%E
BTDE0CT A AERETDHE, IFEAEDFID 7T v 74— LR ENINED A
T—VICEA SN ERTA, X2V T 4 A2 hD syslog A v E—VIZiEAT 5 FID 77 v
7 #—LDRE (383—) 2B TLEE,

IR eH BRI
¢ SMTP Y — D7 T v b 74— LRE—V T SMTP — "2 ELET
« B X T ORI LOREAREOHRK (38 X—)
- 1 X T EER RO b
FIE
AT 71 [Devices| > [Platform Settings] &R L, FID RV v —Z/Epl E /o idmEL 5,
AT T2 [Syslog] > [EF A —ILDZXTE (Email Setup) | 2R L 7,
ATV T3 BEFAIN A= L L TERFEIND syslog A v E—VDOEEFELT KLAE LTHEATS
B A=V T RLAZRELET,
ATy 74 BN (Add) 1227V v 7 LT, f8E LTzsyslog A v =V DZEHOH LWET A —L T K
VAEANNILET,
ATY TS ZOZEFHEITEET DsyslogA v E—VOEREL~LE, Fuy 7 X7 A2 MPLERL
F7
SESEDEA A —/ T R Rk LT &5 syslog A vE—YVOEKETZ 4 L FZIZLD
BESNEERELNULUEDORA v —URNEEENET, LULIZHOWTIE, BRE (30
N—=) EZRLTLIEIN,
ATy T6 [OK]Z27 V7 LET,
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ATy 717

nzsan1~vkyz ok [

[fR1F (Save) 1272 Vw7 LET,

ZiT, BB (Deploy) 127 Vw7 L, Bl0ECET AL AR U —2REATEET, &
FIERY =R EHATHETHINIRD A,

HABLANY SR SDERK

AX—h+ T4+ YR—bENET | Y R—bShhD |7 LR

VR HEDSA VR |INL R ALY (Access)

f£& (Any) AL/ FTD £& (Any) Admin Access
Admin Network
Admin

AR MY R NME, X FEERICE L CTERISICHET A A v =V R TE D N A
AT ANETT, B, BEREORIESNTERILE~DA vV 7 4NV 2 ) T LE
TN, APV RAMEFEHLTC, AV M TR, BRE, BLOX vE—U80F AD)
DIAGDORIZESWTREINDI A v =V a2k TcE £,

HAH ARk R NOERIT, 2BEBEOT et 2TY, [ F UAX N (EventLists) ]

BT THAZL YA RNEEHRL, AXVF VR RNEFEHLT, 3EEOeX 7 (Logging
Destinations) | # 7 CHFsELORX L T 74 NV E B ERLET,

Bk

ATy I
ATy T2
ATFvT3

X2 VT 4 A b @A XY PRORAA NS K2 E) IZBIT S syslog A vE—UE L
BTD2E2CT A AEHRETDHE, IFEAEDFID 7T v F 74— LRENINSLD A v
T—VICEA SN E A, BF2UT 4 A2 hD syslog A v E—VIZ5EAT 25 FID 77 v
N7 —2OFE 38—) ZBML TSN,

FIE

[Devices] > [Platform Settings] Z3&R L, FTD RNV > —&Epk 72 13MmE L 7,
[Syslog] >[4 X b 1JRX b+ (Events List) | Z3R L £7°,

AR VR RNERELET,

a) [BMN (Add) 127 VU7 LTHMY A MEZEMLZD, BEfFOY A M ERELZD LE
ﬁ—o

b) [#HT (Name) | 7 4 — /L RIZA X b UR FOLETIZEADNLES, A= IMHH T
FH A,

) BEREEFIFANRS b 7 TRCHESNTA v —V %80T 510, [EREA VT

7 A (Severity/Event Class) ] % 7 Zi#R L C, HHEZBMEITHEL T,

FEHTRE 7 T ADFEHIZ SOV T,
<TZ&EW,

syslog A v E—2 772 (323—2) ZZMLT

Firepower Threat Defense D 75 v k 7+ —L%E [



B svsioo 4 v t—CosEmL— ro#IR

LAY ONWT T, B

(30 =*—2)

Firepower Threat Defense D 75 v k 7+ —LHE |

ZZRLTIZEN,

FrEDANR N 7T RF, PTUART LY b = RFOT A AT S EE A,
FOLEHIBRAT v arPRESINTZGE, A7 va idERIn, BSNERTA,

d) AvE—VIDEHEELTAyE—VEHBITHICE, [AvyE—VID (Message ID) |4
TERERL, IDZBENEIIREL T,
NATUERERLTID®@AZ AN TEET (72 & 21X, 100000-200000) , ID i 6 Hr %L
TTY, OO IHPEREIC ED L S IZ~ v T ENDMITHONTIE, syslog # v E— 7
FA (32—) BZRLTIEIN,

BEDA vt —TF 2O T,

Wy,

e) [OK]ZZ7 Vw7 LT, A URMEREFELET,

ATy T4

Pkt fe B E T ITMRE L £7,
1 TERSEOAME (40 X—) EBRLTIZE N,

ATy TH

[fRTF (Save) 1227 U w7 LET,

[Cisco ASA Series Syslog Messages] # SR LT 72

[m > ZHfide (Logging Destinations) | #7427 Uy 7 L, 74 VEZEMMHTL20NERNH D

T, [JEB (Deploy) 1227 U v 27 L, DY TET NS RAIKRY v—ZEHATEET, &
IR Y —HEATLETHEIIRY /A,

Syslog A v E—TDER L— FDOHIR

AR—b+ 24 €
VR

HEDSA2R

HYR—bEh3T
N R

HiR—rEhBF
A

TR
(Access)

& (Any)

B AP

FTD

& (Any)

Admin Access
Admin Network
Admin

syslog A v & — DAL — MEI, BREL-VVELEFIA vy E—VIDICZE > THIRTE £97,

X7 LYL Tl BI O Syslog A v E—YID Z EIEBIOHKIR AR E TE £,

AT AEAIE. Syslog A v — ID ORIRMEL SNET,

BREN

X2 UT 4 AN (A RN PRRAANS R E) BT D syslog A v E—UAE

BTDE9CT A RAERETDE, NFEAEDFID 7T v F 7 4 —LRENINSD A
T—VICHEAESNET A, EXF 2 VT 4 A2 hD syslog A vE—VIC#EAT 25 FID 77 v
F 74 —20%E (B8X—) LT TEEN,
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| Firepower Threat Defense ® 7’5 v k74— LHE
Syslog £ % .

FIg
AT w71 [Devices] > [Platform Settings] Z 3R L, FTD R Y > —Z{E E72I3fmE L 5,
AT v T2 [Syslog] > [L— RHIBR (Rate Limit) | 23R L £ 7,
ATV T3 EBREL-VUZLD A vy E—VDARERIRT 512X, [72 L~UL (LoggingLevel) 1% 7 T
GEM (Add) 122V vy 27 LT, ROFTva vz LET,
e 17 L~UL (LoggingLevel) : L— REMBIRT2ERKEL L, LoULIZHONTIE, ER
o GB0~—) 2ZRL TS,
e A E—T% (Numberofmessages) : fEE LIZRFHINICHIER SN DIEE LT A T DA v
=TV DEKE,
o [Ef@ (Interval) : L— RfIRDT T 2030y b IiLd E TORE,
ATy T4 [OK] #2777 LET,
ATV TS syslogDA v tE—TIDICE Y A vE—TOAREHIRT 5121, [Syslog L1 (SyslogLevel) ]
27 CHEM (Add) 1227 Vw27 L, ROFTT v arzZRELET,
* [Syslog ID] : L' — hZHilIfRT 5 syslog D A v &— 1D, FFED A v E—TIFKFIZTONT
1Z. [Cisco ASA Series Syslog Messages] ZZ&M LT 72X,
o A E—% (Numberofmessages) : fEE LIZHFHINICHFR SNDIEE LT XA T DA v
=T ORI,
o MlE (Interval) : L— MHIRI D 2RV Y FEZ D ETOREK,
ATFv7T6 [OK]ZZ7 U v7 LET,
AT9TT [RTFE (Save) 1 &2 Y v/ LET,
T, [EBE (Deploy) 127U w2 L, BIDYTET AL AR o—&RATEET, &
BIEARY =2 EATLETHEDNIRY EH A,
Syslog %7€
AX—hk 54t YiR—bEINDT | R—bShBF | 7O EX
VR WHEDSA VR |INA R ALY (Access)
& (Any) AP FTD & (Any) Admin Access
Admin Network
Admin

— )72 Syslog #% iE & 5% E L T, Syslog h—/NMZiE(E IS4 5 Syslog A v E—VIZEH LT 7
YIUT A A= RORE, HEAYE—VIZIA LARZTREFENDLNE I DOIRE, A vt—
DNEDDHTNAAID DIFE, AvE—VOERELNILVOFEREET, BLXOKFED A v
TV DERDOT 4 =T NEEITH LM TEET,

X2 UT 4 AN B A R R AALNRY R E) IZBT % syslog A vE— UL
BI2E20T A RAERETHE, ZOX—VDO—HOFEENZINHLD A vE— TS

Firepower Threat Defense D 75 v k 7+ —L%E [


http://www.cisco.com/c/en/us/td/docs/security/asa/syslog-guide/syslogs.html

. Syslog £% &

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

Firepower Threat Defense D 75 v k 7+ —LHE |

NEHEAL, X2V T4 A X FDsyslog A vE—VIZ#HAT 5 FID 77 > b7 4 — LADF%
B (B8 N—) ABMLTLIEE,

FIE

[Devices] > [Platform Settings] 23R L, FTD RNV > —&ER 72 13mmE L £7

[Syslog] > [Syslog #% & (Syslog Settings) ] Z&R L ¥, >

T7AN A=V OR—R L LT B Syslog V—"D VA7 L v JHREE, [ 7>
7 4 (Facility) | Fey 77X U2 MpHEIRLET,

77 4V FZ LOCAL4(20) T9, ZAITUNIX AT A TG AEEOE VI — R Tt, 7272
L, Xy hT—27 TARL AWM TR Y 7 > U T o BEHEINTWDD, VAT A
27 TCIEIOEEER LRTERORWEERH Y 7,

Wi 77T A DOMEEER 2 YT 4 AR b EEBERHY ERA, 77 V)T 4 OffiE
Ryt — D) BUER D HEAE. LF 2T 4 A O syslog A v E—TVDT 7o
VT4 EBRLT S,

[# A LAZ T 54 Syslog A > — THZNZT S (Enable timestamp on each syslog message) ]
Fzv IRy 7 AeF NI LT, AvyE—TARHREE Syslog A vE—VIZEDET,
syslog A v &=V D [# A LAK 7D (Timestamp Format) | Z 38R L £,

s [LH T — (Legacy) ] (MMMddyyyy HH:mm:ss) JEZ=iL, syslog X v&—TDF 7 4L b
A TT,

TDHA DAL TIBREBIRT DL, AvE—VIEEIZUTC THEHX A b S — N
BREINFHA,

« [RFC 5424] (yyyy-MM-ddTHH:mm:ssZ) % RFC 5425 & X CTHiE ST 5 IS0 8601 4 A
DAL TR EHEHLET,

RFC 5424 I N8R+ 2 L. [Z) BDEARAX U TORRBIEMEN., XA LARAZ TR
UTC # A b V=&AL WA L2 R LET,

T8 AR % Syslog A v B —VITIBIMT 25E1E (ZIUEA v E—VORHICHE S L E
) . [Syslog 7 /314 A ID #H N2 % (Enable Syslog Device ID) | F=v 7Ry 7 A&
WL, IDDOF A THBRIRLET,

e[ Z—T A A (Interface) 1: 7T TA TV ANA v E—=VDORBEIMENTEHA 07—
T A AR, BIRENTA LV F—T oA ZADIPT FLAZFHLET, A F—
T A AT HEX 2 VT4 V= EEBRLES, V—2F DA F—T oA
A=y B T ENDHILERNH Y FT,

o [2—P—EFID (UserDefinedID) ]: FIRL7=TF A MXTFHNZMHEHL T (K16 X

7)o

%
o [RA 44 (HostName) ]: 7 /3 ADKRAMNLEHEHLET,

[Syslog Message] 7 — 7 V&M H LT, $FED Syslog A v —V DT 74V MR EEELEL L E
T, TIANNREEEETDGEIIET. ZOT TN TA— L ERETLHLERS Y
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| Firepower Threat Defense ® 7’5 v k74— LHE
Syslog H—/\DERE .

To AvE—VICHVLETONTVOIEREZELLED, XA v —YDOEREENI LY
TEET,

5 7 4V h TiL. NetFlow NEZNZRD ., =2 MV IET—T MICEREINFET,

a) NetFlow 23K TILE LT 5 Syslog A v&—T 2T 5121%, [*y b7 v —[[%
Syslog (Netflow Equivalent Syslogs) ] &R L £7,

Ty, Avb—UniiEEnz Ay E—E LTT—T7ZBMENET,

GE) L OR%DSyslog A v —Y RN TICT—7 Mh D56, BEFOL—iX
EEEINETA,

b) A—AEEMNT S, B (Add) [ RZL %2V v LET,

) RELEHETHA /Jz~°/$ﬁ% [SyslogID] R w7 Z 7 U A RBEIRL, HrLWEK
Exa[aXxr 7 L~y (LoggingLevel) | K v "X U A ML @RIRT S0, 21T
[#0#] (Suppressed) ] BN L CTA v —VOAEREBEHCLET, @EIE, ERELN
NOEERRA vt =V DT 4 B—T MMUFATWER AR, BESCTHEO 7 4 —/ R
AERTEET,

d) [OK]Z7 Vv 7 LTCT—7 M —v&2BINLET,

ATv T8 [fR1F (Save) 1227 U w7 LET,

ZHT, B (Deploy) 1227 Vw27 L, BIOYMTT A RIRY v—wREATEES, &
BIIARY =2 HATLETHNNIRY FHA,

RDBERY
RELEZEFALEY, RELEORHAZZML TS,

EErEYY
'!Z‘\":L)?‘{ A R D syslog A v E—VICEMTLHFID 77 v 7+ —LORE (38
Syslog b—/\MD R TE

AY—F 294 +% HR— b ENBT | R— B F | 79X

VR WREDSAEVR |1 R A (Access)

& (Any) AV FTD & (Any) Admin Access
Admin Network
Admin

VAT AMBAERINTEA =V RS S L9 (Tsyslog T — N EFET HITIL, ROFNE
EIATLET,
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. Syslog ¥ —/ DR TE

&
ATvT2
ATvT3

ATvT4

ATy TH

Firepower Threat Defense D 75 v k 7+ —LHE |

(N=a v 63 LIBEEZFEIT L TNDT A ADFA) D syslog $r— 031 <2 bR
AR RREDEX 2T 4 ARV FNEZETLHAIE. EX2 YT 4 42 hO syslog
AvB—VICHEHATHFID 79y 74— L0%E 383—) bR LTLLIEEN,

1R BHHIIZ
QXL TDOHARTA L 353—) TEAEZZBHRL TSN,

FIE

[Devices] > [Platform Settings] # %R L, FTD 7R VU > — & {Epk E 72 13w L £ 7,

[Syslog] > [Syslog #—~/% (Syslog Server) ] > Z&IR L 9,

[TCP syslog ' — "D X 7 U Wpa—H FT 7 ¢ > 7 Oi@ila%z 7 Al (Allow user traffic to pass when

TCPsyslogserverisdown) | T = v 7R v 7 A% A2 LT, TCP 7' 1 k a/LZ{#H7 5 Syslog

PN E T L TWDGERIC N T T4y 7 EHFRATAHLIICLET,

[(AvE—Y Fa— P AKX (XvyE—V) (Message queue size (messages)) | 7 1 —/L FiZ,

Syslog H— 3 HL VD IAZH DOEEIT, Syslog A v —ThEXa VT 4 77747 2 RTRAT

TLOX2—DOV A XEANLET, B/MPEUTILIFTT, 7740 MES12 T, EHIROK

DAy E—VEFa—ICANDELEIE, 0ZRELET (BHAMERTw Y7 A2 VIZE-T

fRENET)

GEAN (Add) 1227 Y 7 LT, H LV Syslog —"ZBMLET,

a) [IP7 KL A (IPAddress) | ke vy 7 X v U A KT, Syslog — "D IP 7 KL A%&ETe
Xy NI =7 RANFT V27 FERIRLET,

b) 7' h=)b (TCP £7-1X UDP) %R L. Firepower Threat Defense 7 /31 A & Syslog #—
NOMOBEDR— FEFEATLET,

UDPIIEET, TCP LV T A4 A LDV V=23 A LET,

UDP OF 7 4/~ BR— ~F 514, TCP DF 7 %)L k B— ~ME 1470 T, BERIHET 7 +
JVRDOR—MEIZ, EBb507 e ha/L T 1025 ~ 65535 T,

c) [CiscoEMBLEM . Chr 2 X v&— (UDP ®#A) (Log messages in Cisco EMBLEM
format (UDP only)) ] 5 = v 7R v 7 2% 42 LT, Cisco ® EMBLEM B C A v & —
VEuJICRERT 2 E I ERELEY (Fr babl LTUDP BERS TN DY,
BICRD) .

d) [E% =7 Syslog #7029 % (Enable Secure Syslog) ] F=v 7Ry 7 A%A4 LT,
TNA ALY — OB OBt A TCP O SSL/TLS A L T 5k L £ 7,

(B ZoFTvarEFERATLHIE TCPE27r hall LGERT2MLEND D F
T F7o. [T/ A (Devices) ]>[7EE (Certificates) ]-~—3C, Syslog #—
NEDOBEICHBERIEAELZ T v 7o — FTH30ERH D £7, > KEIC,
Firepower Threat Defense 7 /XA A5 syslog h— NZFEEE T v 7o — KL T,
X 2T REMRETERIE., N T T4 v VT OEBILETF I LES, TN REH
A H—T x4 ATIL, [BF =27 Syslog #H%NZ7T 2 (Enable Secure Syslog) ]
7 a EFY R FERTOWERA,
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e) Syslog V—NELHET LD [T 31 AEFHEA X —7 = A A (Device Management
Interface) | £/ [EX =2V T 4 V=2 F 34 RIFE A % —7 =4 A (Security Zones
or Named Interfaces) ] Z3&IR L £,

« [TNA REBRA L #—7 = A X (Device ManagementInterface) | : Z DA 7 T = L,
/N—3 3 6.3 LK D Firepower Threat Defense 7 /NA A DA H SV E T,

GE) [T AREHA L H—T A A (Device Management Interface) ] 47> =
TlX, [EF =7 Syslog #F %027 % (Enable Secure Syslog) | 47 a %
PR—FShLTHERA,

c[BX=2 VT VU FERITARMNEA H —7 = A A (Security Zones or Named
Interfaces) | : [ RJGE> —> (Available Zones) ] DU A hinb A VX —T = A%
BIRL T, BN (Add) 1227V v 7 LET, £z, BiA ¥ —T oA 22 D4
Al (FERESNTWRNWGS) EIPT RLAZRETLOILERHY £F (T34
AEH (Device Management) | X— 3 TT NA ARELREL, [{ X —T A A
(Interfaces) | ¥ 7 Z@INL E£3) , BEH/BWA ¥ —7 = A4 ADOFEMIZ OV T,
WA =T 24 A EBRLTIEIN,

GE¥)  Syslog M —"\DBYEHEHA X —T oA ARSIy FU—7 EIZhH
DHMEE. TDA U F =T = A AR [BRLIZEF 20T 4 V=
(Selected Security Zones) | VA RDFD [ ¥ —7 = A A4 (Interface
Name) ] 7 4 —/V RIZASIL, BN (Add) 1227V v7 LET, £/-. 2
Wit B —7 A AZZDLET (EERESNTHRWVER) LIPT FLX
ERETLHMLENRDY £ (T34 AEH (DeviceManagement) |~— T
TR, AREEREL., [ X —7 A A (Interfaces) | ¥ 7 & =N L £
T) o BHERBWA X —T A AOFEMICONWTIL, iAo F—T A X
EHRLTLEEN,

) [OK]Z27 Vw7 LET,
ATYT6 [fRT7FE (Save) |27 U w27 LET,

AT, BB (Deploy) 1227 Vw27 L, BFIOYTT A RIRY vo—2REATEES, &
FIIRY —ZEATHETHMNIRY XA,

RDEZRY
RELFEZRALET, RELFEDOREAZZML TIIZEN,
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Firepower Threat Defense D 75 v k 7+ —LHE |
B 7o sqnryronE

JB—NIL ZA LTI FDEFE

AYX—h+k Q4% YR—bENZT | HR—FrENBF | 7O LR

VR HEDSA VR |INL R AL (Access)

£& (Any) YIS FTD £& (Any) Admin Access
Admin Network
Admin

SFEIERT e b aLoAny hEABEAT Y hOTa— L T A KV 2 A LT T N
AR ECTEET, HELLET A NVEEOR A ey NBEH SN TeG6, VY —RiT
7 — = NVICESNET,

. T ADaA ) — )Ly arTEALT T NEBRETXET,

FIE

AT v 71 [Devices] > [Platform Settings] Z 3K L, FTD KV > —Z{E 72 I13fmE L 5,
ATFY T2 [#A4 LT (Timeouts) ] ZER L £,
ATV T3 EHEGTDHLAALTY FERELET,
EEORET, [IAZ 2L (Custom) | ZBIRL THODOEZER L, [T 744 & (Default) ]
ERINRLTUVATLADT 74V MEIZKRLET, ZEAEDOEE, BRZXA LT T NI 1193
FEf ¢,
[ (Disable) ] ZZIRL T, XA LT U MBI TEET,
[z Y= ZA LT DK (Console Timeout) |: 22 Y — /L ~OERHNH L HiLDH ETO
TA RAVEER, #FIX ., 5~ 14403 TC9, T 74NV MIOT, By arBNEA LT Y
ML2NWZ EZRLET, 22 ET5E, BFoary Y — Lty a r THWEA LT
U MEZMER SN ET, B LUVMEIH LW o @ ShET,

o [E#i A b (TranslationSlot(xlate)) ] : NATEH#i R v v SRR INDETOT A Fv
WEfEl, ZOWIEIL 1 U EICT 2 0ERH Y £9, 7 74/ ME3REH T,

o [#%¢t (Connection (Conn)) |: #EtA v~ FBEMENDETOT A RVIRER], Z O
TS5 ULEICTDMERHY £, 774/ ME1RHTT,

s [/»—7 27 B—X (Half-Closed) ]: TCP/~—7 7 10— A% U5 £ TOT A KVRERH,
BOMEIZ 30 BT, 77 40 MEIE 10 43 TT,

« [UDP] : UDP#5t #PA U 5 E TOT A RAKEH, ZOMEIX 15 LICT 20 ERH Y £
T T 74NV MI2HTT,

* [ICMP] : &f%72 ICMPIRIENSHL T2 ETOT A REER, T 740 8 (B UOER/N)
X2 8T,
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sa—nns1675 roEE |

* [RPC/SunRPC] : SunRPC A 2 F BRI NDETOT A RUVREH, ZOHIMIZ1 58k
T 2RENRHY T, 77 40 MEIX 10 0 TH,

«[H.225] : H225 > 7 F VU v Vi # AL 2 £ TOT A KR, 77 4/ M 1 BT
To TRTOMECH LAY VT ENRICEGEZ T IC7 m—XT512F, A LT U b
Bz 18 (0:0:1) 1252 LE2HRLET,

«[H.323] : H245 (TCP) #XU'H.323 (UDP) AT 4 THHGEIHK T TDHETOT A RILHEF
M, 74/ (D ofk/IME) (X545 T3, H245 & H323 DWTFND AT 4 THHEIC S
B U7 7 7R ESNTWA T2, H.245 (TCP) 1% H.323 (RTP ¥ X O RTCP)
AT AT ETA RV 2L LT MeHFLET,

«[SIP]: SIP > 7+ VU v 7 AR— "R ZFA U D ETOT A RAVREE, Zo#Mixs 50 ki
THILERHY T, 774/ MEL305TT,

*[SIP A7 ¢ 7 (SIPMedia) ]:SIP A7 47 FA— bEAA L2 ETOT A MK, =
OMENZ 1 DU EICTDHERH Y ET, T 74V MI2HTT, SIPAT 4T HA~—
IX. SIPUDP A7 47 /v &5 % SIPRTP/RTCP C, UDP 3T V7 47 XA A
7o OOV ICERSNET,

« [SIP B4fefifl% (SIP Disconnect) ] : CANCEL # vt — %7213 BYE A v & — T 200 OK
A5 LIahp otz mEls, SIPty v a U EHIERT 5 £ TOT A FLRERH (0:0:1 ~
00:10:0) . 77 #/V ~E 247 (0:2:0) T,

*[SIP A /34 | (SIPInvite) | : HEIGEDE L R—AE AT 47 xlate ZFAL D ETDOT
A FVEER (0:1:0 ~ 00:30:0) , 7 7+ hi&, 345 (0:3:0)0 T,

* [SIP B[ 7€ A7 1 7 (SIP Provisional Media) ] : SIP ®[iE AT 4 THefe DX A L7 7 ME (1
~3043) o 77/ ME245TT,

s [7u—T7 4 78 (Floating Connection) ]: 1 2D % v hU— 7 ZHEED/NV— NN FE
LTBY., ZnEnA M) v 7 RRRD5E . ASAITEHMELRF R TA MY v 7 RO
N—bhEHERALET, Lt — MBAEHAREICR - 728581F, 20X A4 L7 7 RC
FoTERPALONAEDT, 20w — Ml L TR A BHLCExET, T
T MI0OTT ERIIZXA LTV RNLERA) . IVEBWVWL—FE2EHATES LI
T B, XA LT 7 MEZ 0:0:30 ~ 1193:0:0 D THEHEL £,

* [Xlate PAT] : PAT ZZ#i A 10y M MRS ND ETOT A FAKERH (0:0:30~ 0:5:0) . 7
T4 ME 30 TT, RIOBHRNT v T A MY — A T ZATHEHEFANTW D AHE
PR 272, B S iz PAT R— M 2T 58 LW 2 RigichrEd 50— 27
HERTL5mG., ZOFALT U MR T I ENTEET,

* [TCP Proxy Reassembly] : D72/ 7 7 NTREL TWoH Ty b & Fr vy 795
FTOTA R EZALT TR (0:0:10 ~1193:0:0) . =7 #/L ML, 14 (0:1:0) T,

*[ARP # A A7 U k (ARP Timeout) ]: (FF L AXT LV FE—RDHK) , ARPT—7
IV TS T HRIROREL (60 ~ 4294967) , 7 7 A4/ ML 14,400 B> (4 KEfH) T,

ATY T4 [R1F (Save) 1227V v LET,
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B z5icx¢ amm0:00 NP EHRSORE

ZNT, BB (Deploy) 127 Vw7 L, BIVYECTHT AL ACRY) U—2RETEET, &
FIERY —REATHIETHINIRD A,

BEICXT DD T-6HD NTP BIREADEEE

\}

AX—hk 54t YR—rENET | HR—FENB K| 7R

VR HEDSAEUR|INL R ALY (Access)

& (Any) M7 L FTD & (Any) Admin Access
Admin Network
Admin

Network Time Protocol (NTP) $—NZHEHL T, T4 A0/ vy JZEXRMLET, 7
7 # )V N TIX, T 73A A1X Firepower Management Center ¥-—/3% NTP — Nt U CfEH L &
T, FTREZRIGEIIRID NTP Y — R AR ET HLENH Y 7,

GE)

Firepower4100/9300 > ¥ — U ZFTD Z#H AT 5581L, A~—h 748 U ANEL < Hie
TN ABERZTH YN 202 2 A DAL T HRERT D X 912, Firepower4100/9300 v — T NTP
ERET HMENH Y 7, Firepower 4100/9300 >+ — 3 & Firepower Management Center (Z
I W ENTP =2l 5 0E R H Y £7,

48 HHEIIZ

KRR FTD 257 7B ATE D 1 BLLED NTP —323% 58415, FMC O [System] >
[Configuration] ~— " C, REZIOFMIANIERE L7773 X LA UNTP $— %4 L E
T, FBELEEaE—LET,

¢ TNAL ANNTP =T 7 BERATERWEE, E72ITMMEIC NTP ="\ WigE
I%. Firepower Management Center % NTP #— 3 & L CHEHT 25 L I ETHLERH D
£9, Xy FU—27 NTP — 27 7 B 28 PITHAZ R 2R LT E &0,

FIE

AT 71 [Devices] > [Platform Settings] Z3%®{R L, FTD RV > —&ER F 72 13MmE L 5,
AT w72 B ORI (Time Synchronization) ] Z &R L £,
ATY T3 RoWThnorsray s 7 arE2ZRELET,

s [Defense Center®NTP % i fff (Via NTP from Defense Center) ] : Firepower Management Center
P—NEZNTPH— L LTHALET (ZOMEZRIET D L0 ICREL TWDHER)
INBT 74 R TT,
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* [Via NTP from] : Firepower Management Center 23 % v k7 —2 £ NTP % — %] L C
WAER., 2047V a UEEIR L, FMC O [System] > [Configuration] > [Time
Synchron1zat10n] THEE L72 NTP — 3 L[] USsE & ffi DNS 44 (ntp.example.com 72 &) &
7ZIXIP T RL2a AN LET,

ATy T4 -7 (Save) 1227V w7 LET,

RD

cREAEZRELET,

229

HY S —I8FA AL

BOYTONTWAZLEMRLET, 79 v b7 4 —LRERY

—DHE =y N TN, ADREEZSHRL T EE N,

RELEDORMAZZRL TIIZEVY,

» Firepower > A7 AMIHERAT NA ARG ENTODHEEIL, DT A ZADEEZ| ORI
ERELET, WERET SA ZOKEL % NTP —NZFRIBIEZ SR L T30,
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HaE
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(Version) ¥4

SSH & 7' A > SR DI BEH

6.3

Z—HNSSHIEH TT /NA AT 7 &
AL, v7A idT% 3 Bl TR
THE, TAAAEISSHE Yy Va3 %
“TLET,

SSH H @:JEJJH = j"«f:ﬂ‘ﬂgwu M

6.2.3

LDAP %7213 RADIUS Zffi ] L T,
Firepower Threat Defense ~® SSH 7~ 7
T ACANRRREA SR ETE H L I
20 FE LI,

B LVVAEE S LT

[T/81 X (Devices) |>[FT v b+
T+ —LDEKE (Platform Settings) >
[4VEBEREE (External Authentication) |

PR—FSNTNDT Ty T +—
A @ Firepower Threat Defense
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HEEE N—< 3> (Version)

Ed 0]

UC/APPL #EJLE— KDY R — | 6.2.1

X2 VT4 BEA LT TAT A

X, CCE— FE7IXUCAPLE— KT
BT D ENTEEYT, BXxal
TAREALTTAT AR L
Tb, BRLEEEF2 YT 4 E—FD
TRCOEL DI TT7A4T
VAPRFEEIN S DT TS Y E

luo TALFNEIZ OV T DM, 3RE
FERE B AE S TV A ARG I3
DHARTA L EZRLTIIEIN,

B LVVAEE S LT

[T/81 X (Devices) |>[FT v b+

T+ —LEXTE (Platform Settings) | >
[UC/APPLEE#L (UC/APPL
Compliance) |

PR=—rSNTNDLT Ty F T 4—
L TRTOTRA A

VE—F 727EAVPN®DSSLi#&E 621

Firepower Threat Defense 7734 A Tl
tX¥a2T7 Vv hbA¥ (SSL) F'm
I =2/ & Transport Layer Security
(TLS) #fEMLT, VE—F 27 T4
TP EDYE—F T EAVPN
Eotx a7 Ayt —Vinraed
A—hFLEF, SSLTDYUE— VPN
TrRARIC, AT —hE Ry
T=IREITH A SN D SSL A=V
VEREBET VY AL ERETEE
R
B LVVAEE ST

[T/84 X (Devices) |>[F5 v b+
7+ —LE&E (Platform) |> [SSL]

PR=—FEINTWELT Ty N T +—

A @ Firepower Threat Defense
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/N—23 > (Version)

Ed 0]

SSH 5 X O HTML FH O A28 E 23 Il
25

6.1.0

MAEET 78 A2 R— T 5720
DOEFIZLY, T—F A H—T=A
ANZHKF B SSHIE L O HTML Tid v —
HN 2= OHPYR—hSET,
T2, EERMIA v H— T = A AT
THSSHIFfEMATE < e L1,
vz, (FUYER— N2 a3
%) B A A —T = A AT
5 SSHAZMATE £4, LIRNX, ZWr
BT —H M X —T A RTHT
% SSH B8 L OYHTML 7 7 & A Ciist
HRERED AR AR — SN TWE L7
M, BEA VX —T oA AR L TIE
02— 2 —FOHBYHR— FENT
WX L7z,

LR X7

[T/84 X (Devices) |>[F5 v b+
7+ —LDEXTE (Platform Settings) |>
[4VEREEEE (External Authentication) |
PR—=FENTNDT Ty h 74—
A @ Firepower Threat Defense

Firepower Threat Defense ® 78— h

6.0.1

ZOMRENEASHE L,

B LR S B

[Devices] > [Platform Settings]
PR—=FINTNDTS Ty N7 4—

A @ Firepower Threat Defense
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