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KOBNFET,

[(IAZ ANV —F 47 AT I (Custom Operating Systems) | %7 U v 7 LET,
WMET DT 4 =TV FOMICHDIWET A2 (&) Z27 Vv 7 LET,

WBEIZS U T, 74 o A—=7Y o FoA4RTL 3, BROTAZ L O0S HREEHLET,
fegatt~ v B 7 2HIBRT 2% A1E. N — T O [FRTER I 4Lz 0S #ih~ » 7 (Pre-Defined
OS Product Maps) |27 > a O~y B 7 ORICH D [HIFR (Delete) 1227 V27 LET,

fesgtk~ > B ZICEOMD AR —TF ¢ 7 VAT AEBENT 5581, [ (Product) ]
BBIRL GENTHHEE [ AV v — =Y 3> (Major Version) ], [ A F— "—T 3

(Minor Version) ]. [V B Y 3> »3—33 > (Revision Version) ], [E/V K (Build) ], [#/3v
F (Patch) ]. BLO[ILE (Extension) | HIBRL E7) | [OSEFKDIEM (Add OS Definition) ]
7 Vv LET,

Megatt~ v B0 7, [FEIERE S 7z 0S filih~ 7 (Pre-Defined OS Product Maps) ] U A k
B ivET,

[RAF (Save) 1227 VU v 7 LET,

. RAMIDY—X



| AxrDY—2

#7571 9674 0H-FuvromEk [

TV T14TET7420A—T) 0 FORE

ATy T

ATy T2
ATvT3
ATvT4

ATy TH

AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX

~ A AR A (Access)

L (Any) £ (Any) f£& (Any) U—7 DI Admin/Discovery
Admin

TUH=T VU IPRET I T 4 T THLHEEIE. 74 =TV bOTRTCOBERZER
L. %45 % Firepower Management Center (355 C& £7, ZHUlix, 74 H—7U b
DEAT, B—y hDIPT RLRAER— b, Miggtk~ oy 7l 7400 W=7V b
DIERFICIRE LT X COTaXT 4o BNgENET, 77747074 H—7V v b
WMEBIORET I E, VAT AICHEESNET, £, TR ITA T DT 4 v H—
TV RNTHDIEE, 77T 47T DRI, TTIAT AN T 7 4 v 7 #H{EET LN
RV ET, ET I T 47 D7 4 =7V ML GRIRTE Dt~y e 731
DT THDLZEIZER LT EEN, T4 =TV T 7T 4 7Lz, BMo4
NRU—=T AT VAT LBV a VEMEBHEY A M~y B 7352 N TEET,

FIE

[Policies] > [Network Discovery] % #&4R L £ 7,

< NF RAAL VBT, V=7 RAL QW RWGE, VAT AL T X2 L 51
KbObNET,

[ A% 2 OS (Custom Operating Systems) ] %7 U v 7 LET,

WET D74 W=7V FOBICHDWET A 2> (&) 27V v LET,

VEIGE LTI 4 v =TV bEEELET,

cITAT U DT 4 =TV MEEELTWDIERIE, 77947 NHO I AX A
T4 H—=TV 2 FOER (83—) #BHLTIIZEN,

e —NDT 4 U H =TV FNEEELTCNDIHEEIE, Y= NHOIAX LT 4 H =T
Y ROERR (11 =) 22 LT a0,

[fRTF (Save) 1227 U w7 LET,

RDZRY
I TAT U DT 4 H—=T VU bEBELEEEIE, RANNL T4 =TV b
IWELTWET FIAT VRN T T 4 v 7 B0 TEELTLIEE N,

ARAKIDYV—R .



B /s 7 rmonzsnsvi—Tu rokm

D547 MRDARRAL T4 20H—T1) 0 FOERK

ATy T

ATvT2
ATvT3
ATvT4

ATvTh
2Ty T6
ATy T17

w2 RIDV—Z |

AY¥—hk 4t HEDSAEUR|YR—FENDET | R—FSNEKF | 7OEX

~ A AR A (Access)

L& (Any) £ (Any) f£& (Any) U—7 DI Admin/Discovery
Admin

IIGAT Y NDT 4 H—=TV 2 NI, 7 T7AT Y "3ty NI —27 EORIORA N TEITT
LTCP 77U r—a ANIHRm SN TWAOGE, RARBEET L SYNAAT v MTESNT
IR —F 4 T VAT AR L ET,

Firepower Management Center 73 Bs xR AR 2 L EHEE L2WGSIE. 2947 8 74~
=TV hOTanT 4 ZETHEEIL, 740 HT—T7V v MERIZGORA M LT
W, FMCIZ K> TEBESND T NS AEEETHZ ENTEET,

T4 A=V MER T B A EBMET DRI, 74 > H—T7V 2 NOVERRIS & 72578 A
MZBET A ROEHRETHE L ET,

CIRARNET 4 U H—T Y N ERIET D 72O 5 Firepower Management Center & 72
IXT AL ADBIOR Y NU—2 Ky 7O, (Cisco TiX, AR MPEERREINLTWDHFET
7 3% > MIZ Firepower Management Center 72137 /N4 A & HESER T 5 Z & &R < HitE
LET) .

PR NIET 55 F U — 2 (ST B %y U —2 {2 —T = % (Firepower
Management Center &£ 72137 /31 A F)

i, N—T a3,

e IRA NDEBDARL—TFT 4 VT VAT A NRUH—,

I TAT U b T T4 T EERT DIZODERA S~DT 7R A,

FIE

[Policies] > [Network Discovery] % 3R L £9°,

< IVTF RAAL VRBBTIE, V=7 FAAL WA,
KoOBNFET,

VAT A X oTEIEZD DI

[ A% . OS (Custom Operating Systems) ] =7 U > 7 LET,

[(DAZL T 4 H—T U NOERR (Create Custom Fingerprint) %227 U v 27 LET,
[7/34 A (Device) | KRy T XTI VA INDL, T4 H—=7V baIET D22
9% Firepower Management Center & 7237 /N1 A Z @RI L £,

[7 4> =7V 4 (Fingerprint Name) | # A L E 7,

(74> =7V h®OFHB (Fingerprint Description) | Z AJJ L £ 7,

(74 d—7V 2k ZA7 (Fingerprint Type) ] U A Fxi, [ 747k (Client) ]| %%
RLUEF,

. RAMIDY—X



| AxrDY—2

ATvT8

ATvT9

ATy 710

ATvIN

ATy 712

1547 rAOAREL 71 v5i—Fu s ok [

[5#—% v hIP7 RLA (TargetIP Address) | 7 4 —/L R T, 74 v H—7V v FNaAERT 5
RARDIPT RLAZANLET,

T4 H—TV 2 RME, FARNMMOIP 7 RLAREELTWTY, —FREE LKA
MIPT RLUAMWBEZEIND M T 7 4 v 7 IZORESIL T EIZHERELTLIEEN,

[#—7% > MiEEfE (Target Distance) | 7 4 —/V R T, RIOFNETERIR L7274 o H—TV b
LT 2T NAALFALOMOR Y FT—2 Ry THEATLET,

EE L, AR NDOEBROYHESX Yy NT—0 Ry T THIVERHY £, VAT
Ao THHEEND Ry THERCICAR DAL, FICIKRLR2VEALH Y £
To

[f X2 —7xAA (Interface) 1 UV A bMDH, RANBFLET IRy NU—F BT AL NI
SN TWDRy NT—F S F—T x4 ABRIRLET,

IE Cisco TiE, WL OB TT 4 o H—7V > b OIERICEHRRT A AD kv
VT A =T 2 A AR ERA LW EEHERELET, £ T =TV b
X, By S A —T 2 A AN SPAN R — b BIZH D EHEREL £ ¥ A, F72.
FNRARATREY VT A B —T 2 A ABFERTIEEG. TAALRTT 4 H—TV
VREIELTHDRE, Xy NT—7 OERZEILELET, L, T =T
¥ MOWEEFEITT DD, BHEA VX —T oA AE7TZOMOMEFATRE/ R % v
NI =T A B =T 2 A AEEATEEST, EOA L F—T 2 ARTNNAL ADE
VT AUE =T 2 A ATHDINPRDODLIRVEEIE. 74 =7V > FOFERIC
FEHLTCWDEEDETNDA VAN — gy A4 REZRLTLEEN,

T4 H—=T V2 bEERLTEAA RDKRA N T 07 7 A NVDOH ALY LMEREFZTRT DEHE
(FFZ7 4 o H =TV > NEAERT HARA R[0S MaF5E~ » &7 (OS Vulnerability
Mappings) 127 ¥ a VAFAELZRWES) | [IAX L 0SEROMER (Use Custom OS Display) ]
ZBRIRL T, WICRT LR RTHHEERELET,

o [R =355 (Vendor String) | 7 4 —/V FIZ, A_L—T 4 7 VAT ADON H—
BN LET, =& 21, Microsoft Windows DX % — (% [Microsoft] (2720 97,

o (5 3CFH] (Product String) 17 4 —/V RiZ, AL —TF 4 7 VAT AOREL B AT
LE4, 72 & z2iE. Microsoft Windows 2000 O #5413 TWindows] (2720 £97,

« [X—= 3 »30FH] (Version String) | 7 4 —/V RiZ, A2 —F 4 7 VAT LDI/R—

Ta e AN LET, 72 & xiE. Microsoft Windows 2000 D3 —3 g &3 12000
W27 9,

[0S M55t~ » &2 7" (OS Vulnerability Mappings) &7 o= »C, Mgk~ v &2 ZI2fE A
TOANV—=T 4 7 VAT A /W BROA=D g CaREIRLET,

T4 H—=TV o b EFERALT T 2HRA NOMFEEBRNT 5, 342 —TF 4
VI VAT BOH AL DFTREREED G TRVNGEE, 2087 v a TR F— (Vendor) ]
& [Hd (Product) | D4 ZHEET 2 MERH D £,

ARAKIDYV—R .



w2 RIDV—Z |

B /57 rmonzaL 70 0H—T o rotER

ATvT13

ATv 714

AR =T 4 T VAT ADOTRTCON— 3 Ot E~ v B T 51T, [N X —
(Vendor) 1B L O[5 (Product) | DEDHZFaE L £,

GE)  [AV¥— "=V =z (Major Version) |, [¥A F— /3— 3 > (Minor Version) ],
[VEY 3 /3= 3 (RevisionVersion) ], [E/V F (Build) ]. [2X>F (Patch) ].
BILOMHEE (Extension) | Ka vy 7 XU R NOAT T aOpizid, BIR LA
RL—T 4 VT VAT AIZE LD b b0 ET, Fo, T H—T Vb E
ERR T 24XV =T 4 7 VAT AC—ET DU A MCERRINDERDB RV
X, ENODOMHEZEOEFICT LI ENTEET, 74 H—7U > FTOS D5y
My BT EER LIRSS, VAT AEZEOT 4 =TV bEERLT, M
BV A N2 T 4 =7V v MZE o THBISNDARA MBIV Y TAHZ LT TE
BRI EICHERLTSZE N,

1 -

e 21X, WAZ LT 42—V b TRedhat Linux 9 D51V 2 b & —E$ 5K A MC
ElY M THEA, N & —L LT [Redhat,Inc.]. Hfh & L T[RedhatLinux], A ¥ ¥ — /"— g
YELTO Z®INLET,

&1

PalmOS DF S TD/A—= 3 L ZBINT 2121, [~ % — (Vendor) ] U A h7>6 [PalmSource,
Inc.]. [#dh (Product) ] Y A F225 [Palm OS] # BN L, ZOMOFTXTDOY A MIT 7 4L
FOBREDEEIZLET,

[{EAk (Create) 1227 U v 27 LET,

AT — K AT B [T (New) 11Z72->Ton, [P+ (Pending) 11ZHIV bV F97,
T4 =TV NDRNT T 4 I PREREINDET, ZOARAT—XARMERESET, bT
T4 I BEREIND &L A (Ready) 12HI0 Y £,

WHDRA NS T =X 25T 5L T, [WAX LT 42—V (CustomFingerprint) ]
AT —HAR=VITI0RB T EICETSNET,

=y NPT RLAELTHEELFEIPT FLAZRBEHALT, 74 H—7V > NE{ER L
LI LTWVWABERARNMNITIEAL, T I7AT 2 A~D TCP #2BtA L £9°,

Ef7R T 4 =TV > bEAERT H720IZE, bT T4 v BT 4 =T v b ERIUEET
DT TITAT U ATRMENDBEN DY £, A v F &kl L TR L TV D HEE. 7
TIAT L AUSNDY AT AAND ST T 4y TIEV AT AL > TRESNBRWHEAERH Y £
7

1

T4 H—=TV o hEEHRLEL D ELTWDARA RS Firepower Management Center @ Web
AVE—=T 2 A AT 7 BAT D RA DS SSH TFMCIZT 78 A LET, SSH i ]
THEHAEIE, WIORTa~vy REEHLET, 203~ RO locallPvbaddress 1%, BIfEAR A
MZEID B THENTWD AT v 7T THRE L IPV6 7 K LA T4, DCmanagementIPv6address
X, FMC OEBLIPv6 7 RL AT, [WAFZ L T 42 H—7Y b (Custom Fingerprint) ]

NR=UNMEHAT Ready) | AT —HX ATV r— &b LX) £9,

. RAMIDY—X



| AxrDY—2

F—rAOAREL T4 v H—Fus rotes ]

ssh -b localIPvé6address DCmanagementIPvé6address

RDEZRY

T Y H=T IV RNDT I T4 TBIOIET 7T 4 7 OKE

AN, TAH=T YV vE&T 7T 472 LFET,

B—NHOAWRBL T4 2H—T) 2 FOER

(5~—2) THHTD &

AY¥—h T4t (HEDSAEUR|YR—FESNDET | R—FSNDEK | 7OER

~ A N R A (Access)

L& (Any) £ (Any) f£& (Any) U —7 DI Admin/Discovery
Admin

Y—ROT7 4 H—=TV v ME, ETHOTCP 7 7Y 7 — g U ~OEEREGICISET 57~
WIZARA FDMERT 2 SYN-ACK /X7 v MZEDSWTAR L —T 4 7 VAT A&l L%
T, BET B0, 74—V BT DR A MCETAROEHREBELE T,
e ARANET AU =TV NERETAEDIFERTET I IAT U ADBOFR Y h U —
7 Ry 7D, Cisco TlE, A MBEHREINTWABREI LY TRy MTT T T4 T AD
FERINTWRWA U H—T o f A ESEEGTHZ L 2R LR L F9,
e RAMNEETDHHR Y MU= IR ENTWDEIRy NIV—I (v Z—T =2 A (TS
AT AE)

1] =
1

CBUEMR SN THE DT, WA PAEET 5%y bU—2 ETHASATNBIPT FL2,

e IRANDEBEDOARL—FT 4 T VAT bR H— N— g,

E> b Firepower Management Center 25 (XIS A R EEBERET 2 Z L2 WGAIX, —1D7 ¢
YHA=T VDT uNRT 4 ZRET D LSS, T4 =TV b2ERTDBA MTkb
IWWEBR R T A ZAERETHIENTEET,

FIE

AT w71  [Policies] > [Network Discovery] Z 3R L £,
~NF RAAL VBT, V=7 RAL ACWRWES, VAT AL > TS L 51
KON ET,

ATw T2 [HAHX 2 O0OS (Custom Operating Systems) | %727 U v/ LET,

ATV T3 [WAZL T4 H—7 Y FOERL (Create Custom Fingerprint) 1427 UV w7 LET,

ARAKIDYV—R
I



w2 RIDV—Z |

B 5 morzxsn7405—TU bR

ATvT4

ATvTh
ATvT6
ATy 717

ATvT8

ATvT9

ATy 710

ATvIN
ATvT12

ATy 713

[7/3 A (Device) | VAR MNnD, 740 =7V NENET 572D H T 2 Firepower
Management Center & 72 (ZEF BRI R T NA R 2RI L ET,

[7 47—V b4 (Fingerprint Name) | Z A1 L £ 7,

(74> —7"V > hOFB (Fingerprint Description) | # AJj L £ 7,

[ 4o H—=7V > ZA7 (Fingerprint Type) 1V A Finb, =07 4 =7V ME
AT a o ERRT D [P—s3 (Server) | ZEIRL £77,

[#—% v RNIP T KL A (TargetIP Address) ] 7 4 —/V KT, 74> H =7V hEEHKT S
RARDIPT RLAZ AN LET,

T4 H =TT MEI, FAMIMMOIP T FLARFEEL TN TS, 2—FREE LR A
MIPT7 RUADBIEZEEIND N T 7 4 v 7 IZOHRFESIS ZEIZHERELTLEEN,

EE Firepower ¥ A7 AD/N—2 3 U 52 IR FATT DT 774 7 L ATDIHIPV6 7 A
V=TV N EX Yy T Ty TEET,

[#—7%" > MiEAEf (Target Distance) | 7 4 —/LV R T, AIOFNATRIR L7277 4 H—TV b
HWES DT NAZALHRANORORy NT—7 Ry TEE AT LET,

AE T, RA R~OFEBROMIER Y N — 7 Ry THTHIVERNHY £, VAT
MMIE>THHENDZ Ry 7 ERCICARZ2EES. RICICALRWESLH D £
7,

[ 5 —7=xAA (Interface) | U A D, RANBGFET DRy NU—7 BT AL MR
MENTVWDIRY hT—V A B —T oA AZERLET,

EE Cisco TiX, WL ODOHEBTY 4 o H—T7V > b OIERICEERIRT A ZAD &
VT =T 2 A AEFERA LW AR LES, £ T =TV b
X, By S A A —T A AN SPAN R — b BIZH D EHEREL £8 A, F7-.
TNAATE VT A B =T 2 A AEERT 256, T RAXT7 4 o H—T"V
VRENELTWDLME, Ry NT—7 OBERAELELET, 2L, 74 H—T
V NOWNEEFITTHDIC, BHA VX —T oA AERITFOMOFEHATRER R v
ND—I A B =T 2 A AEEATEET, EOA L F—T 2 A AWT A ADEY
VT A B =T 2 A ATHLIDBDODLIRWVGEARIE, T4 =TV v FOIERIZ
FEHALTWAEEDETILDL AN L—y gy HA REBRLTLIFEEN,

(77T 4 77h— N &E4 (Get ActivePorts) 1 %227V v 7 LET,

[—/3 R— b (ServerPort) | 7 4 — /LRI, 74> H—7V 2 bEIUET S LD IBIRLT-
TAA ZAPBEERBT DR = 2 AN LET, £33 [T777 47 R — FOEFF (GetActive
Ports) | KRy 7 X7 VA RMDHAR— FERIRL ET,

RARTAH=F L LTWABEHIFALTWAETRTOY—NR— 2l TxFET (2L 20F,
ARANT Web —"EFETLTWDEHEEE80)

[EfFICIP 7 R LA (Source IP Address) ] 7 4 —/L KT, AR M EDOWEERITT D7D
HTHIP7 FLAEZATILET,
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| AxrDY—2

ATy 714
ATy 715

ATv 716

ATv I

F—rAOAREL T4 v H—Fus rotes ]

Fv =7 TOMANHFAI SN TWNT, BIEREHADOEETIP 7 KL A (=& 21X, BiE
EA &N TW/ZRWDHCP 77—V 7 RV R) ZHEHATILERH 3, Zhicky, 71
=7V FOVERRFIZ, BIOFRA &2 —BFMIctE 7 I74 T H5Z ExEEET,

T4 H—=T Y FEER L THBIIEE, ZTDOIPT FLA%Z Xy NU—7BHEKRD —TF
=BV TDLRANT HMERBY £, TH LTk, Xy NUY—7 vy TBIOT «
AHNY A XN Ba—|Z, TOIPT RLAIZE - TEIND KRR MIET DR EMRTER
NRETDHZ &I £77,

[EEXY 7 %> b ¥ A2 (Source Subnet Mask) | 7 4 —/L RIZI&, 2—¥REH L TN D IP
T RLADH TRy h~R27 B AHLET,

[EFEL7— b =1 (Source Gateway) | 7 4 —/V RIRFRINTZH, RA M~D/L— N2
MY LOIHERT LT 74NV DT = U= IPT FLAZ AN LET,

T4 H=T VY FEAERLIZARRA SDERARA N T BT 7 A VDAY LMEREFERT D5E.
FREMATD 7 0 =7V v S ORI [0S iEFE (0S Definition) |7 ¥ a ITFE(EL
RWGE . [ A S L 0S Ex (Custom OS Display) | B2 > a v d [ A H L OS KaROHEH
(Use Custom OS Display) ] %% L £,

PLFO LIz, RA N a7 7 A VTERRTHHEEATILET,

o [R X —LFH| (Vendor String) 17 4 —/V RIZ, XL —T 4 VT VAT ADR H—
BN LUET, 72& 21, Microsoft Windows DX & — (% [Microsoft] (2720 97,

o (B2 (Product String) ] 7 4 —/V RIZ, ARV —F 4 v 7 L 25 ARG 4 % N T)
LE4, 72 & 2%, Microsoft Windows 2000 @@u%% 1% 'Windows) (2720 £97,

o [/X— 3 3058 (Version String) | 7 4 — /L RIZ, AXLb—T 4 V7 VAT AD/N—
TarFerE AN LET, 72& 2. Microsoft Windows 2000 D3 — < g F &1 12000
W27 E£9,

[0S JfE55tE~ » B> 2" (OS Vulnerability Mappings) | &7 >3 > C, Megutk~ v &2 7 A
THANL—T 4 7 VAT A B BNV VEBEIRLET,

T4 =TV hEFEHALT T HH A NOMEIEZ#ET 256, 721 :I7r/\°1/—?4
VI YVRAT DI AL LFREREZED Y TRVEAE, Z0O® 7 v a TRy A— LY,
FBETHHLERHD 9,

TR —F 4 VT VAT ADTRTONR—= g o Offistd~ v B 74 5120%, X4 —8
JOHBLOBERE L ET,

G  [AYx— =T =3 (Major Version) |, [¥A F— /83— 3 (Minor Version) ],
[VEY a2 "—Y 3 (Revision Version) ], [E/V K (Build) ]. [23>F (Patch) ]
BILOMHEE (Extension) | Ky 7 XU U A NDOAT T a Oz, E?RL?"

RU—FT 4 VT VAT ARG L Wb Db H Y ET, o, 74 =TV b E
VERT DA XV —T 4 7 VAT AT H Y A MIRRINDERD WS
X, TNODEZZEDOEFICTLILENTEEY, 740 H—7 U FTOS DOMfass
P~y B T E2AFR LRWGEE, Y AT AIZDT7 4 =7V v b aHL T, M
FIEV A NET7 4 =TV ML THBISNDOFRA MIEIV Y THZ LiIXTE
RN EICEBLTIESY,

ARAKIDYV—R .



B cxrans—s

ATy 718

w2 RIDV—Z |

1 -

HABINT 4 T — 7)/%1Rmmumm9®W%ﬁ)xb% BT 2HRA MZHID H TS
YA, o & —& LT [Redhat, Inc.]. 4L & LT [Redhat Linux], 23— 3 > & LT [9] &R
LET,

i

PalmOS DT X TDNR— g U &BMNT HI12iE. [N ¥ — (Vendor) ]V A k5 [PalmSource,
Inc.]. [#dh (Product) 1 U A 7225 [Palm OS] IR L, ZOMOTXTHOY A MNMIT 7 4L
FOREDEFEICLET,

[{ER% (Create) ]2V 7 LET,

[(BAZ T 4 H—7U 2k (Custom Fingerprint) | A7 —# A X=X 10 P T L ITHHT &

. [fEHA (Ready) | AT —H¥ATIURr— REhET,

) =Ty b ATLRT 4 I =T MERT B AROREZFIE LTSS, A
TR AT A=Y [T — &N H Y £% A (ERROR:NoResponse) | 7371
ENFET, ZORXAvE—UPRFRENTEGEIX, 740 =7V MEBERELE
T 3~550H (RFfEZ — &/%/XTA@;ofﬁﬁé%A#%wif)ﬁ%L
T, wWETA2y @) 22V L, [WAZL T 42—V~ (Custom
Fingerprint) ] -X— N7 7B AL TG [fERK (Create) 1227V v 7 LET,

RDBERY

T4 =TV DT I T A TBLOET VT 4 7ORE (5—) TaHTH &
N, T4 =TV " 2T 75472 LET,

RARADT—4A

Y= RR—=TFT 4y PERY NI~ v T TR, VR—’TDHIET, Xy NU—T =y
TEEERT LN TEET, £, Web A v X —T oA AZfEH LT, v —F 4 7
VAT ANERFT V= aOIDEERTLEN, TV r—vary e han, Fuak
g, RANBMH, 794 T MRHIBRTHZLICL o T, RAMANBREAERNTLZ 2N
T&EFET,

VAT NIEE D) — AN DT =2 EREL T, AR —T 4 T VAT AERIIT Y
r—3a OBATID 2B TE £,
Py MU= =T INGEEEZTHRA MEHIERT S &, — K8—TF ¢ OifEFatE & R< 7

RCOT—HIEREINET, A7 VT METUIA VB — N 7 7 A VORREHEOFHHIT O
TliX. [Firepower System Host Input API Guidell % ZH L T 72 &\,

EAOEEMTICA VR— N LT — 2 A EDHITE, T—ER—ADF XL —F TR
TABLIOT SV r—a v ERILT e~y BT TALERLY £,
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| AxrDY—2
H— k=71 D7—2 AT 5005 [

YB— =T A DT -2 ZERATIH-HDEH

Xy NI =2 LDV — FN=FT A DT AT ApbNT =2 %A VR— FT& £, 2L,
Firepower OHELE 7 X477 47 a7y A )VOEH, M2 EORAT — 2B L O
T2 LA DA AT IR, ST 2 ERITH LT, WRERRY Lo
AV NEY Yy BT THRERDY ET, = =T 4 OF =2 2T 5%, LLFO#H
HraBE LT EIN:

s Y= RA—F Y DY AT MIF Y hU—2 Th v b LI EOT =2 03 H 554, KA b
ATIBERRIZL VD ZDT =2 %A VA R— R TEET, LinL, — =7 ¢ N8 285
T D AREMENH D Z LD, kT 5 Cisco WA DERICH LT, ¥— K —F ¢
Ny = B N—=Ta Ry BT AMERDY £, BEv o BTk,
Firepower Management Center &% && DR 8% 5l 7~ 5 7o DI Maggtb o~ v B 72 Hhic L
T, WEMRBAEZRRICLET, N—Ya VERIIRNUY RO Y —va v
71 k2L ClX, Firepower Management Center % EIZF T AT 7Y r—ya v 7 hajn
DOfegItEZE~ vy B T T HRENRH Y £,

P BS—F 4 oSy FHERE A Y H— b L, 208y FOEESNET 2T OR5HME
W b~ — 7 T DAL, P R —T  DIEEL 2T — 4 _R—ADBEERICY v &
VT HMEND Y ET, AEFEIZ L o TR IS X T, 2OEEZMA 55
A S bEERENET,

FRV—=T 4 T VAT LRT TV r—vay 7a b aloEgitte h— RS —T 4 s
bAvAR— ML, 2D EEEMERBICENT 256, — FX—7 1 Oeggtsin] L3
BT — A RXR=ZANOMEFEIC Y y B T TAMERH Y £T, Z< DT TFTAT U ML M
S L BN H D | WEFHMHIER SN ETN, =R X—=FT 1 D7 T4 7 N Offegatk
AR —bFL, vy TTHTEIITERVRICIEELZE W, MaggttEo~ v e
2'#% . Firepower Management Center 5 & D 5 B AT D 72 O (2 W — F/3—TF ¢ Offigatt o~ v
EU TR LET, XA FROANA— T a AFRORNT S = a e b a
NEWEEMEIC~ v B 7T 5120E, EELa— L, Firepower Management Center i £ D T
T r— g VO L~ Y B ST ANERL Y 9,

TV r—varT—0% A R—b L, ZEOT—Z a2 BHRICERT 256, &7 7
Vor—var7u hahoRyZ =38 exsd % Cisco7 7 ) r—var7u hajn
DERIZY YT T HMERHY £7,

MELEYY
P R X—F s LD~y 7 (16 X—3)
HF— R RN—F B OEED~ v 7 (18 2—)
Y= R X—=7 4 Ot D~ v B 7 (19 X—Y)
P —ROWEFHED~ v B
B AL LG~ > B T OER (20 X—2)

ARAKIDYV—R .
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w2 RIDV—Z |
. Y—FR—FT1HRBOIVELY

Y—FrNN—TFTqEFDITVYEVD
=P ATMEREZFH L T Y — R —FT DT —Z 52 Ry U —7 < FIEBINT 55
B, = FKRR—=F 4 THEHT I Z—, i, BELXOAR—=T 3 DK 4| % Cisco BT ER
I~ B ST ALERH Y 9, £ A Cisco DERICY v ELIT5E, ZRUHDER
WSO THETRERE Y YT o ET,

FERIZ, Ny FEBRGL R EOY— R =T 4 o Oy FiEHze A v R— 556, €0
BIEDARFTZ T — 2 N—ANO@EE) e~ — i BI OIS 2EBECYy e 735
VR DY £,

Y—RFN—TFT(DHEGZDIVEVY

RT—k St |HEDSTA VR |HR—FENBT | HR—FENBE|THHR
~ A INA R ALY (Access)
fEEL (Any) {EE (Any) {5 (Any) T (Any) Admin

Y= R NR=T U IPOT—Z A VR— 256, TOT7T—F ML stz e L

D, WEOBHEMTEIT-T20 3572912,

VAaDBEL A — R X—T f ODLA4FNI~ v BV

TTHVENBY T, B~y BT I8, Y AIOMEFEERHE T — RS-
T4 WMEOLFNEEMT ET, ZHUTEY VAT AFEOT — X ZEH L TR RET
TEITH ZENRTEET,

KA NANOA R — "ERREFEH LT — % %A >R — N3 2584A . AddScanResult #HE %
FHLT, AR — M= —=FT R E AN —T VT RT LT T r— g
COMEFEMEICY v T ST H LB TEET,

7= & 2 X, Apache Tomcat #7 7'V 7r—2 a3 LTCYARLTWEY— K RX—=F 4 DT —H
A VR— T DA T, TNR/N—T 3 2 6 D Apache Tomcat THALIEX, LLFD X H IR E
L, =R RX=FT DO~y 7 EEBEMLET,

« XK —4 % [Apache] IZRRE L £77,

« 70Xy I [Tomeat] BE L ET,

e RNUH—D Ry FET YA D [Apache] IR L £,

B O Rry T H Y U R MDD [Tomeat] &38R L EF,

e N—=Var DRy TET UARNDS [6] ZBRLET,
DO~y B 7L 5T, Apache Tomcat 6 DF X T DffEHtEAs, Apache Tomeat &7 7" U &7 —
aryELTIANT v 7T LHRAMIEIVETONET,

N g UNEROR U X —EROINDOT ) r—3 a3 DY, Firepower Management Center
W OT 7Y r—3a v 24 7Otk Ed~ vy B 7T HMERD Y £, Z< DT IFTAT
MIXBREAT T ST MaggthEn o v . 7 747 MREET B A MR S ET A,
Y —=RK=FT DI TAT  FOMaghE AV R— LTy 7 T5ZLEITERNI &
WCHEEBELTLEEN,
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| AxrDY—2

y—rri—rronanzvery ||

Bk

ATy 1
ATvT2
ATvT3

ATv74
ATy Th
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

ATy 7N

J-CIZHI D Firepower Management Center |2 — R/3—7 1 O~ v B 72 /ER L TV D56,
ZOY YT HTIAR—FLT, ZOFMCIZA VAR— T2 ENTEET, ZDH%,
MBS L TA Y AR— Ly BV T ERETEET,

FIE

[Policies] > [Application Detectors] % %R L & 7,
[—W Y— R X—F 4 = V7 (User Third-Party Mappings) ] =7 Vv 7 L¥7,
WD 2 SOOI H Y £,
« [{ERE (Creat) 1: #HiL\WW~ 7ty hafElT 21213, [t~y 7 &y FOER (Create
Product Map Set) 1 %7 U > 7 LET,
« [ (Edit) ]: BEFO~ vy 7 vy hERET DL, TOYy T &y FOBICH L iRE
TAay (@) 27V vy 7 LET, RDVICERTA 2y (4) BERRINDEE, &
ETHRHARAAL B LTEBY, REXZERT HHERPH Y FHA,
[y V7 v b (Mapping Set Name) | # AN LET,
[#B] (Description) ] Z AJ) L &7,
WD 2 SO H Y £,
o [fER% (Creat) 1: ¥— K R—F s #lih2~ v B 79512, [~ 70BN (Add
ProductMap) | #7 U v 7 L&,
 [ffE (Edit) |: BEFOY— R =T 4 ORBO~ v B T 2RET DT, TO~ v
VI DRI DLET A2y (&) By LET, ROVICERRT A2 (5) B
KRINDGE, REITEHRAAL B LTEY, REEZERT HHERIH D FHA,
e FN—F ¢ OB CHEH SN D [N X —D3F5 (Vendor String) | # AL ET,
P— FX—7 s ORFECHEH I NS [0 LFH] (Product String) | # AL E T,
= KRX—=TF7 s ORFCHERAIND 3= 3 > XFF (Version String) | # AL ET,
W~y 7 7y a T XRUF—OEEEO~ y B TIENT A XL —T 1 T
VAT A B W= a v E LTFTOEAMNLBIRLET, [N & — (Vendor) ], [
i (Product) ], [A Y v — /3— =3 > (Major Version) |, [¥A J— /3— = > (Minor
Version) ], [E47]/3—3" 3 > (Revision Version) ], [E/V K (Build) ]. [2¥> T (Patch) ], [¥i
i+ (Extension) ],
i -

ATV — R8—=T o OFH TR S 5 8L 2 92179 2 A8 A b T Red Hat Linux 9 O Jifasg5H:
~ v BT EERTHHA, N & — & LT [Redhat, Inc.], L4 & LT [Red Hat Linux], 73—
VarE LTI ZERLET,

[fR7F (Save) |22 U w7 LET,
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ATy I
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 17

ATvT8

B v s npogEozvELy

EErEYD

P—ROMgrED~ v BT

H— K NN—TFT A HGDEBEDIVELY

w2 RIDV—Z |

AX—b 54t [REDFAELVR|YHR—bEINET | YV HR—bSNBF | 7HEX
VR NA R A (Access)
£E (Any) £E (Any) £E (Any) £E (Any) Admin

BIEL 52T —F_R—ZADREFEEDEEL Y Mow v B 7T A8A. — RX—F f Oy FiE
H7Y 7V =y arhb T —FE A4 R—FL, BEE2 —HEOKRA MIEHATHZ N TEE
T, BEANRFR MIA v E— RSB E, VAT AFZZEDEEIC L > TRIEENDTRTD
MegatEZ DA A M L TEHE L T~v—2 LET,

FIE

[Policies] > [Application Detectors] 2 38R L £ 77,
[—W Y— FX—F 4 = V7 (User Third-Party Mappings) ] =7 Vv 7 L¥7,
WD 2 OOFRIENH Y 7,
s [fER (Creat) ]: HrL\ -~ 7y MERT 210X, [~ > 7 &y hOER (Create
Product Map Set) 1 %7 U > 7 L&,
[ (Bdit) |: BEFO~y 7y FaRETDHITIE, 2O~y 7 vy FOMICH DR
TAay (&) 27y LET, ROVICERRTA a2 () BERRINDHGA.
ENTTRHRAASL TR LTEBY, REXZERETHHERPH Y FHEA,

=/u
(4

[y V7 v b (Mapping Set Name) | # AN LET,
[ (Description) ] % AJ) L &7,
WD 2 ODOBPJENRH Y 37,
AR Y RA=T g Bl E~ oy BV 7B, (IBIE~ T OB (Add Fix Map) ]
270 w7 LET,
« Witk BEFEOY— =7 W~y T2 fRET DI TOMICHDEET A = @)
27V v LET, ROVICRRTA a2y (4) BPERINDIGE, REITEH FAA
VIZELTERY, REZEETDHRPH Y FH A,
[V— K X—F 4 O{E1E4 (Third-Party Fix Name) |7 4 —/V RiZ~ v B> 7T 5 BIEO4 i %
ATLET,
[~ > B 7 (Product Mappings) ] ©27 ¥ 2> C, IROT 4 —L KInBIEE~ v B 7
T AN =T 4 7 VAT A B, BRXOAN—Va raBRRLET,
* Vendor
-3

ATy —N—=T3Y
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| AxrDY—2

$— k-7 s omBEtEovvery ||

RAFT—nN=T3ay
cJEYary =3y
« EJLF (Build)
AL

« A#RETES (Extension)

51

Red Hat Linux 9 ﬁl%/\/%ﬁ‘ﬁﬁﬁ SNAHBEA NIy BT TEEZEID L THLAIE. NV
#— & LT [Redhat, Inc.]. L & L C [Redhat Linux], 73— 3 & LTC[9] &R L 7,

ATYT9 [R1F (Save) 1227 Vw27 LT, EIE~y 72 HEFLET,

Y— k=T s DRBEHEOTYELS

AYX—hk T4t |HEDSFAEVR|HR—FENET | HHR—bENBE | 7OER
R N R A (Access)

f£& (Any) f£& (Any) f£& (Any) fE& (Any) Admin

= R —=7 1 26 OMfEsatERE A4 VDB IZBEINT 121X, A U AR— b LieEnZholfesstk
DY — R—F ¢ 3B FH %, BEFD SVID, Bugtraq, £721XSID 2~ v B2 74 5 LEER
HYEF, MO~ v B TR LT, 7/8/712/%7 7~ TDERANMIA
VIR— N ENTE T RTOREGEMEIT L CTHEE L. Z4 6 OEFIHEIC R 2 R BT 1T A& T
EICLET,

P N N—TF ¢ OMasFPEICRT 2 BOREM T 2 G2 L, BT OFATZ FRRIC T 244
ERHVET, XR—=Ta L RAERFRX =LV ROT Y r—3a D6, Firepower
Management Center DX ETT 7'V r—a vy A4 7OMfgitkz~ vy B 74008 H Y £
D

%< DU T4 T MTBEEMA T D EMEIHERH Y . 7 TA T PRI S hvE
B, b= F=T 4 D7 T4 7 bOasathI IR TE A,

Bk

9 TIZHI D Firepower Management Center (2 — R/3—7 1 O~ > B ZZ{ER L TV D HE,
ZTOYy BT AR—F LT, ZTOFMCIZA Y R— D5 ENTEET, ZDRK,
REELTA VR — b Llev vy BV 7 ERETE T,

FIE

AT w71 [Policies] > [Application Detectors] % %R L &7,
RTFw T2 [2—H $—K/—F 1 ~ > E 7 (User Third-Party Mappings) ] %7 UV v 7 LET,
ATV T3 KO2OOBIRENRH VY 3,
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| EEECIR TR,

w2 RIDV—Z |

o« VERK : BT LWOMagstEt » b 2RSS 212X, (Masate~ » 7~ ROfER (Create Vulnerability
MapSet) 227 V27 LET,

o WRdE - BEFONEsatEt v M ERET 21213, Mttt v FOBICH HRET A 2 (@)

7 Uy LET,
AL TR,

ROVICERFRT A3y () BRERENDIEA.
RIEELETDHERPHY XA,

ATy T4 it~ v 7 OiEM (Add Vulnerability Map) 1% 727 U v 27 LE7,
AT w75 [ ID (Vulnerability ID) ] 7 4 —/v RICHEEIED Y — R8%—F 4 ID # AL £,
RATw 76 [MaFPEDF (Vulnerability Description) | & AJ) L &7,
RAT9 T LEIEUT, ROBELZIATLET,
* [Snort ffE55%: ID = > £° 2 (Snort Vulnerability ID Mappings) ] 7 « —/V RIZ Snort ID % A

NLET,

*« [SVID ~ v &> 7 (SVID Mappings) ] 7 « —/V RIZ,
s [Bugtraq }fi58 7 ID < v~ ¥°> 2" (Bugtraq Vulnerability ID Mappings) ]~ 1 —/V RiZ,

IDEH&EATTLET,

ATy 78 [EM (Add) 1227V v27 LET,

EENEYD

v bU— 7 K O Mgt EREm O A 2k
= ROfgEtEo~ v BT

WA LBEFTYEVS

"W~y B 72 A LT, = R =7 1 IZ X DT —SA w7 & 2 2 E 212 B
BATWS L@ e dd, W~y U7 28R LAMLLIER, v v B 7Sz
PE =N RO A HRRA  EOTRTOY—"ETI T T T 2 RS, HAZ L

HRE LG Y

. R~

M~ BT EERALET, Lo T, =R F—

1] H
JEIIII\

BEILIEMH B A A

LT —MfagstE ID 2 AT L ET,

Bugtraq

N—=V g a2 PREYICER

ETHRDOVIC, BEOR X —LFHTRy NT—7 = T OFTXTOY—OfEFErt s

v~y ITHIEEBEID LET,

E> T DR

AX—hk T4t |HEDSAEUR|HR—FENET | HHR—bENBEK | 7HOEX
R N R ALY (Access)
& (Any) & (Any) & (Any) L& (Any) Admin

VAT AN VDB DR X —B LI — "y B S TE VAR, FEITY o B
VI ERERTEET, WAX LM~ LT BT I T 47T HE, VAT ATEESINT
R =B LGOI E ., ZORXUE—LFHNBREET LRy NU—7 <=y T DT RT
DY —NZwy BT LET,

DvV—X


fpmc-config-guide-v63_chapter106.pdf#nameddest=unique_2491
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1482

| AxrDY—2

\}

nzasmgzyevsors ]

G¥)

HAL L~ o g, TSV =gy F—4 DY —A (Nmap. A b ASIBERE.
Firepower > A7 A BKR L) 1R, 77U r—vay 7u halod X TORAICHE
HAEhEd, 2720, RAMAJEEEFEH LA v FR— LT =X DY — K—F ¢ D
gt~ v BTN, WAF LR~ o B T BN L TCRE LT~ v BT AT AEA.
P R —F f DOffgstE~ v B Jidh 2 X 2B~ o B T A — =T 4 KL, ASIMRFE
LI — =T 4 DfifstE~ vy B IREEFHLET,

W~ 7 U R NEER L, VA NET 7T 40 TWET 77 4 7k 5 Z LIk > T,
B DO~y B T ORIERZGCT 20, 8oL Ed, v~ v BT T —%EE
THE, FORUVAE—IZEo TER SN/ OS2 ETe L OB Y A MO EFHINET,

NAZ L~ o T ELTR T, WAZ L -G~y T VR NET 7T 4 72T 5
VERHY £, WAZ L}~y T VAT 7T 40 7kd 5L, fREShIUZ—
LFFINHBT 2T _XRTOF—"BEFINET, FAMATEREZNM LTS o F—FShd
T—ZTlE, 2OV — "0~y B 7 2 TITHIRINICERE L TWRWERY | ggatEns®
FahEd,

7= & Z0E. MFEA Apache Tomcat Web — 30D/ —D L FF|% Internal Web Server (ZZ W
L7286, N X —FF| tnternal Web Server &N 4 — Apache 33 J. O], Tomeat (2~
EOV7T% i—g—o %0)?&\ %@'7‘) l:c‘/ﬁé"/é,\d]‘ U ]‘ %777«4’ 76:—?6 k + Internal Web
server & 7 UUT ST — NI3FET 5T X TOR A DT —H ~— | Apache Tomcat
DREFITEPBE SN ET,

ATy T
ATvT2
AFvT3

ATv74
ATvT5
ATvT6

ATy T1
ATvT8
ATv79

COMREAFHLT, b 1o L—LDOSIDE~Y Y L S TAZ LIS T, B—
HINVDRAN— V5T~ v B T T A5 ENTEET,

FIE

[Policies] > [Application Detectors] 23R L £ 77,

[ A% L85~ ¥ 7 (Custom Product Mappings) | %7 U v 7 LET,

[ A% LB~ > B 7 U A NOERL (Create Custom Product Mapping List) %72 U > 27 L&
7

[I A% LG~ e 7 U A N (Custom Product Mapping List Name) ] & AJ) L7,
[y X —FHDENM (Add Vendor String) ] %7V v 7 LET,

[ & —3FH] (Vendor String) ] 7 4 —/L RIZ, BR LI FX—BIOREIC~Y v BV
TTHMENGHLT 7V r—ya vl T X A= FHE AT LET,

[X> & — (Vendor) | KRy TH Ty UR N, v BT THRUEX—ZRIRLET,
[ (Product) | Ky 7 X YR Rnn, v v 7T 582 RINLET,

B (Add) 1227V w27 LT, v BT LERVE—FH%E2 Y A MIBMLET,

ARAKIDYV—R .



w2 RIDV—Z |

B rxsrma<vey 2 roms

ATy 710

ATy INn

T T a T, EBIERNUE—FH O~y B TR A MIBNT AI00E, HEZSUTE
4 ~8 &KL ET,

[PR1fF (Save) 122 U w7 LET,

RDBERY

e HAZ LB~ T VA NET 7T 4 ZICLET, BEMICOWTIR, b AZ LELE
vy ITDT T4 TBIXOET VT 4 TORE (22 3—) 2R L TN,

WARLBEGZTYEDY YR FDIRE

&
ATy T2
ATvT3

ATvT4
ATy S5

AYX— bk 54t [ HEDSA VR |YR—bENBT | HR—FENB K| 791X
R N R A (Access)
L& (Any) L& (Any) L& (Any) & (Any) Admin

R = FHNEBINE T ITHIBRLZY
v oS VR NEERERTEET,

VIR RAEEFELEZYD LT, BEFEOD A X LB,

FIE

[Policies] > [Application Detectors] % %R L &9,
[1 A% LB O~ ¥ (Custom Product Mappings) |27 U v 27 LET,

e o~y B 7 VA NOMICHLWET A= (&) 227V v 7 LET,

ROVICETT A2 (8)
HFDHERD BV £H A,

WERSNDGE, REIFTE AN AIJBELTEBY, REEZE

B AL LB~ B 7O 20 %—) OFEICEST, VA NEERLET,
BT LD, [#RTFE (Save) 1227 U 27 LET,

NRABLBRIYEVIDTITATELVET I T 14 TDHRE

AX— b 41 | REDFA VR | YR—rENBT | R—LSNDF | 7UEX
VR N R ALY (Access)
{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin

HAL LB~ o B 7 U R NRIKROFEHE AN EIIEhC T N TEET, A
AL~y T VA NET 7T 4710358, ZOVRANDOEKEY v BTN, ERXS
FRA AL o TR ENTZ, ERITEFA PATEREEZ N LA VR— b Enznicilb b
T BE LR T =TI FFOT X TOT7 ) r—ra i sivE T,

. RAMIDY—X



| AxrDY—2
w2 AR 5170 roBE |

FIE

AT 71 [Policies] > [Application Detectors] z iR L %9,
ATy T2 [HAZLBEDO~ v 7 (Custom Product Mappings) 127V v 7 LE7,
RTFVT3 TIOT 47 FRITET VT4 7T DH AL LG O~ vy L T VA NORIZHDATA X

727Uy LET,
I R ARRAEFIRINTNDIHEE, REIXEH RAS ICELTRY, REEETTD
FERRD N H D FH A,
- -~ =L
RAMAAV AT FDERTE
AYX— kT4t |HEDSAEUR|HR—FENET | HHR—bENBK | 7HEX
VR INM R ALY (Access)
FEREIZ e U CHL7p | BRI U Tt | FMC L& (Any) Admin/Discovery
% % Admin

RANANIEREERT D&, BOT FIAT LV ATIITINTWEI IAT U N T a T A
75 Firepower Management Center DR~ NV —727 < v 72 HHFTXE7T, & 2E, x> b
U= =y TNHRANBINELIFHBRLZY . AA FOSB IOV — b A FlE HH Lz
D CTExFET, IOV, Firepower System Host Input API Guide% 2/ L T 72 &0,

UE—R 7747 NEETT DI, ZORNT, [FARMATIZ F 47 & (Host Input
Client) ]f\*—“/75>f5FlrepowerManagementCenter0)l:77T HR—RZTFAT > MEiBIT

HULENRHY F9, Tz, FMCICE o TAKRSNZRFRERAEL Y 7947 Mae—72
PVELHVET, COFEEFETTDHE, 7747 MIFMC IZERTXET,
< ILF RAAL VEBATIE, T XTDORAAL NI TA TV MEERTE 9, RarsrAELf#

MT2DL, 2I7A4T 0 MIL 77472 FEHED R AL ACBEEMT BN TWD U —7 R A
ARy NI—0 =7 Ty 77T — R eRETE&ET, Ll FAAL O EAER LT
Yt (FRFBTHERAERAAL VDB TR RAAL VOBMRICHHE AL 2o ia) %
DFEAEELFERT D27 74 7 > NMX. Firepower System Host Input API Guide CinFH3 % &£ 5 12,
FTRTCORINZoYFrvarOF—0y s V=7 AL VERETHDLERDY £,
[RANAT1Z7 Z4 7 b (HostInput Client) | & 7121k, BAED KA A CBEST Hiu T
L5747 NOBMNERINDTD, AEHEEZ S ‘7/13“‘ NEITRSEDITE, 774
TV MPMERRE NI AL AZHID B2 £,

FIE

AT w71 [System] > [Integration] Z 3R L £ -,
RTY T2 [KRANANIZZA4 7> (HostInputClient) | ¥ 7% 27 U v 7 LET,

ARAKIDYV—R
I



. Nmap X%+ >

ATvT3
RTv74

ATy TH
ATvT6
ATFvT1

ATvT8
ATFvT9

w2 RIDV—Z |

[7 T4 7> FOVERE (Create Client) 1227V v 2 LET,
[ A~ (Hostname) 17 4 —/V RIZ, RANANIZ TFA T bEFATLTVHARA FDRA
FLEIZIP T FLAZ AN LET,

(GE) DNSHRERZREL TWARWEAIT, IP7 RLAEZFEHLET,

FEAE T 7 A VERS{LT DITiE, [3SA T — K (Password) | 7 4 —/V RIZ/XA T — K& AJ)
L/i‘j‘o

[Savel 27 U v 27 LET,

HRARASIH—E AL, & A hA Firepower Management Center DA — |k 8307 127 7 & A
L EEFTTL, 7747 MY —NGREERHE 3 2 REEEHEZER L £,

AEE T 7 A VOBIZH D T 7 AN Xy va— R T4 ay (&) 229 v7 LET,
SSL/ITLSGBREDT=DIZ T T A T > bMEMT 27 4 L7 b UICREREY 7 A V2 RIF L £ T,

AT MDOT 7 AFRO W TICIE, BT 2R Z NORICHBEIRT A2 (0) %2
Uy 7 LET,

Nmap X ¥+ >

Firepower Y A7 AX, Xy NU—=U DT 7 4w 7 &y TRl Txy hU—2 v v
ARELET, 2Oy VTSI Lo THESNDHEHRIZ. 27 LAOREIZ L > TIARE
BRIENILSHVET, L, RAINET 7T 4TI AT Y T4 2 LT, ZeniERs
PGcEEd, mexid A—7 B = ETETHOY—=NHEZX MZHY, VAT AL
HRy NT—=T DFE=F Y THRIZEDOY— "N KNT T ¢ v 7 BEZE Lo lome, VA
TATIEZEOY—NCETERE Ry NV —7 v FIBMLERA, LIL, 77747
Ax v FTEEH L THEEZDORA N AF Y T8, b= "D EEMRHTE LT,

Firepower > 27 AZIX, Nmap™ &\ 9| Ry M=V EB LX) 7T s EELHRY L
LIeA—=T 2 V=ADT 7T 47 Ax X THRHEESNHTVWET,

Nmap ZfEH L THRA M2 AF Y 35 L, AT AFUTOXIIITEMEL £,

cHIICRM STV NnA =7 F— s EOV =% YT LHHRANDEA N Fa7y
AND [H—r3 (Servers) | VA MIEBMLET, FAN 70774 LD [AF ¥ R
(Scan Results) | &7 > a ik, 74V ZUHIATWZVEA T TV LTWS TCP
A— FLUDPAHR— b ETHRH SN —"BY 2 hEvEd, 774 /0 b TiE, Nmapl
1660 Z# 2% TCP AR— h &A% v LET,

Nmap A ¥ ¥ > CilkBl SNc P — "B A7 A TR I, MIGT D —N"ERB VAT
LZH DG, VAT 2E Nmap B3 OV — NI 2 4400% . %S9 % Cisco $—3
ERIC~y T LET,

« AF ¥ UAERLE 1500 X DDA N L —T 4 VT VAT LDT 4 =TV b
LT, ARV =T 4 7 VAT AEHFIL, ENFNICA T Z2EI0 Y TET, &S

. RAMIDY—X



| AxrDY—2

Nmap &4 T a > .

AaTDFR—FT 4 T VAT IEDT =TV "N, RARNIEIDYTENDLA
NRL—F 4 T VAT AR T,

VAT KNI Nmap DAV —F 4 T VAT A% Cisco DA L—T VT VAT KE
B~y T LET,

CGBIENTEY—ARBLIOARNL—TFT 4 7 VAT LADRA MIEgatEaHI 0 4 TET,
(%)

s ARA MRy NT—27 =y THIZZ2 T UL, Nmapl3fEREARA N7 a7 7 A BN
L EIITEERA,

e ARARMNRRYy NI =2 =y T hbHIRESND &, ZDFRA MIBT % Nmap A ¥ v 5%
DS NE T,

Evbh ZFy AT aiiloTUT (R—F2AFy o2 L) EBHIEEO X v h U — 27 IZIEFICAM
ETBZERHDET, Ry FU—IHHBMENFEEIC DXL IR X A7 #ETTH K
I, ATV a2a— )L LTLIEEN,

AF  NEH SN D EMBER 72 Nmap 77 / v ¥ —OFEIZ- DWW TIL, http:/insecure.org/ |2 &
HNmap D~v == T )VEZRLTIEIN,
MELEYY

Nmap A ¥ ¥ > @ H#htk

Nmap i€EA TS a >

Nmap B Z R L T, Nmap A% v ORELER L ET, NmaplEEIZ, HEAKRY > —HNT
JIEEE LTHERLIED, AT~ RTIATLIZY . HEOHMIZFITTHL IR YV a—
VLT TEET,

Nmap IZ L VRSN DI —A"OF RN —TFT 4 VT VAT AOT—HX, 69 1 £ Nmap A
XY AETTOLETHHNRREBOEE THL Z LIZHEEL TS ZE V), Nmap ZfH L TR
APMNTANL =T 4 VT VAT ARV —=NOT = F 2 Ax Y 45 2 LEFHE LTV L 56
L, B AR Y DAV a— &'y 7 v 7 LT, NmaplZL o CTftsn s 41—
T AT VAT ARV ANOT = H E RO B TEET,

IRODFIZ, Firepower ¥ A7 A L TRETE D Nmap (A7 a v EZRLET,

ARAKIDYV—R .


http://insecure.org/
fpmc-config-guide-v63_chapter9.pdf#nameddest=unique_353

B vmepiemrioay

& 1:Nmap &84 T3y

w2 RIDV—Z |

TFoay

Bl

*th9 % Nmap A T3>

[AF v DB A X b (Scan
Which Address(es) From Event?) ]

Nmap A ¥ ¥ > & B — VKT 5
JSEE LTHERT2HE, AV b
DIFFILAA F, sEEHFA M, £
FOWTOEDT RLAZ A%y §
B ONHIEIT RO NT IO T
VarEIBRIRLET,

[BHETLT RLARLSET FLAD
A% % (Scan Source and
Destination Addresses) ], -
Y RORETIP 7 KL A L56kE
IP7 RLARIZE - TEEINAFRA
FaAFXy LET,

PEETLT RLRADHD A F v
(Scan Source Address Only) 113,
AR POEETIP T FLAZ
LoTRINOGFA M EAF ¥
Li—a—o

c[BEET RLADBDAF v
(Scan Destination Address Only) ]
I, A NOFIEIPT KL AL
KoTREINDOGFA M AF ¥
LET,

B Y

. RAMIDY—X



| A2 kDY—2

Nmap &4 T2 a > .

AT ay

B

59 % Nmap A T3>

[A% % > ZA 7 (Scan Types) ]

TCP Syn : -ss
TCP Connect: -sT
TCP ACK : -sa
TCP Window : -su
TCP Maimon : -sM

ARAKIDYV—R .



B vmepiemrioay

w2 RIDV—Z |

o
\4
\’l
w

\i

B

59 % Nmap A T3>

Nmap PR — b &A% ¥ 5 k%
BE 157 =

[TCP Syn (TCP Syn) ] A% ¥
X, 5882 TCP N Ry =A 7 %
FERETICHTOR— MNZEED
WL ET, o4 T v a vk
42 &, TCPERENBME S
FITNRETILIL TWZRUVIREET,
admin 710 k23 raw /37 > B
T 7 AR FEFOR A FRLIPV6 A
FITESNTWRWARA N ETAT
NAET—=RTIA v I AXx
TZx %9, A& M TCP Syn A
¥y TEESND Syn S v b
ZHERINE T 5 & Nmap (3856t
ZUky NLET,

[TCP#%f¢ (TCP Connect) ] A
NE. connect() AT L aA—)b
AL T, AR M EOARL—
T A VT VAT b LTCHE
Bl % £9°, TCP Connect A ¥ ¥ >
. Firepower Management Center
E® adgmin 22— PF BRI GRT N
A AR A MIKT D raw 23T
NMRFHE A FF > TV WG S
IPV6 Ry N —27 A% ¥ LT
WHEEIHEATEEY, 0%
D, ZDOA7T a L TCPSyn A
Xy BT E R IRIL T
LET,

[TCPACK (TCPACK) ] A% ¥
X, ACK "7 » R & EfE LT,
R— IR 7 4 NVFUEHEINTND
AN AYA VIR o 5 D= S

[TCP 7 ¢+ > K7 (TCP Window) ]
AX ¥ 3, TCP ACK A% ¥
LR URERBIZIN 2. T, A — hA3EA
WTWBEA T T2 H 5 L
7,

[TCP Maimon] A % % 1%,
FIN/ACK 71— 7 Z{#i i L TBSD

. RAMIDY—X



| AxrDY—2

Nmap &4 T a > .

TF7oay

B

59 % Nmap A T3>

IRAES AT LA L ET,

[UDP 7" — K DA ¥ > (Scanfor UDP
ports) ]

TCP AR — MZHN AT UDP A" — h D A
FrrbacLEd, UDPAR— LD
A% ¥ ANNIEMMB DN DZENH D
DT, 747 Ax ¥ 3T5H5581EF2
DFTvarEEHLRNE D ITHER
LTL &N,

-sU

[ Xy b EDOR—FOEHA (Use
Port From Event) ]

FHREAR Y o —NTIGE & L TEE 2
M3 23t OGAIC, BEICED X
Xy ORGRE LT, HEREEZ RV
H—=FHA X b CRE Sz HK— b
DHEANLET,

« FHBEA XV FNOR— &2 A% ¥
> L. Nmap (EEMHICHEES
HR—FEAF Y LRV S
%, [ (On) 1ZEIRLET,
FBEA X FHOAR— R &2 Ay
VI B%E L. Nmap B1E#ERF
IZHETHIPT FLA LEOFR— b
DEBICL Y AXFyr End L
WCEELTLEE Y, Zhbo
A= M HEEOHA X ¥ D
H—ry MBS ET,

* Nmap EEEMRFICIRET 5 AR —
FOBAF ¥ T BT, (47
(Off) ] %R L £,

Nmap NARVL—F 4 7 VAT AR
P NI DEBMAINET D0 E D
MHHETE £, L — NI
HTONEAR— 2 A% Y T 51T
T, (A X R b DOR— h &
(Use Port From Event) | AL a v %
AL ET,

ML

ARAKIDYV—R .



B vmepiemrioay

w2 RIDV—Z |

TF7oay

B

59 % Nmap A T3>

[LAR— MRt b D AT v o
(Scan from reporting detection engine) ]

RARNERELIEBREZ U R3d 5
TITTAT VANBRARSDAF Y
VEAMILET,
s LAR— M= P U EFEITLT
WABT TFITAT UV ANS ATy
T 5121, [A> (On) [Z2&IRL
£7

EEANTRESNTNWDT ST A
TV AIND AKX T HITIE, [
7 (Off) 1 Z==IRL £,

LR L

[Fi#A— b A%+ > (FastPortScan) ]

AF ¥ UILT A A D
/var/sf/nmap/share/nmap/nmap-services
T4 FUNIZHD nmap-services
Z77A MY A REZHTWDTCPAR—
NIRRT DA F v 2N L,
ZOMOR— FREZEETED L
WCLET, ZoF7Farb [F—h
#iH & 2% v o DJIEFF (PortRanges and
ScanOrder) A7 a VAP TE R
WZ EITHEBE LTSS,

« AF ¥ LT A A LD
/var/sf/nmap/share/nmap/nmap-services
T4 L2 FYWN®D nnap-services
T7ANMIY A RSN TWDHAR—
FNOHZRAFY L, EOMDOFR—
MERE & SR DI, A

(On) 1 ZEIRLET,

e T RTDOTCPAR— M &A%y LT
BITiE, [A7 (Off) 1&@&IRL £
‘g—o

[RN— h#iPH & A% ¥ DN (Port
Ranges and Scan Order) ]

Nmap FR— MU & 7 2 &
LT, AX ¥ T D5 EDR— 25k
EL, AX ¥ U DIEFLERELE
T ZOFF gl [EER— A
% > (FastPortScan) |47V 3%
PHATE RV LIZERLTLES
U,

. RAMIDY—X




| AxrDY—2

Nmap &4 T a > .

TF7oay

B

59 % Nmap A T3>

[A—T VR TRUF =R H—
f&# %4 (Probe open ports for vendor
and version information) ]

P NRH— L X—D g UEROBH
HEEcLEd, A—7 R R—KT
PN R =L R = g ANERE R
T 2554, Nmap (X —SDik512
T L= T —HEEELET,
WIZ, YAIDH—=NT—=2EZD
P—NICEE MR FET,

e IRA b DA —T I R— N TH—
NEBRE AL LT, =X
VE—ENR— g U EBRIIT S
X, [ (On) &R L FET,

e IRA FD LA IOV — IEREF

AL TRITT 212, A7
(off) 1&#=|INL F7,

-sV

[—E 2 R— 3 DFREE (Service
Version Intensity) ]

P—E R NR—= 3 2% D Nmap 7
0—7 D ZER L E T,

s BRI S HEDA R E W O AT
D70 —T DENEZ HDT, A
XX VT REFEIC AR DR ES R
nET,

BT DEME/ N EVIEE,
TH7a—T OENPHDT, A
X v NIERIC R VEEENR TR Y
£7,

--version-intensity <intensity>

ARAKIDYV—R .



B vmepiemrioay

w2 RIDV—Z |

TF7oay

B

59 % Nmap A T3>

[(A_ V=T 4 7 VAT LD/
(Detect Operating System) ]

KA NDFR V=T 4 T VAT ME
MO EAITLET,
BRAFTOFRL—TF (T AT A
O ZRE L7254, Nmap 1ZA A
MeAxXxyrr L, ZO/RREMFEHLT
AR —TF 4 T VAT BT b
ZER L ET, ZoFHmiE, A& bk
TEDFRV—T 4 T VAT LN FE
TSN TV D A[REME A K L E 57,

WA PMIHLTARL—=T 4 7
VAT LEHT HIE#RE A% ¥
VI BHIiE, [A> (On) ]&ER
LET,

e ARANMIET B AaDAN L —
T A T AT MERE T
L%EE, [T (Off) 1&@&IRL
£7,

-0

[TRTDOFRANEL L TA & LT
# (Treat All Hosts As Online) ]

RANT 4 AHNY T at X EEM
L., #—7% > MGHNDO T X TDOR A
FETOR—=F 2Fx 2G40 LE
T, ZOF T a v ERMNCTS L,
Nmap (% [RA b 7 ¢ ZA 780
(Host Discovery Method) ] & [ A b
T4 AHNYR—hK UA K (Host
Discovery Port List) | D% & & #E4H4
HZOTEELTIIESIN,

e AHRANTF 4 AHINY FutRE

AL, #—7 >y MaFEANO T
THOHRAN ETOR—F 2%y
ZIATTHITIE, [ (On) 1%
HIRLET,

s [RA KT 4 ZAH3Y) FHE (Host
Discovery Method) ] & [ A |
T4 AHNY AR— K U A K (Host
Discovery Port List) ] D&% E % i
LTCHRA N T 4 AHNY & FAT
L. EHARGEZRAAR N ETOR—
b AF Y CEBEMET DR, [
7 (Off) 1 &R £,

-PN

. RAMIDY—X




| A2 kDY—2

Nmap &4 T2 a > .

AT ay

B

59 % Nmap A T3>

[RA KT 4 2B FH (Host
Discovery Method) ]

TCP SYN: -ps
TCP ACK: -pa
UDP: -ru

ARAKIDYV—R .



B vmepiemrioay

w2 RIDV—Z |

o
\4
\’l
w

\i

B

59 % Nmap A T3>

RANT 4 AN % X—74 > M
PN DT X TORA M L TETT
B [RA LT A AN 8 He b Y
A K (Host Discovery Port List) 112V
A NSHTWDAR— R &Rl L CET
THM, FE, A—FRURX IR
TWRWGEIZEDRA N T 4 AAN
VERDOT 7 4/ s R— FERBET5
NEEIRL 77,

ZIT, [TRTCORANEL L TA
& UCHLEE (Treat All Hosts As
Online) | bHZTHE, [FA b

7 4 A 713V J520 (Host Discovery
Method) ] 47> a2 NTEEIZ/2 0 |
RART 4 ZAANY PFEITS RN
CICEEL T &N,

A RBEE L TCOTHATTRETH 5
NE D D% Nmap 287 A b3 B BRI fE
MT 2 HFRZLL TR L £,

« [TCPSYN] A7 3 > %, SYN7
T T ERE ST ZED TCP /R
FEEE L, IWEEZETDH LR
A NPFIHAFRETH 5 L8R L £
9, 7 74/ N TIiE TCP SYN %
R—h80ZEAFx v LET, TCP
SYN 2% ¥ Lk, AT —hF7 b
T AT T F—IL JL— LINFEE X
N7 7 A7 U= NLTTRY Y
SNDAREMENMENZ S ICER L
TLIEE,

[TCP ACK] 47+ = i, ACK
7T UIRERE ST ZE0D TCP /)
ry MEREEL, IWEEZETD
EARA NDFIHFEETH D &k
LEd, 574/ kTIZTCPACK
HLAR—h 80 FAXF Y LET,

TCP ACK Z¥ ¥ X, AT —h
VA T57 AT T4 —/b )L—)L)
BESINTZ7 74T U+ —/LTT
0y 7 SHULAH REMEAMEWZ &1
EELTLIEEN,

. RAMIDY—X



| AxrDY—2

Nmap 2%+ > 054 k51> [

o
\4
\’l
w

\i

B

59 % Nmap A T3>

* [UDP] 47 a %, UDP/ {7 v
FEEEL, 7u—XHR— 0D
A— MEERREISENRIND &
HRANPHHARETH D LT L
£9, 7 74/L hTIXUDPIIAHR—
k40125 A%y LET,

[FAR T 4 AHNY "=k U AR
(Host Discovery Port List) ]

WA LT 4 AR Y DFEITRIC A F v
Y OWR— b, DRI A XL
YREEIY VA RTHRELET,

KA ST 4 AHNY) FHRIG CizR—
hUZ R

[77#/Lh NSE 227 U 7 | (Default
NSE Scripts) ]

RA LT 4 AT AT, =3,
ARV —T 4 T VAT L WagstkE
B $ % Nmap 227 ) 7 FDOF 7 4L
My FE2FTTELEIICLET,
TN AT VT RO A MO
HEN
https:/mmap.org/nsedoc/categories/default.html
LT TZEN,

*Nmap A2 U7 bOF 7+ K

Ty FEFATT DI [
(On) 1ZEIRLET,

*Nmap A2 U7 bOF 7 4L K

v hEAKT DL, (47
(off) 1&=|INL F7,

-sC

(#4777 —F (Timing
Template) ]

AX L TavADOE A I T EER
LET, BRTHEMENRRE VT L,
A%y X EEIC 7 0 EFER) TR <
0 FET,

(paranoid)
(sneaky)

: 12 (polite)
: 73 (normal)

: 74 (aggressive)

N A W N

: 75 (insane)

Nmap R¥v > DHA FS4A4 Y

TIT AT AFXY AL EBERERPGEONDLZENRHY £T25, NmapREDY — /L %%
AT2E, Xy bU—7 U Y —RZAMNBPNY, BHERKRA NN TvadTbltE32h
NET, 77T 47 AXx T E2EHTIBINE. UTOHA RTA4 - TAS v UHRIK %
fERR L., 2AF % T DUENHDERARNER—FDOLAF Y TH5LIICLTLEEN,

ARAKIDYV—R .
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w2 RIDV—Z |
B vmapxxv0hiqrsa

BYHRAEXY 2 2—45 Y FOEIR
Nmap ZHET DRI, AFX ¥ U HROFA N Eif#Bll T2 A%y ¥—4 v NEERTEE
T AXYy A —F Y MIFX1IODIPT RLVA, IPT RLADCIDR 7 vy 7 213475 v

NEGPH, IP 7 RLAHEH, AF v T5IP7 RLAEITHBEOU 2, BEIO 1 2L ED
RAKEOR—IRNEENET,

WDFETH—7y NEfRETEET,
¢ IPv6 5 A N DA -

« B2 IP 7 R LA (192.168.1.101 72 &)

o [Pv4d IR A MDA

s BRE/RIP T KL A (192.168.1.101 72 ) FE N o~ ARXR—ZATRE-72IP 7 K
LADY A K

«CIDREFXZFEHLIZIPT FL AT avr (=& xIE. 192.168.1.0/24 1%, Widmad o
T 192.168.1.1 775 192.168.1.254 DD 254 HDOKR A b & A%+ LET)

ATy FORBET FLy v 7 HFERHLEZIP T FUAREH (72 & 2,
192.168.0-255.1-254 1%, 192.168.x.x DEIFHNDRKED .0 & 255 VS OTXTHT K
L A% AF vy LET)

e NATURFERALEZIP T FUAEE (& 20X, 192.168.1.1 - 192.168.1.5 1%, ]
WA G DT 192.168.1.1 75 192.168.1.5 DD 6 DDHEA & Ax ¥ LET)

e UM AR—ATREY) o727 FLUAEHO Y A b (72& 2I1E. 192.168.1.0/24,
194.168.1.0/24 1L, Mida 58 T 192.168.1.1 736 192.168.1.254 DD 254 D A A
f& . Wiz E T 194.168.1.1 775 194.168.1.254 DD 254 (HDO R A N & A% ¥ o
LE)

PAHAIZ2 Nmap A ¥ v VD AF v U H—F v ML, VAT ATHBITE 2 0AX L —F
T VAT ANSDHEA N, IS TW W — "R3B 5B A N, Fafxry hU—7 ETHH
SNTZARAMPREENE T, Xy FU—7 <y TRNIZRWA A MIBT 5 Nmap 5 RIL, v
=2 =y AITBMTERNZ LIZEEL T ZIN,

FE e Nmap |2 L > TR SN D —R_0F R —FT 4 VT VAT AOT—HE, & 5 1 Nmap
AX ¥ U EFITTHETHNREBOEEIZ/Y E£9, Nmap THA M EA¥Xx 958
X, B A a— LV EMATAS Yy LET,

cARA MRy NU—7 <o T NBHIBREIND & Nmap A ¥ O RITMIFRINE T,

=Ty NEAX Y T HMEREFF o TWD Z L&A L T ZEV, Nmap 2/ L T
HARHLIZRSRWARR b2 A% v 95 LIEEICR D560 D0 £,

. RAMIDY—X



| AxrDY—2

I : Nmap £BRALEFRALARL—F 4 27 L2708k |

A%y URRIZT HEYER— b DR

RETDHAX Y X =Ty N &L, AF Y U ROR— M RIRTEES, £ —7 v bk
TAX Y T OREND LR — DOy b EZIEMICHENT 5720, fix DR — hES, R—F
#iPH, £ITHOR— FESOR— MEMHZEE TS £,

F 7 4L F T, Nmap (317205 1024 ETO TCP AR— &2 A%y LET, MERD > —H
TInE & LTEEAEHT 23 ROSA L. HBEIGEEZ N T—F 514X hTHRESNE
R—=NDOHBEBEE TAF Y L CTEET, AU TV RELBFRATVa—NERZ AT L LTE
B 52 FEITT D56, F721L UsePort From Event 24 L 72 WAL, FOMMOR— K 47 =
VEMEHALT, AXY T HR— MERETE 9, nmap-services 7 7 A /VIZ U A | xnT
WHTCPAR—FDHAF ¥ L, TOMOR— MNREEBHET 2 L 9N TEET, TCPHR—
FOMIZ UDP AR— b b A% ¥ > T&E £, UDP AR— NIRRT 2 A% v VTR A 15 &
ERHEDOT, TIERL AF v TR BIT0FTva v E2EHLANE S ICEE LT
N, AFxp oGl LTREDR— FovAR— M 289 5 121X, Nmap AN— MMEkET
Ko AR LTER— MEi#LET,

RAMTARANY) T3 VDHRE

RAPMIKLTR=—F A U HIEDDHANIHR AN T 4 AT ZFEITTEHNE I EH R
D0, FEEFEAF Y UEHBLTWVWA TR TORANRAET L TA L THLHERETEET, T
RTCODRA N AL TA L ELTRDRN EERIRLIZGE, EHT2HRANT 4 AN
FREFINTE, BRBEISLT, FANT A ABNVEEORAX ¥ U HGAR— MDY A &I A
AvARTEET, FANT A ABANVRHZIE, VARSI TWAR— I THXL—F 4 7
VAT ARV —NOFERITAE S NEYA, FEOR— FMERBTIINEEFEHAL T, FA b
NT 7T 4 7T THERAFTENE ) DOHREHARILET, SARNT 4 AN ZFEITLT, AA L
DEIHABE TR D2 2B EITIE, FDOARA N EOR— ME Nmap TAF ¥ U SNFEHA,

BErEYY
Firepower A7 LD IP 7 R L A Ktk
Nmap A ¥ ¥ @ H#){t

5] : Nmap 2R LI=FALARL—T 1 2J VAT LOER

ZOFITIE, AR ARL—T 4 7 VAT NERRT H KD IZEE &7, Nmap & EIC D
WCEEHT L £ 97, Nmap i EDFEMIZ OV TIL, Nmap A% ¥ OFEE (40 X—) ML
TLIEENY,

VAT ATHRY NI =2 EORA DAL —T 4 7 VAT WEHBITERWEA . Nmap
EEMALTCEANET 77 47 AFX ¥ CEXET, Nmapld, AF ¥ oo E6N0 T I1EHZF
LT, RSN TWDAEMDOH DAL —TFT 4 VT VAT A EFM L £, RIZ, &ED
FHE DA RV —T 4 T VAT LR, RARDERL—T 4 T VAT AEHIILIEL DL
LCHEMALET,

Nmap A L THLWEA MIARXL—T 4 7 VAT ARV — RO REERTDH L, R
Xx UHROBFA MIKTEVAT AL DEDOT =2 D= U IIET 7T 0 T8
F9, Nmap ZfH L THA MRHAEEITL, VAT AICEID RHARASN L —T 4 7 VAT
EARBHDHE—IIMFTENTZARA RO =R F XX —F 4 T VAT A ERHTDE, FH

ARAKIDYV—R .
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w2 RIDV—Z |
B 5 Nmap 2EALEFRLGARL—F 1 2T LRTLORR

FEDRA NDIN—TZi@ATEDLHENHY T, ZTOHAE. TNOLDEA DI LD 1D
WCHEDSWEIAZ L T 4 T—T V2 MEER L, VAT ATEDT 42—V M,
Nmap A% ¥ NNIHESWTEDHRA b ETEITSNTWD EHPI LAV —T 4 T VAT
LAERHEMITDEIICTHZENTEET, AEEARIREY . Nmap 72 & DY — K N—F ¢ BOF:
M7 — 2 ANTHED b, DAZLT 4o H—T Vv FEERL TS, BAZ LT ¢
CH=T VY MEERT DL, VAT AERRA FOARL—F 4 VT VAT Lk L TE=S
XL, HEZSCTEFRTEHNLTT,

ZOFITIE, WO EEFATLET,

1. Nmap AF¥ ¥ A L AX L ADENM (41 X—) OFMPIEST, AF ¥ A AF
AEFELET,

2. ROFEZMAL T Nmap IEEZIERL ET,

c[A XY IMBDOR— ~EMA (UsePortFromEvent) 124202 LT, #HLWH—3(C
B bR —hE2AFry o LET,

(AR —TFT 4 T VAT LD (Detect Operating System) | A2 LT, KA K
DAL —T 4 7 VAT AOWERERE L ET,

[(RUF—BLRON—=V g MNEFRICEHT HA—T L AR— D7 m—7 (Probeopenports
for vendor and version information) ] Z A NI LT, P— " R F— L X~ g ER

ZRHLET,

s TRAMNBEGFTHLIZEPRHHL TWAEDT, [TRTDRA AL TA4 8 LTH
9 (Treat All Hosts as Online) | ZHZHZ L E T,

3. VATALATARHARFIRL—FT 4T VAT IANHLHEA MBBRHENZE XN H—&
NAHMBENL—NVEERLET, 20— T, BHERY FAEE L, KRR LD OS 1HHA
EEINTEY, OSEANTEAE W FHENEEZINTWBEEIZ MY H—E N5 %HB)N
HoET,

4, FABEN— NV EHMIGATABERY > —Z2ER L E T,

5. FHEAARY —WNT, A7 v 72 CIh&E L L TER L7z Nmap (B1H%Z A7 v 7 3 TIER L7
=GB L 9,

6. HEARY > —%2T7 77 47 LET,

7. Xy NU—7 =y EOFRANEHEEL, BHMCRYy MY —7REPHEBS SN TRy
NI —2 =~ IREEBREIND LI LET,

8. 1H®ZM2B%IC, HBEARY v—IZX > TERSNIZA R FEKRE L E T, Nmapi&do
5. mAMETCHREEINEZARNL—T 4 VT VAT AESITL, VAT ATRBEINN
BEDKRAMREN R Y U —27 FIZHDHEMNE I N ET,

9. RHRARL—F 47 VAT ARG DA A FEEME S, Nmap i R0 E—D%HA
. FREDERAFDIOICK L THAZ L T 4 H—TV 2 FaVER L. Lok
A N EERT AR LET,

. RAMIDY—X



| AxrDY—2

#l - Nmap A LE=H LLAR F~oiss [

BErEY Y
Nmap EEDOIER (46 ~—7)
FHRA L — L DR
Nmap A ¥ ¥ DfEFR (51 ~—2)
ITAT Y NADOH AL N T 4 o H—=T V> hOERK (8 3—)
FIBIAR Y o — DR E

5l : Nmap ZFERLEFHLULVEKER FADIEE

ZOFITIE, HTLWARR MOSET 2 X 5 ICREFFS 72, Nmap it EIC DWW TR L E 7,
Nmap g% & DFEMIZ OV TIL, Nmap AF v OFH (40 X—2) Z2ZML TSN,

VAT LK BADOFREERH DBV T Ry FNTHLWEAA RBABE SIS, T0OF
A RNEAX Y LT, TOKRANOMEFHIEICET 2 EfMfERERE AT TEET,

FOEDIZIE. 2O T2y FRICEHLWAZR FAHBR LS THREL, ZOFRZ N ET
Nmap AFX ¥ > & F(TT HEELEETLMERNY —2ER L TT 77 4 71 LET,

ZDIDITIE, WO EEFATLET,

1. Nmap AFXx ¥ A L AX L ZADBENM (41 =) OMHIES T, AXx ¥ f VAKX
2HRELET,

2. ROBEZEMH LT Nmap EE Z 1k L £,

s[4 X EMBDR— R EMA (UsePortFromEvent) 124202 LT, HLWH—(C
BEfH Dnle R — hE XXy o LET,

(AR —T 4 T AT LD (Detect Operating System) | Z A0 LT, A b
DANRVL—T 4 T VAT AOERERH LET,

[(RNUF—BLONR—T g NERICEHT A A —T AR — D7 v —7 (Probeopenports
for vendor and version information) | #HZNC LT, =" R X —LX—T 3 IFHHR

R L ET,
cARANREAETHLZENHIALTNEDT, [TRTORZ A TA4 L LTHR
9 (Treat All Hosts as Online) | Az LE 7,

3. VATADBEEDOY TRy NETHLWERRA MR LEZEXIC N H—SnbHEBEL—
WEERRLET, ZoL—id, BHEARNY MRREL, HILLWKRR FABRE S & &
WMV T—ZNDELENDHY 9,

4. MLV — NV EMBIATMHBERY > — 2R L £ T,

5. MR —HNT, 2T v 72 T& e LTER L7- Nmap 1% 2T v 7 3 TIERR L7
=B L 97,

6. MRV —%T 7T 4712 LE T,

7. HLWERR RSN ZG, WA N T 17 7 A L ZEFHHAST Nmap & % & > Of H % R
L. BAA MIEH STV D MEgsMEIs s L ET,

ARAKIDYV—R .
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w2 RIDV—Z |
. Nmap X ¥+ v DEHE

ZORY—%T 7T 4 72 LIE T, [ERIRIEDZK S ([Analysis] > [Correlation] > [Status])

ZEMICHA L T, BEINEBSSNIEREELTHND 2N TEET, BEOBRAF v
H—4y MTiE, =R ORERE LTAF vy ENTZHRARDIP T RLAZED D NE
BHVET, TNHEDOFRANDFEARN BT 7 A4 NV EFHNT, Nmap iZ L > TR 7242
L—T 4 T VAT NP —NITEDNT, RHLT DB B HDMEFIVENR R A MTH D E D

MERLET,
A
FE O KHEARR Y N = RBR Ry U= 0B H A FT LW R ORISR AT
HDOT, AFxx U EFEHL TUSETHICEARMEI2GAR’H Y £5, U Y —AORAN ZBET
DIz, BB ETDHA X b~DIREE L TNmap Ax ¥ U EFEHLRNTIEE0,
F72, Nmap ZHH L THLWE R ROFRL—F 4 L7 VAT AP —_"DIEREERT 2
L. ARYURBDARA MIKHTAICLAFDT—HDIATFT=Z Y VITWRIET VT 4 71T
72D EICER LTSRN,
BENEYD
Nmap EE DR (46 ~—2)
MEAL— VDR TE
MHEARY > — O E
Nmap A&+ > DEHE
AX—hF T4t | REDSA LR | YR—rENBT |HHR—FSNBF|7UEX
R N R AT (Access)
£E (Any) £E (Any) £E (Any) & (Any) Admin/Discovery
Admin

ATY 71 Nmap A% %

Nmap A ¥ ¥ > Z 4 51213,

P EH 1 OO Nmap AF¥ ¥ > A AKX AL 120 Nmap

BEZRETHI2VLENRNHY £, Nmap AX v X—7 v hOREITA T 3 TT,

FIE

RELET,
*Nmap A% ¥ o A U AZ A& BIMMLET,

ADEM (41 =) 2R L T3,
s Nmap IEEZER LET, FEMIZOWTIE, Nmap BEOIER (46 X—) 2L TL

ZEW,

s MBI U T, Nmap AFx ¥ > ¥—F > bEBMLET,

v H—4y FOBI (44 ~—) EBELTL SV,

ATY 72 Nmap A%+ & EITLET,

. RAMIDY—X

FEAIZOWTIE, Nmap AF v A VAKX v

AR DUV TIL, Nmap A% v
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KRR KMIDYV—ZR

Nmap A&+ > A

o AT <2 KNmap AF¥ ¥ EFTLET,

YDFELT (A9 N—) ZBRLTIESN,
« HE) Nmap A ¥ v o ZRELET, FHIZOVTIE, Nmap AF ¥ O HEELEZESR L T

<TEEW,

Nmap 2%+ > A v 24 v z2nEm [

FEAZOW TR, A7 <> F Nmap A% v

« HE)Nmap A ¥ v & A7 V2 —/L LET, FHMICONTIE, Nmap AF ¥ LV DAT Y a—
NESZRLTIIZEN,

RDEZRY

PEX A 2RI THZET, EITHTONmap AF vV 2E=F LET, A7 A vt—
PORTEZRLTIZE W,

s MBI U T, IR T LAYy B LET,

*Nmap AF¥ ¥ A LV AX LV AZMRELET, FEMICONTIE, Nmap AF v A A
B ADMRE (43 =) LT EE,

*Nmap A ¥ & 4 —77» h&LE L £ T, GEMIC OV TIE, Nmap A% 4 —7
(45 ~—v) ZZRL TSN,

k DfFEE
« Nmap IEE ZREL £,

TLIZEW,

DA ZAMEM

PRI OWTIL, Nmap (BEOFRE 49 ~—) 2SML

AX— bk 54t |(HEDSA VR |YR—bENBT | HR—bENBF|79EX

R N R AL (Access)

{E (Any) {E (Any) {E (Any) {E (Any) Admin/Discovery
Admin

JEgstElic oW TRy hT—27 2 A% ¥ T 5OIEMAT 5 Nmap €Y 2 —/L 2 EZ5lA DA
YA ALZ Ay VT w7 TEE T, Firepower Management Center |0 17— 77 /L Nmap

EF 2 —ILd,

VE— M CAX Y VEFTTHLDIMERATET N, K LTAF Y A

AR Ay T v 7 TEET, FAF ¥ L OFERITHE I Firepower Management Center (1
FENET, VE—F TS ANDBAX Y U EFEITTLHHETH, O CAX v VA RE
TEFET, Ivvar I UT A ANVREARNSDREBEOAX ¥ o RBEDH D AF v &<
WZIE, A VABLADT Ty 7 VA RNEER L, TOA U AX A TRLUTAF ¥ LTER
BRWVWARA NEHRTEET,

BEfEDAX Y A VAR VAL CLARIDAF Y AV AX L ATIBINTE £H A,

VI F RAA VBT, BIEDO RAAL VTERESNTEAT Y f VAV ARFRSINE
To ZHIIRETEET, B RFAAS U TERINIZAXF Y AV AZ U ABLFERINET
N, THITRETEEFH A, O RAALLDAXF Y U A LV AZ LV AZRTBLORET S
I, FORAL IV HRZ FT,

ARAKIDYV—R .
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w2 RIDV—Z |

B voapx5vs 4ozx50z0Em

ATy

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

ATy T

ATvT8

ATvT9

FIE

UTFOWTNLDHEZEH LT, Nmap AFx ¥ A VAZ U ADY A MIT 7 EALET,

* [Policies] > [Actions] > [Instances] % %R L £ 79,
* [Policies] > [Actions] > [Scanners] % &R L £ 7,

IFOEE, BEZEBML T,

s FRLOBHAIOFETIY A MIT 7 BALELGAX, HTLOA A Z 20BN (Adda
Newlnstance) J'©7 v a v &L, Fay 77X U A ML Nmap EEE Y = — /L &%
WL, B (Add) 1227V v 7 LET,

e LREDO2FHDOHIETY A MZT 7R LIESAIE, [Nmap £ > A X ADBEH (Add
Nmap Instance) %7 U v 7 LET,

[f > A% A4 (Instance Name) ] Z# AL E7,

[FHA (Description) ] & AL ET,

G a T [Ty 7 VAMEERTZAF ¥ A AL (Black Listed Scan hosts) ] 7 4 —/b

RT, ZOAXY U AV AZ U ARAF ¥ LIRWKRA MERIER Yy N =2 ZHELET,
< IPv6 7 A R DA, BB/ IP 7 R LA (2001:0B8: : fedd:eeff 72 &)

IPvA R A FDBE. BRERIP T FL A (192.168.1.101 72 ) E£7-1X CIDR F#iL &AL
ZIPT7T RL A 7ayr (728 x0E, 192.168.1.0/24 1, MiuZE & T 192.168.1.1 705
192.168.1.254 DEID 254 HOKR A M2 AF% ¥ LET)

cJEEERE () ZEHLTTY FLAEOSEF TERWNI LICERE LTI ZEV,

GE) TI99I7VARNIEENDIXY NU—IHNDOERA M2 AX Yo% eE L THETD
L. AXy UIREITSINEREA,

47" 2 T, Firepower Management CenterDflio> 0 (2 VU F— F T34 A H AX ¥ & FAT
T2IE, TOT AL ZADIPT FUANLHTZHIRE L ET, ZOFRIT, FMC Web A > ¥ —
T2 A ANDFEDT A AZBT 5 [1E#H (Information) ] X—T D [V E—h T/31 24
(Remote Device Name) | 7 4 —/L RIZE RSN E T,

[fERK (Create) 1227V v 27 LET,

VAT DS AL ADIEREMR A D & RET— R TIOA U AX U ARFRRENET,
VEZE U T, A UV AX A2 Nmap DEBEZBENMLET, TOLEDITIX, A L AXAD
[RE SN TWHIEME (Configured Remediations) | Z# L, [[EM (Add) 1% 2 VY v 2 L. Nmap
EEOMER (46 =X—2) OBBIHE> TEEZER L £,

AVABZLADY A MIREDHIZIE, [Frot/L (Cancel) 1227V v 27 LET,

. RAMIDY—X



| AxrDY—2

Nmap 2%+ > 1 224 v 20E%E ||

GE)  [AFx 7 (Scanners) | A7 a 2LV Nmap AFX ¥ A VAL ADY A RMNZT
JRALIEGAIE, A VA2 ADBE I TREIMLARWE BN LA v A2 R
ITFRREN T A, BEERBMENTHRNA VAX AT RTERTHIE, [/
VAH A (Instances) | A==2— A v arw#lio T ANITZ7EALET,

Nmap R ¥+ > 4 VRE U ADwRE

ATv T

ATvT2
ATvT3

ATy T4
ATvT5

A=+ 4t |REDFAELIR | YR—rENET | YR—FENBHF |7V EX

R N R ALY (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

AX X U A VAR AERET DHA, AV AX U AZEEMT SN TV A BEEER, B
o, BXOHIBRTEET, A VAU ANTT B 7 7 A LHMER S 72 Nmap £ ¥ = — /L & ff
AL ot AIZIE, NmapAF¥ v v A U AZ LV AEHIRLET, AFX Y AV AX A
ZHIBRT D&, £DA U AZ AT HEEBHIBRESND Z LIZEBE LTI EEN,

VIF RAA VBT, BIEDO RAAL UV TERESNTEAT v v A D AX VANRFERSNE
To THIFRETEET, BHRFAAS U TERINIEAXF Y AV AX L ABFERINET
N, THITRETEEE A, D RAAL L DAF Y U A VARV AZRRBLORET S
X, TDORAAL NZHIY Bz £,

FIE

UTOWTNOOFEEFEMA LT, Nmap AFX¥ ¥ > A LV AX L ADY A NIT 7EALET,

* [Policies] > [Actions] > [Instances] 2 %R L F 9,
* [Policies] > [Actions] > [Scanners] % &R L £ 7,

MET DA L AZ L ADIIZHDLRRT A2 (8) 27V vy 7 LET,

Nmap ZF ¥ & A L AL L ADIENM (41 =) OFPIE->T, AF ¥ LV AF L AD
RECEHLET,

[fR7F (Save) |27 U w7 LET,

[52T (Done) 127V w7 LET,

RDEZRY

CUBTIEUT, A% vy A VAKXV AICH LVMEBZ BN LET, KEBHMLTES
VY, Nmap EEOMER (46 ~<—)

LB LT, A VRS Y ABHA T BTV A2 RE LET, Nmap EHEOHE
(49 =) ZZRMLTIZEN,

ARAKIDYV—R .



w2 RIDV—Z |

B v x50 5—59 roiem

« MBS U T, A U AZ L AICEHEMIT ONEEEZHIRLET, 47~ FNmap A
FrrDFET Q9 R—2) ZZRLTILEEN,

s MBI U T, ZDORUCHDHIBRT A2 (E) 27V v 7 LT, AFY U AV AX A
ZHIBRLE9,

Nmap R &+ > 2—4 v bDENM

ATvT1
ATy T2
ATvT73
ATvT4
ATvT5

AYX—b+ 4t |REDFAELIR | YR—FENET | HR—FENE K| TIOEX

VR N R AL (Access)
{£E (Any) {£E (Any) & (Any) & (Any) Admin/Discovery
Admin

NmapE ¥ 2 — LV ERETHEECAT Y X —F v NEER L TRAFTEET, Ax v ¥ —
Fo MEI, AT~ REREAT P 2= ERLDAX v L OFATRICH —F v MZT DR A
FeR—RFZHALET, ZHICEY, BEEFTILWVAX Y o ¥ —5F v M EERT 208372 <
RVET, AFX vy F—F v MII, AF v T D1 OOPT RLANIPT RLADT7 Ry
7. BEXO1I2DULEDOFA N EOR—FFREENET, Nmap ¥—7 ~ FOBFAE, 77 v b
HHIZE D Nmap D7 Ry v 7RIP 7 FLADOHEHMGLMHHATE£9, Nmap DA77~ b
FPHIZC K DT Ly v 7 OFEMIIZ DUV TIX, http://insecure.org |28 % Nmap D~ == 7 /L%
ZRLTLZEN,

(%)

c AX X U A=y MIEEDOFEA RPN EENTODHA, AX ¥ VICETDRFALEDD
TAamb0 ET, FHERE LT, ~FEIZAF Yy U THRAMEHEL LTIEEN,

e Nmap (2 L o CTIRE SN DV —R"A R —TFT 4 VT VAT LAOT—H X, 5 1 Nmap
AX X U EFITTHETHNRIREDOE FIZ/2Y £9, Nmap THA N2 AX vy 958

BlE, EWIRA S P a— NV EHMATAF Y U LET, FARMRRY hU—7 w7
‘ﬁ'”@%éﬁ’bé L. Nmap A¥ v U OfERITMEINET,

« YT RAAL VEBATIL, BUED RAAL TR SN AT ¥ o 2 =5y FRFRRENE
T ZAUIMETEET, FH FAAS U TERSNIZAF Y o F =7y FbFRREINET
D, ZHUIRETEEREA, THNO RAAL L DAXT Yy =0y NaRRBIORET S
Wi, £DO RAAL ATV R £,

FIE

[Policies] > [Actions] > [Scanners] % E&{R L £,

V=R —=T, [#—F v b (Targets) 127 U v 7 LET,

[AF¥ ¥ Z—% > NOERK (Create Scan Target) | %27V v 7 LE T,

(Ail (Name) 17 4 —/L FIiZ, ZOAF v =5y MIEAT 482 A LET,

[IP &l (IPRange) | 7F A b AR Z AT, Nmap AFX ¥ o DHA RT7A4 2 (353—) T

AL TS Xy 7 R LT, A% 351 DLLEORR FEFRELET,

. RAMIDY—X
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Nmap 2%+ > 42—+ FoEE [

GB) AXx =5y FMNOIPT RLADHIFAO U A N ChHy~E=EALESGE, ¥ —
Ty NEBRIFET DRI U Iid A= R BB I N E T,
ATFwT6 [RK—h (Ports) ] 74—/ KT, AFx ¥ TEHR—-rEHEELET,
17276 65535 T CTOMEEMBHAL T, kOWTNHEASITEET,
« R— hEE
s < TRU 7R —FDY R b
e A T TR TR — FEFOFPH
e A T TR S TR — NEBOEBOHFAE I o~ TRE 724D
ATy T [R1FE (Save) 1227V v LET,
EErEYY
Nmap A % ¥ > O H#i1k
Nmap R ¥+ > 2—4%v FDiRE
AX—b 41 | REDFA VR | YR—rENBT | HR—LSNBK | 7UERX
VR N R A (Access)
L& (Any) L& (Any) L& (Any) L& (Any) Admin/Discovery
Admin
je,
Evh BEEZEALTCHEDIP T RLAZAXY 3550 DRIz, EEZES L7-MER

U —EXICARA MBER L TWETEOIZFDIPT RLARZ—4 v MOBIMENT-5E813.
BEEOBW ARy X —47 v MEfRETE ET,

AXY U A=y M)A PFENTWVAERA M AX Y T AUNENRL o288, =0
Ay H—y NEHIRLET,

VT RAAL VRBATIE, BUED FA AL U TRIRSNIEAF vy o 2 =7y FRFIRSNET,
THIFRETE 9, ol AL TERSNIEAFT Y =Ty PO FIRSNETH. Zh
FRETEEEA. TD RAA L DAF Yy =5y MeFRBIOWMET 21T, £O R
AL NTHD A ET,

FiE
AT 71 [Policies] > [Actions] > [Scanners] % =R L £,

ATy T2 V—=NN—T, [#—F vk (Targets) 1227V 7 LET,
RT9T3 WET LAY ¥ =Ty FNORRIZOLmMET A2 (&) 27 Vv LET,

ARAKIDYV—R .
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B e o

ATy T4

ATy Th
ATvT6

Nmap EE D 1ERL

ATy T
ATy T2

w2 RIDV—Z |

ROVICETT A2 (H)
HIDHERD BV £H A,

WIS U CEEEMZ F 7,
V) BB T EEN,
[Save] 227 U v 7 LET,

MBS LT, ZOMICHDHIRT A= (8) 227Uy 27 LT, AFxy 4 —7y FZHlkk
L%,

WEIRSNDHE, REIFTME AN AIJBELTEBY . REEZE

FEAZHOWTIL, Nmap A¥x v > 4 —4 v OB

AR—hk 24 €
S

HEDSA R | YR—

IN R

FEhdT | HR—

A

FEBF | 7R

(Access)

f£& (Any) £E (Any) f£& (Any) f£& (Any) Admin/Discovery

Admin

Nmap &%, BEFD Nmap AF v > A VAKXV ABEEZBINT S Z LI2X > TORERT
XFET, BETIE, AX Y ORELZERLET, JIUTHEERY o—TIRE L LTHERALE
D, AT RTEITLEY, A7 Va— )L XAT L LU THREDRLNZFITLIZY TEF
—g‘o

Nmap |2 L o> TREEEN L —"RA XL —TF 4 7 VAT AOT—Z1%, b9 1 Nmap A
XX U ERITTHECTHNRREDE FI272Y £9, Nmap THA MEAX v T H58551F
EMM A r P 2 — NV EMATAT Yy LET, RAMRERY RU— 7?/7#%%@éﬂé
L. Nmap A¥ ¥ U OfFRIIESNET,

Nmap DFEHE
LTLEEY,

<IF RAA LEANTIE, BUED KA A U TER SN Nmap EENFRENET, ZHITR
ETXFET, FHFAL L THERESNT Nmap EE LFRENETH, ChITRETEEE
Mo THALRAA @ Nmap EEZERBLUOWRET HITIL, ZDO RAAL NGV BEXET,

BT 2 —fEIEHRIZ OV CIE, http//insecure.org {24 D Nmap D~ = = 7 /L & &

48 HHIIZ

e Nmap AX ¥ > A AKX ADIBI
AB A EBILET,

(41 =*—2°) OFBAIZHES T, Nmap A% v A v~

FIE

[Policies] > [Actions] > [Instances] % E&R L £ 97,

BEEEZBNTHS LV AF L ADKRIZHDERT A2y (%) 27097 LET,

. RAMIDY—X
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ATvT3
ATv74

ATy TH
ATy T6

ATy T17
ATvT8

ATvT9

ATy 710

ATvINn
ATvT12

nmap s Er [

[BXEWH »DIEE  (Configured Remediations) 1 &7 a2 > C, [1BM (Add) 127 VU7 LZF
7

[ME1E4 (Remediation Name) ] Z AL F9,

[FHA (Description) ] & AL ET,

RAAXRY b, A X b, 22— A XU b2 M) T —FT2HEL—UIZE U TZDEEREE
AT 2HE1, [Ax Y THA4 X DT KL A (Scan Which Address(es) From Event?) |4
TrarERELET,

Evbh TARDNY AR NERIFRANADA R MZX LT R H—FT BB —L~
DISEL LTCZOBEEEZERTLHBEIOHLAX. T 74/ TEDA R MZEET
HRARDIPT FRLABMEBIZCE > TAF Y EnEd, 204 T ar2RET
LDMELIH Y FHA,

GE) NFGT7 407 777 ANOEFRIZH LT NI T—F5MEL—A~DIGE L LT
Nmap EEZEIV 4 THRNTLEEL,

[AFx > XA (ScanType) | A7 araEZRELET,
A7 a T, TCPA— MIMATUDPAR— F&AX ¥ 3 521F, [UDPHA— FDAF ¥
(Scan for UDP ports) |47 2 > C[4> (On) | ZBINL E T,

Evbh UDPAR—FAFYUALTCP AR— b AF ¥ L0 BB D0 97, A% v ERHE
PHEMET AL, 2o T a v EEGOEEICLET,

FAREAR Y =R A~DIRE L L CZOBEAMEHT 23 BEOHEIE. [ X MrbAR— %
fEfl (Use Port From Event) | 47> a VU &ZRELET,

FAREIAR U O — B A~DIRE L LTI OBEEEFERT 251 T\4NVF%WMLE@MIVV
VEEITL WD T T IAT UV AEBRH L TAS v U 2FEITT 51003, [VAR— Mooy
VB A%+ 2 (Scan from reporting detection engine) | A7 = /;}\3 XELET,
[E#A— F A% % (FastPortScan) |4 7Y a a#ELET,

[F— M LA FX v VEF (PortRangesand ScanOrder) 17 4 —/V KiZ, T 74 /V h TR
XY o THOR—bEANILET, Nmap A— MEETVF v 7 AZMHL, A— b2 AF¥ ¥
THIEFTAILET,

WOFREHLHLET,
« 1275 65535 FTOMAEEEL £,
e RN— MERUIBHIZIX, D~ AX—2AZFEHLET,
o R— M AEZ R TICE, N TR LET,

~KPT~F&MW%%F®ﬁﬁk%z%V/¢é BlE. A%y xt4id TCP A — kD
NDOJEIAIZ T ZffiA L, UDP AR — I@)xhw%@ UZFALET,

GE)  FIESTHHAIN TS X HIZ, HEKRY U —EX~DIRE & L TEENEET 55
ZiE, [ b B AR— f\’i’@fﬁ (Use Port From Event) 147> a ik 2o
BREN EEEINET,

ARAKIDYV—R .



B e o

ATy 713

ATV 714

ATy 715

ATv 716

ATy 11

ATv 718

ATy 719

ATy T2

ATy IT2

ATy T 22
ATvT23

w2 RIDV—Z |

1 -

UDP N7 7 4 w7 DR—E53 L 111 ZAFx 2 LThn, TCP N7 7 4 v 7 OFR— K210
525 FTAX ¥ 9 DHI2IE, usss, 111,1:21-25 EALET,

BWVWTNWAER—= F TH =N R F—BLOR—= g NERE T 0 —7 925120, [ F—8
SO g NERIZBEAT 24— F— hD7 v —7 (Probe open ports for vendor and version
information) ] Z#E L £ 7,

BWTWAR— 270 =732 LI LGE. [P—EARR—=T g DS (Service Version
Intensity) | KR v 77X VA MPOEMEEZIERT 52 L1280, EHShD 7 m—7 0%
RELET,

AR —TFT VT VAT MEREAX Y T DI, (AR —T 4 T VAT LD (Detect
Operating System) | EZTWVE T,

HRANT 4 ZAHNYPTONDENE I D, BEOKR— bDORF ¥ U BFEHFIRE/ZR AR A hOAKIZ
KLU TEITEINDINEIDZERDDITIE, [TRXTORANEF T4 LTHD (TreatAll
Hosts As Online) ] #&RE L E T,

Nmap THA FOEAFEEMNEZ T XA M DRI T2 HiEE2RET HITE, [RA T 4 X
71739 5 (Host Discovery Method) | K w7427 U X kvt FHAEZBIR L £77,
RART 4 ADNYBHIR— OB AL LD A RE AT Y T H5AE, ®RLIZAA R T~
AN FRIZE LA = DV A&, [(RANT 4 AHNY R— Tk U Xk (HostDiscovery
PortList) ] 7 4 —/V KIZH >~ TCRYI-TAHLET,

[ 74/ h NSE 227 U 7 | (Default NSE Scripts) | 47> a v EZREL T, RAKN T 4 AH
NUBEQ, = ARV —=T 1 T VAT 5 W gD T A3 IZNmap 27 U 7 K
DT 7FN K By NEERTL0E I 0EFIELET,

Evbh FTTHNARARAZ YT RO R RNIDWTIL, http:/nmap.org/nsedoc/categories/default.html
LTS TEEN,

AXX TR ADIA I T EHFET DX, [FAI 7T 7 b— 1 (Timing Template) ]
Ray 72 YA NNLAA I T T 7 — hEFERIRLET,

KV ENERZED AN TRNWAF Y A2 FITT O2HAITRENETZRIRL, (RET, kva
IR A X v BT T 558 NS VR F 2R L £7°,

[ER% (Create) 1227 U v 27 LET,
BEOIERNTET T 5L, BEPREET— FTRRINET,

[56 1 (Done) 127 U w7 LT, BEA L AZ L ATRY £,

[F¥o kL (Cancel) 1227 ) v 7T 5L, A AFZ A UXNMIRD £,

MErEY Y
Nmap A ¥ ¥ @ H#h{k
Nmap [EEA 7> a > (25 =)

. RAMIDY—X
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Nmap EEDRE

j_

.

~

ATy T

ATy T2

ATvT3
ATvT4

ATy TH

nmap s 0EE [

AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX

VR N R AL (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

Nmap BN 2 72 H 1L, EITTOZAF ¥ ST BELEEA, HLOVRET, REIZAF v
CUBAtEE NI E FITEICA Y 3, Nmap EENRREIC -7 HEIRLET,

~ITF RAA EANTIE, BUED RAA TR S Nmap B SRR ENE T, ZHITHR
HETEET, B FAA U TERISN Nmap (EE L F RSN ETN, ZHTRETE EH
Mo THLRAA D Nmap BEEZ R RBIORET DI21E, TORAAL ATV EZET,

FIE

UTOWNTIOFEEZHEH LT, Nmap AX v > A LV AX U ADY A NIT 7EALET,

» [Policies] > [Actions] > [Instances] % E&#R L &£ 7,
* [Policies] > [Actions] > [Scanners] % &R L £ 9,

WETHIEBEICT 7 A LET,

o FREOBAIOFIETY A MIT 7 BALEGEER, BHET LAV AX U AOHIIH DT

TAay (%) 27V vy 7L, KT, [REFHEE (Configured Remediations) 127 =
VT, RETHEEOMICHLIRART A 2 Z/EZ Y v 7 LET,
« FREO2FHOHETY A MIT 7R LT2HGATE, WETHEEOICH LR TRT A 2

() BV v LET,

Nmap IEEDOIERK (46 2—) OFBHICHE-> T, BEIIS U TEFRZMZ £,

IR ARET DA XA (Save) 1227V w7 L, BFEEPTITK T T H85A1X[5E T (Done) ]
27U LET,

VEIZS U T, ZORICHHHIBRT A2y (8) 22U v 7 LTEELZEIRLET,

T< > K Nmap R ¥+ > DEFT

AX—hr 54t | HEDSA VR | Y R—bShET | HR—rShB K| 7R

R N R AL (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

ARAKIDYV—R .



w2 RIDV—Z |

. T2 K Nmap R ¥ v > DET

&
ATFvT2

ATvT3

RTv74

ATy TH

ATvT6

ATy T17

F 7~ FNmap A% ¥ L, WOTHMEREZIGEHTEET, AF¥TLHIPT R
VALR— R e ATTHD, BBFEORAX Y X —Fy hEBRIRTLH2L T, AT~ KR
XY DE—Gy NERETEET,

Nmap |2 L » TIRMIEEN DI — AR —T 4 V7 VAT LAOT—XI1%, b9 1 £ Nmap A
XX o AHFETTHETHRREOE FIZY £7, Nmap THRR &A% ¥ T 5551,
EMIHR A Y 2 — VEMATAFE Yy LET, RA MRy NU—7 =y IMHHIBRSND
&, Nmap AF ¥V OfERIIWIRINET,

1R BHHIIZ

« MBS U T, Nmap AF¥ ¥ #—7 > M&BEIALET, Nmap AF¥ ¥ ¥ —5 > FOiE
M (44 ~—2) ZZRLTIZEN,

FIE

[Policies] > [Actions] > [Scanners] % =R L £ 37,
AFx ¢ U OFATRHMHE T 2 Nmap BEEOHICH L AFT Yy T A2y (#) 27Uy LFE
7

VEIZR LT, RFEHDAF Y X =5y MR L TAX ¥ T 2581%, [IRFEHFS —
7> K (SavedTargets) | ey 77Xy U A MpbZ—4y FE2RIRL T, [2— K (Load) ]
27V w7 LET,

[IP#FH (IPRange(s) |7 A4 —/V R T, AX ¥ T HKRARDIPT RLAZIRET HhE— K
SNV A NEEHELET,

(1)
IPVAT RLZADARA FOBEIT, HEDOIPT RL A% H o~ TRY)-> THiET %7, CIDR
FrrsfATEES, S () ZANCHALTIPY RLAEZRETDHI EHTEET,

«IPv6 7 RLADEA FDOEEIE, BIBRIP T RLAEZFHLEST, A Z—T A AD
FHIIATITE EHE A,

[R—1F (Ports) ] 74—V KT, AFX v 95K~ EHETIH, v— &z A MEE
HLET,

= b+FF, B~ TRU 7R —F DU R K AT TRY)o =R — FNEEOHFKFHE AT
TEET,

~ITF RAAL VBT, [FAA Y (Domain) | 74—/ RZEHA LT, AF% v 21775
V—7 FAAL U HIEELET,

[6F<AXx 2 (ScanNow) [#27 Vw7 LET,

. RAMIDY—X



| AxrDY—2

Nmap X &+ > DFER .

RDZRY
cMEITHR U T, ZATDAT—HAARFE=F LET (AT A vEB—V0ORREZRR)

EErEYD
Nmap A ¥ ¥ > D H#jk
Firepower ¥ A7 LD IP 7 K L AEKGLiE
KB TOR— k

Nmap R &+ > DfgR

HEITH O Nmap A% ¥ > &E =4 L, Firepower > AT AMI L > TEITEINTZAX ¥ VOREHR
& %\ Firepower & A7 AN CITONTZAF ¥ U OfEREZ A VAR— ML T, A%y R
ERIABILOGH T2 EnTEET,

B—H/VNmap TV a2 — L EFA L TERLEAT Yy VR E, LU F U T ERE—TL
LCHRy T Ty 7 U4y RUTRRTEET, Nmap #5771 /L% raw XML U CTH 7
n— K452 TEET,

NmaplZ k> THRHENTZARL—FT 4 VT VAT ALY —"OF#RE, mRA N Ta 77 A1
RFy NT—7 =y TNTERTHIELTEET, FARDAF v U REKRT 5 — NEFHR
DT 4 NHABREISNTNDENT B —REOR— OV — BT HEROSHE, 21, A
X v UBEE LTERR AN —TF ¢ T VAT AMEROY — DB 7 g TEDH I EN
TERWEFHROLGE, TNHORERIL, AA N 727 74 /L0 [Nmap A F ¥ UfER (Nmap
ScanResults) |7 v a L iZ&EDDHZ ENTEET,

Nmap X ¥ v U#ERDER T

AX— kT4t |HEDSAEUR|HR—bENET | HHR—bENBL | 7HEX

R N R Ay (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Discovery
Admin

Nmap A ¥ ¥ URET LIb, AF ¥ UfEROT =T VAR R TEET,

2 —HFIIRRT HERIIEC TRERO 2 — 2 IET 2 2 N TEET, AF vy UHERICT 2
TATHEFRRENDEX—VIF, HHTHTV—7 7 —TS U TR £, ERFLHDT —
I 7= EEATEEYT, JOT—/ 7o CEAF ¥ URROT T L Ea—REERE
T o, FEO=—X&M I HRIET 2RRTOWAZ LY = Tu—2/flT52 LD
TEET,

ST RAL VRBHRETIE, BUEDO FAAL U EFHRNAL DT —H 2 RRT HZENTE
F9, FALLA_NAD RAAL ETFRH AL DT —F2RKRTHZLIITEERA,

http://insecure.org G Fl A[HE72 Nmap /3—" 2 > 1.01 DTD %l L C Nmap DO#iER % X 7
E—RLTRRTDHIENTEET,

ARy UFERAE )V TTHE B TEET,

ARAKIDYV—R .
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w2 RIDV—Z |
B v xR0 —LF

FIE

AT 71 [Policies] > [Actions] > [Scanners] % 4R L £,
ATV T2 V= N—T, [AF ¥ R (ScanResults) |27 U v 7 LET,
RT9 T3 ROBRENRH Y £,

o A X MNFRIOHIKIOFBNCAHE - T, FEFEFHZ 08 L £ 7,

s HAZ LT = Tu—72l BlOUV—rT7a—%FiHT5121E, V=277 —0DF A hL
DORED [ (V—27 7u—Dg)uEx)  ((switchworkflow)) 1227V v 27 LET,

c AX Y UERE LU XY T ENTER=T L TRy T T T U4 RUTERTDHIC
X, AX Y Va v oRIIH S [For (View) (227 UV v 27 LET,

e THARN T 4 X TrawXML 2— REZRRTEDLLIHIICAF Y UFER T 7 A VD —
EARGTHICIE, AXy > PadOMO[F v a— K (Download) 127V v 27 LET,
C AFX X URERE Y — T AIE, BT LOFA M ETY v LET, V— MEEWIZT

BT, BT A MELI—EIY v LET,
FREIND I T LE&=HFINCT BITiE, FERRCT DI 7 LORBLICHLALLET A 2
(%) 22V LT, BRENDRY T T T U0 R, A (Apply) 127
Uo7 LET,

Erb MOHTLERRELITIFRRICTT DL, [@HEH (Apply) 127 U > 73 25Hi
W2, 4T 5T 2wl Ry 7 RAEF L ERIIAT7ICLET, B LT L%
o —CRTICIE, BHOKRHIZZ Y v 7 U TREBHIFZRE L, B2
7% 7 & (Disabled Columns) | D FD AT L2457 U v LET,

T =078 —DRDX—=VIZRIAE T T 512, FIAZ T _R=U0fiHESRL
TLIEEW,

CAX XA VA U AREEEFRTET HITIE, V== [AFX ¥ (Scanners) | % 7
Uo7 LTLEEY (Nmap AF v > OFH (40 X—) 2HH) |

cU— 7 —RN=UHNBL N =7 Tu— X=UH BT I, V—7 T a— ~—
DI =gy V=L EZBRLTLIEE N,

« ZDMDA R N Ea—IlBE) L THEET LA FERAT DI, [Yr 7 (Jump
c AX X UREREMBET DX, ST DT 4 — NV NITHBESRGEEATILET,

EErEY Y
Nmap A ¥ ¥ UfERO 7 4 —/L K (52 2X—2)
Nmap R &+ V#ERDT 4 —IL

Nmap A ¥ ¥ > %3279 5 &, Firepower Management Center CT7 — & ~_X— ZAND A F v L f5 R
PIEINET, ROKIZ, RRBLIOMBETE LAY UHRT =T VD7 4 — /L RERL
£

. RAMIDY—X
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| AxrDY—2

Nmap R ¥ v UHERD A VR— .

R2:AX v MBEROT4—ILE

J4—ILE HL:L

Start Time C ORISR LI A X v o OBLE H R,

T (End Time) CORERAER LI AT v DO T B,

% —4 < K (Target) ZOREREFER LIZAF Y LV DAF Y X —Fy RO IP
7 RU A (DNSfREDAEINZ 72> TV DGEIEAR A B
£) .

Scan Type ZOFEREAER LIZAT Y DX A T HIRT, Nmap £7201%
P— RX—F 4 DAF ¥ T4,

A% ¥ F— K (Scan Mode) ZORER AR LTIZAF Y U DE— R

s[> 7 <> K (OnDemand) |: 4> 7~ RTIT
SNTEAF ¥ D ORGSR,

o [4 A= FiEA (Imported) |: BIDT AT A TAF ¥
* S U CFirepower Management Center|Z 4 > 7R — k &
AT ARG,

o [AT Y a—L#H (Scheduled) |: A7 ¥ = — L
AT L LTHEITSNIEAF ¥ D DOfER,

(SRS AFx ¥ DORER,

RAA AXx s A=y MDODRKALY, ZOT7 41—V L, ~
NTF RAA CRBOBEICORIFEL ET,

BEErREYD
AR DR

Nmap R &+ VERD A R—k

ARX—hk 54t (HEDSA LR |HR—LENET | R—rENBE | 791X

VR IN R ALY (Access)

£& (Any) & (Any) £ (Any) % (Any) Admin/Discovery
Admin

Firepower 2 27 LD THEIT L72 Nmap A F ¥ N Ko TER SN XML SR 7 7 A V%
A VIR — FT&E£9, LIRS Firepower ¥ AT ANnH A 7 a— KL XMLEER 7 7 A0
AV AR—FTEET, Nmap Ax ¥ UfERAE A VAR— N 2856, fR7 74 0T XML EX
T, Nmap 73— = > 1.01 DTD [Z¥EHL L TW 5B % D 97, Nmap fERO/ERK & Nmap
DTD OFEMIZ DU TIE, http://insecure.org (2 %5 Nmap D~ == 7 /L E S L T 7Z I,

ARAKIDYV—R .
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w2 RIDV—Z |
. Nmap R ¥ v UHERD A VR—

Nmap 878 A kN 787 7 A VISHERZBINTE 5 L H512T 512, ZORNIAA MR FRw b
U—7 =y THNICFEL TV DRERH Y 7,

FIE

AT 71 [Policies] > [Actions] > [Scanners] % =R L £,

AT T2 V—nN—T, [fERDOA 2 AR—1 (ImportResults) | %7 U v LET,

ATYT3 INAVTF RAL VREBATIE, A A — SN RORFEGFERET 57201, [FAL
(Domain) | Ky 7H TR NL Y —7 RAAL U EBIRLET,

ATv T4 [ Browse) | %7V 7 LT, fiRk7 7 A MIBEIL £,

ATV 5 [ R — FOfER (Import Results) | X—JIZRE S5, [ A —F (Import) 1%27 U v 7
LCHREREZAAR—FLET,

. RAMIDY—X
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