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®%h%h CRICA VI =T oA RERETHIMLERDY T, RBLV—FEZRETDHEX
%@ﬁﬁw~&% RETDHAH v 7 IR L ET,

FlE

AT 71 [Devices] > [Device Management] % 3R L %9,

ARTVT2 A H—T 2 A AEBRET DT NA ADOE A FAMERT ORI HDmET A2 @) 27V v
7 LET,
< ILF RAALVEBTIE, V=7 FAAL VW WES, VAT AL T EZ S L9
KboivETd,

ATV T3 [A ¥ —T A A (Interfaces) | ¥ 7 %27 Vw7 LET,

ATy T8 BIRENT-T /31 A (Selected Device) | K v 7 X o7 UA NG, BRTDHT N, A%iE

WLET,
il 2 DT S, ZTERET DHE

li

ATvT5 ERICEIICA U E—T oA AERELET,

BErEY Y

—

TINARADINATRASEYTARTFIZBITATI T4
JET7OUYEZ

AYX—b+ 54t |[XDFA VR | B R—FrENET | HR—FSNBE R |7V ER

VA INA R ALY (Access)

BV Control 7000 & 8000 > =& (Any) Admin/Network
J—= Admin
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7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |
B =artc7ox057+ 02 5—rrogy B2

7000 E7-1% 8000 2V — & F A ZADNA TRATEY T 4 ST EMSE L%, 77547
BRET FAAREZERYE v I & AL AL CFH TV RS Z LB TEET,

FIE

AT v 71 [Devices] > [Device Management] % 38R L ¥ 97,
RTFYT2 TIT 4T ETEEETHTNAL ADNA TRATEY T 4 RTOBICHDHT VT 47T ET
goszTAary (B) 2270 v LET,
ATV T3 ROBEEZETTEET,
NATRATGENT 4 RXRTTAA N, BT 2T T 47 ETICT IO REZ 56
3 Yes) 1227V w7 LET,

e Xy BN LT[T /A AEH (DeviceManagement) ] X— IR 5541, [V 2 (No) ]
27V w7 LET,

SAAETDAVTFUOR E—FADUYIVEZ

AY¥—b+ 54t |[EXDFA LR | B R—FENET | HR—FSNBE R |7V ER

VA INA R ALY (Access)

BV Control 7000 & 8000 > =& (Any) Admin/Network
J—= Admin

7000 F 720158000 2 — X TN AEAAMERT EZHRELTZE T, T ADA T F U A%

1TT572012, WTFNPrDOETEZA LT F U AE— RV EZSZ LT, FEITTZ=2—L
ZL~/<~>5_» MU H—T&ET, AVTTFTUAE—FRTiE, VAT LANEHEWNTERA V¥ —
T2 A ARSI RTDA LV F—T 2 A REX T EEET, AVTTFUVADFETHR, €7 %
MEANCLT, BE0EELHH T £,

N\

CE) BT OmGOET ZFHIA VT F o A= RICLAWTLSEFEN, ZhzfTt) &,
FONXT TN T 74 v 7 BBRETE R0 £,

FIE

AT w71 [Devices] > [Device Management] % 38R L ¥ 97,

ARTFYT2 AT F A= RERBTOIETORICH DAL T A= R EZT A2 ()
7 Vv 7 LET,
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sAAR7OR4 v oA0T (1 20%#E [

ATFY T3 IV (Yes) 1227 Vw7 LT, AVTF A E—REMELET,

RDEZRY

CAUTFFUANRET LES, AVTFFLUARAE—RYINEBLZT A2y () 2HEZY
LT, ¥TODAVTFF L RAE—REKTLET,

SR AERTDRAZ Y IRADTINA AD K

ATy T
ATy T2

ATvT3
RTvT4
ATvT5
ATvT6
ATvIT1

ARX—hk S92 |[ERKDFA VR | YHR— b ENET | HR—FENEK | 7O LR
VR INA R A (Access)
ML Control Firepower 8140, |{E& (Any) Adm%n/N etwork
8200 77 3 U Admin
8300 7 7 XV

FAAESRT OA L NR—Z/ o TWDHARZ v IV B AT F A T— ROV B X% T, A
2 JNOEADEY TN AERDOT NA AL ZWWTEET, BIRTE L5734 X%, BIfE
AB T DAL N, XTI HR o TWRNT AL ZADATT, FTLWT A T, T2
A ARSI BHESLT DA LERUTA RT7A4 NS T DHERH Y F9,

FIE

[Devices] > [Device Management] % S8R L £ 77,
AVTFUAET—RERIT AL v 7 A AN—ORICH D AT A = RO ELT
Aay (&) 27y 7 LET,

3V (Yes) #7270 w27 LT, AvTFFr R e— NEfELET,

FRL 2T A2y (@) 22V v s LET,

Ky 7H ) ARG [58#5 7314 A (Replacement Device) | Z34R L £9°,
[2Z# (Replace) 1227 Vw7 LT, T34 A& LET,
AVTFUAE—RNOOVEZT A2y () ZHEZ VI TDHE AF v ITDATF
A E— FPRIRFICHE T LET,

(F)  THAAARELZHREMTLILETIHY A,

7000 5 K11 8000 1) —R TINA ZADINA FRALSEY T4 .



7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |

B 7 xone 7Ra5Ey 7 o tkEERE

TINARADINA TRALASE) T4 REEHREF

TNNAADNA TRAZEN T A REFEFEERTDIE. N TRATEVT 4 XTOT N
AARAETNIAL » 7T, AREZRRVREBEZRIHITEET, LEBnsT, Wihh—HDT A
AFETNIAZ v 7 TRENEELTH, ) —FOETN T 7 4 v 7 7a—% 3125
TS ENTEET, WWEBILFAHEH LA2WES. UTOBENEYNC 7 = —/LA4A——1L
TRWAREMERN H Y F9,

o G 75 TCP O (Strict TCP enforcement)

e HFmMT /& A a2 hu—/L )L—/L (Unidirectional access control rules)

s 70y X T OKEE (Blocking persistence)

72720, WEEFZHENCTIHE, VAT AR 3 —< U ANMEFTDHZEICHEELTLES
v,

NA TRAZGEVT REEEZHRECT DT, HOTDNNA TXATEYT ¢ T O
FTFOTNRAAEFNTIAZ Y IERDOTTA~<Y) TRLAATHAV VI A v Z—T = A%iR

EL., BINCTHHENRHY £9, Firepower 82xx 7 7 I VB IO 8xx 77 I VIZIF10G D
HA U U 7 BLETT RN, MIOETNAOT /A AT 1GDHA V7 THGTT,

HAV Y AV H—T A AEEETHRNT, WWELG 2T 20BN HY 9,

GE)

NT BB T DT NAATT 2=V —R=RRE LA, 77T 47 T35 A LOBAF
D SSLIEE bt v a T _RTRT ENET, A47~47t)74%%ﬁﬁ% YE LT
WBHELTH, INHDOEy Y a v BAX N TRAATHRIVZ— NTEXERHY F
T, SSLE v a AL TWAY =Rty g OFMMZYR—FLTWEHAET
H, AF UL TFNRALAZSSLEy v aryIDRneE, By v ardERrIyo— T %
HFA,

&% 72 TCP D&M

RAA TR LT 72 TCP M A2 AT 5 &, AT AT TCP &y ¥ a o TIER TIER
WAy b NTRry 7 LET, 2L 23 RIEESLOHRE TS LIz SYN IS~ >
MEIFryZInEd, RELEEPEDREE. BER TCPHEANAIINTND & LT
b A T_XATEYT 4 XTOF A AL, 72—V — =% 2 O T 5 2
ERSTCPEYy v a v ZEHATCEET, WERTCPHEMAIX, A1 74 0y b, KL —
2. BEMEAA v F THIMITHZENTEET,

BA@A7o€XarvkOo—iLIL—IL

HAEMT 78X arba—L b=V EZRELTWEEE, VAT LANT = — )L —_"—0D%
WL v RA MU —AZ BT 2882, *y hU—27 b7 7 4 v 7 BRERENTZHO LI
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| 7000 &&18000 &) —X FIRAZDNA FRASEY T4
FRgzrond 715y 7ok [

BApB7 78X aryba— L b—VIZ—ETBHAEEERSH D £3, &3, FY —tl
TFTO2oOT7 7+ A ary bag—L b—AREENTNELELET,

Rule 1: Allow from 192.168.1.0/24 to 192.168.2.0/24
Rule 2: Block all

WEEHLANALTRWEES, 7 = —/LF—3—D1%(I2 192.168.1.1 ~ 192.168.2.1 /5 DFFA] &
NDEEGNETLT 7T 4 TR0 TWBTDIT, ROy RGBTy B L THREN
HE, VAT IR EARES LET, REERGSTHIUE, Sy RANI—AEY I T v
TR ORI T D IR0, BERSSI ERETF SN E T,

PARE DAY S 53k

TIEA ar br— L =R EDOMDERITEEDSNT, BHIDT v N TEEOBHEN T
By Z&N5ELThH, YATFARMEED T 1 v % ZEHRETDHIC. WL D04y |
ZHATLHENH Y EY, REBLADEDNREE. VAT LI ET T RAETAL v 7
THHRIC Rt 7 m Yy 7 LET,

NATRAZEVT o XTORBIFZMWLT DL ST, ROFT T a VERETE LT,

[E%) (Enabled) 1]

RHEELEHEZHENCT L., 2OF 2w IRy I A% )7 LEST, Fov IRy I AET
V745 L, IR NENC D £,

X%E 27 0—3%d (Minimum Flow Lifetime)

Bty a Bl (RUP) 2EELET, ZORMERATLIE, VAT LAREY 3 v
DFEPIA v =V RELET, 0~ 65535 DEEAFEHTEEI, Zoik/h7 o—a20HH
WCELRWE Yy Y a ik, Wb R ST, #i0 7y FEZE LIKERTO A, (A
BIThbivET,

xiERARRA > 2 —/3L (Interval

Tyl arOBEHAye—VRERMRBE (VM) ZEELET, 0~ 65535 DK AMHTE
F9, KERPBREEHRET D Z L T, FEOERNREADIIMICEL-%. T OB ICx
LT, RESNTMEIVHEBEIZFEYA v E—URNEE SN2V EIICLET,

HTTP URL M5 KX F %k (Maximum HTTP URL Length)

AT ERERT 5T A TRIMT 5., URL DR KR LFHEZIEE L ET, 0~ 225 O A
AcExd,

BMELEYY
HA VO A B —T = A ZADERIE
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7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |
B 7200t 7ra5EyForEREORY

— > > — N — i 2k —r
TINAZADINA TRASE) T IREEEXTFDREL
A¥I—b+ 54t |RHEDSA VR | BR—bENET |HHR—bEShBF|7HoER
VR N R AL (Access)
PP Control 7000 & 8000 > | U —T DF Admin/Network
J—= Admin

TNAADNA TRAZ YT 4 REEEZHERTLE. N TXATEVT 0 XTAHAD

7000 E721L 8000 >V — R T NA RAFEIAL v VT, AIRERIRVIRELZ R T EF, L
TENoT, WTFND— DTN, ZAFIFASY v 7 TEENREELTH, b —HFOETH b
T7 4w Ta—%kHEETICE EMST ENTEET,

7000 E721% 8000 > U —X T NA ADNA TRAZEV T 4 REHEFGAT v a v 2EHT D
L TIIAST Y TFARL AL B K Y FANL AD Snort FuEARFEEI S, MHFDF A
ADNT T 4T AV AT v a R —RFRIICHE ENE S, ZOFERIZ N T 7 4 v 7R
Koo 7EN250, TR EAL VAT Vg UMt TIcZ T EISNEZNNE. ¥—Fy 5
PNARAINNT T 4 w7 ZAEET 5 5EICG TR Y £, FEMIEZSnort® O FEEIZ L5 7
T4 v OMEESRL T EI,

Fg
RTFYTN THRAADNA TRATEVT 4 XTDOTNRAATEIZHAV VI A 2 —T = AERE
LEd, HAVV I A F—T oA ADREESZRLTLIEE,

[Devices] > [Device Management] % %R L £ 7,
WET DT NNAANA TRATEYT 4 XTORICHDIRET A2 ) 27V v 7 LE
j—O

VT RAALVEBITIE, V=7 RAL DR E,
ROOIET,

ATy T2
ATvT3

VAT ALK oTEIEZ S X OIT

ATvT4
ATy TH

[IRAEHA (State Sharing) 17 v a v ORICHImMET A2 (&) 27 Vv 7 LET,

WA DfEZ T TRTHOET OUERIR 2 SGET 50, Hx2 LT TRT7 43—~ A&
ETEd Lo LET,

JEF CIEALE T HIELRBHBRWIRY . 77 4L MEEEHNTL5Z L 2 #ELET,

ATFvT6 [OK] %27V v 7 LET,

RDBRY

RELRZRMALET, RELLORMALZZRLTIZEN,
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| 7000 &&18000 &) —X FIRAZDNA FRASEY T4
RS TN 1—F 4 I DEHOT A ZDNA TALSEY T ¢ DkEenamitEs [

EELE YD
HAV V7 A2 —T 21 ZADERTE
Snort® OFFILEN T U A

RSN a—TFT4200DEOHDTINA ZADINA TRA
S E) T« DIREXEFHETIER

PUFOIETIE, T3 AZ LICERAREZHEHEH & . 7000 3 L8000 & Y — X F /34 2D
INA TRATEVT 4 XTORELEREE T TINY a—T 4 T T HHICEDL I
FIHCX 2020 LET,

ZEAYvtE—Y (A=F+ X L) (Messages Received (Unicast))

N7 EERTHETNOZELTE, "M TRA T T AR A v =0T,

fEIX, ET7DREE LA v = EFRSEICR > TWAIXT T, 777 4 ZIfERER TV
LN ER—FHLAEWEALH D TN, FOEINEWVIT T, M7 4 v nEILRT
HELEITEEL, ZBELEAvE—VEBEREINTA =V E B LET,

NI TN 2a—TFT 4 U T 2T IOBRAIE. ZELEA v E—VHEFEINT- A vE—VHOM
TR L CHNERA L L, WG OENRFRETHHZ EaERLET, FET TORERD
X, ST 57 TOZEHROMEIZIER UR T 2 CTWRITIUER D T8 A,

ZELIEA v E—V0ENEM L2 o256, SITEMEBRET LR E SN A v
T —THITIBWVOWNTWRWGATE, AR — MIERK L TSN,

Z{E/845 v 31 (Packets received)

VAT NIA— Ny RERBSE 72010, HEOA v E—VEH—0/ 7y NMZEED
F9, [Z1E/37 v M (PacketsReceived) | W7 XX, TA ARZELZINHDOT—X
Ny N EZDOMOHIEAST v FOBERRILET,

fEIZ, E7 TARAAREE LAy M LRSI > T AT T, 7277 4 ZIHAS
TV, R B LZWEELH Y £, ZOEINPEVTIT T, ZEAYyE—Y
OEIE, ETHREE LA v =V ER%ET, RICETHEML TWRITUERY F8A, L
Mo T, ZIE LTy ORI CEMEE 72 5133 T,

NI TNY a—T 4 VT EITOERIT. ZIBELE Ny FEEEENTEA =DM 2
EMLUCHIMERA L, AR URTHEML TWAZ L 2R LET, T E2ERKTAET T
DERFBOMEREZ TWBEE., T ATOZEOMLE CRTHEZ TWAIXT T,

ZAE LT Ny FOBPEI UL 2otz E, FRITEMERET MO RESINZA vE—
CHIBWOW TN ARWEAIE, AR — MOEK L T EE N,

ABE=215/54 % (Total Bytes Received)
T CIEEINT- N7 v NOEE A ]\iﬁfﬁ‘o
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7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |
B 5700250900071 2011 FRLSEUT 1 DREREREHER

X, &9 —FHOETNEE LTS MRERIFIZR>TWDIETTT, 72774 7S
NTWDHIE, ER—HLRWEELH Y T8, ZOET/NSWIETF T,

RTITNY 2a—=T 4 T EITHIHEIT. RE LA A MREEE S A v E—VHOm
TR L CHNR 2 e U, WA OEAR R THATWD Z L 2B LET, T 2k
THET TOREOEBEZTVEHAE, 7/A A TOZEOELR LR THZ TN LI1TT T
bd‘o

ZAZ A NESEIAN L o T3, ERITHMBRET 0 HRE SN A v E—IITE
NODONTNRWIGET, AR — MIEKE L T EE 0,
Z{E70 k3aJL /N1 % (Protocol Bytes Received)

ZELET e ha) F— "=~y RONA METT, ZOEITIE, By v a URERE A »
=D B — RERSTRTREENE T,

B, ET7NEE LTINS MEEREIC > TWAIRT T, 7277 4 7R STV AR
. ER—FHLARVWEELH Y 0., FOEIT/NHNIWVITTTI,

FNITNY a—=T 4 T AT HEIE. RE LGRS MEEHGEEL T e harr—2 &
L, EEEOWRET — 2N ENETEAF SN TV DONERRET, 7'u baL 7 —20%
BENLT—=FOREG 2 HD TV DLHEEIE, R/DRIBIMFELZRE TS 7,

ZE LT a han g MR, ZIE LGRS M REOEIGTHI T D581, &
A= MIEKZ L TLFFEW, ZELETa Fal A NEDRZE LS MRS E o 5 E
Al BAARTRTERY £8 A,

EEA vtE— (Messages Sent)

RT KT HETICEBE LI, N TRATEY T 4 HA v =YD TT,

ZOT=2F ZEA v —VBEDHRTRELET, 777 4 ZIMEH SN TSR,
A= LRWEELH Y £TH. TOEITNSWITTTT,

NI TNy 2a—TFT 4 T EITIEREIE. ZELEA v E—VHEEEENTEA v =0
F AR L THMERA R L, WAOENFRETHDH & 2R LET,

BEE LAy B—UKR, ZE LGRS ML RZEOEIAETHZ TG, hFR— b
RS LT 7E &N,

1E£{E/\1 3L (Bytes Sent)

ETIWEFE LN TXA T8V T 4RI A v 2=V OEHEE N METT,

TOTF—=HE, ZIEAvE—VHEOHBTESYLET, T T 4 ZIERA SN TV AR,
BER—FHLR2WEELHY £, ZOEITNENTTTT, ET7 TRESNAAL M UL,
COMEERETHY, FNLYREVEICIZZR > TWARWTI T T,

ZAE LTeBRAA P, EE SN A MEFILC LS REERTEZ TOWRWESIE, W
A— MOERE LT EE0,
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—

T/\

FIRA RN TRLSEY T ofExaRERORT [

Tx Errors

VAT DINRT BRERTHAETICEETH A v =V HICA
UE) Y TIZRE L= TT,

ZOEIFH T OET TEIZEr TRITIERY T A, ZOEBRE e TRWES, HDHWITE
WML TWAES (ZHUE, VAT A ATV ED Y THRARARERT T =03 L T D
TEHERLET) X, A= MTEE LT 7ZEN,

N BB B THL XD, AT

Tx A—/8—3 > (Tx Overruns)

VATANAvE—=TE NIV b Fa—IZANLEL D L LTRELEZREETT,

COMEIIHEFTOET TEIZE e TRTNERY 8 A, ERE e TRWES., HDEWVTEREIC
BEIL TWAES., ZuUd, AT ABHAY 7 O TR T —Z 25 1L TnWT, 5F—
HDOEEITHEBBIND T TCNDZ L E2RLET,

HA U227 MTU BT 7+ b ME (9918 F77139922) RICETE SN TWAEAIE., HEAHR
THRERHY 3, R/h7 o —G080 & R/ NFYBREORELZEETLZ LT, HA Y V7
BCTHEEINDIT—HEEZREOL L, ZOBOHEMEHESZENRTEET,

ZOMENETaIT bR WS, ERIEEM LT CWAEAIL. AR— R
AN

HHELTLEE

&EDO% (Recent Logs)

AT AU, KON TRA T YT 4 RHA vE—URFRENE T, 17T
ERROR £7-IZWARN A v E—U 0 RENTWTIEARY FH A, 2 7ONEIL, FICE TR T
FIZTRITIER D A By 7y POBERRILCLTHHRE) |

772 L. HBAIC Lo TiL, ®EEyRT— 57753‘2\%/?&%6’&%2%@??“ -z, —hHovr
TN ) —HOEThotEweZFE LItz LR— ML TWDHE; %ﬂ%ﬂ@mﬁfﬂﬁﬁ
éném?]vxiﬁﬁ@ifo_@D7ﬁ6\A47A47t)74hmhﬁ§m%ﬁ%
FICEfR L, B CRE LT R TCOZ T — 2R T ET,

7 72, ERROR £72(ZWARN A v &= H D
VPRENTWOERIE, ¥AR—h

IHEARZBEAENTIIARANE Y R A v E—
RS LT &Y,

A RN TRALSEYT 1 DREXEHMEERORR

A=+ S14 &
VA

WHEDZA VR

YH— b ENDT

N R

HR—hENB K

A A

TR
(Access)

BALP

Control

7000 & 8000
J—=

UV —7Dh

Admin/Network
Admin

WREIAT 2 e 37 L 721213
(State Sharing) | &7 > 3 > T,

. I TRAZ YT ¢ (High Availability) ] ~<— O [IREILA
RECET DU TOEREMR TE ET,

MHHENTWIHA Y V7 A =T =24 ABIOBED Y v 7 RHE
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7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |

B = xzamesron

ATvT1
ATy T2

ATv73
ATvT4

ATy TH

DO T TN a—T 4 ZIMERTE S, AR 2 S22t E

WA OFHERIZ. T, BZEENTE A TA TV T4/ T 74 v 7 DEFEX
FRMAEICET AT X T, TOMOZT— T 2B EENET, EHIT, A TS
FEVT 4 RTDTRA AT EDRFVAT LA 0T HFRTEET,

FIE

[Devices] > [Device Management] % 3841 L ¥ 9,

WMET DT NAANA TRATEY T 4 XRTOMICHLMET A2 ) 27V 07 LE
7

SYITF RALVRBETIE, V=7 FAAL TWRWIGE,
Ko ET,

VAT A K oTEIDEZD DI

[IRREILA (State Sharing) &7 23 T, #aHEMERT A2 (4) 227V v 7 LET,
WA TRAFGEYT 4 XT BT RL A RE 7 THRENTWDGRE, 7T 5 [F/34 A
(Device) ] Zi®IN L £7,
OB FITTEET,
«[EH (Refresh) 1% 7 U v 7 L CHGHERZ EH L ET,
[ FRE (View) 122V w7 LT, N TRATEYT 4 XTOF A, AL DR
ThurERRLET,

TN AR RAERT D7

AV—k S [REDTAHUR | HR—FENET | HR—FEhBF|7o12R

VAR INA R A (Access)

ZWA L Control 7000 & 8000 >/ £ (Any) Admin/Network
J—= Admin

7000 F721% 8000 >V — X T, A A AT Z08E (W) 5 &, RD X IR FE

B

T ITATRET (TAARERIIAX v 7)) X, BB E LR L £+

CABZUNRA BT (TNRARAEFRITIALZ ) FA v X —T A R

RE&RST, TIVT 4

TETIWC T 2= NA == LFET, L, A F =T oA AREET 7T 4 TDEZEIC
TAHAZELERINT AL, RZ L T IEFOEEEZFE LET,

c ABZ R ETIL, W T A B —T 2 ADREZERNET,

CAUTFURAE—ROETIL, @EOMEZHELET,
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ATy
ATy T2
ATvT3

ATy T4

Friq zgameross ||

FIE

[Devices] > [Device Management] Z S8R L £ 7,
T DR HMEAST ORICH D HA DT A =2 (82) 2271V v 7 LET,

WIS LT, RN, BT OA v Z—T 2 A ARELXHIRT D12DDF = v IRy 7 A%
F oz LET,

COFEICLY, FEHA X =T 2 A AUSNDTRTOA LV H—T 2 A4 AEEHDOTZOIZF D
VERET,

[Yes] #7 V w7 LET,

7000 5 K11 8000 1) —R TINA ZADINA FRALSEY T4 .



7000 55 L UX 8000 > ) — X FIRA ZADNA FRASEY T4 |
B 7 xmamecross
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