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X Re v 7 S3LEd, Firepower Threat Defense 7 /3 A A Tld, &/37 v hOWKAE CIrliHEm: C
HDI FITMSLE AR T 503 BT =y 7 S, £ORTy Mty va VERAZ
CBrBiEERE D SYN /X7 v ) | ml/NA (LA OER) . Eoidar be—n Fr—r
NA (GERA AN 2 a ) [ZHVYUTLHZLICE-T, 77 AT U —VDRT 5 —=
YAPRKRAESIVET,

EE S ADBEAFEOHHGI—ET D TCP N7y ME, €FX% 2 V74 K —0b b P HHEDH
FRds %52 F 5 Z & 72 < Firepower Threat Defense 7 /34 A Z @il CX £9, ZOREREIZ X - TN
T A= AFRRIZRDET, 2L, SYNAXFy hEFHLTTZ 7 Ak SRR kv e
VEMENLT DG, BROT 7 A RASATITONDTF =y 7 (TCPY—7 U AF SR E) M,
XN —T 4 T V) a—2a b OEFELERLIGENHY T, Tk, HEHROBE T o —
L 5§ 7 v — O J5 13 [F] UFirepower Threat Defense 7 /3 A & @il 2 L E N H 572D T,
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B P 27— AU KROHA RS A LHBREE

e, BB LVERENEX 2 VT 4 T IA T ANICEET D ELET, SYN/ Yy
MItyva VEEAZRZEE L, O M REHEAR T =T EBNSNET, 20
B D%y bR 2 VT 4 T T IAT AN B BB LIRS, B SANOT R
=BT HOTIONNTy MIEREENET, L, &EOXTry " B3tX=2 V74 775
AT VAICBETDE, SNy bRty v g VEHSZAZ@IEB L T RWnzdl, &l
NAZFTZEOE RO N el Ny MEFay7sivEd, ROKE, FEFFRL—
T4 T OB ERLTESDT, TUMPULU RN NI T4 73400 R T 7400 E
I 5472 % Firepower Threat Defense 7 /31 A % i@l L TV ET,

B 1:EL—TF 1 v

ISP A ~  ISPB

Security g
appliance 1 % :ﬂ
i

/Sec:u rity
appliance 2

Outbound ?Traffic

Return?Traffic ‘ Inside
AL __netw::rk

et 1l I

Ty T AN =N = ZICIERFIN—T 4 VT RRESNTEBY, T 74713250
Firepower Threat Defense 7 /XA A Z @il T 5 Z N HHLAIL. FHED T 7 4 v 712X LT
TCP AT — b NANRAZRETEET, TCP AT — bk AR L, @HEASATOE Yy g
DML T EHEET L, @Ml ADA AT v a v aT 4 —7 /M LET, ZOHETIT,
UDP 8 OB & [k D HFIETTCP b7 7 4 » 7 PRI E T, FHEINZRXY hU—7
& —# L7239k SYN X/ | A3Firepower Threat Defense 7 /XA A2 A5 T2l TR/ S A =2
MU BTFEELRWGE, @l SR TERZ ML T D720, 203y Mty a VEER
Az LET, WoltAmBNRIZADL E, P T T4 v TITEENADA L ANRT g Uk
NANRALET,

TCP RT— b NANRRDHAA K54 2 LHIREBIA

TCP R F— k INA /INATHR— b E AR VERE
TCP A7 — b NANRREMEHT S & X3, ROKEIZY R — SN EHA,

TFV = a A VAR v ay A VAR a TR, BB NT T4 v 7 ERE D
7 7 4 v 7 O Ji M [E U Firepower Threat Defense 7 /3 A Z @i 2 LB N H D120, A
VAR g NETCP AT — b R R FT 74w 7 ICHEAENER A,
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1P 25—+ i1 5z208%E [

eSnort f VANRT L gy i A VAR g TIEHEBEREN I T AV I ERENT T 4 v N
FILT /A 2 & @il T20ENHY £4, 7272 L., SnortA > A7 g 0%, TCP AT —
M ARANRANT 7 4w 7 TIEREBPINC A RAZINER A, F72, TCP A7 — K 231 X
AEBRETDHRICNT 747 7 TR T VT 4 VK fastpath L — )V ERTETHHLEL H
DEF,

« TCP RIT3AR . WARYIHEERHIIE, TCP v —77 > A%&5 7 > & LMl : Firepower Threat
Defense 7 /31 A TITHE L ORIED BB SRV 2 b OMREITEHN ShEH A,

« TCP IEHUL : TCP /) —~F A FIIT 4 EB—T L TT,

e AT —RT)V Tz —)LF——,

TCPRT— k NAIRADHA KSA >

¥t~ o 3 1% Firepower Threat Defense 7 /31 A Z & BN HESL S D 72D, TCP AT —
RSN RT T 4y 7 RICHST DT R ATRET 4 v 7 NAT ZRET HLENRH Y &
T FAFTI VI NAT AT DL, TRA A1 TORYy Y3 JCEIRENDT KL A,
FRARA2TOR Yy Vg VITERENST RL R L ITRRY £,

TCP R F— k N IRADERTE

A¥X— k514t YR—bENBZT | HR—FrENBF | 7O LR

VR HEDSAEVR|INL R ALY (Access)

& (Any) ML FTD & (Any) Admin Access
Admin Network
Admin

FERAN—TF 4 LV TBREETTCP 27— N F v 7 B N_ARRTHITIE, BB ZITHRA
FEA Y NT—ZICORTEAT DN T 7 4 v 7 7T AEERIRESERZLTHL, P—E R
RV —%2FEHL TN 74T VTATTCP AT — K XA RAEAF—TNMILET, F
7o WL 7 4 w7 ST D57 V7 4 VX fastpath RY O —2RELTh T 74 v 7 b A
VAR g BN NRNASELNELH Y T,

NARANZE S TRy N7 OF 2 VT A PR FT D0, TOT7 7V r—var&TE
DIZFHIRLET,

FIE

ATFYTN VT 74y 0 7T AEEET DR ACL ZEKR L £,

72L& z21E. 1011110102226 DTCP b T 7 4 w0 DT T 4 v 7 7T AEEFKT DHITIE.
WO FNEZEEITLET,

a) [ATP s k (Objects) |>[ATP x4y FEE (Object Management) | %R L £ 9,
b) HBIRNG [7212RX 1) A+ (Access List) | > [H:58 (Extended) | Z88R L £,
c) [WEET 7R URAR&ZIBN (Add Extended Access List) | hZ %27V v 7 LET,
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B oo xs—r g izomE

ATy T2

ATvT3

d A7V =7 b [4HT Name) | (bypass 72 &) Z AN LFET,

e) [EM (Add) 1227V vy 7 L TL—ZBMLET,

f) 77 va AL [ (Allow) |OFFICLET,

g)  [EE5C (Source) ] VA RDTFIZ10.1.1.1 EAALTHEM (Add) 1227V 7 L., [%
%t (Destination) 1 U A h®d T2 10222 & ASILTEEM (Add) 1227V v 7 LET,

hy [FA—1F (Port) | #7 %27V v L, BREADEEFITLAR— b (Selected Source Ports) ]
UZX RO T T[TCP((6)] Z&IRLCEEM (Add) 1227 Yy 27 LET, A— FEEFIZIAN
B, IT_XTOR— 2V =357 m ha s LT TCP # BBl £7,

i) EiE7 7 2A YA K~ =2 VU (Extended Access List Entry) | ¥ A 7227 ARy 7 A T8
m (Add) 1227 Vw27 LT, L—/L%& ACLIZIEML £,

)] EE7T 78X VAN A7 =7 b (Extended Access List Object) | A 7 R 7K v 7 A
T[RfF (Save) 1227 Vw27 LT, ACLAZ 7V =7 MERIFLET,

TCP A7 — b XA NRZADOYP—E R R — L— L ERELET,

ez, TONTF T 4T TTADTCP A7 — K NANRRZ 70—/ VICERET DI,

ROFNEEFETLET,

a) [R1) < — (Policies) 1> [7 Y A HIfH (Access Control) |>[7 Y X #lfHl (Access
Control) | Z®INL T, ZOH—ERENLELT LT /34 ZZEID Y THNATNDHARY
v—ERELET,

b) [ (Advanced) 1 ¥ 7 %27V v 7 LC, [BBICxIT DB —E 2 R Y 2 — (Threat
Defense Service Policy) | D fRET A 2> (¢7) =7V v 7 LET,

c) [—ADEM (AddRule) 127V v 7 LET,

d) [Ze— VLiZiEH (Apply Globally) ] #88R LT, [k~ (Next) 1 %227 U v 27 LET,

e) ZONL— LI UTHERR LIZHEE ACL A7 V=7 & RINL T, [k~ (Next) ] %7
V7 LET,

f) [TCP A7 — ks XA X 2D A% (Enable TCP State Bypass) ] Z 3R L £9°,

o) (AT av) AARRINBEED [TA KL (dle) ] 24 LT F L ET,
T 74N ME2 55 TT,

hy [T (Finish) 1227V v 7 L CV—A%2BMLET, HEZSUT, —bEH—ER
RY—HNOBBERMEICNT v 77 RRry 7 LET,

i) [OK] %7 Vw27 LT, $y—EARA R O —IMATERTERGFLET,

)] [F£ff (Advanced) | # 7 T [f&fF (Save) 1227 Vv 2/ LT, 77&8RXA a3y br—/L iR
Vo—ZMA T ERZRELET,

N7 4T 7T ADT VT 4L H fastpath DIL— )LV EFRE L E T,

TV A NHE V=NV NIZACLA T V=l "afEATEERA, TDD, LT 4 L—
JUVIZHEED, 720137 TAEZERZET DRy N —T 7V =7 FERONHERT 20001
INTRT T 47 7T AEHEEERTAILELRS Y £,

WOFNETIX, 778A 3 bp— L R V—IlERSNTWDE T LT (v F R =31
TIZHDHZLZAHEE L TCOWET, L7400 R o—Z FEER L T ARWEAIE, R
1) < — (Policies) |1>[7 9 X HI{E (Access Control) |>[FL 7 «4JLA (Prefilter) | (ZFE)
L. USRIV —%E LET, 778X ar ba—L R o—2#Hg L, V—L&21ERk
THIIE, ZOFIREEHTEET,

. Threat Defense 4 —E X K1) o —



| Threat Defense 4—E X K1) o —

1P 27—k g K528z |

ZOFNEIX 10.1.1.1 705 10.2.2.2 ~D TCP K7 7 « 7 @ fastpath /L— /L ZVERLT 5 HlIZih -
TWET,

a)

b)

d)

f)
2)

[R1) &— (Policies) |>[7 Y X #FlfEHl (Access Control) |>[7 Ytz Xl (Access
Control) | Z8#IR L T, TCP NA /XA H—E R KR v— L— L& FFOR Y U —&fRE L
£

RN —=OHPAOT S TOLEMIZH D [V 7 0% WY 2— (Prefilter Policy) ] DV
IHI7 Vv LET,

[TV 7 4 nZ R — (Prefilter Policy) |4 A 70/ ARy 7 AT, @AY —NERE
BRI TWRWT AL R ZED Y THRY —2 RN L ET, Z ORI TIEE [0K]
IV w7 LIRNTLIEEN,

FIFNEIDT LT 4 NE R —IZTN— B BINTEXWNWD, DAZARY —
PERINTHLENSH Y F7,

[V 7 4 v% RY — (Prefilter Policy) | AT RI ARy 7 AT, a7 A =2 (&)
7V LET, 2OT7va s AlioT, R —ORENRFRLH LW 7 T3
Uy RUERITZ THRREEET,

[V 7 4% —LDiBIN (Add Prefilter Rule) 1% 27 U w7 L, ROT v 37 ¢ &l
LTA— N ERELET,

s [47T (Name) |: B2IZ & > ThM o3 WART (TCPBypass 72 &)
«[7 27 a3 (Action) ] : [Fastpath] Z#R L £ 7,

s [fHF—TxAAF TV & (Interface Objects) | ¥ 7 : TCP AT — k /XA )N %
Fa—rL )b—)L b UTHRE LIS EIREFETLHEE DT 740 O [EE (any) ]
DEEICLET, A1 Z—T A AXN—ZADNL—VEAER LT 5HA1E. DEETA v
H—T 2 A AFTV =7 b (Source Interface Objects) ] U A FD/L— VIZEHA L7
DEFRILA L E—T2AAFT V=7 FERIRL, %68%EILHEE (any) J|OFEFIZL
E3 e

s [y FU—7 (Networks) ] # 7 : [(ficr v U —72 (Source Networks) ] Y A h
12 10.1.1.1 %, [365E% v U —7 (Destination Networks) ]V & FIZ10.2.2.2 ZBML
FT, XYy NI —=0 A7V VEMHT L, EE7 RLRAZFETEMNTLHZ
ENRTEET,

o [FA— bk (Ports) ] %7 : [EIRFE A EFILA— K (Selected Source Ports) ] T, TCP(6)
BBEINL, R—rE2ADETICEMN (Add) 1227V v 7 LET, 295FTHZ LT,
TCP AR — FFEFIZRR L, TXTO (BLUOME—D) TCP M7 7 1 v ZIT/—/L)3
WHINET,

EM (Add) 1227V v 7 LCT LT 40H KU —Zb— 2Bl ET,
[f#17F (Save) 1227 Vw7 LTV I 4NZ R —IEFEREFELET,

INT, LI 4NERET AV RUEZHACTT 7 A ary ba—L R —DfREY ¢
VRUICRAZENTEET,
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B oo zos s nommit

hy 77X arhre— L R —OFET 4 RUIZIZ [TV 7 4% KU — (Prefilter
Policy) | ¥ AT 7Ry 7 ANHAPNIZEFITR>TWVWET, [OK]ZZ Uy 7 LTI
TANEZ RV —DFN Y Y T EFEZRGFLET,

)y V74N Z RV —ORVYTEER LG AIE, 7782 a2 va— L KRY —T
[fR1F (Save) 1272 VU w7 LT%@ETE%T%fLiTO

INT, WEBEZTHTNNA AERERERTEET,

TCP o —45 2V RAMD T U3 LIEDESE

AI—k 4 +€ YR—bENET | HR—FrENB K| 7o LR

VAR REDSA VR |INL R AV (Access)

f£& (Any) P AP FTD £& (Any) Admin Access
Admin Network
Admin

£ TCP ##5t121% 2 DO — 47 v 2F 5 (ISN) BNE VB TH R TEBY, 120357 94T
FCAERRSIL, B 1D — S THEREILET, Firepower Threat Defense 7 /31 A%, &Hi5
LREDOWM T THEIET 5 TCPSYN @ ISN 2 T & LML L ET,

PRI BEDRA FDISNE T VA 2T 5 2 LI L0 BORENH LUV
ISNZFHILTHLWEY a2V v 7T 50%FHIEL F9,

el RF TENAT T T NENDTID, BEIS U TTCP Il — 7 v 2% 5T &
MEaT 4 E—=TNMTTH LR TEET, RIS, 7 F MMz BTN HRILZ V< 2DvR
L/iﬁ—o

S HIOEFMERE SN T 7 AT U4 — L THIML— 7V ABRER T VL MESh, b7
T4y I IHEBTH LRV OD, TEDT 7 AT U4 =TI OBEEETT D4
LRI,

EHENDRO

e FNRA A TeBGP ¥ /L F kv FZ2fH L TWT, eBGP 7 TMDS Z{ifH L TW A4,
SUFEMEIZEY, MD5 F = v 7 AT ENET,

« Firepower Threat Defense 7 /N A A2 L B Efe D o — 7 L A 5D T ¥ MMERSRE 2 WAAS
T REERT 556,

«ISA 3000 D/N— R =7 NA RZAEHT L TOBE, ISA 3000 3T —Z /X AD—F
Tl 2B L, TCPEFIZ Ry 7ENET,
F|i§
ATv 1

N7 4wy T AEEFRT DI ACL 2B L £7°,
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| ThreatDefense +—t % K1 & —
TP o—4 o205 v seommit [

72 Z21E, EEDORARNNS 1022210FEENDTCP N T 749w I DT T4 w0 TTA
BEFRT DI, WOFEEZFEITLET,

a) [ATPxV k (Objects) |>[ATP Y FEE (Object Management) | %R L £ 9,

b) BXNG [7I2HEA )AL (Access List) | > [#i3F (Extended) | 23R L £7,

) [WEET 7R URAFEIBENM (Add Extended Access List) | RZ %227V v 7 LET,

d A7V =”7 b [4HT (Name) | (preserve-sq-no 72 &) Z AJJLET,

e) [BM (Add) 1227 Vv 7 LT —LZEBILET,

f) 77 a AL [ (Allow) 1O FICLET,

g) [EfEJC (Source) 1 VA MEZEHDEFIZL T, [484 (Destination) | U A D FIZ
10222 E A LT, B (Add) 127 VU2 LET,

hy [A—1F (Port) | ¥7 %27 Vv L, [BERFEAHDEEITLA— K (Selected Source Ports) ]
UAZ RO TFCT[TCP(6)] IR L CTLHEM (Add) 1227V v 27 LEd, &A— FEFIZAS
B, ITRXRTOR— b 2B =T 2571 haLl LTTCP ZHMIEML £,

i) [fEET7T 72 A UA K =2 hU (Extended Access List Entry) | # A 707 Ry 7 A T8
m (Add) 1%27 VU2 LT, L—/L%& ACLIZEMLET,

i) [ERET 72 A UA N A7 V=2 b (Extended Access List Object) | A 712 /R v 7 A
TI[ERTF (Save) |#27 Vv 27 LT, ACLA7 V=7 hEBRFELET,

AT9T2 TCP v —7 v AREDT U FMEEMHNT 29— A R o — L—LERELET,
Tl ZORNTF T4 w7 2T ADT o H MMbE 70— SVITEHICT 12, IROFIEZ
FITLET,

a)  [RY < — (Policies) |>[7 7 A& (Access Control) |>[7 7 £ AHIH (Access
Control) | Z#E IR LT, ZOV—EREZLELT LT AL AZEDYTHRLTWHAHARY
U—ZimELE T,

b) [FEM (Advanced) ¥ 7% 27 U > 7 LT, [BEICxHT 28— R AU > — (Threat
Defense Service Policy) | D #itE7 A 2> (¢7) %27 U w27 LET,

c) [L—DiEM (AddRule) 127V v 7 LET,

d) [Ze— YLiZiEf (Apply Globally) ] Z8&R LT, [k~ (Next) 1227 VU v 27 LET,

e) T ON— I UCTHERR LTZPEE ACL A7 Y =7 M &I L T, [k~ (Next) ] &7

Uy LET,
f)  [TCP > —7% A% HDT 4 2t (Randomize TCP Sequence Number) | DI Z iR L
£7

g) (AT ay) TOMOBERA T a v ELEIS U CRE L £,

h)y [T (Finish) 1227V v 7 LT —ZBMLET, LEISUT, L—/LEH—E R
RV —NOMERMNBIZNT v 7T RRay 7 LET,

i) [OK] %27 Vw27 LT, y—E AR =M= EFE2RFELET,

) [#£H (Advanced) 1% 7 C[fR{F (Save) 1227 Vw27 LT, 77EA 3 ta—/L iR
Vo—ZMA T ERZRIELET,

INT, BEEZTHT N, AIEFE LR TE £9,
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B »—cxxis—or—ros

H—EX R —DIL—ILD
WD NE Y 7 —E AR — b—LDFlZE R LET,

’—

SYN 75y Kk DoS HEMNLDH—/\DIRFE (TCP K1TZAE)

AX—hk 54t YR—rENET | HR—FESNB K| 7R

VAR HEDSAEUR|INL R ALY (Access)

& (Any) B FTD & (Any) Admin Access
Admin Network
Admin

WEFIN—HED SYN 87w MR A MIEETDHE, SINT T T 4 7 h—E A&
(DoS) WEENFALET, OOy MIEH, AT =747 ENIPT RLAND
RBEENnEd, SINXT Y bDOTTvT 4 U IREFEINTAEL D &, SYN F 2 —0 k7R
DR E . =S OB ERICH L T —E A2t c& {2 9,

SYN7 T o7 4 v 7 REZE DI E =GR cX 9, MR EIX. HMExes
LD TUHEIZRDN Ry =2 T HFZT L TWRWERERDZ & TT,

P O WA L S WM A 2 5 & Firepower Threat Defense 7 /3 A A XV — D7 m kb
L CT#EIEL. SYN Cookie FAZFEN LT T4 7 >k SYN ZRITx$ 5 SYN-ACK i % /£
i% L %9 (SYN Cookie DFEAMIZ OV TIX, Wikipedia 22/ L C< 72&\)) , Firepower Threat
Defense 7/3A 237 74T Finb ACKEZZET DL, 2 I7A TV "BAMTHD Z & %7
FEL, =g ETFACEET, X e T a R —xr ML, TCPRAT=AR
ERRTIE T

PHEHIR 2R ET DL, —%2 SYN 77 v NRIB)OLA#ETE 9, LEIDLL T, TCP
RATZEDOMEERZADICL T, R —OfRE2E=FT&ET, ROFIETIE, = F
V—x RO ut RTHOWTE LE T,

1R BRI

ARFET DY — D TCPSYN Ny 7 11 2 % o2 — L D RIS HIR 23R E L TW\WD Z &
EHERLET, LW IIHIEGHIREZRET oL, AR T4 7 bD, SYNK
BRI — N7 VA TERL 20 £, FIHEEH RICE D) o8 2 e+ 5121,
T—ROFE, Fv hU—7 = ORI E NI LT S0,

» Firepower Threat Defense 7 /31 A O CPU 2 7T K> Tix, &2 7 I X D28 OE S
ENRIR T, AR L OISO R RN R E SN TV OB EBR 25608 Y %
To REOEE. 73 ATRK n-1 OBMNEEG S L OWIBS A7 T L7, Z 2T,
nFZaT7TOKTT, X, ETFTAMTA4O0ATRHY, 6 SOREHERIL L4 5D
WM 2 3 E LTe s BlE, &4 A4 7 C3 oMz TcEEd, ET 10 aT
ZHERRT DIZIX, T /3A A®D CLI T show epucore =~ > F&EZ AL ET,
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ATy

ATy T2

FIE

SYN 75 K Dos Bt 5 D — iR (Tep k1723 [

RH#ET D= XDV A NTHDE N T T 4T 7T AETEERT DHIEE ACL #1ER L,
72&xE. IP 7 R A2 10.1.1.5 & 10.1.1.6 D Web V' — 2 {i#T 270D NT T 4 w7 7

T AEERLET,

a) [AFTPxV k (Objects) |>[A#T >V FEE (Object Management) | % &R L £ 9,

b) HRO [T )R+ (Access List) | > [Ji3E (Extended) | 3R L £,

¢) [EET 7 A U R NEBEM (Add Extended Access List) | RZ &7 U v 7 LET,

d) A7 TV=7 b [&wET (Name) ]| (protected-servers 72 &) & AJILET,

e) [EM (Add) 1227V vy 7 L TL—ZBMLET,

f) 77 va AL [ (Allow) |OFFICLET,

g)  [%fE5C (Source) | VA REZEHDOE EIZ LT, 4856 (Destination) | U A hDFIZ
10.1.1.5 EAA LT, EM (Add) 1%2 YV v 2 LET,

h)  F£72. [56% (Destination) 1 UV A F® FIZ 10.1.1.6 E AS LT, B (Add) 127V v
7 LET,

i) [R—hk (Port) 1% 7% 27V v7 L, FIHAIREZ2AR— DY A FT[HTTP] Z#R L T,
(50521238 (Add to Destination) 1 %72 U > 27 LE9, H—/3THTTPS £ & 48— b
SNTWDLHEAIE, HTTPS A— b HiBIML E3,

) [EiE7 72 A YA K~ =2 VU (Extended Access List Entry) | ¥ A 7027 Ry 7 AT
m (Add) 1227 Vw27 LT, L—/L%& ACLIZIEML £,

k) [HEETZ®A VAN AT7Y=7 b (Extended Access List Object) ] # A 7 177K/ A
T[RfF (Save) |7 Vw27 LT, ACLA 7V =7 MERIFLET,

MWHERGERIR AR ET D —E XA RY =L — L &R ELET,

7= 23, RSO EHZ 1000 ISR E L, 7 747 N2 L OFIRE 50 #Eticak
ETHEAT. WOFEEZFEITLET,

a)

b)

<)
d)

2)

h)

[R1) >— (Policies) | >[7 % X%l (Access Control) |>[7 % & XHlfEHl (Access
Control) | Z#INL T, ZOH—ERENLELT LT /34 ZZEHID Y THNATWNDARY
—EmELET,
[F£#l (Advanced) 1 ¥ 7 %27 YV w27 LT, [BEBIZXHT DB —v 2 AR Y — (Threat
Defense Service Policy) | D #iE7 A 2 (¢7) %7 Vw27 LET,
[L—L@DEN (AddRule) [%7 VU v LET,
[7m— iz (Apply Globally) ] @& RL T, [IR~ (Next) 1227 VU 7 LET,
ZON— U UCHERR L2 ACL A7 Y =7 R & @I LT, [k~ (Next) 1 %7
Vv 7 LET,
[#&#%% (Connections) |> [ExA#EAESZ (Maximum Embryonic) ] (2 1000 2 AJJ L
R
[7254F7 > bHi=Y) OEHH (Connections Per Client) |> [ AFEAEHS (Maximum
Embryonic) (250 # AL %7,

(A 7vay) oot 7y 2 v EALEIDE U THRELET,
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B s o5 Fpes ks L0y —\DRHE (TCP 172D

ATvT3

ATy T4

i) [#%7T (Finish) 1227 V> 7 LTA—AZBMLES, HRBEIISUT, b—NLEP—EX
AU —NOUBERMEIZRT v 7T RRay 7 LET,

) [OK]%Z227 Vw7 LT, 3—ERRY > —ITMA-EEERFELE T,

k)  [FF#H (Advanced) ] # 7 T [fRfF (Save) |22V >y 27 LT, 727kAX arhu—/L R
Uy —IMR T ERERFLET,

S

(A7 ar) TCPRATZIEDOHFHIERDO L — FERELET,

TCPIATZETIIR DA T v a v 2 LT, MeHERONEL — FBRESNET, TC
DAT v a ANUIT 7 AN MERDHV ET, TNHEDOL— N =—XIZHE2>TWDIEEIT, =
DFIEEZEM TEET,

s [L— Rk (RateInterval) |: JBIEESH Y «  RUDH A X (1~144043) . 7 7+ b
133043 CY. ZORMMROMIC, AT JMIHEOEKZ 30 [EY 7Y 7 LET,

e [/3—A K L— I (BurstRate) ] : Syslog X vt&—4RKO LEVMHE (25 ~2147483647) .
T 7 4V MI1REIZ400 T, N—RA kN bL— R E2/X5HE, T /31 AL Syslog A v —
¥ 733104 AR L ET,

s [F#JL— bk (Average Rate) ] : Syslog A vt —T 4RO L — D LEVWVE (25 ~
2147483647) , 7 7 A4/L ME 1 FEIC 200 AT, SEHL— R ERBX DL T3 R
Syslog A vt —37 733105 Z 4Rk L £,

INEDOAT Y a BT 25613, KOFIRZETLET,

a) [AFTPxV k (Objects) |>[A#T >V FEE (Object Management) | % &R L £ 7,

b)  [FlexConfig] > [T¥RX F 7T 1% k (Text Object) | Z IR L £,

) VAT ALEFEA TV | threat defense statistics D #RIET A 2 (¢7) BT/ UL
*7,

d)  EIFEEEATECXETN, [F——TF 4 K (Override) '£7 > a v &HZ, B (Add) ]
7V o7 LT, TRAAF—N—=F 4 RE/EHRTHZ Ea2HELET,

€) (Tr7vA aryra— L R —0EDETEHLT) P—ERRY —%%ED 4T
BT NAAEERL, DEM (Add) 127V v 7 LT, BREAV R MIT A 252K
BLET,

f) [A——F 4 K (Override) 1 #7 %27V v7 LET,

g) AT V=V MIUIZHODOZL M) PBERIZD, 3IZRDETHBEISC T[T b
(Count) |RZ > %27V v LET,

h)y  Lb— FHEE, S—A M L—F, BIOFEHL— ML LTI ~3DOIEFTREREE AT
LET, 7777 bOFBHAZSZEL, ELWEFRCEZANL TS Z L 2fHERLT
<TEEW,

i) [AT7V=Z bDOA—/"—=F A F (ObjectOverride) 1% A 7 a /Ry 7 ATHEM (Add) ]
7y LET,

i) [TXFAFFTV=7 hOfREE (EditTextObject) 12 A 7 1 7R v 7 AT (Save) |
7y LET,

TCP RATZEDOMEHEREZ AL E T,

TCP FRATEAE DR RHE IR A A 2029 5121 FlexConfig AR V) > — 2R ET HHLENH Y £7,
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SYN 75 K Dos Bt 5 D — iR (Tep k1723 [

[T/34 X (Devices) | > [FlexConfig] Z 3R L 9,
RV =% T TIZT A RZHY Y TTWLEAEIE, TORY v —%fmELET, FIDY
TTWRWEEIE, HLOARY o—2ER LT, WEBEZT 57 /3 ZZH B TET,
[FIH FIHE 72 FlexConfig (Available FlexConfig) ] U A I C [Threat Detection Configure] % i3
WLTP>1%227 Yy 7 LET, A7V MR AEN FlexConfig (Selected Append
FlexConfigs) ] V A MZBMEINET,
[R1F (Save) 1227 Vv 27 LET,

(A7vay) [P Ea—i%E (Preview Config) | 7 U v 27 L, WTNHLDT /A A
BBIRT 52T, RENELWT EaMERTE £,

WORBIFIZT NA RAZEEIAEND CLIa~ > RBAEREINET, Thboa~wr R
L, =X RV —BIOEFEERHOMEHERICVNE2a~ 2 RRgEnEd, 7L
Ea—DOTFIZAZ =L LT, BMENT-CLIZHERLET, T 740 MEZFEHLTW
L6, TCPRATZEOMGHERO a~ > i, RO X220 T (b3 <+5
TeDIZdITENTHWET) |

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

ATV ZNT, WEEZTFDEIT A AEELREBETEET,
ATFYT6 ROa<wy REHEALT, T34 2D CLI 7° 6 TCP (T2 EDOMEHEHET =% LT,

+ show threat-detection statistics top tcp-intercept [all | detail] : BB % 52 17 TR S 7= BT
10 DY—="Z2FRLET, al ¥ =Y — &, PL—ASNTWLTXTOF— D@
T—AuFRLET, detaill ¥ — U — NI, BEY TV T E2FRRLET, VA
T AL — MNEROMICKEOKZ 30 BT Y v 7T 570, T 744 b 3055 HE
DEE. 60 B T LICHEHEFRSIE SN E T,
(B shun a2~  REHEHLT, FANIPT RLANDEBEEZ Ty 7 TEET, 7
7w 7 ZHIERT 5121, noshun 2~ REEH L FJ,

« clear threat-detection statistics tep-interceptTCP {17515 OFEHE R ZHIPR L 7,

1 :

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs
<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)
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. Firepower Threat Defense 7/3f X% k L—RJL— FIZRTFT S

Firepower Threat Defense 7/3f X% fL—XJ)L— M ZRTFT B

\}

A¥—hk 54 € YR—bEINDT | HR—bShEF| 7O LR

VR EDSAEUR|INL R Ay (Access)

& (Any) 470 FTD & (Any) Admin Access
Admin Network
Admin

7 7 4L hTIL, Firepower Threat Defense 7 /3 A A%, b L —Z/L— MNIAy 7 E L TERRS
NEHA, FRINDEDITT IR, T AZEET 537 v N O T RERFF 2 6 5
L. ICMP ZIERREA v =YD L — MlRZIELCTLENH Y £9, ZhEfToI12iE, —
EARY == Z@EL, ICMP7' T v b7 4 —ARERY ¥ —2ffE T O 0E N H Y *
D

GE)

ATy T

Ny Mgk (TTL) 27 7 U A 35 &, TILA 1 O3y MIRey 7 ERET
N, BERICTIL ALY KE Wy haEhetESNS Y v a o TlE, B rnE
7 OSPFhello /37w heEDO—H# D 37 v METTL=1 THEEEIND 2D, 7 v Mifkiks
W (TTL) 2727 U AL b$5E, THLARAWKERARET S AEMERHV £9, T 714 v
U I AEERTDHEICIT, INOLOFEBFRICER LTI LIV,

FIE

Traceroute L' R — hZHNZTDH N T T 4 v 7T A% EHZRT HILE ACL Z1ERK L FT,

72 21E, OSPF F 7 7 4 v 7 %FB< . TRTDT RLAD NI T4 w7 7T AEBEHRTDHIC
X, ROFNEETFATLET,

a) [A7P x4 b (Objects) |>[ATP x4y FEE (Object Management) | RN L £,

b) BRNG [T AX )AL (Access List) | > [#i3F (Extended) | Z3#R L £7,

c) [EET 7t A URAFEIBN (Add Extended Access List) | RZ %227V v 7 LET,

d) A7V =7 O [4wE] (Name) | (traceroute-enabled 72 &) & AL E 7,

e) [BMN (Add) 1%2 Y w27 LT, OSPF #p49 B/ — L ZBI L £,

f) T varviE[7ay s (Blok) WEEL, [A—K (Port) |7 %27 U7 LET,
(4055 — K (Destination Ports) ] U A D FT7'm k@b LT [OSPFIGP (89)] % 3R
L., B (Add) 1227V v 7 LT, 7a ha/LEBREARY X MGBIMLET,

g) [WEET7T 78R UAR > kU (Extended Access List Entry) | ¥4 7R 27 AR v 7 AT [
m (Add) 1%#27 U2 LT, OSPF/L—/L'% ACLIZIBML 7,

h)y  [EM (Add) 127V v 7 LT, £OMT~TOHERE GO L0 — 2Bl ET,

i) 77 v a AL FFA (Allow) 1O FEFIZL T, [EEIE (Source) | & [585C (Destination) |
UZFOWG 222l LET,

i) [(JEBET 7 A U A~ =2 bV (Extended Access List Entry) | %A 7 1 2R v 7 AT[iB
i (Add) 1%7 Vw27 LT, —/L%& ACLIZEMLET,
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k)

Firepower Threat Defense 7/\f X & b L—X)L— M ZRTFRT S .

OSPF 4545 /L — L3 [T _CFFA] (Allow Any) [/V—L D EIZH D Z L 2R LET, &
G LT, =V E RTv7 T R Ry 7L TBEILET,

[JEET 7 BA UA N A7 =7 b (Extended Access List Object) ] XA 7 B IR v 7 A
T[RTFE (Save) 127 Vv 7 LT, ACLAT7 V=7 FERFLET,

ATV T2 HFHAREENOMEET 7V A b FH—ERA R —L—LZRELET,
728 21T, T ATRER I 2 7 0 — LT 7 U A v M 5ICE, IROFIEZFEIT L7,

a)

[R1) & — (Policies) |>[7 2 A&l (Access Control) |>[7 7 A HIf (Access
Control) | IR L T, ZOY—EREMELT LT A RZED B THNATNDHARY
T—aimE L E T,

[F£ff (Advanced) | # 7 %7 U > 7 LT, [EBUIXT 85— X ARV > — (Threat
Defense Service Policy) | D #tET7T A 2 (¢) 227V v 7 LET,
[v—/LDEN (AddRule) 127V v 27 LET,

[Z7m—iZiE M (Apply Globally) ] &38R LT, [k~ (Next) &7 Y v 7 LET,
ZDON— K U THERL LT HEIE ACL A7 Y = 7 F &38R LT, [k~ (Next) ] &2
V7 LET,

[T27 U A> b TTL DA%t (Enable Decrement TTL) ] %R L 97,

(A7vay) TOMOERAT Y a v ELEISUTHE LET,

[(#% 7T (Finish) 1227V v 7 L CL—ZBMLET, HEIISCT, — a2 —E X
RV —NOUBERNBIZ R v 7T RRay 7 LET,

[OK] %27 VU7 LT, $¥—ERA RY o — MR TEEZRIFELET,

[F£f (Advanced) | % 7 C[f&fF (Save) 127 V27 LT, 77X v btr— iR
U — MR T EE 2R LET,

INT, WEBEZT LT A AEEZREATE LT,

ZATY T3 ICMP BZERFERA vE—Y DL — MREZHERC LT,

a)
b)

¢)
d)

e)

[T/31 R (Devices) 1>[FTF5 v kT +—LKRE (Platform Settings) | 23R L £9°,

RY =T TIT NS AZED B TTODEEIT, TORY v—afmELET, HIvY
TCWRWEEATEL, #H LU Firepower Threat Defense 7°7 » b 7 4 — ARRER U o — & VERK
LT, BEZT 573 AZED Y TET,

B 5 [ICMP] 23R L 77,

[L— F#IFR (Rate Limit) ] % (50 72 £i2) ¥ LET, [/S—A b %14 X (Burst Size) ]
EA SRR W), EBRTE £,

ICMP/V—)V 7 —7 WL, ZDOX A7 IR/ D T, ZEOFEFIZTHIENTEET,
[fR7F (Save) |27 U w7 LET,

ATy T4 T, BBEZITHT A AEEEERTEET,
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H—EXRY—DEZZR)YT

TNRAADCLIZHEHA LT —E AR —BH#EOEHREZE=F TEET, KIZ, [HFlea~

v REWLSO9vRLET,

* show conn [detail]

e FR L ET,

FEMTE L, 7 7 7 2 U TR B ORI E 2 R L E T, T2

EziE. o) 79 70%, TCPAT— b XA NRADOKNBTHDLNT 74 v 7B - LET,

* show service-policy

Dead Connection Detection (DCD; 7 v REEif) OFGHEREZZLV—E AR > —0D

MAHERZ R R LET,

* show threat-detection statistics top tcp-intercept [all | detail]

W w T RSN L 10 = "2 R R LET, al F—U— R, hL—2ENnT
WDHTRTOY—NROERET — 2 2RI LET, detail ¥—7— RiL, BRES TV 7
T—HEFRRLET, VAT AFL— MNEROBICKEOHEAE 300V 7Y 7T 5HT
D, T 7 D30 RO E. 607 EICHEHERPIESINET,

Firepower Threat Defense D H—E X /K1) > —DEFE

NnN—3v
BEHE (Version)

Bl

Firepower Threat Defense D4 — £ & 6.3
RY—,

Firepower Threat Defense #7 7 A 2> fr—/L RY o —D
BERA T a rD—HE LTRETEDL IRV L,
Firepower Threat Defense h—E A AR U > —Z i H L T, $ED
N7 4T TR —EREEMT O ENTEET,
YPR— F ZILTVDHEREICIEZ, TCP A7 — | /34 /XA TCP
V= U RF G DT B DM 3Ty b TOLFE A RERF ]
(TTL) DEOBSY, 7> NEEwiRih, 77 4 v 7 77 AT
EBEOT T4 7 b T L OfEEReE K UWIHIRERE D i KOl
FROFE, W1, ~N—7 7 m— X, BELOT A PV
BDZA LT 7 MR ENRH 7,
Bl ;o [R1) — (Policies) |>[7 27 Al (Access
Control) |>[7 %7 £ XH%lfil (Access Control) |, [FfiH

(Advanced) ]# 7', [ThreatDefense —t A 78 U — (Threat
Defense Service Policy) ],

PFR— RSN TNBFT »~ N7 4—214 : Firepower Threat Defense
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