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Rule Header

( alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS §HTTP_PORTS )

Rule Keywords and Arguments

(msg:"WEB-IIS newdsn.exe access”;
flow:to_server,established; uricontent:"/scripts/
tools/newdsn.exe"; nocase; metadata:service http;
reference:bugtraq,1818; reference:cve,1999-0191;
reference:nessus,10360; classtype:web-application-
activity; sid:1024; rev:10; )

272214

N—NDFTartrrasid, HyaTlHENEs P arThd I EITERLTIES
W, BAN—IV T HAiE BT X AN L= VDR E KT AT VA A —T =
A AZEHATVET,

BAIL—IL Ny S —
TARTCOEHET XA N L— L BLIOEFEA T2 b L— Lz, RNT X —F LB ¥EETe L —
SNy X—=RNH 0 ET, L= Ny X —OREREREZLU IR LET,

Type Source IP Qperator Destination Port

. . : v

(@lert tcp SEXTERNAL_NET any -»> SHTTP_SERVERS SHTTP_PORTS )

t t t

Protocol Source Portl Destination 1P

37215

WDFETIE., ELONL— Ny X — DI O TE L E T,

R1:L—IL ANV EF—DIE

=LAy SE—Dar | {EDOH HEBE

R—R2 b

BelE alert rU T —ERZZAAL R b EARR L FET,

A=RN=Y% tcp TCP N T 7 4 v 7 DHET A LET,

EETIPT FL A $SEXTERNAL _NET NER Y BT —27 BICIEIE LZRWR A R b
EONTERLN I 747 BT AN LET,

REAR TR — | e RAETAA b EOEFOH— FPHELNT
b T T4 BT ANLET,

T -> (ZDxy hT—27 ED Web H— T A7)
) MBI T T4 I BT ARNLET,

564 1P 7 KL A SHTTP_SERVERS S OWNER Y R —2 EO Web H—r8 & LT
BESNIAEEDORA MIESND T T 4w
7T ANLET,

gaL—LzF«42 I}



BAL—LIT14 |

. BAL—IL~AYFE—TFo Ly

=LAy SA—na 2 | EDH HaE

R—R2 b

56 Je R — b S$HTTP_PORTS ZONER Yy hT—2 @O HTTP A— hZ
bNDONT T4 %BTARLET,

GE)

AR OFITIX, 1ZEAEDRAN—ADEE LFRRIZ, 77 4V MEBEPEH SN TWET,

EELEY D
¥ > b

‘E}Jv—ﬂﬂ\vﬁlf77i/3>

BN—b sy X —ZiE, Ty b= E M) —L UTEH L E IV AT A TfThi
577/3/%?ET5A7X EWN1IOGENTWET, 77 a D alert \IZERE S
N—iE, FE MY =L LTHEMA LNy MEHT DIRAAL R MEARKR L, ZOR
o NOFEMER IR LET, TV v a B pass ITRE SN L—LiE, Fk Y H—
ELTHERLEAY Y MCET A X MEARET, 207y FOFEbREE L EEA,

GE)

A TA VERIZBWT, L WREN[Fr vy 7L TA X M2 T % (Drop and Generate
Events) ] IZFXESNIo— i, g U H—& L TEH Lt/\ﬁ v MIXF 2R AA N
Y hEAERLET, o, Ny T RACTEEL—LVEEH LA, v—3 T 7 — b
J—v e LTHREL £77,

FITF IR TIE, RRA V=N T T —h =L a2 F—_"—F 4 RLET, "R L—LEEK
THZET, 77— M= ZHHITHRDOVIC, RNRANV— LV TERINEEE-T
Ry RBRREDIRMCTT 77— M b= MU H—EL LTHEA LN L 2EETEET, &=
& xIE, =—¥ "anonymous" & L C FTP — v /A T 5T MK T HNL—NET
%47@&& ﬁézgﬁkékbiﬁ 7272 L, 128 EOERZRES FTP I — 303 % > b

WCIFET D BE. 0L R EDY — " TELAZ—VPITL W RPIDNL—LN R Y H—
kbfﬁ%éﬂ&w &%? ET DA N—VENER L, T2 T4 712T D ENTEET,

BAN—IV 2T 4 X T, [T7ar (Action) | UA DL L—)L XA T HEFNLET,

BAL—ILAYSE—T0Ora)ll

BN— I~y B —T, V=V IOVBEIND T 74w oD T7 0 baliiEeEd 320813 H
DET, WOFy NU—27 o halrzpirasd LTHEETXET,

« ICMP (Internet Control Message Protocol)

AU H—xy hTr bhai (IP)
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N

GE)  7a bardipllRESNTWDIEHE, VAT AIHRAL—IL
N~y X —NOKR— NEZRETMHL 7,

o [EEHIE~ 2 k=2 v (TCP)

ea—W F—% 75N 7o kha) (UDP)

TCP. UDP, ICMP, IGMP 72 &, IANA IC X » TEIV B THN-TRTOF 1 a2 /Lifmsd
A%, Farar 47 LTIP #HHLET,

GE) HAEDEZA, IP XA 02— FNORD~y Z— (TCP ~y F—7/p L) TR¥Y—2RETD
N—VEAERT 5 Z LT TEEHA, DV IC, KFEICTa—RFEhi7 e harvhprbars
VYRANMMEY ET, REEL LT, =L AT a B HEH L TTCP~y ¥ —HND/ N —
VERAETEET,

RAN—L =7 4 2T, [7a hzajb (Protocol) | VYA b 7a han ¥4 7L E
o

EErEYY
BANL—L N~y Z—Fa kal (42—)
BAIL—IL Ny SE—DHMHE

N— K DRBERNBRE D Mt _RE W\ E, L— L~y X —NTHRETEET,
DIToEIZ, FNob0F 7y a a2 RUTHVET,

R2:INW—ILAYE—RAOAERF T3>

FRATE I ILE | TR AR

Fam: FBEINZIEEILCIP T RLADGIEE SN IP 7 R LRI b
T 747 DI

M7 1) BEINZIEFILIP T RLVAREHIP 7 R RO ERBEIT5 T X TD
NTT 4T

BAIL—ILAYE—DFEETEREDIP 7 LR

Ry MREDOXG %, FFEDIP 7 RUANLREIE SN ATy FERIIFEDIP T FLA
WD 237y MTHIBRT 5 & VAT ANRFATLRITNITR 6037y MEREO &Y
9, 6T, A=A LD AR L, EEILBLUSHLEIP T RLARRED LWEEEZ R L
TWRWWT Y MIRFLTL— AR Y H—& LTHER SN D ATREMEZ 72 < 38, s b
nET,

gaL—LzF«42 I}



BAL—LIT14 |

B ar—ror7rizomx

Bk

VAT AIIPT RLADRHERFR L, FETLSEHLEIPT FLADKR A MM EZ T AT A

BANV—IV T 4 XD [EETLIP (Source IPs) | 7 4 —/b K& [585E IP (Destination IPs) ]
TA4— /L RT, EELBLOSEDIP T FLAZIEELET,

FEUET 2 2 b L— )L OVEREIFIZIE, MBS U T, S EXFERGETIPVET RLALIPV6 T
RLAZEECTEET, B—DIPT7 KL A, any, IP7 KL A U A, CIDRFi., L7 4
I AR, FE3Ry NI ERERETEET, MA T, 1 DOFFEDIP T KL AETIX
IP7 RLADEY NERINTHEIBETEET, IPv6 7 RLAERET 5 L 21X, RFC
4291 TEZRSINTEEOT FLUABRERAZMHEH X £,

RAIL—ILDIPT7 FLADEX

WOKTIE, FETEWEDIP T FURAZRET DS EIERTEZERILET,

RIEERAEKLIPT FLADEX

A

EBEYT HEH FRTLZTa4ILE 151
FEEDOIP T RL* 1175 .
1 OOEEDIPT KL I|IPT KL A 192.168.1.1

[ CL—/LNIC IPv4 & IPv6 DEELT R LA Lgide T | 2001:dbs:rabed
L AZREZIERNTL XN,

IP7 RLADY Rk

BROIPT FLAZ L ~TRYIY . Fhia Kb v [192.168.1.1,192.168.1.15]
(r1) THTe [2001:db8: :b3ff, 2001:db8::0202]

IP7T RLADTa vy

IPVACIDR 72 > 7 F7-1ZIPv6 7 KL A L7 4 7 A5 |192.168.1.0/24

it 2001:db8:: /32

HED1SDIPT R
LVAELIEZT FL A
v &R TRT

2 1192.168.1.15

U

ERTAIP T RLAOFNCATF D 1]

12001:db8::0202:b3ff: fele

HRED 1L Eo 1P
T RLAZRLS, IPT
FLzx7wav 7Nt
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T RLR 7avy 7%z, BT RLADOY X MFE/iL | (10.0.0/8,
jftljy»ﬁ 110.2.3.4, !'10.1.0.0/16]
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Ty MU — I BHCRE
BENZIPT FLX

s ThiE 2 KCFOERAL $HOME_NET

7Y Tt yY—iE, BFAL—LTHEDNL TN R v
N — 7 B CTERZRSNIZAA b EITEREYRIC, A2 b
R H—TEXBHZLITEELTLIEE N,
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BAL—ILDIPT FLADHEX .

fHEY HHEE

FRETEHIT14IL4E 151

LA

IP7 RL AL CES
N7 FL A%
<, TRTHOIPT K

KLFEOERAL DI 15 HFHT 5 }SHOME_NET

LIFOBHATIE, WSONDIP T R AANTGIEZET 28 NE Rz L 3,

FEEDIPT7 FLAR

fEBED IPvA F17131Pv6 7 L A% 57T lany] EWIHHEL L—ILOEEILCIPT FLAE
ISP 7 RL AL LTHRETE T,

7= & 23X, IRDON—/LTlid [Source IPs] 7 4 — /v K & [Destination IPs] 7 4 —/L K C5|#% any %
LT, AEED IPv4 £7213IPv6 DIXE L E 72T T RV A &> » b 237l L %
7

alert tcp any any —-> any any

7o, FEEDOIPV6 7 RLRAZ RO 0 ZIFEETHILEHTEET,

BHOIPF7ERFLR

WOFNTRT LT, Do~EFoTEBOIP T FLAZRGIY . 7> 3T, FELRY
A RNEREyaTHIeZ &I, HBDIP 7 FLAZFIFETEET,

[192.168.1.100,192.168.1.103,192.168.1.105]

IPvA T RL AL IPV6 7 RLADWTNINTET2FIET 2L b, (EEICHASDE TS
HZEHTEET ROKIESR) |

[192.168.1.100,2001:db8::1234,192.168.1.105]

RIOYZ7 b7 VY —ZXATEIPT RLA URNEKRDy a THLLENRHD F LM,
BAETIZIINDBMEATRNWZ LICEE LTS, 7, 7Y ar T, VA NEANTS
LEIE D U~ DOHIETNIRICAR—RAEZEOH D ENTEET,

GE)

MEY A NI, KAy a THDLERD Y £,

F7m IPVAY TALV A RAAL IV —T 47 (CIDR) FHEE7-1XIPv6 7L 7 4 7 AR % ff
HALTT RV A 7ay 72 BETHZ b TEET, WICHlZRLET,

«192.168.1.024 1%, 7% v A  255.255.255.0 ® 192.168.1.0 % >~ b U —27 ND IPv4
T RLRA, 2%V 192.168.1.0 ~ 192.168.1.255 #+85E L £ 7,
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P7FLRADEE
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lany)] ZEHTLH O EE LTI,
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IP7 RLAIC—FHLET,

FPRAYICE T any RS (negation) & [FAIRFICHEI CTE RN LITIERE LTS Z &V, any
ZRRSMNT oL T RLRRL) ZBRT D2 LICRD £T,

EErEYY
2ty b
BAIL—IL ANV FT—DEETE L VIEER—
BANLV—IV =T 4 XD [EF7LA—F (Source Port) ] 7 4 —/V K& [38554— K (Destination
Port) ] 7 4 —/L R T, XETBLOSELER— MEEELET,
BAIL—ILOR— FEX

Firepower System CTlE, FFED X A 7O EFEH LT, — ~y X —THEHAINHK— K
BHEEERTEET,
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<TZEvy,

'[20, 22,
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ROFIT, B FTREE LR L £,

R 4R EAEUEAR— FEX
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1 DORFEDR— b N— hE T 80

N— h OHiPH
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XXV /SN TRTOR— F
Il OO EDFR—MZHELW, £ | R—= b FEOBRAIIE v aZfHiT? so_
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1 DORFEDOR— NEITA— b [ BETHEHEITIE, A—F, A— K URA M A— i 10

FPHER< . TRTOE— |

DORNCF 2T £,

BWEDR [R=F2L] 2R 3HEEROT, T NTOR—
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H— MR CERSNATRTO
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BAALARY FEEM

FEUED T X A N L— LV EERRT 5 & X213, — ATz 2 aA FNITEMMT o355 L 72
HMEFHTEIC OV T O TH A MEREEOH DL ENTEET, T, WEIHET —F =2~
DI S EEZDTZ BN TA RN MIRET DT 74 AV T4 2 ERLIZVTHI LD
TEET, TTIVAMIMAXRV N2R#ESTDE, 20T TAF VT4, =27 A7 A b, BX
OBEFI DX RIZHONWTOIEHREZ T ICAFTEET,

A=

W=D T=HFHIA =V LTRREND, BRODHDLTFA P2RETEET,
Ao kEite L LV THERITZ RN T D5 & o T e VE ORI 29 SICEREC
EET, v a (1) RS, BIFARMEEOFEEASCI X FEMHATEET, 2T A
E. Ay =V RREREHATH D5 Z IR FRE £,

= Ao —VOREITMEATT, £, ZHXLTOHR, 1 DU EOFIHGOHR, 1 DLk
DT HRA BT 4 DI, HDHWIIZEALT/BIRETHARA a7 4 2T OMBEDETA vE—
VEMERT O IITEEY A,

RBANV—=IN ZT 4 ZTAR N Ayt —V&ERTDHITIE, [AvE—Y (Message) |7 14—
IWERIZANRV N A=A LET,
4>#8 (Classification)

N— T, AR ROy FRRICED DBBERNFEEETEET, ROKIZ, £ T
NOGRDART L FETERLET,

RE5IIL—ILDHE

&S (Number) |7 %84 BTLL]

1 not-suspicious RETIIRWNINT T4 07

2 unknown KA N T 74w

3 bad-unknown BERARREOHD VT T 4 v
4 attempted-recon HHRIR 2 VT En=

5 successful-recon-limited TEMIR 2 V0334

[6] successful-recon-largescale | JCHI 22 (B R % W

7 attempted-dos Y= REENRRITIN

8 successful-dos P— B REG A

9 attempted-user a—WPREDOERNRIT ST
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grr~vrizm ]

&S (Number)

DB

B

10 unsuccessful-user —YPHFHE D E N SRR L7

11 successful-user o— P EENE D BT LT

12 attempted-admin EHEHEOESNFITESNTZ

13 successful-admin PR I E D JE R T R

18 rpc-portmap-decode RPC /7= DFa—FK

15 shellcode-detect EiTA[fEa— R En7-

16 string-detect Seo LWIUTFFI R & e

17 suspicious-filename-detect SHhLW 7 7 A NVADRRRHE I

18 suspicious-login SEhlLnWwa—VL4EEH L0 7 A BTN
sz

19 system-call-detect VAT A a—)mHE T

20 tcp-connection TCP B &7z

21 trojan-activity Iy NT—7 huaAfORENEH I

22 unusual-client-port-connection | i@ 5 & |Z B2 A R— 2T T4 T FHMEH
LT

23 network-scan Xy NU—27 ZF% vy O

24 denial-of-service P — b R EE W E O

25 non-standard-protocol FEHET o haLEITA N PO

26 protocol-command-decode — A7 e ha) avw s R Fa—R

27 web-application-activity Megg 72 aletE D H D Web 7 7Y r—3ra s
DT 7 A

36 web-application-attack Web 7Y r—3 g IR

29 misc-activity FOMDOT 7T 4 ET 4

30 misc-attack F DMK E

31 icmp-event — %972 ICMP A X b

32 inappropriate-content R NENHRE SN

33 policy-violation TS A R —(2ED M
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%S (Number) |72%E4 EREA

34 default-login-attempt FIFII FNDOL—PFL L RZAT— RN BHr
7 A RAT

33 sdf W7 — 4

36 malware-cne BERMO~LT 2T a~r REHIE T 7 4 v
7

37 client-side-exploit BEEND 7 Z A 7 > MMl exploit 381 T

38 file-format BEEIOER DD D 7 7 A VETNLT 7 A V—
APDxTY AT A k

HWRE LDEE

EF LN — Lo TERENDAXRY Oy "FRRIDRORNEE L > E W AZ~ A R
TAMEND DAL, DAY L EEERTE £,

515 B

SO, 40 LFEBA LT EMMT DL, ~—
UL KR ET, <o\ s, XTFBLUZEA
XLFFYPR—FENTHEE A,

SHEOBB, #EE AR—AEEHTXET,
<> ON'es; XFIIVR—FENTVER A,

[(7ZA4 A YT 4 (Priority) ] [ (High) 1. [ (medium) ], 721X MK (ow) 1.

ARELTZAF )T«

F TR TIE, V=L DA X NENONAL—AVDTITAF VT 4 NIRELET, 7277 L,
priority % —U — RZ/L—LZBMmL, &, T, FRMEO T I A4 4V T 4 ZBRTHZ L
T, = VONHERER FEXTIZENTEET, 2L 2IE WebT7 7 r— g VI
ERHTHDN—NCE T TA AV T 4 28D B THIZHE, priority ¥ — U — K& /L—/LIZEM
LT, 7744V 7 10 LT[E (high) | Z8RLET,

HRE LSHR

reference ¥ — U — R&EFEHT B &, A2 MIBET 4 Web 1 FCBIER~DS M %
BMTEET, ZREZENTLE, 7FHU R MNIBRIEREZT IRHATE 720, X7y b
W= h ) T—& UM LIZBE B 28 ET 2 DI L £, ROEIZ, BEMOT 7 2
TuA FRUBEIZONWTOT =X 2T 2B AT L2 W< OR L ET,

B BAL—LIFa%



| BAL—LIF1%
grr~vrizm ]

R 6:SMBRERA R T L

SRTLID SBA ID DI
(System ID)

Bugtraq] ~X—
bugtraqg [ & q] 8550

[Common Vulnerabilities and
cve o s CAN-2003-0702
Exposure] ~—1/

[McAfee] ~—
mcafee 98574

Web ¥ FZ M

url www.example.com?exploit=14

Microsoft % = V 7 ¢ {4
msb MS11-082

[Nessus] ~—
nessus 10039

TXF 2T Web 1 MR

secure-url intranet/exploits/exploit=14

(https://...)
'fjfjf%'ﬁ@”t ﬂ? =7 Web ‘ﬂ'/]) }‘ T secure-url %‘f{%
ATELZ EIZERLTLLIESN,

ROEHIZ, ZRIEZAD L TEREBEL£7,

id system,id

ZZT,id system|EIF VT 4 v 7 AL LT SNVS AT A idid BugtraqID, CVEZE &,
Arachnids ID., F£ 721X URL (attp://72L) T,

7= & 21X, Bugtraq ID 17134 [ZF2# X 41TV 5 Microsoft Commerce Server 2002 H— /3 ED#FEG
INARAMaFaE R FRET D12E, ROEE A LET,

bugtraq, 17134
SR AV —VZBINT 5 & X2, IROFITHERLTLEI N,
c N DBAIZANR—=AE AT LN TL IZEW,
« VAT LD ICRILFEMEH LN TS ZZE N,
BErEYY
AL LGEOEBEM (14 X—)

A MESRIBMLOER (14 =X—)
A X hBROER (15 =)

gaL—LzF«42 I}



B =x52950em

BAL—LIT14 |

HRAAZ LS FEDIEM
RI—bF S4+t |HEDSA LR | HH— FEhEHT|HH—bEnd F| 7o £
~ A AR A (Access)
P PRk & (Any) £E (Any) Admin/Intrusion
Admin

ATy

ATy T2

ATvT3
RTvT4
ATvTH

ST RAAL VRBTIE, BUED RAA VTR S NI A Z DNV AT L TERRSVE

B

NS OSFEIIE, BEREE
IRENETN, IS OHKEITITERE L

A==

X AE

H L EFRB I OHRET DITIE, £D RAL AUV ERET,

FIE

TEET, B FAAL TR S NI A2 DB R
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R VIZ [HFEDOFRR (View Classifications) | BFR I NHEE

Thh, REEEETDMHERNDH Y £ A,

ZAA X MM (10 =) @

B (Classification Description) ] Z# AJJ L ¥ 7,

[ESERE (Priority) | Ry P& U R RSB OEREZEIRL £,

GEA (Add) 127V vr LET,
[527T (Done) &7 Vw7 LET,

ANY MESRIBLLOE %=

BRENTIA A A T8 L

FLHCHEVY, [903E4  (Classification Name) | & [ FEDHL

RDBERY
o — )VOPERRE T IIRE Z R 9, FEICOWTIR, FHL— L OIER (17 2—Y)
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W=V T =B R—=ZAEKERBE LT, —BEHTHTRXTOL—AZRLET, FiEIOT7 ¢ V2
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MZEDLLT, VA MNOL—LVEZRETEET, £/, X—VYDOar7TFA N A=a—0D(F
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bugtrag
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FUTREDA VAN v a VR FATT 120D — U — FRYHR— PSR TOET,
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FRLCay T Y ERATEEY, F—U—FNEohTl6ta T Y &2 34 7307 ()
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DX T a0k protected content F— 7 — FORETIIHR—FSNEEA,

ASCIL XLFHTar T oY —HERETH & S ICRLF/NLFOXRG 2 BHES 5 XL 51—
TUVUIHERTEE T, MBTRLTFE/NLFERPIL2WNWE ST DHITE. 2T Yk
FROFEERFZ [KXF/NLFDXR] 72 L (Case Insensitive) | 4 12 LET,

Hash Type

GE)

ZDOAFA T a Uid protected content ¥ — U — R TODHRETEET,

[N XA (HashType) | Ku v 7 HA 0 2 LT, REXTAHIOT a— NI H
éj’bfi/\“/ v B@ﬁ;&ff%&ﬁ; L/i‘d—o protected content *ﬁ%’?i?ﬂ@/\/“/;ﬁfﬁ& LT\
SHA-512, SHA-256, BLUMDS VAR —hSNTWET, IR LIy a2 ATy
ValNlearT oY ORIV LEWGSE, VAT ATV ERELER A,

HEIIZ Cisco BREDT 7 4 /v MENEIRINFE T, [T 74/ b (Default) ] 2NBIRE N5
fy —VIZEEDO NNy v 2 BIEE N T, SHASSR2 Iy v aflBTchr L RS E
7,

Raw Data

[raw 7 —%4 (RawData) | A7 > a v &HT5HE, L— =P U0F, Bz~ A
n—RTF—% (X hU—=IH/R) =l »TTFa—RE&NET—4) 20+ 5R0c4
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EErEYD
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N
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T 7N bOWSIE, Ty FOREETHFE] T,
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7e9a. SR DAL ML ED £7,
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BHiGT 534 MLEN /ST > NOSEERN AN D RN H D 3, FEERIC i/\#/ 2R
NA S ORBERFIGSNE TN, HETII Ty FOSMUDO A MEBESNET, 7-&x
. X7y FNOBEDOENSE 5 34 N T, kO T2 )b—)L 373 3 > T distance
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F T a N IS ICREEINE T,

F 7 4L FOEHETI0OT, ZHIIREZEOI LT Y —BOBO Ny y NNOBIEME L WO &
1 G
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GE)

TOF T aiE protected content ¥ — 17— R ERETHHEICDH Y R— I FET,

Lengthprotected content ¥ — U — K A7 3 E, Ny o SRLTWVRWVREITIIORE X
A FELTRLET,

& z2E, 2T Y samplel o TEFaT Ny v a2 AER LA IZIE, Length fE &
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T7FHNNOF Ty ME0O T, ZiUINTy NOXEHZERLET,

Within

GE)

DA T a K, content F—U— RERETHAHE/ICOAI T HR—FENFET,
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[ROFPHN (Within) ] DF 7 4V 8T 37 hOKRBEE THRE] T,

BLZE . HTTP content & & U\ protected_content +— "7 — KD 5|4

HTTP content & 72/d protected content ¥ —TU — N A7 a3 V&4 % &, HTTP Inspect 7
V7t HilloTCTFa— RENZHTTP A v E—VNO—F a7 Y 2 RETHE %
FBECTEx £,
WD 2ODF T aid, HTITP IWEND AT —Z A 7 4 — )L RERBFELET,

« HTTP X 7+—4 X a— K (HTTP Status Code)

« HTTP A T7—%A2 X A vt— (HTTP Status Message)
N—)b TV AT RIMTOEREEN TR NWRTFT—F 2 7 4 — )L REBRZLETN, 22
TiE., fi> RawHTTP 7 1 —/L R E FHUL EN7Z HTTP 7 o —/V REPEHT 2 BRICE BT~ &

HIFRIZ DWW T OB Z @IS T 272012, 26047 v a URINEIZPIZEI N TWNWD Z &Iz
EELTLLEE Y,

WDSHODOAT T a ik, BEZGE U THTTPER, 8%, FHI3F0@ S0P CTERIL” 4 —
IVRERRLET,

« HTTP URI
« HTTP # Vv  (HTTP Method)

« HTTP ~ %' — (HTTP Header)

* HTTP Cookie

*HTTP ¥ 54 7> b "7« (HTTP Client Body)

WD 3HODOFTF a0, BEIZSE U THTTP 2k, I8, F03F0WMFOHETHRIMTO
(EHLEN TV ERTF—H R 7 40— )L RERBZLET,

« HTTP Raw URI
« HTTP Raw N 4 — (HTTP Raw Header)

« HTTP Raw Cookie

HTTP content A7 ¥ a VEEIRT DAL, IROTA RTA - TLIZEN,
« HTTP content 272 a L TCP b T 7 4 v ZIZOHWMAENET,

¢ NT = VAN T B0, HBE L2y T Y RHET 3RO H B
A o=V BRI L T TZ& W,

gaL—LzF«42 I}



BAL—LIT«4 |
. HEE : HTTP content & U protected_content ¥— 7 — KD 3|3

ez, vav BT I— b AveE—VOHREDILIITKE/ cookie S NT T 4 v
IZEFENTWA EREMED B B854 1%, HTTP cookie TIiZ72 < HTTP ~v ¥ —DH THEED
AT UV ERBTHIENTEET,

« HTTP Inspect 7 U 7't v HOIEHULBEREZTEH L, N7 4 —~v U A% m ESH 51T,
VERK T 24 _Co HTTP B — Loz 72 & 1 DD content F 721
protected content :"\"—‘ U — ]\%éu\&)\ %ﬂ&:;ﬁ' LT HTTP URI\ HTTP Method\ HTTP
Header, % 7-/X HTTP Client Body 4 7'> 2 > AR L £,

* HTTP content £ 7213 protected content ¥ — 17— K FT v a s EHAEDE T replace
F—U—FEEHT5ZLIXTEEEA,

HM—OEFEHLENT-HTTP A > a v ERIIAT—F A 7 4 — )L REFEETEXET, F7-13%.
BEDOIERILHTTIP A 7 v a v E AT —H AT 4 —)L REEEICHAGDE T, a7 Vi
WE~yF U IMBICTL b TEET, L, HTITP 7 4 — )V K47 v a V2RI
LA IR OHIRFEIZER LT ZE0,

[il U content F£721% protected content ¥—7— KNT, RawData 47+ 3> & HTTP A4
Tva e —fIERT LI LIFTEEE A,

RawHTTP 7 4 —/V K A7 v a v~ ([HTTP Raw URI], [ HTTP Raw ~ v 4 — (HTTP Raw
Header) ]. F 7213 [HTTP Raw Cookie]) & . ZHNEAUTxIGT DIES b4 7 > 3
([HTTPURI], [HTTP~~ #— (HTTPHeader) ]. ¥ 7-/%[HTTP Cookie]) % il U content
EJ e protected content F—U— I\P‘?“C*%%&Cﬁﬁﬁﬁ“é ZLiITEEE A,

Use Fast Pattern Matcher 2. XD 1 DL EO HTTP 7 4 —/V K 7> g v ALY
TERTHZELIITEEEA,

[HTTP Raw URI], [HTTPraw -~ % — (HTTP Raw Header) ]. [HTTP Raw Cookie]. [HTTP
Cookic]. [HTTP A ¥ v K (HTTPMethod) ]. [HTTP AF—% 2 A »&—3 (HTTP Status
Message) |, [HTTP A7 —4% A =2— R (HTTP Status Code) ]

220, ROWTNDDOIEBYLT 4 —/v REREET DIDIEE Y — v~ THREZ i
HT % content 7213 protected_content ¥—U— T, kot a ‘/%é\&)é Z
EWTEET,

[HTTPURI], [HTTP~v % — (HTTPHeader) |, £72IL[HTTPZ 74 7> s AT 4 (HTTP
Client Body) ]

7o & 21X, [HTTP Cookie], [HTTP Header], ¥ & U [Use Fast Pattern Matcher] % 8&4R L 72355
A, b=V =2V X HTTP cookie & HTTP ~v 4 —Dffi a7 oY B LET
W, Y — 2~y TREREIE HTTP cookie TiE72 <, HTTP ~v &4 — IO Al S E
TO

IR & A7 v a r EHIRR LA T Y a v EFA LGS, Bl Y — < v TR,
BEINEHIRRL 74—V ROBERETHZET, BAL—LZT ( ZITV—VEE
LT (HIFRFTE 7 40—V FOFHEZE L) ERBFHIEIT O NENE I DERELET,

B BAL—LIFa%
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HTTP o > F >*J & protected_content ¥— "7 — KD 5|4k .

EELE YD
content & — U — RO FHHNNK — 0 < v FHEREDSI1E (40 *—)

HTTP o > 7 >V & protected_content +— 7 — KD 5|4

\}

HTTP URI

EAEESNTZERURIZ 4 —/V RNTar 7Y —HERZET DL, 2047 v a v aER
L%,

ZOF T art pere ¥—=U—FROHTTPURI (U) A7 v a vz —fEHALT, MLar
FUVEBRBTERNWI LITERL TN,

GE)

\}

INA T T A AV I Lz HTTP RN MIEEE O URI A& F4TWE S, [HTTP URI]
PDIERENTWDEES. A T T4 VRS NI-HTTP ER v F &L —L = P U 23k
THE, FONry NAOTRTOURI Ta 5oy —RpmBEIhET,

HTTP Raw URI

EHEILENF-ERURI Y 4 — /L FNTa T oY —BE2RBETHITIE, Z0OF 7> a o 2ER
LE7,

TDF T ard pcre ¥—U—ROHTTPURI (U) A7 v a2 —#ICEHLT, ALz
FUVERBRBRTERVWILICEELTLIFE N,

GE)

RA T T A B EFL7 HTTP Bk X7 » MZIEEE O URI A& TV E§, [HTTP URI]
NERENTWBIEE. AT T4 VB E NI HTITPE R N7 v b2 L— L o DU 3
TEHE, FONRT Y FHOTRTOURI Tary T oY —HEBPmRENET,

HTTP AV vy K

(URI TFEEBNEN DY V—RIZH LTITH GETRPOST R EDT /L a v 2 EET5) Bk
AV R 74—V RNOa 7Y —HERBTHIZIE, ZOF T ar2@RULET,
HTTP Header

HTTP ZRIND (cookie #FR<) EHUbSNTe~y H— T 4=V RTarv T oY —BERHKET
HITE, ZoA T a s EEBRUET, £72, HTTP Inspect 7'V 7'ut v % [Inspect HTTP
Responses] 47> a U IMTNC 2 > TV B HEAIISENTOREBE SN ET,

DX T arkpre XU —RKOHTTPRHEL H) A7 vara kAL T, L=
VUV ERRTERNWI LIIEST LT E XN,
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BAL—LIT14 |
. HTTP O > F >V & protected_content +— 7 — KD 35|k

HTTP Raw Header

HTTP ZRND (cookie ZFR<) raw ~v ¥ — 7 4 — )L RTa 7 Y —HEMRKET HITIL,
IOF T arE®RIRLET, £72. HTTP Inspect 7'V 7' 1t v #® [Inspect HTTP Responses]
FTTa URENIIR o TV DEEITISENTHRKE S NET,

ZOF TV artpere ¥—VU—FROHTTPARMLAHEL D) A7 a2 —HIERL T,
FILar T oY ERBRTERNI LIZEELTEE N,

HTTP Cookie

EHULESNTZHTTP 7 7 A 7 > MESR L LN TG £ 415 cookie T2 v 7 Y —HK A Mgk d
DT, oA 7y arERIRLET, £72. HTTPInspect 7'V 7' 1 » @ [HTTP & O
1% (Inspect HTTP Responses) | 47" 2 W BNANI 72 > TV D IEAILIGE set-cookie 7 — % N
THRRINE T, VAT AL, Ay BE—UARLTEEND cookie w ALDONEE LTH D Z
CICEBLTLLEE N,

cookie N721F C—E &M T 5121Z, HTTP Inspect 7° U 7' v-& 3 @ [HTTP Cookie DR
(Inspect HTTP Cookies) |4 7> a VA HNZT HMENRH Y £5, TNEHMNTLRNWEGEE,
=)L TV X cookie BT R L AR ERE L ET,

ROFIEBE LT IZS N,

c ZDF T g b pere ¥—TU— KD HTTP cookie (C) A7 a &2 —fIERALT, [
CarvTs o YEBRRTDHZEIITEEEA,

® Cookie: “\/&‘_‘Zl & set-cookie: N &‘\‘_‘Z\ N &‘_‘ﬁi@ﬁiﬁﬁix&‘—x\ BB~y
X —1TDO#I Y %777 crur IE cookie D—i L LT TIH/e<, ~v X —DO—fE L THRAE
SNET,

HTTP Raw Cookie

KRINTHTTP 7 A 7 FERELH LA T S 415 cookie T T Y —HAMEKT 51
X, 24Ty a rEBRLUET, £/, HTTP Inspect 7' U 7' 2t v H O [HTTP [SE ORME
(Inspect HTTP Responses) ] 4 7'v 3 U BE NI 72> T D5 EITIEE set-cookie 7 — X N T
LB ENET, VAT AE, A v E—UARLITEEILD cookie  RLDONEFE LTHD Z &
ICHEBE LT EEN,

cookie W72 C—EZM¥%E T 521X, HTTP Inspect 7'V 7't v %@ [HTTP Cookie DR
(Inspect HTTP Cookies) |4 7L a U EHNIT HMERH Y £7T, ZHEAICLRWEGS,
J—)b =V cookie HE TP RE LR ERELET,
WO EIZERE LT EEW,
« ZDOAT v a vk pere ¥—TU— RO HTTP KM T cookie (K) A7 az—fEIcfliHL
TRILa T Y ERETHZLITTEEE A,
®* Cookie: ™ 5“‘% L set-Cookie: /\‘Yy"“%\ ’\/&"“ﬁi@?ﬁﬁix&"x\ BIO~y
H—1TDFE VY %773 crer Id cookie D—HF & LT TIE7Ze<, ~y X —D—F &L L THAE
SNFET,

B BAL—LIFa%
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BE  content ¥—7— RIck amdia—> v v Fike ]

HTTP Client Body
HTTP 7 A4 7> FERNDRA v —V AKX TarF oYy —BaMET 500, 20473
UEIEIRLE T,

ZOF T a UHERET 5 7-®I21E, HTTP Inspect 7V F & v 40 [HTTP 7 54 7> kR
7 4 OO S (HTTP Client Body Extraction Depth) |47 2 > C 0 ~ 65535 D& fiE
TOHMENRDD Z EITHEE LTI EEN,

HTTP X 7—4& X a2— K (HTTP Status Code)
HITP IENDIHID AT —H A a— R TCar s oY —HERETHITE, 204 T a sk
I E£7,

IOF Ty ar THENRKEEIND L DT DX, HTTPInspect 7'V 7 1t » H@ [HTTP Ji %
DOf#r (Inspect HTTP Responses) | 47> a v AT HE RN H Y 7,

HTTP Status Message
HTTPISED AT —H A 2 — RIZMNENDETFA MRk Ccar s oY —HERKT HIC
X, ZOFA T a s E@EIRLET,
ZOF T ar TENREND K DT HITIEL, HTTPInspect 7'V 7’12 » 0 [HTTP G4
O (Inspect HTTP Responses) | A4 7Y a v 2 H NI T HMLENH Y 7,
BELEYY

PCRE {Efifi DA 7> 3 (58 X—)

H— L ~UL @D HTTP IEH LA 7> 3

BIZ : content X— " — RIZC K BAEE/ N\ — > T v FHEE

Y

GE)

NSO F T a T, protected content X —TU— ROFRETITYER—k SNFEEA,

B NS = < FEEREIL, X7y b EL—L = DRI, R S — L &R
RKWELET, ZOMIREIZLY, <7y Ml T S5 /0 — /VED KIBIZ IS 72
O, NI F—< U ANALELET,

FTH NN T, @Y=~y FHEREIX, VAV THRESNEREDa VT Y By b
THRELET, Zhid, RUGERLV—LHIZ TE 5720 EL 72T, kOO X D7
N—IV 7T T A BB DHELET,

alert tcp any any -> any 80 (msg:"Exploit"; content:"GET";

http method; nocase; content:"/exploit.cgi"; http uri;

nocase;)
WFEAETRTOHTTP 7 747 > FERIZIZ T U T Y eer MEENTWETR, a7
Y Jexploit.cgi ZEHTPENRIIFM T, cer 2@/ X —> a T E LTHEALZEE.
N— T RIFE AT DS — AT ONL—LEITAE L, —FITIEE A ERE SN T

gaL—LzF«42 I}


fpmc-config-guide-v63_chapter91.pdf#nameddest=unique_2237

BAL—LIT14 |
. content ¥— 7 — KDEE/NZ — > T v FHEEDTIH

LXx 50 Lol /exploit.cgi %{%ﬁﬁﬁﬂé CLIFEAEDT TA4 T PO GET g*@i?ﬁﬁﬁéﬂfﬁ
WD, NT = U ARFEELET,

BESNEar T Y REmE Y — <y FRRETRESHERAICOR, L—L Py
37y bEAL—VIZIRS LCRMEL 97, 72 21E. L—LND 1 DD content F—V— K
Ta 7 Y short %?ﬁﬁé [./\ %'JODﬂE—U— ]\T longer, é ’5@:3%5 DF—U— ]\T longest
FHRELEEE, BEANY — v v F BT T Y longest PEHL, L—L T
NS B— RNT longest ZMH L7ZHEITDI, L— LR SILET,

content ¥ —J— FDER/NFT—> T FHEEDFIE
Use Fast Pattern Matcher

ER D EE NS — <y FREEEDEVRR NS = Z4RET DI, oA T v a szl
LEd, HmIICIE, SELIANZ = O BREREAZ = L0 b3y FRTR22 % lHE
PEAMENTZ D, KV BEK > THROT 7 A7 0o Ml TE £7,

Use Fast Pattern Matcher & D472 3 %A U content ¥ — U — RN TEIRT AT, K
OFIRFHICHER L T ZE0,

o JL—L = LT 1 [E]721F . Use Fast Pattern Matcher Z#f5§E T £,

+ Use Fast Pattern Matcher & Not % {44 ¥ CGRIR L7241, Distance, Within,
Offset, 15 (" Depth Zfif T& 1A,

* Use Fast Pattern Matcher %, JRDOWT D HTTP 7 4 —I)V K A7 > g v EAEDLET
BIRTHZ LIETEEREA,

[HTTPRaw URI], [HTTPraw -~ % — (HTTPRawHeader) ]. [HTTPraw 7 » % — (HTTP

Raw Cookie) ], [HTTP 7 v %— (HTTP Cookie) ]. [HTTP A v K (HTTP Method) ].

[HTTP A7 —# A A »&— (HTTP Status Message) |. F /(X [HTTP A7 —4% A a2 — K
(HTTP Status Code) ]

2720, MOWTNLDIERELT 4 —/)V REBRT D 1-OICmE T — 2 <y FHRe &
ﬁﬁﬁ‘é content 5’\"_‘]7‘_‘ ]\Tti\ J:?E@Z]‘?’*‘/a \‘/%{fé\&)é Z 375‘(% iﬁ—o

[HTTPURI], [HTTP~v % — (HTTPHeader) |, £72IL[HTTPZ 74 7> s AT 4 (HTTP
Client Body) ]

7= & 21X, [HTTP Cookie]. [HTTP Header], 33 J U [Use Fast Pattern Matcher] % 341 L 7235
A, Jb—)b =2 VU X HTTP cookie & HTTP ~v X — D a7 oY 2 RBELET
D, Y — 2~y THEREIE HTTP cookie TiE72 <, HTTP ~v» & — IO Al S E
j—O

ARINLHTTP 7 4 —/L K 47 2 > ([HTTP Raw URI], [HTTP raw -~ % — (HTTP Raw
Header) |, 721 [HTTPraw 7 v % — (HTTP Raw Cookie) ]) &. THZHITxnT 5
Efb /=47 2> (HTTPURI], [HTTP~~> % — (HTTPHeader) ]. F72IL[HTTP
27 v % — (HTTP Cookie) ]) #[A U content F¥—U— RN T—HEITEHTE W2 LTk
BELTIEZEN,

B BAL—LIFa%
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content ¥— " — FDEFE/ T —> T v FHEEDTIHK .

IRt & A7 v a r EHIRBR LA T v a &R LIZEE. Bl Y — < v TR,
BESNIZHIRAR LT 4 — IV ROREMBFTHI LT, =L PNy hEEL
T (HIRFTE 7 4 — v ROFHE 2 & Te) BRI ZIT ) RENEIDEREL T,

« 47" 2 T, Use Fast Pattern Matcher % 3R L 723541213 Fast Pattern Matcher Only
F 721 Fast Pattern Matcher Offset and Length %2 &3 % = & §, T 928, ZOWMH&IX
BIRTEEH A,

* Base64 7 — ¥ O ERFIZITEEREARY — 0 < v FHEELFHTE A,

Fast Pattern Matcher Only

IOFTvarEEATDHE, content F—T— R&E)L—L AT g LTTIERLS, @il
WNE—v vy TFRES T ar E LTORMERTEET, FBELLa T Y EL—/L =
DUTHET A MERRWRES. ZOF T a Ao T YV —AEHINTEET, &2
1T, A — FRNOWTIDDBEFTIC I T Y 12345 WEAET D2 EET 2 ME LT HL—
NRHDHELET, BT =2~y FHEET Y =B SN HAIC, —LNOBEN
DF—T—RIIEL LTy FEFHETEET, X¥—r123as WEFENTWDENE I gk
MW D720, = DUy FEFIHMET ALEITH Y A,

BESNEI LT U VICEET AMOLER L — S ENTVWEESIE. 04Ty a v s
FEHLZRNTLEE N, 728 20, B/ — V& T abca 28 1234 OFNCHBLT 50 E 5 g
MW 2T, 2047 arazlioTarsy Y 123a ZHRB LRV TL 72XV, Fast
Pattern Matcher Only # f5ET 5 &, FHEINTZA LT VYR —/L T DUl TRES
NN, 2O —ATII—/L =2 BRI B 2 HE T & F8 A,

ZOFTva rEERTDEEITUE, ROFMHITEE L T ZEL,
HEEENT AT UVIIMIBIRIE LR, DFED, XA e— RO Y I TH BT 57
RN D=0, (rEA 7 3y ([ (Distance) ]. [RO#FHAN (Within) ], [4 7
o b (Offset) ], [BATE (Depth) |, [FElENF—r =y FHEA 7y PBIUERS
(Fast Pattern Matcher Offset and Length) ]) AT 252 LIz T A,

DA T3 Not EHLAEDETHEATZZ SIXTEEE A,

Z DA T a % Fast Pattern Matcher Offset and Length & A& b ECHATH Z &1k
TEEHA,

KILFNLFH KR LW TFETT R TONRE — N EEARY — > <y FREREICHA S
A, BELTLary 7oV TRCF/NIFORBZe L) & LTHRbLET, Zi
FHERICAER SN D7D, ZOF T2 a o OFIRFFIZ Case Insensitive 2 32132 /22
TH Y EFHA,

Fast Pattern Matcher Only 47> 2 > 9% content ¥— U — ROERZIZ, BIEDMK
RNEZFEYEC L CRBUEEZRET DROF—T— REFEITRNE I LT EEN,

® isdataat

® pcre

* content ([Hifff (Distance) ] F 721X [ROFPFAN (Within) ] 2SEBIR SN TV D5E)
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. replace ¥—7— F

replace +— "7

BAL—LIT14 |

¢ content ([HTTP URI] 23R SN TVBHEE)
® asnl

* byte jump

®* byte test

* byte math

* byte extract

® base64 decode

Fast Pattern Matcher Offset and Length

[BHY— < THEEAS 7 v P LR & (Fast Pattern Matcher Offset and Length) ] 4~
VaraifT ol MRTLa TV O—HSERETCEET., ZhITKD, RE—UR
IFIZRLS, =V O—BOAREMEZ RN 2 DIZ/ N F — 0 O—F 3120 THR 7RG, A
FUHBEZMADZ LN TEET, SEANY = vy FHERICEL > TL—ABREIRENT- L &
W2y 2NE = BRI — RS L TR S E 5,

RORESNZHEN, RBLFGT 08 (A7 2y b)) B2 7o YNE ERUEERET D
n (RE) 231 MRALTHRET 2 Z LI, MY —r ~y FREETHEMRT 587 2k
ELET,

offset, length

ez, oOarTF Izt LT

1234567

WDE ATy hEEEDONSL M EEIEE LTZHE.

1,5
R E = = FHEREIX T Y 23456 DBRERKR L ET,
Z DA 7T 3 % [Fast Pattern Matcher Only] & —FEIZEH TE 7202 LICHEE L T EE W,
MELEYY
WEZE : HTTP content 35 X U protected content ¥ — 7 — RO 515 (35 —)
base64 decode ¥ — 7V — R & base64 data ¥— U — K (132 ~X—)

>

AT A LHEAT replace ¥—TU— R&FHTLHE, BELIa 7Y, F7213 Cisco SSL
TFIAT VAL THRHEENTZSSL T 74 v VRO T oY R BEEHMZ 52 LN TE
i‘ﬂ—o

replace F—TU— ]\%ﬁiﬁﬁﬁé K_ﬂi\ content ¥ — U — ]\%1i0 T%”}Eﬂ@i?ﬂ%*ﬁf@ﬁ“éﬁx
B LDIEAET X X | JL— )L & VERK LET, TD%, replace F—U— F&f#EH LT, vy

B BAL—LIFa%
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\}

replace ¥—7— K .

VEBEIBADLTINERELE T, BREL 2T U VHEITIFA LRSI THOILENRDH Y
TO

GE)

\)

protected content ¥ — U — FNTAy a8 NEar T oY BEEHZ 572D replace F—
U— REFHATHZEIITEEREA,

A7 a T, LARi® Firepower Y AT Y 7 MU =T N— 3 v L O L EBEE RS
7oz, BHSCTFHNEZSI A/ CTHIs Z &N TEET, SIAMFEEORVEGEIE. TN EE)
HIZ L — /BN E N D T2, BECIZIE LV L— M2 ) £3, BT F A Fo—HL LT
FATHI AR E T3 A2 S0 5121, ROFNTRT LT, Ny 7 RT v azfioT
TRy =TT HUERHY £7,

"replacement text plus \"quotation\" marks""

1 OO — VNI D replace F—TU— REEDDHZ ENTEFETN, content F—T— KT
LIZIOTOLNEDLIENTEERA, LML TRILENTZa LT Y DDA
VAL AT NEERAONET,

Iz, replace ¥ — U — K i A & 7~ LFET,

s T AT A NG TWDERENT Yy N AT ARBE LTGE. BER LTI %
ERLTFINCEEWMZ HZENTEET, ZOT 7= 7k, AFR Ay N BIHKE
THEVLRATHLGENH Y £3, WEINT Ty MBI DPHICHEE Lk
J. OB THR Yy NI ARV T D, Ry N =7 ZAESEL L0 KT
UANRHY ET, N7y D EBET LD VIO CFINCE#RT 5 2 & T, Mg TIEAR
W =4y ML TN TSN EHBEICEVAEEL 2 ENTEET,

o (72& 21X Web —3D) Mag572/3—2 a U BB L TV DH0E 5 0 E R D58
PSR ENDHEIE. BEATy PeBE LT AP —2MBOT F X MIE#MTE
R

GE)

BN — VBT A4 T4 MRARY —NT—WREEN [ X F T 5 (Generate
Events) JICRESNTWAHAZ LEZMRBLTLLEIW, L—Z[Rr vy LTAXY M EARK
9% (Dropand Generate Events) | IZEXE L7 A 1337 » ROMEEES L, 27 Y 3@ X
ZONEH A,

WFHEHL T 0 AT, SiEHRA PR T =R LTy hEZETEDL L)1, X7y b
F v IV ARV AT AL > THEMICESRSNET,

replace ¥ — 7 — RiX, HTTP ER X v —D content ¥ —T— K F 72 g o LflAEHE
THATERNWZ SICERELTLEEN,
EErEY Y

content ¥ — " — K & protected _content ¥— 7 — K (29 ~—7)

BEZE : HTTP content 35 X U protected content ¥ — 7 — KD 515 (35 —)
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. byte_jump ¥—7J— K

byte_jump +—"7—
byte jump F—T7— R, FESNTNAAL R B AL P TEZRSND AL FEEHE L, &
L7247 a ST, BESNTEAAAS b BT AV NOERENS, N7y h Xfa— KD
FHEEFIIRENS., HAWVIRED T Y —FIT6 L TR R A > s BIES A
2, N7y FNTEDONA MEIZT ARy T LET, Ty ROKFEDSA h&B T A FAs,
N7y NN RET —ZIZEEND AL M ERTHAICE, IR L ET,

WK DFR T, byte jump F—U— FCTHLERGI AT LET,

% 10: byte_jump )W 7E5| 3

5% EL)

Bytes Ny R BT 581 Nk,
DCE/RPC # {5 EHTIMEAT 256, I SHMHEIZ0~10 TTA, &
DOHFIERH Y £97,

* From End 5|E & L BITHHTH L A MU0 RDZENHV F
7. Bytes 73 0 DA, filit SAU7EIZ 0 T,

o1, 2, FITALS DAL NEERETDHAIE. BEXA T (16
. 8EM. T 108 AEETILERHY T,

DCE/RPC & L HIZEHT 256, FrAISNAMEIZ L, 2, BLW4TT,

Offset N a— RN TUHEZBIIET 551 M, offset W7 ZIF A RO D
WMEHTZD, Ny hXAfma— KO H, FI3mRBICAOhoTca T
UM BINEF AN Y ¥ T S B A M H 1 EE LBV T offset
EEHELTIIZE,

-65535 ~ 65535 /31 hEFEETE E9,

E N %ﬁ@ byte extract ?é%(i 72X byte math %%%1@% LTZDr%
DIEZIEET HZ L b TEET,

WDOETHHT 24T a V2RI DHE, BWEOBIBIHBEENTEEZ AT IANED L D
IR 2 0 E EFETE £,

= 11: byte_jump DBIMDA T 3 U515

518 FiEA

Relative WA Dol a T oy —8 TR SN TomkE DO/ F — o 2 T L
TA7Ey FEHELET,

Align B S NTA MR RO 32 By MERICEID LIFET,

B BAL—LIFa%
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byte_jump ¥—7— F .

ClE: Bl

Multiplier =)L D TR byte Jump EE BT 572012, N7y Minb
5B AIVTE byte jump fEICHNT AEEZ R L E T,
DFED, = VR, FBESNTEAAL, N BT AV NTERSND
NA NEIZTAF v 75D 02, Multiplier 528 CHE S 255 F
BLIEAA PP ARy 7 LET,

Post Jump Offset | LD byte jump SIEXZ WA L7221, NEH M EZI3W HEIC AT v 745

NA M (-65535 ~ 65535) , IEOMEITNES FIZAX > 7 L, BOMEIZY
FHENZAF v 7 LET, NI HITE, 74—V FEEHOEFIZT D
oo AN LET,

DCE/RPC 518 %ZEIRT 5 &, —FD pyte jump S BWEH S22 &
WCHEHEE LT &N,

From Beginning

=)L DU Xy NNOELEDOAIEN S TIE R, N7y b 2
A B— ROEFENLA v— FNOIREINT A, M E AT v 7T 50
ERHDHZ EERLET,

From End XTI Ny T 7 OREDNAL FOTSEONRL ML FEITENE
7,
Bitmask AND EF AT LT, $8E L 16 RO v b~ A7 % Bytes 515

I L= MCERA LET,
By h~AZL1—4/514 b T,

MR, v A7NOKRBOPrOHEE L WOy NPT EIZY T
INnET,

DCE/RPC, Endian, F72/% Number Type ® 5 5 1 D IF ZfFETE E7,

NA N E byte extract F—TU—RTEDOLHICEHET D MEFRT HITIX, ROEOF )G
SIEERINLE T, A MESIEZBR L2056, V— L =0 V3 vy s 0T 4
T DA NREZEHLET,

5 12: byte_jump DA B3I

5% EiEA

Big Endian TI7HINVEDFR Yy NT—7 NA NMETHDIE YT =T 07 N1 KNE
TT— X E0 L ET,

Little Endian UV T 470 A MECT—#Z0HLET,
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. byte_jump ¥—7J— K

BAL—LIT14 |

518 B

DCE/RPC DCE/RPC 7'V ot v TUHIND N T 7 1 v 27 AT byte jump F—
U— RERELET,

DCERPC 7V 7ok vV BN/ o547 E03) MM o547
v A BMEZPE L ET, Number Type 5%t & Endian 515035 H S vk
A,

Z OB ERIN LIeHEA L, MOFED DCE/RPC F—T — R LA E
Ib’@_‘f byte jump %‘f'{éﬁﬁﬁé Z & %)VC% ij—o

WDOFEIRTWVTNNTI OO EFERA LT, X7y "NDODARA RN VT TF—H 52 AT ARE
DEIIRTTEINETERZLET,

®13: BS54 518

518 A A

Hexadecimal String | B#afs DA b Y 7/ F—4 % 16 N TRIL £,
i3

Decimal String BHEDOA N 7 T—2 % 10 ERRTEHLET,

Octal String BHAEDA NY 7 T —2 & §ERATEILET,

7LC <]‘: 25i\ /k@J: 5 fcﬁ’fﬁ% byte jump W—%&ﬁ Lfi%/a\\

* Bytes =4

* Offset=12

* Relative enabled

* Align enabled
b T VT, BRI Teay T Y =B 13 8 MRICHBIT D 4 DDA
FCRER SN DEMEAFHE L T, 2O A Iy NNEIEF ATy 7 LET, =
LzIE, BHAKED Ny FNTEE SIS 4 DDA 200 00 00 1F THDHIHE., L—b
TUVALINE VAR LET, align DFEESN TS (KD 32 vy MNERFE TBENT
HEOIZ UV UTHETRT D) T, A= DIy NRNE 2 S, NEFTAR Y S
LET,

HDOE, RO KD 7% byte jump I[ZERE LIZHA
* Bytes =4
* Offset = 12
* From Beginning enabled

* Multiplier =2

B BAL—LIFa%



| BAL—LIF44%

byte_test ¥—7— K .

=) VT, Xy OB 13 31 MEICHEBLT 5 4 DDA R TRiik D%k
EEHRELET, TO%, TOEMIZ2ZHIT TAZF v 7T 51 MEEHELET, &
21T, BAREED Ny NNTEHEEND 45D 1 FH 00 00 00 1F ThHAHAEA. L—/L =
VIUAXINAE ZVITEMR L, FRIC2 ZHNT T 621 LE T, [From Beginning] 23 A X7 o
TNWDTeD, )b =P ATNT y FNDRPID 63 314 M a A%y 7 LET,

BErEY Y
byte extract ¥ —7 — K (49 _—)
DCE/RPC ¥—U—F (87 <—7)

byte_test +— 7 —

byte test F—U— ]\Li\ :.I:El\dliﬂéﬂfi/\/]) ]\ “sz)( v f‘ %_’ Value %Iéﬁ(%‘i()‘%@@i%%i:ﬂb
TTAMLET,

WKDOFIZ, byte test F—U— FTCHERSIEETALET,

5 14: byte_test D7E3 |3

515 £ EA
Bytes Ry RINBERERT 531 MG

DCE/RPC Z#EERHTIHEAT 2%E. Fal SN bfEIX 1~ 10 T, 7272
L. 1. 2, 23405 DOAS MEERRETDHIHEIL. TEX A7 (161
B, SR, FIX10ER) ERBRETHILENRDHY 7,

DCE/RPC & L HIZHEAT 256, FrAISNAMEIZ L, 2, BXW4TT,

il TAMTOE (HEFEZET)
PR=PIREEE T <. > = 1| & A >0 <0 1= &, TN

7m& ZiE 11024 ERELTZHE . byte test [TFRE SN A EH L,
031024 EFH L L 2T AUEA XU b BVERENET (o T R TOF—
T— R ORI A=EN—FTIHHE) ,

My & M= [ ZEMTHHZ EICEELTLIIEE N,

i 7LZ\ Ejﬁﬁ@ byte extract Zjééﬁi 7LC 0i byte math %%%1%% L/T ZD %‘|§ﬁ
DEERETDHIEHTEET,

Offset A m— RN TRI-EZBRIET 531 M, offset WU U Z T ANA FOND
WMEDD, Ny b m— ORI, £3REICHShsTea T
UV =ENBNEG A T T HANA MG 1 B ZE LBV T offset
EEHELTIZEN,

Ejﬁﬁ@ byte extract %;&i 721 byte math result sziﬁ %fﬁ}zﬁ LT, 2O 9[
BOMERET D ENTEET,
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. byte_test ¥—7— K

BAL—LIT14 |

&@E%L:%#%Ii&%{ﬁ)ﬂﬁ—é k N VAT AT byte test ’gl@(i)i EO)J: 5 l:'ﬁ’;‘ﬁﬁ éﬂé ﬁlé’ é B
ICEFRTEET

% 15: byte_test DBMDFA TS 3 UBIH

518 BTLEL]
Bitmask AND HETAHEH LT, FEELZ 16 DO E vy b~ A7 % Bytes 5150 B L7z /3o K
AL ET,
By h~ZX 7131 =451 T,
MRIZ, ~AINORROBu oK EELWOE Yy MR AICY 7 hEhET,
Relative BRI RDIP oIS = — B R LTA 7'y M2 LET,

DCE/RPC, Endian. %723 Number Type ® 95 H 1 D72 1F Z4RETE £7,

ARG L 72 D53, % byte test ¥—T— R TED LI ICHEATINERT DT, kOE
DOHFNSEIEEZEIRLET, A MESIEEZIR L 2o 72856, v— L 2o oiivy 7
TUT 4T O MEEFERALET,

5 16: byte_test D/\A ~ES|%K

5% 5 EA

Big Endian TI7HNVRDFRy NT—7 NA NETHLHLE YT =0T 472 3A ME
TT—Z &L £,

Little Endian UMV T 47 N, METT =% 20 L E7,

DCE/RPC DCE/RPC 7'V 7t v TRIEEIND N7 7 4 v 7 HIZ byte test F—

U—REBELET,

DCERPC 7'V Fut vy ¥Ry =7 4 7 U EIX) Mo T 4T
VA MEZRE L F9, Number Type 5157 & Endian 515035 fH S v E
T A,

Z OB EEENC LA, MhoEED DCE/RPC F— U — K &AL
T byte test EAT AL TE F7,

WORNRT DTN O3 EHFH LT, X7y NNORRN) VT F—R A2 AT ENE
DEICEKRTINEERTEET,

5 17: byte-test DES 3 1 T3|1H

518 B

Hexadecimal String | Z8#it6 DA N Y o 75— X % 16

B TRILET,

1
Decimal String EHAEDA NY 7 F—2 % 10 ERATERILET,

B BAL—LIFa%
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byte_extract ¥ — "7 — | .

518 B

Octal String BEHAEDA NY 7 T —H % A TEHRILLET,

* Bytes =4
* Operator and Value > 128
* Offset=8
* Relative enabled
=V T VAT, RBICA DT a T Y =BG (EREEHEIZLT) 931 MEID

HBLT 24501 FTRERSNDEIEZFHHE L, T OFREMN 128 314 M EBRIZHAIT.
=N RN =L L RSN ET,

EENEYD
byte extract ¥— 17— K (49 X—)
DCE/RPC ¥—VU—F (87 ~—7)

byte_extract ¥ —7 — F

byte extract ¥ — 7 — REMHT D L BBELIEAAL NIE AT v b BEEORIZHEAIAT
TEMTEET, BT, FOLEKE, FUA—LAHNTHOBE S —TU — ROREDIE O L
LTEMATEET,

el RFE ATy b T =HITEEND AL MEDBRFEDASA v A FTREBESNATVND
Be. Ty b BT — 4 YA X3 512, 2R HET, & E FFREDNA
R A BT, BT — 2754 51 MR TH S L B SN TVBEA, F—y
A X4NA PR L TEEME LTIERTE £,

byte extract HEHTHEE, 1 DDONL—VNTERK2 DO ZERZRIFICIER TE F
o byte_extract B AMEITHHERTEET, FUEHL LHOEEEREZE> TH LW
byte_extract ¥ —U— R&Z AN LIZHE. LOROERERNA—1"—F7 4 FShE T,
WDOFIZ, byte extract F— U — FTHERSIEICHOW T LE T,

% 18: byte_extract D W, 7A5| ¥k

5% & A
Bytes to Extract Ny BT S8, M

1, 2, 34 UNDOANAL NEERET DHEIT. B5X 17 (16E%,
SHEEL, T 10 ZRETIHILENH Y £,
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. byte_extract ¥—7J— F

BAL—LIT14 |

518

B

Offset

A a— RNTT —Z O ZRGT 554 M, -65535~65535/31 k
EIRETEET, A7y b2 MO E L7280, BT
WCHZ DA MEPH1Z2ELFINTAE 7'y MEZFHRE LT EE W,
72L& 20X, EHEIC 8NN, M2 DIZid 72 BELET, — TV
IE. N7y b XA m— FOSEE)N D (Relative b — & ICFRE L7256 135k
BIZAOD o Tza Ty —Eo%rn) Bz £3, A0%L,
Relative $ {57 L 72 BICOARFEETE X7,

Ej‘f@@ byte math @%%%1%)% LT\ Z @glé&@ﬂﬁ%?gijﬁé Z & TE)T%
jETo

Variable Name

OB F—U — FOFIETHEM T 2454, BEFOXTIN2HETE
FT (EELXFTHRELILERDY £T) .

MR OT =2 % RO 2 1EE S HICFFLERT DT, RORITRT I M T

£,

%= 19: byte_extract DBMDA T 3 U51H

518

FiEA

Multiplier

Py B SN OTE, 0~ 65535 ZIEETE £, BHAEE
ELRWGEAEDOT 740 MEX 1 T,

Align

SN Z R DTV 2 A FEIT 451 MERICEIY RiFES,
Multiplier & —# 2R L7256, VAT AX 2 OFFEORNC T % A
LET,

Relative

R a— ROEETIT R L . HBICHODoTmary T Y —HOKRREE I
Y812 LT Offset #3H L ¥4,

Bitmask

AND HE - Z2HEHA LT, EL 16 DO v b~ A7 % Bytes to
Extract 5|8 B L7234 Ma@EHA L £,

By A 711 — 434 N TT,

FERIZ, ~AZHNORROE RO ELELWEOE Y NMyETAICY T b
SNFET,

DCE/RPC. Endian, F72/% Number Type ® 5 5 1 D72F 2HETE £,

*ﬁﬁjﬁ%k fﬁ}:)/{/f ]“ ff byte extract 5(-*——U\——~ }\T gﬁ@ c]: 5 0:%1’%:@—5 b)ﬁiﬂ%—gﬂé &:61‘ /ﬁ(
DEDOHFNOEIBEBIRTEET, A MEGERZBRL R0 o2 5EG, V—L =P iT
By 2T 4T DA MEEEH L ET,

B BAL—LIFa%
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byte_extract ¥ — "7 — | .

% 20 : byte_extract D/\A ~ B33

5% s EA

Big Endian TI7ANVRDOFRy NT—7 NA NETHLHE YT =T 472 A NE
TT— X 0L E7,

Little Endian UMV T 4T N, NECT—X 20 LET,

DCE/RPC DCE/RPC 7Y 7ut v TUH END N7 7 4 v 7 Il byte extract ¥ —

UV—RFzfELET,

DCE/RPC 7'V Zutk v N T =TT FRT) MV 47T
VA MIEZPE L E 9, Number Type 5%t & Endian 51 503iE H S v
A,

Z DB EAEC LG ANE., fokEE D DCE/RPC F—VU — K EMAE
LT byte extract j{f’{jﬁﬁ%‘j‘é ZEHTE 35'?‘0

TR EHRID L EDOES A T ASCHI X TH & LTHRETEET, X7y FNOA Y
VI T R EVAT ANED LY IZRBET I EERT DI, ROBOWT D5 H A%
RTxFET,

5 21: byte_extract DES 5 1 T35

518 B

Hexadecimal String | fijiH S 7= A RV o 7 F— 2 % 16 EER THARY £9°,

t
Decimal String Mt ShzA MY 7 F—2 % 10 ERATHARY £7,

Octal String Mt sh/izA M) 7 F—=2 % 8 B TRAIRY 97,

7o & 21X, byte extract DIEZIRD X 5 IZHEE L2 %4A .
* Bytes to Extract =4
* Variable Name = var
* Offset =8
* Relative = enabled
V=V TV BBIZROD o ar T oY —E D (EREEREIZLT) 93 MEIC

HBLT 5, 431 P TRESNDIEEE var LWV ARTOEBOTIZH AL ET, HTID
T, FEDF—U—F5HOMHEE L TV— VN TIHRETE £,

byte extract F—U— ]\VCE% L/f:ggéﬁ%*gfliﬂf% HxF—U— F%Ié&%\ WDEIZHIZE L F
D
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. byte_math +—7—F

% 22: byte_extract EHEFEATE 5518

F—J—F 5%

content Depth, Offset, Distance, Within
byte jump Offset

byte_test Offset, Value

byte math RValue, Offset

isdataat Offset

BErEY Y
DCE/RPC 7'V 7'mt ¥
DCE/RPC F¥—U— | (87 ~<—2)
ARz T 2 3 O protected_content F— 7 — KDF[# (31 ~X—7)
byte jump ¥—7— R (44 X—7)
byte test ¥ — T — R (47 X—)
Ny MEEE S (111 =)

byte_math %+—"7—

byte math % —17 — NIE, FHH S AT & 8 S AV F 72 I 3BE R O BB O B E 2 AT L,
ZORERAE I LRI L2, SROEHIE. fioX—T— RO35E LTMMAT
HTENTEET,

L= )VINTHELD byte math F—U— FZH LT, #EO byte_math #{E&2 FATTE £ 7,
RDET, byte math F¥— T — R TRERGIEIZOWTHII LET,

5= 23: byte_math 185131

518k iR

Bytes PRIy P BEET B ML

DCE/RPC 48 EETITMHM T 256, #FrAISNDMEIT 1~ 10 TT,
CTHE T+ - EIT/ OB N MIUE 11012780 T,
BT << 72T > 0HE. AN MUT 1 — 41220 T,

o1, 2, FITALSD AL NEERRET I HAIT. HEXAT (16
B, SHEH, T 10EE) 2HEETOILERH Y £7,

DCERPC & & BIZHEMAT 256, FFAlandfEid 1, 2, BLU4TH,

B BAL—LIFa%


fpmc-config-guide-v63_chapter91.pdf#nameddest=unique_2243

| BAL—LIF1%

byte_math ¥—7— K .

5| %k HL:L

Offset A v— RN TUBREZRET D514 MR, offset BT U ZIENA O D
WEDTZD, Ny b m— RO, IR EZICA O holea T
Y —% (Relative Z16E L7256) MOIEFFICY v 7 S® B34 b
o1 2L WToffset EZEHE L TS &V,
-65535 ~ 65535 NA NEFRETEET,
Z ZTlX. byte extract EHARRET HZ LB TEET,

AT oo KL <<, EE>>

RValue {ﬁ%%@:%}%< ’f[Eo :j’”i\ f@%fcﬁ L%%@(i 7LC ﬂi byte_extract 75‘ ’B{Eéhé
T,

Result Variable byte math DFHFEAE RN SN DL O LT, ZOEHIL, hoF—T—

FOGIEE LTHENT2Z LR TEET,
C OIS LB L LTI S L E T,
ZOEBAITROEKERH 0 £,
c FEFEAMEHT OMER D D
ERHEBFICT L I I TERY

« Microsoft D 7 7 A VA /R4 OIRAITH R — h I TV BT
BEDHILINTED

o R STFDOHRDLENCT B Z LT TE RN

WOFETHHAT LA T a L 2ERTLE, WEDOBIBIHEESNAEEZ VAT LANED L S
IR T 2B ERTE 9,

& 24 : byte_math DBIMDA T 3 U515

51% aiEA

Relative A v — FORIATIER L, FERICR sl ar 7 oY —HTHRi S
Tl DRI = W L TA 7y PR LET,

Bitmask AND [E 2 AL T, HHELE 16ROy b~ A2 % Bytes 514

MO L7z S MMZEA L ETS
By hv A3 1 =431 FTT,

BRIZ, v AZ7NOKRBOPrOH LS L WOy NPT EIZY T
INnET,

DCE/RPC, Endian, F72/% Number Type ® 5 5 1 DT ZHETE E7,
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. byte_math +—7—F

BAL—LIT«4 |

/§4 }‘iﬁé’ byte math F—U— ]‘T EO)J: 5 ZZEJr%—ﬁ“éﬁ)E%?ééibi\ /k@i%@qjﬁ”‘o‘?l?ﬁ
ABIRLET, N MEGIBZRIR L o758, V— N 2P 3y 2547
DA MEZEH L £,

% 25: byte_math M /34 +ES|%L

515

e

Big Endian

FTI7FINVEDFR Yy NT—7 RNA METHDIE YT =5 4T 31 RME
TTF—HX 0L E4,

Little Endian

UMV TF 4T A METT —Z 20 L X,

DCE/RPC

DCE/RPC 7'V F'ut v H T IND N7 7 1 v 27 AT byte math F—
U—R&ZfEELET,

DCE/RPC 7'V 7ut vy ¥Ry 2T 4 7 ELIR) M T 47
VA MIEZPE L 9, Number Type 5147 & Endian 5180356 S v E
TFA,

Z ORI AN LIZEAIT. thokED DCE/RPC ¥ —U — R LA
LT byte math %_"Tﬁ)zﬁjﬂ}:) iy TE ij—o

ROFNTRTWTNNTI D5 BEHEH LT, Ty FROA M) VT T =22 AT LN E
DEIICRRTINEERLET,

®26:F521 T8

515

B

Hexadecimal String

ANV T F—2% 16 EEATRELET,

Decimal String

ARN) T F—2 % 10 EERTEHRLET,

Octal String

ANY T T2 % QRN TREL £,

&2, WO XS efi%x byte math ICRRE LTG5,

* Bytes =2
* Offset=0

* Operator = *

* RValue = height

* Result Variable = area

= =, Xy FNORPIOD 2 34 MR S E S 2 L. Rvalue (BETF
0)%%( height %f{%ﬂq) & 5 LT%ﬁ L/U‘Zjééi area %fﬁzﬁjz Li‘@_o

B BAL—LIFa%
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BEE : pere ¥—7—F .

3= 27:byte_math E8 #FEHTE 5518

F—J—F 518

byte jump Offset
byte_test Offset, Value
byte extract Offset
isdataat Offset

B - pere ¥F—7J— F

pcre ¥ —U — eI L, BESNFa T YE Yy h X_fa— NNTRHRET -
WIZ Perl HIRIEH KDL (PCRE) #fHTCE£9, PCREZFEHT L L. R LHEDDLT MR
NY =2 g NZENEN—BT 2EEDO N — NV EAERT 2 FEBETET,

EHEIIL, SESERFETRBESNDIZ LD T UV ERBETHHEICELLE
To Ty hORXA B —RNTar7T Y ERETHEEITIEL, a0 T YRS EIEREME
EROFRBMEN S D Z L 2 BB T RELGEVRH £7°,

RBAN—IL DN D IEREBRE IR SR ERKRATIA 77V 07Ty hTHY ., T2
FAT T IVNOa<wy RTHEASINAE L L ITWL OO R TR Z LICHERLTLEE
W, BFANL—L =T 4 ZEFEHLT pcre ¥—U— RZBINT 5 & 121X, RO TRER
BWEATILET,

! /pcre/ ismxAEGRBUIPHDMCKSY

51 DR
o N IEREAT YV a T (ERRIUIC—BLEWNWY - Z2RET5EIMEHLE
T) o

s /pcre/ I3 Perl AHAIEFRFKIL T,
* i sSmxAEGRBUIPHDMCKSY IXMER T4 7> a o DB DA E HE T1,

F7o, WOFBIORT L FEAT A —TFTHMERSHDZ EICEELTLLEIN, 2Ly,
Nry b XL e— RN TEED AL T VY ERFETHZDIZPCRETIN LD X TFEFH LT
LE. V= o U NEFENEE LRI D L0182 9,

£28: TR7—T4 % PCREXTF

IRT—TFTEZLEDHDHXF NYHI RSy 1%zEAL |[16E0— F2ERALEEE
-5&

# (T —ftH) \# \x23

c(EIany) \ \x3B
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B rereonx

BAL—LIT14 |

IRT—TFTEILEDHDHIXF NYHD RSy a1%&FEAL (16— FEFEALE-ES
=55

| (HiErR) \ X7C

(zmy) \: \x3A

m?regex? 721%)%—’9%%) Z <1: %)T% i?‘o Z :‘(‘\ ? li F/J u/ﬂ‘@? U i yfﬁ—o IE%E?%EE‘WTX
Ty vabl—HIEHRERDY, Ny I ATy akflioTENET A —7 L=< 72;
A, InEfEATEET, 7 X1E. Imeregex? ismxaRGRBUIPHDMCKSY| D DI C&
F9, regex |d Perl AHAIEHIFEEBL, ismxarcreUTPHDMCKSY [LEAfi1-4 7L 3 v OILEOMEAE D
T,

Bk

PCRE D& X

WELNZIS U T, Perl BHUERRBLZSI A/ CHirZ &3 TEXEJ, /=& 21E. pere_expression
I% vpere_expression® & 72V E£F, SIHMGMERE TIERMATHSZIHAA—Y 3 VIZEALTH
LRBEE R —F OO, SIA/FEERT 47 a RS THET, RIEFHD
= VEARANV—L T 4 B TRRTDHE, SIAFNRERENET A,

pcre ¥ — U — R T, BHED Perl AL IEHFEL (PCRE) XA fHHCcxEd, ITOET
X, 2O HOW T L E9,

Bk

%% 29: PCRE * 3 3 °F

Z 2 CIX PCRE Tffi F AT 72 BB 705 ST DUV TEB L E 923, Perl 3 L OVPCRE Hf DA
VIA L VT F LU RART v T, EHICEHELWMEREZSZRT AL TEET,

A XF

AL SCFIXEREBN TR R E®R A RO U 7 IV LFTT, A X L FE ERRBNTHEAT
5 LEITE, ZORNINY 7 AT vy 2T 2R —=792%] LEPRHY 7,

WDFIZ, PCRE THEMTFIRE/RR A X LFHICHOWTHMB L., R Fhoflz L £,

AEXF |EHHA

1

UWATUNDEBDO LT L~ L E9, Eid 72 3 |apc. 1. abed, abcl. abct 72 EE—EH L E9,
VELT s MEHSNTWDIHAIR, AT TFHE
FNET,

*o %%.’)j(?i f:@ifﬁ@ 0 @ui@ﬂjiﬁk #ﬁlbiﬁ—o abc* 6i\ abc, abcc, abccc, abccccce 7L£ éch gﬁ L/i

B

B BAL—LIFa%
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pcre ot [

A BIXEF

B

il

HOXTFEITXD 0B EIT I BIOHBRE—FL
F9,

abc? li abc &:—ﬁ Li'@ao

bHXFERIFTAD 1 HLL EOHBLE =8 L £,

abc+ li\ abc, abcc, abccc, abccccce foﬁ &k*ﬁbi
D

O K&z rn—rLE9, (abc) + 1L, abc. abcabe, abcabeabe 72 E & —E L F
ﬁ‘o

{} a‘b%Z)j(?if:&iiﬁ@gﬁtlﬁ]ﬁ@ﬁﬁfi%%ﬁbi#o a{4,6} l¥. azaa. aaaaa. F771% aaaaaa & —H L F
TIRE ERZZHRET DHAEIIE. TRE ERED | T,

<~ TREID £,

(ab) (2} 1L abab & —E L £,

LFY T ARERTEET, £y bomTRESH
HAER DL FE I FOMAA DRI —BLET,

labc12311E, a E-F v FEoldc o —F L E 4,

SCEFIOFEHETa T oY ERE LET, £, X
FUTAOHPTHEE L THERAEINE T,

~inld, info N Tin) & —F L FTM, bin TIHE—
HLETA, (ra)] 1T, 2 ZEERWVVEEOLTFR| L
4&[/&'@40

FHORBRTa LTV ERELET,

ce$ |, announce lj\]@ rceJ &*ﬁbjﬁ?‘ﬁ\ cent
TiIE—HLERA,

OR & RLET,

(MATLTO|HELP) VX, matrTo £721dmELe & —F L £9,

AL LFHFREOLFL LTHEATE ST, £,
FHAER SN TY T AEZRET 272D HED
ﬂij—o

VLIEE DA RE =L, < ETAX Y AT E—F
L. WiERY 72Ty a2 —LES, QI3 F
E—E L, \widsERTE B LET,

XFIIR

XFT T AN, wF B, EEE BROEAXXTFAHY £, Ky a THATHAD
XF7 T AR TEET, £, FHIERD IV TR ZSESERUFIAT DY a— Iy
FELTHMTL2Z L TEES, BIMOBHFRLTXFY J 22T 5L, 1 DOXF

7S5 2T IMERIT 1 SCRIC—EHLUET,

RDFIZ, PCRE THHTEX H2FANERDO LTV 7 ADHM Ll 2R LET,

5% 30: PCREXCFY 5 R

XFY |8 XFI SR
7R NEE

\d By M) & —HLET, [0-9]

\D TN DEEDOLTE —BLET, [10-9]
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gaL—LzF«42 I}



BAL—LIT«4 |
B rereox—o— rEos

* feedbackl.cgi
* feedback2.cgi
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7o & 23X, keyvalue B X TRO X W HT TV T HT7aV 2L, EE L BffICL -
T— I Zmnl TE £,

author SnortGuru 20050406
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ERTARETFHEAALIT 4
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SSL7 U 7 uty O LT, T 7 4 v 7 NDSSL A=Y a FHERE L £,

el zIE, SSLAN—Ta v 21E Ny Ty A= R"—=Ta—lEHEER S 5 2 ERbho T DY
/E[\\ ssl version F—U— ]\T sslv2 %I;&%{iﬁﬁ LT\ @ SSL /*“—‘\/\\EI ‘/%@ﬁﬁﬁ‘é I\ 7
T4y 7 i TEET,

SSLN—2 =3 VIZBT 2B OB ERET DL, Hr~RKUV OV A NEFEHALET, &
BOBIEEIFELIZGA, VAT AMIOREE 2o TENLEFAML T, 72L& 21X,
SSLv2 Z Ml L TWARWIEEAL T 7 ¢ v 7 258057 51213,

ssl version:ssl v3,tlsl.0,tlsl.1,tlsl.2 BL—)VIZIBIITCE F£9, ZD/—iE, SSL/N—
Par3, TLS A—Y 3210, TLS A=Y 3 > 1.1, £ TLS N—Ya > 12 245 b
F7 47 EFHELET,

ssl_version ¥ — U — RiZ., R® SSL/TLS N— 3 VBl F #5148 & L T=IFANE T,

% 48:ss1_version M5

518 Sl

sslv2 Secure Sockets Layer (SSL) N\—Y a2 &Lz a— Kaniz b
T4 ERELET,

sslv3 Secure Sockets Layer (SSL) N—Y a3 2L Cora—RNahi b
T4 v ERELET,

tlsl.0 Transport Layer Security (TLS) /N\— =2 > 1.0 #fH L = a—RF&h
TehI7 740 v 2RELET,

tlsl.1 Transport Layer Security (TLS) /N\—Y = > 11 ZfH L Tz a—RF&h
TR 74w BRELET,

tlsl.2 Transport Layer Security (TLS) /N—Y 3 U 12 #fiL = a— K&
e h727 47 BBELET,
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appid ¥—7—F .

appid ¥+—7— k

\}

WRry N7V r—varvraban, 77347 TV r—va, WebT7 7Y or—
VarERBETAHEOI appid ¥F— U — REFHTEET, L 2iE, HoeHtEr Loz L
DHIOGNTWAEEDT S r—ya vz T22 %252 %7,

{RAN—ILD appia F—T— ROH T, [AppID D% E (Configure AppID) 127V 27 L, #
HT 277V r—rva vzl DEIFEEGER L 7,

ERAEELT7 T r—2a v DS
RMFEOVERZ O TGS 2 & Z1E, (M AIRE72 T 7Y 7/ — 3 - (Available Applications) ]
UAMIFKEINTELT, VAT LRBRHT 2T RXTOT TV r—varaX—v 2L
100 4" >F R L ET,

TV v arEHER LTI, VA MO TIZHLRAIZZ Y v 7 LET,

TV —a OFHEICET A~ —ERESBTE LA X —y NOREY > 7
PRENTWDERY T v T4 RUERRT DI, TV r—2a v O/ICHHTE
wr4ar (@) 22097 LET,

FI)5r—a32 24 )L2ADFEHA

WETDHT TV r—rarwzloed < §7570l, EMEERT 7Y r— 3 (Available
Applications) ] U A F&ZKD L 9 IZHIFKITE £,

TN —a UERET HIIE, VAN EHICH D [(4ETTHEE (Search by name) ] 7
SNy L, ARIEANLET, A1T56E, VAMPEHRENT KT LT
TV hr— g URERINET,

s T ANEEMALTT U r—ya yERIKT DR, [TV r—vary T4 H

(Application Filters) 1V A b &R LES, 74 Vv ZZEMAT 5L, (BERAARERT 7Y
47— =2 > (Available Applications) ] U A 23 EHF INFE T, HHE VAT AT v o
kT A2y () #FEALT, HELINEZ G 7097 BRI TVWD T 7 1w
JELFRALEN TR T 7 4 v 7 TERL) TORBHITE LT 7Y r—a v
E~v—r LET,

GE)

[TV —ar 7 4% (Application Filters) | VA N T1 2l EDO7 4 V&2 2@ IRL, L
MY [EHAEEZR T 77U 77— 3 > (Available Applications) | U A M 2R L7254, BRN
REWMBT 4 VA RGO (EHATRE72 T 7V 7r—3 2 > (Available Applications) ] U A k73
AND R Z > TGS E T,
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B our—vav@riorane

TT)r—2 3 vmER

TV = arE 1 ORTERT A, TOT 7V r—ra VERIRL, JL—/L~0DiB
S (AddtoRule) 1227V v 27 LET, 74 VZ TRESN TV DBEDTK ROTXTOT 7
Vr—ya rBERTHIE, A7V v 7 LTITNTER (Select All) ] IR L £,

T7IYS5— 3 7O Ra)LiE

RPC +—7J—F

ASNA F+—T— F

T r—varvETa haEOEFILEBREIXIZEAENT Y Put v Ik o THEITE
NFEITN, x0Ty 7o ar2FERLT, 77) r—va VEELE S HITHRE
TEFET,

rpc ¥—TU— K&, TCP £721ZUDP X7 v b CTH—TF > Ry NI —F avEa—T 47V
F—h Y —Y% 23—/ (ONCRPC) —ER&Z#MMLET, Zhicky, m"AFED
RPC 7' 77 LOBRHRITERIET A ENTEET, vy hT—7 TEITFOWVT LD
RPC H—ERAZHEHTX 508 ) BT 572012, RAFILZRPC R— b~ v/ X—Z{iHT
xF9, F2, A= b~ o 8—ZFHETIZRPC ZFETHOMD R~ b ~DT 7 & A& I
6:&%T%i¢o&®§K\mc%*?~FTﬁ%?%éﬂﬁ%ﬂ%biﬁo

= 49:mpe¥F—7— FDBIH

5% 5 EA

TV —vay RPCT 7V r—a &y
FIE FEOM & 415 RPC 7R —T ¥
version RPC R—T g v

rpc ¥ —U— FOFIEZHET DIT1E, ROWL 2T L E£T,

application, procedure,version

Z ZC. application {XRPC 77U &r—3 3 &%, procedure (X RPC 7’12 v — 3 ¥ &5, version
I ZRPC =23 VB FHTY, tpe ¥ =V — FOTXTOGIHAIRET H2HELHY £3, 515
DWTNNERETEXRWGEEIX, TAX U AT (+) TEXHITIIEIN,

e ziE EEOT Y — Uy £33 —T 3 O RPC R— ~~ v 3— (100000 &5 F 5
TRENDRPCT N r—3ra ) ZREFET DI, 51EE LT 00000, %, * ZfEHLET,

aeml ¥ U — FEMAT 5L, SESERAETL a— FERBLAN S, A7y FEEIDA
oy by ET - FTEET,

WRDFRIZ, asnl F—T— ROFIEIZHOW T L £,
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% 50:asn.1¥—"7— FD3I%

asna £—o—r [

513 Bz
Bitstring Overflow mih7y, VE— FCTEARREREY FA NI 7 mva—FReaBrHELET,
Double Overflow RN 7 7 LD REW_EHASCII = 2— REZKRH L E9, ZiiL Microsoft Windows D&

HAFREREIETHA Z ENHLNTWVETR, BlRESTEOY—EANEMHAEETH 2
RHTT,

Oversize Length

FRE SN2 E Y REWASNL A 7RARE LET, 72 & 21E Oversize Length % 500 (Z
HELTSE. 500 2 B[RS ASN ZA Sk o T—An b H—L LTSN ET,

Absolute Offset N7y R a— ROEHNLOMtA 77y FERELET (offset I 7 2 H R34 K0
LIEEDZ LICEBELTLIZEYY) o 2E ZIESNMP /Y7 v b & T 22— R 521%, Absolute
Offset & 0 IZFXE L. Relative Offset # 5% L £ A, Absolute Offset & L CIEE 7= IZADMEMN
AHETCTI,

Relative Offset UL, BBIZA O oTea T Y =8 pere. ET2idbyte jump 2B OFERIA T v BT

T, T Y "foo" DEHED ASN.L > —~ v A %T a— R4 5121%, Relative Offset % 0 |2
R TE L. Absolute Offset Zi% € L ¥ A, Relative Offset & U CIEEZ 7 ITADENRAIFETT,
(A7 P AT ENOMPBIREDZ LICEELTLLESY, )

72 & 21X, Microsoft ASN.1 7 A 7 Z VIZH T DB OMegstE TlI Ny 7 7 A ——T7 m—)"
FAEL, BORE RN L L2GE N7 v b &ffio TEOREBEZENTEET, VAT 40
asnl T—H & T a—RTBH L&, Ty FNOD exploit 2— Rid, v AT A L-ULERER & T
ARANETENELZY, DoSHREZSIEH LTV TLZENTEET, RONL—ILIE, asnl
F—U—FEMEALT, Zolgstta BT R L £,

alert tcp $EXTERNAL_NET any —> $HOME_NET 445

(flow:to_server, established; content:”|FF|SMB|73|";

nocase; offset:4; depth:5;

asnl:bitstring overflow,double overflow,oversize length 100,

relative offset 54;)

ERRONV—NLDOEE, EEDOR— B L OSEXTERNAL NETAEK CEESNTEZEDIPT R
L ADBIE S, R— b 445 245 SHOME NET A CEHESINTEEDIP T FL- &
(21725 TCP T 7 4 v Z IR LT, Ay bBRERENET, MA T, ¥—/3~0 TCP #%
REASESL SNTZHRFIRTORN— NV EFATLET, TOR, N— VIFFEDNEIZH DRFED =
VTV ERBELET, REIZ, VT asn1 F—TU—REFEHLT, By AN T
ya—RFEZHASCH = a—ReRii L, BRICRSho7car T Y —HORREND 55
ANA FHLEE, BE 100 31 FEBZ D asnd ZA TREMILET (offset BT ZRNA
FOMPDIEED Z EICERELTLEEN, )
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urilen ¥—7—F
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urilen ¥—U— K& HTTP Inspect 7'V ' mt v ZflAGdbd THEHT L L, FEDES,

HKAREZ THL, fe/hkx BRS, £703EESNIFEHBANOURIZHTTP 7 7 ¢ v 7 NT
BRAETXET,

HTTPInspect 7"V w337 v M EFL L THRE L%, L—1 =P Ud—uiZ
B LTED/r Yy FEFEI L, urilen ¥—V— FCHESINZESLFICURI AT D
MESPHMLET, ZOF—TU—FEHT5L, URIRDOMaFHMtEs = 2724 M LED
LT HERAERLTEET, REXIINY T 7 = R_—Ta—%RESET, WEHE) DoS
KA EH LD, VAT AL YUVREME THRA N ETa—R237L7eh LE D &
HDHAREMERH Y 7,

JL—/VNTurilen ¥ =V — R&HHT 5 & ZITE, RORICERE LTI EEN,

. L[Z\@— flow:established ﬂ?_‘]j_ ]\%‘J:U\ﬂﬁ@ 1 OUJ:@%—U— ]\755;1’“&;7‘/5\3/)’@?“(\ urilen
F—U—REHEHLTIEIN,

o JL—)L 7’1 b 2 )LTEIZ TCP T,

o X =4 b RA— MIEIZHTITP A— K TY,

URI BZET H & X2, 10D A Mk, U0 () . B TRV () %
A LET,

WITHIZ R L ET,
* 53 FROURI ZHRHT 51213, s ZfEELET,
5 FEZTEIDURI ZMIHT 5121, <5 1 OOEHLFTRYID) ZHEELET,
e 531 FEZ EEIS URIZRHT 5121E, > 5 (1 DOZEHLTFTRUIL) #EELET,

3 ~52( FEDOURI ZHBHT 2121, 3 < 5 (<> DRIBICZEAXT % 12728 %
fBELET,

7= & 21X, Novell ® eDirectory /3— 2 > 8.8 I BDH— N E=X U U T B I OBK=2—T 1
U7 « iMonitor /N—37 =1 & 24 IZHEFIMEN B D Z E BN TWET, BT E 2 URI &N
Ty NINy Ty A=N=T a2 RAESEDI0, HREITV AT L LYV & TR
A ETHEMELZY ., DoSHKIEZ I Z L2 TEORHNCTM L L7727 y h&fioTZED
Kz 270 FTEET, RONL—/VE, urilenF—U— FE2EH LT, ZOMasttz
BHT 2Bz LET,

alert tcp SEXTERNAL NET any -> SHOME NET $SHTTP_ PORTS

(msg:"EXPLOIT eDirectory 8.8 Long URI iMonitor buffer

overflow attempt"; flow:to server,established;

urilen:> 8192; uricontent:"/nds/"; nocase;

classtype:attempted-admin; sid:x; rev:1l;)

ERONV—=LDEE EEOR— b LT SEXTERNAL NETAH TERSNIAEEDIPT KN
L AN IEAE S 4L, SHTTP_PORTS 2 CEFK SN 7o AR — M &fEH LT, SHOME NET AT

B BAL—LIFa%
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pcerrpre +—7— [l

EFRSINTAEEDIPT RLAIZMMNITCP FT7 7 4 v Z71IZx LT, A2 "hVERSNET,
Nz T, =3~ TCP BN SIVTERFRL T DI, X7y R3L— LIRS L CRE &
NEF, —E, uwrilen F—T— R&ZEHL T, EX8192/31 F& 225 URI ZHH L E
T RIS, =L URI 2B LT, KLF/NLFZ KB LRWRFED 27 Y /nds/
EELET,
MErEY Y

BANL—L ~yZ— T khal (43—=)

BAN—IL ~o X —DEFILE L O%EER— K (8 =)

EFREHT 7 4V NEEK

DCE/RPC +— 7 — K

WRDOFTHHAT S 320 DCE/RPC ¥—V— R&ZfH LT, DCEIRPCEvvary vTF 74 v
JPDTI AT, NeE=HTEFET, INHOF—TU— RF2g— Va2 HTH L X, &
25 LT DCE/RPC 7V Fuat v H IO LET,

%= 51:DCE/RPC ¥—7J— K

FRIEI71L5 | ERAE BRHR
dce_iface B ¥¥E D DCE/RPCH—EAZRFET 537 > B
dce_opnum dce_iface DA ¥¥iED DCE/RPC h—HE A XL —3 g V%

FES D7 b

dce_stub_data dce iface +dce opnum D% |FFEDFRER F L IFEBEETERT DHDAS T
% F—y

FRITREINTWD L DIZ, dee opnum DHNZHT dee iface ZELE L, dee stub data DEIIZH
i dce iface t dce opnum ZRETONENH DL Z L WICHEELTLES Yo

£/2. ZRHDDCERPC F—V— REMONL—/L F—U— REMBADETHERNTLIZ D
T& £, DCE/RPC/L—/LTClE, DCE/RPC D5 |H 13 E RS NI HRRET byte jump., byte test,
byte extract DEF—T—RFafH+5Z LITEELTIES [

A aTlX, DCERPC ¥—U— R&E&ET/L—/LZ 1 DLLED content ¥—U— RK&EHDH 2
CEWIRLTWET, 297T5&, L—L U UNEITER AL — vy FHERE R
DL THEEE DS BN, R p—< AN ELET, —Z 1 DLLED content F—
T — RBEENTVDIEHETX, content ¥—V— KD [J[%JAJE/\C)&“‘:/ ~ v FHEREE M (Use
Fast Pattern Matcher) |53 EINT/e 2 T NE I MTEHRR L, =LV T T VN
A—r vy THEREEMEHT 2 Z EICEREL TSN,

WD —ATrX, DCE/RPC N— 3 U BILOBE~y ¥ —EFlRe —Ha 7o e LTHER
TEET,

o JL— )LITHLD content F—T — F\7j§/é\ihfl/\f£(/‘

o JL—LIZH 9 1 Dcontent F—TU— RBEFEN TSN, DCERPC/N— 3 B X UOHREE
B, M5 D content LY HEFHE DN —2 2K L TWVD
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. dce_iface

dce_iface

BAL—LIT14 |

72 & 21X, DCE/RPC/X— a3 VB L UBHEERIZET . 131 hoar T L0 LR
*(‘\‘a—(]

RICRT A=V g VBRUOBEEHR = 7 Y —BOW TN 22 A LT, V— L REZE
BT TOBENRDHY £,

e X7 g EIDCE/RPC/LV—/LTIE, T2 105 00 00] (A% — /83— 3 05,
VAT A=Y a2 00, BEOERPDU (Fr koL F—4 2=y ) #A700) %
ERLET,

e AT g L ABIDCERPC/L—/LTIL, 2T 104 00] (V3— 3 204, BRPDU
XA 700) #FEHLET,

WTFIOYE S, DCERPC 7' Fut v TR THFHDOREZ# 0 KT Z & &l 2 —
Ve FHEREATEONH 20T, = LNDOREOF—TU — R LT A=V g B X ORREE
D content F—TV— RZHIE LTIV, IL—VOKRBIZHEIND content T—TU— K
X, Bl = vy FHEBANOHTREE L TELNDNN—Ta a7 oV IicE Tl
EVETH, L=V ANOMDO a7 oY IS T LY TEELRN I LICERL T
YN

MELEYY
DCE/RPC 7'V 7't v
content ¥ — 7 — K & protected content ¥ —7 — K (29 ~—2)
content ¥ — VU — ROFHENZ — 2 < v FHEEOFIE (40 *—)
BEZL : byte jump 35 £ U byte test ¥— U — K
byte extract ¥ — U — K (49 X—7)

dce_iface F—U—R&f+5LE, fF%*ﬁE@ DCE/RPC % —E X kil T& £ 77,

F 73 T, dee iface ¥— 7 — R% dce opnum ¥ — 7 — RE L Wdce stub data ¥—T— R
LHAGDRETHEMT DL, HETDHDCERPC F7 74 v 7 2 SDHICRET L LN TEE
—g‘o

[E &/ 16 /SA | Universally Unique Identifier (UUID) X, ##1Z41® DCE/RPC H—t R |ZH|
NHBToENDT SV r—Yar A2 —T7xcA A LET, 72& 21X, UUID
4b3241c8-670-01d3-1278-5a47bf6eel 88 1%, srvsve h—E A & LT 4 %1 54125 DCE/RPC lanmanserver
P—bERZHHLET, ZOYV—ERE, ETY—ET S X Tr AL, BLUSMB4
RIS ENA THIEAT D00 S I EREHBERELRM L E 3, DCERPC 7' Frt v ¥
I3 UUID 3 X OBEET % L LiEZ L C DCE/RPC & v ¥ a v ZBIF L 77,

A B —T7xAAUUID (F, RO L HIZ, A 7 TRELNTZ S DD 16 #LTFH|THRERL &
nEJ,

<4hexbytes>-<2hexbytes>-<2hexbytes>-<2hexbytes>-<6hexbytes>

IR netlogon £ > #—7 = A AD UUID D X 52, /A 7 %&T UUID &k%Z A 175
TET AV E—T oA AEEELET,

BAL—ILITA4
88
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dce_iface .

12345678-1234-abcd-ef00-01234567cffb

UUID NDIRAID 3OO FHNIE v 7T 4 7o 3, NETHESNDOILERNHDH Z LI
HELTLLESY, @i, AENFAA v 2 —T =24 X VAT a baLl 7F 42T
UUID 2 E LWAA METERSNETR, Z1E AJITDHHIZ UUID A MEZZEE LT
IERbRWEALH Y T, RISFTA YLV Yy — —E X UUID A, U kLo
T AT NA NMEDEYID 3 DOLTFHN G RIM T ASCIL 7 F A N TERRENDZ ERH
nEF,

£8 91 7b 5a 00 ff dO 11 a9 b2 00 cO 4f b6 e6 fc

Z DL UUID % dee_iface ¥— U — NIZHET DITIE, ROK WA T EAL, fid)
DIODXFHNEE Y T =T 4T A MECTEETEET,

5a7p91£8-££f00-11d0-a%02-00c04fbbebfc

1 2O DCERPCE YL a  NBEEDA L Z—T oA A~DEREEZEDHZENTEETR, 1
DDIL—)LIZIE 1 DD dce_iface F—U— ]\ficj'%‘f’é\y)f TEEW, BIMOA A —T AR
PRHET A2, BIoL—LE2ER L E T,

DCERPCT 7V r—var f v X —T 2 AFIA v X —T 2 A=V a VESHLEID Y
TONET, 72 a T A F—T oA A= a U EEETEET, FOB, N—Ts
UIMBEMEICE LW, FELL W, BEMEV /S, FERE W & ERTEE 2
LET,

TCP I/ AL T—aRIP 7T T AT —aAlMa<T, axprsyaMbaxr g
YU ARIDE T ODCERPCE 7 7 7 Ay MET 52 ENTEET, @H., FiHLIS O DCE/RPC
TITA NERREDA F—T = A AZEEMNT 20T E D FEHTIEHY A, 2D
£ T 5 &, ZEHOBBHDPEATHAMMEENRH Y £3, 72720, XL HERT 5729
W2, A7 var T BESNTEA LV H—T2A AWML LTI RTOT T 7 A FEFHIT
£7,

WDOFEIZ, dce_iface F—U— RO5|HEHEHLET,

% 52:dce_iface M3|H

515 B

Interface UUID | DCE/RPC h T 7 ¢ v 7 N TSR E R DEEEDOY—EZADT SV ir—
varAUE—TxA AT D, A T U E=ETUUID, fRE Sz
A B —T =2 A ZAZBHET DNTALEDOERNA ¥ —7 = A A UUID
W—ELET,

Version FFarTC, TV r—va A A =T ANR=Tg 0FBF0~
65535 & RHXGONR—=V a UREEME LY KEW ) L hEn (),
LW (5, FRFELL W () EaRTEE T,
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. dce_opnum ¥—7J— K

518 A A

All Fragments FFa T, BET 5T _RTODCERPCT 77 A FNOA 2 —T =
AL ZADBE, BLUOA v Z—T =2 A=V ar BESHTVLES)
TOREEAINCLET, ZO580IT 7 44 F TENZ > T ET,
THUE, BHIDT I AL NETIZT T A MESRTWARUVYWR T v |k
BEPIEEDA F—T = A ZZEHEMS T N TV DGEIZDOHR, F—
V= RFRR—=HTLZLE2ERLET, ZOFEEDICT DL, BN
BAETHERMEND D Z LIZHEBE LT E I,

dce_opnum F¥—7J— K

dce_opnum ¥— VY — K% DCE/RPC 7'V ' mt& v ¥ L{lAHELETHEMT S L. DCE/RPC #—
EANRAET S 1 O OB EDOA L — g U EBIT Sy FEBRETE ET,

7 T4 7T MBERFOM LiZ, DCE/RPC AR T AL —v g v LIFENDIRHEDT—E
ARHAEERLET, AL —1 3 %S (opnum) [EDCE/RPC~ v #—NOFFED AL —
varuEEAILET, = 27 a A MIBEDAR L —2a VEERIICTAZ ERNHD £9,

7= & 2.1Z UUID 12345678-1234-abcd-ef00-01234567cffb I%. #TFEEDO AL —2 g 2 E{kd
% netlogon Y —EADA L EZ—T 2 A AL LET, £DO1OBF XL — 36
(NetrServerPasswordSet AL —3 3 ) T,

F_Xb— g VHOB—E X ZFAT HITIE, dee opnum F—T — ROHIZ dee_iface ¥— 7 —
NEHETOLENRDHY £,

FrEDAR L — g U ERT 1 O0 10 HEEE (0~ 65535 D#EFH) . N1 7 TRYI LA
NRL—v g VR, FRIEA R AR —2 g V) A B BB DIERF TIRE T
=FET,

WOHNE, T XTHZN2 netlogon A_XL— 3 VFEEEELTWET,

15

15-18

15, 18-20

15, 20-22, 17

15, 18-20, 22, 24-26

dce_stub_data ¥—7J— K

dce stub data ¥—U— R%ZDCERPC 'Y mtyv¥ LlAhbdbETHHTL L, hor—1
AT ar LTI, AT T —HDEENSA AR v a Ly ERBT DL O —
TV VIR TE £, dce_stub_data F—U— RORBITH LS Ty b X4 a— R L—/L A
Travid, AZT T2 Ny Ty 2RI L TEHSNET,

DCE/RPC A4 7 F—HX, 7 I9AT v s 7 —Y% 23—, DCE/RPC 7 H A bV AT
2 (DCERPC DHEHIe T N—F v b —ERERUT HAD=KL) OFOA v F—T =
A A% L £7, DCE/RPC =2 X7 1A KL, DCE/RPC/X7 v hDAK T 7 — 5455 Tilk
MENFT, AFTT—=ZIFEDOAR L — 3 UEITEEREFOH LICEEMS TS Tn 5
7=, 47 dce stub data DRI dce iface & dce opnum ff#ﬁﬁiﬂ L, Eg@j—é P—ER LA
Nl—Ta UVEBAIL T 7ZE 0,
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SIPX+—7—F

sip_header ¥—7— F

sip_body F¥—7— F

sip_method ¥— 7 — K

spx—o—+ |

dce stub data X—U— }‘&:Vigliﬁﬁ‘% D EHA,

45D SIPXF—U—F&fliflT5&, SIPEyvay N TFT74y 7 Tz A7 A FZEEHT
=FET,

SIP 71 b 2/uZ¥—ERELS (DoS) HERIZXH L THHTHDEZ LITHEREL T EIN,
DX D RBEIZKUTT H— LTl b— b XR—ZADKEHEZEHATE £,

sip_header ¥ — VU — FZfM¥ 2 & #itH S 72 SIP BER £ 72 3IEE A~ v ¥ — D FHH b A
AR L, MANRENY X — T4 =V FIZRET D LN TEET,

sip header F—U— Mlbiﬁliﬁ‘m)% ) i’ﬁ_‘/\/o
RO DN—1v 7T T A MESIP~y X —ZFFLRL, CSeq~y ¥ — 7 4 —/L FIZ—HL
£7.

alert udp any any -> any 5060 ( sip_header; content:"CSeq"; )
BErEY Y

YR AL — /LR

L— b R—= 2 DOKEE 5

sip body ¥ — U — REFERT D &, I EINZSIPERELIIGEA v —URLOLEEND
BAEZHBL., MERNREEA v —VARLICBET L2 ENTEET,

sip _body ¥ — U — RIZIEBIE R H D A,
OB D=0 7T T A MESIP A v =V RLEHFLRL, HESh7ZSDP T —X D¢
(BEitE®R) 74—V FNOEEDIP 7 LRI —& L £,

alert udp any any -> any 5060 ( sip body; content:"c=IN 192.168.12.14"; )

JL—ILIN SDP 2 7 Y DRRFRTTFICRE I NRNW I EICEE LTS EEV, SIP U 7 m
Ty PIIA v VAR EE L, TNEAL—L =P TERTES LI LET,

& SIP BRIND method 7 4 —/v RIFERD B ZFBI L E T, sip method ¥— 7 — RZ{EH
TBHL, SIPEROFTHREDA Y v RERETDHILENTEET, HHOAY v Rigbhr~
TXEIY £9,

WRITRTHUEER SN TWD SIP A Y v FEEETEET,

ack, benotify, bye, cancel, do, info, invite, join, message, notify, options, prack,
publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update
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. sip_stat_code ¥—7J— K
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Ay RTIEHRLFENLFNREINENETA, HEORAY v REhr~TRYISZ ENTE
£7,

Lth. HILWSIPA Y v RRNERSINDAREMENR S D720, WAX LAY v K, DFVBEE
TINTWHSIPAY y RUADAY v RERRETHZ b TEET, "R ¢+ —/L FEIX
RFC2616 TERSNTWVET, = (. } 2 EOHIBEISCT & XYY LFEFRWT, TXTOXLTF
PHEHATEET, BAAESNTWAXYIY LT84 Y A MIOWTIL, RFC2616 #&ME L
TEEW, BESNIEIAZ LAYy RBRNT 747 TRIHESNND E, VAT AINT v
F o~y X —%RELETN, AvE—TiIREINEEA,

VAT ATIFRAKRBORAY v K BUEERSINTND 21O A Y v KEBMO 11 D A
Yy R) WHR—RINET, VAT AE, RESNDOIREREDAY v RETXTEML E
T, BEFR2MEDOA Y v Ricid, SIP7V FutydoF 7y ar [BETDHAY v K (Methods
to Check) | Zfio THREINDOA Y v RREEND Z LIZEELTIEE N,

BEZHMT2HE1E. 1 ODAY v FETEBEETE T, RichlzrmLET,

linvite

727200 1 DON—)LINDOEELD sip method F—T7 — KA AND A THEA SN D Z L ITHEE
LT < fiéb\o =& %_ijf\ invite & cancel %IS/%< ﬁ“/\f@i‘ﬁﬂﬂj éﬂfl% % }\ff*ﬁﬁﬁ—é&:
fji‘ ﬁ(@ct 5 7Loc 2 00)[&%5’*17“%? sip method F—U— l\ff1§ﬁﬁ LiTo

sip_method: !invite
sip_method: !cancel

Cisco TlZ. sip method F—U— F%é\@ﬂ/‘—ﬂ/ﬁz 1 OJ;LJ:(D content ¥ — Y — ]\%ﬁg)é Z
LR LTOET, 9T 5L, b T UL IS B S — o TR T
HZ L TCHEEEDS END T =< ANmELET, =21 DL ED content F—
U — I\75>./é.\iz}”bfb‘5f}57é.\!i\ content 5?‘_‘]7_‘ ]‘@ [%ﬁ/\o&_‘/ 7/7‘%%%%%{%% (Use
Fast Pattern Matcher) ]31ZB AN 72> TWDE 0 E 9 TR, b—b = DU i3EEios
A= vy FREREEZEHT 22 LICERELTIIZE N,
BErEY Y

SIP 7Y FutyHoF 7 ar

content ¥ — " — K & protected content ¥ —V — R (29 ~—2)

content & — U — RO FHNNK — 2 < v THEEEDFIH (40 =X—)

sip_stat_code ¥—"7— F

% SIPIGBEND IHTDAT —H A a— Rk, BERENT 7 varofifEzrLET,
sip stat code '\“\”‘—‘]7_‘ F%{%ﬂqjﬂé k N SIP ES’%@@EP’C%E@X?—&X a— }‘%‘f*ﬁﬁﬁﬂé
ZEMTEET,

IHIDINE XA TEF1~9, FFEDIHDES 100 ~999, F/-iXinb 2 EEICHASHE
Thr~REPY YA RERETEET, VA FHNOWTNL DO SN SIP ICEND 2 — R
WC—ET 558, OV A MR —HLET,

WDOFZ, FEEFRER SIP AT —F A2 a— FEDOHAZ R L £ 1T,
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GTP +—7J—F

gtp_version ¥—7J—

gtp_type ¥—J— K

errx—o—r [

% 53:sip _stat _code DIE

BRHEX&R BETHIAR 151 BRHEER

1 OO EDAT—H A |3HTDOAT—F A a—F |189 189

a— K

FRESNZ IHTTHED 3 |[1H#7F 1 Ixx. 2F Y

I R=CN 100, 101, 102 72

r

(EX2RIZS BEDa— FBIO1H#% |222,3 222 ¥ L1300,
EEICHAGDE T~ 301, 302 7p &
TXY5

Fo. L—UIZ content F— U — RREFENTNSHNE I NIZEFRZL sip stat code ¥ —
U — R&Ef > THRESNIMEERBET 72010 b—)b = DV REE Y — 2 ~ o FHEHE
EALZRNZ EICHERL TS,

325D GSRP oY T han (GTP) F—U—Raflifl+25E&, GTP N\—Ya
Avb—U 247 BIWERERZ A~ FTF Y RN THRETEET, content Xbyte jump
BREDMDIRAN— =T — REMAEDETGTP ¥—U— R&fEMAT L2 LT TE g
Ao gtp_info F7IE gtp_type F—U— REFEHTLZENENLDNL—ILT, gtp_version ¥—
U— REEHTo0ENHY FT.

gtp_version XF—U— b%fﬁﬂqﬁé &\ GTP %Mfﬁﬂf /'[Z“—T\/@EF'T GTP /“‘—‘T/\\ET 0, 1. ES
T2 5 METHZ ENTEET,

ERXRINTNDRA v =V XA T EERERILIGTP N—V 3 VNI K o TR D720, gtp type
if:&i gtp_info F—U— ]\%ﬁﬁﬁﬁ‘é k % G:&i\ gtp_version %ﬁiﬁﬁﬁ“é%%ﬁ)&; n i‘@—o ﬂE
LL7TO, 1, LT 22BETEET,

ZNZND GTP A vt —PiF, Bl L XFFNI TR I ND A vE—Y Z A T2 X - Tpl &
AWET, gtp type ¥F—U—RZMEHT L, FFEDGIP A Y=Y ZFATDRNT T 4 v I %
METEET, ERINTVDA v E—Y ZA T LIERERIT GTP N—Va Tk > TR
E)f:y)\ gtp_ type i?‘:&i gtp_info F—U— }\%{iﬁﬁ'@‘é & é‘f W_ci\ gtp_version %){f)zﬁ'@‘%)ﬂ\
EHRHY £7,

ROBFNTRT LT, A=Y X7 L LTERFEAD 10 EHE, ERFHLTH. 5D
WEEH L (FTWT) ZERBICHAGDE o~ XKUY VX FE2RETE £,

10, 11, echo_request
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. gtp_type ¥—T— K

VA NNOZENENDEEIZIILFHINERET D&, VAT AIOREEEZMHEHLET,
EXTFINEFFET DIAFITEETIESH Y A, VA FHNOWTIL 1 DO E 213 3CFF D
—HUZEY, F—U—FP—HLET, BNV CTFINE TS OEE ST — L %
BRIFLED ETHE, =T —0FAELET,

RIRENTND LI, GTP A=V a S UT, FILAvE—y XA TOENER DY
/E[\ﬁ)ff?)%) Z k @:/}:,'ié; L/T < f:é l/\o 7LC k 7;@?]: sgsn_context request )( /‘TZ‘—V g/l) 70®1ﬁ6i
GTPv0 & GTPvl TiX 50 T2, GTPv2 TiX 130 T,

Py FADA=Y 3 VEFITIE LT, gtp_type ¥— U — FIRRABME —BKLET, EEo
BlOYE . GTPVO £721X GTPvL X7y hCIEEF—U— R A vt —Y XA FES50 & —F L
FTB, GTPV2 X7y FTIHE 130 & —E L ET, Ty FADOA vE— Z A FEHR, N
v FTHRESNEA—=Y 3 VOBRIOETROWESIE., F—U— K2Ry b —HLEH
Pue

A= A TEEEERE LGS, Ny MNTHRE SN /N—T 3 > B3 EERIC,
F—T—FRNDRA = XA TNGTP Ny FNOE E—FHTHIEF—T— FPR—FK L E

R
WDORIZ, GTP A v tE—Y XA ST LIV AT ATREEINDEREHAOMEESLFHNER L
£
R5:GTPAyE—2 547
& Version 0 Version 1 Version 2
1 echo_request echo_request echo_request
2 echo_response echo_response echo_response
3 version_not_supported version_not_supported version_not_supported
4 node_alive request node_alive request BV
5 node_alive response node_alive response YA
[6] redirection_request redirection_request ML
7 redirection_response redirection_response FAYAD
16 create pdp context request create_pdp context request BV
17 create_pdp context response |create pdp context response A AAD
18 update pdp context request |update pdp context request BV
19 update_pdp context_response |update pdp context response FAYAD
20 delete pdp context request delete pdp context request BV
21 delete_pdp context response |delete pdp context response YA

BAL—ILITA4




| BAL—LIF1%

gtp_type ¥—TJ— F .

i Version 0 Version 1 Version 2

22 create aa pdp context request |init pdp context activation request |Z%:47s

23 create aa pdp context response |init pdp context activation response | 2% 73 L

24 delete aa pdp context request |Z%34 7 L ML

25 delete aa pdp context response | %34 7 L ML

26 error_indication error_indication ML

27 pdu_notification_request pdu_notification_request ML

36 pdu_notification_response pd