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ﬁh) o
« STIX 7 7 A W EE VD ATEA L, STIX T —XIZ (VAT LANT 1y 7 TERW) B
AP —=EANEENTWDARENENH D720, Block [T 7 3~ (Action) |47 =
NIV ERA, TR (FER) X, BOF T RTINSV TRFELTT 7
arvEITLET, BEROATF NI N HEASNTT 7o a v 2 FETTH2L1EHY
FH A,
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v—zeLtRTza—nL 77407y 7a—F [

2L, B IARRIZ, ExDOFTF—=N"TNL 2OV =ZANPLEG LIS A Y
T=BETRy T HIERTEET, FEMICONTE, YA, A7 =4, K2
FTHF =T LRV TOTID 77 v a VOt (47 X—V) ZBRL T ZE0,

o T —H )RS AN EREELARELET, 2 xiE, Y—RAE 1 HIC3EE
T 55A. EHENZ 1440/3 £7213 480 43R E LT, EHIMIC ﬁ7~&%%?7
Fy¥ LET,

o [TTL] BRICHEE Sz HEOREZIZ, TID BT O H DA HIBR L E5,
LD Y — ZAHHITEENRNY —ADA P —FZ DT,
o T A T AL Lo TEREINNT R TOL T — T )L,

RTFYT6 BEHEAONET ICEET 23551, [AB (Publish) | AT A % (@) BNEM/-> T
LI EEMERLET,

IOFTarEAINITHE. VAT MIBEIMICHI Y — AT — X L FIICHFE LS EREE AN
BLET,

L., VA AT —HF FEIA T =T UL TO TID T —F O —WE IR F
TIEABE (49 =) BT EEN,

ATw T [R1FE (Save) 1227V v LET,

RDEZRY

BV IAB AT —H A% FoRT HITIE, [V —A (Sources) |"N—VHEH LI, =F—»
ERINDHEGAIZT, AT —F A 74’:1/ IR TAF—=N—F 5 LEFMAfHRTEET,

s MJ¥ TID & E%fTO TW5 13X, Cisco Threat Intelligence Director (TID) D& v k7 v
THE (T—=) ITRD ET,

Y—RELTEHEARTAO0—AIL T7A4I)ILOF7yTO—FK

AYX— k54t [ HEDSA VR |YR—bENBT | HR—bENBF | 791X
R INA R A (Access)

{5 (Any) {5 (Any) {5 (Any) Ja—s )L & ¥/ Threat
Intelligence
Director (TID)
Z—F

COFEX, ve—HhHNV T ANDUHE A LAFET v a— RIZERLET,

STIX 7 7 A NVZEVIATr L, TIDICE > TSTIX 7 7 A VONEN G BT E - 1382
T BERESNET,
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B —ccvcmyzn—nns71007y 70—8

ATv 71
ATvT2
ATv7T3
ATvT4
ATv7T5

ATvT6

Ty N7 ANERYIATCE, TIDICLE ST T 7 A NKNOFT T —RTIAEZ LIS A
=2 PMERR S IVE T,

TID OF%ECEAEF I N34 L723& 1%, Cisco Threat Intelligence Director (TID) ® k< 7
Na—T 47 (83X—V) 2BR L’C <TE&EWY,

FIE

DEMZE 7 7 ANVPHTZ L TNWD I L 2B LET, Y—RE S (53—)
[4 7)) 2X (Intelligence) |>[Y—X (Sources) | DJAIZEN L 7,
BmM7rA=y (+) 227V LET,

V—AD [FfE (Delivery) ] k& LT[7 v 7 a—FK (Upload) | ZiRL £7°,
T4 =LA LET,

T Ty NI ANET v u— RTBE5AIT. Y ARNIIEENE T —Z &k T 5 [=
7 (Content) ] ¥ A 7 AR LET,

c HHIOGE A V= ZITHESNTA T FOW O 2 & B A BRI T 5121
TIDEF LRI —EH LImA AT —22FEH L ET, 72L& 21X, <source>-<type>,

VAL HBEMTDHE, BMOERST 4 — RNy 7 ORI —RIZRET D 2 &M
[N =

—EMOHDLAEEAT LT IEE N, 2 zIE, IPT RLAZELY —ADGE, &
\ZIPV4 ZfEH L E9 (IPv4, ipvd, TP v4, IP V4, ip-v4, IP-v4, IP-V4 72 i3 L &
HTA)

STIX 7 7 A NET v 71— T 58E1%, STIX T — X ICBMRA v — 2N aEh T
WA RBEMERH D720, Block X [T 7 ¥ a3 (Action) 147 a il /A, T
A A (BHE) 1T, B—DF T PRI VS TRIFELTCT 7 v a V2 ETFLET, 8
DG T =TSN TCT 7 a v wFT7752 L3b0 A,

R A —RFERZd T —R_"TL LTS v — 22Ty 745D
LIXTEFET, IOV TIE, YA, AT —H FEA T =T L YLT
DTIDT 7 v a Ot (473—) 22BLTLIEE,

o [TTL] MMRIZHE SN2 HEOREZIZ, TID ALLTO LD EHIBRL £,
LD T v T — RICEENRNY —ADA P —H DT R,
o T A V= ILL o TERENNT R TOL T — T )L,

HEAONBZT ITBAT 23551, [AB (Publish) | A7 A % (@) BRET/2>TWH
5T LaERBLET,

B IABERC Y — 2B A LARWEES, B TIR_RTOY —A A P —2 & —FEICABRT 52
LIETEEHA, RDOVIC, A TF—RNTNVEEINCABRTILERHY 9, V—A, A
VO =2 ETIIF T =T LULTO TID F—Z O—WpE I £ 71T AR (49 ~2—
V) EERLTLIEEN,
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o v—zo TisssLEEowE

ATy FT -7 (Save) 1227V w7 LET,

RDEZRY

D IABRAT —H A% FRTHIZIE, [V —A (Sources) |"X—VAHHLET, =7 —N
FRENDGEET, AT —H AT A AT TALT— =T LiFEMEHERTE T,

« FIHID TID 3T 51T > T DAL, Cisco Threat Intelligence Director (TID) D& > k7
THIE TR=Y) TRV ET,

TID ¥ — R D TLS/SSL 5% 7E D& K

AX—bF T4t | REDSA VR | BR—rENDT | R—FSNBF | 7UEX

VR N R AL (Access)

& (Any) & (Any) & (Any) Ja—s)L & ¥/ Threat
Intelligence
Director ( TID)
Z—F

WA K = STHE AL SN TR N LB G G R, SSLERE 2k L 37,

188 BRI

« V—AL LTHHTZ TAXIL 7 4 — FOEE (10 ~—) FIZURL 26D Y —AD
S (122—=) OfBAICHE-> T, taxit F720E R Y —ADORELZBB L £,

FIE

ATy T [V—ADfE (Edit Source) | ¥4 7 12 T, [SSL i E (SSL Settings) |7 v = &L
7
ATy T2 S NEHERHCEAL SN TVWDLHA
a) [HCOBAFEHE (Self-Signed Certificate) | Z AN L £,
b) [SSL A~ A M4 #RFE (SSL Hostname Verification) | =& BR L £,
o [#ik& (Strict) ]: TID Ti%, Y —Z URL BNV — NGEHEICIRE S NIZAR A M & —
BT AH2VENHY £,
RARZTAN = FREENDISHE. TIDIFEBOV T FAL o &—8T 252
LlITEEEA,
[7T7 UV EHMSH Y (Browser Compatible) ]: TID TiX, Y —A URL HH—/\GEH]
BB ESNTEARA N E BT HLERHY £,
RARNZTAN R — FREENDHE. TIDIETRXTOYT RAA Ic—BLE
7
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B o v—xonsssLzEom

« [TXTHEFA] (Allow All) ]: TID TiX, Y —AURLAY— SZEBEICHRE SN2 d A
Ny & —HTHMEIEIH D EHA,

7o & 21X, subdomainl.subdomain2.cisco.com %Y —A URL T, *.cisco.com 23 ¥ —/3
AEAETHESNTEARA M THLHLEIR, ROX DT £7,

o [Ekts (Strict) | A MARGETRBIL 7,

[T UV HENMESH Y  (Browser Compatible) | R A M4 RRGEIZRT) L £,

o [TXTHFHA (Allow All) ] A A MARREETIX, F A MM OEIZZESICER I ET,

c) [Y— \GEBAE (Server Certificate) | DIGE :

*PEM T a— RBLUOHOCEA SNV — SEHEICT 7 BATEX 541X, 7% A&
=5 ¢ Z CHAEZP X . BEGIN CERTIFICATE 4T & END CERTIFICATE {T% &
LTFX¥AN Ty s effEar—LEYd, ZOXTFIIEEKET — /L RIZASLE
7,

cHOEBAL SNV — EFHEIC T 7 B XA TERWEAIL, 74—V REZEAOEFIC
LET, V—REHEFETHL. TID T — "0 bIFAESRE LT,

ATY T3 = NZa—VIEAESLERIGE
a) [—VFEHZE (User Certificate) | Z# A LE T,

THFARTT (HX TPEMT a— RENZEFHEABIVW T, BEGIN CERTIFICATE{T &
END CERTIFICATEfTZ G T H A DT vy s &2fkEat’™—LEd, ZOXFI &KL
74—V RIZADLET,

b) [Z—VFEF— (User Private Key) | Z AL E 7,

FTXAN T 4 X TCREXX— 77 (/LA X, BEGIN RSA PRIVATE KEY X NEND
RSA PRIVATE KEYTZ BT XA N 7Tnv skt at’—LEd, ZOXFI KL
74—V RIZASLETS,

RDEZRY

AEHEOA IR 2 5e8k L £, BUEOGEHEOAMIIRBEIN %I, B LW — NGk
HELZANTDODA VX —@HERETHI L HTEET,

« V—ADREEHITET,
o« V—AL L THHT A TAXIL 7 4 — FOFE (10 =—3)

«URL MDY —ZOEAE (12 ~2—)
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7o trgEE> 11— 0—L |

TID 7V A #EFHED>2A— O0—I)L

Firepower Management Center = —% 7 7 > h & LT, TID DA =2 —o_X—|ZT7 7 &
AT HIENTEET,

s [EEE3# (Admin) ] % 721% [Threat Intelligence Director == —"" (Threat Intelligence Director
User) | D—H a— /L& OT7 Tk,

[>T VYA (Intelligence) |HERRZETe N AL L a—HF a— VB2 O T T K,

oI, [EFHE (Admin) ], [7 7 B AEPEE (Access Admin) |, £72iE [y NV —7EH
# (Network Admin) ] ®=— 1 — L %D Firepower Management Center == —4 7 7 7 > |
LT, 72782 arbe—V R —TTIDEZANEITENT L ENTEET,

=Y T HT L NOFEICONTIE, FETY 7 EAHO2—F 7 Ho o FE2SRLTIES
Wy,

TD T30y I 7 v TEITERIZDONT
Firepower Management Center Z{# ] L T, TID [ZMER TR TOT—% (BRT—¥, EX=

VT4 ATV Ve A ARU b HEfiA X2 b TID MR, BXOTID 7 —%) &3y 7
Ty TBIOMELTEET, FMICOVWTEL, Ny 77 v 7EETEZRL TSN,

)

GE) A TXA TV T 4D T 7 7 1 7 7% Firepower Management Center C TID % /K A7 4
7F 586 VAT ML TID #ER & TID 7 — 4 % A % 731 Firepower Management Center (Z
R LETAL, 72— A —N"—R%IZT— X &It TEDH L9512, 777 « 7 Firepower
Management Center C TID 7 — % OEMI/R2 N> 77 v FHF4TTHZ L 2R L ET,

R2:TDEEDONY I T TELIVETI7MILOAB

TIDEED 7 4 ILDORE YTy TOER B mER

BRT—H Ny YT THER BET—2DET (Restore
Configuration Data)

Firepower Management Center - |4 N2 kDN I T v T ARV T—2DIET

Ry h F—x (Restore Event Data)

TID # %3 L ONTID 5 —4% | Threat Intelligence Director @) | Threat Intelligense Director
Ny OTF7y7 T—2DER

MDAV TUORBLRUFTHR—=2 30 T—2DORM

TIDHEZBIZ L > TERENTZA VT PRI T R—=2 3 0 F—H B0 HI1I20%. A
VIFURNEBLIOS VT RN — AL E T,
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fpmc-config-guide-v63_chapter4.pdf#nameddest=unique_123
fpmc-config-guide-v63_chapter7.pdf#nameddest=unique_34

B =57 ram

Cisco Threat Intelligence Director (TID) |

BEREA VT MER

TIDIX, A VP —Z T DRADF TV —=RT NN T T 4w 7IZRBRIZE XA Y
FUMNRERLET, H—0ERK, B A 0 O — 2 RS ERINE T, EM A Y
=50, 1 O EOBIMOERNED Y — o 2 FTT5E T, HOMICERSNET, #
Medo A 2 —H21%, T LBHE—DO N7 W7 v a UHICER SN D MNEEH Y /A, &
FTF—=R_RTF, BB 707 v a kv, BEoREE & HICEBICERTE £
T

GE)

TIDIE, A V=2 O =2 i 5 L 2, PR—FSh TRy, B, BIO
BRUABRYAMIBERINT A TP =TV ZEEH L ET,

ATV MRERICER SN, FORDOEHTHLWA VT RR NI T—&iE
T

R3:46:42005—2 N8—2

Indicator 1:
Simple Indicator

=

//
| observable A\
\

Indicator 2:
Complex Indicator,
One Operator

y

\\ // 2
‘( Observable A ) \ Observable B
¥_// N

S

AND

Indicator 3:
Complex Indicator,
Two Operators

,/'/ N

N /,, x\
( Observable A ) ( Observable B \ Observable C
¥J \ A

OR

AND

TID LR OB S DOF T —R_TNE R A, TP =T ANIEEICHR SN & A
VT MNMERITTRO L O CHEIT L ET,

1. YATLINET 747 HPOFTF—=NRTNVAZHAITHE, TIDIZROL DT F
7,

e ATV —Z VK L TREIZEB SNA T U MEERLET,

. Cisco Threat Intelligence Director (TID)



| Cisco Threat Intelligence Director (TID)

1

NS =

< /T

1vvrvrorresz ]

AT =R 2 AT 3IZK LT, WOMICER SN A T M EARK
L/\ij—o
VATANNT T 4w VP OFTF—NRT LB EHATLHE, TIDIZKRDO X S0 F
—§—O
s ATV —H2ITONTIL, RNE—UDRFEREINTZDTA T v M [BERICEHR
(fully-realized) JIZHH L ET,

e AT —H INZONTIE, AT 2 M [ HICEESL (partially-realized) ]2
VATEANNT T4 VPO FTF—RT I CEHBATHE, TIDIFKRDO X DI F
—§—O

s ATV —H 3T ONTIEL, RNE—UDREREINTZDTA T M [BERICER

(fully-realized) JIZHH L E T,

VAT ANF TP =NTIVAZ L) —EHAT S L TIDIIRO XS24 £7,

ATV TIZH L TH LWERICERINZA VT v b EAKRLET,

AT =R 2 ATV —F 3T LT, LW SIICER SN T U R
BERLET,

FEDA O — 2 BWEED Y —AHFET 2856, ElA Vv TV ERERINDEER D
D EJ, FEMIZ OV TIL, Cisco Threat Intelligence Director (TID) D k7 7V 2—F 4 7 (
53 =) ZZRLTIIZEN,
ATV MIEBO NI 7 4 v 7L > TORAERSND Z LIZERE LT Z &V, URLB
DA TWF—=NTNRDHY | 2—FNURLB~D Y 7 2£7T 5 URLAILT 7 A LGS
X, 2—=¥NURLBDY 27 %27 U w7 LEVIRD, 43T MIRELEREA,

v hORREEE

A¥—hk 54t |[RKDSFA LR | Y HR—bENET |V R—rESNBF | 70X

VR INA R A (Access)

L& (Any) L& (Any) L& (Any) Ja—s3 & #/Threat
Intelligence

Director (TID)
e

[f 7 v b (Incidents) ]-X—IIZIE, K 110 THEOEFHO TID A 27 MIET 5 E

FIEWMARRSNET,

AT b ¥=l—FR Q1 ~—=) 22
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R LI

15D HHEIIC
» Cisco Threat Intelligence Director (TID) Dt v h7 v 75k (7 =) OFBIINE-> THE
RRARELET,

AT U MER (18 X—Y) OMBHEZGHAT, AT7FR—varv T
MERIZOWTHAR L £,

FIE

ATYT1 [42T )P URX (Intelligence) | >[4 T k (Incidents) | DJEIZEIR L E 5,
ATYT2 ROXICA v T v MEfRLET,

1O EDT 4 A EEINT B, [Z 44 (Filter) (742> (Q) 22V 97 L%
To T7ANPOT 4 AFIF6RI T, BFMICOVTIE, 7—7/ Ea—TOTIDT —
BDT 4 IVEIPE (44 X—) BB LT EEWN,

«TID CTA 7 v MDRAZICHERH SN AR EZ FR T 5100F, IR HTH  (LastUpdated) ]
FINOED EIch— Y Vv E2EEET,

o A VTV MTEEMTONTNDE A O —ZIZOWNWTOFEME FRT DT, [V
U —4%4% (Indicator Name) |FINOT XA 227U v 7 LET (V7 —FDFERE
FEH (39 —) AR
ATFY T3 [ F > FID (Incident ID) [FIDMEAE 2V v 27 LT, TOMOFEMEFRLET,
FREINDFEMOTINZONTIE, A>T bOFEM (22 =) Z2ZRLTLEEN,

e A V= ZDFMEERTHITIE, V4 R FED [ ¥ —% (Indicator) | R
LA P —42fE (IP7 RL AR SHA-256 D7 ) 27U w7 LET,

c FTWR—v 3 VO ERRT AT, A7 X— 3 > (Observations) ] H.H LD
STFOFTHFN=2a v OECHLIRMEZ ) v 7 LET,

* [Security Intelligence Events (t¥=2U7 4 A>T UV A AR K) | RX=UTZDA
VUTFT U N EFRRT AR, AT R—va it v a T4 b (Events) ]V
Y aI7 Uy LET,

RATF9TE (FFvar) ATy bR TSR EZ A LET,

Er b ROFT v a rO—BEEAAMEZRKRET DI2E, FErefEl Lz 5 2T, masl
R 72U OEIR, B XOEHE L~ VEEZ ST L £,

o [477 (Name) ], [#EH] (Description) 3 LN [# T TV (Category) | 7 4 —/b RIZ/EE
DIEEZ AN LET,

« U1 (Confidence) ] DFHliL~ V&2V v 7 LET,
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1veroryey—tER

e ALV T VU NORHBEAT — X ABRET HITIL,
Yy SHE T A MDOBEERINLET,

[AT—H A (Status) | 7 4 —/L RD R

b B ) —IFHR

[f >35> b (Incidents) 1 _2—JIZiE, TX_XTOTID A > F > b~ U —IFRNFR S
ET,

R3: AT YT —ER

J4—ILFK 587
=IEEHA VAT AFERIF2—RRBICA VT R EEHLTOLO B, BHOBREERRT DI,

ZOHDEIC~Y T AF—"—LET,

[>Tk
ID (Incident
ID) |

AT v hOBEAHF, ZOIDOERITKRDO EBY T,
<type>-<date>-<number>

s<type> : A U T U MIBBRT DA O — X FETIA T RT N X AT, Hlite A Y
=2 OBE . ZOMITE T =T DX AT (1p (IPv4 721X IPv6) . uvrrt (URL) . pom
(FAA2) | F72iE san (SHA-256) ) Z/RLEd, @M A o Pr—20EAE, ZOfEIT
com T,

A YT RMERS T BT Gyyymmdd) o

* <date>

s <number> : A Y UT V MEE, It 1 BIERSINTZA Ty hOFRTONEF2RTES
T4, ZOMEFIZOTHEAZ LITEELTLEE Y, 72L& 213, poM-20170828-101FF D HIZ
B SN N BEHDOAL Ty R T,

BT OBEZIX, A Ty hBBaMIcER SR (O) », eicERshk: ©) »gRT
TAAYPFIRSNET, FEMICONTE, LA o7 MR (18 X—Y) 2L TL
ZE,

M oo7r—5%4

AT NIRRT A P — 2 DL, A P —Z DB AFRTRT ST, ZOFD

(Indicator a2 ) w7 LET, A2 —F0FRREEH (39 2—) 2BRL TS,
Name) |
Type ATy MR T A =2 DA,

cH—DF TV —=RTNEEeA V=TI, T—#8 (vrL, sHA-256 72 ) NFERINE
7,

) Oui@j‘7‘y_‘—/\7/b%ﬁﬁ/f Nl A Complex & LTERENET,

[EE7oay
(Action
Taken) |

AT ML TV AT ANETT AT 7 ay, ST, A7y PO (22

N=) ZZRLTIEEN,
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Cisco Threat Intelligence Director (TID) |

J4—ILE BZ

Status (R T— | A 7> MIBETOIREDAT —Z A TT, FEMIZONVTIE, A>T > hOFEM (223—)
2 R) ZZRLTIEEN,

g IOTAarEIV v ITHE AT MRERICHIBRENET,

AT DR

[>T > bOFEM (Incident Details) ] 7 4 > Ko IZiEX, H—D TID A > 7 > MZET %
BWNFTRENET, 2O 4 FE, 20087 v a3 TSR TWET,

o AL UT v DO/ FREHR (22 =)

AT RO AT =B AT FER— g (23 3—)

AT Y FOFM  BEXER

[>T > hOFEM (Incident Details) 1V « > KU D Lt 7 v a o Tlik, IROEHR M
ShET,

RVGBERAGA DT MERT 4+ —ILF

TJ4—ILF

B

D IncidentlD % 7-13©
IncidentID

ATV RDAT—Z A (AN EREFITIBEICER) BIXOA VT FO—FD
ID Z#RTT7 A2,

GE) TIDIE, ATV FDAT—H AERETH EXT, PR— IR TV, &
e, BEOERTUA MY R MIBEENTZA TV —RTLEZEE L £,

[BX5% (Opened) |

AT M ERICE S AR,

Name FEICANT AL avOHARL AL LTV N,
B b [@i8 (Description) 17 4 —/v K (742 RUDFER) 12V —ANEDERNH 5
Bl ZO7 44—V ROFEREFBEHLTA o T > MZARIEMNTET,

Description FEICANTAET TS a v OB AEL AT N,

b b [@i8 (Description) 17 4 —/V K (742 RTDFER) 12V —=ANELDERNH 55
BlE. ZOT7 4 — )V ROEREEHLTA T > MZOWTHBI L ET,

[FITHR—23>

(Observations) |

AT NNOFTHFR— 5 v DE,

{E#81% (Confidence)

AT SO EEE 2R IDICFE TERINTE 2472 3 v OFFl,
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1oL Fo rORM: A vor—s et TIR—vay ||

J4—ILF

B

[EET7Iay
(Action Taken) |

VAT AL TEITENDT 7V ay  [F=H A (Monitored) 1. [7 1 v 7 B
(Blocked) . E7213 [EHIC 7 v v 27§ 7 (Partially Blocked) 1.

[ER5r W7 v v 7 % F (Partially Blocked) ] (%, A > 7 > MZ [E=# %% (Monitored) ]
[Ty (Blocked) | DW G OATHFRX—va U REENTWAHI LEERLET,

GE)  [FEME7 7 a2 (ActionTaken) 1X, Y AT AL TEITEINDT 7 ¥ a &R
LETH, LFTLHTID TBRENTWDT 7 v a rTliEdb ) A, FEMIZON
TIX. TID-Firepower Management Center D7 7 ¥/ 2 > OELIAN AT (27 <—)
AL TS E3N,

A7 31 (Category)

ATy MIFEBTEMNT 247 a O ARAZ N ZTEZITF—T—F,

Status (R TF—4 R)

AT MO OBIEDBERE A R, 3 XTDA 7 ML, [A7T—% X (Status) ]
ERIOTERT L E T FH (New) ] TT,

DT 4= FIHEETT, M#O=—RTHE LT, UFOATF—4 AMEEEATH 2 L &
BE LTS,

c[HH (New) 1: A>Ty MITHENLETTN, EEHELZBL TCOEEA,
e [A—7> (Open) 1:BfEA Ty hEfELCWET,

[Z7u—XFH (Closed) 1: A F v hafHEL, ML LELE,

*[HIT (Rejected) ]: A>T bEREL, FATT LT 7 v a TRV EHBLE LT,

g

TOTAaALEIYITHE, TOAL LT NRELICEHIRENET,

AVVTUOMDER AV — R EFTHR— 30

[ > o7 > bOFER (Incident Details) |V 4 > RUD T 7 v a ilid, A >V r—4F L
FTPR— g O RN FRENET, ZoFRIL. [ Y7 —% (Indicator) |7 4 —
W, A Thr—4 RE =2 BIXO[ATH~_— 3> (Observations) | 7 4 —/L K& LT
A S AL TVE T,

[ > C45—% (Indicator) 1Y 3>

AT —FOFEMEYD TERT D EXITE, 2087 v a ilidA v I r—2 4 DR
RENET,

[f > —% (Indicator) | <=V TA U IT =2 afKR$T DT, AP r—84%27 0y
7 LET,

A= FADOBIHL TREIZZ ) v 7§D, AT ML LAY
TS OFFMAEFRRTEET, FFTY 4 — L RIZiE, ROBLORHY £7,
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B o7 romm roor—serI¥R—say

REAOT—EADT4—IL K

T4—ILF

Description

Description

V—Anbigt SNl A U — 2 O,

Yy —X (Source)

DAV —BEEGEILNTWEY—R, TV E I IThEE, 5B
B —ADFEMCT 7B ATEET,

(B ER
(Expires) ]

YV —A® [TTL] fEIZFESL<, A o7 v b3 #IREIALIC 72 5 H Y,

[#21E (Action) ]
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TJ4—ILF Bl

Name V=24,

Type V= ADT— 2 A ([STIX] £721X [7T7 v b7 74 /v (FlatFile) ]) .
[ H] TID 73 Y — A Z 53 5 DI 5 Fik,

4 (Action)

DY —RIZEENDT—HE—BTDHN T T4 v 7 ICH LTV AT ATEITTHEIICHRESN

TWAT 7 vay ([FuvyZ (Block) |1 £72i% [E=% (Monitor) ]) .

T%ﬁ WA, BLXOWEADA—N—F A4 REELTID DT 7 3 a » OFMICHOWTIX, 773
N R 5 2 HEIK (33 %—Y) AL T EEN,

NT)ya

(A (On) | £ [A7 (Off) 1 M7, BEESNTWNWHESE (TID Z VA — M 572 DITERE
SNTZEHANRT N, R) IZTID BNV —ANLDOT =X EAHTLHNEIDERELET,

4V77“&@ﬁy~2#%wﬁﬂ@me]%ﬁ%%%f%\ﬁf%~ﬂ7»iﬁ4yy&~&
15 [23B (Publish) 1EREZMATE £9, FFMIC OV T, TIDEREITK T DK (45 ~—)
EBRLTEEW,

RIEEHHE

TID N4 Y — A& F 5 L7- B I,

"
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V=R RAT—R ADFM .

J4—ILF

Bl

Status (R T—
2 R)

V—2ZADBRED AT —H A,
s [T (New) ]: Y —RIEFHICIER S NET,

o [A7 Y a—/LEH (Scheduled) |: #IEIOX 7o — RELITZDHRDEHRINAT T 2 —/L &
NTWETR, FREETHTIEH Y £ A,

«[# 7> m— R (Downloading) ]: TID ZAHIEID X ¥ o w— R 21T H B 2 40P T,
o [f#HTH (Parsing) ] F721% [T (Processing) | (C) : TID 3V —ZAZW VAL TWET,
“[527 (Completed) ] (@) : TID T —ADIY iAZEZHK T LE Lz,

52T (=7—5&Y) (Completed with Errors) ] (44) : TID (XY —ADRVIALLZK T LEL
e, —EROF TP — R TIPRT R — N I TR T,

e[=F— (Error) | (@) :TIDIZXAQBCTT—NHAELE Lz, [HEEBIE (Update
Frequency) | 2MEE SH7z TAXIT VY —AE 721X URL Y —ADEFA, EHN—FHEIETRITH
X, TID IFAT7 YV a— I THDREIOFEF THRAITLET,

N=VEHEHFLTAT—F A2 HHLET,

IOTAaAEI Vv ITEHE V- AOREERETEET,

(m ]

IDTAaEI Yy ITHE, V—ANFEEICHIBEINET,

Y—RRAT—R2 AN

V= ZDWEFER—VICEREND Y —AD[AT—HF A (Status) MEIC~ 7 A F—_"—F 5 &
TID (IR DOFEMIFEHREZ R L E T,

F—%

FiBA

ART—BRAAYE—D | V—ZADBIED AT —F A ZHHICHIA L £7,

Updated)

REEHAE (Last TID BB Y — A2 B LI HEEZFR L E T,

Update)

REIEHA (Next TAXII B L NURL Y —ADEA . ZOMEIZTID BRIZY — A BHT A2 ELE T,

Cisco Threat Intelligence Director (TID) .



. V=R RAT—E ADFHM

Cisco Threat Intelligence Director (TID) |

F—%

B

S Shr—4

(Indicators)

AV —=F I b ERRLET,

o« [BEF# 7 (Consumed) ]: s Y —AFFHHIZ TID BB LTcA >V —2 D, =
OEAEIE, B IABLSLIEIEN T O E 2 MR R L, ZOFERIEENTWET
RTCODA T —F%2RLET,

o [EEW 7 (Discarded) | @ IRITDOEHFH T AT LN TID (B LR - I ERh7p A v
T—2 D,

GE)  raxir Y—ADYE, TID X [RAEEH (Last Update) ] & [GEF (Total) ] &I
WFTA P —2FEFor LET, 2, TAXIIOEA., BEOT —X %
BT A TIER, My T — X 2 BN 2N CTEHSMNITONDS 0D TT,
DY =2 ZALTDA =2 D5, ZHD Y —ZADEH TIEEFD
T—X Ty NPEERICERIND DT, TID i [HEFEH (Last Update) ] DFE
DIHZRRLET,

DA LTI —HDFT = RTINTRTC [ (Invalid) | DA, TIDIZZEDOA
r— R ERELET,

FTHF—nTIL
(Observables)

F TP =TV EERLET,

o [ A (Consumed) ]: fxilT D Y — A EHHHIZ TID LB LT- A7 P — T V0¥,
ZOEMEIE, B IABRCHENMTONITZ N E I MICEHRR . TOEHICEEN TV
TRCOF T =TT LFET,

o [BAR— Fxt54t (Unsupported) ] : SILDEH T AT AN TIDITEM L7270 7o AR —
b ENRNF T =T DR,

PR—FENTWEFT T —RTNDZ A FIZEHT HEEMZONTIE, Y —REf (5
N—=V) TarrTrY XA TICETLERESB L TIESN,

o [#%h (Invalid) | : IO FFH TY AT AN TIDIZBM L 72> T2 50 7p 47— 7)1
DHL,

FT = RTNUNELLER I TOARWIEEAITENC /Y £9, 728 20E.
10.10.10.10.123 1ZAZR IPv4 7 KL A TIiTH D 8 A,

GE)  raxir Y —RADOHE, TID X [&HEH (Last Update) ] & [&Fl (Total) ] &1Z
DI TATF—R_T A EF R LET, L, TAXIL 054, BEFEOT—#
EEET AN TIE L, WMoT — 25BN+ 2B TEHM TONDENET
T, MDY —2 B A TDOFTHF =T LOEE., oD Y —ADHEH TIIEE
FOT—H ¥y MPEEICEBRIND DT, TID i [HEFH (Last Update) ]
DIED I % FKm LET,
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1

D—3DRREER

1oor—sorreen ]

AX—b+ 541 [ REDSA VR |HR—rENET | HR—LZhd K| 791X
VR INA R ALY (Access)
& (Any) & (Any) =& (Any) 7 a—\)1 & ¥/ Threat

Intelligence
Director (TID)
2

AV =213 WYRAENTY —ANDLHBIERSNET, ZON—VOFEMIZ OV T
. A V=2 Y=V —fFi (40 ~—) ZZMRLTILZSN,

FIE

ATy T [42T 1P UR (Intelligence) 1> [V —R (Sources) | DIEIZEINL 7,
AT9 T2 [ Vr—#% (Indicators) |27V v 7 LET,
ATV T3 BUEDA O —FH RO I I ITRKRLET,

e R=VIWIEREINDA T —F T 4 VZ /7@“6 . [Z 4% (Filter) 174 =
v Q) 22V v s LEF, BEEICOWTIE, T 7/l/t1~’C“®TID?—5OD74/D
AL (44 R—) LT TEE0,

o AVl —FOFREMEHR BIEMS T ONTND AT RT AR L) EERRT IR, A
VIO =R %) w7 LET, G OWTIL, A P — X O (41 =) &
ZHLTLESN,

o [ T —HIZBEEMST O TND A TV MIZOWTOFEREERT DITIE, [V
v7 v b (ncidents) 1FINOFEZFE 27V 7 LET, £/o, T4 arORZh—Y1VER
ol ATy ERBERICERINZ, OB ER SN AR TEET,

o J—ANBLDA TV —FDFENTID TET LI E I DEABITHIZE, [AT—H
A (Status) A& R L £7,

ATV T4 BEDA =R 2 ROLIITEFRLET,

«[7Z7 v ar (Action) | ZMRET DL, Y—A, ST —HF 34T =T

LAYV TOTID 77 v a rOfftg (47 ~—2) 2ZRLTIEIN, EESNLTNDT
JvariborGh, V—AD[Z AT (Type) 1I2iE, TOT 7 v a PR R— K&
ET,

« [ABH (Publish) [|RREEMRET DI, V—A, AT r—H, T34 T =71 1
SUVTOTID T — X O—BHEIEF 2134 (49 =) 2L T EEN,

e AT —EDIOULDF T =T NERTA N AR ANDIZIE, AT —H
%7V 7 LT[A o r—4%0M (Indicator Details) |X—IZT7 78 ALET, i

Cisco Threat Intelligence Director (TID) .



B or—s9~u—tam

FZHOWTIE, TID A7 —R_"TIDART A U A RBEERIC

Cisco Threat Intelligence Director (TID) |

DWNT (51 =

LTL7EENY,

1205 —5% 431 —IFH

[ > /r—%4 (Indicators) ]<S— I,

BOE ST Y — ATEEAT 5T 5~ ToA

U= OMERF RN FTR SN ET,

KU AT —4 ) —IER

J4—J)LK |EHBER
Type 1 DF TV RTNEFFoA D=L, TDF T = RTADT—
BTN Y A NEINET (URL, SHA-256 72 5)
2O EDOFT W= NRT N RO U — 21T, [A (Complex) | &
LTURMENET,
BEDOA TV —=NRT N BRI DL, XA TDRICh— Vv EBE L E T,
Name A Tlr—H4,
V—R A= AREENT WY —Z (F—2R)
(Source)
(1T | A0V — 2B BN TXTDOA T v MIET 5 EHR,
~

(Incidents) |

A UTT U NBESICEEL (DY) cEH (Q) shan

FHRETAHETA a,
o f T —FIZBEMIT OENTA T MR

INDHN, TR

[#R1E AoV =BT ONET 7 v ar, FEICOWTIER, YA, AUV
(Action) | |7 — % F7-13 4TV =TI LYULTOTID 77 > a v OftE (47 ~—
V) BB LTLIEIN,
AVl —BITH Y —ANS [T 7 v a v (Action) |REEMETE, A7V —
NITWIEA P —2 M5 [T 733 (Action) |RELZMEKTEE3, 7F
AT OWTIX, TID REICK T DK (45 =) 22 LTI EEW,
NTVY AP —=BORT Y v Y2, FCOVTIE, V=R AP =4,
>a FRFIA T =T LUV TO TID 7 — % O— g 1L F 72134 (49 =—

V) mZRLTIIEEN,

A —HIFBLY — A0 5 [/AB (Publish) [FEEZE MK TE,
JTHEIA P — B 5 [ZABR (Publish) [R%EZ k& T £,

&, TID REIZR T DK (45 =) 2L TIESV,

AT —RT
FEHNZ DWW T
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t1vor—soum |

Ja4—I)L K |58

RIEEHB | TID BIhICA v P — 2 & HH L7 AR,

Status (R |4 v —ZDOBAED AT —H X,

T—R2R) ) o )
c [ H (Pending) 1 (C) :TIDIEA v P —FDFTHF— TN EEY

IABHTT,

< [52T (Completed) 1 (@) :TIDIZA v T —FDATHF—NT L3R
TIEFIZIRVIARE LT,

c[52T (=7—51Y) (Completed With Errors) ] (&) : TID {ZA > V7 —
B ERIABFE LT, —EOF T — TR R — ST 70
i35 G

14— DEFM

[ > —2—DFH (Indicator Details) ] X—I2iE, A>T hDA o Phr—H EFT
P70 (BEHATRE) T — NERRINET,

R 15: 4 2y — 5 OFMIER

Z4—ILF EnBA
Name ATl —24,
Description I —=AnbifkENT A U — X OFA,

J—X (Source)

DA T =R EE TN — A,

AR

V—2® [TTL] EIZHESL . A P — 2 BN HIREINIC A2 5 H I,

[#24E (Action) |

AV r—2IBEEMMT ONTET 7 v a v, B OWTIR, YA AU —H F
AT =TI L L TOTID 77 > a v Ofate (47 _X—2) 2B LT &N,

AT —=HIEBLY —ADG [T 7 v a v (Action) | EEMATE, 7P — T 38 A
YV —HING [T 7 a s (Action) |REZMIKTE ET, FHEMIZOVNTIEL, TIDREIZE
FHME (45 X—) ERRLTIE I,

NT)wa

AT —=H DT vV aiRE, T OWTIE, VA, AUV —X AT —
NI LrYULTO TID 7 —Z D —HHE 1L E 72134 (49 2—) 2L T EE 0,
AT —RIB Y —ANE X7V v iya (Publish) | EREZMKTE, A7 =T 0F
BA LT =205 237V v =2 (Publish) |REZMEKTEET, FMIZOVNTIEL, TID
BEICBIT DA (45 2—) #BRL TN,
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B ~ov—oroxrens

J4—ILF

B

AT —3DING—
> (Indicator
Pattern)

A= B —DRE = BT AT PN T N EE T EH A V==
DFATHPF =T %) 7 LET, ANDERIZ[AND]HA - TRENET, ORBMKRIL, [OR]
HAETFTRENDD, W ODDF TP =T NLOERER 7 V—ThIc LV RrENET,

VEIZIELT, A4 FUR R TAary () 22097 L, 7 F—"TAEHRTIAL MY
A MZANET, FEMOWTIE, TID AT =T NLDRT A R U A RBEEICHONT (51
D) FBRLTLEEN,

FITH—NTILORTEEHE

ARXR—b 54t | RHEDSA VR |HR—LENET | R—rENBE | 7IHER

VR N R ALY (Access)

& (Any) & (Any) £ (Any) 7 —s3)L & ¥/ Threat
Intelligence
Director ( TID)
a2 —

[ 7% —,37L (Observables) |-X— 121X, IEFICIVIAENTZTXTOF 7T HF =T L0
BRINET AT7HF=R"T N <V —F@R 43 2—2) 25H) |

1R BHHIIZ

« V—AL LTHHT D TAXIT 7 4 — ROEHF (10 2—) | URL 2260 Y — ADEUE
(12%—=) | R Y—AELTHEHT 20—V 77 A0DT v —F (13—
V) OFNHE-T I DU LED Y —REZHRELET,

FIE

ATY 1 [4 T PR (Intelligence) |>[Y—2R (Sources) | DIAIZER L £,
ATw T2 [T+ =37 )L (Observables) 127 Vv 27 LET,
AT9 T3 BIEOFTHF—R"T N ERDOLIICERLET,

e R=VICERENDIFT TV =T N T gV E ) 7T DI120E, [7 4% (Filter) 74
2y Q) 220927 LET, IOV TIE, 57— 7L Ea—TOTID F—Z D7 4
JVAGLEE (44 RX—) EZRL T EE,

(i€ (Value) 1FIDOFEHBBETN TV LHEIE, HO LI —Y L 2BELET,

c EDATHF—NT N EEGled T —2 2 FKmT HITIE, [P —4 (Indicators) 1%
WoFEZFE 7 Vw7 LET, [1T > b (Incidents) | X—Y0NR&E, A7 =71
DN 7 4V Z e L THASNET, FFlIcO VWL, AP —2OFRREFH (39
N—=V) EBRLTIEI N,
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+v—nIngzu—tak [

ATV TG BHEOF TP —RTNERO L HIELET,

«[77 v ar (Action) | ZMRETDHITE. VY—A, AT r—HF FiF3AT =T
LYLTDOTID 7 7 a v Ot (47 3—2) 2R LT IEEN,

« FTHF—RTAOAB (Publish) |BEELMRET HIIE, V=R, AV —F ElE
FTHF—NTN LA TOTID 7 — 4 O—WRHEIE ETITAB 49 ~—2) 2L TL
EE,

« TP —NRTNVOFHMBREET T HI21E, BLY —AD[TTLIZE L L ET, sEMicon
T, V—ADFREEHR (B5—) 2R LTITEI0,

« FTHF—NTLERTA P YA MCARDITE. [RTA FU R R (Whitelist) ] 74 2>
() 2270 97 LEF, 3IcOVWTIE. TIDATHF—ATADORT A b U 2 FBERT
SNT (51 2—) BZBRBLTLEE,

A ITHF—NTIL Y7 )—1E8R
[A 7% =371 (Observables) |<—I2iX, MV IAENTZT X TOFT Y — T L O EE
WAFRRINET,

=R 16: 47 THF—N\T)L Y1) —1E5R

J4—J)LK |88

Type F TP =T (BAEAIEE) T — X DX A 7 : sHA-256, Domain, URL, IPv4,
F 7213 1pv6Ss

fEe AT =T NS 27T — 4,

AV — | FTP—RTNEEGLHA P — 4 D,

/)-l(Indicators)

233 F TP =T ATK U TRE SN TV D EE, FEIc VTR, Y —A, A~

(Action) Ch—R FTIEATF—NRTIL LV TOTID TV V3 v DOfE (47 2—
V) BERLTLEEN,

AVl —2TER Y — AN [T 7 v a (Action) |REEZMKTE, A7 —
NI NTHA =S [T 73 a (Action) |XEZMEATE £4, 3
AZDWTIX, TID REICKIT DMK (45 ~—2) ZZRLTIZIV,

INT )y FITYP—=RTADONRTY v aiiE (V—RA A —% F34 7% —
a INTN LoV TO TID 7—HF O—FHEIEE 721380 (49 *—2) 258]) |

A= 2T Y —ANE AR (Publish) |REZMEKTE, AT =T
JVITEA P — 2B AR (Publish) |REZMEKTE E7, FRHIIZONT
X, TID RTEICBIT D& (45 2—) 22B L TLEEN,
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B -orcacoms—s071smm

Ja4—I)L K |58

BHEFZ TID NI A TP — 3T )V % 35 U7z H B,
(Updated
At)

BHHR B O — 2O [TTLIC RSN T, A7 P AT AR TID 425 BB %
S A

IDOTAarE I Vv TBHE FTV—=NRTANETA R AMIAY ET
(TIDATHF—=RTNVDHETA N Y A RBEIZOWNT (513—=) 25) |

T—IILEaA—TOTID T—2D7 14 )LRNE

AYX—hr T4t HEDSAEUR|YR—FEBT|HR—FShEK|7O9EX
R N R A (Access)

& (Any) & (Any) & (Any) 7 a—s )L & ¥/ Threat
Intelligence
Director (TID)
2

FIE

ATV T RONTNPOTID 7—7 /0 Ba—ZRIRLET,
s[4 2T )Pz UX (Intelligence) |>[4 > T2 k (Incidents) |
«[4 TPz R (Intelligence) |>[Y—2R (Sources) |
s[4 T 1)z X (Intelligence) | > [3X{EJT (Sources) | >[4 > P4 —%A (Indicators) |

s[4 T 1) xR (Intelligence) | > [iE{E7T (Sources) | > [EEfRATRE (Observables) |

RAFYT2 TanszTALary Q) #20 v s L, T4 NZBIEERERRLET,

ATV T3 TOT 4 NZRHEOEEBIREZIIATLET,
T A NH TIERSCF /N CERRB S E T,

RTFYFE (F7vav) BEROBMETTIANZ) L I7THI00F, 7408 TA4ay Q) #2770 v
L., FlE2 L FIE3 20 iRLET,

AT TS5 HiET7 4V ZEEH L THOATo BRI HFI2iE, [Fr kb (Cancel) 1227 Y v
Li‘é—o

RTYT6 T4 NEEEALTT—7 Va2 THT 5120, A (Apply) 1227V v 27 LET,
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mozzEis R

AF9 T 74 ZEEEENCHIRT DI21%, 74 A2 BIEORICHLHIRT A a2 (X)) 220 v
L. @A (Apply) 1227V v 7 LTCT—7NVE2EHLET,

TID 25 (2 & 1T S Hr K

TIDIZY —ANbA T IV 2 AT =2 MV iAtrE, 2OV —AD 1A 7V hE LT
AT —=BEF T NT VR LET, ERRIC, ZNO6DOFA 7 V=7 M, BRE
ME [77 v a (Action) 1B LU [ABH (Publish) ]EREZMAK L ET,

AV —2F, B ANDL INODOREEMALET, AU r—&iF, BlY—A% 1D
LR CEH A,

FTF—=RT T, BA =N I N DOREEMKLET, A7 — T,
DPA P — B EFFOZENTEET,

FEHZOWTIE, AFZZSR LT EE0,
« FHEDOHE DG D TID % E DMK (45 _X—)

« AR S 72 TID RED EFEZITHONT (46 X—2)

BHOBEI LD TID HTF DA

T TP RTNNEEROBA P —2nb D6, VAT HMITRTORNLMK LT-RE
ZHBL, A7V —NRTNRb X 2T R4 T a 2B Y TES, 2F0,

«[77ay (Action) ]:[7 2 v (Block) ]i% [E=% (Monitor) ] XV X7 T
R

« [48BA (Publish) 1:[4> (On) 11X [A7 (Off) ] LV bEF=27TT,

7= & 21X, SourceA L IndicatorA & BE# 3% ObservableA (ZBH5- 3 B afgettnd v £,

HTE SourceA IndicatorA ObservableA
£/ (Action) 71y (Block) 71wy (Block) 71 v (Block)
NTYwa +7 (0ff) +7 (0ff) +7 (0ff)

SourceB 73%% T ObservableA % & ¢ IndicatorB IZB 5T 254, > A7 Ald ObservableA %KD
LOITEELET,

ERTE SourceB IndicatorB ObservableA
B4F (Action) =2 =4 [7 =2 (Block) ]
(IndicatorA 7> H ik
7K)

Cisco Threat Intelligence Director (TID) .
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B sxshr-mogEorgsionT

A INI-TID

oE SourceB IndicatorB ObservableA
NITYwa 4> (on) 4> (on) [4> (On) ]
(IndicatorB 7> & fk
7K)

Z OFITIX, ObservableA [Z1X2 DOFNH Y £F, 1 21X [T 7 3 (Action) |FXEDH
T, B2 120X [AB (Publish) |REDBTT, AT —R"TILOREL TFETREL THDH
WREZE TR LTIEHA. [77 Y a3 (Action) | % €2 IndicatorA fEIZFRE L, [ABH
(Publish) ] &% E S IndicatorB fEIZFRE SN FE T,

SEDEEZIZDOINT

WA SNIZHRELY LEEZTDHITE, FLIVTREEZETLET, V—A, AV —¥ &
XA TP =TI LUV TOTID 7 7 > a L OfRE 47 —2) BIOY—Z, A
=%, FFA T =T LYV TO TID 7 — % O—REIEE 721 3AK (49 _X—) %
ZRL TSN, MRSNTEREL LEETDHE, AT Vo7 MNIEFEIZ»PDLT, T
F TV FTIREORENMEFTF SN ET,

A, EEZEZBREETIC, ROTOBETHAT DL LET,

RIE

SourceA IndicatorA ObservableA1 ObservableA2

NTYwa #+7 (off) #+7 (0ff) #+7 (0ff) #+7 (off)

IndicatorA DR E% EEE LIZGEE, ZEITRO L1720 £,

SourceA IndicatorA ObservableA1 ObservableA2

RIE

47 (off) %4> (on) 2> (on) %4> (on)

NT)wsa

Z DA, SourceA @ [/ABH (Publish) ]RE~DZH X, IndicatorA (Z HEHIIZIZH A — K
SNV ET, L, AT —A"TNAVOREFBEEL LEEXTH X5 ICIFFEESNT

W22, IndicatorA 7> 5 ObservableAl 35 & O ObservableA2 ~DOfk A& ITHe T S v E 7,
%725 ObservableAl DR EL FEXT2HEIT. RO XS0 £7,

HE SourceA IndicatorA ObservableA1 ObservableA2
NIT)yoa +7 (0ff) 4> (on) 47 (off) 4> (on)

IndicatorA @ [ZABH (Publish) |iXE~DZE R (X, ObservableAl |2 HEJIZIEIH A7 — K&z
<720 E9, 727201, ObservableA2 1T EEEEITIIFHRE SN TWRWZD, ZbHOEF LS|
X HEX ObservableA2 (2 A — RENET,

AT =T UL TR, EESRENOMRSNIEBREICRT I ENTE, VAT A,
BA LT —EANSFTOF TP —NRTINNA~DORELEEDOH A r— FE2BBICHBR L 7,
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V=R, AVTH—8, FEATE—RTL AL 7o avomE [

Y—R AT —3 F=EATHF—INTIL LRXILTOTID 7Y
TarhDiEE

AY—hr T4t (HEDSAEUR|YR—FENBET|HR—FSNDK | 7OER

VR N R ALY (Access)

& (Any) & (Any) & (Any) Ja—)r ¥/ Threat
Intelligence
Director ( TID)
a—

()

CHBOT I varEmETHE, TRTOFIKLT 7 v a v BNRESNET, V—RA L
NCTT I varvaEmETDHE, TOTRTCOAL Py —RICT 7 a s BRESRET,

AT =R VLNINTT Vv aremETHE, TOF T —RTAOFTXTUIHLTT
JvarvinBREINET,

s DT I arvEmETDHE MEBHENET, AV F LNV TT IV a vk
REL, SINWTY—A LUV TRET DL, leDA P r—2DT 7 a ZRET D
ET, AT —FDOT 7 v a rBMEREEESNE T, BEHAELLVTT 7 v a v ek
L, SENTA =4 LNV THlRET D L, [lxDFTH—N"TLDT 72 a vtk
THET, ATV —RTNOT 7 v a UBMERESNE T, BEAREL LT, Blaro v
=207 7Y a NCHBIETRTE ET, MEROFEMIZOWTIL, TIDEEICKIT S
K (45 —) 2L TIEIN,

oD 77 a NS e A 58K 33 ~—Y) BT LI LELTEET,

FIE

ATV T RONTNNEEINL £,
s[4 2T 1) Pz X (Intelligence) |>[Y—XR (Sources) |

GE) TID |%., Y —A L~LT® TAXII V— X@fm/7%%f FLTWER A,
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