pe
S ——

- S
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=

AF—< HA X PBRIOR Y FU—
g =T OT—T)

—

COBTEMIA RS R E VR Xy bU—s vy PS5 T — T DA F— LA
R—FENTVAFHEEITOVWTHALET,

Firepower ¥ A7 L X RA MRy NU—27 TAL RZEVERSIND N T T 4 v 7 HE=H
U RIS RR A N MR AR L E T,

Ty b =7 =y T EFREA N PTHREEND Ry N =7 EEICBET OFHRO YR
T, Ry FY—7 =PI BHSNIEA R A P ERy U =27 FAL ZRITET 516
ARV =T 4 T VAT A PN I TAT N TV r—ar RA SR ISR
E)BEENTVET,

Mg tEiZ AR A MCEZ RETARELR S D FHEDRESLT 7 A7 a4 PO TT, A3
I E OMEFHET — 2 X—ZX (VBD) 3%V £3°, Z @D VBD I% Bugtraq 7 — % ~X\— & & MITRE
D CVE T — 4 XN—A%HASMUET, EF1- A A MATEREELHER L TH— R =7 1 Offi
T — 2 %AV R—hTEET,

Py NI =07 = T TOREORA NMICETAHERIT.AA NI T L FE=FTR T
T4 vV CHAMRERERICE > TERARDIAEMENRH D Z LITEB LTI,

IOV T RORIORTHEHEASRBRL LIS, IV a V llIZ RENTVWDEET —
TN VR — K L TW5D Firepower Y A7 L ONN—V g R LET FEIESNTZT —7 V%
L OBATNN—=V g U CHREMET A —FINTWETR A% LR — M &5 &FExT
LA FELEENTET—TINE T =L REFHLARNTEL 22 2a T3 #isE L
7,

Firepower System 7 —# X—X 772 H4 F i



H6E AF—< RHARVEFBIURY FT—7 =~y FOT—F0 |

|

Z# 6-1 BHA R PBLRR >y P U —2 7 TDF—TNDIF—

SR%E RONBEBEHINDT—T v Version

application_host_map (6-5 ~2— ) T AN EF Yy NT =T DKRA N THREENEZT 7 5.0+
Vor—va v,

application_ip_map(A-1X—3) E=ARRA Y MU= TRHENTZT 7Y 7 — 5.2+
Ya VBT N TW AT I X T AR,
BIOUR7,

application_ip_map(A-1 X—) E=AXGEFR Yy N —7 TRIENTZT 7Y r— 5.0-5.1.x
VaIZBEEM T ONTWDA T I F T AFENE,
By zrz,
W= g V52 TRILEXBRDDL T —T )L
application_ip map(a-1 X—3),

application_tag_map (6-10 ~X— ") E=AXG Y N —7 TRlSNEET 7 ) r— 5.0+
a VICHEHEMIT R TWDS Z T

domain_control_information (6-12 ~X—<3°) RA A B IEFHR 6.0+

network_discovery_event (6-12 ~X—737) BHEANR FBIXOER MATIA R B, 5.0+

rna_host (6-14 ~=X—3) T AW HBR Yy T —7 DIRA N DRERER, 5.2+

rna_host_attribute (6-16 ~<—3) FoHARHRER Y NT—T OFKKR A MIBEEAMT 5L |52+
TWA R A NEME,

rna_host_client_app (6-17 ~~—137) Fo NGy NU—T OKRA NTRHRHE SN2 T |52+
AT TV r—va,

rna_host_client_app (6-17 ~<X—3) EFoARGER Y MU= OFRA TR ST 5.2+
HTTP(Web 77 UH) 7 47 N 77V r— 3
VCEEF T BTN Rf m— K,

rna_host_ioc_state (6-23 ~2—3) RA NOBREIRENEMHINET, 5.3+

rna_host_ip_map (6-27 ~X—37) FoARBER Y PT—T DOFRASDOMAC T KL A2 |52+
A A N ID ZFHBEAM T T,

rna_host_os (6-30 ~<X—) FoHAKHBER Y NI =T DRA TR ESNZA |52+
LV—T 4 T VAT b,

rna_host_os_vulns (6-31 ~X—737) Fo ARy N — 7 ORA MIBEEMSIT T |52+
VD JfEEE M,

rna_host_protocol (6-33 ~X—1) T A HER Yy NTU—T DFRA NTHREENEZ72  4.10x+
A=

rna_host_protocol (6-33 ~X—3) 7a b aEBRE LEEENRT N ACEET S 5.2+
T HEBLy N —T EOKRA B,

rna_host_service (6-36 ~X—7) T XX BER Yy T =T DFRA NTHREINZ— |52+
e

rna_host_service_banner (6-38 ~<—°) Fo A ER Yy N — T DORA NTHRE SN — |52+
EADY—E AR HE = RX=D g (IR F—) %
T RNRNEARXTHRY NT—T T T 40T D~y
K=,

rna_host_service_info (6-39 ~<—3°) EFoAXERY NTU—T DORA NTHRE SR — |52+

E A DFEA,
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| B6E 23—~ RBREAVIBIVRY FNT—F = T7DTF—TN

||
# 6-1 BHA R PBLEORy PT—2 2 TDF—TNDIF— (FEE)
SRR RONBEBPEMHINDET—T )V Version
rna_host_service_payload (6-43 ~2—73") EFEoANGEFR Yy N —7 OKRA N THRIBSZ— 5.2+
B RIZBAEAM T 5N TWNAB A B— K,
rna_host_service_subtype (6-45 ~—137) E=AXGEAX Y NI =7 DFRA MTRIESZ—  [5.2+
EAOYT P—E R,
rna_host_service vulns (6-47 ~=X—<") T XX BER Yy T =T DFRA NTHREINZ— |52+
B A BT B ATV B fEgEE,
rna_host_third_party_vuln (6-48 ~<—2") FEomH MBIy NT—7 OFEA MIBEHEMA T BT 5.2+
W5 H— RoX—7 ¢ D55k,
rna_host_third_party_vuln_bugtraq_id FoAREFR Y U= DR A ME KO Bugtraq 5.2+
(6—50 R 17) 5‘**‘ B R R (http ://www.securityfocus. com/bid/)
OMEFTFMEICEEAM T b TWBE Y — NoX—TF ¢ DI
g9,
rna_host_third_party_vuln_cve_id (6-52 X—37) |[F=Z %G xry hT—7 OFE A B L MITRE @ 5.2+
CVE 7 —# X— 2 Ofsgg eI BdERH T b T b
P— KX—TF ¢ OMEFHE,
(http ://www.cve.mitre. org/) °
rna_host_third_party_vuln_rna_id (6-54 ~X—7) |[E=F KNG x>y MU —7 OFE A NEB L VDB DOfifigsy 5.2+
PEICBEAHT 5TV B — Ro8—F ¢ OfE5H1E,
rna_ip_host (A-1 ~—<0) FT=HXGF Y U =7 D IP KA kO REARTER, 4.10.x-5.1.x
W= 552 THIEE & HID 5T —7 /1 rna_host
(6-14 ~R—Y),
rna_ip_ host client app(A-1—3) FEoHARHRERY NT—T DORA MTHRHEEINEZZ T |410x-5.1.x
AT N TV r—var,
N—Va 52 CHRIEEXHEDLT—T
rna_host_client_app(6-17 “2—),
rna_ip_host_client_app_payload T HEFy NTU—7 DO IPEA NTHREINE 4.10.x-5.1.x
(A-1 =—%) HTTP(Web 77 U W) 7 SA4 7 s 77U r—a
ANCBEAMAIT BTV BN B— R,
NR—=V g 52 CTRIEEXHDST—7 L
rna_host_client_app(6-17 R—),
rna_ip_host_os(A-1 X—7) T XX BERy NTU—Z7 D IPHRA NTHE IS4 |4.10.x-5.1.x
RUb—T 4 T VAT A,
N—Va 52 CHRIEEEXHBEDLT—T
rna_host_os(6-30 X—),
rna_ip_host_os_vulns(A-1 X—7) T HEB Sty hU—7 O IP A A MIBEESMNT S [4.10.x--5.1.
TV D HEgaTE, X
N— g 52 THRIEEXMbL T —7 0!
rna_host_os_vulns(6-31 ~_—),
rna_ip_host_sensor(A-1 ~X—) RA N & LI BB ST N AT 5E = |5.0-5.1.x

FxtBxy NI —7 FEDOIP KA K,
NR—g 52 CTRIEBEZRDST—T L

rna_host protocol(6-33 ~X—),
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F6E AF—vRHEASRVMRBIORY FT—F v FDT—TN |

|
Z 6-1 BHA X PBLORy PT—2 v TDT—TADIF— (FFEE)
SR RONEBENINDT—T IV Version
rna_ip_host_service(A-1 X—7) Fo ARGy MU= DIPARA N TRHEEINT- 4.10.x-5.1.x

F—r 2,

N—D g 52 TRIEEEXHBbDLT—7 1

rna_host_service(6-36 ~X—),
rna_ip_host_service_banner(A-1 X— |FT=HXEXy NI DOKRA M THREHINZY—  [410x-5.1.x
) EADY—E AR =L N=T g ([ F—)) %

T RREA RS DRy NT—=0 RTT 40T D~y

&\‘h—o

NR—=V g 52 THRILEX#DLT—T7 L

rna_host_service banner(6-38 ~X—),
rna_ip_host_service_info(A-1 X—) | T=FXHE Xy hT—7DIPHA MTHREINE 4.10.x-5.1.x

=B X DFEM,

N—D g 52 TRIEEEXHBbDLT—7 1

rna_host_service_info(6-39 X—),
rna_ip host_service payload(A-1 X— |[F=X &1y NU—F7 D IPERA NTHRE I 4.10.x-5.1.x
V) P— BRI T BTV DS m— R,

N—=T g 52 CHRIEEEXHBDLT—7 )1

rna_host_service payload(6-43 X—),
rna_ip_host_service_subtype(A-1 X— |[T=FXHB Xy hT—7 D IPEHEA MTHREINE 4.10.x-5.1.x
) P—EADY T —E A,

N—D g 52 TRIEEEXHBbDLT—7 1

rna_host_service_subtype(6—45 _R—),
rna_ip_ host service vulns(A-1X— Fo AN GEFRY MU= DIPEHRA NTHRHEIN 4.10.x-5.1.x
V) B— BRI BEAT T ATV B METS M,

N—=T g 52 CHRIEEEXHBDLT—7 1

rna_host_ service vulns(6-47 _X—),
rna_ip_host_third party_vuln(A-1 FoHEE Y NU—7 DO IP R A MCEEMSIT S [4.10.x-5.1.x
R—3) TWA Y — RoX—TF ¢ Ofags,

N—D g 52 TRIEEEXHBbDLT—7 1

rna_host_third party vuln(6-48 X—3),
rna_ip_host_third_party vuln_ FoARGR Y NU—7 O IP A A B L Bugtraq  |4.10.x-5.1.x
bugtrag id(A-1 *—) T — X2 ~_X—Z (http: //www.securityfocus.com/bid/)

OWEFFHEIZ AT STV DY — K3—F 1 OJifs

S5,

N—=T g 52 CHRIEEEXHBbDLT—7 1

rna_host_ third party vuln bugtrag id(6-50 “X—3),
rna_ip_host_third_party_vuln_cve_id =& %y NI —27DIP FxA B LR MITRE |4.10.x-5.1.x

(A-1 ~2—3)

? CVE 7 —# N— 2D Mfagg I B 1T 5 Tn %
F— K= 4 DI,
(http://www.cve.mitre.org/)o

NR—=V 352 THIEBEX#bLT—7 L

rna_host_third party vuln cve_id(6-52 ~X—3),
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application_host_ map

7 6-1 BHA N PBLIR >y PT—2 v TDT—TNDIF— (fEE)
SR RONBEBENINDT—T IV Version
rna_ip_host_third_party_vuln_rna_i |[F=HXExy NT—7DOIPHAABILO VDB OfifE |4.10.x-5.1.x
d(A-1 *—) FIPEIZBE AT 5TV B — RoX—F ¢ OHEFHNE,
N—D g 52 TRIEEEXHBbDLT—7 1
rna_host_third_party_vuln_rna_id(6—54 ~_—),
rna_ip_host_user_history(A-1 X—) [FE=XXHR Xy NT—7 OFEDIP KA MZxd 25 |4.10x-5.1.x
2= TIT4ET 4,
W= g 52 THRIEEES#HDLT—T7 L
user_ ipaddr_ history(6-62 X—),
rna_mac_host (A-1 X—7) FE=AXGEHR Yy T =7 DMACHARIP T RLx 4.10x-5.1.x
BFFIZIRVERA R,
rna_mac_host sensor(A-1 _X—7) RANERH LUIZEENSRT A, ACEETLE= [5.0-5.1x
ARG Fy NU—27 EDIP KR A b,
rna_mac_ip_map(A-2 ~<—3) FoHHBERY NT—27DIPHRARDMACT FL A, [410.x-5.1.x
N—=T g 52 TRIEEXHRDLT—7 1
rna_host_ip map(6-27 ~2—) B LN
rna_host _mac_map(6-28 X—),
rna_vuln (6-56 ~<—3) v A = VDB D ik, 4.10.x+
tag_info (6-59 ~X—737) B ENEZT 7V r—a BB T 54 7, 5.0+
url_categories (6-60 ~~—37) E=HXNGEFR Y NV =T DRANNLT 78AZ 5.0+
7= URL ¥t 3 2 073,
url_reputations (6-61 ~X—3) EF=AXMBERY T =T DFEARNNLT 7EASHL |5.0+
72 URL Z#ffEfti 2 v 27— a3 v,
user_ipaddr_history (6-62 ~X—37) EoAXNGEFR Yy NT— 7 ODFRFEDHR A MIxtT % 5.2+
=Y T I T 4T 4,

application_host_map

application host map 7 — 7 /LIZIL. XY N —7 TR SN T 7V r—> g 2 BEEER T
LIVTWA T AV L X TIZET AIERDBPEMINET,

FEABIC OV TR ROHEZ S L T IEE W,
e application_host_map @ 7 4 —/L K (6-6 ~*—73")
e application_host_map DfEH (6-6 ~<—7)
e application_host_map OH% 7/ 7 =V (6-7 ~—)
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FEE XF—:BRHEANUIBIVCRY NT—F =y FOTF—F

M application_host_map

application_host_map ® 7 4 —/L R

IR DFZ . application host map 7 — 7 /L TCT VB ATELT 4 — )L NIZHOWTEHBHLE,

# 6-2 application_host_map D7 ¢ —/L F

74—V K B

application_id 777" U /7»_:/ el ‘/@W%K%‘gﬂi}%”%ﬁ%o

application_name D= AU H— T2 ALERENDT T Y r—a V4,

application_tag_id D7 4=V RIFELEENTEY (nuil ZIRLET,

business_relevance EURRDAEFEME~DT T Y r— 2 L OBBEDA V7 v 7 A (1~
5)o LIFFER IR (s IR ICmWZ L 2R LE T,

business_relevance_description B AL OBHEE OFH (very low. low.medium, high,very high).

host_id KA RO ID F5,

risk TIVr—vary YR DA T v 7 A(1~ 5), 1 [FIEFITENY R
7 sIFERRY A7 2R LET,

risk description U 27 O#FM (very low,low,medium, high,critical),

application_host_map OFE&

W D F\Z . application host_map T—T N THEITTEHEARICOWVWTHHAL £,

# 6-3 application_host_map D#t5

DT —TIWVTHRERIERTS

T4 =R "ETED74—F

application_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id
si_connection_log.application_protocol_name

si_connection_log.client_application_id

si_connection_log.web_application_id

Il Firepower System 7 — ¥ X—X 77X HA K



| B6E 23—~ RBREAVIBIVRY FNT—F = T7DTF—TN

# 6-3 application_host_map DfF4 (F6Z)

application_info

ZDT—TIVTREIERT S
T4 —I)VF

AETEB T4 —VF

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtraqg_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

application_host_map D> 7V 7=

WD 7 TV [ F host_ia B 8 DIHRANTHHENZT F U r—y g VBT AEREZKLET,

SELECT host_id, application_id, application_name, business_relevance,

FROM application_host_map

WHERE HEX (host_id) = "00000000000000000000000000000008";

application_info

risk

application_info 7 — 7 /WX, E=H MR Ry U —T DR A NCTHRIEFIGEZRT 7V r—3 3
VICET AR EB T ENTWET,

7?9?*75VK%@HH%MT“5&7@UX%%@mmmmmmlmp?—jwﬁEﬁ%
A2 application_id THRAELET /RIS . 7V r— g v oELITIVDOY 2
application_host_map » E) HS(?EH‘ %) =g application_id T%/Er\ L i '@40

FEHIC OV TIZ ROHEZZ L TS 230,
e application_info ® 7  —/L K (6-8 ~X—)
e application_info OfEE (6-9 ~=X—3)

e application_info %> 7/ 7 =V (6-9 RX—7)
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M application_info

application_info D7 4 —/L

R DFIZ  application info 7 — 7 )V TCT VB ATELT 4 — /)L NIZHOWTEHBHLE7,

ZF 64 application_info O 7 ¢ —/L F

74—V FK B!

application_description 777" ] /j—»_f/ Sl ‘/@gjﬁﬁﬂo

application_id 77 U —i3 V@W%ﬁ%ﬁ%”%%o

application_name DA AV H T = ACERENDT T 3 A,

business_relevance YR ADEFEMICHT AT T A —a L OMEEOA Ty
Z (1~ 5) L IFIEFITEL s IR ICE VW L AR LET,

business_relevance_description ]:‘:/*7\ E @%@E@gﬁ% (very low, low,medium, high,very high) o

domain_name TV =y a U ST KA A D4

domain_uuid TV = a BB SN KA AL O UUID, Z v N1+ T
REINET,

is_client_application BRIEEIET TV r—v a s BRI IAT > hChoE D hERT
true/false 7 7 7,

is_server_application RHESNET 7V r—s a v B — A T T r—sa L Tl b
I D& IR true/false 7 T 7,

is_web_application BILSNET 7Y r—sa v B Web 77V r—sa v Tl Bk 3
%R true/false 7 T 7,

risk T7Vr—vaOREV AT DA T v 7 A1~ 5),1 XTFHEFIC
BWY 27 s IZERRV A7 EZRLET,

risk_description U 27 O (very low, low,medium, high. critical) o
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application_info

- - - (
application_info DF5 &
R DF\Z  application_info 7 — 7 IV TEITTE HHEEITHOWTHBAL £,

Z# 6-5 application_info D5

DT —TIVTHRERITERTS

74— K ERETEL7 44—V EF
application_id application_host_map.application_id

app_ids_stats_current_timeframe.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
si_connection_log.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
connection_summary.application_protocol_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

application_info %> 7L 7= U

W2 £ X, Global \ Company B \ Edge F A A VW THH S/ host_id W s DT 7V ir—
varolba—REELET,
SELECT application_id, application_name, application_description, business_relevance,

risk
FROM application_info

WHERE application_id="8" AND domain_name= "Global \ Company B \ Edge";
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M application_tag_map

application_tag_map
application tag map 7 — 7 /WIZIL. F* v NU— 7 THHEENTZET 7V r—3 3 VIZEEMN T
LNTWDZ ZICHT DERBEMINET,
PRI O T ROEZZR L T 230,
e application_tag_map @ 7 4 —/L K (6-10 ~=X—)
e application_tag_map OFEH (6-11 ~X—)
e application_tag_map OH > 7L 7 =V (6-11 =—7)

application_tag_map ® 7 1 —/)L'

K DFIT  application tag map 7 — IV TCT VB ATEDL T 4 — /)L NIZOWTiBA L E9,

Z# 6-6 application_tag_map 7 ¢ —/b

74—V K B

application_id T = a v ONERRBIE S,

application_name =P L H =T 2 AERENDET TV r—3 3,

domain_name TV —va YRR ST KA A U DA,

domain_uuid TV r—va BB SN AL O UUID, ZHE A F ) TRENET,
tag_id 27 DR

tag_name =P A B =T A RATRRFINDZ T DT F A |,

tag_type category F 7213 type DUVVT I,
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application_tag_map OfE4&

application_tag_map W

W DF T application_tag map 7 — 7 /L CEITTEX DHERIZTOVWTHBAL £,

# 6-7 application_tag_map Dft5

DT —TIVTHAIERT

57 4—VF EET&H 74—V
application_id app_ids_stats_current_timeframe.application_id

file_event.application_id

application_info.application_id
application_host_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id

connection_summary.application_protocol_id

intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id
si_connection_log.application_protocol_name
si_connection_log.application_protocol_id
si_connection_log.client_application_id
si_connection_log.web_application_id

tag_id tag_info.tag_id

application_tag_map D% > 7L 7 = U

RO VT FRESNEZT 7 r—va MCEEFT LR TWS X7 La—Raed~TiRL

£

SELECT application_id, application_name, tag_id, tag_name

FROM application_tag_map

WHERE application_name="Active Directory";
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M domain_control_information

domain_control_information

domain_control_information 7 — 7 /L. KA A L HZZDOUUIDIZ~ Y T L. & AL OH KA
A v O4RTE UUID Zr LET,

PR OV T R DIEEZ S L T E &0,
e domain_control_information ® 7 ¢ — /L K (6-12 ~X—)
e domain_control_information OfE4& (6-12 ~2—3)

e domain_control_information ® %> 7 )L 7 =V (6-12 _X—)

domain_control_information ® 7 .t —/L' N

R DFZ\T  domain_control information 7 — /L TCT VB ATEDL T 4 —/)L RIZOWTCEBA L7,

7 6-8 domain_control_information 7 ¢ —/L

74—V K B

domain_name }\)z /l) \/@% Eﬁ

domain_uuid FAA 2@ UUID, ZAFI ATV ToRESNET,
parenc_domainname |#] N AL L DAM (LT HHE).

parent _domain uuid BLRAA O UUD LY 556), ZAd 3 U TRahEd,

domain_control_information O#5S

domain_control_information 5“‘—7/1/@:?]' bf%é%%ﬁij‘ %) Z k I ?_E i“ﬂ_/\/o

domain_control_information D% 7V 7))

WD TV FTRTDORAAL L% ASCHTERD FA AL UUID.BLREFOBH R AL 2K L
R

SELECT domain_name, uuid_btoa(domain_uuid), parent_domain_name

FROM domain_control_information;

network_discovery_event

network discovery event 7 — 7 JLIZIZ A X M ERAMASA R MTEET B EFEHRIKE
I AL E T, Firepower ¥ A7 A (X, LWy MU —ZBEREZ i U722 F 721X BARTIZ R
ENTZAy NV BEOEFERETHZLET)E=FXMRF Yy NI —7 TEREBRET S
L A Xy M EAR L E 9 Firepower > A7 AT, 22—V B3Ry NU— 7 EELZBIN AR,
FEIFHIRT 22 ETRY NV v~ TR FERTERTLHE RAMATA R MEAERKL
£75

network_discovery event ?_7‘/D51\Firepower AT A N—=Tg 50 LIETEIEESNET—
7 rna_events %% = ?ﬁ&iiﬁ‘o
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network_discovery_event [ |

FEMCOWVWTIZ ROEABRL T EE W,
e network_discovery_event ® 7 4 —/L K (6-13 ~X—)
* network_discovery_event D#5E5 (6-14 ~X—)

e network_discovery_event D% 7L 7 =) (6-14 ~X—)

network_discovery_event ® 7 . —/L' K

R D F1Z  network discovery event T—TNVTTIBATEBET7 4—/L FIZOWTiIH L E9,

£ 6-9 network_discovery_event D7 ¢ —/L
74—V EK A
confidence

Firepower 3 A7 L A2 KV Y —E 2 ZFHIT 572 9DI1ZFI 0 24T H7AZHEE (0 ~ 100),

description

A X b O,

domain_name

AR SR ENTE KA A D4,

domain_uuid

AR SPHBHEENTZ AL @ UUID, ZHE A T TRENET,

event_id

A X N ONEFRDNE 5

event_time_sec

AR NPERSNTZHREEZRT UNIX ¥ A L AKX T,

event_time_usec

AR BNDEALNAZ LT D~ A 7 afPELL DS,

event_type

AR NDH A T New Host ¥ Identity Conflict 73 &

ip_address

D7 4=V NEFELEENTEY nuil ZIKLET,

ipaddr

ARy MCEET SR A RO IPvd £71TIPvE T RLADNA F U EKH,

mac_address

ARy MIBEETAHRA RO MACT KL A,

mac_vendor

ARy MIBEETARARDONIC N— R =7 DR —,

port

AR NI H—=LIeRy NT—2 FT7T7 4w 7 BMEHLTWZAR— |,

sensor_address

WA N M EER LEEHANRT SNA ZADIP 7 FL A ERT

ipv4_address, ipv6_address 7?7%0

sensor_name

Bt A R b ERAER LB R T A A,

sensor_uuid

%@iﬂ'%?/\/l’ A @ﬁgﬁ}%”%(sensor_name 75§ null @%é\fi O)O

user_dept

RA RO 7 A 2—FRETET 5,

user_email

KA NDOEREa A v 22— DOEBFA—NLT KL X,

user_first_name

KA MDOEREa 7 A 22— DL,

user_id

RANOEKa 7 A v 22— ORI

user_last_name

RA MK A 2a—F ok,

user_last_seen_sec

RANDOEK A a2a—FDa—W 777 1 ©F 1 % Firepower ¥ A7 L N
BT L7 HREZ R T UNIX % A LA K 7,

user_last_updated_sec

KA NOERKEe 7 A 22— D2 —H% L a— K% Firepower > A7 A BIRZICHE
LA ZRT UNIX A LAZ T,

user_name

KA MOKREa T A v 2—FDOa—H4,

user_phone

AR NOEEa A v 2a—FOEFHFES.
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B ma_host

network_discovery_event DS
R D FR1T  network_discovery event 7 — 7 /LA A L CEITTE DFEAICOWVWTHHLET,

Z 6-10 network_discovery_event DjE4"

ZDT—TIVTHRERITERTS

74— K HETEDLT7 44—V EF
ipaddr rna_host_ip_map.ipaddr

user_ipaddr_history.ipaddr

network_discovery_event D7) 7 = U

W7 VX FFEOHBNOKREA X N La—REELET, 2O a— R, =2—% &
HF RS 2K BADAR T RARNIPT RLARENGEENET,

SELECT sensor_name, event_time_sec, event_time_usec, event_type, ipaddr, user_id,

hex (mac_address), mac_vendor, port, confidence FROM network_discovery_event

WHERE event_time_sec

BETWEEN UNIX_TIMESTAMP("2013-01-01 00:00:00") AND UNIX_TIMESTAMP ("2013-01-01 23:59:59")

ORDER BY event_time_sec DESC, event_time_usec DESC;

rna_host

rna_host 7 — 7 /VZIX BB R A Yy MU —7 DRA NOIERIGFRBEMNINET,
N—= a3 v 52 LB, 2 DT —7 V1L rna_ip host X E T X F T,

A OV TR ROEA SR L T 720,

e rna_host D7 4 —/)L F(6-14 _—7)

e rna_host DfEE (6-15 ~X—)

e rna_host DY 7L 7Y (6-16 X—)

ra_host D7 1 —/L R

RDFNZ . rna_host T— TNV TT IV BATEDL T 4 —L RIZOWTHIBALET,

Z 6-11 rna_host D77 —/L F

74—V K A

criticality AR A b DO EFEFE (None. Low. Medium, F 7213 High) .

domain_name BRA MBS R A A D4,

domain_uuid RARNPBHENTZ KA A > O UUID, ZHd A U CrREanEd,

hops RARNNS ZDORA N LIZEHSRT S, AETORYy hT—7 Ky 78,
host_id BRA RO ID %5,
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rma_host M
Z# 6-11 rna_host D7 .f —/b F(FEE)
74—V K A
host_name R A DL HE,
host_type RA D H A 7 :Host,Router.,Bridge.,NAT Device, ¥ 7-1% Load Balancer,
jailbroken ENRANVTNRAADER V=T 4 T VAT AN oA NT A7 I TND )
&9 AR true/false 7 7 7,
last_seen_sec VAT LWHRANT VT 4 BT 4 A RBICHRE LI AR Z R T UNIX # A LA H
N
mobile B ENTZAR A RBENRA N TARA ATHDLINE S D ERT true/false 77 7,
netbios_name 7R A k@ NetBIOS 4 DXL F41,
notes A D Notes = A FEMEDRNE,
vlan_id VLAN #5l%E 5 G348 T 2%8).
vlan_priority VLAN # JIZEEND T TAF VT 1 1H,
vlan_type VLAN % 7 % &ie 1 7/ b r oy v E A 7,
o o:Af—H x>k
s b= VT

rna_host DFES

RDF\Z . rna_host 7 — T )LV TEITTE HREESIZHOWTHIHAL £7,

Z 6-12 rna_host DfF4

ZDOT—TNVTHBIERT S

T4 =R wEaTEDdT74—F
host_id application_host_map.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_ioc_state.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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M rma_host_attribute

rma_host D7) 7Y

/}/7(0)?3: U 6i\Global \ Company B \ Edge ]\7{/1) ‘/WO) 25 {¢@ rna_host L I — ]\%_’\757( N2
BATICHASNTH_REZTCELET, 2O L a2 — RNiZiX. A A FNID.VLANID. &5 A F 2312
BHENTHEE BLORA NORALATREREGSENTWET,

SELECT host_id, vlan_id, last_seen_sec, host_type
FROM rna_host

WHERE domain_name= "Global \ Company B \ Edge"
ORDER BY host_type

LIMIT 0, 25;

rna_host_attribute

rna_host_attribute 7 — 7 /VIZIZ . E=HX MR Ry U =7 NOL KRR MIBEEMT LR TWD
A NBMEIZEET 5 ‘%%&75%@% INE '9’«0 Z i, %ﬂ: - rna_ip host_attribute 7 — TV E
BEWWZDT—TNTY,

FEANZOWTIE KROEEZ SR L T 72 &0,
e rna_host_attribute D7 4 —/L K (6-16 ~_X—7)
e rna_host_attribute DfE A (6-17 ~_X—7)

e rna_host_attribute DY 7L 7 ) (6-17 _X—)

rna_host_attribute ® 7 ¢ —/)L' K

R DF\Z , rna_host_attribute 7 — 7 /L TT VB ATEX BT 4 — /)L RIZHOWTEBHA L ET,

Z 6-13 rna_host_attribute D7 .+ —/L

ZA4—IIVEF

B!

attribute_name

AR A BB M, Host Criticality =° Default White List 72 &,

attribute_value

R A N gD,

host_id

RARNDID FHE,
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rna_host_client_app [ |

rna_host_attribute OF5E S
IR DFZ  rna_host_attribute 7 — 7 /L CETTXAHEEITHOWVWTEIRHAL 7,

# 6-14 rma_host_attribute DFE5

DT —TIVTHRERITERTS

74— K HETEDLT7 44— EF
host_id application_host_map.host_id

rna_host.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_attribute D% 7 7 Y

RO 7 VTGRS IR A M IDIZEEMT ONTHND T XTORR MEtk ez L £4,

SELECT attribute_name, attribute_value
FROM rna_host_attribute

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_client_app

mLmuJHmme%{ﬂWUi%:&ﬂ%*yF7—7®$XFT@Méhk&§4TV
]\ 7770 U /7‘—‘7 g Iz Egj‘é'lﬁi&ﬁ)*gf'ﬂj‘] éj’bi 'j‘o :j’b&i\gﬁﬂ: éﬂf: rna_ip_host_client_app
T NEEEWZ LT —TILTT,

FEHIC OV T ROHEZZ L TS 230,
e rna_host_client_app ® 7 1 —/L K (6-18 ~<X—7)
e rna_host_client_app DfEA (6-19 ~X—)
e rna_host_client_app D> 7 7 VU (6-20 <X—)
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[ | rna_host_client_app

rna_host_client_app D7 4 —/L' K
R DFIZ  rna_ip host client app 7 — IV TCT VA TEL T 4 — /L NIZHOWTHBHLET,

# 6-15 ra_host _client_app D7 1 —/L F

74—V FK B!

application W= 350 THRIEENEZZ7 44—V R, TXTOZ V2% LT nul &
WLET,

application protocol_id BINSNFET 7Y r—>ar 78 k3 LONE D,

application_protocol_name yk@[/\"g‘xhij:fcﬁ 4] i‘j—o

o TV —a D4 (WEERFBINFTRERES)
L pending(f/x%-ﬁzﬁé E&C?**5' é’%‘gk_ LTU\%)%/EI\)
o ZEHERIIT U —3a UERNB IR NED)

application_type N—=Ta 50 THEIEINTEZ7 4=V R TXTOZ ) IZx LT il &
ELUET,

client_application id 7Y r— 3 N AR A T ) r— 3 v DN R

client_application_name ﬁ@b\fﬂﬁ)@iﬁf ] i—g‘*o

o T —a D4 (MR N ATEERGA) .,

e WHIZ ATV A (AT LN TAT U N TV r—a a8
HLUENRBEDT S r—arThadIEEHATIRNES),

o TP FERICT TAT N T TN — g ERB WIS,

hits 74T T TV = a BRI SRR,

host_id ARAMDID &5,

last_used_sec VAT LENT TN =g T I T4 T 4 HEBICKHE L BEEZ IR
T UNIX XA LAZ T,

version KA NCHRHEINEZT TV r—varon—ya

Firepower System 7 — % ~X—X 77 ¥R HA ¥



| B6E 23—~ RBREAVIBIVRY FNT—F = T7DTF—TN

rna_host_client_app [ |

rna_host_client_app D#E &

IR DF\Z  rna_host_client_app 7 — 7 /L CEITTX HFEHITHONT

A L £,

# 6-16 ma_host_client_app DfE4"

DT —TIVTHRERITERTS
74—V K

EETEB74—/VF

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

host_id

BIW
application_protocol_id
BILW
client_application_id
BLT

version

kDT b

rna_host_client_app_payload.host_id
rna_host_client_app_payload.application_protocol_id
rna_host_client_app_payload.client_application_id
rna_host_client_app_payload.version
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[ | rna_host_client_app_payload

# 6-16 rma_host _client_app D#E4 (%)

ZDT—TIVTREIERT S

A=K EETEB 74—
application_protocol_id app_ids_stats_current_timeframe.application_id
* 713 application_info.application_id

application_host_map.application_id
client_application_id application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id

rna_host_service_info.application_protocol_id

rna_host_service_payload.web_application_id

rna_host_client_app D% 7 7))

ROV VY [T host_id B 8 DRAMNTHRI SN TA T M T 7V r—
ZIRLET,

B89 %

SELECT host_id, client_application_id, client_application_name, version,

application_protocol_id, application_protocol_name, last_used_sec
FROM rna_host_client_app

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_client_app_payload

rna_host_client app payload 7 — 7 /VIZIX F= X & Xy N —7 THRHEINZAA D
Web 77U or—3 3 ZBEAHT 5 TWD HTTP R 7 7 o« v 7 O3 1 — RIZET DM

BENLTVET,
FHHIZOW X ROEASIL T ZE 0,
e rna_host_client_app_payload ® 7 4 —/L R (6-21 ~X—)
e rna_host_client_app_payload D #E#H (6-22 ~—37)
e rna_host_client_app_payload ®% > 7 /v 7 £V (6-23 ~<—)
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rna_host_client_app_payload [ |

rna_host_client_app_payload ® 7 ¢ —/L K

R DFZ . rna_host_client app payload 7 — 7 /I TCT VB RATE LT 4 —/)L RIZOWTIHL
Ee AN

# 6-17 rma_host _client_app_payload © 7 ¢ —/t F

74—V FK B!

application NR—=ga 50 TEIEINZT7 4=V R, _XTOZ V2% LT null i
L\i—g—o

application_protocol_id BMEENEZT 7YV r— gy 7o halONE IDEERARERES). 7 74

TUoNTFVr—varl Web 7 7Y r—a rOmGORMEEZRD T
74 w7 DA client_application id 7 A4 —/V K & web_application id

7 4 =)V RO IFIZE CER A > TWET,
application_protocol_name yk@b\j&ﬂﬁ)g: 7‘@ 4] iﬁ—o

o TV — g O4ET(HEFERTERDFIRER G E)

o pending(VAT ANME BT =X ELELE L TWDHHE)
o ZEP(BERLICT T U r— 3 UEBRB R VEE)

application_type N—=T a2 50 THRIELESNETZ 4 — VR, T_XTOF7 = V2% LT null i
LET,

client_application_id 734 TN TV = a  ORNEERNE B,

client_application_name Vk@b‘fﬂ?ﬁ)i: iﬁ ] i-g—o

o TV —3a DR (FEERFRNATREREE),

e WHIFA TV VA (AT AN FA T N T TV r—arahmi
LIENBEDT TV r— a3 THDHI EERNTELRNES),

o ZHWERIC T TAT N T T r—3 g SERB WSS,

host_id ARA D ID &5,

payload_name NR=T g 50 CEIEENTEZT7 A=V R4 _XRTOZ Y I2% LT null 2K
L\i—g—o

payload_type NR—=T g 50 THRIEENEZT7 44—V R, T _XTHOZ Y 2% LT aull ZiK
LET,

version RARNTHHENTZWeb T 7V r— a0 D=2 g 0,

web_application_id Web 77V r—3 a ORNEEBIE S BERFIRERGE) . 7 AT b T

Vi—ardtWeb7 7V r—2aOlfiioftEsB> 7740970
A . client_application_id 7 A —/V K & web_application_id 7 4 —/LV KD

TR TAEDS A > TWET,

web_application_name Yk@b\j“ﬂﬁ)a:fo@ ] ij‘o

o TV r—a ORI (SRR TRER SR .

® web browsing(“/xi“-ﬁ7ﬁ77ou r—va v 7’1 k)L HTTP %*ﬁﬂj L7z
WUFFED Web 7770 r—va VAR TERWEES),

o ZEE (BEFIZHTTP T 7 4 v 7 R 0GE),
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[ | rna_host_client_app_payload

rna_host_client_app_payload OfE4&
R DF|Z . rna_host_client_app_payload 7 — 7/ /L TCEITTE HHEBITHOWTHIBA L £,

# 6-18 ma_host_client_app_payload D#Z4

ZDT—TIVTHRERITERTS

G FEETEDH74— /UK
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

WDt > k: WDt >k
host_id, rna_host_client_app.host_id

application_protocol_id, rna_host_client_app.application_protocol_id

rna_host_client_app.client_application_id
client_application_id, rna_host_client_app.version

version
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rna_host_ioc_state M

# 6-18 ma_host _client_app_payload D#E4 (F¢)

ZDT—TIVTREIERT S

A=K EETEBT74—UF
client_application_id app_ids_stats_current_timeframe.application_id
* 713 application_info.application_id

application_host_map.application_id
web_application_id application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

rna_host_client_app_payload %> 7L 7 U

WD 27 TV I% host_id 3 8 DARA N THHENT- Web 77V 7 —3 3 VICEHTABFRAZIRL
F9,

SELECT host_id, web_application_id, web_application_name, version,

client_application_id, client_application_name
FROM rna_host_client_app_payload

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_ioc_state

rna_host_ioc_state 7 — 7 /LT FE= S KRRy FU—7 DRX LD I0C HKENEMH SN ET,
FHHIZOW X ROEASIL TS0,

e rna_host_ioc_state D7 ( —/L K (6-24 ~_—7)

e rna_host_ioc_state D5 (6-26 ~<X—73)

e rna_host_ioc_state DY 7L 7 U (6-26 ~2X—3)
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M ma_host_ioc_state

rna_host_ioc_state 7 1 —/L K
R DFIZ . rna_host_ioc state 7 — 7 )V TT IV EBATELT 4 — /L NIZHOWTHHLET,

Z 6-19 rna_host ioc_state D7 ¢t —/L F

Z4—N K Gt

first_seen FENRPNRE SRS A RS UNIX # A LAX T,

first_seen sensor_address REE RN LIZEHIIRT A ZAD 1P 7 KL X R
ipvd_address, ipv6_address T o

first_seen_sensor_name S A BN LT PRt BT N R

host_id BRA RO ID HF 5,

ioc_category REOAT TV ANREITRD &Y TH,

® CnC Connected

® Exploit Kit

® High Impact Attack

® TLow Impact Attack

® Malware Detected

® Malware Executed

® Dropper Infection

® Java Compromise

® Word Compromise

® Adobe Reader Compromise
® Excel Compromise

® PowerPoint Compromise

® QuickTime Compromise

ioc_description E%%?O)EE@H
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rna_host_ioc_state

Z# 6-19 ma_host ioc_state D7 v —/L F(FEX)

44—V K

B!

ioc_event_type

REDA XL N AT HAHREZRD B D T,

® Adobe Reader launched shell

® Dropper Infection Detected by AMP for Endpoints
® Excel Compromise Detected by AMP for Endpoints

® Excel launched shell |

® TImpact 1 Intrusion Event — attempted-admin

® Tmpact 1 Intrusion Event — attempted-user

® TImpact 1 Intrusion Event — successful-admin

® TImpact 1 Intrusion Event — successful-user

® Tmpact 1 Intrusion Event — web-application-attack

® TImpact 2 Intrusion Event — attempted-admin

® Tmpact 2 Intrusion Event — attempted-user

® Tmpact 2 Intrusion Event — successful-admin

® Tmpact 2 Intrusion Event — successful-user

® Tmpact 2 Intrusion Event — web-application-attack
® TIntrusion Event — exploit-kit

® Intrusion Event — malware-backdoor

® Intrusion Event — malware-CnC

® Java Compromise Detected by AMP for Endpoints

® Java launched shell

® PDF Compromise Detected by AMP for Endpoints

® PpowerPoint Compromise Detected by AMP for Endpoints
® PowerPoint launched shell

® QuickTime Compromise Detected by AMP for Endpoints
® QuickTime launched shell

® Security Intelligence Event — CnC

® Suspected Botnet Detected by AMP for Endpoints

® Threat Detected by AMP for Endpoints — Subtype is 'executed'

® Threat Detected by AMP for Endpoints — Subtype is not 'executed'

® Threat Detected in File Transfer — Action is not 'block'
® Word Compromise Detected by AMP for Endpoints

® JWord launched shell

ioc_id

2EDO—FDID F 5.

is_disabled

ZORENEDI SN TWIZNE S D,

last_seen

ZORENKRZICHRE SRR EZ TR T UNIX ¥ A LAX T,
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M ma_host_ioc_state

Z# 6-19 ma_host ioc_state D7 ¢ —/L F(§EX)

74—V FK WA

last_seen sensor_address BRI LI BB R T A A0 TP T L2 B
ipv4_address, ipvé_address 7?7?0

last_seen_sensor_name FELEPRBICHRE LB ST A A,

rna_host_ioc_state DS
IR DFIZ  rna_host_ioc_state 7 — 7 /L TCETTXAHEEITHOWVWTEIHHAL £,

# 6-20 rma_host _ioc_state DfFA

DT —TIVTHRERITERTS

G "ETEDT74— VR
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_ioc_state D% 7L 7 Y
W7 TV IX FBEINZHRINORK 25 HDHRA NEZD jioc ZK L ET,

SELECT host_id, ioc_id

FROM rna_host_ioc_state

WHERE first_seen

BETWEEN UNIX_TIMESTAMP("2011-10-01 00:00:00")
AND UNIX_TIMESTAMP("2011-10-07 23:59:59")
ORDER BY ioc_id DESC

LIMIT 0, 25;
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rna_host_ip_map

rna_host_ip_map [ |

rna_host_ip map 7 — 7 VX EF A WBER Y U= HNDHEARDIP T KL RAIZEKEAMID &

B £

FHEHNZOWVWTIX KROEEZ SR L T &V,

e rna_host_ip_map D7 4 —/L K (6-27 ~=—)

e rna_host_ip_map DFEE (6-27 ~*X—7)

e rna_host_ip_map OH% > 7 7 =Y (6-28 X—7)

rna_host_ip_map D7 4 —/L' N

IR DFIZ . rna_host ip map 7 — IV TT VB ATEDLT 4 — /)L NIZHOWTIHBHLE7,

Z 6-21 rma_host ip_ map D7 ¢ —/L F

74—V K A

host_id ARABFDID F 5,

ipaddr BRARNDIPT RUADNAF U FRE,

rna_host_ip_map OFE &

R DFRIT  rna_host_ip_map 7 — 7 IV TEITTE BDFEAITOWVWTHH L E T,

Z 6-22 ma_host_ip_map DiF5

ZDT—TITHRERITERTS

G HET&EDLT7 44—V
host_id rna_host.host_id

rna_host_protocol.host_id

rna_host_os_vulns.host_id

rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id

rna_host_service.host_id

rna_host_attribute.host_id

application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id

rna_host_ioc_state.host_id

rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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[ | rna_host_mac_map

# 6-22 ma_host_ip_map DFFE (FEZ)

ZDT—TIVTREIERT S
TA4—VF wHTEDT74—VF

ipaddr compliance_event.dst_ipaddr

compliance_event.src_ipaddr
connection_log.initiator_ipaddr
connection_log.responder_ipaddr
connection_summary.initiator_ipaddr
connection_summary.responder_ipaddr
fireamp_event.dst_ipaddr
fireamp_event.src_ipaddr
intrusion_event.dst_ipaddr
intrusion_event.src_ipaddr
network_discovery_event.ipaddr
si_connection_log.initiator_ipaddr
si_connection_log.responder_ipaddr
user_discovery_event.ipaddr
user_ipaddr_history.ipaddr

white_list_event.ipaddr

rma_host_ip_map D% )V 7Y

WD T ITGBIRENTZAA DO MAC AR L ET,
SELECT host_id
FROM rna_host_ip_map

WHERE HEX (ipaddr) = "00000000000000000000FFFFOAOAQAQ4";

rna_host_mac_map

rna_host_mac_map 7 — 7 I T X XWELXy hT—THNDOKRA RO MACT KL AIZHAEA FID
Z BT £,

FEMCOWVWTITZ.ROEEAZBRL T EEW,
e rna_host_mac_map O 7 4 —/L K (6-29 ~X—)
e rna_host_mac_map DFEH (6-29 ~<X—)

e rna_host_mac_map DY 7L 7 £ (6-29 ~X—)
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rna_host_mac_map 7 1 —/L' K

R DFIZ . rna_host mac map 7 — 7V TCT VT BATEDL T 4 —)L RIZDONT

# 6-23 rma_host_ mac_map D7 ¢ —/L F

74—V K

B!

host_id

RARNDID HE,

mac_address

BRABFDMACT KL A,

mac_vendor

BHEHENTERAIDOR Y hI—0 A H—T 2 ZADR U H—,

rna_host_mac_map DFES

WK DFIZ  rna_host_mac_map 7 — 7 /L TEITTEX DHEAITOVWTHBAL ET,

Z 6-24 rma_host_mac_map D#E5

DT —TIVTREEITERT S
74—V K

WHETEB 74—V R

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_mac_map O

NI

WD 7 TV [T host_id D 8 DHRA D MAC [FHA KL 1,

SELECT HEX (mac_address)

FROM rna_host_mac_map

WHERE HEX (host_id) = "00000000000000000000000000000008";
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B ma_host os

rna_host_os

rna_host_os 7 — 7 VICII B MR Xy NT—7 DHRA FNTHRHEENEZARL—FT 47 &
AT KT AR I NE T,

FEMCOWVWTIZ.ROEAZBRL T EEW,
e rna_host_os D7 1 —/)L K(6-30 X—7)
e rna_host_os DfEAE (6-31 ~2X—3)

e rna_host os DY 7L 7V (6-31 X—)

ma_host os D7 —/)L K
IRDFHIZ . rna_ host os T — IV TT IV EATEDLT 4 — )L NIZHOWTEHBHL 3,

Z 6-25 ra_host 0os D7 ¢ —/L F

TA4—=NF B

confidence Firepower ' AT L 2L D AL —F 4 7 VAT AEWHHT A8 S ToHNT-
EHEE (0 ~ 100),

created_sec VAT LENRANT VT AET A BRINTHRH LT AREZ R UNIX # A LA X T,

host_id A MO ID F 5,

last_seen_sec VAT EANIKRARNT I T4 ET 4 2R BIHBH LZBEZTRT UNIX XA DAX T,

os_uuid RARNTHRHEESNTZARL—T 4 7 VAT AOREAF AT, UUID L, Firepower 3/ A
T T —=BERXR=ZANDOF_XL—F 4 T VAT LADLET AR — BLOAA—2 g
W~y 7ENnET,

product RANTHRHEESNIEANL—T 4 VT VAT A,

source_type RANDANV—T 4 T VAT LEDTAT T 4T 4 V—A,

o User:Web 2—H A U H—T =2 A APDBT—H & NS LT —F DL4HI
® Application: R A }‘)\jj*%%ﬁg%{%ﬁﬁ LT}DJIJ@77OU /7*—“/3 .‘/75)%4 :/7J'\9”‘ ]‘ éﬂf:
e Scanner:Nmap, £72IXT AT A KR U —IZ KXo TEMENTBIOAF ¥ F

e rna:Firepower ¥ A7 A I K D (B A N> b AR — =& E72id "y —r—%
DOWFRT L VR,

e wNetFlow:NetFlow X[J5T N AL > TCTF—HF N7 AR—hENi=
vendor KA N CTHRHEENZAR L =T 4 T VAT LDR K —,
version RARNTHRHEENIEZANL—FT 4 T VAT LDONR—U 5 0,
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rna_host_os DHES

K DFIZ . rna_host_os 7 — 7 IV TEITTXHFEHITHONT

# 6-26 ma_host _os DfEA

AL £,

rna_host_os_vulns W

DT —TIVTHRERITERTS
74—V K

WETEBT74—IVE

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rma_host os DY 7 7))

WDZ TV T host_id B 8 DIERARDARL—F 4 7 VAT AT AHEHRAR L ET,

SELECT vendor,

FROM rna_host_os

product, version, source_type, confidence

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_os vulns

rna_host_os_vulns 7 — 7 VX . T =X Ry U= NOKR A MIBEEEM T O TWABIE
FIMEICEE T D E RS S E T,

I OWTIX IROIEEZ SR L TS W,
e rna_host_os_vulns D7 4 —/L K (6-32 _X—)

e rna_host_os_vulns DfEE (6-32 ~2—3)

e rna_host_os_vulns DY > 7L 7 ) (6-33 X—)
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M rma_host_os_vulns

rma_host_os_vulns ® 7 4 —/L R

R DFIZ . rna_host_os vulns 7 — 7 IV TCT IV BATELT 4 — /)L NIZHOWTHBHLE,

7 6-27 rna_host _os_vulns D7 ¢t —/L F

74 —VEK A

host_id ARAMDID &5,

invalid MEFFMER AR A N THETH D0 E 5 &I,

o: MEFI N F R
1: Eug M2 )

rna_vuln_id

JE55 M D BRI 5

rna_host_os_vulns DFES

K DZFIZ . rna host os vulns 7 — 7 IV CEITTEXAHEITHOWVWTEIHAL 7,

# 6-28

rna_host_os_vulns D4

ZDT—TIVTREIERT S
44—V K

BETEDRT4—ILF

rna_vuln_id

rna_vuln.bugtrag_id

rna_vuln.rna_vuln_id
rna_host_third_party_vuln_rna_id.rna_vuln_id
rna_host_third_party_vuln_cve_id.cve_id

rna_host_third_party_vuln_bugtraqg_id.bugtrag id

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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rna_host_protocol [ |

rna_host _os vulns DY 7)) 7 Y

DT TV F host_id D 8 DHRA MDA RL—F 47 VAT LDt L2 KL E9,
SELECT rna_vuln_id, invalid
FROM rna_host_os_vulns

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_protocol

rna_host_protocol 7 — 7 /VIIT E= AR Ry NV —Z DARAMTHRESATZT 1 ka2
B2 ®RAEMmInET,
PRI O T RDOEZZR L TS 230,

e rna_host_protocol @7 4 —/L R (6-33 ~X—)

e rna_host_protocol D#EA (6-34 ~X—)

e rna_host_protocol D> 7/ 7 £ (6-34 ~<X—)

rna_host_protocol ® 7 1 —/L R
R DT, rna_host_protocol 7 — 7 )V TT VB ATEL T 4 — )L NIZOWTIHBH L £,

Z 6-29 ma_host _protocol D7 1 —/L F

74—V K A

host_id RAMDID F 5,

ip_address NR—= g 52 CEIEENTEZT7 4=V R, TR_XRTHOZ7 =Y I12% LT nuil 2K
L\i—g—o

layer 701’_1’ ]\ 3}1/%%?? L/fb\é* D4 ]\ J—7 )% (Network Ed/ Ix Transport)O

mac_address NR—=T g 52 CHERIEENTEZT7 44—V R, T _XTHOZ V2% LT naull 2K
LET,

mac_vendor N—= g 52 CRIEENEZE7 44— L R, T R_RTOZ Y IZ% LT null K
L\i—g—o

protocol_name RANMEHTANT 7 4 vy T bz,

protocol_num u ha)LOIANAFEED 1 ka1 & 5,
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M rma_host_sensor

rna_host_protocol DfES
R DT . rna_host_protocol 7 — 7 )L TCEITTX AT HOWVWTIHHL £,

# 6-30 ma_host_protocol Dft4

ZDT—TIVTHRERITERTS

G "ETEDT74— VK
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_protocol D7)V 7Y

WD 7 T T host_idWN g DARA DT haj)b La— REFNXTRLET,
SELECT protocol_num, protocol_name
FROM rna_host_protocol

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_sensor

rna_host_sensor 7 — 7 VZIE,. E =X KRRy NTU—TNDOFEABNIP T FLANRKMHIN. &
T R RAERE LIEEESRT S APRRINTOVET,

rna_host_sensor 5“_7“/1/!:]:\Firepower VAT L NR—Ug 52 TEIESNE-T—T L
rna_ip_host_sensor ;5_’ % % Tﬁ 2 FE ‘é—o

IOV TR IROIEEZ SR L TS a0,
e rna_host_sensor ® 7 4 —/L R (6-35 ~<—3)
e rna_host_sensor DfEH (6-35 _X—)

e rna_host_sensor DY 7L 7 (6-35 X—)
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rna_host_sensor O~ { —/L' R

rna_host_sensor

K DFIZ . rna host _sensor 7 — 7 /VTCT VB ATEDL T 4 —)L RIZOWTEH L £77,

Z 6-31 ma_host_sensor D7 .f —/L
74 —VEK A
host_id KA RO ID FH,

sensor_address

BithA o b & AR LB BA ST A 2D P T R L2, R

ipv4_address, ipv6_address 7?7f0

sensor_name

IR G T /34 2 DA

sensor_uuid

BHRT NA ADEA

g&}%”%(sensorfname 75§ null @%/El\fi O)O

rna_host_sensor DFEE

WK DF T . rna_host_sensor T =TIV TEITTE LRIV TR LET,

7 6-32 rna_host_sensor DFES
ZOT—TNVCHRAIERTS

A=K "HETEDT7 41— LK
host_id rna_host.host_id

rna_host_mac_map

rna_host_service

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id

rna_host_ip_map.host_id

.host_id

rna_host_os.host_id

.host_id

rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtraqg_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_sensor DY 7))L 7 Y

K@?iU@i%k%¢Wﬁwﬂﬁﬁ%ﬂ%@$x%%ﬁmtk?yﬁ_%rmijnmu

T—=TNNBIRLET,
SELECT host_id, sensor_address,
FROM rna_host_sensor

LIMIT 0, 25;

sSensor_name
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M rma_host_service

rna_host_service

rna_host_service 7 — 7 J/LIZIX . Xy hU—F R— b & hT 7 4w 7 a ba)LOMHAEE DY
WCEDE=FXG Xy NU—7 DOARA NTHRIBENTZ—ERICET 5 - EHRDE En T

£,

POV TIX RDOIEEZSR L TL &0,
e rna_host_service D7 4 —/L K (6-36 ~2—)

e rna_host_service DfEH (6-37 X—3)

e rna_host_service DY 7L 7 Y (6-37 X—)

rna_host_service D7 1 —/L' R

R DFIZ . rna_host_service 7 — )V TT VB ATEDLT 4 — )L NIZHOWTEHBHLE,

7 6-33 ra_host _service D7 1 —/L F

74—V K A

confidence Firepower ¥ A7 L (& 0 H— & #l1T 5 72 0I1CE1 ) 24 T O E 1L
(0~ 100),

hits UEVAVIEY i Fi ARV aWi E1E 8

host_id

AA D ID &5,

last_used_sec

VAT ANRBICY =R T I T 4T 4 R L AR A RT UNIX & 1 A
AR T,

port F—NTHEHINLR— |,
protocol NZZ7 42 Fa kajvieer F 7213 upe,
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rna_host_service O#54&
R DF|Z . rna_host_service 7 — IV TEITTE HHESITHOWTHIAL £,

7 6-34 rna_host_service DFEA

rna_host_service

DT —TIVTHRERITERTS

G "ETEDT74— VK
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

WDt > k: WDt > k:

host_id rna_host_service_banner.host_id

port rna_host_service_banner.port

protocol rna_host_service_banner.protocol
WDE > I

rna_host_service_info.host_id
rna_host_service_info.port
rna_host_service_info.protocol
WDty b
rna_host_service_payload.host_id
rna_host_service_payload.port

rna_host_service_payload.protocol

rna_host_service D% )L 7 Y

WD 7 TV [F host_id ¥ 8 DR A MIOWTHRHEINTZ KD 25 B0 — N L a—RKEiKL

£7

SELECT hits, protocol, port, confidence
FROM rna_host_service
WHERE HEX (host_id) = "00000000000000000000000000000008"

LIMIT 0O, 25;

Firepower System 7 —# X—2X 7/ &R HA F
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B rma_host_service_banner

rna_host_service banner

rna_ip_host_service_banner T=TNVE Ry NT—T T T 4 v I DD~y X —ERPEE
MENET, 2O~y X —FRIT.F=ZFHERXY P =T DERA DY =D F— L8 —
Car(INRF—=)ET KRN EZALAXLET Ry MU —Z KA Y 2 —O [Capture Banners] 4~

va yEAZL TR WAL Firepower & A7 A X — N N F— % RF LRV ASUTHEE L

TLZE,

FEMCOWVWTIT.ROEAZSBRL T EEW,
e rna_host_service_banner ® 7 4 —/L K (6-38 ~X—3)
e rna_host_service_banner Ot & (6-38 X—7)

e rna_host_service _banner D% 7 )L 7 = (6-39 X—)

rna_host_service_banner ® 7 1 —/L' N

K DF\Z . rna_host_service bamner 7 — /)L TCT VB ATE L7 4 — /L RIZOWTHHALET,

# 6-35 ma_host_service_banner D7 ¢ —/L F

74—V K B

NF— Y= RDONRF = (ZDH = NZONW TR SIIZEA DT v S OFEHID 256 /541 1),
host_id RA RO ID F5,

port P—NRTHEHINDLIER— b,

protocol N5 4wy Fua kairer ¥ 7403 uoe,

rna_host_service_banner D5 S

X AESITHOWTHA L ET,

7}/'( D 4%5{ @: .rna_host_service_banner 5: — 7“/1//6 i/f <

7 6-36 ra_host_service_banner DfE4

DT —TIVTHRERIERTS

T4 =R waTEd74—VFK
ROty ke WDty ke

host_id rna_host_service.host_id
port rna_host_service.port
protocol rna_host_service.protocol

WDty b
rna_host_service_info.host_id
rna_host_service_info.port
rna_host_service_info.protocol
RDOE b
rna_host_service_payload.host_id
rna_host_service_payload.port

rna_host_service_payload.protocol
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# 6-36 rna_host_service_banner Dfz4 (FFZ)

rna_host_service_info

ZDT—TIVTREIERT S
T4 —I)VF

WHETEB 74—V

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtraqg_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_service _banner D% 7L 7 1

WD Y V)X host_ida N8 DHRARNDY—N RNF—ZKRLET,

SELECT port,

protocol, banner

FROM rna_host_service_banner

WHERE HEX (host_id) = “00000000000000000000000000000008";

rna_host_service_info

rna_host_service_info 7 — 7 /VIII. F= A KB Ay FU—T DK A M THHE I —C

B9 B MRS S E T,
FEHICOWTIE R DIEEZ SR L T E &0,
e rna_host_service_info ® 7 ¢ —/L K (6-40 ~=X—)

e rna_host_service_info OfEA (6-41 ~_—7)

e rna_host_service_info O 7 7 = (6-42 RX—7)
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B ma_host_service_info

rna_host_service_info ®7 ¢ — /)L N

R DFIZ . rna_host_service info 7 — 7 )V TT VB ATEDLT 4 — /)L NIZHOWTEHBHL 7,

# 6-37 ma_host _service _info 7 ¢ —/L

74—V FK B!

application_id N—=Ta 50 CHEIEENZT 4=V R, TXTOI7 Y%t L TEALZIR
LET,

spplication protocol_id BIESNTT 7Y r— a7 a b2 o ID AR5,

application_protocol_name yk@b\j"hﬁ):

o TV —vary T u ba)lOLil(HEELFRNNFREREES)
J pending(f/x?-ﬁzﬁé DT —HEMELE L TWBIEE)
o ZEH(ERICT T r—a UERBRWIEES)

business_relevance B ADEEMICKT AT T A —a b OEEOA T v 7 A (1~
5)o LIZFEF IR (s 1EHF ICmnZ L 2R LE T,

business_relevance_ B R R & R E o #BH (very low.low.medium.high,very high).

description

created_sec VAT EANERPNCT T r—ar ae haaEiH Lz HEE AR T UNIX
H A DAL T

host_id ARARNDID &=,

ip_address NR—=Va 52 TRIEENZZ 4=V R, T_TOZ7 V2% LT nuil &K
L\i—é—o

last_used_sec AT APERBIZY—ANTIT 40T 4 2 L7 B2 37 UNIX # A A
AR T

port F—NTHEHINLR— ],

protocol V274> 2 v kabirce £ 7213 upp,

risk T7Vr—2ar VAIDA VT v 7 A~ 5) L ITHEFITUENY 27 51T
FEICENY R EBRLET,

risk_description U 27 OB (very low.low,medium.high,very high)o

service_info_id ﬂ‘»*/*‘@P‘ﬂ%KiﬂiiB'J%%o

service_name N—= a3 50 CERIEENE7 44—V R, T_XTOZ =Y IZ% LT aull 2K
L\i—é—o

source_type Y —ROT AT T 4T 4 J— R

o user:Web 2—W 4 U H—T A ANBLT—H & A Lfii—‘ﬁ'@gﬁﬁ

L Applicationi/—\k;< ]‘Ajj*%%ﬁ%%'fﬁﬁﬁ LT}%IJ@77OU /7**“/3 ‘/7\7)%/]) M
R—hanik

e Scanner:NMAP IZ L VBN & N7=0>, £7213%1E 55 ¥ A 72 Scanner Tik
A MATIREREIN DA ViR — F 7=

* rna:Firepower ¥ A7 A (C X0 M (Bt A~ b AR— b — E72133
H—r—=BOWT NIRRT,

e NetFlow:NetFlow X7 /XA Rk > CTF =Ny AR— &N
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rna_host_service_info W

Z# 6-37 rma_host _service info 7 ¢ —/ F(#EZ)

74—V K A
vendor BRARNOY— RO H—
version RA M TR SN —"DAR—=D g

rna_host_service_info DHES
R DFIZ . rna_host_service info 7 — 7 )V TCEITTX AMHITHOWVWTIHH L £,

7 6-38 rna_host_service_info Df%4A

ZDT—TIVTHRERITERTS

74—V FK BETEB7 44—
application_protocol_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_host_map.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id

Firepower System 7 —# X—2X 7/ &R HA F
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B ma_host_service_info

# 6-38 ra_host_service_info DFEE (F¢Z)

ZDT—TIVTREIERT S
T4 —I)VF

ATEB T4 —VF

host_id rna_host.host_id

rna_host_os.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id

rna_host_mac_map.host_id

rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtraqg_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

RDOEw b
host_id
BLT
port
BLT

protocol

RDOE Y

WD~ I

WD~ I

rna_host_service.host_id
rna_host_service.port

rna_host_service.protocol

rna_host_service_banner.host_id
rna_host_service_banner.port

rna_host_service_banner.protocol

rna_host_service_payload.host_id
rna_host_service_payload.port

rna_host_service_payload.protocol

rna_host_service info D47 7))

W7 TV [F host_ia D s DHRAMTHRHENT TV r—vary 7o balilElTsEHRE

WLET,

SELECT host_id, application_protocol_name, version, vendor, created_sec, last_used_sec,

business_relevance, risk

FROM rna_host_service_info

WHERE HEX (host_id) = "00000000000000000000000000000008";
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rna_host_service_payload [ |

rna_host_service_payload

rmijwkamﬂwfﬁfﬁWUi%:yﬁ%*7F7”7W@$XFKiD%@HH%
NTWD Web 77U r—v g VT AEERNEGENTOVET,

HHIZOWTIX ROEE B L T 7ZE0,
e rna_host_service_payload ® 7 4 —/L K (6-43 ~X—)

e rna_host_service_payload DfE & (6-44 ~=—)

e rna_host_service_payload D% > 7L 7 =) (6-45 ~=X—)

rna_host_service_payload 7 1 —/L' R

KD F\Z  rna_host_service payload 7 —J/VTCT VB ATEDL T 4 —/L RIZOWTitBH L £,

# 6-39 ra_host_service_payload 7 1 —/L F

4 —I)VF

B!

application_id

N=Ta 50 TEEINZT7 44—V R, T XTOZ =V IZx LT ol KL
£,

application_name

N=Ta 50 THEIEINTEZ7 4=V R TXTOZ =V IZx LT oull KL
i‘j‘o

host_id

AA D ID H 5,

ip_address

N—=Ta 52 TCTREIEENTE 74—V R, 3T _XTOZ V2% LT null KL
\i—a_‘(]

payload _name

NR—= g 50 TEIEENET =NV R, TRTOZ =V IZ% LT oull KL
EC

payload_type

N—=Ta 50 THEIEINTEZ7 4=V R XTOZ =V IZx LT oull KL
i‘j‘o

port

P—"THEPSN DT — b,

protocol

No 74w 7 7 hzjbirer F 7213 upp,

web_application_id

Web 7 7V & —3 3 » ONEREEIE S,

web_application_name

WDONT TR £97,
o Web 77V —3 3 OLRET(FESFE B AIRE /25 E)

* web browsing(V AT AN T Y Fr—3 gy Fa k3L HITP 2 L7
N EEDOWeb 77V r—3 g VERITEROES),

o ZEH (I HITP FT 7 4 v 7 BRWES).
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[ | rna_host_service_payload

rna_host_service_payload D#5&
R DF1Z . rna_host_service payload 7 — 7 )LV CEITTX AMHITHOWVWTIHH L £,

Z# 6-40 ma_host_service_payload D=4

ZDT—TIVTHRERITERTS

74—V FK BETEB74—VEF
web_application_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_host_map.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

wDOE v wDOY > b

host_id rna_host_service.host_id

port rna_host_service.port

protocol rna_host_service.protocol
RDOE v b

rna_host_service_banner.host_id
rna_host_service_banner.port
rna_host_service_banner.protocol
RDOE b
rna_host_service_info.host_id
rna_host_service_info.port

rna_host_service_info.protocol
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Z# 6-40 ma_host_service_payload DfE4 (§#¢Z)

rna_host_service_subtype

ZDT—TIVTREIERT S
T4 —I)VF

ATEB T4 —VF

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_service_payload D> 7L 7~

WD Y V)X nost_ia 2 8 DHEANTHRHIINZ Web 77V r—2a VIZETAEHREZERL

i‘é—o

SELECT host_id, web_application_id, web_application_name,

FROM rna_host_service_payload

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_service_subtype
rna_host_service_subtype 7 — 7 LI E=Z X E 3Ry T —7 DR A N THRE I —
OV T —RIZETHERPIEH S TVET,
PR OV T R DIEEZ SR L T E &0,
e rna_host_service_subtype @D 7 ¢ —/L R (6-46 ~<—")

* rna_host_service_subtype DA (6-46 ~X—)

e rna_host_service_subtype D% > 7L 7 = VU (6-46 X—)

protocol
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rna_host_service_subtype

rna_host_service_subtype O~ 1 —/)L' }

KD ZF\Z  rna_host_service subtype 7 — 7 /VTCT VB ATEDL T 4 —/L RIZOWTitBH L £,

# 6-41 rna_host_service_subtype 7 ¢ —/L F

74— K A

host_id AA D ID FHH,

port P—=A_"TEHEHINDLR—h,

protocol NZ 7 4wl Fua kairer F 21T upp,

service_name

WONT NN £7,

FUT— A X MIBEMF T 5N THND AR DY —3,
none ¥ 72132 GRAI D= DF — 2 BMEMA TE R WIEA)
pending GEBNNT — & N MLEE 25 E)

unknown (3 AT ANBEEN OV — XN T 4 U H—T7V v MTESWTH—Z#BT
TRV R)

source_type

Y—=RNOTAT T 4T 4 V=R
vser:Web L — A LV X —T = ANDLT —H B AN Liz2—F D4R
Application:ﬂ‘ix F]\jji‘%%ﬁ‘é%‘:ﬁiﬂ% LT}%IJ@77OU r—varnbA VIR — k

Scanner :NMAP (2 X W BII &N 727, £7213EETT X A 77 Scanner TH A M AT
HEEEMN DA R — b

rna:Firepower ¥ 27 AT X B (A N b AR — b= E 723" F—r—
HOWFTRAIT LD BRH)

NetFlow:NetFlow XfIinT /NA AL o T2/ AR— SN T —#

sub_service_name

BA R TR ST T =N,

sub_service_vendor

RABRTHRHEENEZYS T — RO H—,

sub_service_version

BRA R THRHE SN T =D —=T g

vendor

AARTHRHEENZ—R"OR U F—,

version

RABRTHRHEENEZ—RONR—=T g 0,

rna_host_service_subtype DfE4

rna_host_service_subtype 5“ ‘—7“/14: ;(‘]L L ’C;ﬁ?:.:/a\ ;5_’ %ﬁt’é— 5 Z & 0iVC“ % i ’E‘.‘/uo

rna_host_service_subtype %> 7 7 =

RDZ TV (T nost_ia A 8 DARAX FTHRIHINIZTXTOFTH =N La— Rz LET,

SELECT host_id, service_name, version, sub_service_name, sub_service_version,

sub_service_vendor

FROM rna_host_service_subtype

WHERE HEX (host_id) "00000000000000000000000000000008" ;
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rna_host_service_vulns

rna_host_service_vulns
rna_host_service_vulns 7 — 7 /V{ZIZ . E=F MR Ry NT—Z7ADOKRA FTHRIE S —
W2~y 7 EN TV D MEFHHEICBE T 2 IHEMBEM I L TWET,
A OV TX ROEA SR L T 720,
e rna_host_service_vulns ® 7 4 —/L K (6-47 ~_—7)
e rna_host_service_vulns Df5H (6-48 ~— )

e rna_host_service_vulns D% 7L 7 = (6-48 _X—7)

rna_host_service vulns D7 4 —/L N

R DFIZ . rna_host_service vulns 7 — 7 )LV TCT VB ATELT 4 — /L NIZHOWTEHBHLET,

# 6-42 ra_host_service_vulns D7 ¢ —/L F

74— K B

application_id RARNTEITENTWDLT TV r—ay 7a b a)LORNEH#RIE S,

application_name =P U H =T 2 RAZERENDT IV r—ay 7a harg,

host_id RA RO ID &,

invalid 7;’%/7%:‘/ a2y 7a haLEFTLTWARA NTHRBEDNEI THL00E 9 0%
AN (=1

o o:EFTHMEDE LD
o 1:fEgH M ML)

ip_address N—Tg 52 THRIEENTE 74— VR, T_XTOZ V2% LT ol ZIRLET,
port P—N_RTHEHINDLIHR— b,

protocol NS 4wy Fua kanirer F 720X upe,

rna_vuln_id J¥e 5514 oD PN BRI 2

service_name N—=Ta 50 THEIESNEZ7 A=A R, T _TOZ7 126 LTl ZIRLET,
vendor RARNTHRHE I — RO F—,

version ARANTHRHE SN —"DONN—T g9 0

Firepower System 7 —# X—2X 7/ &R HA F
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[ | rna_host_third_party_vuln

rna_host_service _vulns D55
K DFIZ . rna host service vulns 7 — 7 /L CEITTEDLFREBITOWVWTIHBAL 3,

7 6-43 rna_host_service_vulns DfF4

ZDT—TIVTHRERITERTS

74— K ERTEDT74—VEF
rna_vuln_id rna_vuln.bugtraqg_id

rna_vuln.rna_vuln_id
rna_host_third_party_vuln_rna_id.rna_vuln_id
rna_host_third_party_vuln_cve_id.cve_id
rna_host_third_party_vuln_bugtrag id.bugtrag_ id

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtrag id.host_id
rna_host_third_party_vuln_cve_id.host_id

rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_service vulns DY 7 )L 7 = Y

WD 7 =V L host_id N 8 DARA N TR SN2 T X TOH— Jagg B+ o fFH oK L
i‘j‘o
SELECT host_id, rna_vuln_id, vendor, service_name, version, invalid FROM

rna_host_service_vulns

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuin

rna_host third party vuln 7 — 7 /LI . B =X HR %y hU— 7 NOKR A MIBEESIT S
TWbHH— RAN—7  OEFEICBET 2 HERBEENTVWET, 20T =7 L OFERIT A A K
ANBERBIZE > TA VR — FENDH— R =T 4 Ot T — X IC Lo TREIND Z &I
EELTLEEN,

Firepower System 7 — % ~X—X 77 ¥R HA ¥
|



| B6E 23—~ RBREAVIBIVRY FNT—F = T7DTF—TN

rna_host_third_party_vuln [ |

FHEAMZ OV TIX KROEEZ SR L T ZEW,

e rna_host_third_party_vuln @ 7 ¢ —/L K (6-49 ~<X—37)
e rna_host_third_party_vuln ®O#fE4A (6-50 ~<—3)
e rna_host_third_party_vuln O > 7L 7 =V (6-50 ~=—)

rna_host_third_party_vuln ®~7 ¢ —/)L' R

VKODZ:EL:\rna_host_third_party_vuln T—TNVTCTIRBATEDHT A=V FIZOWTCEH L £7,

# 6-44 ra_host_third_party vuln O 7 ¢ —/ F

TA4—=NF B

description fesa eI B9 2 @A,

host_id ARA MO ID F 5,

invalid WagS PR AR A N THEZTHL00E 9 AR 1HE,
o 0 EIIMHEE R
o 1:ffEggtE D e

name Wegstto % At

port N— FES (MR FFEDR— M TR SNZEET 7Y r—3 g U E it —
ANZBEEATT BTV D5,

protocol N7 T 47 Ta baj(rer £idvop) (EOT 0 bV EENTLT Y r—a
NWEFIHED BIEA T BTV DGR,

source Masstkoo v — =&,

third_party_vuln_id

FEgg M\ BEEAT 1 & 7@ T,
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F6E AF—vRHEASRVMRBIORY FT—F v FDT—TN |

[ | rna_host_third_party_vuln_bugtraq_id

rna_host_third_party_vuln DS
R D FZ , rna_host_third_party vuln 7 — 7 L CEITTX AF/EHITOW T L9,

Z 6-45 ma_host_third_party_vuln DfE4"

ZDT—TIVTHRERITERTS

G ERTEL74—NVEF
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln %7 7 =Y

WD 7 TV X host_ia B 8 DARA D — K X—F ¢ OIeFItEICET 2 HRE KL ET,
SELECT host_id, third_party_vuln_id, name, description, source, invalid
FROM rna_host_third_party_vuln

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuin_bugtraq_id

rna_host_third party vuln bugtraq id ?~7JV6161\Bugtraq '7“— H_R— R @HfES%‘TMC’? P4 70 é
N =Ry U =7 AORA MIBE T b TWD Y — F3—T ¢ OREsstEIc B4
LEBRBEMINET, 20T =T VDY — FX—=F 4 g7 — 2 1L A A P ATIERRIZ L -
TAVAR— R ENDZ LITEBRLTLEE,

FEHIC OV TIZ ROHEZZH L TS 230,
e rna_host_third_party_vuln_bugtraq_id @ 7 4 —/L K (6-51 ~X—)
e rna_host_third_party_vuln_bugtraq_id DA (6-51 ~—17)
e rna_host_third_party_vuln_bugtraq_id D% > 7L 7 = U (6-52 <X—)
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rna_host_third_party_vuln_bugtraq_id [ |

rna_host_third_party_vuln_bugtraq_id O~ 1 —/L' R

K DF|Z  rna host third party vuln bugtraq id 7 — 7 /L CT VB ATE DT 4 —)L KIZDWN

<

L X7,

Z 6-46 ra_host_third_party vuln_bugtraq id O 7 ¢ —/L F

74—V K

B

bugtraqg _id

MaFF M BIE AT 1T 5 40TV B Bugtraq 7 — & X— X D BIE B,

description MagH M B35 A,
host_id BRARDID &=,
invalid MaFRMED R A N THEITH B0 E 5 &I,

o 0:MEFHMEDIE LN
o 1 fEFFIENN S

ip_address

N—=Ta 52 THREIEEINTETZ7 4=V R, T_XTOZ VX LTl K LET,

name MagstE DA BRI E 2135 14 R,

port A— hES (MEHEN FFEOR— N TR SNTEEY 7Y r—a U Eidt—
ANIZBEEAT BTV AEE),

protocol N7 4y 7 Fa hai(er £/ voe) (DT 0w FarEENT LTS r— g
ANZHEFHES AT STV B EER),

source Hﬁsg‘rig) y—-xo

third_party_vuln_id

MagSPEC BT I STV DY — R3—F ¢ OfkBIE 5,

rna_host_third_party_vuln_bugtraq_id D& &

WD FIZ . rna_host third party vuln bugtraq id 7 — TIVTEITTEX AT OWTE L

£,

£ 6-47 ma_host_third_party_vuln_bugtraq_id DOfZ5

ZDT—TIVTREIERT S

Z4—I)VF

BETEDRT4—ILF

bugtrag_id

rna_vuln.bugtrag_id
rna_vuln.rna_vuln_id

rna_host_os_vulns.rna_vuln_id

rna_host_service_vulns.rna_vuln_id
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[ | rna_host_third_party_vuln_cve_id

# 6-47 rna_host _third_party_vuln_bugtraq_id DOf4 (F5)

DT —TIVTHRERIERTS

T4 =R wETED74—VF
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_bugtraq_id D% 71 7 )

WD 7 £V 1% host_id 2N 8 DR A kD BugTraq MiFgtt 2K L £,
SELECT host_id, third_party_vuln_id, bugtrag id, name, description, source, invalid
FROM rna_host_third_party_vuln_bugtraqg id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuln_cve_id

rna_host_third party vuln cve id 7 — 7 /LIZIL . MITRE ® CVE 7 — & X— 2 D g5z~
TENE=FRRR Y NU—=TNORR MIBEEM T O TWDH— R3—TF ¢ OffaggtEic

BT MBI MHENET, 2OT =T NITIT AR A PANEREICE > TA v R—bEN D) —
RR—=T 4 ORgatET —Z DI N TV D Z ICERE LTI EE N,

FERIZ OV TR ROIEEZ SR L TS W,
e rna_host_third_party_vuln_cve_id @7 4 —/L R (6-53 ~X—)
e rna_host_third_party_vuln_cve_id ®#5 %A (6-53 ~X—)

e rna_host_third_party_vuln_cve_id %> 7 7 =V (6-54 _—)

Il Firepower System 7 — ¥ X—X 77X HA K |
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rna_host_third_party_vuln_cve_id [ |

rna_host_third_party_vuln_cve_id ® 7 4 —/L'

K DF|Z . rna host third party vuln cve id 7 — /L TCT VB ATESL T 4 —/)L RIZDOWTEL
BALE,

Z 6-48 ra_host_third_party vuln_cve_id 7 v —/t F

74— R B

cve_id MITRE @ CVE 7 — & ~X— 22\ CTHaFs I BIE AT I 5 AT 2 3551135 5
description Waag 12 B3 5 A,

host_id ARARDID F 5,

invalid JEBRPEDR R A R CHETH DN E D ERTHE,

o 0:MEFHMEDIE LN
o 1 fEFFIENN S

ip_address

N—=a 52 CRIEENTETZ7 4=V R, T_XTHO7 2V 2% LTl 2R LET,

name WaggtE DL BTETZITZ A B,

port A= EHBEFER EEDOR— N THRHEINZEET 7Y r—ya o FE i —
NIZEEM T 5TV DR,

protocol N7 4y 7 Fa hai(er £/ voe) (DT 0w FarEENT LTS r— g
ANTHETIHEN AT T SN TV B ES) .

source MEFg D v — &

third_party_vuln_id

JEss P BEEAT U & AL TR

rna_host_third_party_vuln_cve_id D&

7}/'( 0)45?{ z .rna_host_third_party vuln cve_id T — 7/1//(‘%??( % Zf) %/E]\ IZ2ouY f%ﬁf’ﬁﬁ L i '3‘0

£ 6-49 ma_host_third_party_vuln_cve_id DfF4

ZDT—TIVTREIERT S

T4 =R wETED74—F
cve_id rna_vuln.bugtrag_id

rna_vuln.rna_vuln_id
rna_host_os_vulns.rna_vuln_id

rna_host_service_vulns.rna_vuln_id

Firepower System 7 —# X—X 772 H4 F i



FOE AF— RHARVEBIVORY b= = FDT—TN |
[ | rna_host_third_party_vuln_rna_id
Z# 6-49 rna_host_third_party_vuln_cve_id DFz4 (¢ &)
ZOT—TNCREERT S
T4 =R BARTED74—NVER
host_id rna_host.host_id

rna_host_protocol.host_id

rna_host_os_vulns.host_id

rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id

rna_host_service.host_id

rna_host_attribute.host_id

rna_host_client_app.host_id

rna_host_ioc_state.host_id

application_host_map.host_id

rna_host_client_app_payload.host_id

rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_cve_id %> 7L 7 =

KDY TV [T host_id A 8 DR A hD CVE Mgtk a K L £ 7,

SELECT host_id,
FROM rna_host_third_party_ vuln_cve_id

WHERE HEX (host_id)

rna_host_third_party_vuln_rna_id

third_party_vuln_id, cve_id, name,

description, source, invalid

= "00000000000000000000000000000008";

rna_host_third party vuln_bugtraqg id '7“—7“/1/016i‘Firepower VAT AEFHET — 2 X=X
(VDB) Daggthic~ v 7SN E= 2 %GRy N —27 NORA MIBEEMT A TWnWD h—
RoX—F ¢ OMEFFEICE T 2 EBRRENINTWET, 20T —T VD% — Ro8—F ¢ feigik
FT—Z L HRANAITERIZE S TA VA= FEINAEZ EICEBELTLLEE N,

FEIC OV T ROEEZ B L T E &0,

e rna_host_third_party_vuln_rna_id ® 7 4 —/L R (6-55 ~X—)

e rna_host_third_party_vuln_rna_id O #5545 (6-55 ~X—)

e rna_host_third_party_vuln_rna_id ®Y% > 7 7 =Y (6-56 X—77)
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rna_host_third_party_vuln_rna_id [ |

rna_host_third_party_vuln_rma_id D7 1 —/L' R

K DF|Z . rna host third party vuln rna id 7 — /L CT VB ATESL T 4 —/)L RIZOWTEL
BALE,

ZF 6-50 rma_host_third_party_vuln_rna_id @7 ¢ —/ F

TZA4—I K B!

description g5 M2 B9 2 R,

host_id KA RO ID F i,

invalid MEF e R A N THMTH D008 2 v E R,

o o:MEFHMEDE LN
o 1:JifETR MDY L

ip_address

NR—T g 52 CREIEENE 74— R, T_XTOZ72 VI LT il IR LET,

name WagsrE DA RTE 21T 2 A B,

port RN— h &S (WEIEN FFED A — F TR SNIZBET 7 ) r—v g v R —
ANIZBEEAT DR TWD5ER),

protocol FN77 4y 7 Fabhan(wee £lcidooe) (EOT 0 FaLEMHT L7 7Y =g

HEIAtE R EEM T DTV S HEE).

rna_vuln_id

WEBstE A B 5 721 v A 2 BMEH T 5 a5 o 5E 5.

source

Meggtk o v — 2,

third_party_vuln_id

JEss P BEEAT U & AL TR

rna_host_third_party_vuln_rna_id D&

7}/'( 0)45?{ z .rna_host_third_party vuln rna_id T — 7/1//(‘%??( % Zf) %/E]\ IZ2ouY f%ﬁf’ﬁﬁ L i '3‘0

£ 6-51 ma_host_third_party_vuln_rna_id OfE4

ZDT—TIVTREIERT S

Z4—I)VF

BETEDRT4—ILF

rna_vuln_id

rna_vuln.bugtrag_id
rna_vuln.rna_vuln_id
rna_host_os.rna_vuln_id

rna_host_service_vulns.rna_vuln_id
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B ma_vuln

# 6-51 rna_host_third_party_vuln_rna_id Of8 (F8Z)

ZDT—TIVTREIERT S
T4 —I)VF

BETEDRT4—ILF

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_rna_id %7V 7 U

WD TV [F host_ia S 8 DR A SDTRTOY— K X—F ¢ Mfigitk & VDBID 2K L £ 7,

SELECT host_id, third_party_vuln_id, rna_vuln_id, name, description,

FROM rna_host_third_party_ vuln_rna_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_vuln

rna_vuln 7 — 7 /LIZIE, A 2 VDB O3 I BT DI I L E T,
FERIZOW T ROEZZR L TS 230,

e rna_vuln D7 4 —/L F(6-57 _X—)

e rna_vuln DFES (6-58 ~X—7)

e tna_vuln DY 7L 7V (6-59 ~2—3)
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mavuin®~” ¢ —)L R

WDFI rna_vuln T — TNV TT IV BATEDL T 4 —L RKIZOWTHBALET,

Z 6-52 ma_vuln D7 ¢ — N

ma vuin

74—V FK B!

authentication ZOMEFHMED T 7 AT A MIFBIERLETHLNE H )
o W
® Not Required
o XM

availability BBt D= 7 A7 m A LR A R

Always
User Initiated
Time Dependent

Ry

available_exploits

Wagg izt L CEBEf DO = 7 27 aA " H L0 E 90

TRUE

FALSE

bugtraqg _id

Bugtraq 7 — & X — Z {2 W THEFHHEIC BIEAT 1T &40 TV 2 3%k 51 5,

class

Wessteo 7 7 A

Configuration Error
Boundary Condition Error

Design Error

credibility

a5 M DA HEEE

Conflicting Reports
Conflicting Details
Single Source
Reliable Source
Multiple Sources

Vendor Confirmed

credit

Wagg e 2 A U7 o — Y F 72 1A%

ease

Meggteo =7 27 a4 NORS &,

No Exploit Required
Exploit Available

No Exploit Available

effect

Wagg Pl =7 27 a A b SRTEHEITIEAET D ARetED & 5 B OFEM,

entry_date

WaFPED T — 2 = AR GRS LTz B AL,

exploit

Wags D=7 27 m A b &R TE 5.
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B ma_vuln

Z# 6-52 ma vuln D7 ¢ — FFEE)

74—V K B
impact WEBBMED 8, ZAUZRAT — & SRHIA < b 3 LOWEEIET £ A A h OO
FBZ AW TIRE LB L VIR L TWET HETE AL 1 ~10 T
Fo10 DA H A WVE K T, MEFH I OB O i1X Bugtraqg = b U OERE A
WELET,
R—AL Messtenie — N T AT a A, NENDIMERHLLNE I DERLET,
¢ TRUE
® FALSE
long_description HEFsPE I DT O — A 227,
mitigation W53 PE 2 4R R B ik A B L £ T,
modified date Mgt DB AT R G4 T 256,
publish_date Mg 23 A B S 7z B
remote Mgtk v b U —27 L TxE s AT uA MARETHDENE H ERLET,
® TRUE
® FALSE
rna_vuln_id Wadsbt & SBBE Y 572010 v AT A CHT 5 23 OEFIE ID F 5,
scenario REHE NI R =7 AT A b T 52T ) A OB,
short_description Mass Mt DL,
snort_id Snort ID (SID) 7 — & ~— Z 235\ CHEE ML IR 1 5 4L T 2 #BIE B, o %
D BANV—LVTREDOKHEZEMRT 22y NU—2 N T 74 v 7 2 RITE D
L FOMEEFEIT B AL—ILD SID IZEHENT b E T,
solution [iDCEE RS e BV 27
technical description fa 550 (2 B9 B A Ze B A,
title MEssteD % A4 kv,

<
rma_vuln DFEES
WD rna_vuln 7 — 7 IV TETTE LA OVTHEHA L ET,

7 6-53 rna_vuln DFEA

DT —TIVTHRERITERTS

G ERTED74—VEF
rna_vuln_id rna_host_os_vulns.rna_vuln_id
* 713 rna_host_service_vulns.rna_vuln_id

rna_host_third_party_vuln_rna_id.rna_vuln_id

bugtrag_id . . .
g - rna_host_third_party_ vuln_cve_id.cve_id

rna_host_third_party_vuln_bugtrag id.bugtrag_ id
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tag_info [ |

rma_vuln O3> 7V 7Y

RO VT R 25 oM HEICEAT 2 FRZELE T, 2 b0 L a— FiE, Yiklagattic
FEOWTERINTZA X NOBDIARIZY — N ENET,
SELECT rna_vuln_id, bugtrag_id, snort_id, title, publish_date, impact, remote, exploit,

long_description, technical_description, solution, count(*) as count
FROM rna_vuln
GROUP BY rna_vuln_id

ORDER BY rna_vuln_id DESC LIMIT 0, 25;

tag_info

tag_info T—=TNVIF Ry NU—=7 TR ST 7Y =g VIZBEEMITT SR TV A X
TICEATDERDNEENTOWET . T AV r— a IERO % 7 BEEMf T s nTns 2
ERHBHRICTERE LTSN,

PRI OW T RDEZZR L T 230,
e tag_info D7 1 —/L K (6-59 ~—7)

e tag_info OfEE (6-60 =X—3)

e tag_info DY T 7= (6-60 X—)

tag_info D7 4 —/L' R
WD tag info T — T I TT I EATEDLT 4 — /)L NIZOWTIBHA L £,

Z 6-b4 tag_info D7 ¢ —/L F

G A
domain_name TV = a YR ISR R AL D4,
domain_uuid TV =y a R ENTZ AL O UUID, 2R "4 F U TRENET,
tag_description X 7 DA,
tag_id 2 7 OWHES D,
tag_name =P A B =T 2 RATRRFINDZ T DT F A |,
tag_type WODOWT B MEETT,
® category
® tag

Firepower System 7 —# X—2X 7/ &R HA F
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[ | url_categories

tag_info DiES

WDFIZ tag_info 7 — T IV TEITTEB/EICHOWVWTHHALET,

# 6-55 tag_info DfE4

ZDT—TIVTHRERITERTS

74— K HETEDLT7 44—V EF
tag_id application_tag_map.tag_id

tag_info D7 7Y

0’20)719 li\Global \ Company B \ Edge R A A ‘/W"Cigi{ﬁéhfl{\é&le @7709 r—

Yar 7 La—FERLET,

SELECT tag_id, tag_name, tag_type, tag_description

FROM tag_info

WHERE tag_id="100" AND domain_name= "Global \ Company B \ Edge";

url_categories

url_categories 7 — /7 /VITIX E=F KGRy MU —27 DRA MHER SN D URL & Rt
57T NRY A RNINET,
PRI OV T RDEZZR L T 230,

e url_categories D 7 o —/L K (6-60 ~X—3)

e url_categories DfEE (6-60 ~=X—7)

e url_categories DYV T 7 = (6-61 ~X—)

url_categories D7  —/V'

WD FTlE . url_categories 7 — 7 /LD T 4 — )L RIZOWTiHBHAL £9,

Z 6-56 url_categories D7 ¢ —/L N
74—V FK B!
category_description URL 77 =Y OB,

category_id

URL »7 =V O NEFRAE 5.

url_categories DFE &

url_categories 7 — 7 /WK L CHEBZFEITTHZ LIFTEEHA,
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url_reputations [ |

url_categories D% 7L 7 = Y
W7 )X R LTIV IDOATIY La—RNEzRLET,

SELECT category_id, category_description
FROM url_categories

WHERE category_id="1";

url_reputations

url_reputations 7 — 7 /LZIL E=F M RERTHR M HERI LD URL Z R st 5 b
Va7—varRNYARSNET,
AN OV TR ROEEZSHR L TS EI 0,

e url_reputations ® 7  —/L K (6-61 ~X—)

e url_reputations DfEE (6-61 ~<2—3)

e url_reputations D> 7/ 7 =Y (6-61 X—)

url_reputations 7 41— /)L N

WD TlX.url reputations T—TINDT 4 —)V RIZOWTiHBALE9,

7 6-57 url_reputations D=7 ¢ —/L F

TA—IVF B!
reputation_description L a7 — g O,
reputation_id URL DL ¥ =7 — 3 ORI,

= Y
url_reputations OFE S
url_reputations 7 — 7 /LIZKT L CHEG A2 FEITT A2 LT TEEE AL

url_reputations %> 7 7 =)

KO ZVIZHEDLE2T—2 a3 IDDOURL LE 27— a3 UFRZIRL T,
SELECT reputation_id, reputation_description
FROM url_reputations

WHERE reputation_id="1";
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[ | user_ipaddr_history

user_ipaddr_history

user_ipaddr history 7 — 7 /VIIT E=H AR FK Y U= NOFFED R A M 52—
TIT 4T 4T LERPEENET,
FHHIZOW I ROEASIL TS0,

e user_ipaddr_history ® 7 4 — /L K (6-62 ~X— )

e user_ipaddr_history DfEE (6-63 ~=X—7)

e user_ipaddr_history ®% > 7 7 =V (6-64 ~X—)

user_ipaddr_history D7  —/)L' N
IR DFIT user ipaddr history 7 — 7 )V TT VB ATELT 4 — /L NIZHOWTHHLE7,

## 6-58 user_ipaddr_history D7 ¢ —/L F

74— K B

authentication_type Z—FRERATLEEAED X A T AEIFKD EBY TT,

o 0:FdREIIANE

o 1RV THIFADZ— 2 M EFIFXISER Yy V3 v
o 2 XX T T 4T R—HIVDIEF IR

o XX T T AT R—HNLDT A NG

o XN TT 4T K—H DKM

domain_name I—RBE I R A A D4,

domain_uuid a—PRMH SN FAA O UUID, ZHE A F U TRENET,
endpoint_profile BT KA v b TR END T A 2D X A T D4,

end_time_sec RA MR a—FRa /A4 LTWDhIZ L% Firepower ¥ A7 A 3 L7z

HIRFZ7R9 UNIX Z A LASZ 7, 2K D UETO2—FD¥ v v a OHEE
SINBHETH~—27 S E T Firepower ' A7 A Tlivn 7473 Shinwa
EIZHEBELTLLEEN,

id a2 —WERE L a2 — FOWNEEREE 5.

ipaddr HRARNDIP 7 RLUADNSAF Y FEH

location_ip ISE L4+ DA A —T =24 ADIP T FL A, IPv4 £721X IPv6 DT KL R & ff
HATxET,

start_time_sec Z—HNHRARNIr T A LT Z &% Firepower ¥ A7 A MR L7 HR A2 R7
UNIX # A LA H T

security_group Ty bI=0 T T 4w =T DID &K,

user_dept 2 — W O,

user_email 2—HFDEF A=V T FLZA,

user_first_name =P D4,

user_id 2 —HFOWNEHREF .

user_last_name a—F Ok,
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user_last_seen_sec 2P Da—H T 7T ( T 4 % Firepower ¥ AT L DNk (T L7z A B % R
T UNIX A LAH T,

user_last_updated_sec Z—F D2 —H L 23— K% Firepower ' AT A BEZICHEH L7 HEREZ R § UNIX
ZA DAL T,

user_name :1__fﬁo):lh_fﬁégo

user_phone 2 —FOBEHEE T T,

user_rna_service 2—HF ORI S TWe 7 7Y r—3 a9 > 7'a b )L o4 (] ATREZR
5t o

user_ipaddr_history D5 &
Yk@i\%&:\user_ipaddr_history 5“‘—7/1//C£?ff% éﬁ’%/ﬁ\ﬂ’)b‘f@ﬁﬁﬁ l—/ij‘o
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ipaddr compliance_event.dst_ipaddr

compliance_event.src_ipaddr
connection_log.initiator_ipaddr
connection_log.responder_ipaddr
connection_summary.initiator_ipaddr
connection_summary.responder_ipaddr
fireamp_event.dst_ipaddr
fireamp_event.src_ipaddr
intrusion_event.dst_ipaddr
intrusion_event.src_ipaddr
network_discovery_event.ipaddr
rna_host_ip_map.ipaddr
si_connection_log.initiator_ipaddr
si_connection_log.responder_ipaddr
user_discovery_event.ipaddr

white_list_event.ipaddr

user_id discovered_users.user_id
user_discovery_event.user_id

rna_host_ioc_state.host_id
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[ | user_ipaddr_history

user_ipaddr_history %7 7 =

WD X FBEEINTEZ A LAZ U TUUBED BIRENTZIPT RLAD—H 77
TA4ET 4 La—RE T RTRLET,
SELECT ipaddr, start_time_sec, end_time_sec, user_name, user_rna_service,

user_last_seen_sec, user_last_updated_sec
FROM user_ipaddr_history

WHERE HEX (ipaddr) = "00000000000000000000FFFFOAQOAOAQ4" AND start_time_sec >=
UNIX_TIMESTAMP("2011-10-01 00:00:00") ;
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