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WWHEBE LT ES, FEFlIcO VTR, A XV b Ea—00filEZR LT EE0N,

Evh F—T7N Ea—TiE, %P —I4IC [Table View] BNEENE T,

AL a— FEHIBRT 212IE, HIBRT 24X NORICH L TF =y /Ry 7 A% AL
T[HIER (Delete) 127V v 7350, [T XTCHIEE (Delete All) 227V 27 LTHALED
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T ~— 7 OERRX—=VIIBEIT 12X, [V v 7 v — 2 DR (View Bookmarks) ] %
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YT RT A

AL a— RBRERINT &I —FRT
EolzTn A=ma— R, 2 ziE, [VR
T L (System) |>[E=2Y Y
(Monitoring) |>[EB5& (Audit) |i%., BEfEo
ThFRTHEDODA =2 — RATT,

Ama— NAPFEYE LW ED Ny — AT
L. [ 7> A7 A (Subsystem) | 7 4 —/L K
(ZA X b AT ORPRRENET, &
Z X, LoginiX=—V¥onr 74 L ITE40HL
ESE AN

A wvt— (Message)

DY REITFLET 2 var, Ehida—d
MR—DTr Y v LIRS,

7o & 21X, page view lE, [T T AT A

(Subsystem) ] IZ/RSNTWNHN—T %2 —
PRBICFRR LD L AERLET, saveld,
2—PRX=TD [fR1E (Save) | RF &7
Vo LIeZexERLET,

Firepower ' A7 MK $ 248Xl 7 A =
v ) fETRREN, TAArEIY v
T5 L EFOMEZMGERT D LN TEET,

Y —A 1P

Z— A L72A A MCBBREM T ST
AHIPT7T RL A,

H:ZOT7 40— FEBREFET L2561, FE
DIPT RLAZ AT H06ENHY £4, B
To JORBECIPHHAZHERNTL 2L Tx
FH A,

KX A > (Domain)

BAA R RR NI =Sl Egna—V
DEATRAAL Y, ZDT 4=V RiX, /LT
T — D72 ¥IZ Firepower Management
Center # X ELT=Z ENXBHHGHICERIN
ESU AN

EDER (Configuration Change)
(B SR H)

RIEDEH DR L 2 — N2 RS RICER
ToOMEIPERELET, (ves £7213 no)
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[BEEA <> b (Auditbvents) ]7—TL Ea— [

Ta—IL K B

A 73—4 (Count) BATICER SN E — 8 54 < b o
¥, (77> b (Count) 17 14—/ Rix, #k
DRI—ATHAER SN DHIRZEH L72% To
HERINDZEITEELTLLEEIY, 20

74—V RIZMBTETERA,

EENEYD
PRV ANY ¢

[E5&Z 1A R> b+ (AuditEvents) ] 7—JJ)L Ea—

ARV FE2—DULAT YU REEELIZY, Ea—KHNOAX "2 74— /L NMETHIE LD
TEET, VT L2E2ECT2H81E. HEERCTHHTLAHLO LS (Close) 174
ay (%) 27Uy 7 Licth, BRENDIRYTT 7 74 RUTHER (Apply) 1 %7
Vo Z LET, DTN TDHE, ZODT AL ETRIZESZRWIREY) 20y 3
YOI T, BRYIODT L2EEHCTHE, [V b (Count) | 4T AN
BIMENDZ EICEELTLLIEEN,

DT T 2 aFRRBPEERRICLIZY, BRI o7 T LB Ea—IZHOENM LY 351203,
MM T L F v IRy 7 AEBEIREIZZ VT LTS DEA (Apply) 127U v 27 LET,
TN Ea—DfTNOEEZ 7V v 7 35E, T—7bEa—0HlEnET (V—r7a—
NORDR—JIIT R LE T EREHA)

Bk

T—T)N Ea—TiE, BT _X—=U4IZ 5 =T/ B a— (Table View) | e ENF T,

EENEY D
J—7 7a—OFH

BEBENJZE->TERZRET S

AYX— k514t |HEDSAEUR | Y R—bEINET | HHR—bENBF | 7HOEX
VR N R A (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin

EEn 2 FERL T, VAT LADOERICHET ML A — 2R RTEET, ZNHDLFR—
MI, BEO VAT AR EE ., FFEOELNMTOIDEAIORE & kL E7,

[BXE D (Compare Configurations) ] ~— (%, BAEAIO VAT AKE &, BIEETHO
RIE & OEWHPEE VB TR RENET, EEA R b X A7 R AR, BLOEE
EATo Tz —W4AN, EHED LDOX A L N—ZFRENET,

2 DODBEDENTIRD L ITHMFRSNET,
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Jete/sE T A4 L7 FUIZ, OB T 1 DLLED auvditBlock 7 7 A NVEVERRLET, A4 7
X, BETay s A7 (78—2) THRHAIN T WT IO Z A 2780 7,

AuditBlock. type

G¥) %ﬁ@54 T DA A v— D% 7%@75 AuditBlock. type 77’/]’/]/75_’“552 L/f:ﬁé\ )
i@%ﬂ ) %?ID%‘U Lz & %ﬁ%ﬂi L7-% /;7 &, AuditBlock.type 7 7 A /I/O)Vﬂﬁ%ﬁﬂ
BRI BN H Y £M, 7 7 A L HIKRIL Firepower System (2575 L TL 72 &0y,

BEEIJOYY 247

ENENDOEERT oy 7 Z A4 TORNFZ, UTORICEHINTWD L2, FFEDOEA T
Hhﬁﬁ@iﬁmo774»@@kf@¢iiﬁ£bm:k%ﬁﬁbifoit\774w
DODNBETHLRLFTLE/NLFRRNSNDZ EICEE LTSN,

AuditBlock 7 7 A /VEIBIMLTZHE. V7T AT A pudit BEOA v E®— audit
Flltertypechanged%EﬁﬁﬁVﬂ‘— ]\ DER AR MBS D Z EICEEL T EEN,
X2 V70 LOBEENG, ZOERELa—NE2MGTH5ZLIITEEEA,

®2:EFEIOVY 447

247 (Type) 58

7 KL A (Address) AuditBlock.address EWIOIZRID T 7 A L%
ERR L., B 7ol 72 1P 7 RL 2%
HTIZ1 2T oE0ET, TFVX@%ﬁﬁ%
Yy BT ENDLGEITRY . HRIRIP T
va%ﬁmﬁ%iﬁokkiﬁ\%%%@
7 R RA10.1.10F, 10.1.1.072°510.1.1.255
FTOT RFLRE—FKLET,

Ayt— AuditBlock.message & WIAHID T 7 A V%
ERC L. #3452 v & — U8 30551 % 1
TIZL2TOEOET,

72 & Z I backup B2 DT 7 A NWITE DT

B B LTFHIOREIZLD backup & VY9 FE
EELTRTOA vy E—URflEns 2 &
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AuditBlock.subsystem & WD ARID T 7 A )L
ZAERR L. MflT 297 A7 5% 147121
DT OEDET,

R SCFANIRE SNGE N SlcEE L TL
7EE, EMERXTHNEERTO2LERHD
4, BEGSROY T VAT LDY A MID
WL, BEXMNROT T VAT A (83—
V) BEERLTLEEN,

AuditBlock.user & W I LEID T 7 A IV EAERK
L. {3 5=2— 7HhU & 11TIC 1D
TOoBHET, 2—FHAOKEHNL~ vV
T ENDHEEITRY . IR SCTFHI O RE
PHEATEET, 22X Moo —F
4, 1PSAnalyst I£—H 4 1psanalyst1 BL NN
IPSAnalyst2 & —E L F7,

24 7 (Type)

YT RT A

2— (User)
BEEWNEDY TR T L

WDOFEIT, BEENEOY T AT LERLET,

RIYITVRTLE

[Z®1 (Name) ]

BFENdA—HF 1048503y

B

BHERE - VAT AL T 7B AMEDORE., W
AORH, Ny 7T v T EEIL, T AE
B, -V T7ho 0 OB, A 7rva—
BERE

77—k (Alerting)

77— M#BE . BB A —/L, SNMP, syslog 7
T— k¥

AT w27 (Audit Log)

BEAE 4 R N DOFER

Bitim 7#3R (Audit Log Search)

R A NV

a<w RN I4

a<v KRNI AV HE—T A&

% & (Configuration)

BT A—)L T T — MskRe

COOP

HkoL ) 75 1 I BE

Hff (Date)

AR N B a—0 [
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gangovIvzra ]

[ZH1 (Name) ]

BFENDA—HF 10850 a3y

T 74 OV T AT A (Default
Subsystem)

YT UAT ANE D B TEN TV RN T v 3
N

BHEB LOEIR Y > — (Detection &

Prevention Policy)

BAR) S —DRA=a—FT g

= 7 — (Error)

VAT A LD T —

eStreamer eStreamer 1k
EULA TR a—% T4 v RAEKEOMHR
ARk BABLIOFT A AHNNY A XU Ba—

A2 h 7V v 7R —F (Events Clipboard)

RAAXR N 27Uy THR—F

LEa—&N7=A X+ (Events Reviewed)

LEa—ShRAA R b

A X MiEEE (Events Search)

TRTOA R MR

= IVEE DA A N —LDIPL (Failed to
install rule update) rule update id

JL— VDA A b—)L

oy B a—H ol BEO— LA —T A R
DM D IR
TRBE ANIVAR TR Y T

~J)VA A X (Health Events)

ANV FT=RZY T AR NOFR

~)L7

FoTA L~V

e A I E

15 Al F 427 C @ Firepower Management Center
DS & B

IDS A > 737 772 (IDS Impact Flag)

AR N TTTORE

IDS 7R U >— (IDS Policy)

BARY >—

IDS /bL—/V SID : sig id Jevay: rev_num

SID IZ L AR ANL—/L

[>T > b (Incidents) ]

BAAL T b

A > A h— L (Install)

HHDA A F—)L

BAA B

BAA B

72274 > (Login)

Web A VX —T oA 2Dl A /a7 7R
F%RE
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[ZH1 (Name) ]

BFENDA—HF 10850 a3y

ar77 gk

Web A v Z—T = A 2 a7 77 Nk

A= a—

TRTDA==2—FF>ar

[XEDT Y AR — K (Configuration export) ]
> [config type] > [config name]

BEDXA TIZHIDEREDA L HR— |k

HEFR— A5 L—3 =3 > (Permission Escalation)

a—Y a—LOTAhL— g

R E =T AT NDEA LY =Rk DA
Ry PRER ED—YRIE

Y v— BARY =2 EBLTXTORY >—

Bk Management Center T 7 /A A DX fk

RemoteStorageDevice VE—KARL—2 TNNA ADOHE

WA=k VA= b U R MR ROV AR — R T

P HE

JL— L (Rules)

BANL— (BANL—)L TF 4 X L )L—LD
A UR—F FakvribET)

=V DA AR — k82 (Rule Update
Import Log)

JL—IVEIFDOA VR— bk 1 S OFRR

L= VEH DA > A h—/L (Rule Update
Install)

JL—I)VEF DA A h—)L

tvia oMY

Web A v Z—TT 2 A ADEBY gy XA LT
AN

AF— K A (Status)

syslog BL R A R0 T —~ 0 2D
15

AT I (System)

VAT AERO S ESERERE

H A2 % 22— (Task Queue)

RNy 7759 Rt X AT —F ZADFER

Users

a—HF THT L M u— L OERB L OEH
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RATFL Oy

FEIN-UH

[*AFT L v (SystemLog) ] (syslog) ~X—IZiX, 77 T7A T L ADT AT A v JIEHRN
FRENET, VAT A v L, VAT AL TERINESEA v E—UBRERINE
T WOBEADIEIZY A FSivET,

o Ay —UNRER ST HEE
o X v —UnN Rk SR
s Ayb—UBAERLEAA

« XA yk—UVHK

AT L BTDORT

AX— kT4t |HEDFAEUR|HR—FENET | HHR—bENBK | 7OEX
R IN R ALY (Access)
L& (Any) & (Any) & (Any) 7'a—s3Li2r | Admin/Maint

VAT A aZERITe — VR ERTT, 72 & 21X, Firepower Management Center %3 ] L
T, BHHBT NA ADVAT A O ITNOVAT AAT—HA Ay —VERHILIITE

FH A

Firepower Management Center & 721 7000 & 8000 > U — X 7 /34 A TX, FFED I R—F
FCTANBZN U TTHZEICEST, VAT L BT AyE—V D2 —2EHTEET,

FIE

AT9 1 [VRTL (System) | >[E=%"') >4 (Monitoring) |>[Syslog]Z &R L £ 7,
ATV T2 VAT A TOBEDA vt —VNEEZRETIERIL. VAT L 07 Avke—U0D7 40

N

DATFLAOY AytE—DT4ILE) Y

(11 =) 2L TLTEIN,

£E (Any)

£E (Any)

£E (Any)

AR— b S54t |RHEDSAEUR|HR—FEINEZT | R—rEhBF|[7HER
~ R AR A (Access)
7 ra— 77 | Admin/Maint

Firepower Management Center & 72 (3 7000 33 V8000 2 U — X DT /XA AT, FFED I LR —
X NETANED T LT, VAT LA RT Ayt —VORRELELTHIENTEET,
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B <7209 5/050mx

&
ATvT2

ATvT3

ATvT4

ATy TH

TANBZY U TIZED, Ay E—VHNFIZESWTHIEDA v —VERFETHIENTEE
7T

TANE Y U TBEREIX, UNIX 7 7 A WREE—7 4 U7 1 Grep ZfEH L TV 45728, Grep

THAFRERIZLEAEDELAMENTEET, 2F0, N2 —r vy F 7 HIC Grep BHLD
EREREFEHCTEET, B2 74 NMZ E L THALEZY, Grep THR— hENDHIEM
REEZFBHLZY LTAREZMBETEET,

FIE

[ R T L (System) | >[E=%"')>% (Monitoring) |>[Syslog]Z &R L £,

VAT AT T4 NEOET (12°—) IZRE#HINTWAEIIT, T4 EZDT 44—V K

WWHFEERIZZ 2V A AN LET,

GE)  Grep ELORBEE LD BN TR — M ENTWET, e xE, 740X L LTnp &
HEoTITRTONIPREEI AT LA a0l Avb—V2BRLED, NovE 7 4 VF L
LT Tl AICERSNIEZTRTORA =V ERBE LY TEET,
Nov[[:space:]11*27 E72lE Nov.x27 AT AHEL 11 H2THOA vE—T % FRRTX
FTN, vov 27 T Nov27 S TINGDA v —VHFERTDHZ LI TEE
B,

KRILF-ENLFRENEND L OIZT DI, [KCFE/NLFE2KB]T 2 (Case-sensitive) |
EFxv 7 LET, (FT74NVENTIE, 7407 TRIOF/NCFIERBISVEE A, )

F7a T RS (Exclusion) 12T = 73258, ANLESREIZ-HLARNTXTOY
AT BT A=V RRBINET,
(BBE) (Go) 127Uy 7 LET,

1

11 AS HIZEREN=T_XCToue s =) %*ﬁ?fi’jﬂéilii\ Nov[[:space:]]*5 % fif
HALET,

=¥ "Admin” ZEF LT N ToOR Y =2 b ZBET HITIT ranin ZEH L E T,

11 ASHOT ARy ZHEROBIEEZEZLTXTOR T =0 M) ZRET HITIE,
Nov [ [:space:]]*5.*AUTH. *DERUG Zf#H L £,

DATLOY T4IL2DEX

WRDOFIZ, VAT v 74 0F THATE 5 EREBRBECZRLET,
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RA:VRTLOT T4 ILEHEX

v270509 740501 |

BxoavER—x2 bk

Bl

1

fEEDOLFE T AR—R L
—HLET

Admi . lj:\ Admin, AdmiN,
Admil, BIWadmis & —HL
\i—a—o

[[:alpha:]] HFEOFELT 1 5L~ LE |[[:alpha:]]dmin IE. Admin,
’9]— bdmin, }SJ:U‘ Cdmin t*ﬁ(b
£
[[:upper:]] FEEDORKLFOHELTF 1L | [[:upper:]ldnin L. Admin,
—EHLET Bdmin, B & Ncamin & —E L
E3CN
[[:1lower:]] 'f{‘f%'i@/]\j($@£j($ 1 ? L [[:lower:]]dmin IX. admin.
—HLET bdmin, FBE Wedmin & —F L
E3cn
[[:digit:]] EEOT15FE—EUET |(1:digit:))dmin (X, Odmin,
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