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DRFRICE LI E ZITHEWER A RBRRy N =27 =y I BHAIRENET,

BRARNOHIFRICE L2 ZITHLWWAA M Ky 755120, [RY — (Policies) |>[1 v
7 —%1H (NetworkDiscovery) |>[5¥#l (Advanced) | Z&EIR L, [F A FNOHIFRICE L=
¥4 (When Host Limit Reached) ] % [" A h%& Fr >~ (Drop hosts) JIZERE L E T,
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X ~10C ERE

DAY I, RAMIXLTIOC BEOEW) RNRTEIN. 77— M 4dkEnz s &
AR SR ET,

RALZALTDF

DAY NI, Xy PU—Z7BERY O—TCTEREINTZMBEBNTEA SR 7 4 v 7 &4
LMo T2zl *y NU—7 <o TN BRA MR Re y Sz L SERSET,
fflx DEARDIPT RLAEMACT RLRZENETNSA LT U MZedZ LizEELTL
EEW, BEMTONTHWDT RVARTRTHA LT U M5 ET, FANMIFY hT—
7 =y TP OHEAERT A

Fw hT—ZBRHAY —CERT LRy NI =2 2ERT5581F, *y hU—27 <y 7D
S5HWARA FEFETHIFRL T, ZNHDKRA RHBKRA FOFIRRICARFIC/ER Lanwk iz L
7

2y bT—H FINLAADKRA ~ B4 TOLEE

DAY ME, VAT AN, BHENTEARA PRERIIXRY hT—7 FAAAL A ThHomZ b
R L L EIZEREINET,

FATUTATAHE

ZDANRY ME, VAT AR, LW —RELTAR =T 4 V7 VAT NTKT HBATO
TITATRTAT T AT A4 EHBAETH, OV —NELBARV—T 4 VT VAT LDT
ATUT AT 42U SITERSNET,

KOBLNT VT ATRTAT T AT 4 T —HZRIGFT HT0ICRA FEEAF v LT,
TATF VT 4T 4 OBAEMRRT 585413, Identity Conflict  ~ > b % ] L C Nmap D&
Z Y AT—=T&ET,

FATUTATA ZBALTIH

ZDAR NI, TIT 4 TR —ADLDY—NEZFTAR—T 4 T VAT ADID
T—HNEA LT T N LTz EIERSNET,
SVH LT VT AT RTAT T 4T 4 T—HERETHDIC, FAMEFAFY LT

TAT T AT 4T —2%) 7y ad D853, Identity Conflict £~k Zffi [ L T Nmap
DIER % ) H—TEFET,

MAC [F$sRDEE

DAY NI BREOMACT FLUZAEFIZITILEICEEMT SN TWAIEFRT, V2T A
DEFEZRH L- & XIS nET,

TDARY MIZL DS, V2 EZBUTCER I 74 v 7 BT HRA N AT ARKBH L
CEIIRALET, FFRAMUIENENERDZIPT FLARH D ETH, ZN6DIPT KR

L2 _T, V—FIZHEEMT N TWVWSE MACT RLZAZE > TWA LI IR A2 ET, &
AT LIIP 7 FLUAIZEEMT BT D EEED MAC 7 RLAZRETH &, FA N 7
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T7ANVHNTEDMACT RLAZKFETERL, A XV h BEa—DA X2 MBIz
TARP/DHCP detected] DA vt —TU &R R LET, TTLIZEZDDA[REMENH D 308, 21
W RNT 74 v I DNEEON—2 B TCTHEINDAREENRS D7D TT, £/o. VAT ANR
A2 FNOEBEDOMACT RLAZBH LA S TTIL NED D AREENH Y £97,

NETBIOS ZDZEH

DAY I, VAT ANRHEA RO NetBIOS ZIZxtT A EFE LA Lz & xicdmkansE
T, ZTDOA X2 NI, NetBIOS 7’12 ha /L aEFEHTHHEA MK L TORERINET,

HLWOSATUR
TDARY NI, VATABHFLWI TA T e Lz EicEkEnEd,

GE)

IO A4 T v T =2 EZNEBLIOEMHTH120E, vy I —27BHEARY v —DF 4 A
HRY =TT TV r—a OB ENZR > TND I L EERLET,

#HLULKRX k

ZDOARUBME, VATANRRY NT—7 ETHEEHLTWAH LWAR MER L & &2
REET,

ZDANRY NI, THAAARHF LKA R EETeNetFlow 7 — X ZALBLT 5 &L X HAERTE E
T, ZOWRWTA R hEAKT HIZIE, NetFlow 77— % #BHT 5% v U —7 KL —v
THRARNERHETDEICRELET,

HFLOWRY FD—H Jobtan

TDANRY NI, RAMRF LRy hU—27 i hajl (P, ARP 72 YY) LEELTWVWD
TLEERVAT AP LI E xR ESNET,

#FLLOS

ZDARY NI, VAT ANEAROF LWARL—T 4 T VAT AERE LZ, £203F
ARNDFNL—=FT 47 VAT LATERERM LI L ZITERSNET,

# LUVTCP /R— k

ZDOARY NI, RANETT 77 4 7728 LW TCP —N AR— K (SMTP % 721% Web —
EATHEAENTWAER—FRE) 2V AT A0BE L EXICAkEnEd, 2o/ b
X, 77V r—vary Iaban, FREETIIVS—vary Fa bV EEMAT 5T
DY —OBINZIIEA S VER A, 1H#IE. TCP Server Information Update 1 X3 k TRk &
ET,

ZDOARY NI, TARALARR Y NU—7 <= FICT TIFELRNE=Z SRy hT—7
EOY—REE T NetFlow 7 — X T 5 L X AR TEET, ZORWTA X MEARK
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T 5I21%, NetFlow 7 —# 2 EHT 5232y NI —ZHEAN—NLTT 7 r—raeimtT 2
EIOERELET,

FLOKNSVRAR—F TR FIL

ZDANRY NI, BRARBFH LW T U AR— K Fr bajb (TCP, UDP 72 &) &iEfE LT
WHZ LY AT AR Lo & S ITAERSHET,

# L L) UDP R—

TDANRY NI, VAT AR, FAMETEIHLTWHWAH LWV UDP h— N R— h & L7z
WCAERENET,

ZDOARY NI, TAAL ARy N —7 =y ST TIAHELBRWNE =GRy U —7
LDV — "% ETeNetFlow 7 — ¥ Z LT 2% L X AR TE ET, ZORWTA R M EAERK
T 2512iE, NetFlow 57— X2 ZEH T 5%y NT—I7HL—LTT 7Y r— g U BRHT 5
EoOITRELET,

TCPR— b+ /B —X

TDARY NI, VATADB, FARMNETCTCPAR— B 70 —X Ll xR LEE X
RS IVET,

TCPR— bk 24 LTk

ZOARY M, YAT ADOFy bT =7 AR Y —ICERS NIRRT, AT L5
TCPAR— BT 7T 4 BT 4 R Lol & SITERINET,

TCP H—/\IEERDEH

ZDARY NI, AANETHEEHLTEY, 7 TICHRHEENTWSD TCP —/ 3T AT LN
Rz L7z & IcEmkEnEd,

ZDAR ME, TCP H— "B EH S NI & S ITERSNDIBERH Y 7,

UDPR—+ 4 O0—X

TDARY NI, VAT AR, RANETUDP AR— "R 7 o0 —X L2 a2 BHE LI XIC
ERRENET,

UDP R—k BA LTk

TDANRY NI, Ry FT—IZBRHERY —ICERBENTRIEAN T, A5 L3 UDP AR— b
MNET 7T 4T s BB Lot ZITARESNET,

UDP H—/\1EERDEF

ZDAXRY NI, AANETHEEHLTEY, 7 TIHBRHEENTWSD UDP —/XTT AT AN
BEERE LI EEICERENET,

DAY ME, UDP b — "N EH INT & ZIEREINDGERH Y £,
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VLAN % 5 &R D E#H

ZOARY M, VAT AN, VLANZ ZNTHRA MOERT2EE 2[R Lz & XAk S
NnE7,
EErEY Y

BFARNANAR N ZAT (153—=2)

v b= REOT =4 AN L —URE

TIYV =2 a v BIOANL—F 47 VAT LD ID OBA

Xy NT—=TWWMT AT T 47T 4 BEADRE

RRAMARAARY N BA4T

TAANNY AR DT —TNERRTDHE, [1X b (Bvent) | BT LA b XA
TINERINET,

2—YN (FETHERA NEZBNMTDIRED) ¥EDOT 7 v a v mFT L EIEREIND R
ARNAIAR NEFERY, T4 ADNY) AR NI, VAT AN, Bk NU—7
TEREZHBRH L E CANIRE SN oT2RA NTR T 74 v 7 2R LIESRARY)

ZERShET,
Ty N =AY —EER LT, VAT ARERETDHHRA MANA XU bDO XA T H5R
ETEET,

SFEIERFATDERANASA R SPETRTHIEREZEET DL, EOA XV M EEHER
LT T = FOXRIZT B0, HERY O —TCZInNoDT7T 79— b2 DL HIHEHAT I 05230
REICHMTED LI ET, o, ARV MNEATDLFINRDLND L, LORIRD Ln
AR MRBEAERT 5O A TRINEBLET, RIZ, FARNANAR VOIS ESERF AT
IZOWTHBILE T,

75472 kDiEM (Add Client)

TDOARY NI, =R TA T FEBILEE XICAERKRISNET,

RA DENM (Add Host)
SOA Ry M, SRR RSB E X IR SR E T

70O FaJL®iEM (Add Protocol)
ZDOAR M, =R T e haLEBNLEE AR ENET,

A&y UFEERDEM (Add Scan Result)
TDANRY NI, VAT AR Nmap AX ¥ O RERA MIBMLE &EEITAEREINET,

R— ~ DB
TOARY NI, =R — RN K= EBINLTE EICERSNET,
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2547 > FDHEIB (Delete Client)
TDOANR NI, =RV RTANS T TAT U M EHIBRLIZE & ICARESRET,

"R My FT7—2 DOHEIBR (Delete Host/Network)

ZDOARY NI, =P RVATLANSIP T RLAEIE 732y MEHIR L & & 1248k
IhET,

70 ~aLOHEI (Delete Protocol)

ZDOARY NI, 2PNV AT LML T ha L EHIBR L E S ICERESRET,

R— FDHEIER (Delete Port)

ZDARY ME, =PRI AT LS — N B—= FEIY =N K= hD 7L —T 2 HlkxR
Lz & icAmanzd,

AR FEEDENM (Host Attribute Add)

ZDARY NI, 2—FRH LA R NEMEERER L EXIERINET,

"R FEHOHIER (Host Attribute Delete)
ZDARY NI, 2—PR, 2—PEFRDORA MNEMELHIBR L &S ICAERSnET,

R CEHEDHEIFR (Host Attribute Delete Value)

DAY ME, 2—YR, AR NBHICED Y TONTWAEAHEIR L E SIS E
7,

RRA FEBHIEDEETE (Host Attribute Set Value)

TDANRY ME, 2—FRFRA M LTHAR NBEEEZRE LT & XITERISNET,

RRX FEMHDEH (Host Attribute Update)
ZDARY ME, =R, 2—FEBEOFRA NBHEOTEELLE LI L XITEKRINET,

RR FEZEEDHE (SetHost Criticality)

TOANRY ME, 2—PREA MK L CHRA NOBEEEOEEZRE -, £LEEFE L
TS NET,

ARL—T 4209 DRTLERDEKE (Set Operating System Definition)

TDARY M, 2—FRFRARMHFLTAL—T 4 VP RATLERE LT & XITAER S
nE7,
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H—/INEENDEXTE (SetServer Definition)

TDOAR BN, 2R =N L TRF =B ONN—Va VOEREHRELZ L X
RS ET,

fEsstER BB EDERTE (Set Vulnerability Impact Qualification)

ZDAXRY ML, EHEOEBORENRE SN L ZITEKRSINET,

Mg tEny, BBOREICKT HHEH T a0 — L LAYV TEII R 572 & & E 72Ttk
=L LY L TTHENC R 0T & ZIT, 24X MR ERINET,
fE55E Z E3NITERTE  (Vulnerability Set Invalid)

ZOARY ME, =R 10U EoORMEIsEA BRI Ls (73R L) & EIEREh
i‘j‘o

fESEEZ B MITERTE (Vulnerability Set Valid)

ZDANY NI, =R DIENCENTH D & ~—7 ShicfastE a2 A2 Lic & EITAR
SNET,

BEErNEYD
FTAADNRY) AR X AT (10 =)

TARANY ARV FERRAMANARY FORTR

ARX—k S92 |[ERDFA VR | YHR— b ENET | HR—FENEK | 7O LR

VR INA R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

TAARABINY AR RN U= 7 —TlE, T4 ABNY AR MERANATARY METT
MHEDT—HERRTEET, 2—WPIIMBTHHERITISC AR M Ea—528ETDHZ L
NTExFET,

VIVF RAAL VREBRETIZ, BIEO FAAL LV EFRBRNAL VDT — R 2R RTHILENTE
F9, MLV DRAAL VFEFRIINB RAAL DT —Z52FRRmTHZ EITTEERA,
ZI—PNRAXR MNIT 7 BATEEEIIEREINDEA—VE, FHTEIYV—7 7 —(2L-T
B4, a—PREHEREOV—7 7o —2FHTEXETR, ZHIZITT 4 A BT 4
YEROT—=T N Ea—b KRAN Ea—OREEX—UDREENTVET, £/, FFEO=—
Rl T HBRIZTE2ERTEIIAZ L V- 7a—%EkTHZ L TEFET,

FIE

ATv 71 2% (Analysis) |>[RRX b (Hosts) | > [#&H A X2 b (Discovery Events) |Z 3R L FE 7,
RAT9 T2 ROBRENRH Y £,
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o REfIFR D ZFE OFBNAE > T, RpfHFaE 2 5 L £,

GE) AR N Ea—ZERIc Lo THIK L TWAEAIR., (Fa— A X2 ME
BHNZERRL) TTI7A4 T ATERESN TV B EFREIEOINTAR S iz A
YRR ARV P Ea—ICRRENET, TTTAT VRS LTATA KT 5
R EZ R E LA TH, ZORMBREETHIZENH D F9,

c[(V—27 7ur—DiIEZ) ((switchworkflow)) %7 U v 7 LTCHAZ AT —7 T —%
G0 —r7 7u—%MHLET,

AR — 7 7 —BEEZIAT LET TARAINIBLXOTAT T4 T4 T—0 7
n—0fH (72-) 25R) ,

T =T NDHTLDNFIZOWTHLLHRNET (T4 AN A X DT 4 —L R
(18 =) &M |

EErREYSY
FURAIRNIBIOTA T T 4T 4 V=7 70— (72—)
TARAN) AREDT4—ILEK
DT, TAABINY AR N TF—T L TERBLORRBETED 7 4 —L RIZHOWTHI L
ij‘o
Bzl (Time)
AT BNA X N AR LT R,

4Rk
FUAAAY AR | A A TEERA RAIA R | AT,

[IP7 KL X (IP Address) ]
Ay MZB#ET AR R MIBEEM T LN THWAIP T KL A,

a—4 (User)

A XY P PERSIDRENS, A~ B %M#éfxb:%% n7A s Lica—H, %@®
% 2—FDRIC %@®ﬁwn~%@##m&4/bt . MR D & % o —FMIKIT
4/#5&1\%@@%éi—&mﬁﬁml—%&LT%%éMiﬁo

[MAC 7 KL X (MAC Address) 1]

FTAAAN) AR E NI H—=L LU ERA LRy NUY—2 bT 7 4w 7 0MEMAT 5 NIC
DMACT FL A, ZOMAC T KL RZ, A XV MZBEHETAHHA FDOFEED MAC 7 KL
ATHDIN, FREF T 74y r7BEB LRy NU—7 TARALAOMACT RLR{Z720 F
K
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| F42A10 4R boigtE

RA b+ T—%5

w2zt 7—5 [}

[MAC X > &' — (MAC Vendor) ]

TARAANY AR e Y=L LTHER LRy bY—2 bT77 4 v 7 BMERT 5 NIC
DMAC N— R =T N2 —,

ZDT 4=V RERKET 561, virtual_mac_vendor # A LT, {RABAR AR MIBMRT
HARXC M ERAELET,

[R— & (Port) 1
AR b P LTHERLE N 70 v 2 BMERT 28— K GEET258) .

‘57
FAPMIELDA R FORH,

N

FAAY

HRANERH LT NS AD RAAL Y, ZO7 4 —)V RiL, /T T F 2 —D7=HIZ Firepower
Management Center % i€ L7= 2 E 0¥ H HLAICTRSINE T,

Device

A R N BER LIRSS T XA A D4R, NetFlow 7 —Z SN TZH LWAR FB IO
FLWH— DA R FOBE, ZHITFDOT —F Z PR LB R T S, 20 £,

EENEYD
AR NOBHR

VAT LR A M ERH L, RA ST 0T 7 A NVEAERT 272D R MY o R A IR
L&D, A2 IEREILE T, Firepower Management Center Web f > % —7 = A A %
LT, A FZFoR, B, BIOHIFRTE £7,

BARDOFRTHFIZ, BIRLIZFA MIESWT RN T 74 v o707 e 7740, BLXOR= 7T
AT VADKRTIA RV A REERTEET, £/o, (EVRAOEBEELZRETH) mA D
HHEEDEREDKRA NBMEERA N NV —FIZEV Y THZ L TEET, TOHLET, M
BL—VEBIORY) o—OFRTCINODOEEEDME, mAUVA M VAN BEXONF 74 v7
Tu 7y ANEHERATEET,

VAT AL, RANEZ T AR—FENTZNetFlow L a2 — Kb Ry hU—27 <= FIZIBINT
TETN, INOLORA MIEHTESEHRIZIESNET (NetFlow 77— L FHX 7 /34
AT —=HDEN B
EELEY D

NetFlow 7 — % L EBLRT /SA A T — X DFE
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B +x+5—s0%s

RRA N T—2DRT

FA4 RN AR rOFRE |

RT—k S54t |REDSAEUR|HH— FENET | HH— FEh5d K| 7oER

~A AR ALY (Access)

fEE (Any) fEE (Any) {EE (Any) {T# (Any) Admin/Any
Security Analyst

Firepower Management Center Zffifl L T, v AT ABBMELIZAA MOT—T N E2RKRTHZ
ERTEET, FO%, BLTWAIHFRIS U CERFIEERIETEET,

~IVTF RAL VEBHBRETIE, BUEO RAAL VTR RAL DT —F 2 RKRTHZ LN TE
£, B~V D RAAL VEIEIRH RAA DT =2 2Rz T DI LITTEEEA,

I—PNRFANMIT IV EARAT D EZICEREINDEN—VIL, FHTLHIIV—I 7o —tL->TH
0 ET, BRIEROY =27 70—l EHERARN Ea—TKRTLETN, TOKRA L
Ea—llid, 22—V OHREHTZTIR_RTOFRAMDORA N T 77 A ANEGEENTWVET,
T, BEO=— X%l THERIZGERRTIIAZ LT 7a—%{ERT5 2 b TE
£7,

FIE

ATV T1 ROEHIT, RALTFT—HIZT7EALET,
s HEERINTY —2 7 —2 AT 556, [94 (Analysis) |>[/RX kb (Hosts) |>

[(RX b (Hosts) | Zi&IR L E7°,

cIRAPMDT =TI Ea—NEENRWHAZ L U= 7u—%EH L THDEEIL,

(V—77a—piEz) ((switch workflow)) 1% 2 U 2 LT[ AL (Hosts) ] %%
RLUET,

RT9T2 ROBRENRH Y £,
c[(V—27 7r—DiIEZ) ((switchworkflow)) 127 U w7 LTHAEZ LT —7 T —%

GOy —r Ju—Z R LET,

c BARNRT =7 T —BEEEITLET (TAAINIBROTAT T AT A V=07

a—ffif (7—=) 22K

e T—TNDHT EORNRIZOWTH LLANET (FANT—F% 70— F (21 ~X—

V) w2

« RA NBWERFEDRA MIEID L TET (BRLIZAA FORX FEMEORE (29—

V) 2BH)

HEEDKRAND N T T 47 TaT7 7 A NVEERLET @EIRLEFAAND T 7 4 w7

| IR IAY)

7u 77 AVOMERK (25 —) 2RR) |
KEDRA MIEASNT, av7I3A4 TV ADKRTIA MY A2 FafERELET GRIRL 774
A PMZEASNWEZa L TPIAT U ADRTA B U A FOER (26 2—3) 2BM) .
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TS AP |

RART—2 J4—IL K

VATFANIFRA N ERBLEE X, FORAMIETATFT—22ZINELET, FOTF—FIT
T, RARDIPT RLA, RARMRFETLTNAFTRL—F 4 T VAT LREEEDH
CRARETT, =2—WF, FAMDTF—T L Ea2—TINODOBERO—BEFERTHILENT
=FET,

WA T =T NTRRBIOMRTE L7 4 —/V FOGRMADHEE 7,

BBl (Last Seen)

VAT AL S TOPTINADRZ D IP T R L ANKEICHEE S B S R, (AR oK
H (LastSeen) ]DfEILX, mAFDIPT KL AR LTV AT AMBLWARA b R &4
Lz X2l Dl tba—Rxy NT—JRIHARY O —ICRE L EHHRO
B CHEErENET,

RAPASEREAEAL T, AR —T 4 VPV AT LDOT—ZEEHF L TWEHER A LTI,
[AiElDO#H (Last Seen) ] DEIL, FDOT — X NiPNBMS - B R Z£ L £,

[IP7 KL X (IP Address) ]
ARA MIEHEMT TS IP T RLU A,

MAC 7 KL X (MAC Address)
AA RBHH L7 NIC D MAC 7 KL%,

[MAC 7 KL A (MAC Address) |7 4« —/V RiZ, [FA b (Hosts) |V—27 70 —D[FA LD
7 —7 )L ¥ 2 — (Table View of Hosts) JIZRRINET, LFDOHDIZx LT[MACT FL-X
(MAC Address) ] 7 4 —/V R&BIMTE £,

s [RA R (Hosts) | 7—7NDT7 4 — IV EREENTNDEHAL L T—T )V

o [RA N (Hosts) | 7T — T NIFKESWIEHARF LU= 70 —D R LE T RX—

MAC X > %' — (MAC Vendor)
ARA R L7 NIC D MAC N— R =7 R A —,

[MAC X #— (MAC Vendor) |1 7 4 —/V Ki, [FA k (Hosts) |V—2 7 —D [KA LD
7 —7 )L &2 — (Table View of Hosts) JIZERINET, LLTDH DI LT [MACR U & —
(MAC Vendor) ] 7 4 —/V R&BINTE £,

o [ARA L (Hosts) | 7T—TNDT 4=V EREFENTVWDEDAL L T—T )L

s [AA L (Hosts) | 7—TNWMIESWEHAZ LA T—7 70 —D RYLET L RX=

DT 44—V RERRET DHHEEIL. virtual mac_vendor EASL T, (AR MZEHRT 5 A
Ny b ERELET,
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B txr7 5500

IRFED 21— (Current User)
RANMIBER A L TWAE2—FDID (—H4) |

RO W2 —PFRRRA MZr A o3 5L, TOon s A Fa—FBLOKRR OB
FREINDZEITHEELTLEEVN, HROH D2 —FREA MIEEAMT L TWRNWEA,
HEMRD I N2 — P RZDHRA NOBYT— b bR TEET, 272 L, HEOHDH2—
PRHEA M7 A > Liztkix, RO LBO2—Ra 7oA v LicGEoh, BfTa—9
NEDY T, Fio, HRORWZ—FREA NOBYT2—THLIGA, TO2—FE2HH
LCa—HHIEZIT) Z EIETEERA,

RX FDEZEE (Host Criticality)

ARAMIE DB TENTWS, —TIREDOEEEDE,

NetBIOS 2 (NetBIOS Name)

ARA R D NetBIOS 4, NetBIOS 7' h /LA FEITL TWVHARA MIDA, NetBIOSA4 13 & 0 F
R

VLANID (Admin. VLAN ID)

ARA MHMEMT %S VLANID,

w7 (Hops)
RAREBRH LT AL ZANDHRA RADFR Yy N T —27 DRy T,

"R k247 (Host Type)

IRANDEA T, IRA B, FBNA )V T34 A jailbroken E/3A L T /RA A b—HF T VU v
VUNAT TS A, B— RN HFONTANITEET,

Xy NI =27 TNRA R RXFTHIDIZV AT ATIHROFIEEFEHR L ET,

» Cisco Discovery Protocol (CDP) A »vtE— D01, X NT—7 DT NA ZABLIOZEND
DH AT (Cisco T/NA ADFH) HHFETEET,

e ANR= YY) —Ta han (STP) O, T3A A& AL v FEFT Vv e LT
AL ET,

c[AUMACT FLAZHH L TWAHEEDER X FOKiH, MACT RL 2%, L—ZITRE
LTWBHLDE L THALET,

c I ITATV MANLSLDO TTLEOERE, £/-I3@EHEO 7 — MR L HBICEFINT
WA TTLEOHH, ZOMETIE, NAT T84 A a— K AT 32385 L £,

TNAARTR Yy NI =27 T, 2L LTHA SN RWEEIE, RA ML LTHBEINET,

D7 4=V FERBTDEEF, thost EAN LTI RTDOR Y hU—7 TRA AERKL
i‘ﬂ—o
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N—Fr 7 (Hardware)
ENRAIN TN ZADN—R 2T Ty N T3 —2I,

0S

RONFIINTT,
e RA M ETHHENT-ANL—F 4 TV RT A (LRI, RUF—, BXOOS—Ta)) |
F7201F Nmap 22 A MAEEZEH L TG SN A L —T 4 7 VAT A,
AN =T 4 VT VAT AREHDT 4 I =TV M B LRV AT unknown
ARV —TFT 4 T VAT LEWINT DT OO EWMA T AT A TIE S LTV RN

/Eﬂi pending

VAT EABEBOTAT T 4T 4 ZRELIESGEIE. 2RO TAT U T 4 T A E U~ K
YU R P TERSHET,

DT 4=V RIE, Xy aRh— K ET[HAZ AL5H (Custom Analysis) |V 4 Y= > Fb
RARAR N Ba—%EE L ZICRRINET, £, ZHUX[AA L (Hosts) 17—
TIWNZEASNWN I AZ L T—TINDT 4 — )L R F T g T,

ZDT7 4=V RERFETDHLEEIE, n/a EANLT, ARV—=T 4 7 VAT AN EERHH S
NTWRWEAX M EEDET,

0S #t& (0S Conflict)

ZDT 4=V FIZHREEH T,

0S N> 4 — (0S Vendor)
WDOWTNINTT,

o RA N TR ENTZANRVL—T 4 VT VAT LD F— F721 T Nmap AR A b AT
EFRLCESSNEFRL—F V7 VAT ADOR F—,

* j—“\o I/"—‘i:/]’ :/7 f/}{?bﬁ‘%%ﬂ@74 :/7\7"—‘70U Ve ]‘ &:—ﬁ Lfcil/\%é\ci unknown

e FRL—F 4 VTV RAT AEBT BT DO ERN Y AT ATINE SN TV RN

/Eu\fj: pending

VAT AINEEDOR U E =T LIRS, T ORV A =3 <X Y A N TER
INET,

TDT 4=V RERFTDHEZIX, n/a b AL T, AR —TFT 4 VT VAT LR EEHR S
NTWARNWEZX NEEDET,

0S % (0S Name)

WROWTINTT,
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AR b F—8 T4—IL K

m

FA4 RN AR rOFRE |

e RA RN ETHRHEENTEFSNL—TF 4 7 VAT A, E7-1E Nmap 7R 2 b A SIERE A4
LCHEHINEARL—F 47 VAT A,

s ARV —TFT 4 T VAT AW DT ¢ =T ) v M LW E T unknown

e ARV —F 4 T VAT AT DI DO+ ERI T AT A TIE STV RN

/Eﬂji pending

VAT ANEEOLRTIERE L2 IL. ZNUBDOLARNIT o~ XKEID U A NTEREINE
—gﬂo

TDT4—NVRERFETDHEXIE, n/a b AL T, ARV —TFT 4 VT VAT AN EEHR S
NTWARNWEZA NEEDET,

0S /x—< 3 > (0S Version)

RONTNDTT,
cARA R TR ENTZAN V=T 4 VT VAT ADONR—V g v I Nmap R A S AT
BEEZ R L CHER SN AN —TFT 4 7 VAT LDNA—T 3 1,
ARV —FT 4 T VAT EAPBEMD T 4 o H—T T M L2 WA unknown
ARV —T 4 T VAT LEWINT DO D3I E WA T AT A THE S LTV RN

/Eﬂi pending

VAT AINEEDONR— g AR LSS, TR —T g I~ REIY U A BT
FrEInET,

DT A4 —=IVRERBETDHEXIE, n/ab AN LT, XL —T 4 U7 VAT AN EE#H &
NTWRWERR NEEDET,

Y—R B4 7 (Source Type)

RARNDF_XL—FT 4 VPV AT ADT AT T 4T 4 LT DDA IS Y —2D
A TIIRD LB TY,

o [=—+ (User) ] : user name
o [77V /r—3 3 (Application) ] : app name

« A% 7 : scanner type (v bU—ZRHOREEIN L TEMS U7 Nmap £ 7213 A% v
7)

* :‘/Z?‘A(:J:’)T*ﬁﬂjéﬂfij—’\o 1/*‘7w‘/f V7 ‘:/X?-ZA@%/E[\LZ}: Firepower

VAT AT, AN —TFT A U RTLADT AT T 4T 4 T =012, B0 Y —
ADT =R ERETDHIENTEET,

{E%81 (Confidence)
WOWT NN TT,

AN AR DEE



| F427180 4Ry bRtk
BRUEAR O 5719y a7 noki ||

¢« VAT LATHHENTZARA MZHoOWT, FARMETEHL CWEAL—T 4 VT VAT
LDTAT T 4T AR AT DDMERF L TV EIRE (R—kr7—)

©100% (ARA N ATIHERESCNmap A X v 72 EDT 77 4 77 — AL X > Talkpl S =4
NRL—F (T VAT LD

e unknown (VAT ANTRL—F 4 o VATFADT AT VT 4T 4 BEETX VAR
F. BEX O NetFlow T — X IZESW TRy hU—7 = v FIZBIMENTZHR A FOBE) &

ZDT 4=V RERKETDHEEIE n/a EATJL T, NetFlow 7 — 2 [ZHESN TRy FU—7
~ v FITEBMENTARA R EZTDET,

;X528 (Notes)
[{EFE (Notes) 1A M@t a—WEZDOa LT,

RAALY

RAMIBEEMT HNTWD FAL Yy ZDT 44—V RiL, vV F T F 2 —D7- DI Firepower
Management Center Z 5%/ E L7722 LN HHLGAICEREINET,

Device

N7 7 4w 7 BRI LT E R T N A A0, NetFlow 723K A NS T — X ZWE LT=T
IS ZADNTID,

DT 4=V RNEADEGEIE, ROWT IO &7z LET,

e IRAMNTNRA R L 2THRy NU—7 <= o FIBMENTN, ZOT /34 AL, KA b
PIFELTVWD Ry RT—ZIZK L THxy Y =7 IR Y U —ZERINTNDH EEY
WCHARIICEE I L T,

e IRA MDASIEREAEH L TAHRA FBBMENTZN, VAT AL > THHEINLTWA
A

A2 /\—%4 (Count)

BATICHE R ENTERE BT DA MO, ZOT7 4 — )V NRFERSINDHDIE, 228 E
DIFE—DITHAVERT 2 IR 2 L 7= % D& TT,
EENEYD

PRV ANGY ¥

FR—F 4 T VAT IDTAT T 4T 4 DS

BRLERRA MDD NS 7499 TOT7A4ILOERK

AYX—hF T4t |HEDSAEVR|HR—FENET | HHR—bENBE | 7OER
VR N R A (Access)
& (Any) & (Any) & (Any) L& (Any) Admin
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FARANY ARV +O#ERE |
B 2RULEAR MBSV EILTSAFURORTA kYR RO

NTFT7 4w TaT A, BBE LHIBICIE SN BT — 2 2RSSV, Ry hU—
JEDONT T v DTAT s ANTY, T T4 v Ta Ty ANEEKLIEE, ERR
Fy U= NI 7 4w aRTEREINDZ T 77 A NMIBLELTH LW NI 74 v I %
FHliTAZ Lk, BERRy VU= NI T4 v EBRHTEET,

[RAF (Hosts) | —YEMHLTC, FBETDHRAN IN—TDNTT 47 Tua7y A
R TEET, NI T7 407 a7y AE FEELLEARR FOWTINRIEEITLHR A T
bDH, M ENTERICESHTWET, V- MBI UOWMBEELZERAL T, e r A%
ERR T 2R A NEorHET 2 Z &R TEET,

FIE

RARNT—=7780—DF7—T N Ea—T, NT774v7 Ta7r7ANVEERTDHHEA MO
WCHDT vl Ry I A F N LET,

R—=CDFET[ T T4 v 27 a7 7 A LOVER (Create Traffic Profile) %2 V v 7 L%
j—O

BRI 72 = — X2 U T

ATv 1
ATy T2
ATvT3 N T4y T T ANVEEREL, BELET,

EELEY Y
NZT 4wy Ty A VO

BIRLERRAMZEDW AV TSAT7URDERTA B )X FOER

ATy I

RT—k St |HEDSTA VR |HR—FENET | HR—FENBE|THHR
~A INA R ALY (Access)
fEE (Any) {5 (Any) {5 (Any) T (Any) Admin

AT ITATUADKRIA N YARTIE, Ry NI =27 ETHFRAISNLASNL—T T ¥
AT Eh, TIAT M, Xy NTI—2 bTFUVAR—F, FEIT 7V r—var7a han
EIRETLHZENTEET,

[ A K (Hosts) | X—Y&MHLT, 2=V RNEETDHHEAN TN—TDHRAN T 774
JZHEASWT, ar T IFA4T UV ADKRIA MY A NEERTAHAZ N TEET, Y—FBIW
FREGHEREAMEH L C, AT A N U A NOIERUTHERT 2R A el d 52 & TEET,

FIE

RARNT—=I 70 —DFT—T NV E2—T, "UA MU ARNEERTDHEANDOBRIZH DT = v
7 Ry RAEA N LET,

ARTY T2 X=VDOFEHT[HRTIA b URFOIERK (Create White List) 1% 27 U v 7 LET,
ATY T3 Fl7p=—XLE U T, AIA MU RAMEEREL, (RIELET,
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| T4zxH1Y AR DR
wz rEET—42 ||

BENEYY
AL FIGAT A RTA MY A NOWYE

RA FEHET—4

Firepower ¥ A7 A, M L7cAR A MCBET OERENEL, TOEREEHL THRA N 7
a7y A NVEERLET, 2720, Fy hT—27 EOKRA METEBMEHREZTF U R KT
T OIMERELLZERHIELLNERA, FAN a7 7 ANV AEZEMLIED
RANDOEVRARBEELZRE LY, BIRLIMMOFRERMI LY TEES, TRTHhD
THHIZ, AR MEME ST E T,

RARNTO T 7 A NVOBETHKA NEMELHEHT 22N TEET, ZNITKY, FTFT7 1y
7 7a 7 7 A NVOERPINET 27— 2 &K L, HEALV—L % N T—F 5542 HIR
HZENTEET, MEAL—MIUSCTEMEEEZRET L TEET,
BMELEYY

RAMEEORR (27 =)

v NEMEEOKE

KRR FEREDERTR

AX—b+ 541 | REDSA LR | YR— LSBT | HR—FSNBF | 7U€X

~ A INA R ALY (Access)

fEE (Any) fEE (Any) fEE (Any) & (Any) Admin/Any
Security Analyst

Firepower Management Center Zffifl L T, v AT ATHREINIZEA FOT—T 0, BLOE
DRANEEEARRTDHZENTEET, Z2O%, L TWDERIS U TERRFELZEIET
TET

~IVTF RAL VEBHBRETIE, BUEO RAAL VTR NAL DT =2 2 RKRTHZ LN TE
F7T, B~V D RAAL CEITIRH RAA DT =22 RKR-T DI LITTEEEA,

I—PFRHRANBMEIZT 7 BATDHEXICEREINDIN—=VF, HTLZV—7 7 —tL-
THRRVET, FRIEROYV—7 70— BRHINZTRTOFRA N, BLOZEDOFRA NDORE
HENRFTHINTWVWERA NBEOT -7 Ea—RNEFENTEBY, FA M Ba— =V THK
TTA5UV—r7n—) HEHTLHZENTEET, 2OV —27 7ua—2iE, fifERZT T
TORARMIONTIODRA N Tu 77 A ANREENLTWHET,

Flol BEO=— Xzl TERIET 2RI DNAZ LY =7 7 —2fFlT 52 L b TE
jibg—o

FIE

ATV 1 ROLHIC, FANBET—ZIC778ALET,
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T4 RHNY ARy b0t |
B s rEEs—5 70—k

cFHAERINTLY—27 7 —2HT 255, (94 (Analysis) |>[RX k (Hosts) | >
[(RR FEME (Host Attributes) | Z 3R L £,

c RANBHDOT —T N Ea—RNEENRNARAZ LT —7 7a—%FH L TWDL5EAR.
(V—27 7r—nihEz) ((switchworkflow)) 142V v 27 LT EM (Attributes) ] %13
RLUET,

RAT9 T2 ROBPRIENRH D £,
c[(V—7 7ua—DIEEZ) ((switchworkflow)) %27 U w7 LTCHAZ LT —7 70 —%
GROU—r 7u—%2 A LET,
c KAMR U — 7 7u—BEEFITLET (TAAINIBRLOTAT T AT 4 V=07
a—OfFH (7—) 22MK)
e T—=TNDHTEADNFIZOWTHLLHANET (KA MNEMET—% 71— K (28
=) BSH)
o RA MBMHELFFEDRA MTHEIV Y TES (BIRLIZAR FOKRR FEMEORE (29~—
V) BB .

RRA FEHET—% J4—ILFK

RANBYET—7MIZE, MAC 7 RLVATOREIENDHEA MIFREINZWT EICHEER
LTL &N,

RANBET =7V TERIRBLUORETE 57 4=V FOBPINKEE £77,

[IP7 KL X (IP Address) ]
RA MIBEEAMS T HNTWDIP T R A,

IRFED 31— (Current User)
RANMCBIER 74 L LTV B2—F D ID (—H4) |

RO —FRNKRA MIr A o568, 20On 7 A ATa—FEB IR A FOEREIZE
FREINDZ LICER LTSN, HROH D2 —F 0K A MIBEEM T ST WnigE,
HEMRD I N2 — P RZDHRA QBT — b bR TEET, 2L, HREOHDH2—
PRHEA Moa 7 A > Liztkix, RO LBO2—FRa 7 A v LicGEoh, BT —9
NEDYET, Fio, HRORNWZ—FNREA NOBYT2—THLIGA, TO2—VE2HH
LCa—VHlIHZITY ZEIXTEEFA,

RR FDOEZEE (Host Criticality)

Z—PRED BT, ARICE > TORA FOHEEFE, AA FOEBEZ ML —/LF JOR
U —THEMALT, AV MIETAHRRA FOBEBEEICH LT, R —ERB I OER OIS
BT D2 EMTEET, AAMOEEEIZHX (Low) . [F (Medium) 1. [& (High) ]
F70X[72L (None) 1 ZHIV B THZ ENTEET,
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| T4zxH1Y AR DR

ZRLUAZ konz rEEoRE |

F52 (Notes)
o7V A MR T 5, AR MIET AR,

AVTISATUVRRTA MY R LDRMEET. 2 —FEEREDHRR LEME (Any user-defined
host attribute, including those for compliance white lists)

D= PERDOKRA NEHEOMHE, FA MNEET =TT, 2P EROZNLTNORA MEtk
DT 4=V EREENTNET,

ALY

RAMMIEEMT N TND RAAL Yy ZDOT 44—V Rid, vVF T F 2 —0D 7= Firepower
Management Center Z 3% E L7722 &N H LG EITRRINET,

A 2 /3\—#%4 (Count)

FATICR R EINTZERE BT A F¥k, [T b (Count) |7 4 —/v R, #HED
Fl—1THAEMRINAHIBREZEA LB TOLRRINDZ EITEERELTL XN,
BENEYY

PRV ANY ¥

BIRLEARR FOKRR FRIEDERE

ATy T

ATy T2
ATvT3

RATv74

AYX—b+ 4t |REDFAELVR | YR—bENET | YR—bENEF |7 EX

VR N R AL (Access)

f£E (Any) f£E (Any) f£E (Any) f£E (Any) Admin/Any
Security Analyst

RARN U= 7n—=0nb, FHIERFEORA MEMEL 2 —FERORA MEMEERETE £
RS

FIE

RARNT—778—T, FANBUEEZEBNTOIERA NORBIZHLIT = IRy I A% 4L
F9,

Evbh V- MERES RN LT, FRlRRMEZ R S TORA M ESBET D 2 &N
TEET,

R—=V D TEICH D [JBYEDFEE (Set Attributes) 1227 Vv 27 LET,

VBN U T, BIRL7ZAA M LTARA FOBREEAZZHELET, [Z2L (None) 1. [
(Low) ]. [*F (Medium) ]. F72i% [ (High) | Z@IRTX £,

VBEZE LT, XA MR I AT, BIRLIEEFAMDKEA S 7077 A4 MW AEEBML
F9,
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B s=oxz7—»

FA4 RN AR rOFRE |

ATYv TS LEIIELT, B TRELE2—VPEROFR FORMELFRE L ET,
ATvT6 [fR1F (Save) 1227 U w7 LET,

2EDKIET— 5

Firepower v A7 Alx, SEIFRZATOT—4% BAAXRXV I, X2V T4 407V 0
VAL HERAR RBIOT s ANVEIIIAT 2T A XU N) BEREEAT, B ARy
NI —27 EORANPREEOH D PRI L > TREBEBSNIZAREERH D0 E 2 &l L &
To ANV b T =X OREOHAG DR EBEN, WEEZ T HHRA FOREFEDOIE (100)
AT % NV A—=LET, ZOXIREFANDIPT FLRAIREEZZIT TODEHEA NOFRNT

gav (F) s b pa—icBRESNET
FA R AMBE ST DTN B S &M SN Sa . TOREICHEMNT bR T Ea—

FIZh X BT BRET, 20X 8a—FF, ADTA 3L TANY b Ba—IlFRRS
nET,

I0C 7 —# %, Firepower > AT LD Web A > ¥ —7 = A ADKEFT TR, BIEEZITAET,

e ARV N Ba—T g, EX 2V T4 AT IV VA RA, v =T RI0C B
HOA R PE2—TEDA X MRIOC % MY =L ErnaeFrLEd, 10C
N— % N H—F BTy KRB h R—=ZAD LT 2T A X ME, AN 2 AT
Bamp 1oc THY |, RBEEZRET DA M THA T L HIZEKRINDZ LITEEL
TLIEEY, ARV F Ea—lE, [ (Analysis) | ¥ 7HOIEIERF TMhLEHAT
xFET,

e Ky vaR—RK: Xy aRh—RTE, vV — ¥y aR— D [#&E (Threats) | ¥
TN, BARE2—FRDIOC Z N F 7 )V N TERINET, HAZ LS 4«
Ty MIIOCT—ZIZESL TV vy M2t £4,

cAVTFRARN TV ATO—TF AT XFA N AT —50 [REDIMEE (Indications
of Compromise) ]2 2 a2, I0OC AT A VHIDKRA FERZ MIDIOC BT F Y D7
T IMERINET,

[y hU—2 <=7 (Network Map) ]-X—< : [%3#7 (Analysis) ]>[4 A kb (Hosts) ]>
[*v hU—2 <~ v (Network Map) [I1Z& 5 [IREFDIKME (Indications of Compromise) ]
Z7E, RESR TV D ARERS LRy T —2 EORA NBREDZA T L IPT
RUABNZ T N—T531F L TORSIVET,

[y hU—2 T A0 8TV =2 b U (Network File Trajectory) | iEfll~~—<7 @ [Z04T
(Analysis) 1>[7 74 /v (Files) |>[*y hI—2 774/ v7Y =2 bU (Network
File Trajectory) | D FIZ—ERRINTND 7 7 A VDOFEMN—TVTIL, Xy hT—7 D
REOIMELZ B CE 7,

o [RA FDREDIEE (Host Indications of Compromise) ]~X—737 : [/0#T (Analysis) ]> [
Ak (Hosts) | A==2—® FD [KA FDREDIKMEE (Host Indications of Compromise) ]
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| T4zxH1Y AR DR
gEokEF—s20%x% [}

N2, B A TERA MDO—ENIOCE RN T N—T 5T ENTERENET,
IOR—=TUDU—I T —% o CT—XE NIV TExET,

[—FDREDIkME (User Indications of Compromise) ]-3— : [/#7 (Analysis) ]>[—
# (Users) | A =2 —DOFO[=2—HFDREDIKWEE (User Indications of Compromise) ] ~<—
PITIE, IOCHOFREMEDS & % A > MBS T ATV D 2 —H D —FEA310C # 7 I
TN—THFENTERENET, ZOR—VDOU—r Tn—%ffioCTF—4% R L
v TEET,

cHRAN TR T AN N=T  ZREISNTOWDLAREENRHDHEA NDEAN 77 AL
IZiE, ZORA MIBEEMT N TS TRTOIOC ¥ 7 BERE N, 10CH 7 Offg &
I0C /V—/WIRREDOREN TE £,
c2—H I Ty A N—T  10C DREEMENH DA X MIBEF T b Tnd 2 —F
Da—F F a7y AL, EO2—FITEEMNT 5 TWDTRTDI0C ¥ 7 HERKR
4, 10C % 7 OfEP: L 10C V—WIRFEEDFEEN CT& £7 (Firepower Management Center
DWeb A v H—Tx2AfATE, 2=V 7774 I 22— TAF7 07 4 (User
Identity) | & 7 XANBfFITFHNTHET) o

REOIMGL LTA XY MZF T 21T 2 KD ICRET 2ITE, BEDOIKEL—LOENMEE
ZRL TSN,

EENEYD
REOIKMEL—LOHL

REDRIET—2 DRT

AX—b+ T4t [REDFAEVR | BHR—bENET | HHR—FENEF | TUER

VA INA R ALY (Access)

f£E (Any) f£E (Any) f£E (Any) f£E (Any) Admin/Any
Security Analyst

Firepower Management Center 2 J§ L T, EDJE (I0C) ZR-TT7—7 NERRTEET,
BT HERIISC AR D Ea—aRELET,

VIVF RAAL VREBRETII. BEO RAAL VAR RNAL DT — A EERRTHIENTE
9, VL~V DRAALVFEREERBRAAL L DOT —F2FRTHIEIITEEE A,

FREINDA—=VF, HHTIV—7 7ue— |tk TR 9, FREFRDIOC T —7 7
2—I7R T A/ Ea—THKTLETRN, ZHIZiE, iz d I XToRR bEIT
A—PDORA ST a7y A NVERZa—F a7y A AREENTWET, /-, BHED=—
Rl TR T2 FRRTINAL LT~ Tu—5 B+ b T T,

1R BHHEIIZ

« VAT ATIREDIKME (I0C) ML TH 722120k, Xy NU—=F7/KHERD > —
DIOCHHEELRT 7T 4 712 LT, 27 b 1 DDIOC I —VEZHFHTTHMERHD
F9, REOKEL—ILVOBEMEEZB L T LI,
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B zzoxzr—s0xx

FA4 RN AR rOFRE |

T ITATRITAT T 4T 4 RY —TCa—FRTHINOILERDHY £7,

FIE

ATYT1 RONWTNNEFEITLET,

AFTay EnBA
BRA RDIOC ZFHRHITIE, cFHRIER SN T —7 7 a—%EHT 54, [
UTFEEITLET, (Analysis) |>[RRX b (Hosts) | > [BED IR

(Indications of Compromise) | Z 3R L £,

e RARNIOC DT —T )V Ea—RNEENRNI AL LT —
770 —EFHLTOWLHEAE. (V=7 7r—0810 &
Z) ((switch workflow)) 1% 27 U v 7 LT [HRA NDREFED
JK1%  (Host Indications of Compromise) | Z &R L £9°,

Z—WFIZRHEAHT STV D
IOC ZFRBIZi%, LLT%FE
1TLET,

CHFHERINTZ T —2 7 u—2 AT 556, [T
(Analysis) ]>[=—% (Users) ]>[ZEFDJkfE (Indications
of Compromis) | Z&#R L E 9,

e 2—YIOC DT —T )V Ea—NEENRNVHT AL L T—
7 7a—%HLTWAHEEIE, (V—27 7r—0Dd]Y ik
Z) ((switch workflow)) 1% 27 VU v/ LT [2—HFDRED
JEf%  (User Indications of Compromise) ] % &R L F 7,

ATY T2 WOBRENRH Y 7,

c[(V—27 7ua—DI0EEZ) ((switchworkflow)) %227 U w7 LTHAX LT —7 Ta—%
GO U—7 Tu—EFHLET,

AR U —r 7u—BEEFRITLET (TARAINIBIOTAT T4 T4 V=07
a—0fEH (78—) 22R) |

T =T NDHTLDONFIZONWTFHELLHARNET REOKET—4% 74—/ F (33

~—=2) 2ZW)

o [RA FOREDOIKMBE (Host Indications of Compromise) ]-~<—" : [IP 7 K LA (IP Address) ]

oMb sRESAERA o7 2y (B) 22007 LT, BESAERR RO
RARN TR T 7 ANERRLET,
o [V DREDIEMEE (User Indications of Compromise) ] : [=— (User) | 77 ADFRE

Da—F FAay (W) £7Uvs LT, BECHEENTORTWE2—F Tu 77 A

NEFRIFLET,

«I0CA XV MZfRRFEHRE~—27 LT, VA NMIFERSINRZNEDICLET, ZhEFEfT
THIIE, ETDHIOC A X FOMICH DT = v 7 Ry 7 Az A A2 LT, [fiFRE I
E~—27%fHF2% (MarkResolved) 1227V v 7 LET,
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| T4zxH1Y AR DR
gEokizET—42 71—1F |

o (A OMETR HEE (First Seen) | £ 721X [ATRIOMH, (LastSeen) | 4T AMIHHERT A 2
() 7Yy LT I0CHE MY =LA Xy FOFEMAERSLET,

REDRIET—F2 T14—ILF

LT, A MEZIZ2—F 0 10C (REOKEE) 77— VNDOT 4 —/L KT, TXTDH
IOC B #H DT —T NMZTRTDOT 4 — /L FREENTWDIDITTHEH Y THA,

IP7 KLX (IPAddress) (KX FDIOCTF—42%FK 5T HES)
I0C% MY H—L LTHERHLERR MIBEEMTONTWHAIP 7 KL A,

a—4 (User) (L—HYDIOCT—2ERTT H5HE)

IOC% R H—L7=AXy MZBEEMITON TS a—FDa—34, LA, BLXOER
V—A,

#7731 (Category)

Malware Executed X’ Impact 1 Attack 2 &, REINTREO X A T OfEHIREIH,

ARY k4247 (EventType)
FEEDIOCIZEEEAFIT 5N TV BB, MU= LTHEALEAS XV bESRLET,

BLL]

RESNDARBIEDOH DR A F~OFEOHY ((ZOARZ MIYE— Ml TNIZH 5 ATetE
233 Y £ (This host may be under remote control) ] RC[ZDHEA N E T LT = 7T REITI N
F L7= (Malware has been executed on this host) ] 72 &)

BYOFERAR/RHOFMEEK (First Seen/Last Seen)
I0C%Z FUH—& UTHR LA Xy bO3RA Lol l) (E7i358) O BAF &R,

KA 4 > (Domain)

I0C% F)H—L LTHEHLIEFRARND RAL Y, ZOT7 4=V X, wVFTFro—Di
¥»IZ Firepower Management Center i /& L7 Z E DR HLAICERINET,

EENEYD
A R N DR
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B &2 Frr1—H BT 2BEORROL—LREDRE

B—

FA4 RN AR rOFRE |

RRAMFELFAI—HIZETE2EFOREDIL—IVIREDRSE

ATy T

ATvT2
ATvT3
ATvT4

AX—bF T4t | REDSA VR | BR—rSNDT |V R—FSNBF | 7U€X

VR N R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst
(FREAHLY BHH %
FR<)

Fy T — AR O —TH N2> TOELIEE.

SED Ik L — TR R Ry BT —

THRDOTRTOFRARL, Oy hU—27 EOIOCA Xy MIBEHEMT SN TWARERD H

LHa—WPICHEHINET, lxDOFRA MEIT
ZEGECE £9 (=& 21E. DNSH—(Z
W ARER Ry N — 7 AR Y o —T— L& HRhI
ﬂbfﬁ% TTBHZLENTEEHA, FFEDHRA M

WZB5-$ 5 —F D& IfFiFIC

FIE

RANEE
BEhL £,

=Y Fa7r AN [R

KT BHIOC ¥ I RFREINRNE DT
CTBRE. HEOKRA NEFIT—FIC
IR L TA— BN LT, [FCA

BN FOHLELFRLUTT,

[LV—/VIRBED#FE (Edit Rule States) [ %27 UV v 27 LE,
= ®D [F%) (Enabled) 15T, AT7A X% 27V v7 LTCINEANEITEhICLET,
[R1F (Save) 1 %7 VU v 7 LET,

REDRKIEDRTDYV—R ARV FDORE

a—YPON— LRI LT, BHRIOCE

TEEY) o

EDJKfE (Indications of Compromise) |27 3 3 > iZ

AX—h 54t (RHEDSAELVR |V R—bZNET | R—+rSNBF | 7o EX

VR INA R ALY (Access)

& (Any) L& (Any) & (Any) & (Any) Admin/Any
Security Analyst

RAN T 7y A Nea— 7a7y A Lo [REOIJME (Indications of Compromise) | ’127
I0C4# 7% M) H—LIAXRY MZTIERLKBEITLHZ LN TEET, 2

varEfALT,
NHEDANRY NS T 5 L.

va UNLENE D P S e OfFERp Rk S ET,

SEINDEBIKNA DDICNERT 7 gy, BLXOT 2

IOCZ T DEA LAR L TDOORRT A 2y (5) 7Yy r+5e, BHETHALU |

BATDAXR DT =TV Ea—

WFesr—hrLEd, 22T

THEALIEARY FOBREREINET,

2 —H10C DI DA > A H 2 AD IS Firepower Management Center |
A VAL AL DNS =T
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FoTHifesnE7,

IFERESNET,

%, 10C# 7 & U T—& L

D



| T4zxH1Y AR DR

ATy

ATy T2

pEoxrssome |

FIE

RANERIZ2—Y Tu 77 A4 LT, [[REDIKE (Indications of Compromise) | &7 ¥ a T
BEILET,

FHARTZNIOC & 7 D [FeWIDOIEHS (First Seen) | £ 721X [tk DIEHF (Last Seen) | 77 ATH
LRRTA 2y (%) 270y LET,

REDIMRS T DEFR

ATy T

AX—b+ T4t | REDSA VR | BR—rSNDT |V HR—FSNBF | 7UEX

~ A INA R ALY (Access)

R (Any) L& (Any) f£E (Any) f£& (Any) Admin/Any
Security Analyst

REDOIMEE I0C) ¥ 7 TRENTZEBD OIS KOS S =%, £721310C ¥ 7 05786 H
ERLTWD LM LT2GE. A Xy MORREHRD~—7 15 2 ENTEET, 41XV

IR D~ — T fiT B L, TDARVMNMIFA N T 77y A VBl Ra— o7y
AP BHEIRENET, 7o 77 AN EOT T 4 TRIOCH TN T XTHEIREND L, BE
shika b 7o ay () 2rga—rnEEokE BEEN ST N5 = & 2Rty

Smy (8 FERSNARLIARYET, B LEIOCIZOWTH, I0C D R H—1tTh s
AR MNIBIEEERTEET,

IOCH 7% N =LAy "BV IREINTZHE, A A MFEEF2—PITRd 51I0C 1 —
NI N TWRWRY . ZDOX 7 HBREHOGR Tféhi@“

FIE

ARANERF2—F 77740 T, [REDIKEE (Indications of Compromise) |27 T 3 T
BEILETS,

ATYT2 RO2OOERENRHY 7,

« BB DI0C Z T\ RIS D~ — 7 TS5 1T DI, 922 7 OEICHHEIBRT A =2
(8) 22V v27 L%,

e T 7 AN EDOTRTDIOC & JIfRRE DO~ — 7 fFTF DIZiE, [T XTSRRI
HD<—7 %17 D (Mark All Resolved) [ %7 U v 7 LET,
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B 7>

HB—NT—

3

FA4 RN AR rOFRE |

Firepower ¥ A7 AT, E=F %R %y NI —7 €7 A N EORARNTHE L TWH T
DY —=NIZEHTLHEREMELE T, ZOBFRIITKObONZTENET,

o = NDLHI
e —ARPMEATHT T r—variRry NU—2 Fu han
PN OR T = RN=T g
= NEFETLTWDHRA MIEEMT LTS IPT RLA
o P SHEE T DA b
VAT BEIY—ANEBRINT S & BET 5 A A MR EEY — NOREREITE L T RWES

. T4 AT AR M EARK L ET, Firepower Management Center @ Web A > ¥ — 7 =
ARAEFHLT, =N A X N EERR, K, HIBRTX E7,

Flo, =N AR REZHBEL—LVOR—=RZTHIEHTEET, LEXIXTAT AN,V
THPORA N ETHEHL TS ired 2 EDF v v b — "%k Lz & S ITHEALV— V&
N H—TEET,

VAT AL, A MEZI AR— FEZNT=NetFlow L a— Kb Ry hT—7 < » 7 IZBINT
TETH, INOHOFRR MIEHATE 2FERIFRONET (NetFlow 77— & EFHLRT /A
AT =2 DEN ZSH)

EENEYD
ARA MR EREA X F e
NetFlow 7 — ¥ & FHI R T /XA A T — X DEN

Y=\ T—2DRT

AYX—h+ 54t |[RKDSFA LR | HR—bENET |V R—FrESNBF | 7€

VAR NA R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

- >

Firepower Management Center i/l L T, S/ — " O7 =7 V2R RT&Ed, 22
Ta—WE, BT OIHRMIGLTA N b Ea— 2 RETL2 e TEET,

VIVF RAAL VRERETIZ, BIEEO FAAL VTR AL VDT — R 2ERTHILENTE
9, LNV DRAAL VFERIINB RAAL DT — 2 52FRRmTHZ EITTEERA,

=PRI —=RNZT 7B A LT EEICRRENDI =T, FHTAV— T7u— Lo TR
ROFET, FRIEROT R TOU—7 70— |FIHRAPN Ea—TKTLETHN, ZOFRX K

— X, IR ERZT T _RTORA MZH LTI OTORA N a7y A VRNEFNLTH
F9, T, BEO=—XEMil- TR 2RRTIIAL LT =T 7 —2ERT5Z &
HTEET,

| IR AVE VAN G


fpmc-config-guide-v623_chapter92.pdf#nameddest=unique_2182
fpmc-config-guide-v623_chapter92.pdf#nameddest=unique_2182
fpmc-config-guide-v623_chapter94.pdf#nameddest=unique_2245
fpmc-config-guide-v623_chapter92.pdf#nameddest=unique_2182

| T4zxHRY ARY LB
—n7—5 74—t |

FIE

ATY Tl ROXHC, =" FT—=H T r7E8ALET,

cFHAERSINILY — 27 7 —2EHT 255, (94 (Analysis) |>[RX kb (Hosts) |>
[H—/\ (Servers) | ZiER L £,

Y —ROT =T N Ea—REENTVWRVWIRAZ LT —7 7 —% AL T A5,
(V—7 7ua—08)0iz) ((switchworkflow)) 1% 27 U v 7 LT[¥—,3 (Servers) |% i
RLET,

ATY T2 ROBRENH Y 7,

c[(V—7 7ur—DiIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 T —%
GOV —r 7u—%HH L%,

AR =7 7R FITLEST (TAXINIBIOTAT T AT 4 V=07
n—OfEH (73—) 25]) .

T =T NDHTLEDAFIZONTHFH LIHRNES (=T =% 74— F (37—

V) BBl

CHET DI —NDAXR NOBUZH LT =7 Ry 7 AeF AL, [—"T AT

T AT 4 DORIE (Set Server Identity) %27V v 7T 52 LIZL->T, =7 AT

TAT A ERELET,

BENEY Y
P —RNOT AT T 4T 4 OFte
Y—INT—%2 TJ4—JLFK
P—RF =TV TERBIOBRETE D7 4 — /L ROBRIIRDO LBV TF,

AIEIDfER (Last Used)

Fv NU—7 ECH—"PERZICHER S B SRR, E7203R A B AJIBSREZ R L T
Y SN HHT STz B AT LR, [RTEIOME] (LastUsed) ] DfEIZ, ¥ AT Lp3H—3
BMOEFZMH LI X2 TR, Dl bba—FRxy NU—THRIHFY O—ICHE
L7e TR OB CHREr SN E T,

[IP7 KL X (IP Address) ]

P—NEETLTWDEHRA MIBEEMTONTWDIP T KL A,

[(R— F (Port) ]
F—R"RBEEH L TNDER— R,

Jokaj
P—_"NEHT 2Ry Y=V FRIT T AR—F 7P bz,
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FA4 RN AR rOFRE |
B 75—k

77U — a3 Faka)L (Application Protocol )
KOWFTNNTT,
e —ROT TV r— g 7 ha)O4H]
e pending : Y AT LT, WTNWNPOHBATYH—N"ERIT 4 TEIIRHTT 4 7TITHBIT
ERVGEE

* unknown : BEENDH—N 7 ¢ =TV o MIESWT U AT ATH—"E#HATE 22
e, FRIEEA MDA EN LTH—=\NBMEN, TV r—varre harving
FN T\ o256

TAVr—varraralohTa). 29, YR FEREDRR EOEEN (Category,
Tags, Risk, or Business Relevance for Application Protocols)

TV r—vay a haZEly B TonTWA ATV, 2T URT Ly, BEO
EURABEEN, 507 4N FEFERALT, BEDT —X By FERRIZTIHZENTE
7,
A& — (Vendor)
WOWTNNTT,
o F—INOXRUH—: VAT A, Nmap, TOMDT 7T 4 772V —ATilplaniz, £7-
IR A MADEREEHEH L CTRRESINZ— RO #—

221 VAT ANBHOY— R T 4 o H =T MTESW TR F—E BT E R Do
7284, £721 I NetFlow T —Z ZFEHA L TCH— 0%y U —7 = v FAITBMENT-HE

IN— 3> (Version)
WONWT NN TT,
e —NDNR—=T a3 VAT A Nmap, TOMOT 77 4 770 —AT#Bl &Sz, &
ToIEAR A PR Z N L T E S uich— " on—T g

¢ 281 VAT ADEEH DY — T 4 U H =T MRS TR—=D g VAR TE WD
YA, £  NetFlow 7 — X Z2HH L TH— "By NU—7 < ATBIMEn=546

Web 7 7'1) r—< 3 > (Web Application)

HTTP T 7 4 v 7 TUVATARBRHE LTINS 2 — K a7 o ZESW= Web 77 ) r—
vay, VAFARarre DT S U A —Tary Fr hatERELELOD, FRED Web T
Vir—ya rEBRHETERWEAIE. R Web 77 0P T OIRENEREND D THE
BELTLEE N,
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| T2 AR bDigeE
g—n5F—5 7.—1¢ ||

Web7 74— 3>DhT3Y. 29, YRY ., FIEED R XBEEM (Category, Tags, Risk,
or Business Relevance for Web Applications)

Web 77V r—a AZEIVETONTWOERT IV 47 VAT L BRUOEY X
AN, ZNHDT A NVFEMEHLT, FEDT —F By FEMRICT LI ENTEET,
B EE (Hits)
Y= "XRT e AN EH, AR NAEREAMH L GBSz — D55, ZOfElx
T 01T/ £,
Y—R 447 (Source Type)
ROBEONT NN EFRELET,

o [=—+ (User) ] : user name

o [77V r—3 2 (Application) ] : app_name

« A% ¢} : scanner_type (f> b —ZRHOFEE I L TBIE 472 Nmap £72 (XA F v
7)

* Firepower VAT AL o THHE I 72 —/3D Firepower, Firepower Port Match., F7-
X Firepower Pattern Match

» NetFlow 7 —4 Z{#F L CIEM I 7= —3D NetFlow

RAAY
P—NEETLTWDEFRANDRAAL Yy ZOT 44—V KL, v AVTFTF o —0DIC
Firepower Management Center 3¢ E L7 Z & 0¥ 5L HICER R INET,

Device

T 7 4w 7 B LTSRS T S 2Dy, NetFlow £7213AR A2 AT —Z 20 LT=F
XA ZADUWTID,

IREDI— (Current User)
RANIBER A L TWAL—FDID (=—HF4) .

HERRO 22— PR R Mcr 7 A 35 &, 2007 A L Fa—3E LU0k hORIFICE
BENET, HIROH D2 —FHZORZ MR LA TRV S, EROR 2 —F
WEDRA NOBITF BHED) 2—F L7252 EASFARETT, 7721, HROH%2—FK
2 MEB I A L, HERO® 2O —F 0 7 4 v LI=Ba 0k, BAT2—FRED
DEF. T, HIEORVA—PFRER K OTITA—FTHEEE, EO2—PEHEM LT
SRR L ETE E A,
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TARNNY AR O |
B vr—avs—se7rvr—vavamr—s

A 2 /\—#1 (Count)

FATICE R SNIAFHE BT oA X bOE, ZDOT 4=V FRFRESNDHDIE, 2281
DIFl—DAT 2 BT D HIfR 2 EH L 72 DA T,

EERE Y
PR AN T
Ry FT— I BHIHOT—F A b L— VR

AV T—RETT)F— 3 VT —

BRI GAR A RBIDARA M T 5 &, VAT AIZL O%E, EOT7 7Y r—ra VR
EH SN0 Z YT 5 2 LN TEEJ, Firepower VA7 AL, B A—/, AV AX 2 |
Ayt —Y, E¥TY—ET, WebT7 7TV r—rar, BIXOREOMDE A TDOT T r—33
VINEH IS LR LET,

B ENE=FNEFNOT TV r—2 a3 ASH LTV AT AT, 77V —a &2 HfL-1IP
7T RUVA B N—=U gy BIUEASBRH SN EE AL ET, WebAf ¥ —7 =

AREMERLT, 77V r—var Ay h o, MR, BLIOHIBRTE£4, KX FAT)
WREZ M LT, 1 2LLEORA N DT 7Y r—var F—=2 28T 52 b TEET,

EOT TV Ir—2a N EDKRA FTEEH L TWA008Dho TWAIEEIE, TDZ L2
LTHRAN 7u 77 A NVORELIFERLL, ZOREILL>T, N T 74927 TuardrALd
ERRPICIEET DT — X 2RI T 22 enTcaEd, £/o, MEAL—1LE N H—FT5504%
HHEITHZE b TEET, £/, 77V r—va v ORBRHEEZMHEBEL—LOR—Z2T52 ¢
TEET, 2T, MEBIHFEDA—IV 774 T 2 MERASEEWERIE. VAT A
B, WTNDDOMBIRARNTHOA =V I TA4T 2 NBB# L TWDZ EE2 L E XM
B —n% N H—FT5Z ENTEET,

Firepower D7 7V r— 3 > 7 4 7 7 ZIZBT 2 EclitE #ix, 4 Firepower & A7 AHHO VU
U—RA J—h, % VDB EHDOT FAAHF Y &LL< THERLIZE0,

IONTRCT 7V r—ya v T =X ENEBLORFET 212, Fy hT—7KBHEARY —TT
TV r—a OB ENI o TNBE I L EHERLET,

—\\

7T r—

TIVr—2ar T—20ORKR

AX— b+ 54 € | HEDSA VR |YR—rENET | HHR—rZhB K| 791X

R N R AL (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Any
Security Analyst

Firepower Management Center ZfiH L C, SN/ T 7V r—2a v O7 =7 V2R RTE

£

< LF KA A VEBRBREE Tl

I Ta2—HE RRTDEARIECTANS N Ba—2RIETL LN TESET,
BEORAL UV ETRRAL L OT =R ERRTHI LN TE

F9, ELLA_NAD RAAL VETAIAHS RAA DT =2 2R R-THI LTI TEEREA,
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| T4zxH1Y AR DR
7Iusr—vars—4574—0¢ |

A—YPRT TV = a T VAT L LEICRRSINLO=VIE T LV T —
WX TRRVET, T, HED=— A&l T IHRIET 2 TR T OV AZ LY =7 71—
T HZ LB TEET,

FIE

ATYT1 ROXHICLT, THVr—vary 7—RIIT78ALET,
c FRER SN T —27 7 —% M HT 556, [94 (Analysis) |>[/RX kb (Hosts) |>
[7 75— 3 s (Application Details) | Z3&IR L £,
T IV = a rDFEMOT —T N Ea—RNEaENRVWHREZ L U= 7u—2fH L
TWAHEHEIE, (V—27 7r—08l ) ((switch workflow)) 1227 U 27 LT[Z T4
7> b (Clients) | ZZR L ET,

ATV T2 WOBRENHY 7,

c[(V—27 7a—DIEEZ) ((switchworkflow)) %27 U v 7 LTCHAZ AT —7 70 —%
Gieplo U —7 7a—aMHLET,

c AR — 7 7 —BEEFAT LET T A RAINIBLOTAT T4 T4 T—0 7
n—0ffiH (7—=) #88R) ,

T —TNDHTLEDONFIZOWTHFHELLHAREST TV r—vary 75— 7 4—LK
(41 ~—=2) =58) ,

cJTAT b, TV r—varyruabhanr, Web7 7V r—rarofiichsr 7Y
r—va Bt a—o7r 43y () 220929521k T, BEOT T r—
varo [TV r—va Y e = — (Application Detail View) | Z B & £,

IV r—avT7T—8 J4—ILK
VAT NE, BEMO 2 FAT b T =y aryTu han, £Li3IWeb T S r—va
SNCOWT I 74 w7 el 2L, 77V r—2a v BLOEOT 7Y r—a v 2 FT
LTWDARA MIET oA r ZICiis L £,

R, 77V r— 9y T—FLVTERBIUOMEBTEDL 7 4 — /L RIZOWTIHALET,

Application
B ESNT=T 7Y r—y 3 U O4HI,

[IP7 KL X (IP Address) ]
TV r—va vz FERALTNARA MCEEMIT LN TWAIP T RL A,

247 (Type)
TV r—varDFATTHD, ROLONRHY £7°,
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FA4 RN AR rOFRE |
B 7r—av5—s574-nr

77— 3> A kajL (Application Protocols)
RA NHOBEEZE®RLET,
D947 T TVr—3Y
RANETEELCWD Y 7 by =T 2EKRLET,
Web 7 71)/r—3 3 > (Web Applications)
HTTP 7 7 v 7 ODNARER SN/ URL ZEHR L £,

A7 31 (Category)

TN r—a DR OARARIHEREE R T IR0, &7 7Y r—a i, ik
H1 o0 T IVIZELET,

2

TV =g AT AEIMER, 77U = g VI EBEOE DO X T ERMT A ENT
xFT (X7 LLARE) o

)X %2 (Risk)

TV = a B0 2 VT 40 R U—IOERKT A ERH DB THER NS ATEE
P, TV r—varo ) A7 OfFBIL, [BDTE (VeryLow) 1775 [f8 CTE (VeryHigh) ]
FTTY,

RBAAN N2 MU =L NT 7 ¢ w27 THi 415 Application Protocol Risk, Client Risk,
Web Application Risk D 3 > ({FET 5456) OHFTHRbEWHLD LR £7,

ESHRRXEDREEM (Business Relevance)

TV r—va h BERTIRR L, MR YR ATEB OFPHAN T S 45 wTRetE,
TV r—va O YR AL OREMEOFPHIL, (M T (Very Low) ] 225 [fie T
(Very High) ] £TTY,

BAANR N2 MY =L 8T 7 4 > 7 TR S 415 Application Protocol Business Relevance,
Client Business Relevance, Web Application Business Relevance @ 3 > ({F7ET 5 5) OH Thi
HIRWHD LR £,

IHED 11— (Current User)
RARMCBIER 74 o LTV D2—FDID (2—H4) |

MERRD g N2 —HNRA MZr A o358 Z20n 7 A ATa—FB IR A ORI
FRINDZLICEE LT EE N, HERDO®H 22— 0A A MIBEEM T L TO RV,
FHERRD 72N —FNZDHRA NOBYT—HF LR LN TEET, 72720, HROHD2—
PRRA MIu T A LIkl HBOH AP O2—nu A v LizGeank, Bita2—%
NEDY ET, iz, HRBORWZ—FRNERA NOBYT2—FTHLHE. TO2—F &M H
LTCa—HHEZIT) 2 EILTEERT A,
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| F427180 4Ry bRtk
FIur—vavmr—sozr |

ALY

TV = arEHHLTWARA D RAL v, ZOT7 44—/ RiE, ~AVFTFro—n
72 ¥1Z Firepower Management Center & 3% & L7 2 & 03 d D5 IR RS NE T,

A 2 /\—#1 (Count)

FATICR R EINTZERE BT A F0¥k, [T b (Count) |7 4 —/v R, #HED
Fl—1THAERESNAHIRZEA LB TOAETRINAGZ LIZHEE LT ZE,

EELEY D
AR N O

TV r—a vl T — 2 DERR

AX—h 54t | RHEDSAELVR|BR—bEZNET | R—LSNBF | 7o LR

VR INA R AV (Access)

L& (Any) L& (Any) L& (Any) & (Any) Admin/Any
Security Analyst

Firepower Management Center Z i/l L T, #7277V r—a v OFMT —7 V2 80R
TEET, TIT2—HE, BMETDHERIIGCTARU b Ba—aBETLILNTEE
B

YNT RAA VIRBRECIE, BUED RAAS VU EFRRAAL LV OT —F KR THIENTE
FT, LD RAAL ERIEINHE RAA DT —F 2FrT 52 LI TEXERA,

a—YPNT IV r—a VOIS T 7 B AT D EEICRRENDA—VIT, FHTHARY—S

Tu—ZL o TRRY T, 200FFIERSINITY =7 7 n—03b 0 £4, £/, FFED=—
RafW eI MIET 2 RRT DAL LT = Tu—2FlT 52 L b TEET,

FIE

AT ROLICLT, TF IV r—va ity —2cT7 78 A LET,
s FRIER SN T —27 7u—% M HT 256, [958 (Analysis) |>[/RX kb (Hosts) |>
[7 75— 3 s (Application Details) | Z23&R L £,
T TV r—a v DIEMOT—T I Ea—NEENARNIAY L T—F T7a—5FH L
TWAEEIE, (V—7 7r—080Ex) ((switch workflow)) 1% 27 U v 27 LT [Z 74
7> b (Clients) | ZZRLET,

ATV T2 ROBRENHY 7,

c[(V—7 7a—DIEEZ) ((switchworkflow)) %27 U v 7 LTCHAZ LT — Ta—%
Gl T —r 7a—Z AL ET,
AR — 7 7 —BEEFAT LET T ARAINIBIOTAT T4 T4 T—0 7
n—0fER (7)) 25R) |
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FARANRY ARV DR |
B vr—avommr—s 701k

cF—TADH T AORFITONTH L HRET (77— 3 L ORI — 4 7 —
/]/ ]\“ (44 /\D’—f)) %Z%ﬁ\ﬁ\) o

I IGAT U VORI HHT T Y r—vavifita—o7r 4y () 22V v2 LT,
BEDT 7V r—ya v O (77 Y r—ya VE#HMIE 2 — (Application Detail View) ] %
% i—é—o

FIVr—2a T —42 74—ILK
VAT AE RO FAT b T Y r—vary T abak, EEWebT T =
VNIZOWT KNI T7 4wl R TDE, 77V r—varBIOFEOT Y r—ya U EFELT
LTWAERA MIETAERE e JIZGE&ELET,
WIZ, 77V = a7 —T N CTERBIUOBRBTE L7 A — /L RIZOWTHBAL
ﬁ‘o

BiEDEA (Last Used)

TFV = a RIS SR, £ R MATEEEER LT ) = e
YT NEH SR, [ATREIOMEA (LastUsed) |OfEIE, AT L3 7 7V r—a v
OB M LI2 L 720 T Al ba—YRry MU= RHAY > —IZ#E
U 72 SR RIbR OB TR S Ed

[IP7 KL X (IP Address) ]
TIVr—varEHHALTWARA MIBEEMTEN TS IP T R A,

254 7>k (Client)

TV —a VDOLARL, VAT ART I r— gy Ta ha Ly LS00, FRED
TIAT v NERIMTE o261, R L4RizRrT 5720l 77V r—vay
7 ka4 client BIMIIMENE T,

/"= 3> (Version)
TV r—varOna—Yal,
D347 b TTVr—2arTOoral, 8&LUWeb 7T r—>av0hTIN. 4

G, VR, FEEFESRXEDRBEEME (Category, Tags, Risk, or Business Relevance for Clients,
Application Protocols, and Web Applications)

TN = a BN S THLTWA AT 2T URT UL, BLOE U A B
M, ZTNHDOT7 4 NEEHEALT, BEOT—HX By hERRIITDHZENTEET,
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| T42A1RY ARy FOBRE
7Iur—varoumr—45 7—1k [}

77U — a3 FakajL (Application Protocol)

TV r—vailloTERENET IV r—ary Fabar, YATANT Y r—
varZua haliBHLIEbDO0, BED I ITA T MR TERNSTEAIE. — R
RAHIZIR TR T AEDIC, TV A— gy 7Fa a4l client MTIMEET,

Web 7 7'1) r—<, 3 > (Web Application)

HTTP NT 7 4 v 7 CY AT APBH LA 2— R a7V E72 X URLIZHSL Web 7
TV —gy, 2L, HTITPOT FU r— a7 ha X SN b Ebh 594
FED Web 77V r—a b BRIETE20VES, 2212, BEEED Web BIE LN F RSN E
j‘o

£ M4EE (Hits)

VAT EMMERYOT Y r—a UERE LR, A NATREZEH L GBS
TV =y aryORs. TOMEIEEIC IR E9,

RALY

T7Vr—=va Bl LTWERA D RAL Y, ZOT7 4=V NI, wVFTF =D
72 ¥|Z Firepower Management Center & 3¢ & L7 2 & 035 D5 IR RS NE T,

Device

TV g VOB EENTOET 4 ADNY AR REER LT AL A,

IHED 11— (Current User)
AANIBER A L TWA—FDID (=—HF4) |

MERRD g —HNARRA Mmr A o358 Z20On 7 A ATa—FB IR A FOJEREIZE
FRENDZEICERLTLZEN, HROH D2 —F KA MIBEMT it T nga,
HERRD 72N —F N ZDHRA NOBYT—YF LB N TEET, 72720, HROHD2—
PRRA MIu T A LIkl HBOHBHO2—nue A v LizGEa0H, BliTa—%
NEDLYET, o, HROZLWZ—FNRKRA NOBAT2—FTHIEA, TO2—F &l
LTCa—HHIEZIT) 2 LIXTEERTA,

A 2 N—% (Count)

FATIZER R SN R E — T HA4A X b%, [V F (Count) 17 4 —/v RiE, o
BTN AERENAHIRZEHA L2 TOLFREND Z LICEE LT IEE N,
EENE YD

A R D ORRR

Fy NU— I OTFT—% A ML —URE
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B rser—»

st T —42

T4 RN AR bR |

Firepower ' A7 AZIE, ZHME OEFHHEBHT — X X—AREFENTVWET, TOT—X
N—=2E, TOVRTLDT 4 A=V T4 TR LMAGDETEN ST, xv b
U —7 EORA MIEEMT BN TW DR ESNE T, RAA FNTEE L T A~
V=T 4 VT VAT L, = BEOY T4 72 MK, BEMT ST 5 R D Magstk
—H XN dH Y ET,
Firepower Management Center 2] L TIRD Z & Z1TX £ 7,

« KRR LT L ONfesstE a2 B LR TE T,

c MA MINy F2BH Lk, 73R X Mg B I N &Il LG E 1R,
ZDORANOWEHHNEZIET 7T 4 TIZT D22 ENTEET,

P—NTEHEHEINDET 7V r— 3> 7'a b 2L Firepower Management Center # %N T~ >
FENRWRYD XA =L Z2BLONR—V 3 U L 2D — Ot~y 7S EH A,
R =V ABIOR=Da LV AD I T4 T v bOMgtii~y 7 a8 A,
EELE YD

Y= NDOWEFFIME D~ v BT

MEssET—42D T4 —IL K

LUFICHAT DMEgatt 7 — 2 D7 4 —/L Rid, Mgt o7 —7 0 B o — & agstEOFEfiFR R T
ROEDITFRENET,

® 1 RTGHAOHEBEET—2 74— F

J4—ILK FT—IILEa— FHHMDRT
Z Dt DO FE R No Yes
fEHAIRE 7R =7 A7 m A | Yes Yes
(Available Exploits)

Bugtraq ID Yes Yes
CVEID No Yes
A 23— (Count) Yes No
%17 H (Date Published) Yes Yes
B! Yes Yes
f&1E  (Fixes) No Yes
FEMER T (Impact No Yes
Qualification)
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| T4zxHRY ARY LB
mwattF—s07—1r i

J4—ILF FT—IILEa— FHHMDRT
[VUE— I (Remote) ] Yes Yes
Snort ID Yes Yes
JVa—var» Yes Yes
SVID Yes Yes
AR (Technical Yes Yes
Description)

ek (Title) Yes Yes
WegstE D2 (Vulnerability | Yes Yes
Impact)

Z DD IEHR

BEROARIERI L/l A, ANEFR O T U A, Magatk 2 2 Gt & MesathicB+ 5%
BINE#E FIRATRERGEID) #0123, REZZ U v 7 LET,

#ERAAAEL T A 704 & (Available Exploits)
MEgH Pz U CRBEEN DO RIEFRI AR S 505 5 02 %R L E T (TRUE/FALSE) .

Bugtraq ID

Bugtraq 7 — & ~— A BN THESHPEIZ BIEAT T &0 Ty Dk 5,
(http://www.securityfocus.com/bid/)

A 2 3—#1 (Count)

FATICFR SN FHRE BT 24 X FO¥, [V b (Count) 17 4 —/v ik, HED

AT ER SN DHIRZEH LR TOARRIND Z LIZEBEL TSN,

CVEID

MITRE ® Common Vulnerabilities and Exposures (CVE) 7 —# ~X— 2 C, Mgt BhEAT T 5
TV 5515 (http://www.cve.mitre.org/)

#4TH (Date Published)
WEFFPEDS AR &7z A £,

Bl
WEFBMELIZ DN T O F§ HL 72 308,
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FA4 RN AR rOFRE |

B rses—s07 -1k

{&1E (Fixes)
IR L7MEgatticst LC, ¥ v — KRRy F~D U 7 2 LE T,

Bk

BIEZ7 7 ANEIFZ Ny T Oy v— NIRRT HEE) VI NFEREINTWBEEEIE, V>
JHE7Y 7 LT, B0 —HL a B a—F~MEFELET,

SLE{E8F (Impact Qualification)

Ney7FZ0 0 U ML T, Magatkz Ao E 713 ELIC LEJ ., Firepower Management
Center /&, SZEOFHBBRIZIV T, B2 Moo M 2 HH L 4,

IR THETHAREICL ST, VAT AR THIER EDO L S IR IN DD, B
F R —FREEBINT DK N 707 7 A VHEFERRE S0V eBnikE D 97,
[VE—F (Remote) ]

MeggtER Y =— N CTAREFHEINAE 0 E I D E /R LET (TRUE/FALSE) o

SnortID

Snort ID (SID) F— & X— 22BN THEFIHEICEET T SN TV AEBIEE, 2FE0 . ZA
=)L TCHEEDNREZ BT 2%y N —27 N7 4 v 7 R TE 5 L FOMagatElL,
ZFAL—L D SID (BT HivE T,

MasF M I 5L D SID I BEEEAT I 5 Z &N AIHE (F 72 I1E SIDICBEE#EAT I 2 nWZ &b a[RE) Th D
ZLICEBELTLIEE Y, MEgiE E1 5 o SID ICBIEAT T BTV AEA. Mgt —7 iz
1. £ SIDIZX LT 1 o0 —RNEENTWET,

Yya—v 3y

HasstE DIEMEIZ BI T 2 16 e

SVID
Wass 1 2 B 5 72 012> 27 LT T % Cisco D Maga kil & =
SVID [ZOWTHEFIMEDFEMIC T 7 B 2451201, FrT7 A2y (5) 270 v 7 LET,

FifiT#9E5REA (Technical Description)
fEss M B9 2 FEAR 2 BT AR

%5 (Title)
WagstED # A S,

| IR AVE VAN G



| T4zxH1Y AR DR
I PR

g3t EDEE  (Vulnerability Impact)

Bugtraq 7 — & _X— A (2B W THEFHIEICEI D Y THONTVWHEKELZ/RLET, 0~10 DIET,
100 3RbERTHDLZ L2 R LET, MEHMEOEEIL, Bugtrag =2 b U OFERREIZ L - Tk
EINET, ZOEREIL. BEOHKE L O SANS Critical Vulnerability Analysis (CVA) @
SRRl > THagstE D B2 e L E 7,

EENEYD
AR N DO

MRBIEDIET I T4 Tk

Wasattz 6T 72 7 4 7T o & AT LTI Ot AN L TR ADRE OB T 2 5F
M2 EMTERIRVET, Xy FY—7 EORZA NIy FEH@EM Lictk, £72i3RA
N 2SESAME DR A S T T S L 7RIS, IEsatEEIET 2T 4 THETEES, Y AT A
W, ZOWEFEEN OB EZ T TOLHLWAR FaRT 2L, ZOMIHEIZZORR M
HLTHTHD L ResnEd (ABMICIIET 77 4 7LENEEA)

IP7 FLAIZE > THIFK SN TWREWEFEY —7 78 —NTH D 1 >OMIEEIET 77 «
TeTHE, Xy NT—27 EOBRMISNTZTXTORA MK L TEOWGFHENIET 77 47
fbEivEd, Weggtky —27 7 v —NOMassEEIET 7 7 4 7L TE 2 D1F, ROBEX—T720F
”C\‘jﬂo

« T 74V hOMEIHNET — 27 7 —D2_X—TYHO [y hU—7 EOMEFHM (Vulnerabilities
on the Network) ], ZAUZIE, K FU—7 EOKRA MM S5 MEFGMED A D3RR S
WET,

JEEIE T — 27 7 a— (W AX LAELIFFERIER) OX—Y, ZOUV—r7T7u—X BREE
HRHLTIP7? RLAZE SO THIF I E T,

1 BORAMIX LTI OOMEEEIET 77 « 7L TEET, ZOFET 7T 4 71bix, 3 v
NTO—2 = FOMFH. RAFDORA N FaT7 7 A VOE/H. £z Er s 407
BT DHLD 1 DU EDOKRARDIP 7 RV AZESNTHEFHEY —2 7 —2HlKd 52 &
WX TITAE T, BEfTTONI-EEDOIP T FL RAZESKRZ FOBE, = OBEEIZED
HRANOBREINZ 1 ODIPT FLAORTEAINET,

TIVTF RAAL VEBTIE, B FA AL THEBREEIET 77 0 7T &, TXTOTFHR KX
A TEDWEEIENIET 77 4 TS E T, Bl AL o CHesgste a7 77 1 712 LT
By V=7 FAL T, 2O KA UATH DT A AT LTEBIEDT 7 7 4 FeE i3
T 7T 4 TEETTEET,
EENEYD

ffl 2 DR A MZxtT B MaFEDIET 7T 4 T4k

#l = OMaFIHEDIET 7 T 4 71k

BEONETHIEDIET 77 4 T4k (51 =)
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FA4 RN AR rOFRE |
B ranr—soxx

MBEET—2 DRT

RT—k S54t |REDSAEUR|HH— FENET | HH— FEh5d K| 7oER

~A AR ALY (Access)

fEE (Any) fEE (Any) {EE (Any) {T# (Any) Admin/Any
Security Analyst

Firepower Management Center 2 fi HH L T, Magthkd7 —7 VA2 R R TEE 7, T2 T—HIL,
BB HERIIEC AR N Ea—aRET 2 N TEET,

WEBgMEIC T 72 292 & XICERENDI =V, FHTIV—7 7u— |2k THRRD F
T, 2—PIFFAERO Y —7 7 —%FHTEET2, ZHTIFEFHEOT —7 0 Ea—NR
GENTVET, RSV TOFR A2 FBREFEEZ R L TOENE D MTBHRR<

T—T N2 —lET = RX—ANOKMEIFGEICK LTI oOe—REENTWET, FHAE
BOU—r770—D2_X—VHIZIZK, *y h—7 ETREENEZFA MIEH SN ZEZNE
NoEEHHE (F7E2—YNET 7T 4 7L TWHARNED) 1T LTI o0 —RNgEN T
FT, FRIEROYV —7 70— IMEHEOHERE 2 — TR T LETA, 2o 2—I2iF, K
Zi 72T T R COMETEIC OV TR AN E TV ET,

Evh BE—ORAMNERIIFARA MOy MUEA SN EZFRRTIHERIT. SAIDIPT R
VAETIXIP 7 RLAO#EPEAFRE L T, MEgstEomB L2 E#ITLET,

Flo, BEDO=—AEWMTIEMIET 2R RTONAZ LU= T —% il T52 L HTE
=7,

Mgt T —7 L, Vv TF RAAL VEBRD KA AL AL > THIRE N EH A,

FIE

ATV T ROLIC, o7 =TT 7 A LET,

c BERDER SN MFEY — 27 7 n—2 M HT 555, 9 (Analysis) | > [Ma5514%
(Vulnerabilities) > [{2551% (Vulnerabilities) | Z#N L F 3,

s MEFHPET — TN B2 —BEENRNWIAZ LT =7 7a—Z AL T L5E1E. [(V—
77— z) ((switch workflow)) 142 U v 7 LT [Mfig5¥E (Vulnerabilities) ] %
BRLET,

ATY T2 ROBRENHY 7,

AR —7 7 —BEEZIAT LET TARINIBLOTAT T AT 4 T—0 7
o—0fH (75—3) 2BR)

« fEgatE A IET 7 T 4 T LT, BIEMEFI RIS & DR X MTHOWT, RADFEEDIHE
KR LRI S LEd EHROMIHEOIET 77« 71k (51 =) 2&8M]R) |,
*SVID # T LDORRT A2y (%) 270y 7 LT, MEetEicBET 2582 R R~ LET,
F 20, MEFAME ID 2 H1F L CHESatE ORI — U ~ R U A o LET,
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| F4xh1Y AR DR
R DT |

e XA MVEHZY v LT[ZNATHFARDOFRR (ShowFullText) [#EIRT 52 &L -
T, Mgt 2 A4 LD T LT XA M eFRR LET,

MesstE DEFMD R T
FIE

Mgt DFEMIL, IROTEONFT NN TR R TEET,

« [92%7 (Analysis) | > [ifEZ51E (Vulnerabilities) | > [fE551% (Vulnerabilities) ]| Z &R L,
SVID DRI HDERRT Ay (%) 27V v 7 LET,

« [947 (Analysis) |> [Mfi551% (Vulnerabilities) |> [ — F/S—F 4 DfE551% (Third-Party
Vulnerabilities) | Zi&R L, SVID DR{IZHDHERT A a2 (%) 227 Vv 7 LET,

« [9#7 (Analysis) |>[/RRX b (Hosts) |> [y bT—% Ty 7 (Network Map) | % i8R
L. [ME551E (Vulnerabilities) | ¥ 7 &7 U v/ L7,

cJEESED B EZ T AFA N T O T A VBRI L, O 0T 7 A NO [faFEtE

(Vulnerabilities) 1|7 v a &R L £,

BEHOHRBUEDIET I T4 Tk

AX— bk 4 € [ HEDSA VR |HR—rENbT | HHR—rZhB K| 791X

R N R AL (Access)

{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin/Any
Security Analyst

IP7 FLUATHIK SN TWEWESEEY — 27 7o —NTHegst 2T 7 70 7icd 5L, Ry
MU =27 ETHRHSNTIZ T RTORA M M550 HET 7 7 4 7lb sk 47,

ST RAAL ENTIR, Sl FAA TR IET 7 7 4 7HE T2 &0 TR TOFFR R A
A TOHYEFERIET 7 T 4 TS NET, U —T FAA E Sotll RAA 2 THaEIIEN T 7
T4 LS TOIIE, BOOT A ADNEEEEE T 77 4 TALEIIET 7T 4 T{ETE E
ﬁ‘o

FIE

ATYT1 KOLIC, o7 =TT 7 A LET,

c BEEDEFR SN Mgty — 27 7 n—2 M HT 555, [9 (Analysis) | > [Ma5514%
(Vulnerabilities) > [2551% (Vulnerabilities) | Z N L 5,
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FARANY ARV +O#ERE |
B i omaEnr—%

MEIIET — TN 2 —REENRNH AZ LT — 7 a—E AL T ABAIE. (7 —
77—V Zx) ((switch workflow)) 1% 7 U v~ LT [Mfe551% (Vulnerabilities) ] %
BIRL E9,

ATY T2 [F*v b T—7 Offg5PE (Vulnerabilities on the Network) 1 %227 U v 27 LE7,
RTYT3 HT VT 47T DMBEDHIC D DT =y 7Ry 7 R A N LET,
ATy T4 X=UTFEHO[LE=2— (Review) |27 U7 LET,

BENEYY
i & DORA MZRT AWEFTIEDIET 7 7 1 71L
i = OMaFFIEDIET 7 7 4 71k

HY— KN\ —T s DEBEET—4

Firepower ¥ A7 AZIE, ZHVHME OMEFHHEEM T —F X—2ANEGENTWET, TDOT—4
NR—=2L, ZOVAT DT 4 H—=TV T 4 THRE L AR E THEHENT, Xy b
U—7 EOFRA MIEEM T LN TW AN RE SN E T,

VAT LOWEFIET — XX, V=KX= T 4 WOT TV r—varinb A R — LRy b
UV—0 =y 7 T—=H THZETEET, TNETIITF MET, o7 =22 F—§
LIODAT VT Nk TEDLD, a~v L RIA U TT 7 ANDA VR— FEERTERT
WiX7e 0 F A, FEIZOWTIL, Firepower System Host Input API Guide% 2/ L T < 72 &\,

AVR—= LT — X2 BOMBEICED DI, — %A~74®W% iEwE, 7 —X
R=ZANDOARL =T 4 VT VAT LARBIONT ) r— g VOERICY Yy T HLERH Y
F9, V— K X—F 4 OWEFEFERIT. 7 74T FOE g?‘)f’?“é:}:&if‘%iﬁ/uo

Y— =T s DfBET—2DERT

A¥—hk 54t |[XDSFA VR | Y R—FENET | HR—FSNB K| 7R

vz N R Ay (Access)

T3& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

RANATERRZEH LT — RN—F ¢ OMagatk 7 — % % A »AR— k L7=#% T, Firepower
Management Center Z i ]l L CH— K X—F 4 OMFEDO T — 7 N2 FRTHZENTEET,
I Ta—YIE, RBTLIHERISCTA Y N Ea—2BET 53T ET,

ST RAAL VRBBRE CIE, BUED RAAS LV EFRRAL L DOT —F 2 FRmd 5 ENTE
F9, BRIV D RAL CERITE FAL DT =2 2FRRT 52 8IFTEEREA,

Y B X=T ¢ OYEIINEICT 7 B AT L FITRREND =V, T2V —7 7u—IC
Ko THRRYVET, 200FMERINLTY -7 70—V 7, £, FED=—X &
TR RIZTERRTDNAZ L V=0 7u—2FlT 252 L b TEET,
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| TexARU AR rDRIE
F—ki—7 s omBEEF—207—1k [

FIE

ATYT1 ROLIICLT, = =7 1 DIt T — 217 78 A LET,

cFHERINTY—27 7 un—2 1T 256, 94 (Analysis) | > [HE551E
(Vulnerabilities) |>[V— F/3—7 1 Off551% (Third-Party Vulnerabilities) | % L
F7,

e = RRX—=F 4 DIEIHEDT —T N Ea—RNEENRVWIAX L T— Tu—EfiHL
TWHEEIE, (V—27 7r—08l0 ) ((switch workflow)) 1% 727 U w27 LT [EfE7C
BIOMaFGPE  (Vulnerabilities by Source) ] 721 [IP 7 F L ABIOME55PE  (Vulnerabilities by
IP Address) | ZER L E7,

ATY T2 ROBRERHY £,
c[(V—27 7ua—DI0EEZ) ((switchworkflow)) %7 U w7 LTHAX LT —T Ta—%
areploT —r 7a—&2fHA L £,
c RV —0 Ta—BEEREITLET (TAARAINRNIBILONTAT T AT A T—T 7
o—0Offf (7X—) 2BWR)
o T—TNDH T LEDONRIZONWTEHELLHARET (— K X—T 4 OWaBIET — X D7 —
LR (53 8—) R
SVID B 7 ADFERT A2 (%) 2710 w7 LT, — K 8—F ¢ OYe5thicBl4 53¢

MaFRUET, F2id. Masett ID 268 U TSIMEDFEM~— ~FU L2 o LE
j—O

Y— =T A DRBET—FDT4—IL

P RX—F  OWEBHET — T NV TERARB LUK TE L7 4 —/V ROFEMIZLLTO LB T
—§—O

ffz551% Y — X (Vulnerability Source)
P— K—F ¢ OWaFIED ¥ — A (QualysGuard, NeXpose 72 &)

ffi551% ID (Vulnerability ID)
Y — A THEgPEIC BEA I BTV % 1D 5,

[IP7 KL X (IP Address) ]
WMEFIVED BB A Z T B A MIBEEM T SN TWAHIP 7 KL A,

[(R— Fk (Port) ]
A= &S (MEFER, FFEDOKR— b ETEITIN T D — NZBEAMT SN TV EEHEE) |
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FA4 RN AR rOFRE |
B v r—Forser—s07—1F

Bugtraq ID

Bugtraq 7 — & N\ — Z 23U THESIMEIC BIEAS 1 BTV DRI 5,
(http://www.securityfocus.com/bid/)

CVEID

MITRE @ Common Vulnerabilities and Exposures (CVE) 7 —# ~— 2T, g9 BEfTT &

TV 5ikB1FE S (http://www.cve.mitre.org/)

SVID

WEF1E 2 BT 2 7212 v AT AT T 2 06k O Mags MBI =

SVID IZ DWW T HEFgMEDFEMIC T 7 v 29 5121%, FRT A3y () 270 v 7 LET,

SnortID

Snort ID (SID) 7 — & _X— 2 |ZB WM BREM T SN TW A& S, 2FE 0. EA
=)L CTHEED T EZ BT 2%y N —27 b T 7 4 w7 BRHTE S L, T OMigatEIL,
BEANL— LD SID \ZBhEA T HivE T,

WMEFFMEI TS D SID I BIE#EAF 1T B 2 E A ATBE (E 721X SIDIZBEAF T 2 & b A[E) Th D
TEIZEELTLIEE Y, MEFrENEE O SIDICEEM T SN TWAEE ., MggsT — 7 iz
. & SIDICH LTI o0oe—RNEENTWVET,

%E (Title)
MagatkE D % A ~ b,

Bl
MEFBMEIZ DN T O F§ HL 72 308,

RAAY

ZOMEEHEZFFORAND RAAL 2y ZDT 40—V i, ~/VFTF 2 —0D7- I Firepower
Management Center Z 5%/ E L7722 LN HHLGAICER R INET,

A 2 /\—%4 (Count)

FATICRRSNIMERE BT DA X bOM, Ik (Count) 174 —/b Rix, #HoD
TR S N B HIR AN L2 % CORFRIND Z LICEE LT S0,

EERE Y
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SHLTLIZEN,
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OFEFEIZOWT, FLL T2 —H 5 —% (UserData) (66 X—) ZZMLTLEE

AN

2= T I T4 ET 4 ZOT—rT7a—E, Fv M7 TRBEINDTXITOZ—H
TITAET 4 5RRLET, ZORTIE, HEO2—YF T I7T7 48T 4 A AZ A
EFEO1 2 —FREROITEEDET, 2OV —r 7 —lERINL2—F T ITF 4 &
T A OFEHEHOFEMIONWTIE, 22—V T/ T 4T 4 T—% (69X—V) ST
<&V,

INHDU— T —DANTETHEITAT T AT 4 V) —ADFEHICHONWTIE, 2—% 7
AFoTF 4T 4 V—RITOWNWTESR LT X,
A—HEEI 4 —ILK

2—VPREHET— XL T/ T4 T kv ay, 2=, BEOa2—HF T I F A ETF 4 DT —
TNCERRENET,

R2:T7OT4TEYyPay, a—4¥, BLUVA—HFTFIHTAETADT4—ILFDEHA

J4—ILFK E5BA (70 747% ([A—¥T7—7 |[[2—YFY
tyiay JL (Users T4 ET«
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T T

TOT147 a—WFICHEMT SN TWET 7T Ty g [ L [EWV (Yes) 1 [[WWx (No) ]

tyval® Lok,

(Active Session
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