WAL T—T)

WD RNy 7T, BAZLNT—TIAOFERFIECOWTEHRRA LT,

e WAL DT —TVOME (1 <X—)

s ETIHFAHADHARZ L T—T )L (1 X—)
e A—WERBDHAAL T—T )L (63—)
« AKX N TF—TNORE (10 2—)

WAL T—TILDOHE

Firepower > A7 AW F w MU — 7 12T 5 A I L. Firepower Management Center 73 %
iz —EOT —F =2 T =T IRFLET, fRE LTERSNDERERTT D0
WU —27 7ua—%fH3 584, Firepower Management Center (X241 5 D7 — 7 /L DUV U
MHT—F2EWMO M LES, 2L (U Mloxy NT—7 77U r—3 2 (Network
Applicationsby Count) |V —727 70 —D&~X—2DA T AL, [77 V7 — 3> (Applications) ]
T—=TNDT 4=V RO LEHAINET,

SFIERT—TNVDOT 4=V RERATDHZEICEY, Xy NT—T DT 7T 4 ET 4 DSy
Mrosml b3 286, DAZ L T—TNVEERTEET, &2 ERFEALD KA MNEtE
(Host Attributes) ] 7 —7 /L DR A NEKEFHRE . ERFAOD [HE#Hi7 —4 (Connection
Data) | 7—7 VD7 4 — /)L REFEALTHL, LT XA NTHERT — ¥ 2 RGETX
£,

EBBELDOT —TNVNELIIHAZLET—TLDOELEBIZONTE, DAXA T —7 TJa—%
TERRCTE £7,

— i: — N
EBEBEADARZIL T—TI
NAZ T =T )AL, 2DETNI3DDEREHT — T NDT7 4 —)V REEHE T, Firepower

System (X, W DIND Y AT LEFRD I AL LT —7 /) ERITEMEINETDH, FFED=—
R ET HIEROHEETBIMO N AL LT —T VEERTE ET,

HhRELT—TIL .



B oes7—oromsane

hRELTF=T1L |

7= & 21X, Firepower System (X, RAA XY MERA N T =X 2HET LV AT AERDO I A

B T—T N B RSN E T,
FNAWMBTE, 15D —F 7a—

FDID, T IVT 4 I AT BB E RIET AR
IZEDORBRERERRTEET,

~IVF RAAL VBT, CRELDDAL L T—T ML, Za—r9L RAL /L, F
MNRAAL L TERTLHZ LI TEEREA,

WDETIE, VAT LELTBEINDEI D AX L T =T WO TEBH LE T,

RIUVATLERBDARILT—TIL

F—I

B

A A k&Y —,3 (Hosts with Servers)

Xy NU—7 ETHEITEN TV AR ENT=T 7Y 7r—
a T AERE, ENOOT T r— a3 v EFT
LTWEHARA MIET LEARNRARL—T 4 T A
F DERAARMET D, RA b (Hosts) 18 EO[H—
(Servers) ]| 7 —7 D7 4 —)L RREGENET,

RAA R N EFREROEME (Intrusion Events with
Destination Criticality)

RAA R M DFmE . BRAAL NV MRS S
SEFEAR A N OARA NEREICET L ERERZET S, [
AA X2 K (Intrusion Events) 138 X[ A (Hosts) ]
T=INDT 4=V EREFENET,

TOTF—TNEFHL T, AR RNEEEOEWSEER A -
BT BEAAL N PERETEET,

BAA R R EEEFEILDOEME  (Intrusion Events with Source
Criticality)

BAA N MZEATEHRE . BRALAS MRS D
EEITLARA FOFRA NEKEICET HIERERIET S, B
AA X2 K (Intrusion Events) 13 XN [A A & (Hosts) ]
T=TNDT 4=V RREENET,

ZOT—=TNEMEH LT, AR NEEEDSVIEEITHR A
MIBGTHRBAA N FERBETE £,

ARG T— T ILDAEHE

HARNT—T VEVERT AEA.
BEbEZENTEET, KOEIEL,

BT — % O A ERFHDT —TND T —) REfH
HLWH AL LT —TIVEERT DDA TE D EH

BHDT—TNEY A RLTWET, 220U FOEZFEHADI AL LT —TNLDT —)L K&
BB DEDEIHAE LN T—T NV EERTEET,
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| nran57—70
aienr—Iroashe [

R2:HNRIL T—TILOEAEDE

HABHERIRELGARZL T—TIL UTDT—TIDT 4 —IL R EFERTRE

TV r—=vay o fHBYA X b (Correlation Events)
o 2 AA X~ (Intrusion Events)

« GO~ U —F—# (Connection
Summary Data)

A A @Mt (Host Attributes)

77U r—a O (Application
Details)

s R A <> b (Discovery Events)
« $#5i( <> & (Connection Events)
« " A K (Hosts)

o P

e RTA F UAK Ak (White List
Events)

FHBEA Nk (Correlation Events) TN — g

AR MEMt (Host Attributes)

« 7R A (Hosts)

12 AA -~ | (Intrusion Events) T r—a

A MEME (Host Attributes)
« A I~ (Hosts)

A

PO~ Y —7 —4 (Connection Summary T TV r—=a
Data)

A A Mg (Host Attributes)
¢« R A I~ (Hosts)

o P—

HhRELT—TIL
I



hZReLF7—=T1 |
B oes7—oromsane

HABDOEARELRAREIL T—TIL LUTDT—TILDT 4—)L KEFEETTEE
ARA NDOREDIKEE (Host Indications of TV —Ta
Compromise)

« TV r—3 a3 OFH (Application
Details)

e X ¥ Fx 757 A/ (Captured Files)
o B X b (Connection Events)

« PGP~ U —5— 4 (Connection
Summary Data)

« #HBEA < I (Correlation Events)
« B4 X2 b (Discovery Events)
« AR A MEME (Host Attributes)

« RA I~ (Hosts)

« AL I (Intrusion Events)

X2 VT A ATV AL B
(Security Intelligence Events)

. "j“—-/{
e RTA F UAF A2k (White List
Events)
A NEME (Host Attributes) T U — g

o B X b (Correlation Events)
o (R AA X2 & (Intrusion Events)

« PGP~ U —5— 4 (Connection
Summary Data)

« TV r— 3 OFEH (Application
Details)

o A <> & (Discovery Events)
s Bt A <>k (Connection Events)
« " A K (Hosts)

o P

e RTA F URAK Ak (White List
Events)

. HhRELT—TIL
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maenr—Irodasht

HABDOERIRELGEHARZ L T—TIL

UTDT—TILDT 4 —)L R EFERTRE

TV —a OFER (Application Details)

T r—a v
o IR A MEME (Host Attributes)

« ;R A I (Hosts)

A~k (Discovery Events)

TTVr—=vay

A MEM (Host Attributes)

« ;" A I (Hosts)

SV

i X | (Connection Events)

TSV —a v

A MEME (Host Attributes)
e AR X I (Hosts)
° ‘Tj‘**/\‘

X2 UVT A4 AT IV A ARV B
(Security Intelligence Events)

TSV —a v

A MEME (Host Attributes)
e AR Z I (Hosts)
° ‘Tj‘**/\‘

A A~ (Hosts)

TN —va v
o FAREA Xk (Correlation Events)
o [ AA X (Intrusion Events)

s Pt DY~ Y —7 —4# (Connection
Summary Data)

A A @Mt (Host Attributes)

« 7V r—3a DA (Application
Details)

s fRHA <> & (Discovery Events)
o #2551 X (Connection Events)
. ‘]j‘*—/§

e RTA b UAF Ak (White List
Events)

HhRELT—TIL .




HhRELT—TIL |

B =—ezorzsn7-o0

A—FES

Je

HABDOERIRELGEARZ L T—TIL UTDT—TILDT 4 —)L R EFERTRE

P TTVr—=vay
e {FAA Xk (Intrusion Events)

s Pt DY~ Y —7 —# (Connection
Summary Data)

o« IR A NJEM: (Host Attributes)
« B56i A X+ (Connection Events)

« " A I (Hosts)

AUA N YARA2 T (White List Events) T r—g
o R A MNEME (Host Attributes)

« " A I (Hosts)

LT —TNDT 4=V KW, BIOT—TNVOEED T 4 — L RIZ~y T INH5ERH Y £
T ol X, EREHOD [RAA R N EFEHLOEME (Intrusion Events with Destination
Criticality) | 7 A% & 7 —7 %, [RAA X2 b (Intrusion Events) | 7 —7 /L& [RA b
(Hosts) 1 7—7 VD7 4 —/ R&EfEa LET, IRBAA XK (Intrusion Events) ] 7 —7 /L
DEARY ME, 220DIPT RLVA GEEILIPT RLALSEHIP T KL A) LEBEM T B
TWEJ, L2L, [FAA N (Hosts) ] 7—7 1D [ X b 1 ZFNEN, H—DKRAKIP
T RLAZRLET (KA MBEEOIPT FLABRFET H5E603H0 £9) . Lieh>T,
M2 AA X bk (IntrusionEvents) |7 —7 /L & [F A+ (Hosts) | 7 —7 WMIZEESNTH AKX A
T =T NVEERT 2% 51E. [ARA N (Hosts) | 7 —7 ANOERRTDHT—ZB[RAAL N |
(Intrusion Events) |7 —7/VDHREA NDEFITLIP 7 FUVAERITEHRA MOFEHXIP T KL AD
ELOHICHH SN DN EZRIRT HDLERH Y £,
HLWA AL LT —TNVEERTDE, T—T VDT RTCONT L E2FRTDHT 74/ D
U—7 7ua—pHBRICER SN E T, ERFEHOT TN ERICL I, Xy FU—2 04
THEHT LT —FENAZ LT =TV TRETLHZILE L TEET, ERFLOT T NVEMHEN
LTHRETHD L HIT, DAL L T—TMZHESNT LR — MR TEET,

DHRRAL T—TI)L

Bk

LA AE BT —TNEERT 50012, B0 Firepower Management Center 7> & 71 A 2 2
T —7 )%k xT AKR— kL, Firepower Management Center |24 > 7R— h 95 2 LN TXE7,

HAL T —TNEVERT HITIL, Firepower VA7 LMIfFR L TCWD EOEREFAT — TV
2. HAZ LT =T MHIAL T 4 —/V FIREEN TV L2 LET, 0k, HAA

. HhRELT—TIIL
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Je

2L 7—Inoks |

74— )L RZBIRTX 4, &6, HEISLT, 74—V RO 74—V Ry
THRBRETHILEHLTEET,

Bk

Je

[(FA F (Hosts) 17— NEEeT —XTiL, 12DIPT7 RLATIERL, 1DODFA DT
RTCOIPT RLVAICEE LT — X 2FRTEET,

fij& LT, [MEEEA Xk (CorrelationEvents) 17— /L& [ A & (Hosts) | 7—7 VD7 (—
WVREFREGTDNAZ LT =T NVIONWTEELET, ZOVAZLT—TNVEMEHLT,
FHBAR Y o —DERICBIRT 28 A P OFEMEREATS CTEET, HETNERE LT, [
B <> b (Correlation Events) ] 7 — 7 /VDEFEILIP 7 RLA LGP T RLADEL L &
—HFT D [FA L (Hosts) | 7—TNDT —FERKRT HNPERET DHMLERHY £7°,

TOHAREN T —TADARY NDOTF—T )L B a—%Frmd 5848 FMEA Y 2B 14712
1 O>TOERENFET, ROEREZEDLIIICH AL T—TNERETEET,

o A2 MBER ST HEFE,

 JEN S IVIARBEAR Y — D4R

CERE R =& LT LB 04 R

« FHBEA R MBI 24E0 AR A b (BkAA R b)) ISR T b7 IP T R X
« FEICA A kD NetBIOS 44

CEETRA IRIITLTND AR =T 4 V7 VAT ABLI U=V g

« EEILAHR A FOEKE

Bk

AR L T—

ATy T

ATvT2

SRR A N OSERA L) ORI UEREFRTFTDRROUV AL LT =T NVEERT LI L HT
TET,

TILDERL

AX—h 4 ¥ [ HEDSA VR |YR—brENET | HHR—rZhB K| 791X

R N R ALY (Access)
& (Any) {£E (Any) {£E (Any) {£E (Any) Any/Admin

FIE

[44T (Analysis) |>[h XA L (Custom) |>[H AR LT—T )L (Custom Tables) %33R L
£7,

[h A% LT —T)VOVERL (Create Custom Table) %27 U v 7 LE7,

HhRELT—TIL .



B r=xs25-—oroz=E

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17
ATvT8

ATvT9

ATy 710

ARAZ L T—

hRELTF=T1L |

(47 (Name) ] 74—V RIZ, BAZ L T—TNLOLETZ AT LET,

1 -

7= & 23,
[7—7/ (Tables) | Kr v X URRMb,
RLET,

[7 ¢—/F (Fields) ]C [Wf (Time) ]
Ry IPERENTZHREEZBINLET,
FIES5 %20 LT, [RKU— (Policy) 1BLVO[L—/ (Rule) 17 14—/ REBMLET,

Ctrl E72 1 Shift ZH L2267 U v 7352 812K, D7 4 — /L RERINTX
7, £, 7V LTRI v 752 ET, METHIEROEZRINTE T,
7L, T NCBEE LA R NDOT—T NN Ea—T7 4 — /)L KINFERINDIE
FERIEETHHEIE. 74—V RE2—FEIZ 1 >FolBMmLET,

) EANLET,
[#HBH ~> I (Correlation Events) ] %%

Correlation Events with Host Information (Src IP)

ZER L, BN (Add) 1227 U > 27 LT, A

EVk

[7—7/V (Tables) ] Ky 77X U R b [ARA L (Hosts) | Z@IRLET,
[IP7 KL A (IP Address) ]. [NetBIOS#4: (NetBIOSName) ]. [0S#4 (OSName) ]. [0S /X—
Y a ¥ (0S Version) ], [FA MOEKE (Host Criticality) 1 7 4 —/V K& T AKX LT —T )b
WML ET,

[FHBEA <> I (Correlation Events) ] DB
{f§5C IP (Source IP) ] #E&R L £,

FHREA X MZBERT AEETLERA M (BlAARA ) FAICFIES TEIR L 7= A MERE TR
THLIT, WAZLT—TARREISNET,

FEBAA N2 NIRRT D560 A b UREARA ) ICBT D567 X ME#E LR
TOHNAZ LT =T NEERT 2560, ZOFIRICHEWNE T, [EEICIP (Source
IP) ] Clid7e <, [#55 IP (Destination IP) | Z3IR L £,

H5 B 4 —/L K (Common Fields) ] T. [

ek

[PRFF (Save) 1Z227 YU v 7 LET,

JILDEE

AYX— bk 54t [ HEDSAEVR|YR—bENBT | HR—rENBF | 791X
R N R A (Access)
L& (Any) L& (Any) L& (Any) L& (Any) Any/Admin

VI F RAAL VBT, BITED RAAL U TIER SN AZ LT —T NVREREINET, T

IIRETEET, BN AA L TER SN AZ LT —T A EFRENE TR, 2R
HETEETA, TND RAAL DI AZ LT =T N ERRBLOWET LI, TDORAAL
ZEID B xE T,

. HhRELT—TIIL
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nz28 8 7—ILobE |

Flg
ATv 1 [94 (Analysis) |>[HRZ L (Custom) |>[HRALT—T )L (Custom Tables) |% 3R L
i‘j‘o
ATY T2 WETLT—TNVORCHIMET A2 @) 270 v 7 LET,
ROVIZERT A a2y (%) BDFERRINDGE, REFTEHENALS IR LTEY, REXE
ETDOHERNH Y FH A,
AT T3 BATET7 40—V FORICHDHIBRT A 2> (D) 22Uy 7 LT, T—T BT —L R
Rt A b TEET,
GE) LAR—FCTHEEHRTOZ =V REHBRTDE, ZNHDO7 4 — /L REFEHLTH
L7 aEENLDLUVR— I OEINT D0 MRS A7 n 7 MRRREINE
7T
ATv T84 VESELT, TOMOEFREZFEITLET,
RATY TS [fR1fF (Save) 1227 U v 7 LET,

AARAZ L T—

TILDHIE

AI—F 54+
P

HEDZMER

HiRh—rEhdT
N R

$HR— b Eh5
ALY

TR
(Access)

& (Any)

& (Any)

& (Any)

& (Any)

Any/Admin

ST RAAL CEATIE, BUED FAA TR SN AZ DT =T ARFIRSNET, Z
AUTHIBR CE E£7, Bl RAA U TER SN AL LT =T VS FRINETH, ZHIEH
PreEERHA, THD RAL L DHAZ LT —=TNVEHIRT HITIE, ZD AL D B2
£

FIE

ATYT1 [9# (Analysis) |>[H XA L (Custom) |>[HARZLT—T /L (Custom Tables) %38 L

£7,
HIBRT 2 AL DT =T VOB H DHIBRT A = (O) 227V v 27 LET,

Ay b= ARROAFITRSNTWDEE, RERLH FAAL VIZBELTEY,
MR DY £ A,

ATy T2

1

l

REZ AT D

a,

HhRELT—TIL .



hRELTF=T1L |

B »=x5.5—Jrzg50 -y 70—0%R

HARAL TFT—TIVZEDWN=D—H J0—DFRFE

AYX—hk T4t | HEDFAEUR|HR—FENET | HHR—bENBK | 7OEX
VR N R ALY (Access)

fE& (Any) f£& (Any) f£& (Any) f£& (Any) Any/Admin

HABRNTF—TNLVEERT AL, FOFTT7HNL DT —7 70 —RN AT AL ->THEIMIC
ElSNET, 2OV —27 78 —0ORPION—VIZE, ARV FNOT—T )V Ea—RNRREN
FT, WAX L T—TNMIRAARY beEOLEE, V—27 78 —02F&FHO—38
o b Ba—iZRh0ET, TNUNOEE, V—2 78— 2FHDOX—VFHRA N A=
WD ET, WAZLT—TNMIHESNT, MADOIAZ LA T—r T7a—%ERKT5HZ b
TEET,

Bk

&M

ATy T2

HAR DT =TSNV T AR L V-7 7u—%5ERT D56, TNEETDOT—T LD
FIAN DT —r T7u—L LTHETEET,

W UFEALFEH LT, EBELDOT— T NMIESNTA X N Ea—TEHT L5 AZ LT —
TNTARY heFRTEET,

VAT RAL VRBTIE, BUED RAL TR SN AZ AT —TABFRENET,
MITRETE ET, B R AL TERENEZIAZ LT =TV HFRENETR, 2R
ELTEFEA, TIDRAAL VDAL LT =T N R BIORETHITIE, ZTDORAAL
A=l R~ = BN

FIE

[4#7 (Analysis) |>[H XA L (Custom) |>[HARZ LT—T )L (Custom Tables) %8R L
£7,

BRTHU— 70 —|lHETEIIRALL T—TNVDORIIHIEIERT A2 () 270 v
7 L/iﬁ‘o

HRAZL T—TILDERE

RT—k 54t |REDSAELR|HH— FENET | HH— FEh5d K| FoER
~ A INA R A (Access)

£E (Any) £E (Any) f£E (Any) f£E (Any) Any/Admin

YNF RAL VRETIE, BHED RAAL TR SNTIEH AZ LT =T ARFRSNES, 2
AUIFRETE £, B RAA TR SN A Z LT =TV RRSIVETH, AU
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATvT1

nzsn7—Inonk |

ETXFERA, TMDORAAL L DAARAZ LT —TNEERBIOWRET HIZIE, FORAAL
T B ET,

FIE

[73#7 (Analysis) |>[H XA L (Custom) |>[H AR LT—T )L (Custom Tables) |% 3R L
ij‘o
METDUAZ L T =T NOBRICHLIRRT A7 () 2270 v 7 LET,

Evh HREXLAT—=F =R, BOU—r T7u—%FERTI00, V=T —0HFA
MLOBED [ (UV—27 7a—DU)0Ez)  ((switchworkflow)) 1227 U > 27 LET,

[ (Search) 1 %27 Vw27 LET,

Evbh BIOEEDOA Ry hRF—ZIZOWNWTT —FR_R— AR RBET A543, 2offEa%s
TN Fay XX A MNLERLET,

AT DT 44— RIZ, MBFIEEATTLET,

DT 4=V RICEHEEAT L TRET D L. T_XTOT ¢ —/b R L THRE SRk

ST H LI — ROBRBESNET,

Evb BRBEELLTAT V=2 FEMEHTL2H81E. MR — LV FOMICH LA TV =
JhTAay (F) 270y 7 LET,

MENZJS U T, MBERAET D581, [F7 4=k (Private) | F =y 7Ry 7 A%F T
LT, 7I7A4RX—=F & L TRBEEZRTFT DL, ZORBIZRNDOLNT 7 A TEDL L )Tk
DET, RADODATIERLS T RTOZ—FEHRIITIEHEIE. 20T 2w IRy I A%HT
DEFIZL THREREREFELET,

Evh ARZ L= u— DT —=ZOHIRE L THRRZHERT 25813 63774 ~—
MR E L TIRFT D2RENRH Y £7,

VEIIS T, BOHEMBMTOMBLRFETES T, ROBREAH Y £,

« [fRTF (Save) |27 U w7 LT, MBEFMERTFLES, [FTF7A4X—1 (Private) [T = v
IRy Y AEF AT DL, ZOBRIIANDT BT P TOHFRRTED L IITRY E
R

BT LWVRBERIET D0, LIRHRE LB ELEE L TER L7ZRRICARTIZE D B TH
ZiE. [FBUCIRE (SaveAsNew) (&2 U v 27 LET, [FT7A4X— | (Private) | F = v
TRy I AEF T D E TORBIIARADT I N TORMREEFERBLOERRTE S X
TR F9,

[ (Search) %27 Vv 7 LT, MELXBKBLET,
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hRELTF=T1L |
B r=x5.5—Jromz

FAE FIL, BEORMEMEIC L > THIBENTWD, WAF LT —TIADT 7 5L bDT —
y7ua—lEREINET G4 TH58) .
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